AVAYA

Configuring Check Point VPN-1/FireWall-1 and

SecuRemote Client with Avaya" IP Softphone via NAT -
Issue 1.0

Abstract

Avaya' IP Softphone R3 V2.1 now supports H.323 VolIP applications running over different
Network Address Translation devices. These Application Notes provide the configuration
information required to support the Avaya IP Softphone for customers utilizing Check Point
VPN-1/Firewall-1 and SecuRemote client in a NAT environment. This work was requested by
IP Softphone developers to verify NAT functionality.
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1. Introduction

Check Point VPN-1/Firewall-1 has been widely deployed by companies to protect their private
network from the public network. These companies also want their authorized remote users to
access their internal network. These users will most likely have a public IP address that is not
routable within the internal or private network. The IP Pool NAT feature on the Check Point
VPN-1/Firewall-1 will replace an incoming packet’s source IP address with a new source IP
address selected from a configurable pool. By doing this, IP packets coming from the public
domain become routable in the private domain. Since the H.323 protocol has embedded IP
addresses that are not translated by NAT devices, this solution does not work for VoIP. A new
version of Avaya  Call Processing software solves this problem by sending back a virtual IP
address to the Avaya IP Softphone client. The Avaya IP Softphone client will use this address
for registration, call control signaling, and media transport. No new configuration is required in
Avaya Call Processing software or the Avaya IP Softphone.

2. Network Configuration

This document provides the configuration information required to support Avaya’s IP Softphone
R3 V2.1 for customers utilizing VPN-1/Firewall-1 and SecuRemote Client in a NAT
environment. Figure 1 depicts the network setup for these Application Notes. In this case the IP
Softphone uses a valid IP address. A VPN tunnel is established between the IPSec client and the
Check Point VPN-1/Firewall-1 Gateway. Since ‘IP Pool NAT’ is configured on the Check Point
VPN-1/Firewall-1, it assigns a new IP address from its pool (which is routable in the internal or
private network) to the IP packets coming from the SecuRemote client on the Avaya IP
Softphone.
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- | —
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= &3 = EI_
175.16.253.1 170.1.2.2 NAT 170.1.1.1 90.1.1.1
Client IP range: IP Pool:
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[ ]
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’\4
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Communication server

Avaya IP Softphone
with SecuRemote
client

Figure 1: Network Topology
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3. Software Validated

The following Avaya software is required:

Avaya™ [P Softphone R3 V2.1x

Avaya™ [P Agent versions later than IP Agent V3

Avaya Softconsole” R1.0 (or later)

Avaya™ Call Processing release R10 load 35 (or later), or release R11

Software/Hardware used for verification:

Avaya IP Softphone R3 V2.1

Avaya Call Processing release R10 load 35

Avaya™ Communication Server

Windows 2000 PC with Check Point VPN-1/Firewall-1 V4.1 SP-5
Windows 2000 PC with SecuRemote Client V4.1 SP-5

Cisco Router 7513 with 10S 12.2(2)T and 3640 with 10S 12.2(2)T
Cisco Catalyst Switch 2900 with 10S 12.0(5.2)XU

4. Configuration for VPN-1/Firewall-1

The following are VPN-1/Firewall-1 configuration steps:

1. Creating a private network: Start Programs = Check Point Management Clients =
Policy Editor 4.1. Select from the main menu, Manager = Network Objects > New 2>
Network and create the private network behind the Check Point. From the Network
Properties Window, select below.

e Name = pbx

e [P Address =90.1.1.0

e Net Mask =255.255.255.0
e Comment = ip600

e Location = Internal

e Broadcast = Allowed

e Select OK
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Metwork Properties
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Figure 2: Creating a Private Network

2. Creating an IP Pool: Select from the main menu, Manager = Network Objects =
New > Address Range and create an internal range of IP addresses. This internal
address range will be used in the ‘IP Pool NAT’ function of the Firewall. Define an IP
range from 170.1.1.10 to 170.1.1.50 for translation. Select OK.
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Addresz Range Properties |

General | MAT |

Mame: |REERERNE
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LComment; I

Colar: Ii,
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Figure 3: Creating an IP Pool

3. Creating a Check Point Object:
3a. From ‘Policy Editor 4.1°, select Manager > Network Objects = New > Workstation.
In the General tab, add a name and IP address (170.1.2.2) of the interface

connected to the public network.
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Workstation Properties

Figure 4: Creating Check Point Object
3b. In the Authentication Tab, select ‘“VPN-1 & Firewall-1 Password’.

*&orkzstation Properties

Figure 5: Set up Password
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3c. Inthe VPN Tab, select IKE and click ‘Edit’.
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Figure 6: Configure IKE for VPN

3d. Select 3DES as the key exchange encryption and MDS for data integrity. Select OK.
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Figure 7: General Tab for IKE Properties
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3e. In the NAT Tab, select ‘Use IP Pool NAT for SecuRemote connections’. Select OK.

Workstation Properties Ei I

Generall Interfacesl SHP  MAT | Eertificatesl YPM I Athe 4 I *I

—Walues for Address Tranzlation
[ idd Autemnatic Address Translation Bules

TirarElation Method; I Static j

ol [P d s |

[ Fratall I @ Al j

— P Pools
W Usze P Pool MAT for SecuRemate Connections

Allocated [P Pool Addresses fromm: I IQEI Irternal-range j

Beturmn unused addresses to IP Pool after: |60 _:I Mir

(] I Cancel Help

Figure 8: Configure IP Pool for Client

3f. Select from the Main menu, Policy = Properties and click on the ‘IP Pool NAT’ Tab.
Select ‘Enable IP Pool NAT for SecuRemote connections’. Select ‘OK”.

This enables the Check Point Firewall/VPNI to use this pool for client address translation.

SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 8 of 18
WCH/MI 2/6/02 © 2002 Avaya Inc. All Rights Reserved. CKPOINT-NAT



Properties Setup Ei |
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Figure 9: Enable IP Pool NAT on Policy

Note: Since the address range is created on the VPN-1/Firewall-1, be sure that the packets
destined to these IP addresses can reach the gateway.

3g. On line ‘Help’ suggests that we need to create a file called ‘local.arp’ in the
C:\WINNT\FW1\4.I\STATE directory. In the file local.arp, we have to link the addresses
created in the internal-range 170.1.1.10 - 50 to the MAC address of the internal interface of the
VPN-1/Firewall-1 gateway as shown below.
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Bl local.arp - WordPad I -10] x|

File Edit Yiew Insert Formab Help

D= SR sl 05 (@w] B

170.1.1.10 00-g0-c9-45-hE5-78 LI
170.1.1.11 00-g0-e9-45-hE5-78
170.1.1.12 00-g0-e9-45-hE5-78
170.1.1.13 00-g0-c9-45-hE5-78
170.1.1.14 00-g0-c9-45-hE5-78
170.1.1.15 00-a0-c9-45-h5-78
170.1.1.16 00-a0-c9-45-h5-78
170.1.1.17 00-a0-c9-45-h5-78
170.1.1.18 00-a0-c9-45-h5-78
170.1.1.19 00-a0-c9-45-h5-78
170.1.1.20 00-g0-c9-45-h5-78
170.1.1.21 00-a0-c9-45-h5-78

170.1.1.22] 00-a0-c9-45-h5-78 =

-

For Help, press F1 l_ MUM

Figure 10: Creating local.arp File

4. Add new users for remote client on Check Point.

4a. Select from the main menu, Manager = Users = New = Group and create a group

(for example group-1). Select OK.

Group Properties |
Name: |group-1
Carmnrment: I
Color: I [ vl
Mat in Group: In Group:
Al > |
< Bemove |
Ok I Cancel Help
Figure 11: Creating Group
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4b. Select from the main menu, Manager = Users = New = Default and create a user.
Select OK.

Uszer Properties |

General | Eruupsl .ﬁ.uthenticatinnl L-:u:atil:unl Time I Encrj,lpticunl

Mame:

LComment: I

Color: I - vl
Expiration D ate [dd-rnmrm-yy]: |31 -dec-2002

0k, I Canicel Help

Figure 12: Creating User

4c. In the Groups Tab, add a user to group-1 by selecting group-1 and clicking ‘Add’.

Uszer Properties |

General Groups |.-’-'-.uthenticatiu::n| Lu:u:atiu:unl Time I Enu:r_l,lptiu:unl

Aveallable Groups Belongs to Groupz

@ group-1

&dd |
[sEsm]

< Delete

k. I Cancel Help

Figure 13: Add User to Group-1
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4d. In the Authentication Tab, select VPN-1 & FireWall-1 Password and enter a
password.

Uszer Properties |

Eenerall Groups Authentication |L|:u:ati|:|n| Tirne I Encryptil:unl

Authentication Scheme: |3 S REESEEEE RN

— Settings:

Paszword [up to 8 characters]:

k. I Cancel Help

Figure 14: Add User Authentication Password

4e. In the Encryption Tab, check the box IKE.

Uszer Properties |

Generall Gru:uupsl .-’-'-.uthentin:atiu:unl Lu:u:atiu:unl Time  Encryption |

— Chent Encryphtion Methods

F [i]
O [z Pz

Edit... |

— Succeszful Authentication Track:

" Mone + Lag 0 Alert

F, I Cancel Help

Figure 15: Configure IKE for User
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4f. Click on ‘Edit’ and in the authentication tab select ‘password’ and enter the

password selected above. Select ‘OK’.

IKE Properties [ x| |

Authentication | Encryption |

Select authentication schemes used:

v Paszwoard |N

[T Public Key

E. Cancel Help

Figure 16: Enter Password

4g. Click on the ‘Encryption’ Tab and select ESP as Transform, MD35 as Data Integrity
and 3DES as Encryption Algorithm. Select ‘OK’.

IKE Properties E |

Authentication E”CTPF'tiDﬂl

Trarnzform:

% Encryption + Data Integrity [ESPE
™ Data Integrity Only [4H]

D ata |nteqrity:
Ericryption Algarithm:
" SHa
¥ MD5 ADES [
]:4 Cancel | Help |

Figure 17: Configure IKE Encryption
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5. Edit ‘Services’.

From the main menu go to Manager = Services and select ‘tcp-high-ports’ and enter the port
range 40000 to 40100 as shown below.

Services Ed|
— Services:
Shows: I-ﬁ-ll ;I
TF TACACS |

LER) TAaCACSpIuS

cp-high-port=

LCF) telnet
O trtp —
@' tirme ;l

TCF Portz 1024-65535

Mew. . | Bermowve I Edit... I

e |

Figure 18: Edit tcp-high-ports

TCP Service Properties E |

Heneral |

[ E=A top-high-parts

Camment: |TI:F' Ports 1024-65535

Eu:u_lu:ur:l |:| v|
Fort: |>1EI23 et

Source port range: |4EIEIEIEI to |4EI'I 0o

Protocol Tope: I Maone - I

[ Fast Mode

. I Canicel | Help

Figure 19: Set TCP Port Range
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Similarly select udp-high-ports service and enter the same range as entered for
tcp-high-ports.

UDP Service Properties

General |

[REUER ludp-high-ports

Comment; I IJDF Portz 1024-E5535

Eu:u_lu:ur:l |:| vI
Port: |>'IEIE4 Get |

Source port range: |4EIEIEIEI tao |4EI1 i}

k. I Cancel | Help

Figure 20: Set Udp Port Range

Note: Check Point takes all TCP/UDP ports which are greater than 1024 as high
ports. In order to pass VoIP packets using high UDP ports, a policy has to be
created to accept these packets. Customers also have the option to set the port
range to use. In this example, we set the port range from 40000 to 40100. The
range configured for tcp-high-ports as well as udp-high-ports should be entered
in the IP Softphone login screen by the users. Only then, will users be able to
register with Avaya IP600 Server, because the Firewall will only allow those
sessions that use the defined TCP/UDP port range.

6. Create Policy for Remote Client

e Open ‘Policy Edit’ and create the following policy for the remote client.
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“T‘f"'1?l].1.2.2 - Check Point Policy Editor
File Edt Miew Manage Policy ‘Window Help

HE&Lo sk BsSI0 0l 2 EFSqia BEREYT QN

25 Security Policy - poficy | El Address Tranglation - policy |

m Source ‘Des’rina’[ion‘ Service ‘ Action ‘ Track Install On Time
. gr'u:lup-'l@,i'.,n':.-' %pbx ‘ Lcdp;:?ghr:];;i Cliert Encrypt Eg Long |-m-| Gatewvays @An‘f

n @ Any @ Any ‘@ Any ’i drop -59 Long |-m-| Gateways @ Any

4

4
For Help., press F1 [1701.22 |ReadAwiite MLUM 4

Figure 21: Configure Policy

Note: This is the minimal policy required to support IP Softphones. Applications like ICMP
pings, FTP, Telnet will not work with this policy. Additional policies need to be added for them.

To check the status of the tunnel:
Start the Program and select log viewer 4.1. A detailed session log will be displayed on the

screen.

4. Configuration for Remote Client Software on PC
e Follow these instructions to install SecuRemote client software on a PC.

e Open the VPN-1 SecuRemote Icon and
In the Certificates Tab check ‘Don’t use Entrust Intelligence in the future’.

In the Tool Tab, open Encryption Scheme and Check the box IKE.
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5. Configuration for IP Softphone on PC

Since the firewall allows only those sessions that use TCP/UDP port 40000 to 40100, IP
Softphones should be configured to use ports within this range. In the login screen of the IP
Softphone go to Setting = Advanced and enter the port range of 40000 — 40100 as shown

below.

Login Settings

Login I Serverl Audio I Call I:::untn:ull Emergency Advanced |

— Local IP Addrezs Information
|1ze thiz option anly if you expenence
problems logging in while uzing a %P client.
Conzult anding help for more infarmation,

[T Use the following IP address [as dizplaved by the
WM client] :

|u.n.n.n

— Lacal Part Bange Information

¥ Choose from the following port range ta
corrunicate with the server:

Loweest port number; IdEIEIEIEI
Highest part number; |4E|'| 1]

X

k. I Cancel

Help

Figure 22: Set Port Range for IP Softphone

6. Configuration for IP Softphone on PC

These Application Notes provide the configuration information required to support the Avaya™
IP Softphone for customers utilizing Check Point VPN-1/Firewall-1 and SecuRemote client in a
Avaya™ [P Softphone R3 V2.1 now supports H.323 VoIP applications
running over different Network Address Translation devices. Check the implementation guides
or application notes for the proper utilization of those network address translation tools. The
configurations described in this document facilitate the full range of mobility benefits that the
Avaya™ [P Softphone provides an enterprise.

NAT environment.
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© 2002 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at finteroplabnotes@list.avaya.com|
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