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Abstract

These Application Notes describe the procedure for configuring Enterasys Wireless Access
Point 3000 (RBT3K-AG) to support Avaya IP Office, Avaya IP Wireless Telephones and
Avaya Phone Manager Pro.
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1. Introduction

These Application Notes describe the steps necessary to configure Enterasys Wireless Access
Point 3000 (RBT3K-AGQG) to support Avaya IP Office, Avaya Wireless Telephones and Avaya
Phone Manager Pro. The network infrastructure used for verification is shown in Figure 1.
These Application Notes cover the following areas:

e System IP and Wireless 802.11a/b/g radio configurations.
e Wired Equivalent Privacy (WEP) encryption
e 802.1x RADIUS authentication with WPA encryption.

These Application Notes do not cover the configuration for Avaya [P Wireless Telephones,
Avaya Phone Manager Pro, Odyssey RADIUS Server and Clients. For detailed configuration
on these devices, refer to the Application Notes listed in Section 7.

In the release tested, the Enterasys AP 3000 RBT 3K-AG did not support Spectralink Voice
Priority (SVP), which is required for ensuring over the air Quality of Service (QoS).
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Figure 1: Network Configuration
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Table 1 lists the IP addresses and subnet masks for the tested devices.

Device VLAN IP Address/Mask | Gateway
Avaya [P406 Office VLAN 1 50.1.1.10 /24 50.1.1.1
Avaya Voice Priority Processor | VLAN 1 50.1.1.9/24 50.1.1.1
Avaya C360 Stackable Switch VLAN20 20.1.1.2/24 20.1.1.1
Enterasys Wireless Access Point | VLAN 20 20.1.1.10/24 20.1.1.1
3000 (RBT3K-AG)
Extreme Alpine 3804 Switch VLANI 50.1.1.1/24
VLAN20 20.1.1.1/24
Avaya 3626 Wireless Telephone 20.1.1.100 20.1.1.1
Avaya 3616 Wireless Telephone 20.1.1.101 20.1.1.1
Avaya Phone Manager Pro 20.1.1.126 20.1.1.1
Odyssey RADIUS Server VLAN 1 50.1.1.50/24 50.1.1.1
Table 1: Devices IP Address and Gateway
2. Equipment and Software Validated
Table 2 lists the equipment and software version used for the configuration.
Equipment Software

Avaya IP406 Office IP Office 2.1(29)

Avaya Phone Manager Pro V2.1.6

Avaya 4620SW/4610SW IP Telephones R2.01

Avaya 3616/3626 Wireless IP Telephone 96.024

Avaya Voice Priority Processor R168.112

Avaya C360 Stackable Switch R4.3.12

Enterasys Wireless Access Point 3000 (RBT3K-AG) V2.1.2

Extreme Alpine 3804 Switch V7.2.0b25

Dell Laptop with

*  Windows XP 2000 5.00.2195
= Enterasys RoamAbout 802.11 a/b/g Wireless Card | V 3.0.0.111
Odyssey RADIUS Server V2.01.00.653
Odyssey Client V3.03.0.1194

Table 2: Equipment and Software Validated

SZ; Reviewed:
GAK 4/22/2005

Solution & Interoperability Test Lab Application Notes
©2005 Avaya Inc. All Rights Reserved.

3 of 27
Enterasys-IPO.doc



3. Configure Enterasys AP 3000 (RBT3K-AG)

The configuration can be done using a web-based interface. Assume that the IP address
20.1.1.10 has been pre-configured on the Enterasys Wireless Access Point 3000. The following

sessions display the related configuration using web-based interface.

3.1. Basic System and Wired Equivalent Privacy (WEP) Configuration

This section presents the steps of basic system wireless and WEP configuration. The Enterasys
Wireless Access Point 3000 (RBT3K-AG) has both 802.11a and 802.11g radio interfaces. The
802.11g radio interface supports both 802.11b and 802.11g clients. In these Application Notes,
the 802.11g radio is configured to accept both 802.11b and 802.11g clients to support the
Avaya IP 3616 and 3626 IP wireless Telephones. Note that the Avaya 3626/3616 series
wireless Telephones currently only operate in 802.11b mode. The 802.1x authentication is

applied to the Avaya Phone Manager Pro using Odyssey Client.

Step Description

1. o
user name and password as shown below.

3 Roamabout Login - Microsoft Internet Explorer

Launch a web browser with the URL http://20.1.1.10. Log in the AP with proper

Wiews  Favorites  Tools  Help

J Eile  Edit

J 4= Back - = - @ it | @Search [3&] Favarites @Histury ||%-.— =N

| address [&] hetps:jz0.1.1.10

~| @ao |JLink5 o

RoamAbout

I

I
oo

Usarname:

Password:

1
|@ Done

[ 5 [ mternet v
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Step Description
2. e After logging in, click TCP/IP Settings from the left panel.
e Disable DHCP Client since static IP address is used.
e Click Enable for HTTP Server and leave HTTP Port 80 as default.
e (Optional) Click Enable for HTTPS Server and leaver port 443 as default.
e Verify the IP address and Subnet Mask are correct.
/3 RoamAbout Access Point - Microsoft Internet Explorer -0l x|
J File Edit ‘iew Favorites Tools  Help ﬁ
J P Back + = - @ 7l | @Search (%] Favorites @History | I%. S H
| Address |@] https://20.8.1.10fip.htm x| @eo |JLinks »
NETWORKS. RoamAbout
RoamAbout TCP/IP Settings
Identification
DHCP
RADIUS
PPRoE Settings DHCP .
Authentication Client: @ Disable " Enable
Filter Contral Webh Servers
Qog
SHMP
Adrninistration glj‘rer: " Disable ® Enable
svstem tog HTTP Port: [30
ore
802.11a Interface HTTPS . (;‘-
N Server: Disable Enable
adio zettings
Security E;;T:S |443
802.11b/g Interface 1P Address
Radio Settings P
Security Address; 1201110
Status subnet  [o55,255.255.0
AP Status g:{::‘;y: |20.1.1.1
Stations Status Pri
Event Logs Dlr::g:ar'f IUUUU
Secondary
DNS: 0000
Apply Cancel Help [~
& I_E|° Internet 4
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Step

Description

e Click OK to login to AP again.

3 RoamAbout Access Point - Microsoft Internet Explorer

_|o| x|
J File Edit Wiew Favorites  Tools  Help ﬁ

J wBack - = - () al | Qisearch  [3Favorites ¢ 4History ||%v =1

| Address @ https:}20.1,1.10{chtcpip ~| pao HLinks ®

ENTERASYS

NETWORKS. RoamAbout

RoamdAbout

Identification

RADIUS
PPPoE Settings

Authentication

Filter Contral

Qaos

SHMP

Administration

Systern Lag Configuration has been saved. Please login with new settings! | |

802.11a Interface
QK |

Radio Settings
Security

802.11b/g Interface ﬂ

@] Done |_|E|_|ﬂ Internet

5
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Step Description
3. | The following sections display the 802.11b/g interface configuration.
e Click the Radio Settings under 802.11b/g Interface from the left panel.
e Enter 1 for Native VLAN ID.
e Enter a unique Network Name (e.g. RAbg) as its SSID.
e Click Enable for Secure Access.
e Click Enable for Auto Channel Select.
e Click b & g mixed for Working Mode to accept both b and g clients.
e Leave other settings as defaults.
e Click Apply.
2} RoamAbout Access Point - Microsoft Internet Explorer 1Ol x|
J File Edit Wiew Favorites Tools Help ﬁ
J = Back - = - @ at | @Search [3] Favarites @History ||%- =N |
| Address [&]1 hetps:tizo.1.1.10/radioz.hem =] @eo | |unks »
ENTERASYS =
T NETWORKS. RoamAbout
RoamAbout 802.11b/g Interface
Identification
ToR/IP Settings Radio Settings " Disable  Enable
RADIUS
FPPoE Settings
Authentication Description: IRDamAbDutAP3DDD -802.17k/g
Filtar Contral Native YLAN ID: I_]
QoS
SMMP Metwork Name (SSID): IRAbg
Adrministration
Systermn Log Secure Access: " Disable ' Enable
802.11a Interface Radio Channel: |11 -]
Radio Settings Auto Channel Select: " Disable  Enable
Security Working Mode: @ bagmixed © gonly  bonly
802.11b /g Interface Transmit Power: I'IDD% 'I
Maximum Tx Data Rate: I'I'IMbpS "l
S & curity Multicast Data Rate: |1Mbp5 "l
Status Beacon Interval (20-1000) I'l on ms
AP Status Data Beacon Rate{(DTIM} (1-255) |2— Beacons
Stations Status
Ever Logs Fragment Length {Z56-2346) 2346 Bytes
RTS Threshold {0-2347} |234? Bytes
Maximum Associations (0-250) |100 clients
Apply Cancel Help
| -
|&] pore [ |5 |4 mtermet v
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Step Description
4. | This section presents the WEP configuration. Because the Avaya 3626 and 3616 wireless
Telephones do not support 802.1x, the 802.1x authentication needs to be disabled on AP.
e Click Authentication from left panel and click Disable for 802.1x authentication as
shown below.
e Click Apply when done.
4} RoamAbout Access Point - Microsoft Internet Explorer 1O =|
J Fil= Edit Wew Faworites Tools Help ﬁ
J dBack ~ = - (D i | @ search  [SfFavorites & 4History ||%v =h
Jngldress I@ https:ff20.1.1.10fauth.htm j G0 |J Links **
NETWORKS.. RoamAbout
fp el Authentication
Identificatian
TCP/IP Settings MAC Authentication: |Disab|e 'I
RADIUS
PPPcE Settings
802.1x Setup:
Filter Control
Qos * pisable 802.1% authentications not allowed
SMMP
Administration [ Supported Clients may or may not use 802.1x
System Log " Required Client must use §02.1x
802.1fa fnterface If 802.1x supported or required is selected, then RADIUS setup must be
completed,
Radio Settings Broadcast Key Refresh Rate I-I 0o minutes {0 = Disabled)
Security
i |1DD i =D
802.11b/g Interface Session Key Refresh Rate minutes {0 = Disabled)
802.1% Session Tin’IBDUtIEUD minutes (0 = Disabled)
Radio Settings )
Security 802.1x Supplicant:
Stadi
ages §02.1x Supplicant " pisable  Enable
P Sl Username I
Stations Status
Event Logs Password I
Confirm Password I
Local MAC Authentication:
System Default  peny * Allow
MAC Authentication Settings:
MAC Address Permission Update
I " peny  allow { Delete ﬁl
MAC Authentication Table:
Humber MAC Address Permission
Apply Cancel Help
[
|@ Dane |_|—§|% Internet 4
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Step

Description

5. | WEP configuration is shown on the next page.

Click Security under 802.11b/g Interface from the left panel.

Select Shared Key for Authentication Type Setup. This will only allow users who
have the correct key to access AP.

Click Enable for Data Encryption Setup.

Click WEP for Multicast Cipher Mode.

Click 128 Bit for Shared Key Setup (Note that Avaya IP 3626/3616 IP Telephones
support both 40 and 128 bit key).

Click Hexadecimal for Key Type.

Enter 26 digits key string in Key1 field. Make sure this key matches the key entered in
the IP Wireless Telephone.

Click Apply.
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Step

Description

RoamAbout Access Point - Microsoft Internet Explorer

J File Edit “iew Favorites Tools Help

J = Back ~ = - @ fat | @Search [5e] Favorites @History ||%v =N |

| Address @] hitps:/j20.1.1,10/security2 htm

RoamAbout 802. 1 1 b/g

Identification

TCRJIP Settings Security Settings
RADIUS
FFREE Beihgs Authenticati

Authentication
Filter Control

Radio Settings

(O Alphanu
WPA Pre-5Sh

Shared Key
' 64 Bit
Key Type

& Alphanu

Key 1
Key 2
Key 3

Key 4

. Open System

" Hexadecimal

* Hexadecimal

Interface

on Type Setup

Qos # Shared Key

SHMP

Adrninistration Data Encryption Setup

Syst L

ystern Log " Dpisable & Enable
802.11a Interface
WPA Clients

Radio Settings ol Supported

Security
§02.11b /g Interface WPA Key Management

Use WEP as WPA Multicast cipher mode
Use TKIP as WPA Multicast cipher mode

Use AES as WPA Multicast cipher mode

" wpPA Pre-shared Key
Siatus Multicast Cipher Mode
AP Status © WEP
Stations Status  TKIP
Event Logs
| C AES
WPA Pre-Shared Key Type

Allow everyone to access

Allow users with a correct key to access

. Required  Not Supported

& Wpa authentication over 802.1x

Enter 64 digits

meric Enter between 8 and 63 characters
ared Key

Setup

@ 128 Bit T 152 Bit

Key Number Transmit Key Select

&

I
-
-~

For 64 Bit enter 10 digits, for 128 Bit enter 26
digits, for 152 Bit enter 32 digits

_ For 64 Bit enter 5 characters, for 128 Bit enter
meric 13 characters, for 152 Bit enter 16 characters

Key

Apply Cancel Help d

|&] l_ g |4 Internet v
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3.2. 802.1x Authentication Configuration

This section presents the 802.1x authentication configuration. This configuration verifies that
the Avaya Phone Manager Pro with Odyssey Client can pass 802.1x authentication from the
Odyssey RADIUS Server through the AP. Note this configuration does not apply to the Avaya

3626/3616 Wireless Telephones since those telephones do not support 802.1x.

Step Description

1. | Configure 802.11a Interface.

e Click the Radio Settings under 802.11a Interface from the left panel.
Enter 1 for Native VLAN ID.

Enter a unique Network Name (e.g. RAa) as its SSID.

Click Enable for Secure Access.

Leave other settings as defaults as shown below.

Click Apply.

/3 Roamabout Access Point - Microsoft Internet Explorer

o [m]

J File Edit ‘“iew Favorites Tools Help

J HBack - = - @ i | @Search [Ge] Favorites @History ||%v =Y |

J Address I@ https:ff20.1.1,10/radiol . htm

x| @6 |JLinks =

ENTERASYS

NETWORKS..

RoamAbout

RoamdAbout 802.11a Interface
Identification
TCR/IP Settings
RADILS

PPPoE Settings
Authentication

Radio Settings " pisable * Enable

IRDamAbout AP3000-80211a

Filter Control
fear Cantra Native YLAN ID: |1

Description:

QoS
SNMP Network Name (SSID): IRAa
Administration
Systermn Log Secure Access: " Disable @ Enable
802.11a Interface Turbo Mode:  Disable " Enable
Radio Channel: |44 ch, 5.220 GHz 'l
Security Auto Channel Select: ' Disable ™ Enable
802.11b/g Interface Transmit Power: I‘IDD% vl
Maximum Tx Data Rate: bdtdbps ¥

Radio Settings

-

Security Multicast Data Rate: IEMbpS 'l
Status Beacon Interval {(2Z0-1000) |1 on ms
AP Status Data Beacon Rate(DTIM}) {(1-255) |2 Beacons
Stations Status
Event Logs Fragment Length {256-2346) |234E Bytes
RTS Threshold (0-2347) |234? Bytes
Maximum Associations {0-250) |1 oo Clients
Apply Cancel Help
=
& ,_E|Q Internet 4
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Step Description
2. | This section presents the RADIUS Server configuration.

e C(Click Radius from left panel to enter the radius server information as shown below.

e Enter IP address 50.1.1.50 for primary RADIUS Server.

e Leave port number 1812 as default settings.

e Since only one RADIUS server is used in this configuration, leave IP address 0.0.0.0
in the field for the Secondary RADIUS Server.

o Enter shared key, 1234567890 is used in this case, in Key field. This Key is shared
between the Wireless Access Point and the Radius Server while authenticating the
supplicant (Note the Key entered here must match the key entered in the RADIUS
Server.).

e Click Apply.

/3 Roamabout Access Point - Microsoft Internet Explorer =10 x|

J File Edit \Miew Favoribes Tools  Help ﬁ
J GBack - = - 2 it | {Qhsearch  [GelFavorites £ #History ||%- =38
J.ﬁ.gldress I@ https:ii20.1.1,10/radius.htm j a0 |J Links **
ENTERASYS :
T NETWORKS. RoamAbout
RoamAbout RADI U s
Identification
TCR{IP Settings Primary RADIUS Server Setup
PPPoE Settings .
e IP Address: [50.1.1.50
Filter Cantral Port Number: I‘] a1z
QoS
SMMP Key: |’°‘°‘“‘°“
Administration
Swsicm Log Timeout {seconds): |5
802.11a Interface Retransmit attempts: |3
Radio Settings
So@urizy Secondary RADIUS Server Setup
802.11b /g Interface
IP Address: ID.D.D.D
Radio Settings
S curity Port Number: |1E12
Status Key: IW
25 Bl Timeout {seconds): |5
Siziians Siius Retransmit attempts: |3
Event Logs
Apply Cancel Help —
| |I»
|@ |_|E|@ Internet 4
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 27

GAK 4/22/2005 ©2005 Avaya Inc. All Rights Reserved. Enterasys-IPO.doc




Step Description
3. | This section presents the Authentication configuration.
e Click Authentication from left panel and click Supported under 802.1x Setup.
e Click Enable for 802.1x Supplicant.
e Enter wireless as Username and enter password in fields as shown below.
e Click Apply when done.
4} RoamAbout Access Point - Microsoft Internet Explorer 1ol x|
J File Edit ‘Wiew Fawvorikes Tools Help ﬁ
J dmBack « =+ - (2D a1 | @l 5earch [ Favorites £ fHistory ||%v =
| address [@]1 https:/iz0.1.1, 10jzuth.htm x| @0 |J Links >
[~ |
ENTERASYS
NETWORKS.. RoamAbout
RoamAbout Authentication
Identification
TCPRAIP Settings MAC Authentication: IDisabIe 'I
FALIUS
FPPoE Setting=
802.1x Setup:
Filter Contral
Qo5 = pisable 802.1x authentications not allowed
SHMP
Adrniniztration [lC Supported Clients may or may not use B02.1x
Systermn Log " Required Client must use 802.1x
802.11a Interface If 802.1x supported or required is selected, then RADIUS setup must be
completed.
Radic Settings Broadcast Key Refresh Rate I'I oo minutes {0 = Disabled)
Security
802.11b /g Interface Session Key Refresh Rate I'I ao minutes {0 = Disabled)
802.1x Session Timl:l:iutlEDD minutes {0 = Disabled)
F.adioc Settings R
S 802.1x Supplicant:
Status 802.1x Supplicant " pisable ™ Enable
AP Seais Username Iwireless
Stations Status
Event Logs Password IM
Confirm Password I""“""“""“‘""“"""i
Local MAC Authentication:
System Default ' Deny ™ Allow
MAC Authentication Settings:
MAC Address Permission Update
I " pDeny  Allow 7 Delete pdate |
MAC Authentication Table:
Humber MAC Address Permission
Apply Cancel Help
| -|
& [ 5 [@ mternet 4
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Step

Description

This section presents the WPA (WiFi Protected Access) configuration associated with the
802.1x. WPA includes Temporal Key Integrity Protocol (TKIP) and 802.1x mechanisms. The
combination of these two mechanisms provides dynamic key encryption and mutual
authentication. The configuration screen is shown on the next page.

Click Security under 802.11a Interface from left panel.

Click Open System as Authentication Type Setup.

Click Enable for Data Encryption Setup.

Click Supported for WPA Clients.

Click WPA authentication over 802.1x under WPA Key Management.

Click TKIP (Temporal Key Integrity Protocol) under Multicast Cipher Mode for key
encryption.

(Note: Since the TKIP can provide dynamic key and encryption, the manual key entry
is not required for client authentication. Leave both the WPA Pre-Shared Key and
Shared Key fields blank.)

e Click Apply when done.
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Step

Description

Roamabout Access Point - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help

J Back + = - ) at | @l Search [l Favorites £ #History ||%v =3

=10l
a

| Address |&] https:/j20.1.1.10fsecurity 1 htm

| e |JLinks B

A
RoamaAbout 802.11a Interface
Identificatian
TCR/IP Settings Security Settings
RADIUS
FPPoE Settings Authentication Type Setup
Authentication o Allow everyone to access
Filter Cantral Open System ¥
QoS T shared Key Allow users with a correct key to access
SHMP
Adrninistration Data Encryption Setup
Sustern Lo
i | " pisable ¥ Enable
802.11a Interface
WPA Clients
Rerills St o Supported e Required  Not Supported
802.11b/q Intetface WPA Key Management
* WPA authentication over 802.1x
Radio Settings
Security " WPA Pre-shared Key
Status Multicast Cipher Mode
T WEP Use WEP as WPA Multicast cipher mode
AP Status
Stations Status * TKIP Use TKIP as WPA Multicast cipher mode
E t L
s (=g T AES Use AES as WPA Multicast cipher mode
WPA Pre-Shared Key Type
" Henadecimal Enter 64 digits
& alphanumeric Enter between 8 and 63 characters
WPA Pre-Shared Key
Shared Key Setup
C e4Bit @ 128Bit O 152 Bit
Key Type
r deci I For 64 Bit enter 10 digits, for 128 Bit enter 26
Hexadecima digits, for 152 Bit enter 32 digits
& Alph R For 64 Bit enter 5 characters, for 128 Bit enter
Alphanumeric 13 characters, for 152 Bit enter 16 characters
Key Number Transmit Key Select Key
Key 1 [ I
Key 2 [ I
Key 3 [ I
Key 4 (o I
Apply ©Cancel Help |
& [ (B [ et 7
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For detailed Avaya Voice Priority Processor, Odyssey Server and Client configuration, refer to
the Application Notes listed in Section 7 and other documents from Funk Software web site at
http://www.funk.com.

4. Configure Avaya IP406 Office

This section describes the steps necessary to configure the Avaya IP406 Office. IP406 Office is
configured using the IP Office Manager application. Assume that a proper license has been
installed on the Avaya IP406 Office.

Step | Description

1. | Configuring interface LANI.
Using the IP Office Manager, browse the configuration tree and select System Configuration
and click on the LANT tab.

e Set IP Address to 50.1.1.10 and IP Mask to 255.255.255.0.
e For the DHCP Mode, select Disabled.
e C(Click OK.

Iu'.'.i Manager [50.1.1.10] {C:'Program Files...\Manager" ) 00E007004990.chg - IEI|1|
File Edit Wiew Tools wWindow Help

="

| Sysbem Configuration : 00EOD7 004990 ] |

Spstern  LANT IDNS I Voicemaill Telephon_l,ll Gatekeeperl LOAP I SNMF’I

IP Addreszs |5EI.1.1.1E1 Murnber OF DHCP IP Addrezzes |2EID
IP Mask |255.255.255.D DHCP Made——
" Server
% Dizabled
™ Dialin
" Client
RIP Mode
i+ Mone
i Lister Orly [Paszive)
i RIF1
= RIF 2 Broadcast [RIF 1 Compatibility]
" RIP 2 Multicast

OK. I LCancel Help
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Step | Description

2. | Adding

Iﬂ Manager [50.1.1.10] {C:'Program Files',...\Manager' ) D0EDO7004990.cfg - IDlﬂ

File Edit Yiew Tools Window Help

Avaya Voice Priority Processor (AVPP) IP Address.

Using the IP Office Manager, browse the configuration tree and select System Configuration
and click on the System tab.

Enter 50.1.1.9 into AVPP IP Address field.

Enter management PC’s IP address 20.1.1.122 into TFTP Server and License Server
IP Address fields. This is the PC that running IP Office Manager Application.

Leave other fields as default.

Click OK.

|

¥ Configuration Tree _Ol x|

B System 00007004530 Svstem | LANY | DNS | Voicemai | Telephory | Gatekeeper | LDAP | SHMP|
(] Line [2]

S Contral Uit [1) Marne IDDE 007004330 Locale e

- - Extenzion [7)

- Uszer [10) Pazzward I xxxxxxxx Confirm Password I xxxxxxxx

g Hunt Group (1)

'ﬁ Shortcade (62) Manitar Pagsword I Canfirm Monitor Password I
% RAS (2] Licence Server |P Address |2D.1 A2z

' Incoming Call Route [2)

) AN Part [1] Time Offzet (hours] I

[ Firewall Profile (1

E— g IP Route (2] Time Sarver P &ddress I—
Y License (4] File: ‘Writer P &ddress I [~ DS5S Status

............ 5 Logical LaN (0]

‘ap ET1T Syster(D)

BOATF 1) _|ol x|

Operator (3]

Semvice (1)

Directary (0]

Time Profile (0] TFTF Server [P Addess |2D_1_1 122 AVPP IP Address 0119

Least Cost Route [0)

Account Code (1) [” Besp on listen

User Restiction [1] Conferencing Center |P Address I [~ Hide auta recarding

Tunnel (0] Conferencing Center URL I

[ Favour RIF Routes, over static rautes

ok I Caticel Help
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Step | Description

Configuring the default gateway.

Browse the configuration tree and select IP Route.
e Leave the IP Address and IP Mask fields blank. This sets the default gateway.
Enter 50.1.1.1 as gateway IP address
Select LAN1 as gateway interface.
Enter 1 in Metric field.

Click OK.

Iﬂ Manager [50.1.1.10] {C:"Program Files'...\Manager’, ) 00EDDT004990.ckg - |EI|5|
File Edit W¥iew Tools ‘Window Help

="

=1of x|
e ] E xf
Operatar [3]
- Svetern Q0EQO7004330 P Address I
Line [2]
=1 Contral Urit (1] IP Mask |
Entenzion [7]
User [10] Gateway |P Address |5':'-1-1-1
+ Hunt Group 1
I o ShDrlCDdEp[EEE} Destingtion IL.f-‘n.N1 j
% Semice [1] I_I

........... RAS (2] Metric
+ Incoming Call Route [2] ™ ProsyRP
£ = WAk Port (1]

Diirectary (0] ITI Lo | e
------------ Time Prafile [0]

[ — B® Firewal Profile [1]

[ — E'E' IP Raoute [1]

ER— :.I: 0.0.0.0

------------ @ Least Cost Raoute [0]

m - D Licenze [4]

o — g Account Code [1) b

Idzer Restriction [1]

............ @ Logical LAM (0] |4 | 2

I+
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Step | Description

4. | Configuring a User.

In the IP Office, every extension created requires a user associated with it. The following
example shows how to configure a user for a PhoneManager Pro using extension 50004.

Using the IP Office Manager, browse the configuration tree and select User. Enter information
in the fields as shown below

f{FiManager [50.1.1.10] {C:'Program Files'...\Manager') 0DEO07004990.cfg - 10 x|

File Edit Wiew Tools Window Help

~ @

- User Extn50004 [

User |Voicemail| DMD I ShortCodesI SourceNumbersI Telephon_l,ll Forwardingl DiaIInI Voiceﬂecordingl ButtonPragramming | Coverage

| »

Mame [Extn50004

Pazzwond I""""

Ixxxx

Confirm Pazzwond

Full Marme IPtheManagel R0004)

Extension |5uuu4

Locale I
Pricirity |5

Restrictions I j

114 LCancel | Help | =
| | LlJ
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Step

Description

Iﬂ Manager [50.1.1.10] {(C:\Program Files',...\Manager',) 00E0D07004990.cfg
File Edit Wiew Todls ‘window Help

Click the Telephony tab.
Select VoIP in the Phone Manager Type field.
Leave the other parameters as default.

Click OK when done.

=10l x|

="

Outzide Ring Pattem

Inzide Ring Pattern

Ring Back Patterm

Allocated Answer Interval [zecs)
Wrrap-up Time [zecz]

Transfer return Time [secs)

Login Code

Login [dle Perod [zecs)

tdanitor Group

Phone Manager Type

- User Extn50004

Uszer I Voicemaill MDD I Shortl:ndesl SourceMumbers  Telephory |Folwarding| DiaIInI VDiceHecnrdingl ButtonProgramming | Coverage

IDefaultHing j
IDefauItHing j
IDefauIlHing j
|

|2

=

[valP

|

[~ Call*#aiting On

[+ Busy Orn Held

[~ Outward Resticted
iz '
[~ CanIntrude
[¥ Cannot be Intuded
[~ Directoy Exclude
[~ Faorce Login

[~ Faorce Account Code
[~ System Phone

[~ Book a Power Conference in Phone Manager

-

«

Q. LCancel
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Step | Description
5. | Configuring an extension.

Using the IP Office Manager Pro, browse the configuration tree and select Extension.

Click OK.

Right click Extension and select Add.

Extension ID “8007” is assigned by the Avaya IP Office. Leave it unchanged.
Enter 50004 in the Extension field.
Leave other parameters as default.

IfiManager [50.1.1.10] (C:'Program Files'....\Manager',) D0EDDT004990.cfg - 0] x|
File Edit Yiew Tools MWindow Help
5]
Extn | volP |
Extension |D |eo07
E xterision IEEIEIEIAII
Caller Dizplay Type IEIn j
 Equipment Claszification Flash Hook Pulze “idth
" Quiet Headset v Use Spstem Defaults
{~ Paging Speaker Feliirar itk 2 jl it - 1 e
{* Standard Telephane bl @i b idth 50 jl 1 it - 10
VR Port flezzane Waiting Lamp | hdization Type
INu:une j
[~ Besettolume After Callz
—Hook Pergigtency
nitz - Tmz 100 —
(] I Cancel | Help | -
o e
| 4
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Step | Description

Select the VolIP tab.

Select G.711 ULAW 64K codec for Compression Mode.
Check Out Of Band DTMF.

Check Allow Direct Media Path.

Click OK when done.

I¥iManager [50.1.1.10] (C:\Program Files'...\Manager',) DDEDDT004990.cfg -0 x|
File Edit Miew Tools Window Help

@

[Eroensonsons JT=IES] B

Ewtn  WolP |

IF Address I [~ Silence Suppression
: . [~ Enable Faststart

Woice Pkt Size I'I B0

[~ Fax Tranzport Support
Compression Made | G.711 ULew 64K | I Lacal Hald Music

[~ Local Tones

I | Enable RS%F

v Out Of Band DTHF
MAC Address || [ &llaw Direct Media Path

(] I Cancel Help |

a| | b

Follow Steps 4 and 5 to create extensions for Avaya 3616 and 3626 wireless IP Telephones.
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Step | Description

Save changes to the IP Office.

e Under the Manager File Menu item, select Save. At the Sending Config to dialog
box, select the option to immediately reboot and press OK.

o Ifthe IP Office Server IP address has been changed, update the IP address of the
PC running IP Office Manager and edit the I[P Office Manager “Preferences”
setting under the File menu before reconnecting.

5. Verification Steps

The following verification steps were used in these Application Notes to verify correct system
operation:

e Verify network connectivity by launching pings between the IP406 Office and the
wireless laptop PC. Verify that all pings are successful.

e Enable WEP on both IP Wireless Telephones.

e Power up the Avaya 3616 and 3626 IP Wireless Telephones and verify that they can
register with IP406 Office.

e Make a call between these two IP wireless Telephones and verify that the voice quality
is good.

e Make a call from the 3626 IP Wireless Telephone to the 4620SW IP Telephone, and
verify that the voice quality is good.

e While the call is up, make a conference call to the 4620SW IP Telephone. Verify that all
three parties are in conference call and voice quality is good.

e Enable 802.1x on the Odyssey Client and verify that the RADIUS server can
authenticate the client. The following screen capture shows the connection status. Note
that, under the Connection information, the Status shows open and authenticated.
The blue color on Odyssey icon shows the client is connected and authenticated. The
blue color on the Key icon shows that data is encrypted using dynamic keys (TKIP).
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Odyssey Client Manager

Settings Commands Web Help
'G- Connection EERRES
Adapter: Roamdbout 80211 a/bdg Client PC Card j
Q Profilez Adapter type:  wireless
.'.‘. Netwarks [+ Connect to network: |14- cRbas ﬂ
Scan ...

“.ﬁ.utu-ﬁ can Liztz L. )

Connection information
g_ Trusted Servers Statuz: open and authenticated

Elapsed time: 00422
Q Adapters Network [SS1D); Rta

Access point; Enterprized P

IP address: 2011126

Fackets indout: 174 /133

Beconnect Reauthenticate |

e Clickicon &, to show the last authentication results.

Odyssey Client Manager ! E| m

Settings Commands Web Help

.'.‘. Metwrks v Connect to netwark:

“Auto-Scan Liztz .. .
Connection infarmation

E_S Trusted Servers Status:

Elapzed time:

Q Adapters Metwork [SSI0);

Access point:
|P address:
Packets indout:

Reconnect

. Connection
= Connection
Adapter. |Roamébout 80211 a/b/g Client PC Card |
G Profiles Adapter bype:  wireless

4 <Rta>

open and authenticated

00:11:54
Réa

E nterprizetP
201.1.126
424 1 250

Feauthenticate |

Last authentication results

Resul: Success

Tupe: EAP-PEAP/T [EAP-MS-CHAP-2]
Elapzed time: 00:11:50

Cipher suite: 0016 [DHE-RSA.3DES-EDE-CBC.SHA)

Access pointid: networkid=Réa nasid=E nterprizedP
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e Click the Key icon to show the Key Encryption.

Odyssey Client Manager

Settings Commands Web Help

_@_ . Connection
Connechion
Adapter; Roamabout 30211 a/b/g Client PC Card j
Q Profiles Adapter type:  wireless
""'Netwnrks [v Connect bo nebwork: |14- <Raar j

Scan ...
“ Ayto-Scan Lists

Connectian infarmation

S_S Trusted Servers Statusz: open and authenticated
Elapsed time: 0m:18:19
Q Aclapters Netwark (551D Réa
Accesz point: Enterprized P
IP address: 2011126 Pinis cioh TKIP
) _ ainmize cipher:
Packets inout; BE3 /377 Group cigher: TKIP
Beconnect Reauthentizate | ‘ &, =

e Launch PhoneManager Pro and verify that the PhoneManager can register with IP406
Office.

e Make a call from the PhoneManager Pro to the 4610SW IP Telephone and verify that
voice quality is good.

6. Conclusion

These Application Notes illustrate the procedures necessary for configuring the Enterasys
Wireless Access Point 3000 (RBT3K-AG) to support Avaya IP406 Office, Avaya IP Wireless
Telephones and Avaya Phone Manager Pro. The Enterasys Wireless Access Point 3000
(RBT3K-AGQG) is able to support 802.11a/b/g radio, WPA with 802.1x authentication as well as
WEP encryption.
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7. References

Use this URL http://avaya.com/gcm/master-usa/en-us/pillars/iptelephony/index.htm to access
these Application Notes.

[1] Application Notes for Configuring 3Com Wireless LAN Access Point 8750 to
Support Avaya Communication Manager, Avaya [P Wireless Telephone and Avaya
IP Softphone - Issue 1.0

[2] Configuring the Avaya 3606 Wireless Telephone with Compatible 802.11b Access
Points from Avaya and Other Vendors - Issue 1.0

[3] Configuring the Funk Odyssey Software, Avaya Access Point 3 and Avaya
802.11a/b Wireless Client for User Authentication (802.1x) and Data Encryption
- Issue 1.0

[4] Implementing Encrypted Conversations between Avaya Softphone Endpoints with
Avaya IP Office 403 and Avaya S8300 Media Server — Issue 1.0

Use this URL http://www.funk.com to access the configuration documentations for Odyssey
products.
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©2005 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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