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Abstract

These Application Notes describe the procedure for configuring Cisco Aironet 1200 Access
Point to support Avaya Communication Manager, Avaya Wireless IP Telephones and Avaya

IP Softphone.
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1. Introduction

These Application Notes describe the steps required to configure Cisco Aironet 1200 Wireless
Access Point to support Avaya Communication Manager, Avaya Wireless IP Telephones and
Avaya IP Softphone. The network infrastructure used for verification is shown in Figure 1.
These Application Notes cover the following areas:

System IP and Wireless 802.11a radio configuration.

Wireless 802.11g radio configuration.

Wired Equivalent Privacy (WEP) encryption.

802.1x RADIUS authentication with Wi-Fi Protected Access (WPA).
Quality of Service (QoS) configuration.

These Application Notes do not cover the configuration for Avaya Wireless IP Telephones,
Avaya IP Softphone, Odyssey RADIUS Server and Clients. For configuration of these devices,
refer to the Application Notes listed in Section 8.

Figure 1 shows the network configuration used for verification.
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Figure 1: Network Configuration
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Table 1 lists the IP addresses and subnet masks for the tested devices.

Device VLAN IP Address/Mask | Gateway
Avaya S8500 Media Server VLAN 1 50.1.1.5/24 50.1.1.1
Avaya G650 Gateway VLAN 1
e |PSI 50.1.1.6/24 50.1.1.1
e C-LAN 50.1.1.7/24 50.1.1.1
e MEDPRO 50.1.1.8/24 50.1.1.1
Avaya Voice Priority Processor | VLAN 1 50.1.1.9/24 50.1.1.1
Avaya 3626 Wireless Telephone | VLANZ20 20.1.1.120 20.1.1.1
Avaya 3616 Wireless Telephone | VLAN20 20.1.1.121 20.1.1.1
Avaya C360 PWR Switch VLAN20 20.1.1.2/24 20.1.1.1
Avaya IP Softphone VLAN20 20.1.1.126 20.1.1.1
Cisco Aironet 1200 Wireless VLAN 20 20.1.1.14/24 20.1.1.1
Access Point
Extreme Alpine 3804 Switch VLAN1 50.1.1.1/24 N/A
VLAN20 20.1.1.1/24 N/A
Funk Odyssey RADIUS Server VLAN 1 50.1.1.50/24 50.1.1.1
Table 1: Devices IP Address and Gateway
2. Equipment and Software Validated
Table 2 lists the equipment and software version used for the configuration.
Equipment Software
Avaya S8500 Media Server/G650 Media Gateway Communication Manager
2.2 (R012x.02.0.111.4)
Avaya IP Softphone V5.0.1.2
Avaya 4620SW/4610SW IP Telephones R2.01
Avaya 3616/3626 Wireless IP Telephones 96.036
Avaya Voice Priority Processor R168.112
Avaya C360 Stackable Switch R4.3.12
Cisco Aironet 1200 Wireless Access Point 12.2(15) XR2
Extreme Alpine 3804 Switch \V/7.2.0b25
Dell Laptop with
=  Windows XP XP with Service Pack 1
= Cisco Wireless a/b/g card Vv 3.0.0.111
Funk Odyssey RADIUS Server V2.01.00.653
Funk Odyssey Client Vv3.03.0.1194
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3. Configure the Cisco Aironet 1200 Access Point

Assume that an IP address 20.1.1.14 has been pre-configured on the Access Point. For
assigning an IP address to the Access Point via a console connection, refer to the Cisco Aironet
1200 configuration documentation at http://www.cisco.com/. The following sessions display the
related configuration using a web-based interface.

3.1. Basic System and Wired Equivalent Privacy (WEP) Configuration

This section presents the steps for basic system IP and WEP configuration for the 802.11g radio
interface. The Cisco Aironet 1200 Access Point used in these Application Notes has two radio
interfaces (802.11a and 802.11g). The 802.11g radio interface is configured to also accept
802.11b clients to support Avaya 3616 and 3626 Wireless IP Telephones. The Avaya 3626 and
Avaya 3616 IP Wireless Telephones operate at 802.11b mode and support WEP encryption.

Step

Description

1.

Launch a web browser with the URL http://20.1.1.14. Log into the AP.
Click OK.

Enter Network Password d |

Pleaze type pour uzer name and pazswaord.
Site: 201.1.14

Realm level 15 acoess

Uzer Mame Iadmin

Pazsward I *****

[T Save thiz password in your password list

0k, I Cancel
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http://www.cisco.com/

Step Description
2. | The main configuration menu is shown below. All configurations are performed by choosing
from the left panel.
2} Cisco 105 Series AP - Home - Microsoft Internet Explorer o ] |
J Ele Edit “ew Favorites Tools Help |
J 4=Eack -~ = - B at | iQhsearch  [GgFavorices £ #Histary | BN S -
| Address [@] hitpiff20.1.1.14 x| e |JLinks »
Cisco Srareus m r
. Cisco 1200 Access Point \a_=
Hostname Aironet1200 Aironet1200 uptime is 7 weeks, 5 days, 23 hours, 9 minutes
Association
Clients: 0 ‘ REQEETEI‘SZ 0 P
Hetwork Identity
IP Address 20.1.1.14
MAC Address Q0ob.Afhe.c23f
Network Interfaces
Interface MAC Address Transmission Rate
ﬁFastEthemet 000k afhe.c23f 100Mbrs
ﬁRadioD-BDz.HG 0012.0046.aa90 A4 Ohhis
ﬁRadiD1-802.11A 0o0b fdgd.00cq a4 0mhbrs
‘ Tl
&7 Done |_|_|° Internet 4
3. e Click EXPRESS SET-UP from the left panel and enter the information as shown
below.
o Verify that the IP address, Subnet Mask and Default Gateway are correctly
configured.
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Step

Description

device.

e Leave the default settings as shown below.
Click Apply.

e Leave SNMP Community as defaultCommunity and click Read-Only.
Click Access Point Root for Role in Radio Network for both interfaces. Note that the
access point is configured as a root device when it is connected to the wired LAN. If the
AP is not connected with a wired LAN, it should be configured as a repeater (non-root)

| Ele Edt view Favorites

Tools  Help

J = Back - = - @ 7at | @Search (5] Favarites @History | %v =] E -

Jngdress I@ http:fi20.1.1. 14fap_express-sekup.htm

x| @en |JLinks e

EXPRESS SET-UP

Hosthame Aironet1200

Express Set-Up

Cisco Srsreus W
M- Cisco 1200 Access Point \a

Aironet1200 uptime is 7 weeks, 5 days, 23 hours, 6 minutes

Systern Name: |Air0net12DD

MAC Address: 000b.5fbe.c23f

Configuration Server Protocol: ¢ DHCP & Static [P

IP Address: |201.1.14

IP Subnet Mask: |255.255.255.D

Default Gateway: |20.1.1.1

SHMP Community:

IdefauItCDmmunity

-

& Read-Only ¢ Read-Write
Radio0-802.11G
Role in Radio Network: @ Access Point Root € Repeater Mon-Root
Optimize Radio Network for: ¢ Throughput ¢ Range & Default ¢ Custormn
Aironet Extensions: & Enable ¢ Disable
Radio1.802.11A
Role in Radio Netwaork: % Access Point Roat O Repeater Mon-Root
Optimize Radio Network for: ¢ Throughput ¢ Range @ Default ¢ Custom
Aironet Extensions: % Enable ¢ Disable

et | Coneet]

T

|&7 Done [ [ |4 mnternet i
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Step Description

4. | The following screen displays the SSID and authentication settings for the 802.11g radio
interface.
e Click SECURITY - SSID Manager from left panel.
e Enter a unique SSID (e.g., CiscoG) in the SSID field for the 802.11g radio interface.
e Click Open Authentication for the Authentication Settings.

a Cisco I0S Series AP - Security - SSID Manager - Microsoft Internet Explorer ;IEIEI
J File Edit Wiew Favorites Tools  Help i
J HBack + = - @ A | @Search [Ge] Favarites &History | I%- =h -

| address |@ http://20.1.1. 14fap_sec_ap-client-security htm ~| @eo |JLinks »

-

Cuco Suarcus m
M- Cisco 1200 Access Point \a

RADIOD802.11G Y& RADIO1-80Z11A |

Hostname Aironet1200 Aironet1200 uptime is & weeks, 3 days, 4 hours, 13w

Security: SSID Manager - Radio0-802.11G

SSID Properties

SECURITY
Admin Access Current SSID List
Encryption Manager SSID: |Cisc0G|
SSID Manager
Server Manager VLAN: |< NOMNE » 'I Define YLANS -
Lacal RADIUS Server Network ID: l— (0-4096)
Advanced Security

Delete-Radiol Delete-All

Authentication Settings

Methods Accepted:

¥ Open

< MO ADDITION> -
Authentication; I J
[ Shared

< MO ADDITION> -
Authentication; I J
I Network EAP: [«noaDDmON> ¢

Server Priorities:

EAP Authentication Servers MAC Authentication Servers
& Use Defaults  Define Defaults & Use Defaults  Define Defaults
1 | i
& |_|_|Q Internet v
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Step Description
5. e Leave default settings.
e Click Apply-Radio0. (Note: Radio0 is the 802.11g radio interface)
/2 Cisco 105 Series AP - Security - S5ID Manager - Microsoft Internet Explorer ] 4]
J File Edit \View Favorites Tools Help i
J dBack - = - 2 7at | @ search [l Favorites S #History | B\ & -
J.O.c_ldress I@ http:/20.1.1. 14/ap_sec_ap-client-security, htm j 6’60 |JLinks »
Priarity 3: |<NONE>j Priority 3: <NONE > 7] [
Authenticated Key Management
Key Management: |< MOME » "I [T CCkm WP
WPA Preshared Key: | @ ASCH T Hexadecimal
Accounting Settings
"' Enable Accounting Accounting Server Priorities:
& Use Defaults Define Defaults
' Customize
Priarity 1 |< MOMNE > ‘I
Priarity 2: |< MOMNE > 'I
Priority 3: |< MNOME > 'I
General Settings
[ Enable Proxy Mobhile IP on this SSID
Association Limit I—
{optional): (1-258)
EAP Client [optional):
Username: | Password: |
Apply-Radiod | Apply-al | Cancel |
4 | Lrl
&7 |_|_|° Internet v
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Step Description
6. The following screen displays the encryption settings for the 802.11g radio interface.
e Click SECURITY = Encryption Manager from the left panel.
Click Cipher and select WEP 128 bit for encryption.
e Click Encryption Key 1 and enter 26 digits for Encryption Key. Note this key must
match the key entered in the Wireless IP Telephones.
e Click Apply-Radio0.
J File Edit WYiew Faworites Tools Help Tﬁ
J dBack - = - (&) ] | Qi Search  [GgFavorites  {#History | Ey- S -
J.C\gdress I@ http:/f20.1.1. 14/ap_sec_ap-key-security . htm j G0 |J Links **
RADIOD-802.11G & RADIO1-80Z11A 2l
Hosthame Aironet1200 Aironet1200 uptime is 8 weeks, 3 days, 4 hours, 17 minutes
Security: Encryption Manager - Radio0-802.11G
Encryption Modes
SECURITY
Admin Access ' None
Encryption Manager
S5ID Manager -
e e r— " WEP Encryption IOptanaI 'l
Local RADIUS Server Cisco Compliant TKIP Features: T Enable MIC T~ Enable Per Packet Keying
Advanced Security
& Cipher IWEP'IZB hit Vl
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: i« IWWWM I‘IZB bitj
Encryption Key 2: s I I‘IEB bitj
Encryption Key 3: & I |128 bitj
Encryption Key 4: & | I‘IEB bitj
Global Properties
ﬁ'rt'::j::s‘ Key Rotation @ Disable Rotation
' Enable Rotation with Interval: |D|SAB|—ED {10-10000000 sec)
WPA Group Key Update: [T Enable Group Key Update On Mernbership Termination
[™ Enable Group Key Update On Member's Capahility Change
- Apply-Fadiol I Apply-All | -
4] |_’|_I
& lilila Internet 4
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3.2. 802.1x Authentication Configuration for 802.11a Radio Interface

The 802.11a radio interface is configured to work with the Odyssey RADIUS Server and Client
providing 802.1x authentication for the computer running Avaya IP Softphone. This section
presents the RADIUS Server and the 802.1x authentication configuration for 802.11a radio
interface. This configuration verifies that the computer running Avaya IP Softphone with
Odyssey Client can pass 802.1x authentication from the Odyssey RADIUS Server through the
Aironet 1200 Access Point.

Step Description

1. | The following screen displays the Access Point’s configuration related to the RADIUS Server.

e Click SECURITY - Server Manager from left panel as shown below.

e Select RADIUS under Current Server List.

e Enter the RADIUS Server’s IP address 50.1.1.50 into the Server field and password
into Shared Secret field. Note the shared secret entered here must match the one
entered in the RADIUS Server.

e Click Apply.

P —
J File Edit Wiew Favorites Tools Help ﬁ
J <P Back » = - @ it | @Search [Ge] Favarites @History | %v = E -

JAgdress I@ http:/f20.1.1.14fap_sec_network-security_a.htm j 6o |JLinks >

-

Cisco SvsTems

: ; \a| =
Cisco 1200 Access Point
SERVER MANAGER \I/g GLOBAL PROPERTIES 1
Hostname Aironet1200 Aironet1200 uptime is 8 weeks, 3 days, 2 hours, 34 minutes

Security: Server Manager

Backup RADIUS Server

SECURITY
Admin Access Backup RADIUS Server: | {Hostname ar IP Address)
E tion b
A D I e Shared Secret: I
S50 Manager
Server M Applyl Delete | Cancel I

Local RADIUS Server
Advanced Security

Corporate Servers

Current Server List

IRADIUS VI
Server: IED'H'SD (Hostnarme or IP Address)
Shared Secret: IW‘”‘
Delet Authentication
ﬂl Port {optional): I {0-65536)

Accounting

Port {optional): {D-B5536)
‘ -

|@ Done ’_’_|° Inkernet 4
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Step Description
2. | The following screen displays the encryption settings for the 802.11a radio interface.
e Click SECURITY = Encryption Manager from the left panel as shown below.
e Click Cipher for the Encryption Modes and select TKIP (Temporal Key Integrity
Protocol).
e Leave other default settings.
e Click Apply-Radiol.
J File Edit YWiew Faworites Tools  Help ﬁ
J “aBack ~ = - (£} 7t | Qisearch  [SFavorites & #History ||%v = Nis
Jngdress I@ http:ffz0.1.1.14)ap_sec_ap-key-security htm j 6>G0 |J Links **
(£ RADIODBOZI1G )=  RADIO1-B0ZA1A g
Hostname Aironet1200 Aironet1200 uptime is 8 weeks, 3 days, 2 hours, 20 minutes
Security: Encryption Manager - Radio1 802.11A
Encryption Modes
SECURITY
Admin Access ' None
Encryption Manager
S5ID Manager i -
BeT NETERGET " WEP Encryption IOptmnaI 'l
Local RADIUS Server Cisco Compliant TKIP Features: [T Enable MIC [T Enahle Per Packet Keying
Advanced Security
& Cipher |TrIP =]
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: & | I‘IZB hit vI
Encryption Key 2: i« | I‘IZB hit vI
Encryption Key 3: e I I‘IZB bit vI
Encryption Key 4: e | |128 bit 'I
Glohal Properties
:.’;]rtl;anlri:Ia:s‘t Key Rotation @ Disable Rotation
" Enable Rotation with Interval: |D|5AB|—ED {10-10000000 sec)
WPA Group Key Update: [T Enable Group Key Update On Membership Termination
[T Enable Group Key Update On Member's Capability Change :
Apply-Fadiol Apply-All
4| B
|57 , , = l_l_[a Internet 4
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Step

Description

3. | The following screen displays the SSID and authentication settings for the 802.11a radio

interface.

e Click SECURITY - SSID Manager from the left panel as shown below.
Enter a unique SSID (e.g. CiscoA) in the SSID field for the 802.11a radio interface.
Check Open Authentication and select with EAP for Authentication Settings.
Click Customize and select 50.1.1.50 in the Priority 1 field under EAP

Authentication Servers.

J File Edit Wew Favorites Tools Help

J GiBack + = - (3 ﬁ-l {Qhsearch [GFavorites £ History ||%v =] -

J Address I@ http:fi20.1.1. 14} ap_sec_ap-client-security, htm

| Peo |JLinks =

Cisco SvsTems

SECURITY

Cisco 1200 Access Point

[7]

[ RADIOD-80211G %

Hostname Aironet1200

Security: SSID Manager - Radio1802.11A
SSID Properties

RADIO1-802.11A

N

Aironet1200 uptime is 8 weeks, 3 days, 4 hours, 41 minutes

Admin ACcess

Current S5ID List

Encryption Manager

SS5ID Manager

Server Manager

Local RADIUS Server

Advanced Security

Authentication:

SSID: [CiscoA
VLAN: <MOME > x| Define WLANS
Network ID: | | (0.4008)
Delete-Fadiol Delete-All
Authentication Settings
Methods Accepted:

I Open - =

Authentication: IWIth EAR J

I Shared [<NO ADDITION> =

[ Metwork EAP:

Server Priorities:
EAP Authentication Servers
" Use Defaults  Define Defaults

& Customize

Priarity 1: |50.1.‘I.50 vl
Priority 2: |< MOMNE > vl

[ < NO ADDITION > =l

MAC Authentication Servers
& Use Defaults Define Defaults

 Customize

Priarity 1: |<NONE> 'l
Priarity 2: |<NONE> 'l
Priority 3: |<NONE> 'l

-

Priority 3: I‘NONE) 'l |

|&] ’_’_|° Internet 4
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Step Description

4. e Select Mandatory and WPA under Authenticated Key Management.

e Leave other as default settings.
e Click Apply-Radiol.

J File Edit Wiew Favorites Tools Help

J sBack + = - 2D at | Qi search [SelFavorites & #History ||%v = -

J.C\gdress I@ http: /f20.1.1. 14)ap_sec_ap-client-security . hkm

x| e |JLinks =

=
Authenticated Key Management
Key Management: IMandatDry 'I [T CChkm [CRTNEEN
WPA Pre-shared Key: I @ ASCH © Hexadecimal
Accounting Settings
[ Enable Accounting Accounting Server Priorities:
% |ge Defaults Define Defaults
" Customize
Priarity 1: |< NOMNE > 'I
Priarity 2: |< HOME > 'I
Priarity 3: |< MOME > 'I
General Settings
" Enable Proxy Mobile IP on this SSID
Association Limit I—
{optional): (1-255)
EAP Client (optional): e
Username: I Password: I
Apply-Radiol | Apply-al | Cancel |
L] | 3
&7 ’_|_|° Internet v

For detailed Funk Odyssey RADIUS Server and Client configuration, refer to the Application

Notes [3] listed in the Reference section and documents from
http://www.funk.com/.

Funk Software web site at
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3.3. Configure Quality of Service (QoS)

This section presents the QoS configuration for Cisco Aironet 1200 AP. The QoS
implementation for wireless LANSs differs from QoS implementations on other Cisco devices.
For detailed QoS implementation for Aironet 1200 Access Point, refer to “Cisco Aironet 1200
Series Access Point Installation and Configuration Guide” at http://cisco.com.

Cisco Aironet 1200 Access Point can be configured to give priority for all voice traffic via a
global QoS configuration. It can also be configured to prioritize voice traffic using individual
policies based on either CoS or DSCP value, or protocol type. By default, once the QoS is
globally enabled, the Aironet 1200 Access Point will give voice traffic priority based on DSCP
values 34 (af41) for signaling and 46 (ef) for audio, or protocol type 119 (SpectraLink
protocol). A global QoS configuration is used in these Application Notes. The QoS
configuration generated by the Access Point is applied to both 802.11g and 802.11a radio
interfaces.

Step Description

1. | Enable QoS for all Voice Traffic
Avaya 3626 and 3616 series Wireless IP Telephones use protocol 119 (SpectraLink protocol) for
communication. The command “change IP-network-region” in the Communication Manager SAT
screens will be used to configure the DSCP value for Avaya IP Softphone. Refer to Application
Notes [4] for detailed configuration. Follow the steps below to enable QoS on the Cisco Aironet
Access Point 1200.

e Click SERVICES from the left side panel. When the list of services expands, click QoS.

The QoS POLICIES page appears as shown below.

3 Cisco 10S Series AP - Services - QoS - Microsoft Internet Explorer

Eile Edit WVew Favorites Tools Help :f
e Back - = |ﬂ @ | ;\] /._" Search ‘-‘T;‘\? Favorites w‘ Media {‘3 <] ~ :7
address [ &] http://20. 1. 1. 14/ap_services_gos.htm ~| Go  Links **

1>

Cusco Srsreus W
M- Cisco 1200 Access Point \

= RADIOD-802.11G
QoS POLICIES \|/= ACCESS CATEGORIES

[

RADIO1-802 11A TE

ACCESS CATEGORIES - HENRRIEED W

Hostname Aironet1200 Aironet1200 uptime is 20 minutes

Services: QoS Policies

Create/Edit Policies

SERVICES

Telnet'SSH gzﬁiact;fEdlt

Hot Standby
CDP

DMS

Filters

HTTP

Proxy Mobile IP

Policy Name: |

Tos Classifications:
SMNMP
NTP
VLAN A
@ Done 4 Internet B
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http://cisco.com/

Click the ADVANCED tab.

Click Enable for QoS Element for Wireless Phones.

Leave the default setting Enable for Snooping Helper.

Leave default setting Yes for Map Ethernet Packets with CoS 5 to CoS 6.
Click Apply.

) Cisco 10S Series AP - Services - Qo5 - Microsoft Internet Explorer | X
File Edit View Favorites Tools Help ﬂ'
N A e ; ) : 3 TA
@ Back - </ @ @ {_lj p Search \E/\Y‘ Favorites e Media @ D_r__{ - .,_!\',.
Address |@ http:/j20, 1. 1. 14/ap_services_qos_adv.htm V| Go | Links **

Cisco SvsTeEMs

Cisco 1200 Access Point -

= A RADIO0-802.11G A RADIO1-802.11A A 1
(: EErlEEs © ACCESS CATEGORIES © ACCESS CATEGORIES T= ADVANCED
Hostname Aironet1200 Aironet1200 uptime is 16 minutes
Services: Qo5 Policies - Advanced
IP Phone
SERVICES
Telnet’SSH QoS Element for Wireless Phones : & Enable ' Disable
Hot Standhby
COP
ONS IGMP 5 i
Filters fooping
HTTF
Snooping Helper: & Enable O Disable
Proxy Mobile IP
Qos
SMNMP
NTP AWVID Priority Mapping
WLAN
ARP Caching Map Ethernet Packets with CoS 5to CoS6: & Yes O No

|

@ ® Internet
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Once the QoS is enabled from the web interface, the Aironet 1200 Access Point automatically
adds the following to the configuration file. Below is the display of the results of QoS
configuration generated from the Aironet 1200 Access Point command line interface.

class-map match-all _class_VolP2
match ip dscp af4l
class-map match-all _class_VolP0
match ip protocol 119
class-map match-all _class_VolP1
match ip dscp ef
I
policy-map VolP
class class_VolP0
set cos 6
class class_VolP1
set cos 6
class class VolP2
set cos 6

interface Dot11Radio0
no ip address
service-policy input VolP
service-policy output VolP
no ip route-cache
I
interface Dot11Radiol
no ip address
service-policy input VolP
service-policy output VolP
no ip route-cache

interface FastEthernetO

no ip address
service-policy input VolP
service-policy output VVolP
no ip route-cache

SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 22
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4. Configure the Avaya Voice Priority Processor

The Avaya Voice Priority Processor functions as a Wireless VVolP gateway and provides voice
priority service for Avaya Wireless IP Telephones. The following steps describe the
configuration.

Step Description
1. | Using a console cable, connect the Avaya Voice Priority Processor to a PC’s serial port.
2. | Start a HyperTerminal session to the Avaya Voice Priority Processor.
e Bits per second 9600
e Data bits 8
e Parity None
e Stop bits 1
e Flow control None
3. | Provide the User Name and Password to access the Avaya Voice Priority Processor.
e The following NetLink SVP-I1 System window is displaced.
e Select Network Configuration
e Press Enter
NetLink SVP-11 System
Hostname: [sInk _00dO7e], Address: 0.0.0.0
System Status
SVP-11 Configuration
Network Configuration
Change Password
Exit
Enter=Select X=Exit Use Arrow Keys to Move Cursor
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 22
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Step

Description

4. | The Network Configuration window will be displayed.

Provide the following information:

o IP Address=50.1.1.9

0 Subnet Mask = 255.255.255.0
0 Default Gateway =50.1.1.1
o]

Press Enter

Network Configuration

Hostname: [sInk 00d0O7e], Address: 0.0.0.0

Ethernet Address (fixed): 00:90:7A:00:D0O:7E
IP Address: 50.1.1.9
Hostname: slnk _00d07e

Subnet Mask:
Default Gateway:

255.255.255.0
50.1.1.1

SVP-11 TFTP Download Master: NONE

Primary DNS Server:
Secondary DNS Server:
DNS Domain:

WINS Server:
Workgroup:

Syslog Server:
Maintenance Lock:

NONE

NONE

NONE

NONE
WORKGROUP
NONE

N

Enter=Change Esc=Exit Use Arrow Keys to Move Cursor
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 22
GAK 8/24/2005 ©2005 Avaya Inc. All Rights Reserved. Aironet1200-CM.doc




Step Description

5. | Onthe NetLink SVP-11 System window:
e Select SVP-11 Configuration,
e Press Enter.

NetLink SVP-11 System
Hostname: [slnk 00d07e], Address: 50.1.1.9

System Status

SVP-11 Configuration
Network Configuration
Change Password

Exit

6. | Onthe SVP-I1 Configuration window:
e Select Reset System,
e Press Enter.

This will reconfigure the Avaya Voice Priority Processor with current settings.

SVP-11 Configuration
Hostname: [sInk 00d07e], Address: 50.1.1.9

Phones per Access Point: 5
SVP-11 Mode: Netlink IP
System Locked: N
Maintenance Lock: N

Reset System

Enter=Change Esc=Exit Use Arrow Keys to Move
Cursor

5. Configure the Avaya S8500 Media Server with the Avaya
G650 Media Gateway

Refer to Application Note [1] for Avaya S8500 Media Server and Avaya G650 Media Gateway
configuration.
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6. Verification Steps

The fol

lowing verification steps were used to verify correct system operation:

Verify network connectivity by launching pings between the S8500 Media Server and
Wireless laptop PC. Verify that all pings are successful.

Power up the Avaya 3616 and 3626 IP Wireless Telephones. Enable WEP on both IP
Wireless Telephones and verify that they can register with the S8500 Media Server.
Make a phone call between the two Wireless IP Telephones and verify that the voice
quality is good.

Make a call from the 3626 Wireless IP Telephone to the 4620SW IP Telephone, and
verify that the voice quality is good.

Then create a conference call to the 4610SW IP Telephone. Verify that all three parties
are in the conference call and voice quality is good.

Enable 802.1x on the Odyssey Client and verify that the Odyssey RADIUS server can
authenticate the Client.

Launch the Avaya IP Softphone and verify that the Avaya IP Softphone can register
with the S8500 Media Server.

Make a call from the Avaya IP Softphone to the Avaya 4610SW IP Telephone and
verify that voice quality is good.

Select ASSOCIATION from Aironet 1200Access Point menu to display the clients’
status as shown below.

|

e —
File Edit Wew Favorites Toaols  Help ﬁ

J mBack -+ = - (2 ot | Ghsearch [GlFavorites ¢ History ||%v = -

JAgdress I@ http:gf20.1.1. 14/ap_assoc. htm ;I Face] |J Links **

-

Cisco SvsTems

Cisco 1200 Access Point

Hostname Aironet1200 Aironet1200 uptime is 8 weeks, 3 days. 2 hours, 51 minutes

Association
MSSQ_CIATION Clients: 1 Repeaters: 0
Activity Timeout

View: ¥ Client [T Repeater Al |

RadioB02.11G

SSID CiscoG :

Device Type Hame IP Address MAC Address State Parent VLAN
2011121 0090.7a01.936a Associated self nane

RadioB02.114

SSID CiscoAd :

Device Type Name IP Address MAC Address State Parent V0LAN

4500-radio - 2011126 0001 .f464.3791 EAP-Associated self none

e T 0 0000000000000 000000 @ iriggbd €23 1 39 2-2004 by Gisco Systems, Ine.
4 | »
] |4 Irkermet G
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7. Conclusion

These Application Notes illustrate the procedures necessary to configure the Cisco Aironet
1200 Wireless Access Point to support Avaya Communication Manager, Avaya IP Wireless
Telephones and Avaya IP Softphone. The Cisco Aironet 1200 Access Point support 802.11 a,
802.11b and 802.11g radios.

8. References

Use this URL http://www.avaya.com/ to access these Application Notes.

[1] Application Notes for Configuring 3Com Wireless LAN Access Point 8750 to
Support Avaya Communication Manager, Avaya IP Wireless Telephones and Avaya
IP Softphone - Issue 1.0

[2] Configuring the Avaya 3606 Wireless Telephone with Compatible 802.11b Access
Points from Avaya and Other Vendors - Issue 1.0

[3] Configuring the Funk Odyssey Software, Avaya Access Point 3 and Avaya
802.11a/b Wireless Client for User Authentication (802.1x) and Data Encryption
- Issue 1.0

Use the following URL http://www.funk.com to access configuration documentation for Funk
Odyssey products.
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©2005 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com
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