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Configuring a Juniper Networks NetScreen-Remote VPN
Client to Support an Avaya IP Softphone Secure Connection
to a Samsung Ubigate™ iBG3026 Gateway - Issue 1.0

Abstract

These Application Notes describe the procedures for configuring a secure VPN connection to
the Samsung Ubigate™ iBG3026 Gateway using the Juniper Networks NetScreen-Remote
VPN Client to support the Avaya IP Softphone.

The Samsung iBG3026 functions as a multi-service IP switch/router. With the addition of a
VPN/Internet Protocol Security (IPSec) option card, the Samsung iBG3026 provides VPN
functionality to support remote users using Juniper NetScreen-Remote through the public
Internet. In a mixed customer environment where both Juniper and Samsung VPN gateways
are installed, the remote users can use the same Juniper NetScreen-Remote to securely connect
to the office network for telephony and data access.
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1. Introduction

These Application Notes describe the procedures for configuring a secure VPN connection to the
Samsung Ubigate™ iBG3026 Gateway using the Juniper Networks NetScreen-Remote VPN
Client to support the Avaya IP Softphone.

The Samsung iBG3026 is designed to provide WAN-connectivity such as T1, E1, T3, and metro
Ethernet to a small-to-medium sized office. The Samsung iBG3026 provides VPN/firewall
functionality for WAN interfaces, so remote users can build secure communication channels
through the public Internet.

2. Test Configuration
The sample network implemented for these Application Notes is shown in Figure 1.
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and Avaya G350 Media Gateway
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Figure 1: Test Configuration

The HQ Office consists of a Samsung iBG3026 functioning as a layer 2 Ethernet switch with
Power-over-Ethernet (PoE), layer 3 router, perimeter security device and Internet Protocol
Security (IPSec) VPN gateway. User authentication for remote users is done using the Microsoft
Internet Authentication Service (1AS) running on a Microsoft Windows Server 2003. Avaya
Communication Manager running on the Avaya S8300B Server and Avaya G350 Media
Gateway provides the IP telephony platform for local and remote users.

Remote users connected to the public internet use the Juniper NetScreen-Remote for secure
connection to the HQ Office and use the Avaya IP Softphone for telephony functionality.
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An Avaya C364T-PWR Converged Stackable Switch simulates the WAN by routing the IP

traffic between the remote user and the HQ Office.

The VPN tunnel between the Samsung iBG3026 and Juniper NetScreen-Remote is configured

based on the following parameters:

Phase 1

Authentication Method: Pre-shared Key with extended authentication (Xauth)
Encryption: Triple Data Encryption Standard (3DES)

Authentication: Secure Hash Algorithm-1 (SHA-1)

Diffie-Hellman (DH) Group: 2

Phase 2

Encapsulation: Encapsulation Security Payload (ESP)
Encryption: Advanced Encryption Standard (AES) 128-bit keys

Authentication: SHA-1
Perfect Forward Secrecy: Disabled

3. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8300B Server

Avaya Communication Manager
3.1.2 (R013x.01.2.632.1)
Service Pack 12714

Avaya G350 Media Gateway 25.33.0
Avaya 9630 IP Telephones R1.1 (H.323)
Avaya 4610SW IP Telephones R2.7 (H.323)

Avaya 2420 Digital Telephone

Avaya IP Softphone

R5.2 Service Pack 1

Avaya C364T-PWR Converged Stackable Switch

4.5.14

Samsung Ubigate™ iBG3026

SNOS 1.0.5.9 Advanced
DSP 1.0.2 firmware

Juniper Networks NetScreen-Remote VPN Client

8.7 build 12

Microsoft Windows Server 2003

Service Pack 1
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4. Configure Avaya Communication Manager and Avaya IP
Telephones

These application notes assume that the configuration of Avaya Communication Manager and
the Avaya IP telephones are already in place. Refer to [1] for detail instructions on the
configuration on these components.

5. Configure Microsoft Active Directory

5.1. Create User Accounts

The steps below create a new user account for the Juniper NetScreen-Remote user shown in
Figure 1. These Application Notes assume Microsoft Active Directory is installed and
operational.

Step | Description

1. | On the Microsoft Windows 2003 Server running Active Directory, open the Active
Directory Users and Computers application window by selecting Start > All Programs
> Administrative Tools > Active Directory Users and Computers. Right click the
Users folder and select New > User from the pop-up menu as shown below.

-.? Active Directory Users and Computers ;I.glll

@ File Action View Window Help |;|i|5|

o amli B xERR 2E gk vg o

[+ Saved Queries - —

EI@ remote. sglab.com s _f_ it DE—L_SCT' fice) e l
-3 Buitin € Administrator User Built-in account for administering ...
D Computers !ﬁCert Publishers Security Group - Domain ...  Members of this group are permit...

Domain Contrallers ﬁDHCP Administrators Security Group - Domain ...  Members who have administrativ...
D FareignSecurityPrincipals !ﬁDHCP Users Security Group - Domain ...  Members who have view-only acc...

DnsAdmins Security Group - Domain ...  DNS Administrators Group
Delegate Contral... DnsUpdateProxy Security Group - Global DN dients who are permitted to ...
Find... Domain Admins Security Group - Global Designated administrators of the ...
Security Group - Global All workstations and servers joine...

Computer y : : :
Al Tasks % Contact Security Group - Global All domain controllers in the domain
—_ 2 Security Group - Global All domain guests
View L3 Security Group - Global All domain users
_ InetOrgPerson
New Window from Here . Security Group - Global Designated administrators of the ...
MSMQ Queue Alias : S 3

Refresh Brinter . Security Group - Global Me.ml.Jers in this group can modify...
Export List... User . . Built-in account for guest access ...
. Shared Foider Secur!ty Group - Doma!n ... Group for the Help and Support C...

Properties - Security Group - Domain ... IIS Worker Process Group
TUSR_SVR10 User Built-in account for anonymous a...
e TWAM_SVR 10 User Buit-in account for Internet Infor ..
ﬂERAS and IAS Servers Security Group - Domain ...  Serversin this group can accessr...
!ﬁSchema Admins Security Group - Global Designated administrators of the ...
%SUPPORT_SSB%SaD User This is a vendor's account for the...
ﬂTeInetClienis Security Group - Domain ...  Members of this group have acce...

K — 3|
|Creahe a new object...
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Step | Description

2. | Enter the user information as highlighted below. All remaining fields may be left as the

defaults. Click Next to continue.

New Object - User -

g Createin:  remote sglab.com/Users

X

First name: IJohn Initials: I

Last name: IDoe

Full name: I.Juhn Doe

Uszer logon name:

User logon name (pre-Windows 2000):

IiDhl'ldC'E I Eremote sglab.com j

IHEMOTE\ |iohndoe

% Back Mead =

Cancel

3. | Enter the password and the password policy options shown below. Click Next to continue

then click Finish (not shown).

Mew Object - User -

g Createin:  remote.sglab.com/Users

x|

Password: Itoo..ol

Confirm password: Ioo..-..

™ Usermust change password at nesd logon

[ iUser cannot change password;

| ¥ Password never expires
[ Accourt is disabled

Cancel
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Step | Description

4. | To allow the new account to request authentication when connecting via VPN to the

@Hle Acton  View Window Help

o e

TS|

«»l.ﬁ\%a\xtl@\@lﬁ@hv@

EE
(2] 5aved Queries —,—'—
-9 remote.sgizb.com i A ¢ L ]

3 Budin € administrator User Built4n account for admin...
581 Compiters B Guest User Buit-n account for guest ...
(@) Domain Controllers € Wwsk_svR10 User Built-n account for anony...
8 ForeignSeasityPrincipds € 1AM SVR10 User Built-n account for Intern...
L2 Users 52
€3 SUPPORT 38554520 User SR vendor's account ...
€ DnsUpdateProxy Secusity G| SRR o e s
€5 comain Admins Seciyity G ted administrators...
€5 comain Computers searyGl T N o s s
€0 0omain Controliers Security G in controllers in ...
€7 Domain Guests Secirity Gk CRoTe Fee in guests
€7 Domain Users Seaity I in users
€5 Enterprise Admins Security G Al Tasks » bted sdministrators...
€hcroup Policy Creator Ow...  SeeurityG_ fsinthsgroupcan...
€53 5chema Admins securttye o4 ted administrators...
5 TelnetClents -
€5 Cert Publshers Security G oname s of this group are..
€8 oHeP Administrators Security G < who have admini
€5 oHeP Users Security G L3 s who have view-...
€7 Dnshmins Security G =P ministrators Gmup
€2 HelpServicesGroup Security Group - Domain ... Group for the Help and Su...
€Rs_wee Security Group -Demain ... 115 Worker Process Group
€7RAS and 145 Servers Security Group -Domain ... Serversin this group can
[ — 1|
Opens the properties dialog box for the current selection. [

Samsung iBG3026, the account’s remote access permission must be enabled. From the
Active Directory Users and Computers screen, right click the user name created in Step
2 under the Users folder and select Properties from the pop-up menu.

5. | Select the Dial-in tab and then select the Allow access option. All remaining fields can be

left as the defaults. Click OK to save.

Remote control I Teminal Services Profile

| COM+

General I Address | Account I Profile I Telephonesl Organization

Member Of

Dighin |

Environment

I Sessions

— Remoate Access Pemission (Dialin or WPM)

" Deny access

| Control accessthiough Bemate dcoess Policy

[T Weritn Caller{ [

—Callback Options
(¢ No Callback
" Set by Caller {Routing and Remote Access Service only)
" Mways Calback to; |
[™ bzsign & Static P &ddress I

i &pply Static Boutes

Define routes to enable for this Dialin
connection.

Static Foutes . |

o |

Cancel | Aoy |
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5.2. Create User Group

The steps below create a new user group to allow all Juniper NetScreen-Remote user accounts to
be grouped together and allow Microsoft IAS to apply a consistent access policy.

Step | Description

1. | From the Active Directory Users and Computers screen, right click the Users folder
and select the New > Group from the pop-up menu as shown below.

-l
&5 Fle  Acton View Window Help |;|i|5|
- 0@ B ERB RE| EREYE D
-] Saved Queries
B@ remote.sglab.com Dt _I_ Dwn — |
-3 Builtin ﬁ Administrator User Built-in account for administering ...
_ (21 Computers !ﬁCert Publishers Security Group - Domain ...  Members of this group are permit...
{23 Domain Controllers mDHCP Administrators Security Group - Domain ... Members who have administrativ. ..
(2 ForeignsecurityPrincipals !ﬁDHCP Users Security Group - Domain ... Members who have view-only acc...
DnsAdmins Security Group - Domain ...  DNS Administrators Group
Delegate Contral... DnsUpdateProxy Security Group - Global DNS dients who are permitted to ...
Find... Daomain Admins Security Group - Global Designated administrators of the ...
Computer Security Group - Global All workstations and servers joine...
All Tasks b Gt Security Group - Global All domain controllers in the domain
—_ Security Group - Global All domain guests
View e Botgeasi Security Group - Global All domain users
New Window from Here MSMQ Quetie Aias Security Group - Global Designated administrators of the ...
T P . Security Group - Global Members in this group can modify...
Export List... e User Built-n account for guest access ...
——— | e Security Group - Domain ...  Group for the Help and Support C...
Properties — Security Group - Domain ... IIS Worker Process Group
Help TUSR_SVR10 User Built-in account for anonymous a. ..
— TWAM_SVR10 User Built-in account for Internet Infor...
ﬂ John Doe User
mRAS and IAS Servers Security Group - Domain ...  Servers in this group can accessr...
!ﬁschema Admins Security Group - Global Designated administrators of the ...
%SUPPORT}BBMS‘EU User This is a vendor's account for the...
!ﬁTelnEtChems Security Group - Domain ... Members of this group have acce...
1 I |
[Create a new object. . [ [

2. | Enter a descriptive name for Group name field as highlighted below. All remaining fields
may be left as the defaults. Click OK.

x

ﬁ Createin:  remote.sglab.com/Users

Group name:
I VPN Users|

Group name (pre-Windows 2000):
| VPN Users

Group scope —————| [~ Group type

{~ Domain local {*' Security
{* Global " Distribution
€ Universal

OK I Cancel
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5.3. Add Users to Group
The steps below add the newly created user to the newly created user group.

Step | Description

1. | Edit the properties of the new user group by right clicking the group name under the
Users folder. Select Properties from the pop-up menu.

i
@ Ele Acton View Window Help |_|_|- Sil
- | OE s B XFER 20 |gRhvEE

@ Active Directory Users and Computers [SV TS SSRGS

[-[C] Saved Queries —I—I—
E@ remote,sglab, com &E - Type - i - i - l
(23 Buitin TelnetClients Security Group - Domain ...  Members of this group have acce...
D Computers ﬁERAS and IAS Servers Security Group - Domain ... Servers in this group can access r...
@ Domain Controllers mIIS_WPG Security Group - Domain ... IIS Worker Process Group
-1 ForeignsecurityPrincipals ﬁEHEIpServicesGroup Security Group - Domain ... Group for the Help and Support C...
453 Users !ﬁDnsAdmins Security Group - Domain ...  DNS Administrators Group
ﬂEDHCP Users Security Group - Domain ...  Members who have view-only acc...
mDHCP Administrators Security Group - Domain ... Members who have administrativ...
ﬂzcart Publishers Security Group - Domain ...  Members of this group are permit...
5 S ity - Global
ﬂzschema Admir Pov e 5 ity Group - Global Designated administrators of the ...
ﬁGruup Policy ¢ Send Mal ity Group - Global Members in this group can modify. ..
ﬂzEnherpnse Ad Al Tasks » [ity Group - Global Designated administrators of the ...
Domain Users —— ity Group - Global All domain users
ﬂanmam Guest : ity Group - Global All domain guests
mDumain Contr Delete ity Group - Global All domain controllers in the domain
ﬂanmam Comp i ity Group - Global All workstations and servers joine. ..
mDDI‘I’IﬂiI‘\ Admir es ity Group - Global Designated administrators of the ...
ﬁDns\deahePrt ity Group - Global DMS clients who are permitted to ...
%SUPPORTJS: Help | This is a vendor's account for the...
ﬂ John Doe User
ﬂ IVWAM_SVR 1D User Builtn account for Internet Infor...
ﬂ IUSR_SVR10 User Built4n account for anonymous a...
Guest User Builtn account for guest access ...
d I _,I ﬁ Administrator User Built4n account for administering ...

|Dpens the properties dialog box for the current selection. | |

2. | Select the Members tab then click Add.

General [Members ]| Member Of | Managed By |

Members:

Mame | Active Directory Folder

Bemaowve |

ok | Cancel el
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Step

Description

Enter the user name then click Check Names. The user should appear as shown below.
Click OK to save. Then click OK again (not shown) to exit the Group Properties screen.

select Users, Contacts, Computers, or Groups )

Select this object type:
ILlsers. Groups, or Cther objects Chject Types...

From this location:

Iremute.sglab.c:um Locations. ..

Enterthe object names to select (examples):
!.J-:uhn Doe (johndoe @Eremote sglab.com) | Check Mames

i,

Advanced... | QK | Cancel

6. Configure Microsoft Internet Authentication Service

The steps below add the Samsung iBG3026 to the Microsoft IAS as a Remote Authentication
Dial In User Service (RADIUS) client. This enables Microsoft IAS to exchange RADIUS
messages with the Samsung iBG3026. These Application Notes assume the Microsoft 1AS is
installed and operational.

6.1. Add RADIUS Client

Step

Description

1.

Open the Internet Authentication Service application by selecting Start > All
Programs > Administrative Tools > IAS. Right click RADIUS Clients and select New
Radius Client from the pop-up menu as shown below.

" Internet Authentication Service o ] 9]

File  Action View Help

e» am e PR 2@

@ Internet Authentication Service {Local) Friendly Name | Address | Protocol | Client-Vendor |
[BRESERADIUS Clients

D Remote Access
E? Remote Access New 3
Cl Connection Reg B —

MNew RADIUS Client

Wiew L3

Refresh
Export List...

Help

[New Client
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Step | Description
2. | Enter a descriptive name for Friendly name and the IP address of the Samsung iBG3026
for Client address (IP or DNS). Click Next to continue.
x|
MName and Address
Type a fiendly name and either an [P Address or DNS name for the client.
Friendly name: Ubigate iBG-3026
Client address (IP or DMS):
192.168.1.1
S Net> || cancel |
3. | Enter a text string for Shared secret. In this configuration, the string is radiussecretkey.
This shared secret text is used by the Samsung iBG3026 in Section 6.2 to authenticate
with the Microsoft IAS for RADIUS communications. All remaining fields may be left as
the defaults. Click Finish.
x
Addttional Information
If you are using remote access policies based on the client vendor attribute, specify the
vendor of the RADIUS client.
Client-Vendor:
RADIUS Standard =l
Shared secret: |--+~m-
Corfirm shared secret: I—*-*-*-‘-*—“-I
™ Bequest must contain the Message Autherticator attribute
< Back Frish | Cancsl
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6.2. Configure Remote Access Policy

The steps below create a new access policy to be used for RADIUS requests coming from the
Samsung iBG3026 on behalf of NetScreen-Remote users.

Step | Description

1. | From the Internet Authentication Service screen, right click Remote Access Policies
and select New > Remote Access Policy from the pop-up menu.

”,¢ Internet Authentication Service -0l x|

File  Acton View Help

€= | mBR| 2

@ Internet Authentication Service (Local) Mame | Order |

{11 RADIUS Clients

{:I Remote Access Logging
Egr emote Access Polides

{:I Connection Request Prc

MNew Remote Access Policy |

Remote Access Policy
View k
Refresh
Export List...
Help

|New Remote Access Policy [ |

2. | From the New Remote Access Policy Wizard screen, select Set up a custom policy and
enter a descriptive name for Policy name. Click Next to continue.

Hew Remote Access Policy Wizard x|
Policy Configuration Method e
The wizard can create a typical policy, or you can create a custom policy. '\J

How do you want to set up this policy?

" Use the wizard to set up a typical policy for a comman scenario

% Set up a custom policy

Type a name that describes this policy.

Policy name: || jhigate WPN Palicy
Example: Authenticate all VPN connections.

cBack | Me> Cancel
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Step | Description

3. | From the Policy Conditions screen, click Add.

Hew Remote Access Policy Wizard

Policy Conditions

To be autherticated, connection requests must match the conditions you specify.

X

Specify the conditions that connection requests must match to be granted or denied

dCOESS.

Policy conditions:

Edit... Eemaove |

cBack | New> |

Cancel |

4. | From the Select Attribute screen, select the attribute types to be applied to this access

Select the type of attrbute to add, and then click the Add button.

Attribute types:
Name | Description ;l
Called-Station-Id Specifies the phone number dialed by the us:
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendhy-Name Specifies the fiendly name for the RADIUS ¢
Client-P-Address Specifies the IF address of the RADIUS clier
Client-Vendor Specifies the manufacturer of the RADIUS pr
Day-And-Time-Restric... Specifies the time perods and days of week
Framed-Protocol Specifies the protocal that is used.
ME-RAS-Vendor Description not yet defined
MNAS-ldertifier Specifies the string that idertifies the NAS thi
MNAS-IP-Address Specifies the IF address of the NAS where th
NAS-Port-Type Specifies the type of physical port that is use:
Service-Type Specifies the type of service that the user ha

Tunnel-Type Specifies the tunneling protocols used.
} Specifies the Windows groups that the user I:T

i

Cancel |

policy. The Windows-Groups attribute is used in the sample configuration. Select
Windows-Groups and click Add.
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Step | Description
5. | Click Add to add a new group.
I 21|
The following groups are cumently in this condition.
Groups:
MName
Add... Hemove
ok | cancel |
6. | The Active Directory Users group created in Section 5.2 is added to this access policy as
shown below. Click OK twice to return to the Policy Conditions screen in Step 3 and
then click Next to continue.

Select this object type:

IGmups Object Types. . |

From this location:

Iremute.sglah.com Locations ... |

Enter the object names to select (Examples):

WPHN Users Check Names |

B | ok || concel |
A
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Step

Description

Select Grant remote access permission and click Next to continue.

New Remote Access Policy Wizard '
Permissions
A remote access policy can ether grant or deny access to users who match the
specified conditions.

If a connection request matches the specified conditions:

(" Deny remote access pemission

{* Grant remote access peEmission:

<Back | Ned>

Cancel

Click Edit Profile.

Profile ﬁ

*ou can make changes to the profile for this policy.

|

A profile is a collection of settings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

Cancel
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Step

Description

In the Authentication tab, ensure that the field Unencrypted authentication (PAP,
SPAP) is checked. All other authentication methods can be unchecked. Click OK to
return to the screen in Step 7, followed by Next and then Finished (not shown) to
complete the wizard.

Edit Dial-in Profile 2=
Diakin Constraints | IP | Mutilink
I

Select the authentication methods you want to allow for this connection.

™ Microsoft Encrypted Authentication version 2 (MS-CHAF v2)
[™ | Uzer carchange paseword atter it has expired

[ Microseft Encrypted Authertication (MS-CHAR)
[™ | Uzer can change password after it has expired

I™ Encrypted authentication {CHAF)

¥ Uinencrypted authentication (PAP, SPAP)

Unauthenticated access

Allow clients to connect without negatiating an authentication
| method.

ok || Cancel Apply

7. Configure Samsung iBG3026

The Samsung iBG3026 provides both browser-based and command-line-based (telnet or console
port access) administrative interfaces. However, since the full range of necessary configuration
features is supported only via the command line interface (CL1I), the steps in this section use only
the CLI.
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7.1. Configure Ethernet and VLAN Interfaces

Step

Description

1.

Connect to the Samsung iBG3026 command line interface via a terminal emulation
program (e.g., HyperTerminal) using the serial cable provided for the console port at the
back of the machine. Enter the username (samsung) and default password (see [4]) to log
in. Enter configure terminal to access the configure mode.

login: samsung
password:

SAMSUNG ELECTRONICS CO., LTD. CLI
sarak2# configure terminal

sarak2/configure#

Configure the ethernet 0/2 as an untrusted interface to connect to the public WAN.

sarak2/configure# interface ethernet 0/2

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (0/2)# ip address 2.2.2.1/24
sarak2/configure/interface/ethernet (0/2)# crypto untrusted
sarak2/configure/interface/ethernet (0/2)# exit
sarak2/configure#

Create a VLAN for the Ethernet ports used by IP telephones and Windows 2003 server
and configure the VLAN as a trusted interface. The configuration below is shown for

Ethernet ports 1/18 and 1/19. Repeat the steps as necessary to configure other Ethernet
ports.

sarak2/configure# vlan database

sarak2/configure/vlan/database# vlan 101 bridge 1 name Remote
sarak2/configure/vlan/database# exit

sarak2/configure# interface vlan vlanl.101
sarak2/configure/interface/vlan vlanl.101# ip address 192.168.1.1 255.255.255.0
sarak2/configure/interface/vlan vlanl.101# crypto trusted
sarak2/configure/interface/vlan vlanl_101# exit

sarak2/configure# interface ethernet 1/18

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (1/18)# switchport mode access
sarak2/configure/interface/ethernet (1/18)# switchport access vlan 101
sarak2/configure/interface/ethernet (1/18)# exit

sarak2/configure# interface ethernet 1/19

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (1/19)# switchport mode access
sarak2/configure/interface/ethernet (1/19)# switchport access vlan 101
sarak2/configure/interface/ethernet (1/19)# exit

sarak2/configure#
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Step | Description

4. | Add a default route to the router on the public Internet.

sarak2/configure# ip route 0.0.0.0/0 2.2.2.254
sarak2/configure#

7.2. Configure RADIUS

Configure the Samsung iBG3026 as a RADIUS client to the Microsoft 1AS for the authentication
of remote VPN users.

Step | Description

1. | Configure the Samsung iBG3026 to connect to the Microsoft IAS with the secret key as
radiussecretkey.

sarak2/configure# aaa

sarak2/configure/aaa# radius

sarak2/configure/aaa/radius# primary_server 192.168.1.110
sarak2/configure/aaa/radius# src_address 192.168.1.1
sarak2/configure/aaa/radius# shared_key radiussecretkey
sarak2/configure/aaa/radius# exit

sarak2/configure/aaa# enable

sarak2/configure/aaa# exit

sarak2/configure#
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7.3. Configure VPN Remote Access Policy
Create the VPN Remote Access Policy to support remote users.

Step

Description

1.

Configure dynamic Phase 1 IKE policy for a group of remote users. The pre-shared key is
set to interoptest in this configuration. For dynamic policy, set the mode to aggressive.
Configure the IKE phase 1 proposal as described in Section 3. Create an address pool for
the Samsung iBG3026 to use for assigning IP addresses to Juniper NetScreen-Remote
clients when an IPSec tunnel is successfully established. Configure the Samsung iBG3026
to use Password Authentication Protocol (PAP) to authenticate with the Microsoft Internet
Authentication Service (RADIUS) for user authentication.

sarak2/configure# crypto
sarak2/configure/crypto# dynamic

sarak2/configure/crypto/dynamic# ike policy remusers modecfg-group

sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
avaya.com

remusers# local-address 2.2.2.1
remusers# remote-id domain-name

Default proposal created with priorityl-des-shal-rsa-gl
Default ipsec policy "remusers® of type modecfg added with proposal priorityl-

3des-shal-tunnel
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
method pre-shared-key
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
algorithm 3des-cbc
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy

remusers# key interoptest

remusers# mode aggressive

remusers# proposal 1
remusers/proposal 1# authentication-

remusers/proposal 1# dh-group group2
remusers/proposal 1# encryption-

remusers/proposal 1# exit
remusers# client configuration
remusers/client/configuration#

address-pool 1 192.168.11.101 192.168.11.120

sarak2/configure/crypto/dynamic/ike/policy
server 192.168.1.110
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
radius pap
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic/ike/policy
sarak2/configure/crypto/dynamic#

remusers/client/configuration# dns-

remusers/client/configuration# exit
remusers# client authentication
remusers/client/authentication#

remusers/client/authentication# exit
remusers# exit

Configure dynamic Phase 2 IPSec policy for the same group of remote users. Configure
the IPSec phase 2 proposal as described in Section 3.
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Step

Description

sarak2/configure/crypto# dynamic

sarak2/configure/crypto/dynamic# ipsec policy remusers modecfg-group
sarak2/configure/crypto/dynamic/ipsec/policy remusers# match address
192.168.1.0/24

sarak2/configure/crypto/dynamic/ipsec/policy remusers# proposal 1 esp
sarak2/configure/crypto/dynamic/ipsec/policy remusers/proposal 1# encryption-
algorithm aes128-cbc

sarak2/configure/crypto/dynamic/ipsec/policy remusers/proposal 1# hash-algorithm
shal-hmac

sarak2/configure/crypto/dynamic/ipsec/policy remusers/proposal 1# exit
sarak2/configure/crypto/dynamic/ipsec/policy remusers# exit
sarak2/configure/crypto/dynamic# exit

sarak2/configure/crypto# exit

sarak2/configure#

7.4. Configure Firewall Policies
Configure the firewall policies to allow traffic between the office network and the remote users.

Step | Description

1. | Assign the interfaces to the appropriate firewall map. By default, the Samsung iBG3026

creates two firewall maps:
e internet — Untrusted interfaces connecting to the public WAN
e corp — Trusted interfaces connected to the local LAN
The ethernet0/2 interface is assigned to the internet map while the VLAN created in
Section 7.1 Step 3 is assigned to the corp map.
sarak2/configure# firewall internet
sarak2/configure/firewall internet# interface ethernet0/2
sarak2/configure/firewall internet# exit
sarak2/configure# firewall corp
sarak2/configure/firewall corp# interface vlanl.101
sarak2/configure/firewall corp# exit
sarak2/configure#

2. | Configure firewall policies to allow IKE negotiation into the untrusted ethernet0/2
interface.
sarak2/configure# firewall internet
sarak2/configure/firewall internet# policy 1000 in self
sarak2/configure/firewall internet/policy 1000 in# exit
sarak2/configure/firewall internet# exit
sarak2/configure#

3. | Configure firewall policies to allow the remote users to access the office network. The
remote users are assigned with the IP addresses from the address pool configured in
Section 7.3 Step 1.
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Step

Description

sarak2/configure# firewall corp

sarak2/configure/firewall corp# policy 1000 in address 192.168.11.101 192.168.11
-120 192.168.1.0 24

sarak2/configure/firewall corp/policy 1000 in# exit

sarak2/configure/firewall corp# exit

sarak2/configure#

8. Configure Juniper NetScreen-Remote

This section shows the configuration of the Juniper NetScreen-Remote on a single remote user
machine.

Step

Description

1.

Launch the NetScreen-Remote Security Policy Editor by selecting Start > Programs >
NetScreen-Remote > Security Policy Editor. Right click the folder My Connections
and select Add > Connection (not shown). Name the new connection as ToHQOffice.
Configure the highlighted fields shown below.

e Select Secure for Connection Security.
Select IP Subnet for ID Type.
Enter 192.168.1.0 in the field Subnet and 255.255.255.0 in the field Mask.
Check the Use box.
Select All in the Protocol field and Secure Gateway Tunnel in the Use field.
Select IP Address in the field ID Type and enter 2.2.2.1 (IP address of the
Samsung iBG3026 public interface) as the tunnel endpoint IP address.

% Security Policy Editor, - NetScreen-Remote E|E|@
File Edit ©Options Help

Wuniper (S|

Metwark Security Palicy

] F_I My Connections Connection Security

; [ Only Connect Manually
€5 My Identity  Moresscins %

= @, Security Policy
=& Authentication [Phass 1) L5l

D Froposal 1
= % Key Exchange [Phase 2) Femate Party [dentity and Addrezzing

[J Fropasal 1 |ID Tvpe |IP Subnet hd |

D Proposal 2
@ Other Cornections Subnet: |192.188.1.D

Mask: 255 255,256.0

v Use |Secure Gateway Tunnel ﬂ

ID Type |IP Address -

|2221

Click here to find out about pragram add-ons.
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Step | Description
2. | Expand the ToHQOffice folder and select My Identity. Configure the highlighted fields
shown below. Select Domain Name for ID Type field and enter avaya.com. Select
Preferred for Virtual Adapter field. All remaining fields can be left as the defaults.
Click Pre-Shared Key to continue.
™ Security Policy Editor - NetScreen-Remote
File Edit ©Options Help
a @lJuniper (N
MHetwark, Security Policy
-0 My Connections kA Identity
= @ TDHDHICB Select Certificate sl |
--E3 Secunty PCI|IC_',' |]None LJ
= @%thentlcahnn [Phase 1] D Tupe Pt
! Proposal 1 ;
= ﬁ E}I Exchange [Fhasze 2] “Domam Beine ‘v—J ‘ I —] J
 Proposal 1
[ Proposal 2 oo ‘
: % Other Connections ; - - -
i~ Secure Interface Configuration
|Virtual Adapter Frefered LJ ‘
i~ Internet Interface
I arne IAny LJ
IP Addr (&
3. | Click Enter Key and type the Pre-Shared Key interoptest. Click OK.
Pre-Shared Key EJ
Enter Pre-Shared K.ey [at least 8 characters] -
Thiz key iz used during Suthentication Phase if the
Authentication Method Propozal iz "Pre-Shared kep",
|
Ok Cancel
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Step | Description

4. | Select Security Policy. Configure the highlighted fields shown below. Select Aggressive
Mode for Select Phase 1 Negotiation Mode. Uncheck Enable Perfect Forward Secrecy
(PFS). Check Enable Replay Detection field.

% Security Policy Editor - NetScreen-Remote
File Edit Options Help
a
“ Alduniper (S|
Metwork, Security Policy
=1-_1 My Connections

Security Policy
=& ;_BIDHISDIEECEt't Select Phase 1 Megatiation Mode
|y | dentity
—g Security Policy £ MainMode
= @gthentication [Phaze 1]
) Proposal 1 ~
Usze M | K
= ﬁ K.ey Exchange [Phase 2] SRR
[53 Proposal 1

(& Other Connections

I” Enable Perfect Forward Secrecy [PFS) |

I¥ Enable Replay Detection

5. | Expand folder Security Policy > Authentication (Phase 1) and select Proposal 1.
Configure the highlighted fields shown below. Select Pre-Shared Key; Extended
Authentication for Authentication Method field. Select Triple DES for Encrypt Alg
field, and SHA-1 for Hash Alg field. Select Diffie-Hellman Group 2 for Key Group

field. All remaining fields can be left as the defaults.

™% Security Policy Editor, - NetScreen-Remote

File Edit Options Help

[ @Juniper  K§|

Metwork Security Policy

=1-_1 My Connections Authentication Method and &lgorithms

=y ToHODffice
3 My Identity Authentication kethod
= g %C;ﬁfh::::zition Phase 1] Pre-Shared Kew: Extended Authentication j

= ﬁ Key Exchange [Phase 2] i~ Encryption and D ata Integrity Algorithms
5] Propasal 1

‘& Other Cornections

|EncryptAIg ]Triple DES _:J |

|Hash Alg SHAA A |

Seconds

5S4 Life Unzpecified -

|Ke_l,l Group ]Diffie-HeIIman Group 2 LJ |
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Step

Description

6. | Expand folder Security Policy > Key Exchange (Phase 2) and select Proposal 1.

™% Security Policy Editor, - NetScreen-Remote
File Edit Options Help

defaults.
e Check Encapsulation Protocol (ESP) field.
e Select AES-128 for Encrypt Alg field.
e Select SHA-1 for Hash Alg field.
e Select Tunnel for Encapsulation field.

From the menu, select File > Save to save the configuration.

Configure the highlighted fields shown below. All remaining fields can be left as the

B~ |E

Metwork, Security Paolicy

=1- ] My Connections
=8 ToHAOffice
3 My ldentity
—E Security Policy
--&] Authertication [Phase 1)
L4 Proposal 1
= €§ Kep Exchange [Phase 2]
m Propozal 1

: % Other Connections

@duniper LS|

IP5ec Protocols -
Seconds

FBytes

54 Life |Unspecified =] |

Compresgion | Mone

v Encapsulation Protocol (ESF)

| Encrypt Alg

4ES128 v|

Hash Alg SHAT |

Encapsulation | Tunnel 3

I Authentication Protocal (BH)

T ]

|
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9. Verification Steps

The following steps can be used to verify that the configuration steps documented in these
Application Notes have been done correctly.

9.1. Verify Juniper NetScreen-Remote

Step | Description
1. | Right-click on the NetScreen-Remote icon and select Connect > My Connections\
ToHQOffice.
Security Policy Editor...
Certificate Manager. ..
Deackivabe Security Policy
Reload Security Policy
Disconnect...
Log Yiewer...
Connection Manitar,,,
&dd-ons
Help
About MetScreen-Remote
Remove Icon
R {4, 5:40PM
2. | Enter the username and password created in the Microsoft Active Directory in Section
5.1.
™% User, Authentication for My ConnectionsiToHQOffice [z|
Please enter Username and Pazsword
IIzermamne: ||
Pazzward: |
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Step | Description

3. | Verify that the Manual Connection Status screen is displayed and shows that the
connection is successful. Launch Avaya IP Softphone and verify that it can register with
Avaya Communication Manager successfully.

Manual Connection Status

Successfully connected to My ConnectionshToHGEOffice

9.2. Verify Samsung iBG3026

9.2.1. Verify Client Connections

Enter the command show crypto dynamic clients using the Samsung iBG3026 CLI. Verify that
the client is connected as shown below.

sarak2/configure# show crypto dynamic clients

Client Address Client Id Policy Advanced
7.7.7.7 avaya.com remusers:192.168.11.101 ModecfgGrp-Xauth-Radius
sarak2/configure#

9.2.2. Verify Phase 1 Status

Enter the command show crypto ike sa all using the Samsung iBG3026 CLI. Verify that the
State of the client connection shows SA_ MATURE.

sarak2/configure# show crypto ike sa all

Policy Peer State Bytes Transform

remusers 7.7.7.7 SA_MATURE 2052 pre-g2-3des-shal

sarak2/configure#
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9.2.3. Verify Phase 2 Status

Enter the command show crypto ipsec sa all using the Samsung iBG3026 CLI. Verify that the
IPSec policies for the tunnels going to and coming from the Juniper NetScreen-Remote are
created.

sarak2/configure# show crypto ipsec sa all

Policy Dest IP Spi Packets Transform
INremusers 2.2.2.1 Oxbb3d0e65 1121 esp-aes-shal-tunl
remusers 7.7.7.7 Oxea2383bf 1322 esp-aes-shal-tunl
sarak2/configure#

10. Conclusion

The Samsung Ubigate™ iBG3026 is able to successfully interoperate with Juniper Networks
NetScreen-Remote VPN Client to support remote users running the Avaya IP Softphone.

11. Additional References
The following Avaya product documentation is available from http://support.avaya.com.

[1] Configuring the Samsung Ubigate™ iBG-3026 with Avaya SIP Enablement Services and
Avaya Communication Manager, Issue 1.0, 12 Feb 2007

The following Samsung iBG3026 guides are available from Samsung for registered partner of
Samsung Electronics. Visit http://www.samsungen.com for company and product information.

[2] Samsung Ubigate iBG3026 Configuration Guide

[3] Samsung Ubigate iBG3026 Command Reference

[4] Samsung Ubigate iBG3026 Installation Manual

[5] Samsung Ubigate iBG3026 System Description

[6] Samsung Ubigate iBG3026 Message Reference Manual

The following Juniper Networks product documentations are available from
http://www.juniper.net/techpubs/:

[7] Juniper Netscreen-Remote VPN Client Administrator’s Guide, Version 8.7, P/N 093-
1635-000, Rev. B
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