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Avaya Solution & Interoperability Test Lab

Configuring Cisco 3020 VPN Concentrator to Provide
WebVPN Access by Using Cisco Secure Socket Layer (SSL)
VPN Client to Support Avaya IP Softphone — Issue 1.0

Abstract

These Application Notes describe the steps to configure a WebVPN tunnel between a Cisco
SSL VPN Client (SVC) and the Cisco VPN 3020 concentrator to support Avaya IP Softphone.
The Cisco VPN concentrator is configured to provide a Secure Socket Layer (SSL) VPN
remote-access connectivity to Cisco SSL VPN Client and uses an internal database for
authentication. The Avaya IP Softphone utilizes this tunnel to connect with Avaya
Communication Manager behind the VPN concentrator for a secure communication.
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1. Introduction

WebVPN provides Secure Socket Layer (SSL) VPN remote-access connectivity for almost any
user who uses a Web browser and its native SSL encryption. This enables the companies to
extend their secure enterprise networks to any authorized user by providing remote access
connectivity to corporate resources from any Internet-enabled location. This capability also
provides a secure communication channel for enterprise VoIP users at remote locations. Cisco
I0S SSL VPN supports clientless access to applications such as intranet content, email and
network file shares. Since the Avaya IP Softphones need to interface directly with network layer,
the SSL VPN Client applications just provide such environment that enables IP Softphones to
have a secure VolP communication through the SSL VPN tunnel.

These Application Notes describe the steps on how to configure a WebVPN tunnel between a
Cisco SSL VPN Client (SVC) and the Cisco VPN 3020 concentrator to support Avaya IP
Softphone. The Cisco 10S SSL VPN is a router-based Secure Sockets Layer VPN solution and it
enables remote client’s full network access remotely to virtually any application. In this sample
configuration, the Cisco VPN 3020 concentrator is configured as a VPN Server to establish a
VPN tunnel with Cisco SSL VPN client for remote access. Avaya IP Softphone that resides on
the same PC with Cisco SSL VPN client will utilize this VPN tunnel to connect with Avaya
Communication Manager. Signaling and audio packets from the IP Softphone will be encrypted
through this tunnel across a simulated IP Network (Internet).

2. Network Topology

The sample network implemented for these Application Notes is shown in Figure 1. The
Corporate IP Network location contains the Cisco VPN 3020 concentrator functioning as a VPN
Server. Avaya Communication Manager running on an S8710 server and an Avaya G650 Media
Gateway are also located at the Corporate IP Network location. The Corporate IP Network is
mapped to IP Network Region 1 in Avaya Communication Manager.

The Cisco SSL VPN clients are located in the public network and configured to establish a VPN
tunnel to the Public IP address of the Cisco concentrator via HTTPS connection. The Cisco
concentrator will assign IP addresses to the SSL VPN clients. The assigned IP addresses, also
known as the inner addresses, will be used by the Avaya IP Softphones when communicating
inside the VPN tunnel and in the private corporate network to Avaya Communication Manager.

Avaya Communication Manager maps the Avaya IP Softphones to the appropriate IP Network
Region using this inner IP address and applies the IP Network Region specific parameters to the
IP Softphones. In these Application Notes, the G.729 codec with two 20ms voice samples per
packet is assigned to the IP Softphone.
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Figure 1: Network Diagram

3. Equipment and Software Validated

Table 1 lists the equipment and software/firmware versions used in the sample configuration

provided.

Equipment

Software Version

Avaya S8710 Server with
G650 Media Gateway

Avaya Communication Manager 4.0.1
(R014x.00.1.731.2)

Avaya IP Softphone

R 6.0 with SP2

Avaya 9600 Series IP Telephone R1.5 (H.323)
Avaya 4600 Series IP Telephone R2.8 (H.323)
Avaya 2420 Digital Telephone NA

Cisco 3020 VPN Concentrator R4.7.2.N
Cisco Secure VPN Client R1.0.2.127

Table 1 — Equipment Version Information
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4. Cisco 3020 VPN Concentrator Configuration

These Application Notes assume that the Cisco 3020 VPN Concentrator has been configured
with basic IP connectivity and is connected into the network. The required software has been
installed on the device. For steps to upgrade the software refer to reference [1]. The Cisco 3020

VPN Concentrator depicted in Figure 1 has been configured with private IP address
192.168.1.198.

1. From a web browser, enter the URL of the Cisco 3020 VPN Concentrator interface’s IP
address http://192.168.1.198 and log in as admin with administrative privileges in the
window shown below.

VPN & Install SSL Certificate
3000
CONCENTRATOR SERIES MANAGER

WEN 2000 Concentrator
Login: [admin

Login | Clear

Cisco Svsrems || Fassword: |

Copyright @ 1992-2005 Cisco Systems, Inc.

After successful login, the main menu is displayed.

ddress |@ hitp:##4192.168.1.198/access html

VPN 3000
Concentrator Series Manager

[EFConfiguration

[EHAdministration
[EHonitoring

“Welcome to the VPIT 3000 Concentrator Manager.
In the left frame or the navigation bar above, click the finction you want:
o Confisuration -- to configure all features of this dewice.

o Administration -- to control administrative functions on this dewice.
o DIdomtonng -- to view status, statistics, and logs on thiz device.
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2. This step shows how to enable the SSL VPN client on the VPN concentrator.
Note: New VPN Concentrators that run release 4.7 or later come pre-loaded with the SSL
VPN Client. By default, the SSL VPN Client is disabled and needs to be enabled.
e Select Configuration - Tunneling and Security - WebVPN - Cisco SSL
VPN Client from the left navigation panel.
e Click Enable the Cisco SSL VPN Client.
e Click Apply.

Cizce SSL VPN Clent version (CISCO 3TC winZk+ 1.0.0 1,0,0,17% Tue 03/08/2005 15:31:20.43 ) iz enabled. These settings overnde all group Clsco
SEL VP Chent settings. Choose one of the following actions and click the Apply button:

" Disable the Cisco SST. VPN Client
& Enable the Cisco SSL VPN Clie
" Uninstall the Cisco SSL VPN Client

¢ Install a new Cisco SSL VPN Client | Browse..
Apply Cancel
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 50f 28
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3. Add Groups for SSL client remote users.

e Select Configuration - User Management - Groups = Add

e Enter SSLGroup as Group Name.

e Enter password and repeat password in Verify field.

e Since this example uses internal database (on the VPN concentrator) for SSL VPN
user authentication, select Internal for the Type field.

e Click Add.

Note: if external authentication method is used, for example, third party authentication

server, select External in the Type field.

<~ B VPN 3000
Concentrator Series Manager Logged in: :

Configuration | Administration | Moni

onfiguration

e g This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value. Unchecl: the Inherit? box and
Bagze Graup
enter a new value to override base group values

Policy Management Identity

Tunneling and Security. Idenﬁty Parameters
FrAdministration . P
| FManitoring Attribute Value Description
Group ’7
SELGrou Enter a unique name for the grou
Name £ . —

Password ’”‘“‘“‘““7 Enter the passwerd for the group
Verify === Verify the group's password,

Type = External groups are configured on an externdtuthentication server (e.g BADIUS). Internal groups are configured

on the VP 3000 Cencentrator's Internal Database

4. Configure WebVPN properties.

e Select the WebVPN Tab in the same window in order to enable the SSL VPN Client
for group name SSLGroup.

e Select the necessary options as shown below.
e Click Apply when done.
Note: the Cisco SSL VPN Client Keepalive Frequency option is needed only to ensure
that an SSL VPN Client connection through a proxy, firewall, or NAT device remains
open, even if the device limits the time that the connection can be idle.

The Keep Cisco SSL VPN Client option ensures that the SSL VPN Client is always
installed on the client PC. If this option is not selected, the SSL VPN Client needs to be
installed every time you want a WebVPN tunnel from the client PC.
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Checlc the Inherit? box to set a field that you want to default to the base group walue. Uncheck the Inherit? box and enter a new value to override base

group values.
WebVPN Parameters
Attribute Value Inherit? Description

Enable URL Entry| ¥

Check to place the TRL entry box onto the home page.

Enabhle File Access| ™

Check to enable Windows file access through HTTPS. When enabling File Access,
a MetBIOS Mame Server needs to be configured under System | Servers.

Enable File Server Entry| ™

By

Check to place the file server entry box onto the home page. File Access must be
enabled.

Enable File Server Browsing

Check to enable browsing the Windews netwotl for domainsiwotligroups, servers
and shares. File Access must be enabled.

Enable Port Forwarding

Check to enable port forwarding,

-
o r
Enable Qutlook/Exchange Proxy| ™ Check to enable the Cutlook/Exchange prozy.
Apply ACL| Check to apply the Web VPN ACL defined for the users of this group.
Enable Auto Applet Download| ™ Check to enable auto applet download on logm.
Enable Citrix MMetaFrame| [~ Check to allow access using Citrzz MetaFrame terminal services.
Enable Cisco SSL VPN Client| Check te enable use of the Cisco 351 VPIT Clent.
Require Cisco SSL VPN Client| ¥ Check to require use of the Cisco 351 VPN Client.
Keep Cisco SSL VPN Client| ¥ Check to keep the Cizco 251 VPI Client mstalled on the client workestation,
Cisco SSL VPN Client ’7 v (zeconds) Enter the Cisco 3SL VPN Client Keepalive Frequency. Enter 0 to
Keepalive Frequency| dizable.
Port Forwarding I{ame ’m W  |Enter the display name the users see when using TCF Port forwarding,
Homepage ’7 W  |Enter the TTRL of the web page to be displayed to the user upon logm.

[» Content Filter Parameters
Filter Java/ActiveX| ™ Check to remove <applet=, <embed> and <object> tags from HIML.
Filter Scripts| [~ Check to remove <script™ tags from HTML.
Filter Images| ™ [T |Check to remove <img> tags from HTIML.
e e et | m Check .tc.> remove cookies that are delivered with images. Advertisers use cookies to
track wisitors.
WebVPN ACLs
The WebWPI Access Control List to apply to user sessions.
= o Ifyou do not define any filters, all connections are permitted.
o Ifyou configure a permit filter, the default action is to deny connections other than
% what the filter defines.
o A Web VPN ACL can have a total of 255 characters.
s Source and destination IDs are [P addresses and wildcard masks or hostnames.
Ll _|J o WebVEN ACLs are not applied to SSL VP Client connections. Only TP ACLs
are applied to the 331 VP Client.
Syntax for protocol flters:
[ permit | deny | [ ip | smtp | imap4 | pop3 | cifs | http | https | Sre-7D Disi-ID
Example: permit ip any host 10.86.9.22
Example: perwit ip any 192.168.1.0 0.0.0.255
Syntax for TEL filters:
[ permit | deny | URL URI-dgfinition
Example: deny url http://wuw.exsmple.com

Apply | Cancel |
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5. Add users on Cisco VPN concentrator.

e Select Configuration = User Management = Users - Add.
e Enter user name and password.
e Select SSLGroup in the Group field.
e Click Add.
N~ B VPN 3000
Concentrator Series Manager
e b e, Thiz section lets vou add a user. Uncheck the Inherit? box and enter a new value to override group values.
Haze Group
= oy
olic_mnagemem ) Identity Parameters
%ﬁsﬂ Attribute Value Description
-EMonitoring Username||55LUser Enter a utique usernatne.
Password|[=- Enter the user's password. The password must satisfy the group password requirements.
Verify [ Verify the uszer's password.

Group |SSLGr0up j Enter the group to which this user belongs.
IP Address|| Enter the IP' address assigned to thiz user.
Subnet Iaslk Enter the subnet mask assigned to this user.

Add Cancel |

6. Since the VPN concentrator can assign IP addresses to VPN client, this section shows
how to enable this feature and create an address pool on the concentrator.
e Select Configuration = System > Address Management = Assignment
e Click Use Address Pools
e Click Apply

TTJ'S section presents Address Assignment options. Each of the following methods are tried, in order, until an address is found.

Use Client Address [~ Check to use the IP address supplied by the client. This can be overndden by userfgroup configuration.
Use Address from Authentication Server [~ Check to use an IP address retrieved from an authentication server for the client.
Use DHCP ™ Check to use DHCP to obtain an IP address for the client.
Use Add.resck to use internal address pool configuration to obtain an IP address for the client.
IP Reuse ,— Enter the length of time in rinutes (0-480) that a released mnternal address pool IP address
Delay will be held before being reassigned.

Apply Cancel
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e Select Configuration = System - Address Management = Pools = Add
e Click Add

This section lets vou configure [P Address Pools.

Chck the Add button to add a pool entry, or select a pool and click Modify, Delete or Move.

IP Pool Entry Actions

G Add

hodify
Delete

kove Up

L

bowe Down

e Enter the IP address range and subnet mask as shown below.
e Click Apply

Iodify an address pool

Range Start |1 0105230 Enter the start of the IF pool address range.

Range End |1 0105250 Enter the end of the IP pool address range.

Enter the subnet mask of the IP pool address range.

LTI EELS |255'255'255'D Enter 0.0.0.0 to use default behawior.

Apply | Cancel |
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7. Configure system default gateway in order to ensure the VPN concentrator has all
necessary routes available.
e Select Configuration = System = IP Routing = Default Gateway

e Enter information as shown below. The 130.2.2.1 is the next router interface
connected to its public interface.

Configure the default gateways for your system.

Default Gateway |130.2.2.1 Enter the TP address of the default gateway or router. Enter 0.0.0.0 for no default router.

Metric |1 Enter the metric, from 1 to 16
Tunnel Default @ateway 0000 Enter the TP address of the default gateway or router for tunnels. Enter 0.0.0.0 for no default router.
Override Default Gateway ™ Checl to allow learned default gateways to overnide the configured default gateway.

Apply | Cancel |
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8. Use this step to bind the SSL certificate with Cisco VPN Concentrator’s interface

In this configuration, the concentrator uses its public interface to terminate the SSL VPN

Client connection. This interface needs a SSL certificate associated with it to verify the

Clients’ credentials.

e Click Administration -2 Certificate Management to confirm that SSL certificates
are generated for the interfaces.

e Click Generate button from the options under Actions in the SSL Certificates box for
the respective interface if the certificates are not generated.

Refresh@

This section lets you view and manage certificates on the VPN 3000 Concentrator. Installation of a CA certificate 15 required before identity and 351
certificates can be installed. %

o Chck here to mstall a CA certficate
e Click here to enroll with a Certificate Authority
o Click here to install a certificate

Certificate Awthorities [ View A1 CRL Caches | Clear A CRL Caches | {current: 0, masirourn: 2073
Subject Issuer Expiration SCEP Issuer Actions
No Certificate Authorities

Identity Certificates (current: 0, mazimum: 20)
Subject Issuer Expiration Actions
No Identity Certificates

SSL Certificates

Interface Subject Issuer Expiration Actions
Private No Certificate Installed. Generate | Enroll | mport
Fublic No Certificate Installed. | Import
SSH Host Key
Key Size Key Type Date Generated Actions
1024 bits ES4 01/15/2008 Gererate

Enrollment Status [ Remove All: Errared | Timed-Out | Rejected | Cancelled | In-Progress | (current: 0 avatlable: 207

Suhject Issuer Date Use Reason Method Status Actions
No Enrollment Requests
SZ; Reviewed: Solution & Interoperability Test Lab Application Notes 11 0f 28
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e Enter public interface’s IP address 130.2.2.2 in the Common Name field and select
1024-bits, in this example, as RAS KEY Size.

e Leave other fields as default.

e Click Generate.

You are about to generate a certificate for the Public Interface . The certificate will have the following D for both Subject and Issuer.

The certificate &%1 be valid for 3 vears from yesterday.

Common Name (CIV) |1 30222 Enter the Common IName, usually the TP or DINS address of this interface.
(rganizational Unit {QT) |VPN 3000 Concentrator Enter the department.
Organization (0) |Cisc0 Systems, Inc. Enter the Organization of company.
Locality (L) |Franklin Enter the city or town,
State/Province (SP) |Massachuseﬂs Enter the State or Province.
Country (C) W Enter the two-letter country abbrewiation (e g Tited States = T3)
RSA Key Size ,W‘ Select the key size for the generated BS54 key pair.
Generate | Cancel |

Click View (under SSL Certificates) to display the certificate.

Refresh@

This section lets you wew and manage cettificates on the VPN 3000 Concentrator. Installation of a CA certificate is required before identity and 351
cerfificates can be installed.

o Chek here to metall a CA certificate
s Click here to enroll with a Certificate Authority
o Click here to mstall a certificate

Certificate Authorities [ View 41 CRL Caches | Clear A1 CRL Caches | {current: 0, mesdmmm: 20)
Suhject Issuer Expiration SCEPF Issuer Actions
No Certificate Authorities

Identity Certificates (current 0, mazimum: 20)
Subject Issuer Expiration Actions
No Identity Certificates

SSL Certificates

Interface Subject Issuer Expiration Actions
Private  No Certificate Installed. | Limport
Public 130.2.2.2 at Cisco Systems, Inc.  |130.2.2.2 at Cisco Systems, Inc.  |01/19/2011 Fenew | Delete | Export | Generate | Enrall | Import
S5H Host Key
Key Size Key Type Date Generated Actions
1024 bits RSA 01/15/2008 Generate

Enrollment Status [ Remove All: Errored | Timed-Out | Rejected | Cancelled | In-Progress | (current: 0 available: 203

Subject Issuer Date Use Reason MMethod Status Actions
No Enrollment Requests
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The certificate is as shown below.

Subject Issuer
CN=130222 CN=130222
OU=VFH 3000 Concentrator OU=YVFH 3000 Concentrator
0=Cisco Systelns, Inc. {J=Cisco Systems, Inc.
L=Franllin L=Franllin
SP=Dlassachusetts SP=Dlassachusetts
C=13 C=13
Serial Number 472353453
Nigning Algorithm MD5WithESA

Public Key Type ESA (1024 bits)
MMDS Thmnhprint A5:537:FC:BE:67:54:99:96:C4:67:DA:4Z2:3A:D3:537:C2
SHA] Thumbprint 15:9C:CE:84:9E:31: CA:F6:DC:FE:DA:SE: D 67:64:54: 62132183 :F7

Validity 1/20/2008 at 13:51:53 to 1/19/2011 at 135153

Back
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9. Choose an interface to specifically allow the HTTPS session on the interface that

terminates the SSL VPN Client.
Select Configuration = Interfaces
Click Ethernet 2 (Public)

Configuration | Interfaces

Wednesday, 16 January 2008 14:30:33
Save Neededs] Refresh@

This section’lets you configure the WP 3000 Concentrator's network mterfaces and power supplies.

In the table below, or i the picture, select and click the mterface you want to configure:

Interface Status IP Address | Subnet Mask | MAC Address Default Gateway
Ethernet 1 (Private P 192.168.1.198 2552552550 |00.03 A0 8A 63.0E
Ethernet 2 (Public P 130222 255255255252 00.03 A0 BA 63.0F 130.2.2.1
Ethernet 3 (External) Mot Configured (0.0.0.0 0.0.00
DNS Server(s) DIS Server Mot Configured
DNS Domain Name

s Dower Supplies

e Check both boxes: Allow WebVPN HTTPS sessions and Redirect HTTP to
HTTPS.
e Click Apply.

Configuration | Interfaces | Ethernet 2

Configuring Ethernet Interface 2 (Public).

General | RIP | OSPF | Bandwidth | WebVPH
WebVPN Parameters
Attribute Value Description
Allow Management - Checlk to enable management HTTP and HTTPS sessions on this mtetface. Disabling will prevent managing the
HTTPS sessions dewice through a web browser on this interface.
Allow Web HT.TPS WV Cleck to enable WebWVPIN HTTFS sessions on this mnterface.
sessions
. Check to force any connections coming in as HTTP to be redirected to HTTPS. This provides additional security.
LS 0 S0 T Ui Unencrypted HTTE sessions will no longer be allowed on this interface.
Allow POP3S sessions| [ Checlk to enable POP35 e-mail sessions on this mterface using an e-mail program.
Allow IMAP4S sessions| ™ Checl: to enable IMAPAS e-mail sessions on this mterface using an e-mail program.
Allow SMTPS sessions| ™ Check to enable SWTP S e-mail sessions on this wterface using an e-mail program.
Apply Cancel
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4.1. Install WebVPN Client Software for Remote Client

Upon the first time the client computer connects to the VPN concentrator, the VPN concentrator
will automatically push the VPN client software to the PC after it authenticates the user login

credentials.

e Open the Web browser on the Client PC that is going to connect to the VPN Concentrator

and enter https://130.2.2.2.
e At the login prompt, enter the user credentials created earlier and select Login.

Eﬁ:o SYSTEMS

Please enter your username and password.

Username [SSLUser

Password [sesesd|

Lagin I Clear |

After login, the certificate alert appears.
e Click View Certificate to view the certificate.

securi x

W Information pou exchange with this site cannot be viewed ar
?. changed by others, However, there iz a problem with the site's
: zecurty certificate.

i achiozen ko brust, YWiew the certificate to determine whether

& T%ﬁsecurity certificate wagz izzued by a company pou have
yourwant ko trugt the certifying authority,

a The zecurty certificate date is walid.

The secunty certificate haz a valid name matching the name
of the page vou are tying bo wisw.

Do pou want to proceed?

Yes Mo YWiew Certificate
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Since this is the first time the client logs in, the certificate has not been installed on the PC

yet.

e Click Install Certificate

2=

General | Details | Certfication Path |

@x' Certificate Information

This CA Root certificate is not Ls\\)usted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 130.2.2.2

Issued by: 130.2.2.2

¥alid from 1/20/2003 ko 1/19/2011

Install Certificate. .. | Issuer Statement |

Ok |

e Click Next

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks Fraom wour disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to prokect data or o establish secure netwark
connections. A certificate store is the system area where
certificates are kept,

Ta cantinue, click Mext,

= Back Mext = Cancel
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Certificate Import Wizarc 5[

Select Automatically select a certificate store based on the type of certificate
Click Next

Certificate Store
C%iﬁcate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate stare, or vou can specify a location For
f* automatically select the certificate skore based on the bype of certificate
™ Place all certificates in the Fallowing store

Zertificate store:

Erowse, . |

= Back Mexk = Cancel

Click Yes.

Security Warning

'j You are about to install a certificate From a certification authority {CA) claiming to represent:

!

130.2.2.2

I3

Windows cannot walidate that the certificate is actually from "130.2.2.2", You should confirm its origin by contacting

"130.2.2.2", The following number will assist you in this process:
Thurbprint (shal): 189CCES4 IE31CAFA DCFEDAZE 7DA7E454 623283F7

Warning:

1F vou install this root certificate, Windows will aukomatically trusk any certificake issued by Ehis CA. Installing a

certificate with an unconfirmed thumbprint is a security risk. IF vou click "fes" vou acknowledge this risk.

Do you wank to install this certificate?

Yes | Mo I
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e Click Finish.

= x|

& Completing the Certificate Import

Wizard

You have successFully completed the Certificate Import
wizard.

You have specified the Following setkings:

Certificate Store Selected  Automatically determined by t
Conkent Certificate
ull | il

= Back Finish | Cancel |

e Click View Certificate.

Se X

ri“i‘ [nformation you exchange with thiz site cannot be viewed or
? changed by others. Howewver, there iz a problem with the site's
* gecunty certificate.

& The securnty cerificate wag iszued by a company vou have
n,schoszen to trust, Wiew the certificate to determine whether
yourwant ko trugt the certifying authority.

a The zecurnty certificate date is walid.

The securnty cerificate hazs a valid name matching the name
of the page pou are tying bo wiew,

Do pou want o proceed?

Yes Mo Wigw Certificate

The Certificate screen shows a validated certificate.
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Genﬁal | Details I Certification Path

T
== | Certificate Information

This certificate is intended For the following purpose(s):
+*Ensures the identity of a remote computer

Issued bo: 130.2.2.2

Issued by: 130.2.2.2

valid from 1/20/2005 to 1/19/2011

Install Certificate. ., | Issuer; Statement |

]9 |

e Click OK

After clicking OK, the SSL VPN Client is installed on the client PC. The WebVPN

f

connection is automated as well. Once the tunnel is established, the Key icon & appears

on the Windows taskbar.

5. Avaya Communication Manager Configuration

All the commands discussed in this section are executed on Avaya Communication Manager
using the System Access Terminal (SAT). This section assumes that basic configuration on
Avaya Communication Manager has already been completed.

The Telephones in corporate network are in IP Network Region 1 and use codec G.711 (not
shown). The Avaya IP Softphones are assigned to IP Network Region 2 using the IP address
range of the VPN Client IP Address Pool. IP Network Region 2 is then assigned to a codec set
configured with the G.729 codec.
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5.1. IP Softphone Administration

An Avaya IP Softphone is administered similar to other IP telephones within Avaya
Communication Manager. Note that the IP SoftPhone field needs to be set to y. Following screen
shows how to add an extension 333-1666 on Avaya Communication Manager.

add station 3331666 Page 1of 5
STATION

Extension: 333-1666 Lock Messages? n BCC: O

Type: 4620 Security Code: * TN: 1

Port: 1P Coverage Path 1: COR: 1

Name: IP-Softphone Coverage Path 2: CoS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 333-1888
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n

add station 3331666 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any ldle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: n
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged Idle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed
Multimedia Mode: enhanced

MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s

Multimedia Early Answer?
Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 333-1666 Always Use? n IP Audio Hairpinning? n

=]

For additional information regarding the administration of Avaya Communication Manager, see
reference [3].
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5.2. IP Codec Sets Configuration

Use the change ip-codec-set n command to configure IP Codec Set parameters where n is
the IP Codec Set number.
1. Use the change ip-codec-set 2 command to define a codec set for the G.729 codec as
shown below.

change ip-codec-set 2 Page 1 of 2

IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 2 20
2:
Media Encryption
1: none
2:

5.3. IP Network Regions Configuration

Use the change ip-network-region n command to configure IP Network Region parameters
where n is the IP Network Region number. Configure the highlighted fields shown below. All
remaining fields can be left at the default values.

1. Intra-region and Inter-region IP-IP Direct Audio determines the flow of RTP audio
packets. Setting these fields to yes enable direct audio between the IP endpoints. Codec
Set 2 is used for IP Network Region 2 as described in Section 5.2.

change ip-network-region 2 Page 1 of 19
IP NETWORK REGION
Region: 2
Location: Authoritative Domain: avaya.com
Name:
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 65535
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 26 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5 IP NETWORK REGION

g o w
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Page 3 of the IP-Network-Region form, shown below, defines the codec set to use for intra-
region and inter-region calls. Note that the calls between region 2 and region 1 will use codec set
2 for audio.

change ip-network-region 2 Page 3 of 19

Inter Network Region Connection Management

src dst codec direct WAN-BW-limits Video Dyn

rgn rgn set WAN Units Total Norm Prio Shr Intervening-regions CAC IGAR
2 1 2 y NoLimit n
2 2 2

2 3

Use the change ip-network-map command to map all IP Softphones to IP Network Region 2,
which is using G.729 codec.

change ip-network-map Page 1
IP ADDRESS MAPPING
Emergency
Subnet Location
From IP Address (To IP Address or Mask) Region VLAN Extension
192.168.1 .1 192 .168.1 .254 24 1 n
10 .10 .50 .230 10 .50 .50 .250 24 2 n

6. Verification

6.1. Cisco SSL VPN Client Status

At client PC, open command window and type ipconfig to verify that the IP address 10.10.5.230
from the address pool has been assigned to client Ethernet adapter.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:\Documents and Settings\Administrator>ipconfig
Windows 1P Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . :172.16.2.101
Subnet Mask . . . . . . . . . . . I 255.255.255.0
Default Gateway . . . . . . . . . : 172.16.2.1

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . : 10.10.5.230
Subnet Mask . . . . . . . . . . . I 255.255.255.0
Default Gateway . . . . . . . . . - 10.10.5.230
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Click the client icon
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" on the Windows taskbar to display the client status.

a Cisco Systems 551 ¥PM Client

Cigco SvsTEms

. SSLVPN CLENT forWEBVPN

Statistics | Route Details | About |

Address Information

SErver: 130222

Client: 10.10.5.230
Bytes

Sent: 2433

Received: IF
Frames

Sent: 25

Received: 1

X

S5L Information

Cipher: 3DES SHA-

Wersion: TLS+1
Transport Information

Local LAN: Dizabled

Split Tunneling: Digabled
Connection Information

Tirne: 00:03:25

Disconnect
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6.2. Avaya IP Softphone Statistics

On client PC, ping the Cisco 3020 VPN Concentrator public interface IP address to verify the
connectivity before launching the VPN client. Once the Cisco VPN Client establishes an IPSec
tunnel with the Concentrator, launch a ping from the client PC to C-LAN and verify that the ping
is successful. Start the Avaya IP Softphone from the client PC 1 and verify that the IP Softphone
is registered with Avaya Communication Manager and becomes functional. The screen capture
below shows the status of the IP Softphone station 3331666.

¥ Avaya IP Softphoge - 3331666 o [m]
File Edit Wiew Tools* Audio  Settings Help

J [l Crop =2 toldl BL Transfer - [fF conference

J Number:l @vﬂ|ﬁ|ﬂﬂlﬂ-'ﬂdvﬂjg

EEEIEE R -

|Ready | £ @ ¢ @ zo3rm

From the Avaya Communication Manager SAT terminal, use the command list registered-ip-
stations to show both IP Softphones are registered on Avaya Communication Manager with their
inner IP addresses assigned from the address pool on Cisco 3020 VPN Concentrator.

list registered-ip-stations
REGISTERED IP STATIONS

Station Ext/ Set Product Prod Station Net Gatekeeper TCP
Orig Port Type 1D Rel IP Address Rgn IP Address Skt
50000 4621 IP_Phone 2.800 60.1.1.66 1 192.168.1.10 y
50008 4620 IP_Phone 1.500 60.1.1.67 1 192.168.1.10 y
333-1666 4620 1P_Soft 5.620 10-.10.50-230 2 192.168.1.10 y
333-1667 4621 IP_Soft 5.242 10.10.50.231 2 192.168.1.10 y

Make a call from the IP Softphone (x333-1666) to IP Telephone (x50000) and verify the status
of the IP Softphone as shown below. Notice on page 1, the IP Softphone Service State is in-
service/off-hook.

status station 3331666 Page 1of 7
GENERAL STATUS
Administered Type: 4620 Service State: in-service/off-hook
Connected Type: N/A TCP Signal Status: connected
Extension: 333-1666
Port: S00002 Parameter Download: complete
Call Parked? no SAC Activated? no

Ring Cut Off Act? no
Active Coverage Option: 1
EC500 Status: N/A Off-PBX Service State: N/A
Message Waiting:
Connected Ports: S00020
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On page 3, the IP Softphone uses IP address 10.10.5.230, which is assigned from the IP address
pool defined on the Router.

status station 3331666 Page 3o0of 7
CALL CONTROL SIGNALING
Port: S00002 Switch-End IP Signaling Loc: 01A0217 H.245 Port:
IP Address Port Node Name Rgn
Switch-End: 192.168. 1. 10 1720 c-lan 1
Set End: 10. 10. 5.230 23390 2
H.245 Near:
H.245 Set:

Page 4 shows this is an ip-direct call between IP Softphone and IP Telephone.

status station 3331666 Page 4 of 7
AUDIO CHANNEL Port: S00002
G.729A Switch-End Audio Location:
IP Address Port Node Name Rgn
Other-End: 60. 1. 1. 66 12314 1
Set-End: 10. 10. 5.230 2048 2

Audio Connection Type: ip-direct

Page 6 shows the g729a codec is used for this call.

status station 3331666 Page 6 of 7
SRC PORT TO DEST PORT TALKPATH

src port: S00002

S00002:TX:10.10.5.230:2048/g729a/20ms

S00020:RX:60.1.1.66:10554/9729a/20ms

6.3. Call Features

e Make a phone call between the two IP Softphones and verify that the call is successful
and the call is IP-direct.

e While the call is up, conference the IP telephone x50008 and verify that all three parties
are in conference call.

6.4. Cisco VPN Concentrator Logging

The Cisco VPN concentrator Session Status displays the current active session status. To display
the status, select Monitoring = Sessions = Encryption and select the SSLGroup from the
Group drag-down window.
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The detailed session information is shown below.

Gruup SSLGroup -

MActive Sessions: 1
Total Sessions: 7

% Encryption Sessions I Percentage
Other ] 0.0%%
None 0 0.0%%
DES-56 ] 0.0%5
DES-40 0 0.0%%
3DES-168 ] 0.0%5
RC4-40 Stateless 0 0. 0%
RC4-40 Stateful a 0.0%
RC4-128 Stateless 0 0. 0%
RC4-128 Stateful 1] 0.0%
AES-128 0 0.0%%
AES-192 1] 0.0%
AES-256 0 0.0%%
DES-56 SK8L+v3 1] 0.0%5
3DES-168 SSLv3 ] 0.0%%
RC4-128 SS8Lv3 1] 0.0%5
DES-56 TLSv1 ] 0.0%%
3DES-168 TLSv1 1 100.0%
RC4-128 TLSv1 ] 0.0%%

e Select Monitoring - Statistics = SSL to see the SSL status.

Inbound Octets [Outhound Octets

Sessions

[% Unencrypted 17616127
Encrypted 20893168

Total

Active

MMax Active

18330456
26548316

156
4
7
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7. Conclusion

These Application Notes verify that Avaya IP Softphone can successfully interoperate with
Cisco VPN concentrator and Cisco VPN client application. The Avaya IP Softphones can utilize
the WebVPN established between the Cisco VPN concentrator and Cisco SSL VPN Client to
provide a secure telephony communication for remote users over any broadband Internet
connection.
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