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The SAL (Secure Access Link) Gateway Implementation Guide (http://compasweb.dr.avaya.com/cgi-
bin/wwwcompas?prodid=140284&dformat=pdf) provides an overview of the SAL 1.5 and explains how to install the
gateway and configure the gateway for the remote service of managed devices for the use of support Avaya Customers,
Business Partner and Avaya personnel. You can read the Gateway Implementation Guide to understand how SAL 1.5
works and gain some background on how to install and configure SAL gateway in general.

This document focuses on how to make the SAL gateway configurations especially for System Platform (SP) and how

to test remote access and alarming for SP and the products (in the MBT/SP template) running on the virtual machines of
SP.

SAL Gateway configurations

The SAL (Secure Access Link) Gateway includes a Web-based Gateway Ul that provides status information,
configuration interfaces, and logging. This section describes how to configure the gateway and the managed devices for
alarming and remote access. The devices include SP’s domain0 (dom0), console domain (cdom), and other product
virtual machines (CM, CMM, AES, SES, Utility Server and Media Services) in SP.

The configuration steps are described as follows:

1: To log into the SP Web console:

Go to Avaya Aura System Platform’s Web console https://<SP cdom name or ip addr>/webconsole and log in.

) Avaya Aura™ System Platform - Mozilla Firefox Q@@
File Edit View History Bookmarks Tools Help
@ - c' (ar *A‘ht‘tps://135.35.235.24ﬁ/wehmnsn\E/vsp\ngin.amnﬂ LT ' ,;-
[ Most Visited 4 Getting Started 5| Latest Headlines
@ Disable~ £ Cookies™ [-] €SS~ 5] Forms® [# Images” @ Information~ 1 Miscellaneous™ ./ Outline~ ; Resize™ o~ Tools™ E\ View Source™ - Options™ v O
Y" - & - v | Search Wweb - Error loading toolbar buttons. Click here to retry
™
A\/A A Avaya Aura™ System Platform
Web Console

Login

User Id |admin ‘

Password | ooo-ooo| ‘

Reset I Log On I

Copyright © 2009 Avaya Inc. All Rights Reserved.

Done 135.35.235.246 [



http://compasweb.dr.avaya.com/cgi-bin/wwwcompas?prodid=140284&dformat=pdf
http://compasweb.dr.avaya.com/cgi-bin/wwwcompas?prodid=140284&dformat=pdf

2. To launch the SAL gateway Ul:

After logging in, select Server Management from the left side menu and then select SAL Gateway Management under
Server Management. After the SAL Gateway Management page is loaded on the right panel, click Launch SAL
Gateway Management Portal to launch the SAL Gateway UL.
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3. To log in to the SAL Gateway Ul:

After the SAL Gateway Ul is launched, use the same login credentials that you used for the SP Web console to log into
SAL Gateway Ul.
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4. On the Gateway home page navigation directory, click Administration. The system displays the following items
under Administration.
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5. To configure a SAL Gateway:
1. Click Gateway Configuration in the Administration section of the SAL Gateway menu.

The system displays the Gateway Configuration in the body of the web page.
To change the configuration, click Edit.
The system displays the Gateway Configuration (edit) panel.
In the Gateway Hostname field, enter a distinguishing host name for the SAL Gateway.
In the Gateway IP Address field, enter the IP address of the SAL Gateway.
In the Solution Element ID field, enter the Solution Element ID that uniquely identifies this SAL Gateway.
The SAL Gateway Solution Element ID is used to register this SAL Gateway with the Secure Access
Concentrator Remote Server.
In the Gateway Alarm ID field, enter the Alarm ID of this gateway.
The value in the Gateway Alarm ID field is used to uniquely identify the source of Gateway alarms to the
Secure Access Concentrator Core Server.
To make the required changes. Click Apply.
Notes
The configuration changes take effect immediately. When you click Apply, the system changes the
configuration.
8. To undo the changes you made, click Undo Edit.

The system returns to the configuration before the Edit button was pressed.
For more information, see the Secure Access Link 1.5 Gateway Implementation Guide.
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6. To configure SAL Enterprise:
1. Click SAL Enterprise under Administration on the navigation directory.
The system displays the SAL Enterprise page in the right pane.
In the Primary Enterprise field, enter the IP Address or host name of the primary SAL Enterprise.
In the Port field, enter the Port number of the primary SAL Enterprise.
In the Secondary Enterprise field, enter the IP Address or host name of the secondary SAL Enterprise.
In the Port field, enter the Port number of the secondary SAL enterprise.
Click Apply.

Uk~ wmN

The page provides three buttons:
e Edit: to change the configuration
e Apply: to apply the changes made to the configuration
e Test: to run the diagnostic tests for connectivity
Notes
e You must restart the SAL Gateway for the configuration to take effect. Until you restart the SAL
Gateway, it will not connect to the new SAL Enterprise.
e Restarting the SAL Gateway may result in SNMP traps being missed.

If you want to use the Avaya production enterprise server, you need to do the following:
1. Enter alarming.esp.avaya.com for Primary Enterprise and 8002 for port number.

2. Use the Avaya proxy when connecting from Avaya internal network.
For more information, see the Secure Access Link 1.5 Gateway Implementation Guide.
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7. To configure Remote Access Server:
1. Click Remote Access under Administration on the navigation directory.
The system displays the Remote Access page in the right pane.
2. Inthe Primary Enterprise field, enter the IP Address or host name of the primary Remote Access Server.
3. Inthe Port field, enter the port number of the primary Remote Access Server.
4. (Optional) In the Secondary Enterprise field, enter the IP Address or Host name of the secondary Remote
Access Server
5. (Optional) In the Port field, enter the port number of the secondary Remote Access Server
6. Click Apply.
The page displays three buttons:
e Edit: to change the configuration
e Test: to send a test SAL Gateway alarm to the Secure Access Concentrator Core Server
e Apply: to apply a configuration or apply the changes made to the configuration

e You must restart the SAL Gateway for the configuration to take effect. Unless you restart the SAL
Gateway, it will not connect to the new Secure Access Concentrator Remote Servers.
e Restarting the SAL Gateway terminates all connections.
For more information, see the Secure Access Link 1.5 Gateway Implementation Guide.

8. To configure NMS:
1. Click NMS under Administration on the navigation directory.
The system displays the Network Management Systems page.
In the NMS Host Name/ IP Address column, enter the IP Address or host name of the NMS server.
In the Trap port column, enter the port of the NMS server.
In the Community column, enter the community string of the NMS server.
Click Apply.
You add multiple NMS(s) using Add button.
For more lnformatlon see the Secure Access Link 1.5 Gateway Implementation Guide.
Note: Enter public as the Community because currently public is the only community supported by SAL agent.
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9. To manage Service Control:

You can view the status of a service, stop a service, or test a service that the SAL Gateway manages. Click Service
Control under Administration on the navigation directory.

The system displays the Gateway Service Control page. The page lists the following services:
¢ Inventory (disabled in the current release)
e Alarming
e Remote Access

The Gateway Service Control page also displays the status of each service as:
e Stopped
e Running
For more information, see the Secure Access Link 1.5 Gateway Implementation Guide.

9 Mozilla Firefox

Eile Edit View History Bookmarks Tools Help

@ L2 c . fat &A] ht!tps:ifl35.35.235.246:7443fsp\rlt—gwjmc\.*pm‘tal.lface?mn:l v | §v; e )'-
[] Most Visited P Getting Started 5. Latest Headlines

@ Disabler B Cookies (-] €55~ £ Forms- [® Images™ & Information~ () Miscellaneous™ ' Outliner [ § Resize~ o Tools™ {2 View Source- .~ Options v O w

Y_’ - - | by ‘ ‘ Search Web - Error loading toolbar buttons. Click here to retry

1\ status | Log Off |

1\ SAL Agent restart required to apply configuration changes

Gateway Service Control

uration

Inventory Running

Alarming Running
Remote Access Running

tion Changes

a Inc. L3
i

S | -

¥ Find: | Me p aus &' Highlight 2 Match case

Done 135.35.235.246:7443 ||

10



10. To apply configuration changes:
1. Click Apply Configuration Changes.
The system displays the Apply Configuration Changes page.
2. Click the Apply button beside Configuration Changes.
When you click Apply, the SAL Gateway is restarted and updated with the new values you configured. All
configuration changes that you made, take effect.
For more information, see the Secure Access Link 1.5 Gateway Implementation Guide.
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11. To configure a managed element:

1. Click Managed Element on the navigation directory.

The system displays the Managed Element page.

Click Add new.

In the Host Name field, enter a host name for the managed device.

In the IP Address field, enter the IP address of the managed device.

Select the NIU check box if you want to use a Network Interface Unit port for remote access and select a

value from the list box.

Note: The range of values allowed is 1 through 9. Some older managed devices can only be reached on a

network though an NIU interface. The NIU emulates a modem to convert a managed device from modem

support to network accessibility. To make a remote connection to NIU-supported devices, it is necessary to
know which NIU port number to connect to.

6. Inthe Solution Element ID field, enter the Solution Element ID of the device.

7. Inthe Product ID field, enter the Product ID or Alarm ID.

8. Inthe Model field, enter the model that is applicable to this managed device.

9. Select the Provide Remote Access to this device check box, if you want to allow the ability to remotely
connect to the managed device.

10. Select the Transport alarms from this device check box, if you want alarms from this device to be sent to
the Secure Access Concentrator Core Server.

11. Select the Collect Inventory for this device check box, if you want an inventory schedule at the managed
device level. This selection manages Inventory Collection and sends the inventory to Avaya. The selection
also decides the Inventory Collection Schedule interval. This feature is not available yet.

12. Click Add.

To change the configuration, to apply the changes, and to delete the configurations, click the

Edit, Apply, and Delete buttons respectively.

aswN

Note
After you select Apply or Delete, you must restart the SAL Gateway services for the configuration to take effect.

Special Notes on the relationship between the product device managed by the SAL gateway and the models the
managed device should use.

Products Models

SP DomO VSP 1.0

SP CDom VSPU 1.0

SAL Gateway SAL Gateway 1.0

CM CM_ Media_ server 1.0

CMM CM_Media_server 1.0 (temporary solution)
AES AES 1.0

SES SIP Server 1.0

Utility Server VUS 1.0

Media Services Cobar 1.0
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You can create a cheat sheet as follows:

SP domain IP Addr SEID Product ID Models Notes
Dom0 10.0.0.66 | (076)934-2000 7000135491 VSP_1.0
Cdom 10.0.0.67 | (076)934-2001 5023427441 VSPU_1.0
Dom1-CM 10.0.0.71 | (076)934-2002 1000237197 CM_Media_server_1.0
CM_Media_server_1.0 Use CM model as a
Doml1-CMM | 10.0.0.72 | (076)934-2003 2000041897 temporary solution
Dom2-SES | 10.0.0.73 | (076)934-2004 1000237198 AES_1.0
Dom3-AES | 10.0.0.74 | (076)934-2005 4000006620 SIP_Server_1.0
Dom4-Utility | 10.0.0.75 | (076)934-2006 VUS 1.0
Domb5- Cobar_1.0
Media_Servic
es 10.0.0.76 | (076)934-2007
Note:

e There is no alarm mechanism in Utility Server and Media Service; you need not enable alarming for the
managed elements used by Utility Server and Media Services.

e DomoO (VSP) does not have alarming enabled, but CDOM (VSPU) has alarming enabled. DomO sends
all syslog to CDOM, CDOM will trigger alarms on behalf of DOMO. But Dom0 has its own AlarmiD
(ProductID).

e In SP HA (High Availability) mode, you need two different solution element IDs (SEID) for domQ: One
is for active domO0 and the other is for standby domO. Both SEIDs need to be administered through the
SAL Gateway UL.
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