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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of this documentation unless
such modifications, additions, or deletions were performed by Avaya.
End User agree to indemnify and hold harmless Avaya, Avaya's
agents, servants and employees against all claims, lawsuits, demands
and judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation(s) provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on this product. Refer to your sales
agreement to establish the terms of the limited warranty. In addition,
Avaya’s standard warranty language, as well as information regarding
support for this product, while under warranty, is available to Avaya
customers and other parties through the Avaya Support Web site:
http://www.avaya.com/support. Please note that if you acquired the
product from an authorized Avaya reseller outside of the United States
and Canada, the warranty is provided to you by said Avaya reseller and
not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR
AN AVAYA AUTHORIZED RESELLER, AND AVAYA RESERVES
THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE
ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE.
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants End User a license within the scope of the license types
described below. The applicable number of licenses and units of
capacity for which the license is granted will be one (1), unless a
different number of licenses or units of capacity is specified in the
Documentation or other materials available to End User. “Designated
Processor” means a single stand-alone computing device. “Server”
means a Designated Processor that hosts a software application to be
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accessed by multiple users. “Software” means the computer programs
in object code, originally licensed by Avaya and ultimately utilized by
End User, whether as stand-alone products or pre-installed on
Hardware. “Hardware” means the standard hardware originally sold by
Avaya and ultimately utilized by End User.

License types

+ Designated System(s) License (DS). End User may install and
use each copy of the Software on only one Designated
Processor, unless a different number of Designated Processors
is indicated in the Documentation or other materials available to
End User. Avaya may require the Designated Processor(s) to
be identified by type, serial number, feature key, location or
other specific designation, or to be provided by End User to
Avaya through electronic means established by Avaya
specifically for this purpose.

Concurrent User License (CU). End User may install and use
the Software on multiple Designated Processors or one or more
Servers, so long as only the licensed number of Units are
accessing and using the Software at any given time. A “Unit”
means the unit on which Avaya, at its sole discretion, bases the
pricing of its licenses and can be, without limitation, an agent,
port or user, an e-mail or voice mail account in the name of a
person or corporate function (e.g., webmaster or helpdesk), or
a directory entry in the administrative database utilized by the
Software that permits one user to interface with the Software.
Units may be linked to a specific, identified Server.

Named User License (NU). End User may: (i) install and use the
Software on a single Designated Processor or Server per
authorized Named User (defined below); or (ii) install and use
the Software on a Server so long as only authorized Named
Users access and use the Software. “Named User,” means a
user or device that has been expressly authorized by Avaya to
access and use the Software. At Avaya's sole discretion, a
“Named User” may be, without limitation, designated by name,
corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function,
or a directory entry in the administrative database utilized by the
Software that permits one user to interface with the Software.

Shrinkwrap License (SR). With respect to Software that contains
elements provided by third party suppliers, End User may install
and use the Software in accordance with the terms and
conditions of the applicable license agreements, such as
“shrinkwrap” or “clickwrap” license accompanying or applicable
to the Software (“Shrinkwrap License”). The text of the
Shrinkwrap License will be available from Avaya upon End
User’s request (see “Third-party Components” for more
information).

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation(s) and Product(s) provided
by Avaya. All content on this site, the documentation(s) and the
product(s) provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software. Unauthorized reproduction, transmission, dissemination,
storage, and or use without the express written consent of Avaya can
be a criminal, as well as a civil, offense under the applicable law.

Third-party components

Certain software programs or portions thereof included in the Product
may contain software distributed under third party agreements (“Third
Party Components”), which may contain terms that expand or limit
rights to use certain portions of the Product (“Third Party Terms”).
Information regarding distributed Linux OS source code (for those
Products that have distributed the Linux OS source code), and
identifying the copyright holders of the Third Party Components and the
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Third Party Terms that apply to them is available on the Avaya Support
Web site: http://www.avaya.com/support/Copyright/.

Preventing toll fraud

“Toll fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of toll fraud associated with
your system and that, if toll fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya fraud intervention

If you suspect that you are being victimized by toll fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support Web site: http://www.avaya.com/support/. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks
Avaya® and Avaya Aura™ are trademarks of Avaya Inc.

The trademarks, logos and service marks (“Marks”) displayed in this
site, the documentation(s) and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the documentation(s) and product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

All non-Avaya trademarks are the property of their respective owners.

Downloading documents

For the most current versions of documentation, see the Avaya Support
Web site: http://www.avaya.com/support

Contact Avaya Support

Avaya provides a telephone number for you to use to report problems
or to ask questions about your product. The support telephone number
is 1-800-242-2121 in the United States. For additional support
telephone numbers, see the Avaya Web site: http://www.avaya.com/
support
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Chapter 1: Introduction

Overview

Avaya Aura"” Communication Manager is the centerpiece of Avaya applications. Running on
a variety of Avaya S8XXX Servers, and providing control to Avaya Media Gateways and Avaya
communications devices, Communication Manager can be designed to operate in either a
distributed or networked call processing environment.

Communication Manager carries forward all of a customer’s current DEFINITY capabilities,
plus offers all the enhancements that enable them to take advantage of new distributed
technologies, increased scalability, and redundancy. Communication Manager evolved from
DEFINITY software and delivers no-compromise enterprise IP solutions.

Communication Manager is an open, scalable, highly reliable and secure telephony
application. The software provides user and system management functionality, intelligent call
routing, application integration and extensibility, and enterprise communications networking.

Purpose of this book

This book describes the procedures and screens used in administering the most recent release
of Communication Manager running on any of the following:

» Avaya S8XXX Servers
- S8300D, S8510, or S8800 server

» Avaya S8XXX Servers configured as a Survivable Remote Server (Local Survivable
Processor)

* Avaya media gateways

- G250, G350, G430, G450, or G700 Media Gateways

Newer releases of Communication Manager contain all the features of prior releases.
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Related resources

° Note:

For information about the screens referenced in this book, see Avaya Aura™
Communication Manager Screen Reference, 03-602878.

The following documents provide additional information.

* Administering Network Connectivity on Avaya Aura™ Communication Manager,
555-233-504

* ATM Installation, Upgrades, and Administration using Avaya Communication Manager,
555-233-124

» Avaya Application Solutions: IP Telephony Deployment Guide, 555-245-600
» Avaya Business Advocate User Guide, 07-300653
* Avaya Aura™ Call Center 5.2 Automatic Call Distribution (ACD) Reference, 07-602568

* Avaya Aura™ Call Center 5.2 Call Vectoring and Expert Agent selection (EAS)
Reference, 07-600780

» Avaya Communication Manager Advanced Administration Quick Reference, 03-300364
» Avaya Communication Manager Basic Administration Quick Reference, 03-300363

» Avaya Communication Manager Basic Diagnostics Quick Reference, 03-300365

» Avaya Remote Feature Activation (RFA) User Guide, 03-300149

* Avaya Toll Fraud and Security Handbook, 555-025-600

» Converged Communications Server Installation and Administration, 555-245-705

* DEFINITY Communications Systems Generic 2.2 and Generic 3 Version 2 DS1/CEPT1/
ISDN PRI Reference, 555-025-107

* DEFINITY Enterprise Communications Server Release 1.1 Getting Started with the
Avaya R300 Remote Office Communicator, 555-233-769

* Avaya Aura™ Communication Manager Feature Description and Implementation,
555-245-205

* Avaya Aura™ Communication Manager Hardware Description and Reference,
555-245-207

* Installation, Upgrades and Additions for Avaya CMC1 Media Gateways, 555-233-118

* Maintenance Alarms for Avaya Aura™ Communication Manager, Media Gateways and
Servers, 03-300430

* Maintenance Commands for Avaya Aura™ Communication Manager, Media Gateways
and Servers, 03-300431
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Send us your comments

* Maintenance Procedures for Avaya Aura™ Communication Manager, Media Gateways
and Servers, 03-300432

* Avaya Aura™ Communication Manager Overview, 03-300468

* Avaya Aura™ Communication Manager Reports, 555-233-505

* Avaya Aura™ Communication Manager Screen Reference, 03-602878

* Avaya Aura™ Communication Manager System Capacities Table, 03-300511
* Avaya Aura" Communication Manager Survivable Options, 03-603633

* What'’s New in Avaya Aura” Communication Manager, Avaya Servers and Media
Gateways for Release 6.0, 03-601528

For documents not listed here, go to http://www.avaya.com. Select Support and then Product
Documentation.

Send us your comments

Avaya appreciates any comments or suggestions that you might have about this product
documentation. Send your comments to the Avaya documentation team.
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Chapter 2: System Basics

Logging into the System

You must log in before you can administer your system. If you are performing remote
administration, you must establish a remote administration link and possibly assign the remote
administration extension to a hunt group before you log in. The members of this hunt group
are the extensions of the data modules available to connect to the system administration
terminal. For information about setting up remote administration, contact your Avaya technical
support representative. When not using the system, log off for security purposes.

Logging in for remote administration
Procedure

1. Dial the Uniform Call Distribution (UCD) group extension number.

° Note:

The UCD group extension number is assigned when you set up remote
administration.

* If you are off-premises, use the Direct Inward Dialing (DID) number, a Listed
Directory Number (LDN) (you must use a telephone), or the trunk number
dedicated to remote administration.

* If you are on-premises, use an extension number.

If you dialed a DID number, dedicated trunk number, or extension, you
receive data tone or visually receive answer confirmation.

If an LDN was dialed, the attendant will answer.
i. Ask to be transferred to the UCD group extension number.

You receive data tone or visually receive answer confirmation.

ii. Transfer the voice call to your data terminal.
The Login prompt displays.
2. Complete the steps for Logging into the System.
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For information about setting up remote administration, contact your Avaya
technical support representative.

See also Enhancing System Security. For a complete description of the Security

Violation Notification feature, see Security Violation Notification in Avaya Aura™
Communication Manager Feature Description and Implementation, 555-245-205.

Accessing the Avaya S8XXX Server

To administer an Avaya S8XXX Server, you must be able to access it. Personal computers
and services laptop computers equipped with an SSH client (PuTTY) or Avaya Site
Administrator (ASA), and a Web browser are the primary support access for system
initialization, aftermarket additions, and continuing maintenance.

You can access an Avaya S8XXX Server in one of three ways:

« directly
* remotely over the customer’s local area network (LAN)
 over a modem for Communication Manager Release 5.2 or earlier

A direct connection and over the customer’s LAN are the preferred methods. Remote access
over a modem is for Avaya maintenance access only.

Accessing the Avaya S8XXX Server Directly — connected to the
services port

Before you begin
Enable IP forwarding to access System Platform through the services port.

Procedure

1. Open the MS Internet Explorer browser.
Microsoft Internet Explorer version 7.0 is supported.

2. Inthe Location/Address field, type the IP address of the Communication Manager
server.

3. Press Enter.

4. When prompted, log in to administer the Avaya S8XXX Server and the features of
Communication Manager.

10 Administering Avaya Aura™ Communication Manager June 2010
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Accessing the Avaya S8XXX Server

Enabling IP forwarding to access System Platform through the services port

About this task

To access virtual machines on System Platform by connecting a laptop to the services port,
you must enable IP forwarding on System Domain (Domain-0) . IP forwarding must be enabled
for both SSH and Web Console access. You can set the IP forwarding status as enabled or
disabled during installation of System Platform. IP forwarding is enabled by default. If you
disabled IP forwarding during installation and later want to enable it, perform the following
procedure. For security reasons, always disable IP forwarding after finishing your task.

Procedure

1. To enable IP forwarding:

a. Start an SSH session.

b. Log in to System Domain (Domain-0) as admin.

c. Inthe command line, type service port access enable and press
Enter.

2. To disable IP forwarding:

a. Start an SSH session.
b. Log in to System Domain (Domain-0) as admin.
c. Inthe command line, type ip_forwarding disable and press Enter.

Accessing the Avaya S8XXX Server Directly — connected to the
customer network

Procedure

1. Open the MS Internet Explorer browser.
Microsoft Internet Explorer version 7.0 is supported.

2. In the Location/Address field, type the active server name or IP address.
3. Press Enter.

4. When prompted, log in to administer the Avaya S8XXX Server and the features of
Avaya Communication Manager.

You can also connect directly to an individual server using its name or IP
address.
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Accessing the Avaya S8XXX Server remotely over the network

About this task

You can access the Avaya S8XXX Server from any computer connected through the LAN. To
access either server, use the IP address assigned to the server you want to access. You can
also use the active server address to connect automatically to the server that is active. Once
connected, you can administer the server using three tools:

* Web interface for server-specific administration and call processing features.

* Avaya Site Administration for Communication Manager (Only available on the active
Communication Manager server).

* An SSH client, like PUTTY, and a configured IP address for the Communication Manager
server.

Using Avaya Site Administration

Avaya Site Administration features a graphical user interface (GUI) that provides access to
SAT commands as well as wizard-like screens that provide simplified administration for
frequently used features. You can perform most of your day-to-day administration tasks from
this interface such as adding or removing users and telephony devices. You can also schedule
tasks to run at a non-peak usage time.

This software must be installed on a computer running a compatible Microsoft Windows
operating system. Once installed, it can be launched from a desktop icon.

Installing Avaya Site Administration

Before you begin

If you do not have ASA on your computer, make sure your personal computer (PC) or laptop
first meets the following minimum requirements:

Table 1: Site Administration: Microsoft Windows client computer requirements

Component Required Comments

Operating System | Microsoft Windows XP Professional with
Service Pack 3,

Microsoft Windows 2003 Standard
Edition server with Service Pack 2,
Microsoft Windows 2003 Enterprise
Edition server with Service Pack 2,

12 Administering Avaya Aura™ Communication Manager June 2010
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Using Avaya Site Administration

Component

Required

Comments

Microsoft Windows Vista Business (32-bit
and 64-bit editions) with Service Pack 2,
Microsoft Windows Vista Enterprise (32-
bit and 64-bit editions) with Service Pack

2,

Microsoft Windows 7,

Microsoft Windows 2008 Standard
Edition server with Service Pack 2, or
Microsoft Windows 2008 Enterprise
Edition server with Service Pack 2

Processor

latest Intel or AMD-based processors

Hard Drive

1GB

Required to install all of the
client components.

Memory

512 MB RAM

Monitor

SVGA 1024 X 768 display

Network
Connectivity

TCP/IP 10/100 Network Card

Modem

56 Kbps Modem

May be required for remote
access to the computer.

Other Software

Internet Explorer 6.0 with Service Pack 1
or Service Pack 2, Internet Explorer 7.0
Service Pack 1, or Internet Explorer 8.0,

Mozilla Firefox 3.0 or 3.5 and Java
Runtime Environment 1.6.0_16.

Required to access the

Integrated Management
Launch Page and Web-
based clients.

About this task

Install ASA on your computer using the Avaya Site Administration CD. Place the ASA CD in
the CD-ROM drive and follow the installation instructions in the install wizard.

ASA supports a terminal emulation mode, which is directly equivalent to using SAT commands
on a dumb terminal or through an SSH session. ASA also supports a whole range of other
features, including the graphically enhanced interface (GEDI) and Data Import. For more
information see the Help, Guided Tour, and Show Me accessed from the ASA Help menu.

Starting Avaya Site Administration

Procedure

1. Start up ASA by double-clicking the ASA icon, or click Start >Programs > Avaya
Site Administration.

2. In the Target System field, use the pull-down menu to select the desired system.

Administering Avaya Aura™ Communication Manager
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3. Click Start GEDI.
You now are connected to the desired system.

Configuring Avaya Site Administration

When Avaya Site Administration is initially installed on a client machine, it needs to be
configured to communicate with Communication Manager on the Avaya S8XXX Server.

When you initially run ASA, you are prompted to create a new entry for the switch connection.
You are also prompted to create a new voice mail system if desired.

Logging in with Access Security Gateway

Access Security Gateway (ASG) is an authentication interface used to protect the system
administration and maintenance ports and logins associated with Avaya Communication
Manager. ASG uses a challenge and response protocol to validate the user and reduce
unauthorized access.

You can administer ASG authentication on either a port type or login ID. If you set ASG
authentication for a specific port, it restricts access to that port for all logins. If you set ASG
authentication for a specific login ID, it restricts access to that login, even when the port is not
administered to support ASG.

Authentication is successful only when Avaya Communication Manager and the ASG
communicate with a compatible key. You must maintain consistency between the Access
Security Gateway Key and the secret key assigned to the Communication Manager login. For
more information about ASG, see Using Access Security Gateway (ASG).

Before you can log into the system with ASG authentication, you need an Access Security
Gateway Key, and you need to know your personal identification number (ASG). The Access
Security Gateway Key must be pre-programmed with the same secret key (such as, ASG Key,
ASG Passkey, or ASG Mobile) assigned to the Avaya Communication Manager login.

Verify that the Access Security Gateway (ASG) field on the System-Parameters Customer
Options (Optional Features) screen is set to y. If not, contact your Avaya representative.

Logging in with ASG
Procedure

1. Enter your login ID.

14 Administering Avaya Aura™ Communication Manager June 2010
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Login messages

The system displays the challenge number (for example, 555-1234) and system
Product ID number (for example, 1000000000). The Product ID provides Avaya
Services with the specific identifier of your Avaya MultiVantage communications
application.

2. Press ON to turn on your Access Security Gateway Key.
3. Type your PIN.

4. Press ON.
The Access Security Gateway Key displays an 8 digits challenge prompt.

5. At the challenge prompt on the Access Security Gateway Key, type the challenge
number without the "-" character (for example, 5551234) from your screen.

6. Press ON.
The Access Security Gateway Key displays a response number (for example,
999-1234).

7. At the response prompt on your terminal, type the ASG response number without
the "-" character (for example, 9991234).

8. Press Enter.
The Command prompt displays.

° Note:

If you make 3 invalid login attempts, the system terminates the session. For more
information, see the appropriate maintenance book for your system.

Login messages

Two messages may be displayed to users at the time of login.

*The Issue of the Day message appears prior to a successful login. In general, use
the Issue of the Day to display warnings to users about unauthorized access. The
client that is used to access the system can affect when, how, and if the user sees the
Issue of the Day message.

* The Message of the Day (MOTD) appears immediately after a user has successfully
logged in. In general, use the Message of the Day to inform legitimate users about
information such as upcoming outages and impending disk-full conditions.

Administering Avaya Aura™ Communication Manager June 2010 15



System Basics

Using the system default Issue of the Day
About this task

The Communication Managerfile /etc/issue.avaya contains sample text that may be used
forthe Issue of the Day message.

Procedure

1. Log into the Communication Manager server.
2. At the CLI enter the following commands:
ecp /etc/issue.avaya /etc/issue

ecp /etc/issue.avaya /etc/issue.net

Setting Issue of the Day and Message of the Day
About this task

For more detailed information on setting login messages and interaction with individual access
services, see the Communication Manager Administrator Logins White Paper on http://
support.avaya.com.

In general, to administer the Issue of the Day and the Message of the Day, use /bin/vi or /usr/
share/emacs to perform the following edits:

1. Configure etc/pam.d/mv-auth to include issue PAM module.

2. Edit /etc.issue and /etc.issue.net (if using telnet) to include the text for the
Issue of the Day.

3. Edit etc/motd to include the text for the Message of the Day.

The following strings is not permitted in a Message of the Day (case sensitive). When searching
for strings, white space and case are ignored.

* [513] used by FPM, CMSA, VAM
* 513] used by connect2

* ] used by MSA

* Software Version used by ASA
* Login:

* Password:

* Challenge:

®* ogin
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Logging off the System

®* ogin:

* incorrect logoin

* assword

*hallenge

* SAT

* SAT cannot be executed on a standby server

Logging off the System

For security, log off any time you leave your terminal. If you use terminal emulation software
to administer Communication Manager, log off the system and exit the emulation application
before switching to another software package.

Logging off the System-Instructions
Procedure

1. Type logoff.

2. Press Enter.
If the Facility Test Call or Remote Access features are administered, Alarm
origination is disabled, or if you have busied out resources or active minor or major
alarms, a security screen displays. You might want to take appropriate action (for
example, disable these features or address any alarms) before you log off.

If none of the above special circumstances exist, the system logs you off.

3. At the Proceed with Logoff prompt, type y to log off.

If you log off with alarm origination disabled and the system generates an alarm,
Avaya support services will not receive any notification of the alarm. For more
information about alarms, see the maintenance book for your system.

Administering User Profiles and Logins

Authentication, Authorization and Accounting (AAA) Services allows you to store and maintain
administrator account (login) information on a central server. Login authentication and access
authorization is administered on the central server.

For details on administering user profiles and logins, see AAA Services in Avaya Aura’
Communication Manager Feature Description and Implementation, 555-245-205, and
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Maintenance Commands for Avaya Aura™ Communication Manager, Media Gateways and
Servers, 03-300431.

Establishing Daylight Savings Rules

Avaya Communication Manager allows you to set the daylight savings time rules so that
features, such as time-of-day routing and call detail recording (CDR), adjust automatically to
daylight savings time. The correct date and time ensure that CDR records are correct. You can
set daylight savings time rules to transition to and from daylight savings time outside of normal
business hours, so the number of affected CDR records is small.

You can set up 15 customized daylight savings time rules. This allows Communication
Manager administrators with servers in several different time zones to set up a rule for each.
A daylight savings time rule specifies the exact time when you want to transition to and from
daylight savings time. It also specifies the increment at which to transition (for example, 1
hour).

Establishing Daylight Savings Rules - Instructions
Procedure

1. Type change daylight-savings-rules.

2. Press Enter.

Rule 1 applies to all time zones in the U.S. and begins on the first Sunday on or
after March 8 at 2:00 a.m. with a 01:00 increment. Daylight Savings Time stops on
the first Sunday on or after November 1 at 2:00 a.m., also with a 01:00 increment
(used as a decrement when switching back to Standard time. This is the default.

The increment is added to standard time at the specified start time and the clock
time shifts by that increment (for example, for 01:59:00 to 01:59:59 the clock time
shows 01:59 and at 02:00 the clock shows 03:00).

On the stop date, the increment is subtracted from the specified stop time (for
example, for 01:59:00 to 01:59:59 the clock time shows 01:59 and at 02:00 the clock
shows 01:00).

° Note:

You cannot delete a daylight savings rule if it is in use on either the Locations or
Date and Time screens. However, you can change any rule except rule 0
(zero).

The Daylight Savings Rules screen appears.
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Setting Time of Day Clock Synchronization

3. To add a Daylight Savings Time rule, complete the Start and Stop fields with the
day, month, date, and time you want the system clock to transition to Daylight
Savings Time and back to standard time.

4. Press Enter to save your changes.

° Note:

Whenever you change the time of day, the time zone, or daylight savings rules,
you must reboot the server for the changes to take effect. See the documentation
for your system for information on rebooting the server.

Displaying daylight savings time rules
Procedure

1. Type display daylight-savings-rules.

2. Press Enter.

The Daylight Savings Rules screen appears. Verify the information you entered is
correct.

Setting Time of Day Clock Synchronization

Time of Day Clock Synchronization enables a server to synchronize its internal clock to UTC
time provided by Internet time servers. Avaya uses the LINUX platform system clock connected
to an Internet time server to provide time synchronization. The interface for these systems is
web-based.

Setting the system date and time

The system date and time is entered through System Platform. For information on how to set
up the date and time, see the Configuring date and time section.

Related topics:
Configuring date and time on page 585
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Displaying the system date and time
Procedure

1. Type display time.

2. Press Enter.
The Date and Time screen displays. Verify the information you entered is correct.

Related topics

See Establishing Daylight Savings Rules for more information about setting system time.

For additional information, see Avaya Call Center Release 4.0 Automatic Call Distribution
(ACD) Guide, 07-600779.

Using the Bulletin Board

Avaya Communication Manager allows you to post information to a bulletin board. You can
also display and print messages from other Avaya server administrators and Avaya personnel
using the bulletin board. Anyone with the appropriate permissions can use the bulletin board
for messages. Only one user can post or change a message at a time.

Whenever you log in, the system alerts you if you have any messages on the bulletin board
and the date of the latest message. Also, if Avaya personnel post high-priority messages while
you are logged in, you receive notification the next time you enter a command. This notification
disappears after you enter another command and reoccurs at login until deleted by Avaya
personnel.

You maintain the bulletin board by deleting messages you have already read. You cannot
delete high-priority messages. If the bulletin board is at 80% or more capacity, a message
appears at login indicating how much of its capacity is currently used (for example, 84%). If
the bulletin board reaches maximum capacity, new messages overwrite the oldest
messages.

° Note:

The bulletin board does not lose information during a system reset at level 1. If you save
translations, the information can be restored if a system reset occurs at levels 3, 4, or 5.
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Using the Bulletin Board

Displaying messages
Procedure

1. Type display bulletin-board.

2. Press Enter.
The Bulletin Board screen displays.

Posting a message

About this task

In our example, we post a message to the bulletin board about a problem with a new trunk
group, and an Avaya representative replies to our message.

Procedure

1. Type change bulletin-board.

2. Press Enter.
The Bulletin Board screen displays.

There are three pages of message space within the bulletin board. The first page
has 19 lines, but you can only enter text on lines 11-19. The first 10 lines on page
1 are for high-priority messages from Avaya personnel and are noted with an
asterisk (*). The second and third pages each have 20 lines, and you can enter text
on any line. The system automatically enters the date the message was posted or
last changed to the right of each message line.

3. Type your message.

You can enter up to 40 characters of text per line. You also can enter one blank
line. If you enter more than one blank line, the system consolidates them and
displays only one. The system also deletes any blank line if it is line one of any page.
You cannot indent text on the bulletin board. The Tab key moves the cursor to the
next line.

4. Press Enter to save your changes.
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Deleting messages
Procedure

1. Type change bulletin-board.

2. Press Enter.
The Bulletin Board screen appears.

3. Enter a space as the first character on each line of the message you want to
delete.

4. Press Enter.

5. Press Enter to save your changes.

Save translations

Use save translation to commit the active server translations (volatile) in memory to a file
(non-volatile). It either completes or fails. For Linux platforms, the translation file is copied to
the standby server by a filesync process.

All translation data is kept in volatile system memory or on the hard drive during normal
operation. In the event of a power outage or certain system failures, data in memory is lost.
Save translation stores on disk the translation data currently in memory.

When a SAT user issues save translation on a duplicated system, translations are saved on

both the active and standby servers. If an update of the standby server is already in progress,
subsequent save translation commands fail with the message save translations has a
command conflict.

Save translation Will not run and an error message appears when:

* translation data is being changed by an administration command.

« translations are locked by use of the Communication Manager Web interface Pre-
Upgrade Step.

Run save translation as part of scheduled background maintenance or on demand.

For information on the save translation command and the command syntax descriptions,

see Maintenance Commands for Avaya Aura™ Communication Manager, Media Gateways
and Servers, 03-300431.
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Perform Backups

Perform Backups

Information on performing backups to your system can be found in the Maintenance

Procedures for Avaya Aura” Communication Manager, Media Gateways and Servers,
03-300432.
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Chapter 3: System Planning

Communication Manager consists of hardware to perform call processing, and the software to make it
run. You use the administration interface to let the system know what hardware you have, where it is
located, and what you want the software to do with it. You can find out which circuit packs are in the system
and which ports are available by entering the command list configuration all. There are variations on this
command that display different types of configuration information. Use the help function to experiment,
and see which command works for you.

System Configuration

Planning Your System

The System Configuration screen shows all the boards on your system that are available for
connecting telephones. You can see the board number, board type, circuit-pack type, and
status.

At a very basic level, Communication Manager consists of hardware to perform call processing,
and the software to make it run. You use the administration interface to let the system know
what hardware you have, where it is located, and what you want the software to do with it.

You can find out which circuit packs are in the system and which ports are available by entering
the command list configuration all. There are variations on this command that display different
types of configuration information. Use the help function to experiment, and see which
command works for you.

To view a list of port boards on your system: Type 1ist configuration port-
network. Press Enter.

The System Configuration screen shows all the boards on your system that are available for
connecting telephones, trunks, data modules and other equipment. You can see the board
number, board type, circuit-pack type, and status of each board’s ports. The u entries on this
screen indicate unused ports that are available for you to administer. These might also appear
as p or t, depending on settings in your system.

You will find many places in the administration interface where you are asked to enter a port
or slot. The port or slot is actually an address that describes the physical location of the
equipment you are using. A port address is made up of four parts:

cabinet the main housing for all the server equipment. Cabinets are numbered starting with
01.

carrier the rack within the cabinet that holds a row of circuit packs. Each carrier within a
cabinet has a letter, A to E.
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slot the space in the carrier that holds an individual circuit pack. Slots are numbered
01-16.

port the wire that is connected to an individual piece of equipment (such as a telephone
or data module). The number of ports on a circuit pack varies depending on the

type.

So, if you have a single-carrier cabinet, the circuit pack in slot 06 would have the address
01A06. If you want to attach a telephone to the 3rd port on this board, the port address is
01A0603 (01=cabinet, A=carrier, 06=slot, 03=port).

Viewing a list of port boards

Procedure

1. Go to the administration interface.

2. Enter 1ist configuration port-network.

The System Configuration screen shows all the boards on your system that are
available for connecting telephones, trunks, data modules and other equipment.
You can see the board number, board type, circuit-pack type, and status of each
board’s ports. The u entries on this screen indicate unused ports that are available
for you to administer. These entries might also appear as p or t, depending on
settings in your system.

Understanding equipment addressing

26

Where addressing is used

You will find many places in the administration interface where you are asked to enter a port
or slot. The port or slot is actually an address that describes the physical location of the
equipment you are using.

Address format
A port address is made up of four parts:

* cabinet — the main housing for all the server equipment. Cabinets are numbered starting
with 01.

« carrier — the rack within the cabinet that holds a row of circuit packs. Each carrier within
a cabinet has a letter, Ato E.
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Dial plan

* slot — the space in the carrier that holds an individual circuit pack. Slots are numbered
01-16.

* port— the wire that is connected to an individual piece of equipment (such as a telephone
or data module). The number of ports on a circuit pack varies depending on the type.

Example

So, if you have a single-carrier cabinet, the circuit pack in slot 06 would have the address
01A06. If you want to attach a telephone to the 3rd port on this board, the port address is
01A0603 (01=cabinet, A=carrier, 06=slot, 03=port).

Dial plan

Understanding the Dial Plan

What the dial plan does

Your dial plan tells your system how to interpret dialed digits. For example, if you dial 9 on your
system to access an outside line, it is actually the dial plan that tells the system to find an
external trunk when a dialed string begins with a 9.

The dial plan also tells the system how many digits to expect for certain calls. For example,
the dial plan might indicate that all internal extensions are 4-digit numbers that start with 1 or
2. Let us take a look at an example dial plan so you’ll know how to read your system’s dial
plan.

Dial plan access table

The Dial Plan Analysis Table defines the dialing plan for your system. The Call Type column
in the Dial Plan Analysis Table indicates what the system does when a user dials the digit or
digits indicated in the Dialed String column. The Total Length column indicates how long the
dialed string will be for each type of call.

Dial plan parameters table

The Dial Plan Analysis Table works with the Dial Plan Parameters Table for fully defining your
dial plan. The Dial Plan Parameters Table allows you to set system-wide parameters for your
dial plan, or to define a Dial Plan Parameters Table per-location.

Uniform dial plan

To Administer a Uniform Dial Plan, you can set up a Uniform Dialing Plan that can be shared

among a group of servers. For more information, see Avaya Aura” Communication Manager
Feature Description and Implementation, 555-245-205.
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Displaying your dial plan
Procedure

1. Go to the administration interface.

2. Enter display dialplan analysisoOrdisplay dialplan analysis
location n, where n represents the number of a specific location.

3. Press Enter to save your changes.

Modifying your dial plan
Procedure

1. Go to the administration interface.

2. Enter change dialplan analysis ordisplay dialplan analysis
location n where nrepresents the number of a specific location. Press Enter

Move the cursor to an empty row.
Type 7 in the Dialed String column. Press Tab to move to the next field.
Type 3 in the Total Length column. Press Tab to move to the next field.

Type dac in the Call Type column.

S -

Press Enter to save your changes.

Adding Extension Ranges

About this task

You might find that as your needs grow you want a new set of extensions. Before you can
assign a station to an extension, the extension must belong to a range that is defined in the
dial plan.

In this example, we will add a new set of extensions that start with 3 and are 4 digits long (3000
to 3999).

Procedure

1. Go to the administration interface.
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Dial plan

2. Enter change dialplan analysis or change dialplan analysis
location n, where n represents the number of a specific location. Press
Enter.

Move the cursor to an empty row.
Type 3 in the Dialed String column. Press Tab to move to the next field.
Type 4 in the Total Length column. Press Tab to move to the next field.

Type ext in the Call Type column.

N o g b~ e

Press Enter to save your changes.

Multi-location dial plan

Definition

When a customer migrates from a multiple independent node network to a single distributed
server whose gateways are distributed across a data network, it might initially appear as if
some dial plan functions are no longer available.

The multi-location dial plan feature preserves dial plan uniqueness for extensions and
attendants that were provided in a multiple independent node network, but appear to be
unavailable when customers migrate to a single distributed server. This feature is available
beginning with Communication Manager, release 2.0.

Example

For example, in a department store with many locations, each location might have had its own
switch with a multiple independent node network. The same extension could be used to
represent a unique department in all stores (extension 123 might be the luggage department).
If the customer migrates to a single distributed server, a user could no longer dial 123 to get
the luggage department in their store.

The user would have to dial the complete extension to connect to the proper department.
Instead of having to dial a complete extension, the multi-location dial plan feature allows a user
to dial a shorter version of the extension. For example, a customer can continue to dial 123
instead of having to dial 222-123.

Communication Manager takes leading digits of the location prefix and adds some or all of its
leading digits (specified on the Uniform Dial Plan screen) to the front of the dialed number. The
switch then analyzes the entire dialed string and routes the call based on the administration
on the Dial Plan Parameters and Dial Plan Analysis screens.

° Note:

Before you can administer the multi-location dial plan feature, the Multiple Locations field
on the System Parameters Customer-Options (Optional Features) screen must be enabled.
To check if this is enabled, use the display system-parameters customer-options
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command. The Multiple Locations field is on page 3 of the Optional Features screen. Set
this field to y.

Location numbers

How equipment gets location numbers
Equipment gets location numbers as follows:

* IP telephones indirectly obtain their location number. A location number is administered
on the IP Network Region screen that applies to all telephones in that IP region.

* Non-IP telephones and trunks inherit the location number of the hardware they are
connected to (for example, the cabinet, remote office, or media gateway).

* IP trunks obtain their location from the location of its associated signaling group. Either
direct administration (only possible for signaling groups for remote offices), or the ways
described for IP telephones, determines the location.

Location administration

A location number is administered on the IP Network Region screen that applies to all
telephones in that IP region. If a Location field is left blank on an IP Network Region screen,
an IP telephone derives its location from the cabinet where the CLAN board is that the
telephone registered

Prepending the location prefix to dialed numbers

About this task

Complete the following steps to assign the location prefix from the caller’s location on the
Locations screen.

Procedure

1. Go to the administration interface.

2. Enter change uniform-dialplan.

3. Enter the prefix in the in the Insert Digits field.
4.

Press Enter to save your changes.

The system adds some or all of its leading digits (specified on the Uniform Dial
Plan screen) to the front of the dialed number. The switch then analyzes the entire
dialed string and routes the call based on the administration on the Dial Plan
Parameters screen.
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° Note:

* Non-IP telephones and trunks inherit the location number of the hardware
they are connected to (for example, the cabinet, remote office, or media
gateway).

* IP telephones indirectly obtain their location number.

- A location number is administered on the IP Network Region screen
that applies to all telephones in that IP region.

- If a Location field is left blank on an IP Network Region screen, an IP
telephone derives its location from the cabinet where the CLAN board
is that the telephone registered through.

* IP trunks obtain their location from the location of its associated signaling
group. Either direct administration (only possible for signaling groups for
remote offices), or the ways described for IP telephones, determines the
location.

Other options for the dial plan

You can establish a dial plan so that users only need to dial one digit to reach another
extension. You can also establish a dial plan that allows users to dial, for example, two digits
to reach one extension, and three digits to reach another. This is particularly useful in the
hospitality industry, where you want users to be able to simply dial a room number to reach
another guest.

If you have Communication Manager 5.0 or later, you can administer dial plans per-location.
To access a per-location screen, type change dialplan analysis location n, where n represents
the number of a specific location. For details on command options, see online help, or

Maintenance Commands for Avaya Aura” Communication Manager, Media Gateways and
Servers, 03-300431.

Feature access codes

Feature access codes (FAC) allow users to activate and deactivate features from their
telephones. A user who knows the FAC for a feature does not need a programmed button to
use the feature. For example, if you tell your users that the FAC for the Last Number Dialed is
*33, then users can redial a telephone number by entering the FAC, rather than requiring a
Last Number Dialed button. Many features already have factory-set feature access codes. You
can use these default codes or you can change them to codes that make more sense to you.
However, every FAC must conform to your dial plan and must be unique.
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Adding feature access codes

About this task

As your needs change, you might want to add a new set of FAC for your system. Before you
can assign a FAC on the Feature Access Code screen, it must conform to your dial plan.

In our example, if you want to assign a feature access code of 33 to Last Number Dialed, first
you need to add a new FAC range to the dial plan.

Complete the following steps to add a FAC range from 30 to 39.

Procedure

1. Go to the administration interface.

2. Enter change dialplan analysis or change dialplan analysis
location n, where n represents the number of a specific location. Press
Enter.

The Dial Plan Analysis screen appears.

Move the cursor to an empty row.

Type 3 in the Dialed String column and then tab to the next field.
Type 2 in the Total Length column and then tab to the next field.
Type fac in the Call Type column.

N o g b~ e

Press Enter to save your changes.

Changing feature access codes

About this task

If you try to enter a code that is assigned to a feature, the system warns you of the duplicate
code and does not allow you to proceed until you change one of them.

© Tip:
To remove a feature access code, delete the existing FAC and leave the field blank.

Let us try an example. If you want to change the feature access code for Call Park to *72 do
the following.

Procedure

1. Go to the administration interface.
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2. Enter change feature-access-codes. Press Enter. The Feature Access
Code(FAC) screen appears.

3. Move the cursor to the Call Park Access Code field.
4. Type *72 in the access code field over the old code.

5. Press Enter to save your changes.

Administering Dial Plan Transparency (DPT)

The Dial Plan Transparency (DTP) feature preserves users’ dialing patterns when a media
gateway registers with a Survivable Remote Server (Local Survivable Processor), or when a
Port Network requests service from a Survivable Core Server (Enterprise Survivable Server).
Note that this feature does not provide alternate routing for calls made between Port Networks
connected through networks other than IP (for example, ATM or DS1C), and that register to
different Survivable Core Servers during a network outage.

Administration of Dial Plan Transparency (DPT) is similar to setting up Inter-Gateway Alternate
Routing (IGAR). You must first enable the DPT feature, then set up Network Regions and trunk
resources for handling the DPT calls. For Survivable Core Servers, you must also assign Port
Networks to communities. The following table show the screens and field used in setting up
Dial Plan Transparency:

Screen Name Purpose Fields
Feature-Related System « Enable the DPT feature for | « Enable Dial Plan
Parameters your system. Transparency in

* Indicate the Class of Survivable Mode

Restriction to use for the * COR to use for DPT
Dial Plan Transparency
feature.

IP Network Region Administer the DPT feature | . |ncoming LDN Extension

for Network Regions.
* Dial Plan Transparency in

Survivable Mode

System Parameters-ESS Enter the community Community
assignments for each Port
Network.

For more information on the Dial Plan Transparency feature, see Dial Plan Transparency in

Avaya Aura” Communication Manager Feature Description and Implementation,
555-245-205.
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Controlling the features your users can access

Class of service and class of restriction give you great flexibility with what you allow users to
do. If you are in doubt about the potential security risks associated with a particular permission,
contact your Avaya technical support representative.

Features and functions

Communication Manager offers a wide range of features and functions. Some of these you
can administer differently from one user to the next. For example, you can give one user a
certain set of telephone buttons, and the next user a completely different set, depending on
what each person needs to get his/her job done. You decide on these things as you administer
the telephones for these individuals.

Class of service

Often, groups of users need access to the same sets of Communication Manager features.
You can establish several classes of service (COS) definitions that are collections of feature
access permissions. Now, a user's telephone set can be granted a set of feature permissions
by simply assigning it a COS.

Class of restriction

Class of restriction (COR) is another mechanism for assigning collections of capabilities. COR
and COS do not overlap in the access or restrictions they control.

System-wide settings

There are some settings that you enable or disable for the entire system, and these settings
effect every user. You might want to look over the various System Parameters screens and
decide which settings best meet the needs of your users.

To see a list of the different types of parameters that control your system, type display
system-parameters. Press Help. You can change some of these parameters yourself. Type
change system-parameters. Press Help to see which types of parameters you can
change. In some cases, an Avaya technical support representative is the only person who can
make changes, such as to the System-Parameters Customer-Options screen.

Type 1list usage to see all the instances of an object, such as an extension or IP address,
in your system. This is useful when you attempt to change administration and receive an “in
use” error. See Maintenance Commands for Avaya Aura” Communication Manager, Media
Gateways and Servers, 03-300431, for more information.
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Changing system parameters

Changing system parameters

About this task

You can modify the system parameters that are associated with some of the system features.
For example, you can use the system parameters to allow music to play if callers are on hold
or to allow trunk-to-trunk transfers on the system.

Generally, Avaya sets your system parameters when your system is installed. However, you
can change these parameters as your organization’s needs change.

For example, let us say that you are told that the number of rings between each point for new
coverage paths should change from 4 to 2 rings. Complete the following steps to change the
number of rings.

Procedure

1. Go to the administration interface.

2. Enter change system-parameters coverage/forwarding. Press Enter.
3. The System Parameters Call Coverage/Call Forwarding screen appears.
4

. IntheLocal Coverage Subsequent Redirection/CFWD No Answer Interval field,
type 2.

5. Press Enter to save your changes.

Each telephone in a Call Coverage path now rings twice before the call routes to
the next coverage point. The Local Cvg Subsequent Redirection/CFWD No Ans
Interval field also controls the number of rings before the call is forwarded when you
use Call Forwarding for busy/don’t answer calls. This applies only to calls covered
or forwarded to local extensions. Use Off-Net to set the number of rings for calls
forwarded to public network extensions.

WAN Bandwidth Limits between Network Regions

Bandwidth limits

Using the Communication Manager Call Admission Control: Bandwidth Limitation (CAC-BL)
feature, you can specify a VOIP bandwidth limit between any pair of IP network regions, and
then deny calls that need to be carried over the WAN link that exceed that bandwidth limit.
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Bandwidth limits can be administered in terms of:
* Kbit/sec WAN facilities
* Mbit/sec WAN facilities
» Explicit number of connections
* No limit

Considerations for WAN bandwidth administration

Collect design information

It is highly recommended that you have the following design information before setting the
bandwidth limits and mapping the connections:

* Network topology and WAN link infrastructure.
» An understanding of the Committed Information Rate (CIR) for the WAN infrastructure.
» Overlay/design of the Network Regions mapped to the existing topology.
» Codec sets administered in the system.
» Bandwidth is assumed to be full duplex.
Typical bandwidth usage

The following table can be used to help assess how much bandwidth (in Kbits/sec) is used for
various types of codecs and packet sizes. The values shown assume a 7 byte L2 WAN header
(and are rounded up).

Packet 10 ms 20 ms 30 ms 40 ms 50 ms 20 ms6
Size
G.711 102 83 77 74 72 71
G.729 46 27 21 18 16 15
G.723-6.3 | NA NA 19 NA NA 13
G.723-5.3 | NA NA 18 NA NA 12

These values, when compared to the actual bandwidth used for 8 byte as well as 10 byte L2
WAN headers are not significantly different. In some cases, the rounded up values shown
above are greater than values used for 10 bytes.

The bandwidth usage numbers shown above assume 6 bytes for Multilink Point-to-Point
Protocol (MP) or Frame Relay Forum (FRF), 12 Layer 2 (L2) header, and 1 byte for the end-
of-frame flag on MP and Frame Relay frames for a total of 7 byte headers only. They do not
account for silence suppression or header compression techniques, which might reduce the
actual bandwidth. For other types of networks (such as Ethernet or ATM) or for cases where
there is a lot of silence suppression or header compression being used, the network might be
better modeled by administering the CAC-BL limits in terms of number of connections rather
than bandwidth used.
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Administering Treatment for Denied or Invalid Calls

Setting bandwidth limits between directly-connected network

regions

Procedure

1.

Enter change ip-network region <n>, where nisthe region number you want
to administer.

. Scroll to page 3 of the IP Network Region screen which is titled Inter Network Region

Connection Management.

In the codec-set field, enter the number (1-7) of the codec set to be used between
the two regions.

In the Direct WAN field, enter y.

In the WAN-BW-limits field, enter the number and unit of measure (Calls, Kbits,
Mbits, No Limit) that you want to use for bandwidth limitation.

Press Enter to save your changes.

Administering Treatment for Denied or Invalid Calls
About this task

You can administer your system to reroute denied or invalid calls to an announcement, the
attendant, or to another extension.

In this example, we want:

« all outward restricted call attempts to route to an announcement at extension 2040

+ all incoming calls that are denied to route to the attendant

« all invalid dialed numbers to route to an announcement at extension 2045

Procedure

1.

Enter change system-parameters features.
The Feature-Related System Parameters screen appears.

In the Controlled Outward Restriction Intercept Treatment field, type
announcement.

Another blank field appears.

In this blank field, type 2040.
This is the extension of an announcement you recorded earlier.
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4. In the DID/Tie/ISDN Intercept Treatment field, type attd.
This allows the attendant to handle incoming calls that have been denied.

5. In the Invalid Number Dialed Intercept field, type announcement.
Another blank field appears.

6. In this blank field, type 2045.
This is the extension of an announcement you recorded earlier.

7. Press Enter to save your changes.

Music-on-hold

Description

Music-on-Hold automatically provides music to a caller placed on hold. Music lets the caller
know that the connection is still active. The system does not provide music to callers in a
multiple-party connection who are in queue, on hold, or parked.

For more information on locally-sourced Music-on-Hold, see the Locally Sourced

Announcements and Music feature in the Avaya Aura” Communication Manager Feature
Description and Implementation, 555-245-205.

Locally sourced announcements and music

The Locally Sourced Announcements and Music feature is based on the concept of audio
source groups. This feature allows announcement and music sources to be located on any or
all of the Voice Announcement with LAN (VAL) boards or on virtual VALs (VWAL) in a media
gateway. The VAL or VWAL boards are assigned to an audio group. The audio group is then
assigned to an announcement or audio extension as a group sourced location. When an
incoming call requires an announcement or Music-on-Hold, the audio source that is closest to
the incoming call trunk plays.

Storing audio locally minimizes audio distortion because the audio is located within the same
port network or gateway as the caller. Therefore, this feature improves the quality of
announcements and music on hold. This feature also reduces resource usage, such as VolP
resources, because the nearest available audio source of an announcement or music is played.
Locally Sourced Announcements and Music also provides a backup for audio sources because
multiple copies of the audio files are stored in multiple locations. Audio sources are assigned
either to an audio group or a Music-on-Hold group.

Audio groups

An audio group is a collection of identical announcement or music recordings stored on one
or more VAL or VWAL boards. The audio group can contain announcements and music. The
nearest recording to a call plays for that call.

Music-on-hold groups

A Music-on-Hold (MOH) group is a collection of externally connected and continuously playing
identical music sources. An example of a Music-on-Hold source is a radio station connected
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to a media gateway using an analog station port. Multiple Music-on-Hold sources can be used
in the same system. Like the audio group, the nearest music source to a call plays for that
call.

Music-on-hold sources

As with the Music-on-Hold feature, only one music source is defined for a system or for a tenant
partition. However, you can define a music source as a group of Music-on-Hold sources.
Therefore, both non-tenant and tenant systems can use the group concept to distribute Music-
on-Hold sources throughout a system.

Adding an audio group
Procedure

1. Enter add audio-group n, where n is the group number you want to assign to
this audio group, or next to assign the next available audio group number in the
system.

The system displays the Audio Group screen.

2. In the Group Name field, type an identifier name for the group.

3. In the Audio Source Location fields, type in the VAL boards or vVAL location
designators for each audio source in the audio group.

4. Press Enter to save your changes.

Adding a Music-on-Hold group
Procedure
1. Enter add moh-analog-group n, where n is the Music-on-Hold group number.
The system displays the MOH Group screen.

2. In the Group Name field, type in an identifier name for the Music-on-Hold group.

3. In the MOH Source Location numbered fields, type in the Music-on-Hold VAL or
VVAL source locations.

4. Press Enter to save your changes.
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Setting music-on-hold system parameters

About this task

You must administer the Music-on-Hold (MOH) feature at the system level to allow local callers
and incoming trunk callers to hear music while on hold.

° Note:

If your system uses Tenant Partitioning, follow the instructions in Providing music-on-hold
service for multiple tenants instead of the instructions below.

Procedure
1. Enter change system-parameters features.
The Feature-Related System Parameters screen appears.

2. In the Music/Tone On Hold field, type music.
The Type field appears.

3. In the Type field, enter the type of music source you want to utilize for MOH: an
extension (ext), an audio group (group), or a port on a circuit pack (port).

4. In the text field that appears to the right of your Type selection, type the extension
number, the audio group, or the port address of the music source.

5. In the Music (or Silence) on Transferred Trunk Calls field, type a11.
6. Press Enter to save your changes.

7. Now administer a class of restriction with Hear System Music on Hold set to y to
allow your local users to hear Music-on-Hold.

Providing music-on-hold service for multiple tenants

Before you begin

Before you can administer tenants in your system, Tenant Partitioning must be set to y on
the System-Parameters Customer-Options screen. This setting is controlled by your license
file.

About this task

If you manage the switching system for an entire office building, you might need to provide
individualized telephone service for each of the firms who are tenants. You can set up your
system so that each tenant can have its own attendant, and can chose to have music or play
special announcements while callers are on hold.
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The following example illustrates how to administer the system to allow one tenant to play
Country music for callers on hold, and another to play Classical music.

Procedure

1.
2.

Enter change music-sources.

For Source No 1, enter music in the Type column.
A Type field appears under the Source column.

In the Type field, enter port.
A blank text field appears.

Enter the port number, 0121001 in this case, in the text field.

5. In the description field, enter Country.

10.

11.

12.
13.
14.

Move to Source 3, and enter music in the Type column, port in the Type field,
0121003 for the port number, and Classical for the Description.

Press Enter to save your changes.

Enter change tenant 1.
The Tenant screen appears.

In the Tenant Description field, type Dentist.
This identifies the client in this partition.

In the Attendant Group field, type the attendant group number.

° Note:

The attendant group number must also appear in the Group field of the Attendant
Console screen for this tenant.

In the Music Source field, type 1.
Callers to this tenant will now hear country music while on hold.

Press Enter to save your changes.
To administer the next partition, enter change tenant 2.

Administer this tenant, Insurance Agent, to use Attendant Group 2 and Music
Source 3. Be sure to change the Attendant Console screen so that this attendant
is in group 2. This tenant’s callers will hear classical music on hold.

Receiving Notification in an Emergency

If one of your users calls an emergency service such as the police or ambulance, someone,
perhaps the receptionist, security or the front desk, needs to know who made the call. Thus,
when the emergency personnel arrive, they can be directed to the right place. You can set up
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Communication Manager to alert the attendant and up to ten other extensions whenever an
end-user dials an emergency number. The display on the notified user’s telephone shows the
name and number of the person who placed the emergency call. The telephones also ring with
a siren-type alarm, which users must acknowledge to cancel.

° Note:

You must decide if you want one user to be able to acknowledge an alert, or if all users must
respond before an alert is cancelled. Verify that the ARS field is y on the System Parameters
Customer-Options (Optional Features) screen.

Also, make sure that the extensions you notify belong to physical digital display telephones.
Refer to Telephone Reference on page 653 for a list of telephone types. When you assign
crisis alert buttons to the telephones, check the Type field on the Station screen to be sure
you are not using a virtual extension.

About this task

In this example, we will set up the system to notify the attendant and the security guards at all
3 entrances when someone dials the emergency number 5555. All three guards must
acknowledge the alert before it is silent.

Procedure

1.

Type change ars analysis n. Press Enter. The ARS Digit Analysis Table
screen appears.

In the Dialed String field, type 5555.
This is the number that end-users dial to reach emergency services.
In theTotal Min and Max fields, type 4.

In this example, the user must dial all 4 digits for the call to be treated as an
emergency call.

In the Route Pattern field, type 1.

In this example, we use route pattern 1 for local calls.

In the Call Type field, type alrt.

This identifies the dialed string 5555 as one that activates emergency notification.

Press Enter to save your changes. Now set up the attendant console to receive
emergency notification.

. Typechange attendant 1.Press Enter.

The Attendant Console screen appears.
In the feature button area, assign a crss-alert button.

Press Enter to save your changes.

. Assign a crss-alert button to each security guard’s telephone.

You cannot assign this button to a soft key.
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Notifying a Digital Pager of an Emergency

Finally, we make sure that all security personnel and the attendant will have to
acknowledge the alert.

11. Type change system-parameters crisis-alert. Press Enter.
The Crisis Alert System Parameters screen appears.

12. Go to the Every User Responds field and type y.

13. Press Enter to save your changes.

Notifying a Digital Pager of an Emergency

You have the option of having your emergency calls go to a digital pager. When someone dials
an emergency number (for example, 911), the system sends the extension and location (that
originated the emergency call) to the administered pager.

Before you begin
Before you start,
* You need to administer a crss-alert button on at least one of the following.
- Attendant Console (use the change attendant command)
- Digital telephone set (use the change station command)

* The ARS Digit Analysis Table must have emergency numbers in the Call Type column
set to alrt (crisis alert).

* You need a digital numeric pager.

Procedure

1. Type change system-parameters crisis-alert. Press Enter.
The Crisis Alert System Parameters screen appears.
2. In the Alert Pager field, type y.

This allows you to use the Crisis Alert to a Digital Pager feature and causes
additional crisis alert administration fields to appear.

3. In the Originating Extension field, type a valid unused extension to send the crisis
alert message. We will type 7768.

4. In the Crisis Alert Code field, type 911.
This is the number used to call the crisis alert pager.

5. In the Retries field, type 5.

This is the number of additional times the system tries to send out the alert message
in case of an unsuccessful attempt.
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10.

11.

12.

. In the Retry Interval (sec) field, type 30.

This is length of time between retries.

In the Main Number field, type the number that is to be displayed at the end of the
pager message. We will type 303-555-0800.

In the Pager Number field, type the number for the pager. We'll type
303-555-9001.
In the Pin Number field, type pp77614567890.

This is the PIN number, if required, for the pager. Insert any pause digits (pp) as
needed to wait for announcements from the pager service to complete before
sending the PIN.

In the DTMF Duration - Tone (msec) field, type 100.

This is the length of time the DTMF tone is heard for each digit.
In the Pause (msec) field, type 100.

This is the length of time between DTMF tones for each digit.
Press Enter to save your changes.

Refer to the Crisis Alert feature in Feature Description and Implementation for
Communication Manager, 555-245-205, for more detailed information.

Other Useful Settings

There are many settings that control how your system operates and how your users telephones
work. Most of these you administer through one of the System Parameters screens. This
section describes a few of the items you can enable in your system to help your users work
more efficiently. See Feature-Related System Parameters for a more detailed description of
the available system settings.

Automatic callback if an extension is busy

You can allow users to request that the system call them back if they call a user whose

telephone is busy. For more information, see the Automatic Callback feature in Avaya Aura"
Communication Manager Feature Description and Implementation, 555-245-205.

Automatic hold

You can set a system-wide parameter that allows your users to initiate a call on a second line
without putting the first call on Hold. This is called Automatic Hold, and you enable it on the
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Feature-Related System Parameters screen. If you do not turn this on, the active call drops
when a the user presses the second line button.

Bridging onto a call that has gone to coverage

You can allow users to join (bridge) on to a call that rang at their extension and then went to
coverage before they could answer. For more information, see the Temporary Bridged
Appearance feature in Avaya Aura’ Communication Manager Feature Description and
Implementation, 555-245-205.

Distinctive ringing

You can establish different ringing patterns for different types of calls. For example, you can
administer your system so that internal calls ring differently from external calls or priority calls.
For more information, see the Distinctive Ringing feature in Avaya Aura" Communication
Manager Feature Description and Implementation, 555-245-205.

Warning when telephones are off-hook

You can administer the system so that if a telephone remains off-hook for a given length of
time, Communication Manager sends out a warning. This is particularly useful in hospitals,
where the telephone being off-hook might be an indication of trouble with a patient. See “Class
of Service” for more information.

Warning users if their calls are redirected

You can warn analog telephone users if they have features active that might redirect calls. For
example, if the user has activated send all calls or call forwarding, you can administer the
system to play a special dial tone when the user goes off-hook. See Distinctive Ringing in
Avaya Aura” Communication Manager Feature Description and Implementation,
555-245-205, for more information.

Controlling the Calls Your Users Can Make and Receive

The Avaya Communication Manager provides several ways for you to restrict the types of calls
your users can make, and the features that they can access.

You use class of restriction (COR) to define the types of calls your users can place and receive.
Your system might have only a single COR, a COR with no restrictions, or as many CORs as
necessary to effect the desired restrictions.
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You will see the COR field in many different places throughout Communication Manager when
administering telephones, trunks, agent logins, and data modules, to name a few. You must
enter a COR on these screens, although you control the level of restriction the COR
provides.

Strategies for assigning CORs

The best strategy is to make it as simple as possible for you and your staff to know which COR
to assign when administering your system. You can create a unique COR for each type of user
or facility, for example, call center agents, account executives, administrative assistants, Wide
Area Telecommunications Service (WATS) trunks, paging zones or data modules.

You can also create a unique COR for each type of restriction, for example, toll restriction, or
outward restriction. If you have a number of people who help you administer your system, using
this method would also require the additional step of explaining where you wanted to use each
type of restriction.

° Note:

COR-t0-COR calling restrictions from a station to a trunk do not apply when Automatic
Alternate Routing (AAR), Automatic Route Selection (ARS), or Uniform Dial Plan (UDP) is
used to place the call. In these cases, use Facility Restriction Levels to block groups of users
from accessing specific trunk groups. See Class of Restriction and Facility Restriction Levels
in Avaya Aura” Communication Manager Feature Description and Implementation,
555-245-205, for more information.

To find out what CORs are administered in your system already, type 1ist cor. You can
also display information for a single COR by typing list cor #.

Allowing users to change CORs

46

You can allow specific users to change their Class of Restriction (COR) from their telephones
using a Change COR feature access code. You can also limit this feature by insisting that the
user enter a password as well as a feature access code before they can change their COR.
The Station Lock feature also allows users to change their own COR.

Insert an optional short description to be used as link preview or summary text. See
the shortdesc tag help for a more detailed description of appropriate usage of
shortdesc.

Before you begin
Before you start:

* Be sure that Change COR by FAC field is set to y on the System-Parameters Customer-
Options (Optional Features) screen. Note that you cannot have both Change COR by
FAC and Tenant Partitioning enabled.

* Be sure that each user (who you want to allow to change a COR) has a class of service
with console permissions.
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Station Lock

About this task

To allow users to change their own class of restriction, you must define a feature access code
and can, optionally, create a password. For example, we will create a change COR feature
access code of *55 and a password of 12344321.

Procedure

1. Type change feature-access-codes. Press Enter.
TheFeature Access Code (FAC) screen appears.

2. Move the cursor to the Change COR Access Code field.
3. Type *55 in the access code field.

4. Press Enter to save your changes.
Now we have to define the password.
5. Type change system-parameters features.Press Enter.
The Feature-Related System Parameters screen appears.
6. Press Next Page to find the Automatic Exclusion Parameters section.

7. Move to the Password to Change COR by FAC field and enter 12344321.

This field determines whether or not Communication Manager requires the user to
enter a password when they try to change their COR. Avaya recommends that you
require a password.

8. Press Enter to save your changes.

Station Lock

Station Lock provides users with the capability to manually lock their stations, using a button
or feature access code, in order to prevent unauthorized external calls from being placed.

Station Lock can prevent unauthorized external calls. Telephones can be remotely locked and
unlocked. Station Lock allows users to:

» Change their Class of Restriction (COR); usually the lock COR is set to fewer calling
permissions than the station’s usual COR

* Lock their telephones to prevent unauthorized outgoing calls.
* Block outgoing calls and still receive incoming calls.
* Block all outgoing calls except for emergency calls.

Station Lock is activated by pressing a telephone button, which lights the button indicator, or
by dialing a FAC.
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Analog and XMOBILE stations must dial a FAC to activate the feature. The user hears a special
dial tone on subsequent origination attempts from the telephone to indicate that the lock feature
is active.

Digital stations including DCP, BRI, IP hardphones and softphones access Station Lock with
a feature button or through a FAC. H.323 or DCP phones support the station lock functionality
of Communication Manager. SIP phones do not support the functionality. The Station Lock
feature is activated in the following cases:

« If a digital or IP telephone has a feature button for Station Lock but uses a FAC to activate
the feature, the LED lights up. The system generates the special tone.

« If a digital or IP telephone has a feature button for Station Lock and uses this button to
activate the feature, the LED lights up. The system generates the special tone.

« If a digital or IP telephone does not have a feature button for Station Lock and uses a
FAC to activate the feature, the system generates the special tone.

A station can be locked or unlocked from any other station if the FAC is used and the Station
Security Code is known. The attendant console can never be locked but can be used to lock
or unlock other stations. A station also can be locked or unlocked via a remote access trunk.

Interactions

 Attendant Console

Station Lock cannot be used for attendant consoles but it can be assigned to regular digital
stations that might also have console permissions. The FAC cannot be used to activate
Station Lock for the attendant console, but the FAC can be dialed from the attendant
console in an attempt to remotely activate or deactivate Station Lock for another
station.

* Personal Station Access (PSA)

Station Lock can be used for PSA stations as long as they are associated with an
extension. When stations are disassociated, Station Lock cannot be activated.

* Remote Access

After a remote user dials a valid barrier code, the user receives system dial tone. To
activate/deactivate Station Lock, the user must dial the FAC, then the extension number,
then the security code number.

Station Lock by time of day

Beginning with Communication Manager 4.0 or later, you can you can also lock stations using
a Time of Day (TOD) schedule.

To engage the TOD station lock/unlock you do not have to dial the station lock/unlock FAC, or
use stn-lock button push.
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When the TOD feature activates the automatic station lock, the station uses the Class of
Restriction (COR) assigned to the station lock feature for call processing. The COR used is
the same as it is for manual station locks.

The TOD lock/unlock feature does not update displays automatically, because the system
would have to scan through all stations to find the ones to update.

The TOD Station Lock feature works as follows:

* Ifthe station is equipped with a display, the display will show “Time of Day Station Locked”,
if the station invokes a transaction which is denied by the Station Lock COR. Whenever
the station is within a TOD Lock interval, the user will hear a special dial tone instead of
the normal dial tone, if the special dial tone is administered.

* For analog stations or without a display, the user hears a special dial tone. The special
dial tone has to be administered and the user hears it when the station is off hook.

After a station is locked by TOD, it can be unlocked from any other station if the Feature Access
Code (FAC) or button is used. You have to also know the Station Security Code, and that the
Manual-unlock allowed? field on the Time of Day Station Lock Table screen is set to y.

Once a station has been unlocked during a TOD lock interval, the station remains unlocked
until next station lock interval becomes effective.

If the station was locked by TOD and by Manual Lock, an unlock procedure will unlock the
Manual Lock as well as the TOD Lock (“Manual-unlock allowed?” field on the Time of Day
Station Lock Table screen is set to y).

The TOD feature does not unlock a manually locked station.

° Note:

The attendant console cannot be locked by TOD or manual station lock.

Screens for administering Station Lock

Screen name Purpose Fields

COR Administer a Class of Station Lock COR
Restriction (COR) that allows
the user to activate Station
Lock with a feature access
code (FAC).

Feature Access Code (FAC) | Assign one FAC for Station | Station Lock Activation
Lock activation, and another | Station Lock Deactivation
FAC for Station Lock
Deactivation.

Station Assign the user a COR that | COR
allows the user to activate Time of Day Lock Table
Station Lock with an FAC.
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Screen name

Purpose

Fields

Assign a sta-lock feature
button for a user.

Any available button field in
the BUTTON

ASSIGNMENTS area
Assign a Station Security Security Code
Code (SSC) for a user.
Time of Day Station Lock Administer station lock by Table Active

Table

time of day.

Manual Unlock Allowed
Time Intervals

Feature Related System
Parameters

Enable special dial tone.

Special Dial Tone
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Chapter 4: Administering Communication
Manager on Avaya S8xxx
Servers

This chapter describes how to administer Communication Manager on Avaya S8xxx Servers. Itis targeted
for system administrators after the product is installed and tested. In a converged network where voice
and data are both sent over a corporate local area network (LAN), this configuration can provide primary
or standby telephony and communications-processing capabilities.

Users should have broad data networking experience with data products and technology to best
understand this product. An in-depth knowledge of the call-processing engine of Communication
Manager.

Overview of administering Avaya servers

To set up and maintain your Avaya S8xxx Server with an H.248 Media Gateway, you need to
administer:

+ the Media Gateway and its internal processors, typically using a command-line interface
(CLI)

* the Avaya S8xxx Server using the Server Web Interface

» call-processing features using Communication Manager

H.248 Media Gateway administration
For details on any hardware components, see the Avaya Aura” Communication Manager
Hardware Description and Reference, 555-245-207.
For details on any media gateways, see the following:
* Administration for the Avaya G250 and Avaya G350 Media Gateways, 03-300436
* Administration for the Avaya G430 Media Gateway, 03-603228
* Administration for the Avaya G450 Media Gateway, 03-602055
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Survivable Remote Servers configuration

An Avaya S8xxx Server can be configured either as the primary call-processing controller, or
as a Survivable Remote Server (Local Survivable Processor). A Survivable Remote Server
can take over call processing if the primary call-processing system (such as another Avaya
server) is unavailable for any reason (such as a network failure or server problem). The Avaya
S8xxx Server can be either the primary or Survivable Remote Server; it is set up to operate as
a primary or standby Survivable Remote Server during the configuration process using the
Server Web Interface. The license file determines the mode that the server runs in and the
Configure Server Web page provides supplementary instruction.

If the Avaya S8xxx Server loses contact with its Media Gateway, the media gateway retains
its last status until the Link Loss Delay Timer (LLDT) expires. (The default for the LLDT is 5
minutes, but this interval is administrable using the Link Loss Delay Timer (minutes) field on
the IP-Options System Parameters screen. Once the LLDT expires, the system removes all
boards and deletes all call processing information. However, if the Media Gateway loses
contact with the Avaya S8xxx Server, the media gateway first tries to reconnect for a period of
one minute. If this fails, the Media Gateway tries to connect with another server in its controller
list. If the primary server was a Survivable Remote Server, it will start looking at the top of its
MGC list in order to get back to the primary server. Otherwise, it starts down the list of
alternative servers. When a functional Avaya S8xxx Server is located, the media gateway
informs the server of its current call state, and the server maintains those connections until the
users hang up.

If the primary call-processing server goes offline and a Survivable Remote Server is available
as a standby unit, it will assume call processing as follows:

* IP telephones and media gateways that were previously using the primary server will try
to register with the standby server for call processing, provided that they have been
administered to do so in the controller list (use the set mge 1ist command).

* The standby server (Survivable Remote Server) will go into license error mode, then start
to provide call processing. It cannot preserve any calls set up by the primary server. IP
telephone connections can stay up until the call is completed if they are shuffled, but no
features are supported on the call.

° Note:

The license error mode runs for up to 30 days, and if the problem is not resolved, the
system goes into No License Mode and administration and some commands are
restricted.

« If the standby server is rebooted, all devices will return to using the primary server for call-
processing service. Any calls in progress on the Survivable Remote Server will be
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Avaya S8xxx Server administration

dropped when the reboot occurs (the change back to the primary server is not call
preserving).

» With Survivable Remote Server functionality, there is full functionality and feature
support.

Command line interface administration

Instead of using Device Manager, you can access the server’'s command line interface using
Telnet and an IP address of 192.11.13.6.

* Command line interface (CLI) access procedures are covered in Welcome to the Avaya
G700 Media Gateway controlled by an Avaya S8300 Media Server or an Avaya S8700
Media Server, 555-234-200.

* For a list of CLI commands, see the Maintenance for the Avaya G700 Media Gateway

controlled by an Avaya S8300 Media Server or an Avaya S8700 Media Server,
555-234-101.

SNMP alarms are different from server hardware- or software-generated Operations Support
System (OSS) alarms that are recorded in the server logs, and might be reported through
SNMP noatifications. Alarms generated by Communication Manager and System Platform are
managed through the Secure Access Link (SAL) remote architecture. Either method, both, or
no alarm-reporting method might be used at a given site.

Avaya S8xxx Server administration

You can install a Communication Manager template on a Avaya S8xxx Server to control its

operation over the corporate network. Some of the primary functions controlled by the Avaya
S8xxx Server are:

» Backing up and restoring call processing, server, and security data using the System
Management Interface.

» Checking server and process status.

* Monitoring the health of the system.

» Updating and managing patches.

* Installing license and authentication files.

* Managing security configuration for the server.

* Installing new software and reconfiguring the server as needed.

* Performing System and Alarm configuration.
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* Rebooting or shutting down the server.

* Managing users and passwords.

Access and administer Communication Manager

You can access and administer Communication Manager in the following ways:

« Starting a SAT session
* Accessing the System Management Interface
* Accessing the System Platform Web Console

* Logging on to the System Manager web interface

Starting a SAT session
Before you begin

* If you are using Telnet, enable the Telnet service for Communication Manager.

* If you are directly connecting the laptop to the services port, enable the IP forwarding
feature.

Procedure

1. Enter the unique IP address of the Avaya S8xxx server. For example:

* If you are using PuTTy configured for SSH, enter 192.152.254.201 in the
Host Name field and 5022 in Port field.

* If you are using Telnet, enter telnet 192.152.254.201 5023.
2. Log on to the server as craft or dadmin.

3. Suppress alarm origination.
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Access System Management Interface

Accessing the System Management Interface

About this task

You can access the System Management Interface (SMI) either remotely through the corporate
LAN connection, or directly from a laptop connected to the server through the services port.

If the server is not connected to the network, you must access the SMI directly from a laptop
connected to the server through the services port.

Procedure

1. Open a compatible Web browser.

Currently, System Management Interface supports only Microsoft Internet Explorer
7.0.

2. Depending on the server configuration, choose one of the following:

* LAN access by IP address

If you log on to the corporate local area network, type the unique IP address
of the Avaya S8xxx Server in standard dotted-decimal notation, such as
http://192.152.254.201.

* LAN access by host name

If the corporate LAN includes a DNS server that has been administered with
the host name, type the host name, such as http://media-
serverl.mycompany.com.

* Laptop access by IP address

If you log on to the services port from a directly connected laptop, the IP
address must be the IP address of the Communication Manager server.

3. Press Enter.

° Note:

If your browser does not have a valid security certificate, you see a warning with
instructions to load the security certificate. If you are certain your connection is
secure, accept the server security certificate to access the Logon screen. If you
plan to use this computer and browser to access this or other Avaya S8xxx
Servers again, click the main menu link to Install Avaya Root Certificate after
you log in.

The system displays the Logon screen.
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4. In the Logon ID field, type your user name.

0 Note:

If you use an Avaya services login that is protected by the Access Security
Gateway (ASG), you must have an ASG tool to generate a response for the
challenge that is generated by the Logon page. Many ASG tools are available
such as Avaya Token Mobile, Avaya Web Mobile, and Site Manager. The first
two ASG tools must be able to reach the ASG manager servers behind the Avaya
firewall. The Avaya Services representative uses Site Manager to pull the keys
specific to a site before visiting that site. At the site, the Avaya Services
representative uses those keys to generate a response for the challenge
generated by the Logon page.

5. Click Continue.

6. Type your password, and click Logon.

After successful authentication, the system displays the Communication Manager
System Management Interface home page.

Accessing the Server Administration Interface

About this task
The Server Administration Interface allows you to maintain, troubleshoot, and configure the
Avaya S8xxx Server.

Procedure

From the Communication Manager SMI home page, on the Administration menu,
click Server (Maintenance).

The tasks you can perform are shown by a list of links in the panel on the left side of
the screen.

For help with any of these tasks, click Help on this home page. Click Help on any of
the pages accessed by the links to go directly to the help for that specific screen.

Server Administration Interface tasks

Key tasks that administrators typically perform on Avaya S8xxx Servers are summarized in
this section. See online help for more detailed information.

File copying to the server
Files must be copied to the Avaya S8xxx Server from another computer or server in the
network, or uploaded from a directly connected laptop computer. Files that might be copied to
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the server include license and authentication files, system announcements, and files for
software upgrades. Files can be copied to the server using one of the following methods:

» Upload Files to Server (via browser) link to upload one or more files from your computer
to the server's FTP directory using HTTP protocol.

* Download Files to Server (from Web) link to copy files to the server from another server
on the network; it works like the Upload Files screen.

* Transfer files from another computer or server accessible from the corporate network
using FTP or Trivial FTP (TFTP). Files must be transferred in binary mode. Either a GUI
or CLI FTP program can be used, depending on what is available on your computer.

Error resistant download through https
Communication Manager provides a more robust system upgrade experience.

After a Communication Manager upgrades, the system:

* Reduces copy size from files size (which currently can approach 100MB) to something
more granular (for example: block size) such that when remote upgrades are being
performed over a bouncing network, much of the copying is done without re-transmittal.

* Supports SCP and HTTPS protocols to allow secure file transfers.

* Views the progress of the upgrade file transfers and processes, specifically that the
process is progressing and not hung. The progress is displayed in text only format.

SNMP setup
You can set up Simple Network Management Protocol (SNMP) services on the server to
provide a means for a corporate NMS to monitor the server, and send alarm notifications to a
services agency, to a corporate NMS, or both. For more information on administering SNMP,
see SNMP Administration.

To activate SNMP alarm notification for devices, use the SNMP Traps screen to set up SNMP
destinations in the corporate NMS. SNMP traps for other devices on the network can be
administered using Device Manager. See Device Manager administration for Media Gateway
components.

° Note:

UDP port 162 for snmptrap must be “opened” to allow reception of traps (from media
gateways) and transmission of traps to your trap receiver. Certain trap categories from
media gateways must be administered “on” by media gateway administration. Use media
gateway commands set snmp trap enable auth and tcp syn-cookies for this.
For more information on media gateways, see Maintenance Commands for Avaya Aura™
Communication Manager, Media Gateways and Servers, 03-300431 and Maintenance
Procedures for Avaya Aura™ Communication Manager, Media Gateways and Servers,
03-300432.
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System Platform Web Console overview

The System Platform Web interface is called System Platform Web Console. After installing
System Platform, you can log on to the System Platform Web Console to view details of System
Platform virtual machines (namely, System Domain (Dom-0) and Console Domain), install the
required solution template, and perform various administrative activities by accessing options
from the navigation pane.

In the navigation pane, the system lists the administrative options under three categories:
Virtual Machine Management, Server Management, and User Administration.

Virtual Machine Management

Use the options under Virtual Machine Management to view details and manage the virtual
machines on System Platform. Some of the management activities that you can perform
include rebooting or shutting down a virtual machine.

The System Domain (Dom-0), Console Domain, and components of the solution templates
running on the System Platform are known as virtual machines. The System Domain (Dom-0 )
runs the virtualization engine and has no direct management access. Console Domain (cdom
or udom) provides management access to the system through the System Platform Web
Console.

Server Management

Use the options under Server Management to perform various administrative activities for the
System Platform server. Some of the administrative activities that you can perform include:

+ Configuring various settings for the server

* Viewing log files

» Upgrading to a latest release of the software

» Backing up and restoring current version of the software
User Administration

Use the options under User Administration to manage user accounts for System Platform.
Some of the management activities that you can perform include:

* Viewing existing user accounts for System Platform
* Creating new user accounts

» Modifying existing user accounts

» Changing passwords for existing user accounts
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Accessing the System Platform Web Console

Before you begin

If you are performing this task from a laptop that is connected to the services port, enable IP
forwarding. See Enabling IP forwarding to access through the services port on page 11.

About this task

You can access the System Platform Web Console from a Web browser on your laptop or
another computer connected to the same network as the System Platform server.

Procedure

1.

o o AW

Open a compatible Internet browser on your computer.

Currently, System Platform supports Microsoft Internet Explorer 7 and Firefox 2 and
3.

. Type the URL: https://ipaddress, where ipaddress is the IP address of the

Console Domain that you configured during installation of System Platform.

° Note:

This is a secure site. If you get a certificate error, then follow the instructions in
your browser to install a valid certificate on your computer.

Enter a valid user ID.

Click Continue.

Enter a valid password.

Click Log On.

The system displays the License Terms page when you log in for the first time.

Click I Accept to accept the end-user license agreement.

The system displays the Virtual Machine List page in the System Platform Web
Console.

Avaya Aura™ System Platform

VA A i
A Previous successful login: Wad Jul 28 13:05:43 MOT 2010
Falled login attempts since: @
Faliovarstatus: Not confloursd

= Wiral Meshins Maragemer: Virtual Machine Management
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System Domain Uptime: & days. 22 hours, 28 minutes, 32 seconds

Current template Instalied:! No Template Instalked
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Related topics:
Enabling IP forwarding to access System Platform through the services port on page 11

System Platform backup

You can back up configuration information for System Platform and the solution template (all
virtual machines). Sets of data are backed up and combined into a larger backup archive.
Backup sets are related data items that need to be backed up. When you perform a back up,
the system executes all the backup sets. All the backup sets must succeed to produce a backup
archive. If any of the backup sets fail, then the system removes the backup archive. The amount
of data backed up is dependent on the specific solution template.

The system stores the backup data in the /vspdata/backup directory in Console Domain.
This is a default location. During an upgrade, the system does not upgrade the /vspdata
folder, so that you can restore the data, if required. You can change this location and back up
the System Platform backup archives to a different directory in System Platform or in an
external server. You can also send the backup data to an external e-mail address if the file
size is not larger than 10 MB.

If a backup fails, the system automatically redirects you to the Backup page after login and
displays the following message: Last Backup Failed. The system continues to display the
message until a backup is successful.

° Note:

It is not the aim of the backup feature to provide a mechanism to re-enable a failed High
Availability Failover node back to High Availability Failover configuration. Follow the
instructions in this document on how to re-enable failed High Availability Failover node back
to High Availability Failover configuration.

For configuring System Platform backup, see Administering Avaya Aura™ System Platform.

Avaya Aura System Manager overview

System Manager is a central management system that delivers a set of shared management
services and a common console for System Manager and its components. System Manager
includes the following shared management services:

Service Description

Elements Provides you features offered by individual components of System
Manager. Except some links that provide access to generic features
provided by System Manager, most of the links provides access to
features provided by different components of System Manager.
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Service Description

Events Provides you features for administering alarms and logs generated by
System Manager and other components of System Manager. You can
view and change the status of alarms. For logs, you can view logs,
harvest logs for System Manager and its components, and manage
loggers and appender.

Groups & Roles Provides you features for administering groups and roles. You can
create and manage groups, roles, and permissions.

Licenses Provides you features for administering licenses for individual
components of Avaya Aura Unified Communication System.

Routing Provides you features for managing routing applications. You can
create and manage routing applications that includes Domains,
Adaptations, SIP Entities, Entity Links, Time Ranges, Policies, Dial
Patterns, and Regular Expressions to configure your network
configuration.

Security Provides you the features for configuring certificates

System Manager | Provides you features for:
Data * Backing up and restoring System Manager configuration data.
* Monitoring and scheduling jobs.

* Replicating data from remote nodes.

* Configuring data retention settings and profile for various services
provided by System Manager.

Users Provides you the features to administer users, shared address, public
contact list and system presence access control list information. You
can create and manage user profiles. You can associate the user
profiles with groups, roles, communication profiles, create a contact
list, add address, and private contacts for the user.

Logging on to the System Manager Web interface
The System Manager Web interface is the main interface of Avaya Aura™ System Manager.
You must log on to the System Manager Web console before you can perform any tasks.

Before you begin

A user account to log on to the System Manager Web interface. If you do not have a user
account, contact your system administrator to create your account.

Procedure

1. On the browser, type the Avaya Aura™ System Manager URL (https://
<SERVER_ NAME>/SMGR) and press the Enter key.

2. In the Username field, enter the user name.
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3. In the Password field, enter the password.

4. Click Log On.
If your user name and password:

» Match an authorized System Manager user account, System Manager
displays the Avaya Aura™ System Manager Home page with the Avaya
Aura™ System Manager Version version_number. The System Manager
home page displays navigation menu in the left navigation pane. The menu
provides access to shared services using which you can perform various
operations supported by System Manager. The tasks you can perform
depends on your user role.

The content page in the right pane displays shortcut links that provides access
to the shared services.

* If you enter incorrect login credentials in theSystem Manager login page,
System Manager displays an error message, and prompts you to re-enter the
user name and password so that you can log in again.

System Manager- Communication Manager capabilities overview

System Manager provides a common, central administration of some of the existing IP
Telephony products. With System Manager, you can consolidate the key capabilities of the
current suite of Integrated Management administration products with other Avaya
Management tools on a common software platform. System Manager helps you administer
Avaya Aura™ Communication Manager, Communication Manager Messaging, and Modular
Messaging. The capabilities of System Manager include:

* Endpoint management

* Template management

* Mailbox management

* Discovery management

* Element Cut Through to native administration screens

Managing Communication Manager objects

System Manager displays a collection of Communication Manager objects under
Communication Manager. System Manager also allows you to directly add, edit, view or
delete these objects through Communication Manager.

Endpoint management

System Manager allows you to create and manage endpoints. Endpoint management provides
support for Communication Manager endpoint objects and helps you add, change, delete, and
view endpoint data.
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Templates

Using templates, you can specify specific parameters of an endpoint or a subscriber once and
then reuse that template for subsequent add endpoint or subscriber tasks. The system provides
default templates, but additionally you can also add your own custom templates.

There are two categories of templates: default templates and user-defined templates. You
cannot edit or delete the default templates. However, you can modify or remove user-defined
templates any time.

Subscriber management

System Manager lets you manage subscriber data. Subscriber management provides support
for Communication Manager Messaging and Modular Messaging objects. You can add,
change, remove, and view subscriber data.

Using System Manager Communication Manager capabilities, you can:

» Add Communication Manager for endpoints and Modular Messaging for subscribers to
the list of managed elements.

* Create templates to simplify endpoint and subscriber management.

» Administer endpoints, subscribers, and create user profiles with Communication
Profiles.

* Associate the user profiles with the required endpoints and subscribers.

Main and Survivable Remote split registration prevention
administration

Split registrations occur when resources in one network region are registered to different
servers. For example, after an outage activates Survivable Remote Servers (Local Survivable
Processors), telephones in a network region register to the main server, or Survivable Core
Server (Enterprise Survivable Server), while the gateways are registered on the Survivable
Remote Server. The telephones registered with the main server are isolated from their trunk
and VOIP resources.

The split registration prevention solution enables the administrator to manage system behavior
after an outage. The administrator can force telephones and gateways to register with the main
server or the Survivable Remote Server.
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Detailed description of Main and Survivable Remote split
registration prevention

Avaya provides the following alternatives for managing split registration prevention:

* Set the Migrate H.248 MG to primary field on the System Parameters Media Gateway
Automatic Recovery Rule screen to immediately.

» Use the feature described in this section.

It handles split registrations occurring between a main server and Survivable Remote Servers
or between a Survivable Core Server and Survivable Remote Servers. This solution does not
handle split registration between a main server and a Survivable Core Server.

When aggregation at the main server or Survivable Core Server is preferred, all the telephones
and media gateways register with the main server or Survivable Core Server.

When aggregation at the Survivable Remote Server is preferred, the main server or Survivable
Core Server disables the network regions associated with the Survivable Remote Server,
forcing all the telephones and gateways in the regions to register with the Survivable Remote
Server. Re-registration to the main server or Survivable Core Server is not allowed till one of
the following conditions is satisfied:

* The time-day-window for automatic return to the main server is reached for at least one
of the media gateways in any of the regions the Survivable Remote Server is backing
up.

* The enable mg-return command is executed. After re-registration to the main server
or Survivable Core Server starts, it continues until the Survivable Remote Server reports
inactive status, one hour elapses since execution of the enable mg-return command,
or until you run the disable mg-return command.

* The Survivable Remote Server unregisters from the main server or Survivable Core
Server.

Split registration prevention solution

The main server (Communication Manager) attempts to ensure that the devices in a network
region register to the same server. They can register either with the Survivable Remote Server
or the main server. When administered or set, telephones and gateways can be forced to
register with active Survivable Remote Servers. The split registration prevention solution keeps
branch-oriented operations intact with local trunk and VOIP resources.

Survivable Remote Servers report as active after a media gateway registers itself. The main
server does not allow any further re-registration of media gateways and telephones already
registered with the Survivable Remote Servers.
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Split registration prevention solution sequence of events

The administrator enables the split registration prevention solution. The main server resets or
the network fragments, causing a media gateway to unregister.

The following sequence of events occur:

1. The media gateway registers to a Survivable Remote Server.
2. The Survivable Remote Server reports its active status to the main server.

3. The main server unregisters all media gateways and telephones in the regions
backed up by the Survivable Remote Server.

4. The main server enables the endpoints in those regions to re-register upon the
arrival of the day and time specified in the time-day-window or until the enable
mg-return command is executed.

Network design notes for split registration prevention solution

These notes and network design recommendations apply while administering the split
registration prevention solution:

* The disable nr-registration [disable network region registration]is
executed in a region having media gateways. A Survivable Remote Server becomes
active when a media gateway registers itself to it. The main server disables all regions
backed up by the Survivable Remote Server.

The execution of enable nr-registration [enable network region
registration]in a region puts a region to auto disable (ad) if the Survivable Remote
Server backing the region is active. All other regions backed up by that Survivable Remote
Server are left in auto disabled state.

* The command, enable nr-registration has no effect to enable a region which is
automatically disabled by the split registration prevention feature.

* A Survivable Core Server allows Survivable Remote Servers to register when the
administrator sets Force Phones and Gateways to Active LSPs to vy.

* All media gateways should have trunks and VolP resources. If H.248 media gateways
without those resources are the only ones registered to a Survivable Remote Server, the
Survivable Remote Server accepts telephone registrations but the telephones cannot
make trunk calls. This event is similar to the situation when G650 media gateways without
those resources are the only port networks controlled by a Survivable Core Server.

* Split registrations between the main server and Survivable Core Server may occur if the
Survivable Core Server’s processor Ethernet addresses are included in any Telephone
Alternate Gatekeeper Lists (AGLs) or Media Gateway Controller lists (MGC).
Administrators can include C-LANs controlled by Survivable Core Server in AGLs. If a
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Telephone registers to a C-LAN controlled by a Survivable Core Server, it can use trunks
on the same G650 port network holding the C-LAN.

» When administering the media gateway’s MGC list, the part of the list below the Survivable
Remote Server transition point must contain only one entry administered under the Media
Gateway region’s BACKUP SERVERS heading on the IP Network Region screen.

» Communication Manager main servers do not allow a Survivable Remote Server entry
under the column heading BACKUP SERVERS IN PRIORITY ORDER to be changed if
the corresponding Survivable Remote Server is currently registered and active.

* All media gateways in a single network region using time-day-window media recovery
rules should follow the same rule. Communication Manager handles any violation to this
recommendation well. Any variation to the recovery rules creates confusion about further
events.

* The Alternate Gatekeeper List that is provided to IP telephones after they reboot should
contain the Survivable Remote Server’s address at the end of the list. If the Survivable
Remote Server’'s address is not in the list at all, and if the main server is unreachable after
a power failure, the telephones cannot reach the corresponding Survivable Remote
Server.

Network region type description

A Survivable Remote Server is administered as a backup server for one or more network
regions. The Survivable Remote Server can have resources from one or more network regions.
When the Survivable Remote Server reports its active status to the main server, the network
regions’ statuses change to auto disable (ad). On reaching the time-day-window for automatic
return to the main server or executing the enable mg-return command, the network regions
are automatically enabled and the telephones and media gateways can register.

Execute the status nr-region command to display the status of all the network regions
and media gateways in those regions.

On executing the disable nr-registration command, the network region status
changes to manually disabled (xd). The administrator changes this status by executing the
enable nr-registration command.

When a Survivable Remote Server reports active to the main server, if any of the regions that
Survivable Remote Server is a backup server for were manually disabled on the main server,
the main server changes those regions' status to auto disable (ad).

For more information on the status nr-region command, see status nr-registration in

Maintenance Commands for Avaya Aura™ Communication Manager, Media Gateways and
Servers, 03-300431.
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Split registration prevention solution implementation procedures

This section describes the procedures to implement the split registration prevention solution.

Split registration prevention solution prerequisites and constraints

The main server, Survivable Remote Server, and Survivable Core Server must be running on
Communication Manager Release 5.2 or later.

If Survivable Core Servers run Communication Manager Release 5.2 but the main server runs
an older version, the split registration prevention solution is disabled.

For administering the split registration prevention solution, the following conditions must be
met:

* You can set the Migrate H.248 MG to primary field on the Systems Parameters Media
Gateway Automatic Recovery Rule screen to time-day-window. You can also set this
field to other rules when no other media gateways are using the rules.

* The BACKUP SERVERS IN PRIORITY ORDER column in the IP Network Region screen
must have only a single Survivable Remote Server entry. The number of non-Survivable
Remote Server entries in this column is not affected. After implementing the split
registration prevention solution, only one Survivable Remote Server entry is allowed
under BACKUP SERVERS IN PRIORITY ORDER.

Enforcing the split registration prevention solution
Procedure

1. Enter change system-parameters ip-options.

2. Press Enter until you see the Force Phones and gateways to Active LSPs
field.

3. To enable the solution, set the Force Phones and gateways to Active LSPs field
toy.

The default value for the field is set to n.

4. Select Enter to save your changes.

° Note:

You can set Force Phones and gateways to Active LSPs to y if all administered
mg-recovery-rules are set to time-day-window. At most, one Survivable Remote
Server is listed as a Backup Server for each ip-network-region.
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Disabling the split registration prevention solution

Procedure

1. Enter change system-parameters ip-options.

2. Press Enter until you see the Force Phones and gateways to Active LSPs
field.

3. To disable the solution, set the Force Phones and gateways to Active LSPs field
to n.

4. Select Enter to save your changes.

° Note:

You can set Force Phones and gateways to Active LSPs to n only if all
registered Survivable Remote Servers are inactive.

Return to the main server

If one Media Gateway returns to the main server meeting any of the conditions for re-
registration, all regions backed up by the same Survivable Remote Server also return to the
main server.

Gateways and Endpoints can return to the main server if the Survivable Remote Server
unregisters from the main Communication Manager server.

Return to main server continues at least until one of these events occurs.
* The Survivable Remote Server administered under the region's BACKUP SERVERS

heading on IP Network Region screen becomes inactive.

* Expiry of the current one hour interval in the time-day-window that makes the first media
gateway eligible to re-register.

* One hour has elapsed since the enable mg-return command was run or earlier if
during that hour the system administrator runs the disable mg-return command.

Administrable Alternate Gatekeeper List for IP Phones

Communication Manager enables the Alternate Gatekeeper List (AGL) feature to allow
administrators to specify the number of IP interfaces for each connected network region that
are allowed for telephones within a specific network region.

The Administrable Alternate Gatekeeper List feature limits the number of entries in the AGL,
and is intended to simplify network region administration. This feature can improve system
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performance and reliability. It also reduces the time that it takes for telephones to failover to
the Survivable Core or Survivable Remote Server.

This feature enhancement is available to all H.323 telephone types, and does not require any
Communication Manager license file feature activation or firmware upgrades.

The H.323 telephones use the Alternate Gatekeeper List (AGL) when they cannot reach or
register with their primary gatekeeper. H.323 telephones use the AGL list of C-LANs/PE for
recovery when the current C-LAN is no longer available. The Survivable Remote Servers may
be a separate failover set if the alternatives for reaching the main server are exhausted.

H.323 telephones can receive from the Communication Manager server an AGL with up to 6
Survivable Remote Servers and 1 survivable gateway. This is true whether or not the phones'
region is using the Administrable AGL feature. Without AGL, the number of non-survivable IP
interface addresses in the network region depends on several factors:

* If the current Ethernet interface is a C-LAN with TN799c vintage 3 or older firmware, the
ordinary gatekeeper part of the list is truncated at 15 entries.

* If the telephone is not Time-to-Service (TTS) capable, the ordinary gatekeeper part of the
list is truncated at 30 entries, but 46xx telephones with non-SW hardware must be used
with up to 28 entries.

* If the telephones is TTS capable, the ordinary gatekeeper part of the list is truncated at
65 entries.

You can continue to use the AGL feature of prior releases (up to 65 C-LAN or PE members in
the AGL). Alternately, you can choose to use the more efficient method of controlling telephone
recovery by condensing the number of gatekeepers sent by Communication Manager based
on new network region administration.

To use the Communication Manager AGL feature, administrators enter a numeric value in the
AGL field of the Inter Network Region Connection Management screen. Use the Inter Network
Region Connection Management screen to administer connections between a source network
region and all other destination network regions. The entries administered in the AGL field
within each source network region represent the number of C-LANS and/or PE that
Communication Manager builds into each Alternate Gatekeeper List and sends to each H.323
telephone that is in that source network region. After entering the numeric values,
Communication Manager calculates the total number of gatekeepers that are assigned for
each destination region. The total AGL assignments for each region must add up to 16 or lower.
If an administrator enters a value that makes the AGL assignment greater than 16, the system
displays an error message.

Communication Manager tracks each C-LAN or PE addresses sent in the AGL to each
telephone. For example, a destination network region with 20 C-LANs are administered to have
only 3 C-LANs from that region in each AGL. As a result, Communication Manager responds
to each new registration request with an AGL constructed using the administered number of
C-LANSs for the region, and is independent of priority, socket load, and service state.
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° Note:

If Communication Manager is upgrading to a newer version, the pre-upgrade AGL lists are
not disturbed unless the administrator makes any changes to the AGL fields and enters new
values.

For more information on the administration procedures for this feature, see Administrable
Alternate Gatekeeper List administration.

Load balancing of IP telephones during registration

Non-TTS telephones are load balanced at registration using the Gatekeeper Confirm (GCF)
message. Each region has a list of available C-LANs or PE, and Communication Manager
selects the most available C-LAN within the IP (H.323) telephone’s home network region. If
there are C-LANs in that network region, the system uses load balancing techniques based
on C-LAN priority, and available sockets. If all C-LANs are considered busy (none of the C-
LANSs are in service, or all C-LANS that are in service have used all the 480 available sockets),
Communication Manager moves to directly connected network regions. All directly connected
regions are checked beginning with network region 1. All indirect network regions are used if
there were no C-LANs administered in the IP telephone’s home network region, or directly
connected network regions. Indirect network regions are also checked by the system beginning
with network region 1.

With the enhanced implementation of the feature in Communication Manager 5.1 for load
balancing for non-TTS telephones, the system gives preference to the home region C-LANSs,
then the direct network region C-LANSs, followed by indirect network region C-LANs that are
administered using the new AGL field on the Inter Network Region Connection Management
screen. Any C-LAN within an eligible region may be assigned for load balancing. Within a
specific region, the system selects the least loaded C-LAN, unless all C-LANs have reached
their limit.

Load balancing for non-TTS telephones is based on the C-LAN received in gatekeeper confirm
(GCF). Non-TTS phones use this C-LAN to initiate the registration request (RRQ) as well as
establish a socket to Communication Manager after Registration Admission Status (RAS) has
been completed.

Socket load balancing for TTS telephones occurs after registration is complete and the AGL
has been formed. Communication Manager initiates socket establishment to TTS phones.
Load balancing occurs across the C-LANs that were sent in the AGL, with preference being
given to the C-LANs in the home region, then the directly connected regions, followed by the
indirectly connected regions. Direct network regions and indirect network region C-LANs are
considered as two groups. The system checks for the most available C-LAN in directly
connected network regions, followed by the available C-LAN in indirectly connected network
regions. Communication Manager determines that a preferred set of C-LANs is at their limit
before attempting to access the next set of C-LANs.
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When sending the gatekeeper list with the administrable AGL feature, the system uses each
network region (home, direct, indirect) and sends a subset of the C-LANSs starting at a random
place in the C-LAN array.

How Alternate Gatekeeper Lists are built

Communication Manager 5.1 builds the AGL for each telephone during registration using the
following parameters:

« Communication Manager builds the AGL based on the C-LANs for the home region. For
non-TTS and TTS telephones, the AGL is built using a random starting point in the network
region C-LAN array. Communication Manager picks the administered number of C-LANs
from that initial point, based on the number of C-LANs administered in the AGL field of
the Inter Network Region Connection Management screen.

* The system then continues building the AGL based on the list of administered directly
connected regions. The order of regions is selected by round robin method, and the C-
LANSs are selected based on the same random algorithm that is used for selecting C-LANs
from the home region.

* The system continues building the AGL for indirectly connected regions in the same way
as it does for directly connected network regions.

The difference in the Communication Manager 5.1 enhancement of this feature is that the IP
(H.323) telephone can now use C-LANSs from all network regions as alternate gatekeepers, as
long as they are connected (directly or indirectly) to the native region. The alternate
gatekeepers are sent in the following order: in-region, directly connected regions, and indirectly
connected regions.

Contact your Avaya representative if you have additional questions relating to how
Communication Manager 5.1 builds the Alternate Gatekeeper Lists.

Applications for AGL

This section describes two common issues that are addressed by the Administrable Alternate
Gatekeeper List feature for Communication Manager.
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The examples are based on configurations using WAN facilities. In both examples, a virtual
network region is assigned to the WAN to describe the WAN topology, and to implement Call
Admission Control (CAC).

* Example 1 shows how you can ensure that the IP telephone does not receive unwanted
C-LANSs in the Alternate Gatekeeper List. It also shows the improved configuration for this
issue.

» Example 2 shows how pooling C-LANs in a network region results in some IP telephones
not receiving an Alternate Gatekeeper List. It also shows the improved configuration for
this issue.

Prevent unwanted C-LANs in the AGL example

This example shows how you can ensure that the IP telephone does not receive unwanted C-
LANs in the Alternate Gatekeeper List. It also shows the improved configuration for this
issue.

The figure on page 72 shows how unwanted C-LANs can end up in the Alternate Gatekeeper
List.

ESSIPSI Location Primary Server1PS! Location ESSAPSI Location

Loc. 2 NR2
CLANs

Loc. 101 Loc. 102
NR101 NR102
ESSPSI Location ESSNPS| Location LSP/GW Location LSP/GW Location

eyempe 13 LAD D4z208

Figure 1: Unwanted C-LANs in Pre-Communication Manager 5.1 AGL

In this configuration, the IP telephones in NR1 through NR3 have C-LANs in their network
regions as there are no C-LANSs that are directly connected to NR200. You can optionally add
a few C-LANs in NR200 to share with NR1-NR3 as they are directly connected, and NR 200
is used to consolidate traffic from NR1-NR3 for access to the WAN. Using NR 200 has the
additional advantage of isolating C-LANS in each network region to IP telephones in that
network region.

NR4 and NRS5 are Survivable Core Server locations, and the IP telephones in those two
locations need local C-LANSs that are in NR4 and NR5.
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NR101 and NR102 are Gateway/Survivable Remote Server locations and should share pooled
C-LANS. In this case, C-LANS are placed in NR201 as it is directly connected to the two NRs.
Before Communication Manager 5.1 C-LANs could be in home region of the IP Phone, orin a
directly connected NR.

The IP telephones in NR4 and NRS receive C-LANs in NR201 in the AGL as that NR is directly
connected. The IP telephones can end up with C-LANS in their AGL that cannot be used in a
WAN failure. This can significantly delay IP telephones in NR4 and NR5 from recovering to a
C-LAN that can be used in a WAN failure. This could also significantly delay IP telephones in
NR4 and NR5 from recovering to a Survivable Core Server.

The figure on page 73 shows a pre-Communication Manager 5.1 workaround that you can
implement using another virtual network region.

ESSIPSI Location Primary Server|PS| Location ESSNPSI Location

ESSPSI Location ESSNPS| Location LSP/GW Location LSP/GW Location

Figure 2: Pre-CM5.1 workaround for unwanted C-LANs

In this configuration, the IP telephones in NR4 and NR5 use the ip-network-map for NR
assignment. The AGL does not contain NR202 C-LANs because that NR is indirectly
connected.

The IP telephones in NR101 and NR102 share C-LANs in NR202. Those C-LANs are
physically located at location 1. If there are a large number of C-LANs in NR202, it could result
in large AGLs and potentially delay recovery to the Survivable Core Server. This workaround
does not address the size of the AGL.

The figure on page 74 shows the improved configuration of the network region using the
Administrable AGL feature for Communication Manager 5.1.

Administering Avaya Aura™ Communication Manager June 2010 73



Administering Communication Manager on Avaya S8xxx Servers

ESSIPSI Location Primary Server|PS| Location ESSNPSI Location

Loc. 5 NRS Loc. 101 Loc. 102
CLANs NR101 NR102
ESSPSI Location ESSNPS| Location LSP/GW Location LSP/GW Location

cyempete LAD 042208

Figure 3: Improved configuration for unwanted C-LANs using the enhanced AGL feature

The figure on page 74 shows a configuration in which the IP telephones in NR4 and NR5 are
administered to only use C-LANS in their native NR, and not use C-LANs in NR201. The IP
telephones AGLs in NR4 and NR5 contain local C-LANs. The IP telephones in NR101 and
NR102 share C-LANs in NR201. Those C-LANS are physically located at location 1. If there
are a large number of C-LANs in NR201, it could result in large AGLs and potentially delay
recovery to the Survivable Core Server.

Additionally, with this enhancement, the administrator can specify the number of C-LANs in
NR201 and therefore control the size of the AGL.

Pool C-LANS despite Network Region Connectivity issues example

This example shows how pooling C-LANs in a network region results in some IP telephones
not receiving an Alternate Gatekeeper List. It also shows the improved configuration for this
issue.

The figure on page 75 shows how network region connectivity issues can prevent the pooling
of C-LANSs.
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Primary Server/IPS| Location

Loc. 1 NR1
CLANs

Loc. 102
NR102

LSP/GW Location LSP/GW Location

Loc. 151 Loc. 152
NR151 NR152

LSP/GW Location LSP/GW Location

LSP/GW Location

eyempr2a LAD 042208

Figure 4: Inadequate pooling of C-LANs

The figure shows a network configuration with numerous Gateway/Survivable Remote Server
locations, some of which are directly connected to the WAN, and others that are indirectly
connected to the WAN. All of these gateways need to share a pool of C-LANS physically
located at location 1.

The IP telephones in NR151 and NR152 are not directly connected to NR200. Also, the system
cannot specify the number of C-LANs in NR200 to use to control size of AGL.

The figure on page 76 shows the workaround that you can use in the pre-Communication
Manager 5.1 implementation.
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Primary Server/IPS] Location

Loc. 1 NR1
CLANs

Loc. 101
NR101

LSP/GW Location LSP/GW Location

LSP/GW Location

LSP/GW Location LSP/GW Location

NR 201
CLANs

cycmprat LAO 042208

Figure 5: Pre-CM5.1 workaround for inadequate pooling of C-LANs

In this configuration, all the IP telephone network regions are directly connected to a new
NR201. The AGL now contains C-LANs in NR201. But you cannot specify number of C-LANs
in NR201 that you can use to control size of AGL. This configuration does not reflect the WAN

topology.

The figure on page 76 shows the improved configuration using the Communication Manager

5.1 Administrable AGL feature.

Primary Server/IPS| Location

Loc. 1 NR1
CLANs

Loc. 102
NR102

LSP/GW Location LSP/GW Location LSP/GW Location

Loc. 151 Loc. 152
NR151 NR152

LSP/GW Location LSP/GW Location

eyemprac LAD 042208

Figure 6: Improved configuration using the CM5.1 AGL feature
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All IP telephones AGL contain C-LANs in NR200, including the direct and indirect network
regions. You can also specify the number of C-LANs in NR200 and control the size of the
AGL.

AGL high-level capacities

The total AGL assignments for each source region must sum to 16 or lower. Each source
network region can continue to have 6 Survivable Remote Servers from the phone’s home
region to be added to the AGL. This brings the total list size to a maximum of 23 (by adding
up the AGL, Survivable Remote Server for each region and the Survivable Gatekeeper for the
station).

Considerations

If the telephone's IP address is not in one of the ranges in the ip-network-map, the AGL entries
consist of the C-LANs/PE from the telephone’s homed region only. Note that administering an
phone’s ip-address in a network map allows the associated AGL to work more robustly by
accessing directly and indirectly connected regions, as well as the homed region.

Interactions

This section provides information about how the Administrable AGL feature for Communication
Manager 5.1 interacts with other features on the system.

* It is possible to have some regions using the pre-Communication Manager 5.1 non-
administrable AGL implementation, and some other regions using the new administrable
AGL implementation. But you cannot have a single network region using a combination
of the two methods. The AGL column can either contain numbers or all, but not both. The
field can also contain blanks; blanks are ignored by both the old and the new
implementation of this feature.

* This feature only applies to H.323 IP telephone registrations and H.323 IP telephone
AGLs. The H.323 gateways also register to Communication Manager. This feature does
not affect how the gateways obtain and use their own lists of gatekeepers. Also note that
this feature has no impact on how IP (SIP) telephones register to SM 6.0 or SES 5.2 and
earlier.

* If an extension number has shared control using the server between an IP (H.323)
telephone and an IP (H.323) softphone, Communication Manager displays both the AGL
that was sent to the H.323 telephone and the AGL that was sent to the H.323
softphone.

* In prior releases of Communication Manager, the AGL feature only included C-LANs from
the same region and from directly connected regions, or all indirectly connected regions
(if there were no C-LANS in the same or directly connected regions). With this

Administering Avaya Aura™ Communication Manager June 2010 77



Administering Communication Manager on Avaya S8xxx Servers

enhancement, it is now possible to explicitly administer Communication Manager to
include C-LANs from indirectly connected regions as well. Also, if you administer a non-
zero value in the AGL column for an indirectly connected region, it opens that indirectly
connected region's C-LANSs to be eligible to be used for load balancing.

* In general, when using the Communication Manager 5.1 Administrable AGL feature, C-
LAN priorities should not be used. Note the following additional information:

- For TTS telephones, the Communication Manager 5.1 enhanced feature takes into
consideration priorities and C-LAN socket load, as well as C-LAN’s service state and
whether the C-LANs are allowed to be used for H.323 IP telephone registration when
load balancing.

- For non-TTS phones, priorities and C-LAN socket load are taken into account when
load balancing.

- For TTS and non-TTS telephones, the Communication Manager 5.1 enhanced
feature does not take either priorities or C-LAN socket load into consideration when
building the AGL.

Administrable Alternate Gatekeeper List administration

Use the following procedures to administer the Communication Manager Administrable
Alternate Gatekeeper List feature on your system:

Preparing to administer Alternate Gatekeeper Lists
Procedure

1. Verify that your system is running Communication Manager Release 5.1 or later

2. Complete basic administration procedures for H.323 telephones

Configuring Administrable Alternate Gatekeeper Lists
Procedure

1. Enter change ip-network-region x, where x is the number of the network
region that you want to administer.

The system displays the Inter Network Region Connection Management screen.
Page down till you see the page with the AGL column.

2. Check your settings for the AGL column.
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a. To use the Administrable Alternate Gatekeeper List feature, you have to enter
a numeric value in that field for the region that you want to administer.

You can enter the values from 0 through 16. This value determines how many
C-LAN addresses from that destination region are included in the Alternate
Gatekeeper List when a telephone registers in the source region.

° Note:

The system enables you to use the Communication Manager administrable
AGL option only if every row has a numeric value, or is blank. Communication
Manager ignores blank values.
b. If the value is all or blank, the system uses the Communication Manager
Release 5.0 or earlier version of this feature to determine alternate gatekeeper
lists.

c. Ifthe value is all for any row(s), you cannot enter a number into any of the
other rows.

In this case, you have to set them to all or blank. Note that if the value for
every row is all or blank, the system automatically uses the Communication
Manager Release 5.1 or earlier method for using AGL.

3. Select Enter to save your changes.

Viewing IP Network Maps for your system
Procedure

1. Enter change ip-network-map.

2. The fields on this screen display the IP addresses of each region and the phones
they are mapped to.

3. View your network maps.

4. Select Enter to save your changes and exit the screen.

Verifying AGL settings for stations
Procedure

1. Enter status station XXXXX where XXXXX is the extension of the station

registered to the region having a numeric value for its AGL, which means it is using
the Administrable AGL feature.

2. Page down till you find the page for the Alternate Gatekeeper List.
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3. This screen shows the AGL mappings with the IP interfaces listed in order.
The screen also shows the network region of each IP interface entry in the AGL.

The fields shown on this screen are display only. See the descriptions of the IP

Network Region Screen and the Station Screen in the Avaya Aura™ Communication
Manager Screen Reference, 03-602878 for related information.

4. View the information for your system.

5. Select Enter to exit the screen.

Troubleshooting scenarios and repair actions for AGL

The Station screen (command: status station)can sometimes show a different AGL than
the telephone is actually using under these circumstances.

* If you change the region that a telephone registers to by changing the ip-network-map,
Communication Manager does not download the new AGL to that telephone until you re-
register the telephone.

* The status station command shows what the system sent to the telephone. The
system does not know what the telephone actually stores. If the system sends an AGL to
a telephone and the telephone reboots after that, the AGL that the telephone got from the
Dynamic Host Configuration Protocol (DHCP) server can differ from the one displayed by
the status station command.

* If the gatekeeper sending the RCF to the telephone is not in the AGL, some telephones
add that gatekeeper's address to the telephone's own local copy of the AGL.

Related Documents for AGL

See the following documents at http://www.avaya.com/support

* Administering Network Connectivity on Avaya Aura" Communication Manager,
555-233-504

* Avaya Aura” Communication Manager Screen Reference, 03-602878
*» Avaya Application Solutions: IP Telephony Deployment Guide, 555-245-600
* Avaya Aura” Communication Manager Survivable Options, 03-603633

* Application Notes for Administrable Alternate Gatekeeper List for IP Phones Using
Communication Manager, Issue 1.0

« Communication Manager Network Region Configuration Guide for Communication
Manager 3.0
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Improved Port network recovery from control network
outages

When network fail, IP connected port networks experience disproportionately long outages
from short network disruptions. This feature enables you to see IP connected port networks
with less downtime in the face of IP network failures.

When there is a network outage, port networks do a warm restart rather than a reset to allow
faster recovery of service.

The feature lessens the impact of network failures by:

* Improving TCP recovery times that increase the IPSI-PCD socket bounce coverage time
from the current 6-8 seconds range for the actual network outage to something closer to
10 seconds. Results vary based on traffic rates.

» Modifying the PKTINT recovery action after a network outage to entail a warm interrupt
rather than a PKTINT application reset (hardware interrupt)). This prevents H.323 IP
telephones from having to re-register and/or have their sockets regenerated. This
minimizes recovery time from network outages in the range of 15-60 seconds.

This feature also monitors the IPSI-PCD socket and helps in identifying and troubleshooting
network related problems.

The IPSI-PCD socket bounce is developed by improving TCP recovery time that covers typical
network outages, up to a range of 10-11 seconds. In this scenario, uplink and downlink
messages are buffered, and operations very quickly return to normal after a network failure.
In order to improve recovery time for longer outages, up to the 60 seconds range, the feature
introduces the use of a PKTINT warm interrupt rather than a reset. This results in less drastic
action being taken to recover links and H.323 IP telephones.

During the network outage, only stable calls already in progress have their bearer connections
preserved. A stable call is a call for which the talk path between the parties in the call is
established. Call control is not available during the network outage, and this means that any
call in a changing state is most likely not preserved.

Some examples are:
+ Calls with dial tone
+ Calls in dialing stage
+ Calls in ringing stage
« Calls transitioning to/from announcements
« Calls transitioning to/from music-on-hold

« Calls on hold
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* Calls in ACD queues
* Calls in vector processing

Further, you cannot change in the state of a preserved call. So, features such as conference
or transfer are not available on the preserved calls. Button pushes are not recognized.
Invocation of a feature by the user is given denial treatment. In a conference call, if a party in
the call drops, the entire call is dropped.

The following are additional improvements:

* Improve TCP Recovery Time
* Increase IPSI Local Buffering to prevent data loss

» Reduce escalation impact between 15 and 60 seconds by using warm interrupt of PKTINT
instead of PKTINT application reset (hardware interrupt).

» Reduce escalation impact between 60 and 90 seconds by extending PN cold reset action
from 60 seconds to 90 seconds

» Reduce Survivable Core Server No Service Timer minimum value from 3 minutes to 2
minutes to reduce local outage in case of prolonged network outage

* List measurements for the PCD-PKTINT socket for improved troubleshooting

With the introduction of a warm interrupt of the PKTINT instead of reset in the 15-60 seconds
range, and the optional extension of the PN cold reset from 60 to 120 seconds.

For more information on System parameters screen, see Avaya Aura” Communication
Manager Screen Reference, 03-602878.

Network recovery configuration impacts on availability

Communication Manager reduces the downtime experienced by port networks after a short
network outage. In Communication Manager Release 5.2, the H.323 endpoint and application
link, and the socket stability are improved in the sub-60 second range than Communication
Manager Release 5.1 and earlier. H.323 endpoints using TTS do not have to regenerate
sockets, and H.323 endpoints not using TTS do not have to re-register or regenerate their
sockets.

Improved survivability administration

Reducing the minimum Survivable Core Server No Service Time Out Interval from 3 to 2
minutes improves overall availability.
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Call-processing Administration

The telephony features of the S8300D Server are administered using the same commands

and procedures as an S8700-Series Server or alegacy DEFINITY Enterprise Communications
System.

Communication Manager Access

Communication Manager resides on the Avaya S8xxx Server. It can be accessed through
Avaya Site Administration (ASA), the System Access Terminal (SAT) program, or the Native
Configuration Manager interface.

AvayaSiteAdministration

Avaya Site Administration features a graphical user interface (GUI) that provides access to
SAT commands as well as wizard-like screens that provide simplified administration for
frequently used features. You can perform most of your day-to-day administration tasks from
this interface such as adding or removing users and telephony devices. You can also schedule
tasks to run at a non-peak usage time.

° Note:

In order for ASA to work properly with the ASG Guard Il, the Write (ms) field on the
Advanced tab of the Connection Properties screen must be set to a value of 5 (thatis, delay
of 5 ms). ASG Guard Il is an outboard appliance providing access security for Avaya
products that do not have Access Security Gateway (ASG) software as a native application.
For more information on ASG Guard Il, contact your Avaya technical support
representative.

For more information, see Using Avaya Site Administration in System Basics.

System Access Terminal

The System Access Terminal (SAT) program uses a Command Line Interface (CLI) interface
for telephony administration. SAT is available through the Avaya Site Administration
package.
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Security Considerations

Levels of security for administration of the Media Gateway are the same as traditionally for
Communication Manager. This means that administration login passwords are passed in plain
text with no encryption. Exceptions to this no-encryption policy include:

* The ASG program that is installed on all Avaya S8xxx Servers.

* An encrypted Web interface to the Avaya S8xxx Server (see the security certificate
information in the server online help).

* Optional encryption for data backups (see Data backup and restore).

* Support for RADIUS authentication for media gateways.

Command syntax changes for media modules

The syntax for using the SAT commands for a Media Gateway or Avaya S8xxx Server has
changed. In a traditional DEFINITY system, ports are identified by the cabinet number, carrier,
slot, and port. For example: 02A0704

Because this numbering convention does not make sense for media modules, a new
convention was developed. The numbering convention for the media modules uses the same
seven-character field as does a traditional system, but the fields represent the media gateway
number, media module slot (V1 to V9), and port number (00 to 99 are supported; the actual
number of ports that can be specified depends on the type of media module).

Example: 001V205

In this example, the 001 represents the media gateway number, the V2 represents the slot
number (possibly V1 through V9), and 05 is the port number.

Communication Manager SAT CLI access

You can access the command line interface (CLI) of the Communication Manager SAT using
any of the following methods:

* Secure Shell remote login
* Using Telnet over The Customer LAN
* Accessing the Native Configuration Manager

* Configuring Avaya Site Administration
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Secure Shell remote login

You can log in remotely to the following platforms using Secure Shell (SSH), a secure protocol:

» G250, G350, G430, G450, and G700 Media Gateways
» S8300D, S8510, and S8800 Servers Linux command line

» Communication Manager System Administration Terminal (SAT) interface on an Avaya
S8XXX Server using port 5022.

The SSH capability provides a highly secure method for remote access. The capability also
allows a system administrator to disable Telnet whenitis not needed, making for a more secure
system.

° Note:

The client device for remote login must also be enabled and configured for SSH. Refer to
your client P.C. documentation for instructions on the proper commands for SSH.

Enabling SSH or SFTP sessions on the C-LAN or VAL circuit packs

About this task

Prerequisites:
* TN799BP (C-LAN) with Release 3.0 firmware.
* VAL with Release 3.0 firmware.
« Communication Manager Release 3.0 or later

Procedure

1. Enter enable filexfr [board location].
2. Enter a 3-6 alphabetic character login in the Login field.

3. Enter a 7-11 character password (one character must be a number) in the first
Password field.

4. Renter the same password in the second Password field.
5. Set the Secure? field to v.

6. Select Enter.

SFTP is enabled on the circuit pack, and the login/password are valid for 5
minutes.
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Disabling SFTP sessions on the C-LAN or VAL circuit packs
Procedure

1. Enterdisable filexfr [board location]
SFTP is disabled on the circuit pack.

2. Select Enter

Using Telnet over the Customer LAN

About this task

° Note:

For ease of administration, it is recommended that, whenever possible, you use the Avaya
Terminal Emulator, or access the server's command line interface using an SSH client, like
PuTTY, and an IP address of 192.11.13.6., instead of Telnet.

Procedure
1. Make sure you have an active Ethernet (LAN) connection from your computer to
the Avaya S8xxx Server.
2. Access the telnet program; for example:
* On a Windows system, go to the Start menu and select Run.

* Enter telnet <server IP address> 5023. You might also type the
server name if your company’s DNS server has been administered with the
Avaya S8xxx Server name.

3. When the 1login prompt appears, enter the appropriate user name (such as cust
or craft).

4. When prompted, enter the appropriate password or ASG challenge.

5. If you log in as craft, you are prompted to suppress alarm origination.
Generally you should accept the default value (yes).
6. Enter your preferred terminal type.

Enabling transmission over IP networks for TTY and fax calls example

Before you begin

The endpoints sending and receiving calls must be connected to a private network that uses
H.323 trunking or LAN connections between gateways and/or port networks. Calls must be
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able to either be passed over the public network using ISDN-PRI trunks or passed over an
H.323 private network to Communication Manager switches that are similarly enabled.

Therefore, you must assign the IP codec you define in this procedure to the network gateways.
For our example, the network region 1 will be assigned codec set 1, which you are enabling
to handle fax and TTY calls.

Procedure

1. Enter change ip-codec-set 1.

2. Complete the fields as required for each media type you want to enable.
3. Select Enter to save your changes.

For more information on fax/TTY over IP, see Avaya Aura" Communication
Manager Administering Network Connectivity on , 555-233-504.

Accessing the Native Configuration Manager

About this task

The Server Administration Interface allows you to administer the Avaya S8xxx server using a
graphically enhanced SAT applet.

Procedure

1. From the Communication Manager SMI home page, on the Administration menu,
click Native Configuration Manager.
A Warning:

Closing this window while the Native Configuration Manager applet is running,
exits the applet without displaying a warning.

After successful installation of the applet, the system displays the Server Login
window.

2. In the Logon field, type your user name.

3. The system displays the Remote host authentication window. You must
authenticate the host.

4. In the Password field, type your password. Click OK.

After successful authentication, the sy