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Abstract

This document is a VPN interoperability solution and technical configuration guide intended to provide
LAB example and proof of VPN interoperability between Avaya Secure Routers and Avaya VPN Routers.
The purpose of the document is to aid the Avaya sales team in positioning the Secure Routers in Avaya
multi-product network and VPN deployments. The configurations in this example were successfully tested
and may be used by the Avaya sales team to demonstrate VPN inter-operability solution for their
customers and channel partners.
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1. Overview

More and more enterprises use VPN to establish end-to-end private network connections over the
Internet to reduce communication expenses while maintaining privacy, and allowing their branches and
mobile workers to take advantage of high speed connectivity while keeping up productivity.

There are two basic flavors of VPNs, each with an associated set of business requirements: Site to Site
VPN and Remote Access VPN. Site-to-Site VPN basically connects two remote offices or a branch office
to headquarters wherein each site is connected to the internet through a security gateway. The objective
of the site to site VPN is to create a secure tunnel between the two security gateways through the public
network which is the Internet. All the network traffic from the site to internet traverses the local security
gateway. The security gateway monitors the network traffic and chooses to secure the packets headed to
the other site based on the policy defined. Remote Access VPN facilitates individual users such as
telecommuters connect to a corporate network. The user’s laptop usually has a VPN client and policy is
defined such that the traffic destined to the corporate network needs protection. When the VPN client
detects an access to the corporate network, a secure tunnel to the security gateway (a.k.a. VPN server)
at the corporate headquarters is created. This document focuses on Site-to-Site VPN or commonly known
as Branch Office Tunnel VPN connection.

Many Avaya customers have implemented Avaya VPN Router for their VPN & FW needs and Avaya
Secure Router to accommodate their requirement of security & high performance edge router. For sure,
many of those customers are requiring or will soon require the use of both Secure Router and VPN
Router for their Site-to-Site VPN needs to reduce communication expenses by taking advantage of the
Internet connection while maintaining security and privacy.

This document will discuss Site-to-Site VPN Inter-operability between Avaya Secure Router and Avaya
VPN Router in order to aid Avaya sales force in positioning the Secure Routers in Avaya multi-product
network and VPN deployments. As such, this document can be used as a reference or guide for demo
purposes that will show the VPN inter-operability of Secure Routers and VPN Routers.

SR-VPN Router VPN Interoperability
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2. Network Topology & VPN Requirement
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The network setup mainly consists of three routers: Secure Router, VPN Router, and any type of router in
between which simulates the Internet. The router that simulates the Internet does not have any route to
reach the private/local LAN side of the two routers. The only route it knows is to reach the public
interfaces (facing the internet/untrusted network) of the Secure Router and VPN Router. Thus, the only
way for the network devices on the private/local LAN of Secure Router to reach the network devices on
the private/local LAN of the VPN Router (and vice-versa) is to form a Branch Office Tunnel. Take note
that the inter-connection between the routers uses the Ethernet ports to simplify the setup and
configuration (using any supported WAN interface and WAN protocols should work as well). The diagram
shows the IP address of the network devices used in the network setup as well as the private/local LAN
network on both the Secure Router and VPN Router so please refer to the diagram in every step of the
configuration.

The specific hardware and software used in this network setup are Secure Router 1001 running v8.3.5
and VPN Router 2700 running v6.0.

Also, in this network setup, we will use the following as the requirement for the VPN (Virtual Private
Network) configuration:

e |KE Encryption, Hash algorithm, and DH group: 3DES-SHA1 with DH group 2
e |IKE exchange type: Peer-to-Peer or Both (can be initiator or responder)

¢ IKE mode: Main mode

e IPSec Encryption and Hash algorithm: 3DES-SHA1

e IPSec protocol: ESP

e |PSec encapsulation: Tunnel mode

e Authentication method: Pre-Shared Key

SR-VPN Router VPN Interoperability
Solutions and Technical Configuration Guide 6
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2.1 Key Components Overview

2.1.1 Secure Router

Avaya Secure Router Portfolio enables secure end-to-end converged solutions. The Secure Routers
combine robust IP routing, flexible WAN connectivity and security in a single cost-effective device. Ideal
for enterprise branch, remote or regional site environments, Avaya Secure Routers are optimized to
deliver the low-latency, high packet throughput required by IP telephony and multimedia applications.
Providing wire-speed performance even with advanced WAN services enabled, they are the right solution
for enterprises requiring high-speed Internet or private WAN connectivity.

Avaya Secure Routers also include an extensive suite of advanced security features, including Virtual
Private Networking (VPN), Stateful packet inspection Firewall, Encryption, etc. This built-in security
protects against unauthorized access and network disruption, while ensuring the privacy and integrity of
transmitted data.
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As of today, the Avaya Secure Router platform consists of SR 100x series and SR 3120. The SR 100x
series are ideal for installation in small to medium enterprise remote sites and branch offices while the SR
3120 platform is ideal for medium to large branch and regional enterprise environments.

More information on the Avaya Secure Router portfolio can be located at:
https://support.avaya.com/css/Products. Choose your version of Secure Router from the products list.

SR-VPN Router VPN Interoperability
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2.1.2 VPN Router

Avaya VPN Routers provide Routing, IPSec and SSL VPN, Firewall, Encryption, etc. for secure
connectivity across managed IP networks and the Internet. Avaya VPN Routers connect remote users,
branch offices, suppliers, and customers with the cost and performance advantages of public IP networks
and the security and control found in private networks. Avaya VPN Router family of products has many

features but mainly it provides comprehensive VPN services. Its primary purpose is to provide Secure
Routing and VPN connection.
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The Avaya VPN Routers also provide a secure connection infrastructure for converged networks —
supporting voice, video, and data. As such, Avaya VPN Routers can be combined with Avaya voice
solutions to extend multimedia capability to teleworkers, mobile users, and small/medium/large branch
offices. Avaya VPN Routers can be deployed to meet a variety of different solution requirements.

More information on the Avaya VPN Router portfolio can be located at:

https://support.avaya.com/css/Products. Choose your version of VPN Router from the products list.
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3. Configuration

3.1 Configuring Secure Router

There are two methods to configure Secure Router (SR) for VPN functionality: CLI and GUI. The most
common method used by most engineers when configuring SR is through CLI configuration. As such, this
document will show how to configure the SR system using CLI commands. The configuration through
HTTP GUI will be discussed under Section 4.1.

To configure VPN on the Secure Router through CLI, please follow the following steps/procedures:

3.1.1 Interface IP Address and Route Configuration

Assign IP address to the interfaces that will be used for connecting to the trusted/private/LAN side as well
as on the untrusted/public/Internet side. Initially, you will need to access the Secure Router through
console connection and assign an IP address. Then succeeding configuration can be performed either
through console or Telnet session. In our setup, we will use Ethernet 0 as the private interface and
Ethernet 1 as the public interface. Follow the CLI commands shown in the figure below. In addition to
assigning IP address, we also need to add a route in order to reach the remote peer device. In our
example, we will use a default route of 0.0.0.0/0 with a gateway address of 10.10.3.1 which is the IP
address of the next-hop router.

SR1081 —Gerry > configure term

SR10881 —Gervry-sconfigure > (interface ethernet 8

Conf iguring existing Ethernet interface
SR1881-Gerry-sconfiguresinterfacesethernet B > lip address 172.168.1.18 24

SR1AA1 —Gerrysconf igures/interfacesethernet B > exit

SR1881-Gerrysconfigure > interface ethernet 1
Conf iguring existing Ethernet interface
SR1081 —Gervry-sconf iguresinterfacesethernet 1 > (ip address 18_.18.3_.2 24

SR1881-Gerry/conf iguresinterface/ethernet 1 > exit
SR1081 —Gerrysconfigure > (ip route B.B.8.8 0 160.10.3 .1

NOTE: Before proceeding to the next steps, ensure that VPN license is installed in the Secure Router. To
verify if VPN license is present, issue a CLI command ‘show system licenses’. If there’s no VPN license
yet, purchase a VPN upgrade license and install it in the Secure Router system.

CH1001-Gerry > zshow system licenses
Advance IPSec UPNH Upgrade License Present.
S R1881-Gerry >

SR-VPN Router VPN Interoperability
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3.1.2 Trusted/Untrusted Interface Configuration

Assign Ethernet 0 as part of the trusted network (this will be the private/LAN side of SR). Then assign
Ethernet 1 as part of the untrusted network (this will be the public/internet side of SR).

v Telnet 192.168.1.10

SR1001—Gerry > config t

SR1881 —Gerry/configure » dinterface ethernet B

Configuring existing Ethernet interface

SR1881 - Gerrys/conf igure/interfacesethernet B > crypto trusted
SR1801 —Gerrys/configuresinterfacesethernet B > exit
SR18P1 - Gerrys/configure > dnt eth 1

Conf iguring existing Ethernet interface

SR1801 —Gerrysconfiguresinterfacesethernet 1 » ‘crypto untrusted
SR1801 —Gerrys/configuresinterfacesethernet 1 > exit

Take note that the VPN functionality of SR requires Firewall. After assigning an interface to a Trusted
network, the particular interface will be automatically added/associated with Firewall Corp as shown in the
figure below (note: the figure below is a screenshot capture after executing ‘show running-config’ from the
CLI). Likewise, the interface associated to an Untrusted network will be automatically added/associated
with Firewall Internet. Both Firewall Corp and Internet are default firewall policies in Secure Router.
Firewall configuration will be further discussed later in this document.

e Telpet 192.168.1.10

firewall internet
interface ethernetl
exit firewall
|fireua11 corp
interface etherneth
policy 1824 out
exit policy
exit firewall

To see the list of trusted and untrusted interfaces, use the CLI command ‘show crypto interfaces’.

et Telnet 192.168.1.10
SR1001 —Gerry > sh crypto interfaces

Interface Network

trusted
untrusted

SR1001 Gervry >

SR-VPN Router VPN Interoperability
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3.1.3 IKE Policy Configuration

The next step is to configure an IKE Policy. To do this, type ‘configure term’ to enter configuration mode.
Then type ‘crypto’ command to access crypto configuration commands. Create an IKE policy by entering
‘ike policy <policy name> <peer address>" wherein the policy name can be any hame and the peer
address must be the IP address of the remote peer device. In our example, this will be the IP address
(10.10.2.3) of the Avaya VPN Router public interface. Then define the local address of the SR (in our
example, this will be the IP address of SR’s untrusted interface facing the internet side). Configuring the
correct local and peer address is important as both local and peer address will be used for IKE
negotiation.

Take note that under IKE policy configuration, the IKE exchange-type and IKE mode should be
configured as well. SR’s default IKE exchange-type is ‘both’ (a.k.a. peer-to-peer) which means that it can
be either initiator or responder. The requirement is peer-to-peer so it is not necessary to explicitly
configure the IKE exchange-type. The default IKE mode is main mode and we want to use main mode so
we don’t have to explicitly configure it as well.

o Telnet 192.168.1.10
SR18081-Gerry >

SR18A1 -Gerry conf igure/crypto > [ike policy/SR1-NUR 1@.1@.2_

2R1881-Gerryconf igure crypto-ike policy SR1-HUR 18.168.2.3 } local-address 18.18.3.2

|Defau1t proposal created with priorityl-des—shal-pre_shared—gl

Key String has to bhe configured by the user

SR1881 -Gerry conf igurecryptosikespolicy SR1-NHUR 1@8.160.2_3 > key setupl23

SR1881 - Gerryconf igure cryptorikespolicy SR1-NHUR 18.168.2.3 > proposal 1

SR1881 -Gerry conf igure/cryptosikespolicy SR1-NUR 18.18.2 _3/proposal 1 > (encryption—algorithm 3des—chd]

[5R18081-Gerrysconf igure/cryptosikespolicy SR1-NHUR 18.168.2_.3/proposal 1 > dh—group group2

SR1881 -Gerry/conf igure/cryptosikespolicy SR1-HUR 18.18.2 _3-/proposal 1 » exit b5

SR1AA1-Cerry >
By default, SR will automatically create a transform proposal for the IKE policy that is being configured.
As shown from the above figure, a default proposal of priorityl-des-shal-preshared-gl was created.
Since the requirement is to use 3DES encryption and Diffie Hellman group 2, we need to manually define
that the transform proposal must use 3DES encryption and DH group2. To do this, edit proposal 1 and
type ‘encryption-algorithm 3des-cbc’ to change the encryption from DES to 3DES. To change DH group
from group1 to group2, enter ‘dh-group group2’. Another requirement is to use pre-shared key
authentication method so we need to define the secret key. To define the secret key, type ‘key <secret
key>’ as shown in the above screenshot. The secret key used in our example is ‘setup123’. This secret

key must match with the peer device’s secret key.

SR-VPN Router VPN Interoperability
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To see the configured IKE policy, enter ‘show crypto ike policy all’ (note: add detail at the end if you want
to see more info). As shown from the figure below, the transform proposal is pre-g2-3des-shal which
means Pre-shared key authentication, DH group2, 3DES encryption, and SHA1 hash algorithm.
Displaying the IKE policy will also show the IKE mode which is main mode in this case. The ‘Response
and Initiate’ shown in the figure below basically mean that the IKE exchange-type is both or peer-to-peer.

Telnet 192.168.1.10
BSR1001 —Gerry > show crypto ike policy all

Tranzsform

18.18.2.3 i P1 pre—g2-3des—shad
'Sﬂlﬂﬂi—Gerry »ishow crypto ike policy all detail

Policy name SR1-NUR. Local addy 18.18.3.2, Peer addr 18.18.2.3
iMain mode) Hesponse and Initiate, PF8 is not enahled. Shared Key iz »eexx
Local ident 1W.1W.3.2 {ip—address)?, Remote Ident 18.108.2.3 (ip-address>

iProposal of priority 1

Encryption algorithm: Jdes

Hash Algorithm: shal

Authentication Mode: pre—shared-key

DH Group: group2

Lifetime in seconds: 86480

Lifetime in kilobytes: wunlimited
SR1081-Gerry > _

3.1.4 IPsec Policy Configuration

After configuring IKE policy, the next step is to define an IPSec policy. To do this, enter configuration
mode and execute the CLI command ‘crypto’ to access the crypto configuration commands. Enter ‘ipsec
policy <policy name> <peer address>’ wherein the policy name can be any name (note: the same policy
name used in IKE policy was also used in our IPSec policy for consistency) and the peer address is the
public IP address of VPN Router.

Then next is to define the match source and destination network address in which IPSec will be applied to
(note: this is similar to the VPN Router’s local and remote accessible networks). To do this, enter ‘match
address <source/local address/network> <subnet mask/prefix> <destination/remote address/network>
<subnet mask/prefix>'. In our example, the source/local network and subnet prefix is 192.168.1.0/24 while
the destination/remote network and subnet prefix is 10.10.1.0/24. Take note that aside from matching the
source/local and destination/remote network, a protocol (udp/tcp/icmp/any) and/or port can also be added
to the match address rule. In our example, we want to allow any protocol and any port as long as the
source/local and destination/remote addresses are match. The default is any protocol and any port so it is
not necessary to explicitly define the protocol and ports when configuring match address for the IPSec
policy.

e Telnet 192.168.1.10

SR1PA1—Gerry > config t
SR1881—Gerry/conf igure > (crypto
ER1881—Gerry/conf igurescrypto > dpsec policy SH1-HUR 18.18.2.3

gRégBi—Gerry/configure/crypto/ipsec/policy SR1-NUR 16.18.2.3 > match address) 192.168.1.8 24 168.18.1.
Default proposal created with priorityl-esp—3des—shal—tunnel and activated.
SR1AA1 —Gerry/conf igurescryptos/ipsecspolicy SR1i-HUR 168.18.2.3 >

As shown in the above figure, SR automatically created a default IPSec proposal with priorityl-esp-3des-
shal-tunnel transform. Since the requirement is to use ESP protocol, 3DES encryption, SHA1 hash
algorithm, and Tunnel mode IPSec encapsulation, it is not necessary to explicitly configure the IPSec
proposal.
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To see the configured IPSec policy, execute the command ‘show crypto ipsec policy all’. It will display all
IPSec policies configured in the SR system. As you can see from the figure below, there are two IPSec
policies even though we only configured one. The IPSec policy that we just configured is for outbound
direction. SR automatically created the IPSec policy for inbound direction wherein it simply prepends the
word ‘IN’ to the original policy name and reverse the source/local and destination/remote networks. The
rest of the settings are just copied from the original IPSec policy.

v Telnet 192.168.1.10
SRiAB1 —Gerry > show crypto ipsec policy all
Peer Match

ER1-MUR 18.18_2.3 % 192.168.1_8-247any Any P1 esp—3des—gha1—tunl'
D 1A.18.1.8-24-any

INSR1-HUR 18.18_2_.3 % 18_19.1 . 8-24-/any Any P1 esp—-3desz—-shal—tunl
D 1922 _168.1.8-24/any

S R16001-Gerry > |

Note: At this stage, Branch Office Tunnel can be established as long as traffic is initiated from the SR
side (assuming VPN Router has been configured already). If you want traffic to be initiated from the VPN
Router side, then the SR must be manually configured to accept IKE negotiations which will be discussed
on the next step.

3.1.5 Firewall Internet Configuration to Accept IKE Service

As discussed in Section 3.1.2, the untrusted interface (facing the internet) is bind to Firewall policy
Internet. By default, the only rule in Firewall policy Internet, as shown below, is to allow any outbound
traffic coming from the SR system itself.

cv Telnet 192.168.1.10
SR1PA0A1-Gerry > sh firewall policy internet
Advanced: § — Self Traffic, F — Ftp-Filter, H — Http-Filter,
R — RBpc—Filter, H — Nat-IpsMat—Pool, L - Logging.
E — Policy Enabhled, H - Smtp—Filter
Destination Addr Sport Dport Proto Action Advanced

HB24 out any
SHIWW1 -Gerry >

As such, in order to allow IKE negotiations, it is required to manually allow inbound IKE port/service. To
do this, edit Firewall Internet and enter ‘policy <priority/rule number> in service ike self’ where “in” means
incoming direction, “service ike” is obviously the IKE service and “self” is traffic directed to the SR system
itself. Permit is the default action so it is not necessary to explicitly add it in the command. Alternatively,
you can enter ‘policy <priority/rule number> in permit service ike self’.

I - Telnet 192.168.1.10

BSR1881-Gerry > config term
SR18A1-Gerrysconfigure > firewall internet

SR1801-Gerrysconf igurefirewall internet > (policy 18000 in service ike self
SR1801-Gerrysconf igure-firewall internetspolicy 1800 in > exit 3
SR1801-Gerry >
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3.1.6 Firewall Corp Configuration to Allow Transit Traffic

Assuming that VPN Router has been properly configured already and the BOT has been established after
traffic is initiated either from the SR or VPN Router side, the network devices from the trusted/private side
of SR will be able to reach the devices on the private side of VPN Router. However, the network devices
from the private side of VPN Router will not be able to reach the devices on the trusted/private side of SR.
The reason is that SR has a default policy under Firewall policy Corp, as shown below, that allows any
outbound transit traffic but no inbound transit traffic.

o Telnet 192.168.1.10

SH1PA1 -Gerry > show firewall policy corp

Advanced: § — Self Tralfic. F — Ftp-Filter. H — Http-Filter.
R — Rpc—Filter, H - Hat-IprHat-PFool, L — Logging.
E — Policy Enahled, H — Smtp—-Filter

Sport Dport Proto Action Advanced

PERMIT SEL
anuy any PERMIT SEL
any ELT PERHMIT EL

SR1WW1 —Gerry >

As such, the SR must be manually configured to allow inbound transit traffic from a particular source
network (this will be 10.10.1.0/24 in our example) to a particular destination network (this will be
192.168.1.0/24 in our example). To do this, edit Firewall policy Corp and then type ‘policy <priority/rule
number> in address 10.10.1.0 24 192.168.1.0 24’. To see the added policy for Firewall policy Corp, use
the CLI command ‘show firewall policy corp’.

s Telnet 192.168.1.10

SR10A1—Gerry > config term
SR1081 - Gerrysconf igure > firewall corp
SR1001-Gerry/conf igures/firewall corp > policy 1008 in address 180.18.1.8 24 192.168.1.68 24
SR1081 -Gerrysconf iguresfirewall corprspolicy 1808 in > exit 3
SR1001-Gerry > sh firewall policy corp
Advanced: § — 8S8elf Traffic. F — Ftp—Filter. H — Http—-Filter.
B — Bpc—Filter, H — Hat-IpsMat—Pool, L - Logging.
E — Policy Enabhled, M — Smtp-Filter

» Source Addr Destination Addr Sport Dport Proto Action Advanced

i8.168.1.8-24 192.168.1.8-24 PERMIT

any any any anuy any FERMIT

EL T any any ELT any FERMIT

t any any any anuy any PERHMIT
SR1081-Gerry >

3.1.7 Firewall Internet Configuration to Allow Remote Management of SR
Passing Through BOT

If there’s a requirement to remotely manage SR passing through the BOT, this last step is necessary. If
such requirement is not needed then proceed to the next step. To allow remote management of SR
(using telnet, for example) passing through the BOT, edit Firewall policy Internet and type ‘policy
<priority/rule number> in address 10.10.1.0 24 192.168.1.0 24 service telnet self’ which basically means
you are just allowing inbound self traffic that is destined to SR from a remote network address
10.10.1.0/24 and only when the service is telnet.

et Telnet 192.168.1.10

L

= =

)
=
=
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3.1.8 Show Running-Configuration

SR’s BOT and FW configuration is now complete! Enter ‘show running-config’ to see the active
configuration.

module t11 ipsec policy SR1-NVR 10.10.2.3
exit t1 match address 192.168.1.0 255.255.255.0 10.10.1.0
interface ethernet O 255.255.255.0
ip address 192.168.1.10 255.255.255.0 proposal 1 esp
crypto trusted exit proposal
exit ethernet exit policy
interface ethernet 1 exit crypto
ip address 10.10.3.2 255.255.255.0 firewall global
crypto untrusted exit firewall
exit ethernet firewall internet
hostname SR1001-Gerry interface ethernetl
log utc policy 1000 in service ike self
ftp_server exit policy
ssh_server policy 1001 in address 10.10.1.0 24 192.168.1.0 24
exit ssh_server service telnet self
system logging exit policy
console debugging exit firewall
syslog firewall corp
host_ipaddr 192.168.1.101 interface ethernetO
enable policy 1000 in address 10.10.1.0 24 192.168.1.0 24
vpn debug exit policy
exit syslog policy 1024 out
exit logging exit policy
ip exit firewall
load_balance per_flow snmp-server
route 0.0.0.0 0.0.0.0 10.10.3.1 1 chassis-id SR1001-Gerry
dhcps exit snmp-server
exit dhcps
exit ip
crypto
ike policy SR1-NVR 10.10.2.3
local-address 10.10.3.2
key setup123
proposal 1
dh-group group2
encryption-algorithm 3des-cbc
exit proposal
exit policy
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3.2 Configuring VPN Router (aka Contivity)

There are two methods to configure Avaya VPN Router for VPN functionality: CLI and GUI. The most
common method used by most engineers when configuring VPN Router is through HTTP GUI. As such,
this document will show how to configure the VPN Router system using HTTP GUI. The configuration
through CLI commands will be discussed under Section 4.2.

To configure VPN on the VPN Router through HTTP GUI, please follow the following steps/procedures:

3.2.1 Interface Configuration

Assign an IP address to the private and public interfaces through console connection. A management IP
address must be assigned as well. Once proper IP address has been assigned to the VPN Router
system, open an internet browser and enter the management address of VPN Router. In our example, the
management address of VPN Router is 10.10.1.10 so we enter ‘http://10.10.1.10’ from the Internet
browser.

3.2.2 Branch Office Group Configuration

Go to Profiles > Branch Office, then click Add button to add a branch office group under /Base group.

2} 10.10.1.10 - Contivity Secure [P Services Gateway - Microsoft [nternet Explorer

Fle Edit ‘iew Favorites Tools  Help 'h

A ) s ! N\ . - 3
OBack M Iﬂ IELI (0 | S Search A Farvarites 6“ = .A‘i
address | 8] hitp: [{10.10.1.10/manage/manager bt w a Go | Links ®
Y_’ @ g' “ || searchweb = & Get IE7 now! ~ & B' @' @ Edmail ~ @My Yahoo! = @Answers < éGamas v §bMusic »

& add Tab

L 10.10,1.10 - Contivity Secure L.,

Branch Office

HELF LOGOFF

Group |HEEEE]

Connections
Search Criteria OFF +

Select Enable Ci ion Name Ci ion Type Tunnel Type Local Ip Address Remote Ip Address Control Tunnel

Add
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Under Add Group page, enter your preferred group name (i.e. MyBOgrp1) and hit OK.
After adding the BO group, click on Configure button to double check or modify the BO group’s settings.

Branch Office

TERTERE v | Add || Delete || (Configure )|

Group =

CLIENT FOLICY )
s Connections

Search Criteria | OFF +

Select Enable C tion Name C tion Type Tunnel

Add

The selected BO group’s current configuration page will appear. As shown in the figure below, the VPN
Router’s IKE and IPSec settings do not completely match with the Secure Router so we have to modify
the VPN Router’s configuration to match the SR. To do this, click on the IPSec Configure button.

Branch Office -->= Edit Group e 8

HELF LOGOFF

Eeturn to Eranch Office

Group Name: /BaseMyBOgrp1 Parent Group: /Base

Current Configuration

Hailed Up: Disabled
Access Hours: Anytime
Call Admission Priority: Highest Priority
Fomwarding Priority: Low Priarity
Idle Timeout: 00:15:00
Forced Logoff: O0:00:00
REVF: Disabled
RSWP: Token Bucket Depth: 3000 Bytes
REWF: Token Budket Rate: 28 Kbps
Branch Office Bandwidth Policy:
- Committed Rate: 56 Kbpz
- Exess Rate: 128 Kbps
- Excess Action: Mark

Connectivity

Encryption:
- ESP - 128-bit AES with SHA1 Integrity: Disabled
- ESP - 256-bit AES with SHA1 Integrity: Dizabled

( - ESF - Triple DES with SHA1 Integrity: Dizabled )
- ESF - Triple DES with MDS Integrity: Dizabled
- ESP - 56-bit DES with MDS Integrity: Enabled
- ESP - 40-bit DES with M5 Integrity: Disabled
- AH - Authentication Only (HMAC-SHA1Y: Enabled
- AH - Authentication Only (HMAC-MDS): Enabled

IPsec (IKE Encryption and Diffie-Hellman Group: 56-bit DES with Group 1 (FE3-bit primej)
Wendor [D: Enabled
= Aggressive Mode 1SAKMP Initial Contact Payload: Disabled
( Conflgure ) (quect Fonuard Secrecy: Enabled)

Compression: Enabled
Rekey Timeout: 0F:00:00
Rekey Data Count: (Mone)
ISAKMP Retransmission Interval: 16
ISAKMP Retransmission Max Attempts: 4
keepalive intensal: 00:01:00
Keepalive (On-Demand connections): DISABLED
Anti Replay: ENABLED
IPsec DFBit: CLEAR
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Branch Office

Group Name: /Base/MyBOgrp1

The Secure Router is configured for one IPSec transform proposal which is ESP — 3DES — SHAL so we
must configure the same proposal on the VPN Router to have a match in order to successfully establish
the VPN connection. Under encryption field, enable ESP — Triple DES with SHAL Integrity.

The Secure Router is also configured for one IKE transform proposal which is PSK auth — DH Group2 —
3DES — SHA1 so we also have to change the default IKE encryption and Diffie-Hellman group setting on
the VPN Router to Triple DES with Group2 (1024-bit) to match with the Secure Router. Take note that the
PSK (pre-shared key) authentication method will be configured on another page which will be discussed
on Section 3.2.3.

PFS or Perfect Forward Secrecy is disabled on the Secure Router so PFS must be disabled on the VPN
Router as well.

Click on the OK button.

avaya.com

Return to Branch Office

- 128-bit AES with SHAT Integrity [
- 286-bit AES with SHAT Integrity [

- Triple DES with SHAT Integrity

g)

- Triple DES with MDS Integrity
- 8B6-bit DES with MD5 Integrity
- 40-bit DES with MDS Integrity

O
O
O

AH - Authentication Only (HMAC-SHAT) []

AH - Authentication Only (HMAC-MDE)

IKE Encryption and Diffie-Hellman

o

up[ Triple DES with Group 2 (1024fbitprime)] hd

Vendor ID Enabled

Aggressive Mode ISAKMP Initial

Perfect Forward Secrecy || Disahled |+

Note: If the desired IPSec transform proposal (shown on the right side of the encryption field) and/or the
IKE encryption & DH group is/are not listed in the available options, go to Services > IPSec page and
enable/check the desired IPSec transform (shown under encryption portion) as well as the desired IKE
encryption and DH group.
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3.2.3 Branch Office Connection Configuration

Go back to Profiles > Branch Office page and select the group that you just created. Under Connections,
click on Add button to add a BO connection.

Branch Office

HELF  LOGOFF

Ooyrp | 164 [ Add H Delete ” Caonfigure

Connections
Search Criteria | OFF +

Select Enable Connection Name Connection Type Tunnel

Under Add Connection page, enter your preferred BO connection name. Ensure that tunnel type is IPSec
and connection type is Peer-to-Peer. Click on the OK button.

Add Connection

Connection
Group Name /Base/MyBOgrp1

Connection Name |NVR-SR1)

Control Tunnel |Disabled v

Tunnel Type | IPSec|v

[Cnnnecﬁnn Type Peerto Peer) he

Under BO connection configuration page, check/select Enable to enable the connection. Then select the
Local IP address (this would be 10.10.2.3 in our example) as the local endpoint and enter the Remote IP
address (this will be the IP address of the Secure Router which is 10.10.3.2 in our example) as the
remote end point or the peer address. Under authentication, select Text Pre-Shared Key and enter the
secret key. The secret key must match with the secret key configured on the Secure Router.

Connection Configuration

Connection
Group Hame /BaseMyBOgrp1
Connection Name NYR-SR1
Control Tunnel Disabled
Tunnel Type [PSec v

Connection Type Peerto Peer v

Enable
Endpoints
Local Ip Address  10.10.2.3 | »
Remote Ip Address |10.10.3.2

Filters

Filter | permit all v

(Authentication Text Pre-Shared Keyj i

(TextPreShared Key essssesene Confitm sesseeesse |
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Under IP Configuration, select Static. Then manually enter the local and remote networks. Click on the
Create Local Network button to create a local network(s) and click on the Add button to create a remote
network(s). In our example, the network on the private side of VPN Router is 10.10.1.0/24 and this is the
network that we want to be accessible from the remote (SR) side of the BO connection so 10.10.1.0/24
should be entered under the Local Networks portion. Likewise, 192.168.1.0/24 is the network on the
trusted/private side of SR and we want it to be accessible from the VPN Router side of the BO connection
S0 192.168.1.0/24 should be entered under Remote Networks.

2 %)

HELP LOGOFF

Connection Configuration

[IP Configuration % v

v Local Networks

CLIENT (Lucal Metwork | 10.10.1.0 netjv E Create Local Metwork ;

Tl A
IP Address IP Mask Cost Enabled
10.10.1.0 255,255 25510 10 TRUE

+/Remote Networks
Select IP Address IP Mask Cost Enahled

® (192.188.1.0 255.255.255.0) 10

(] Add b[ Configure H Delete]

[ oK H Cancel H Apply ][ Refrash ]

Leave the other settings on its default configuration and click on the OK button. VPN Router’'s BOT
configuration is now complete!

3.3 Verification/Testing the BOT Connection

Since the VPN configuration uses peer-to-peer connection/exchange type, testing of BOT connection is
simply done by sending traffic from the SR side or VPN Router side. A simple ICMP request (ping) will
trigger the establishment of the BOT connection. This section will show a simple step by step procedure
on how to test and verify if the BOT connection has been successfully established between the Secure
Router and VPN Router.
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3.3.1 Workstation Configuration

Ensure that the workstations are properly configured. If using a MS-Windows operating system, launch a
command prompt and type ‘ipconfig’. Its IP address must be part of the subnet where it is connected to
and its default route must be pointing to its gateway. This will be the SR in the case of PC1 and VPN
Router in the case of PC2, as shown in the figure below.

ommand Prompt

C:~>ipconfig

Windows IF Configuration

Fthernet adapter Local Area Connection: IPaddmssofNVRBpﬂvme?maﬁace

Connection—specific DHS Suffix . =

IP Address - 1@.1A.1.1°A@
Subnet Mas = 255.255.255.8
Default Gateway - 18.18.1.11 -

3.3.2 Send Traffic to Trigger BOT Connection

Send a ping request from a workstation (PC2) on the VPN Router side to another workstation (PC1) on
the SR side. Take note that since the connection type or IKE exchange type is peer-to-peer, you can also
initiate sending traffic from the SR side going to VPN Router side. Sending traffic from the local side to
the remote side of the BO connection will trigger the BO tunnel establishment. As soon as the tunnel is
established, PC1 should receive the ping request and sends it reply back to PC2. The ping reply will pass
through the BOT and will be received by PC2. This means that BOT has been successfully established
and bidirectional traffic can flow from/to either side of the BO connection.

Command Prompt

C:~Documentsz and SettingssAdminisztrator>ping 192_168.1.1064
Pinging 192_168.1.100 with 32 bytes of data:

Regqueszt timed out.

Reply from 192_.168.1.188: bhytes=32 time=4ms TTL=126
Reply from 192_168.1.188: bytes=32 time=5ms TTL=126
Reply from 192_.168.1.188: bhytes=32 time=4ms TTL=126

Fing statistics for 192.168.1_1088:

Packets: Sent = 4, Received = 3, Lost =1 (25x loss).
Approximate round trip times in milli-seconds:

Hinimum = 4mz, Maximum = S5ms,. Average = 4ms

C:“\Documents and Settings“Administratorr_

Note: Another option to bring the tunnel up is to send an ICMP ping packet from either the VPN Router or
SR itself. If sending ping packet from the SR itself, ensure that the ping command includes a source IP
address that is part of the match address on the SR such as the SR’s ethO IP address (192.168.1.10).
Otherwise, the tunnel will not be brought up since the source address will be the SR’s eth1 IP address
(10.10.3.2) which is not part of the match address configured in the IPSec policy discussed in Section
3.1.4.
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3.3.3 Event Log Message

From the VPN Router side, you should see the following event log messages.
Event Log

Branch Office [0&6] IPSEC branch office connection initiated to rem[192.168.1. 0-255. 255 255 0]@[10.
Security [16] Session: IPSEC[10. .3.2] attenpting login

Security [06] Se=ssion: IPSEC[10.10.3.2] has no active ses=sions

Security [06] Session: IPSEC[10.10.3.2] HVE-S5F1 has no active accounts

Security [06] Session: IPSEC[10.10.3.2]:11 SHARED-SECRET authenticate attempt. . .

Security [06] Se=ssion: IPSEC[10.10.3.2]:11 attempting authentication using LOCAL

Security [16] Session: IPSEC[10.10.3.271:11 authenticated using LOCAL

Security [16] Session: IPSEC[10.10.3.2]:11 bound to group ~Base-HyBOgrpl-HYE-SE1

Security [06] Se=ssion: IPSEC[10.10.3.2]:11 Building group filter permit all

Security [06] Session: IPSEC[10.10.3.271:11 Applyving group filter permit all

Security [l6] Ses=sion: IPSEC[10.10.3.2]1:11 authorized

Security [16] Se=sion: networl IPSEC[192 168 .1 0-255 255 255 0] attempting login

Security [16] Session: network IPSEC[192.168.1 . 0-255 255 255.0] logged in from gateway [10.10.3 2]
tIsaknp [05] ISAEMF Si established with 10.10.3.2

Security [15] Session: IPSEC[10.10.3.2]:11 phy=ical addresses: remote 10.10. 3.2 local 10.10.2.3
Security [15] Session: IPSEC[-]:12 physical addresses: remote 10.10.3.2 local 10.10.2.3
tIpsecDecap [16] ESP encap =ession SPI 0x7765be84 bound to =<w on cpu 0

tIp=ecDecap [16] ESP decap sess=ion SPI 0xbelfllla bound to s<w on cpu 0

3.3.4 Verify BOT Session

To see the active BOT session(s) on VPN Router, go to Status > Sessions page.

r Active Sessions

o HELF  LOGOFF

Current Branch Office Sessions

Connected
Subnets

14 Im 187 Lag Off
NVR-SRI  IPSEC 101032 10.1032 11/182006 16:40:18 [ % D 1S 1
° ° Etals

Connection Type uip Address Start Khytes Packets Action

EVENT LOG

To see the active tunnel session(s) on SR, use the CLI commands ‘show crypto ike sa all’ to see the IKE
SAs and ‘show crypto ipsec sa all’ to see the IPSec SAs.

ER1A01-Gerry > show crypto ike sa all
Peer State Transform

18.18.2.3 SA_MATURE 1648 pre—g2-3des—shal

ipsec sa all

Spi Packets Iransform

INSR1-MUR 18.18_.3_.2 Bxc7ceBdbla 3 esp—Jdez—shal—tunl
ER1-MUR 18.18_2.3 Bx144%eYac 3 esp—Jdez—shal—tunl
SR10801-Gerry >
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4. Extra Sample Configurations
4.1 Configuring Secure Router via HTTP GUI

HTTP GUI (Graphical User Interface) is another method of configuring the Secure Router. One main
intention of the HTTP GUI is to aid in configuring complex features such as VPN and FW. Using a GUI
reduces the time and effort in configuring the SR system as the user doesn’t need to remember the
numerous CLI (Command Line Interface) commands and the tree structure of the CLI. Take note,
however, that not all CLI commands are also available in HTTP GUI as of today.

4.1.1 Interface Configuration

First, you need to assign IP address on the interface and this can be done through console. Once an IP
address is assigned to the interface, open up an internet browser and enter ‘http://<SR ip address>’. Input
the user name and password to enter the SR’s HTTP GUI main menu. In addition to assigning an IP
address, the interface facing the internet must be assigned as untrusted interface while the interface
facing the local LAN must be assigned as trusted interface. Assigning interfaces as trusted or untrusted
can be performed via CLI command.

4.1.2 IKE Policy Configuration

The next step is to configure IKE policy. To add or modify IKE policy, click on the Configuration tab and
then browse through the categories on the left side of the screen towards Security > VPN > Site to Site >
IKE. Click on New to add a new policy or click on the existing policy to modify it. The figure below shows
an example of how IKE policy is configured using HTTP GUI. As you can see, the logic is similar with CLI
configuration wherein you have to enter the policy name, peer address, local address, IKE mode,
Authentication method, IKE proposal, and IKE lifetime values. The advantage, as previously stated, is
that you don’t have to enter the commands. All you need to do is enter the values for the IKE settings.

F Status F Guided Setup Configuration ¥ Administration

Login = Configuration = Security = “PM = Site-to-Site = KE

Categaries Basic Settings
LAH Enter IKE Policy Settings:
+| WaAH Mame: SR1- IKE Policy name = Peer address)
+| Routing i HVR
- (Local Gatewsay P 10403.2)  (Remote Gateway P:_10.10.2.3)
Zone Setuy|
B (Exchangetype: (%) MWain Mode) () Agoressive Mode
- {uth. Method: ) Pre-shared Key: [R——
Enter Security Level Settings:
IPSec IKE Proposal: PSK auth, DH grp2, 3DES encryption, SHA1 hash)
GRE [SEL=1]1] =A==
71 Remote Access Proposal Security Strencgth Seconds Kilobytes Delete
+| Security Objects (First Froposal: Pre-gQ-SdeS-sha‘D w 86400 unlimited |:|
+| Firewall Second Propozal | Mot Configured w | Mot Configured Mot Configured I ]

Expand Al Collapse &l I Apply Settings I Reset Settings Cancel
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4.1.3 IPSec Policy Configuration

To add or modify an IPSec policy, click on Configuration tab and go to Security > VPN > Site to Site >
IPSec. Then click on New button to add new IPSec policy or click on the existing IPSec policy to modify it.
If adding a new IPSec policy, enter the IPSec policy name, peer address (remote gateway IP), and match
address which is basically the source/local network and destination/remote network. And then select the
desired IPSec proposal.

F Status F Guided Setup Configuration r Administration

Login = Configuration = Security = WPh = Site-to-Site = PSec

Categaries Basic Seftings

LAH Enter IPSec Policy Settings:

+| WAH S PSec policy name)

+| Routing I:Nama e ) atch address,
-] Security . (Remote Gatenray P 10.10.2.3

Zone Setup Lacal Lan: I Address: [192168.1.0 | netmask: 255.255.255.0
=] WPH . =
2| Site to Site Remote LAK: P &ddress: |1 01040 | Metmask: 2552552550
IKE Service: Ay w
Enter Security Level Settings:
GEE PSec proposal)  |ifetime Walues
+| Remote Access = I - = h . . p—
FOpOES 2L FEn! ECONds | [u] es
+| Security Objects B y ot i
1 Firewall First Proposal. [ | esp-3des-shat-tunl |-~ | [3800 | [4508000 |

Second Proposal | Mot Configured L | |Not Configured | |Nc¢ Configured |

4.1.4 Firewall Internet Configuration

After configuring IKE and IPSec policies, the FW internet must be configured to allow IKE service in order
for the Secure Router to accept inbound IKE negotiation and connection request. To do this via HTTP
GUI, simply click on Configuration tab and go to Security > Firewall > Inbound. Then click on the New
button to add a new FW policy. Select internet under Zone Name, enter priority/rule number under
Priority, select allow/permit under Action, choose self for the Policy Traffic Type, and select ike under
Service. For the source/local LAN & destination/remote LAN, just leave the default value of any.

» Status + Guided Setup Configuration + Administration

Login = Configuration = Security = WP = Firewal = Inbound

Categories Basic Settings
LAH Thiz sets up & firewall policy for traffic flowing from Remate Network to Local Nebwork.
+| WAHN o (izone/policyname) (Priorityirule number)
= Basic Settings
+| Routing - )—«‘/ —
3] Security v _ l;Zone Mame: | internet (Pnorrt'f. |1 oao =G Palicy
Zone Setup _ Action: ® showe) O Deny Transit
1 ¥PH ource & Destinatior

m Local LAN: P Address: |an\,f | Metmazk: |anyj |

+| Security Object=s |

| Firewall v Femaote LAR: IP &ddress: |any | Metmask: |anyJ |
w (Service: ke i

Butbound Reverse MAT IP Address: |
Traffic direction for the o
FW policy to be applied t AR CIEREE |
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4.1.5 Firewall Corp Configuration

In order to allow transit traffic from the network on the other side of the BOT (10.10.1.0/24 in our example)
destined to the local LAN (192.168.1.0/24 in our example) on the private/trusted side of SR, a new policy
under Firewall Corp must be added. As shown below, the new policy should allow any inbound transit
traffic from 10.10.1.0/24 destined to 192.168.1.0/24 network. Take note that it is important that the policy

traffic type must be set to ‘transit’ instead of ‘self’. Otherwise, the traffic will not traverse beyond the
Secure Router.

+ Status r Guided Setup Configuration + Administration
Login = Configuration = Security = %P = Firewall = Inbound
Categories Basic Settings
LAH This sets wp a fivewall policy for traftic fiowing from Remote Network to Local Network.
waH Basic Settings Policy traffic type
Routing
[=] Security Priority: [1000 [1-10217 Enable Policy
Zone Setup Action: ® alaw) O Deny Palicy Type:  ( ae
E Local LAK IP Address: |192.168.1.0 | Metmask: |24
Security Objects —
O Firewall o Remote LAN: P Address: 10.10.1.0 | Metmask |24
Ervice: Ay ¥
Source & destination
gutbound Feverse MNAT IP Address: | 1 addressnetwork
apply Object | | v
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4.2 Configuring VPN Router via CLI

Another method of configuring the Avaya VPN Router is via CLI (Command Line Interface) which can be
accessed either through console connection or telnet session. This section will show how to perform BO
VPN configuration using CLI commands. It is assumed that physical and management interfaces have
been properly configured and IP address has been assigned.

4.2.1 BO Group Configuration

The first step is to enter into configuration mode and then create a BO group. Take note that /Base must
be included in front of the new BO group name and they are case sensitive. Once the new BO group has
been added, modify the IPSec settings of the newly configured BO group and ensure that they match with
the peer device (Secure Router). The default IPSec encryption is DES-MDS5 so it must be changed to
3DES-SHAL1. Also, the default IKE encryption and DH group is DES with DH groupl so it must be
changed to 3DES with DH group2. The peer device has PFS disabled so it must be disabled in the VPN
Router as well. The rest of the BO group settings should be left in its default value.

Telnet 10.10.1.10

Password:
CESHiconfig term

Enter configuration commands, one per line. End with Ctrl-=.
ICES Cconf ig>#bo—group add ~<Base MyBOgrpl

CES (conf ig>#bo—group ipsec ~Base MyBOgrpl

ICES {config—ho_group/ipsec)fencryption 3des—shal
ICES{config—ho_groupsipseci#encryption ike Jdes—groupd
CES{config—ho_groupsipseciiino pfFs

ICES {conf ig—ho_group/ipsec i

4.2.2 BO Connection Configuration

The next step is to add a BO connection under the configured BO group. But before configuring the BO
connection, create a network by issuing the CLI command ‘network add <network name> ip <local
network> mask <subnet mask>'. The created network will be used as the local network when configuring
the BO connection. As shown from the figure below, the BO connection is configured by entering the local
& remote endpoints, authentication method with its secret key, and the local & remote accessible
networks. Lastly, the BO connection must be enabled by issuing ‘state enable’ CLI command. By default,
the tunnel type and connection type is IPSec and Peer to Peer, respectively so there’s no need to
explicitly configure the tunnel and connection type. The rest of the settings should remain the same.

o+ Telnet 10.10.1.10

CESﬂconPig term —
Enter configuration commands._ ore per line. End with Ctrlrsz.

CES<{configdHnetwork add localnet ivn 1A.1HA.1.6 mask 255.255.255?3

CES(conf ig)#tho—conn_add' NUR—SR1 ~Base/MyBOgrpi

CES<config/bo_conn/routing_staticlr#exit
CES<config/bo_conn>iztate enahle
CES<{conf ig-bo_conn)fexit
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4.3 Configuring Secure Router with Two or More Transform
Proposals

There maybe certain situation(s) that will require you to create two or more proposals. This section will
show you how to configure Secure Router for two or more IKE or IPSec proposals. In our previous
example, both IKE and IPSec policies have one proposal (P1) which can be seen from the figure below.

Telnet 192.168.1.10
SHR1001-Gerry > zhow crypto (ike policy all
Feer Mode Transform

18.18.2_3 Main Pl pre—g2-3dez—=shal

SR1AA1-Gerry > show crypto (dpsec) policy all

Peer Match Proto Transform

18.18.2_3 £ 192_168.1.8-24any fin P1 eszp—-3deszs—shal—tunl
D 18.18.1.8-24-any
INSRi—-NUR 18.18.2.3 £ 18.18.1.8,24any Any P1 esp—3des—shal—tunl)
D 192.168.1.8-24 any

4.3.1 Multiple IKE Proposals

IKE establishes a secure communication channel for itself in phase 1 before negotiating the IPsec
proposals in phase 2. During phase 1, IKE may propose multiple protection suites. Each IKE proposal
specifies a particular choice for all of Authentication method, Encryption algorithm, Hash algorithm, DH
group, and IKE lifetime. Some proposal in the list must be agreeable to both peers for the negotiation to
proceed. Only one proposal on the list will ultimately be negotiated and used by the peers.

Let's assume that a second IKE proposal is necessary and the requirement is PSK authentication
method, AES256 encryption, DH group5, and SHA1 hash algorithm. To add a proposal (note: SR accepts
up to 5 proposals only) under IKE policy, simply edit the configured IKE policy as shown in the figure
below.

= JIL][A]

Proposs
proposal - EhRFyption-

i/ proposal 2 » dh-group gr

O01-Gerry/configure/cryptof ike/policy 3R1-WVE 10.10.2.3/proposal 2 > exit 5

Then enter ‘proposal <priority number>" and modify the default IKE transform proposal. As shown from
the figure below, the default authentication method is pre-shared-key so there’s no need to modify the
authentication method. The default DH-group is groupl so it should be modified to group5. Also, the
default encryption algorithm is DES so it should be changed to AES256. The default hash algorithm is
SHAL1 so it is not necessary to modify the hash algorithm. In our example, there’s no specific requirement
for IKE lifetime so we will just leave it in its default value.
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Default: sha

Default: 86400 sec {1 day

nfigure ike lifetime

To see the proposals for IKE policy, use the CLI command ‘show crypto ike policy all’ or use ‘show crypto
ike policy all detail’ for detailed information.

¥192.168.1.10 - PuTTY

O001-Gerry » (show crypto ike policy s
Folicy Mode
1-NWVE 10.10. Main
ike policwy :

addr 10.10

3R1001-Gerry

4.3.2 Multiple IPsec Proposals

After IKE establishes a secure communication channel for itself in phase 1, it proceeds to negotiate the
IPSec proposals in phase 2. During phase 2, IKE may propose multiple protection suites for IPSec
protocols such as ESP and AH. Each phase 2 proposal specifies a choice for all of Encryption algorithm,
Hash algorithm, IPSec lifetime, and Encapsulation mode. At least one proposal in the list must be
agreeable to both peers for the negotiation to proceed.

Assuming that a second IPSec proposal is also necessary and the specified requirement is AES256
encryption algorithm and SHA1 hash algorithm. Similar to configuring IKE proposal, the same logic is
applied when configuring IPSec proposal wherein the default IPSec proposal is modified in order to match
the requirement.
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As shown from the figure below, the default encryption algorithm for IPSec proposal is 3DES so it should
be changed to AES256. The default hash algorithm is SHAL so it is not necessary to modify the IPSec
proposal’s default hash algorithm. In our example, there’s no specific IPSec lifetime requirement so we
will just use the default value. The IPSec encapsulation mode for BO connection should be tunnel mode
so there’s no need to modify it.

92.168.1.10 - PuTTY =

Nefault: shal-hmac

Nefault: 3600 sec (1 hour))
L efault: tunnel mode

mode

To add a second IPSec proposal, simply edit the configured IPSec policy as shown in the figure below
and then add proposal 2. As shown below, SR automatically added the default IPSec proposal. However,
the IPSec encryption does not match with the requirement so it was modified from 3DES to AES256.

Ri001-
Ri001-
R1001-

SR1001-

To see the proposals for all the configured IPSec policies, use the CLI command show crypto ipsec policy
all’. To see the proposals for a particular IPSec policy only, use the CLI command ‘show crypto ipsec
policy <policy name>’.

£ 192.168.1.10 - PuTTY

01-Gerr =show crypto ipsec policy all

Peer

show crypto
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4.4 Configuring Secure Router with Multiple Local/Remote
Accessible Networks

In our previous example, the Secure Router has one source/local network (192.168.1.0/24) and one
destination/remote network (10.10.1.0/24). But how do we configure SR if there are multiple source/local
or destination/remote networks? This section will show you how. As of to date, the Secure Router does
not support multiple source/local or destination/remote networks for a particular IPSec policy. The solution
is to create a single IPSec policy for each source/local network and destination/remote network match.

4.4.1 Add a Second IPSec Policy & Associate the Proper Match Address

Let's assume that SR has one source/local network (192.168.1.0/24) but has two destination/remote
networks (10.10.1.0/24 and 10.10.8.0/24). SR should be configured, as shown in the figure below, by
adding a second IPSec policy with a match address of 192.168.1.0/24 as the source/local network and
10.10.8.0/24 as the destination/remote network. Take note that if the multiple networks can be
summarized then you only have to create one IPSec policy which will contain the summarized networks in
the match address.

o Telnet 192.168.1.10

—Gerry > config term

—Gerrysconfigure > crypto

-Gerrysconfigurescrypte > ipsec policy 'SR1-MURx 18.18.2_ 3
—-Gerrysconfigurescryptosipsecspolicy SRE1-HURx 168.18.2.3 > match address 19

t proposal created with priorityl—esp—3des—shal—tunnel and activated.
-Gerrysconfigurescryptosipsec/policy SR1-HURx 18_18.2.3 > exit 4
-Gerry > show crypto ipsec policy all

Transzform

i8.18.2_3 192 _168.1.8-24-any Fl esp—3des—shal-tunl
i8.18.1.8-24 any
18.18.2.3 192_168.1.8-24 any Pl esp—3des—shal-tunl
iA.18.8.8-24/any
INSRE1-HUR 168.18_.2.3 18.18.1.8-24 any Fl esp—3des—shal-tunl
192.168.1.8-24 any
IMNSR1i-HURx 18.18_.2.3 iA.18.8 @24 any Pl eszp—3des—shal-tunl
192.168.1.8-24/any

In VPN Router, all you need to do is edit the BO connection and simply add the network (which is
10.10.8.0/24 in our example) under the local networks portion of the BO connection configuration page.

Connection Configuration

HELF  LOGOFF

Local Networks

Local Network |10.10.1.0 net +| | Create Local Network |

IP Address IP Mask Cost Enabled
10.10.1.0 255.255.255.0 10 TRUE
‘ 10.10.8.0 255.255.255.0 ‘ 10 TRUE
Select IP Address IP Mask Cost Enabled
©  [192.168.1.0 256.265.265.0 10

[ Add H Configure H Delete]
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4.4.2 Allow Inbound Transit Traffic for the Configured Match Address

As discussed in Section 3.1.6, the SR must be manually configured to allow inbound transit traffic from a
particular source network (this will be 10.10.1.0/24 and 10.10.8.0/24 in our example) to a particular
destination network (this will be 192.168.1.0/24 in our example). Since there’s already an existing firewall
policy that allows inbound transit traffic from 10.10.1.0/24 network, we only need to create another policy
that will allow inbound transit traffic from 10.10.8.0/24 network. To do this, edit Firewall policy Corp and
then type ‘policy <priority/rule number> in address 10.10.8.0 24 192.168.1.0 24’. To see the added policy
for Firewall Corp, use the CLI command ‘show firewall policy corp’.

Telnet 192.168.1.10

rysconfigure > firewall corp
ggi?ﬁé—gzrry/cnnfigure/fireuall corp » policy 1881 in address (18.168.8.8)24 192.1
SR1881-Gerry/conf igure firewall corps/policy 1881 in > exit 3
SR16881—-Gerry > sh firewall policy corp
fAdvanced: 5 — Selfr Tealtfic. F — Fip—Filter., H — Http-Filter,
R — Rpc—Filter, M — Hat—-Ips/Mat-Pool, L - Logging,
E — Policy Enabled, M — Smtp-Filter

Source Addr Destination Addr Sport Dport Proto Action

1A.1A.1.08-24 192.168.1.08,24 PERMIT
18.18.8.0-24 192.168.1.08-24 PERMIT
any PERHIT
any PERMIT

ou PERHMIT

SRiﬂﬁljge:;; >
4.4.3 Test & Verify BOT Session for the Two IPSec Policies

To establish BOT connection for the configured IPSec policies, send traffic towards the 10.10.1.0/24 and
10.10.8.0/24 networks. Once the BOT has been successfully established between SR-VPN Router
networks, you should be able to see one IKE SA and two pairs of IPSec SAs (one pair for each of the
configured IPSec policies: SR1-NVR and SR1-NVRXx in our example) in the Secure Router as shown in
the figure below.

ommand Prompt
SR10881—Gerry > show crypto ike sa all

Peer State

18.18.2.3 SA_MATURE 1884 pre—g2-3des—shal

ipsec sa all

Spi Packets Transform
INSR1-HUR 18.18.3.2 Bxdbfd3a%6 3 esp—3des—shal-tunl
THSR1-HURx 18.18.3.2 Bxaeab3442 @ esp—3des—shal-tunl
18.18.2.3 Bx?fall?39 3 esp—3des—shal-tunl
18.i8.2.3 Bx3188777 3 esp—3des—shal-tunl
SR1881 -Gerry >

§ 192.168.1.0-24/any
Rt R RS RE 28

In VPN Router, as shown in the figure below, you should be able to see one BO session with two
connected subnets. Click on the ‘Details’ button and you should see 10.10.1.0 — 192.168.1.0 and
10.10.8.0 — 192.168.1.0 connected subnets.

F Active Sessions

STE Current Branch Office Sessions

HEALTH CHEC

Connected

Connection| Type Ul Address Start Kbytes Packets Subnets Action
Log O
NVR-SR1 | IPSEC 10.10.3.2 10.10.3.2 11/20/2006 16:30.42 T 17 I 196

Out: 95 Out: 208 2
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5. Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

5.1 Getting technical documentation

To download and print selected technical publications and release notes directly from the Internet,go to
www.avaya.com/support.

5.2 Getting product training

Ongoing product training is available. For more information or to register, you can access the Web site at
www.avaya.com/support. From this Web site, you can locate the Training contacts link on the left-hand
navigation pane.

5.3 Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or authorized reseller,
contact the technical support staff for that distributor or reseller for assistance.

5.4 Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya products is from the Avaya
Technical Support Web site at www.avaya.com/support.
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Acronym Term
AH Authentication Header

BO Branch Office

BOT Branch Office Tunnel

CLI Command Line Interface

DH Diffie-Hellman

ESP Encapsulating Security payload

FW Firewall

GUI Graphical User Interface

ICMP Internet Control Message Protocol
IKE Internet Key Exchange

IPsec Internet Protocol Security

ISAKMP Internet Security and Key Management Protocol
LAN Local Area Network

PSK Pre-Shared Key

SA Security Association

SPI Security Parameter Index

SR Secure Router

VPN Virtual Private Network

WAN Wide Area Network
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