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Abstract

This Technical Configuration Guide outlines the configuration steps required to create an authenticated
network infrastructure for wireless guest users. The main components include the Avaya Wireless LAN
8100, access control provided by the Avaya Ignition Server and guest user provisioning provided by the
Ignition Guest Manager.

The audience for this Technical Configuration Guide is intended to be Avaya Sales teams, Partner Sales
teams and end-user customers.

Revision Control

Version Revised By REINEE]
1 17 Dec 2010 1.0 KLM Initial Draft
2 5 July 2011 11 KLM Minor Correction in Section 2.3.1.1
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Conventions

avaya.com

This section describes the text, image, and command conventions used in this document.

Symbols

& Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or

command:

ERS5520-48T# show running-config

Output examples from Avaya devices are displayed in a Lucida Console font:

ERS5520-48T# show sys-info

Operation Mode:
MAC Address:

POE Module Fw:
Reset Count:

Last Reset Type:
Power Status:
Autotopology:
Pluggable Port 45:
Pluggable Port 46:
Pluggable Port 47:
PTuggable Port 48:
Base Unit Selection:

sysDescr:

Switch

00-12-83-93-B0-00

6370.4

83

Management Factory Reset

Primary Power

Enabled

None

None

None

None

Non-base unit using rear-panel switch
Ethernet Routing Switch 5520-48T-PwR
Hw:02 FW:6.0.0.10 Sw:v6.2.0.009
Mfg Date:12042004 HW Dev:H/W rev.02
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1. Overview

Guest access is one of the most pervasive applications of wireless networking and most wireless
infrastructure vendors offer guest access features. However most wireless guest access solutions are
impractical as they either require dedicated resources such as front desk personnel or IT helpdesk staff to
provision accounts or require privileged access into the infrastructure devices opening the core network to
potential security risks.

To eliminate the management overhead many enterprises deploy 24x7 open networks which are
susceptible to abuse or authenticated networks with fixed credentials which over time are shared and
diluted. Neither approach is optimal or recommended as they provide no means of identifying the end-
user nor do they provide the means of offering tier services to differing classes of users.

The Avaya guest management solution outlined in this guide provides enterprises with an easy to deploy
and manage suite of products and applications that allows:

1) Authenticated wireless access using a captive-portal for guest users or temporary staff using
notebook PCs, tablets, PDAs or smart phones.

2) Simplified guest user provisioning by corporate end-users (sponsors) which offloads the task of
creating and managing guest user accounts from front-desk personnel or IT staff.

3) Ability assign specific network access or restrictions based different guest user classes such as
visitors, contractors or temporary employees.

) eacmmanmeemm= s RADWS e
.--"" i =N b e
b _ ‘\;#ﬂ* ------ SOAP - ,\5._5‘]. ------ LDAP.------ ’\,_.;;;#
WC 8180 ) i .GI.IESt Manager, Server lgnifion Server Usér Directory {Optional)
HTTP
HTTPS
-'—_/,-"_'_"-.V_a————.__\
¥ I/' .,
..E ( )
n s IP Network A
- k
Sponsor User ‘-\H_,_ -

2\_.1 :q\; Yy
e »H-,‘-HJ oyt
v AW A
o -
“\ ' A,
Natebook PCs Tablets | PDAs Smart Phones

Figure 1.0 — Avaya Wireless Guest Management Solution
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1.1 Solution Components

The Avaya wireless guest management solution consists of the following software and hardware
components:

1. Configuration and Management:

Ignition Dashboard Application — A Windows based application used to configure and
manage the Ignition Server that provides RADIUS authentication, authorization and
accounting.

Guest Manager Administrator Application — A web-based application for administrators to
manage provisioner users, templates and optionally perform bulk updates for guest users.

Guest Manager Provisioner Application — A web-based application for corporate end-users
(sponsors) to create and manage guest user accounts without IT or front-desk personnel
intervention.

2. Access Control:

Ignition Server — Authenticates and authorizes guest users who wish to connect to the
network and captures accounting information.

Optional External User Directory — Active Directory or LDAP user store which can be queried
by the Ignition Server to authenticate and authorize corporate end-users who wish to create
guest user accounts.

3. Authenticator:

July 2011

Avaya Wireless LAN 8100 — Provides captive-portal authentication for the guest users which
is authenticated using RADIUS against the Ignition Server where the guest user accounts
reside.

Ignition Server Guest Management for Wireless LAN 8100
Avaya Inc. — External Distribution 8
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1.2 Hardware & Software

The following diagram depicts the hardware and software components and the topology used to create

this guide:
ViMWare ESXi 4.1
192.168.10.50/24
192.I"IBS.1D.52.|‘24
192.168.10.55/24

Management

=1
192.168.10.100/24 Lﬂ‘

AP §‘1_2l,'.|

~
e

Gue;slkgsm
-
D

L3
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Public DNS
Scrvc_r_s
‘Eljm DNS:
Primary: 208.67.222.222
Secondary: 208.67,220.220
Firewall WC 8180
1112 =
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VLAN 10: 192,168.10.2/24 VLAN 10: 192.168.10.30/24
VLAN 70: 192,168.14.1/24 111 VLAN 70: 192.168.14,30/24
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Figure 1.1 — Topology
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The following table highlights the hardware and software outlined above used to create this guide:

Hardware and Software Components

Dell PowerEdge D610 Server — VMWare ESXi Version 4.1.0:
e Avaya Ignition Server — Version 07.00.00.020468
e Microsoft Windows Server 2003 Enterprise Edition with Service Pack 2:
o Avaya Ignition Guest Manager — Version 07.00.00.020468
e Microsoft Windows Server 2003 Enterprise Edition with Service Pack 2:
o Active Directory Services

o DNS Services
Avaya Secure Router 2330 — Version 10.3
Avaya Ethernet Routing Switch 5520-48T-PWR — Version 6.2.0.009

Avaya WLAN 8100 Series — Version 1.0.1.007
e 1 xWLAN Controller 8180
e 3 X WLAN Access Point 8120

IBM Thinkpad T60 — Windows 7 Enterprise:
e Java Runtime — Version 6 Update 20 (Standard Edition)
e Ignition Dashboard — Version 7.0
e Mozilla Firefox — Version 3.6.10

e Internet Explorer — Version 8.0

Table 1.1 — Hardware and Software

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 10
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2. Configuration Example

2.1 Ignition Server

The following sections outline the configuration steps required to configure the Avaya Ignition Server for
Guest Access:

2.1.1 Ignition Server Login

The Avaya Ignition Server is configured using an Ignition Dashboard application that is installed on a
Windows PC. The Ignition Dashboard can communicate with the Ignition Server using an IP Address
assigned to the Admin Port (default) or Service Port (optional). All configuration & management tasks are
performed using this application.

To use the Ignition Dashboard application the Ignition Server must be pre-configured with an IP address,
subnet mask and default route. If IP addressing has not been defined on the Ignition Server, please follow
the configuration steps provided in the Avaya ldentity Engines Ignition Server Getting Started guide which
is available on the Avaya support site http://support.avaya.com.

To access and login to the Ignition Server using the Ignition Dashboard:

Launch the Ignition Dashboard application then enter the administrative Username and

Password. In the Connect To field enter the IP address assigned to the Admin Port or Service
Port then click OK:

Administration  Help

| |
| ; |

Login &

User Name: fadmin

Passward: [eeeceessee

Connect To: §192.168.10.52

|Goneel|

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 11
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@ The default username and password for the Ignition Server is admin / admin.

2 A Site Configuration window with the recommended configuration sequence will be displayed:

Administration  Help

@ Monitor %{ Troubleshoot

Configuration Current Site: Site 0
-2 Site 0
- ide avayalabs.Jocal Recommended Sequence I
E}E Site Configuration
- Bl Access Policies
i Authenticators

The recommended sequence for configuring your system is shown below.
Once the various components have been created, they can be maintained

3 pirectories individually by selecting them within the tree on the left.

& Provisioning

# & Guest Manager Select an icon below to create an instance of that component.
E;> 1. Access Policy

A protocol-specific collection of policies that control authentication and authorization.

. 2. Directory Service
Identifies a store where user credentials and attributes are retrieved. Active Directory and LDAP
are amonq the supported stores. This is not required if you are using Ignition's Internal Store exclusively.

@ 3. Directory Set

A collection of directory services and rules that deter mine the order they are used. If you are using
Ignition's Internal Store exclusively, the default Directory Set is sufficient.

i

' 4. Authenticator

The access point that sends a request to the Ignition server. A single Authenticator can
support multiple protocols.

gl 5. Provisioning Values

These are the provisioning values that will be used within the authorization policy.

6. Policies Lt

The rules that control authentication and authorization within Ignition

[ [===

é, You may click on each heading in the Site Configuration window to quickly configure each
component.

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 12
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2.1.2 Licenses

The Ignition Server ships without any licenses pre-installed. To provide guest services the Ignition Server
will require a Base License as well as a Guest Manager License. Other licenses such as Posture License,
TACACS+ License, and Ignition Reports License may also be installed but are not required for guest
services.

Evaluation licenses for the Ignition Server can be obtained from the main Avaya Site by visiting
http://www.avaya.com/usa/product/identity-engines-portfolio.

To verify or install a Base License and Guest Manager License on Ignition Server:

Within the Ignition Dashboard select Configuration > Site-Name > Licenses. This will display

all the purchased or evaluation licenses that have been installed on the Ignition Server:

Administration  Help
@Monﬂol %Ilouhlshocﬂ
Configuration Current Site: Site 0
Site 0 Sites
& ide.avayalabs.local
E}E‘ Site Configuration Mame: Site 0
B Access Policies
' Authenticators [ Senvices |[icenses | Certificates Logging | Scheduled Backups |
- ) Directories . . .
=& Provisioning LB'CE”E?S' Llaenie Defoil
& Guest M ase License Feature: CGuest Manager
uest Manager rr— Valid From: 2010-11-23 15:00:00
qnition Reparts . o e
AP Posture Valid \E[nt:_l_ 2011-11-3% 18:00:00
TACACSs Issuer: Avaya Inc., Santa Clara, CA
THC Pasture Issue Date: 2010-11-30 1Z:48:5%
Licensee: Avaya Labs
Comment: One Year license
Node Ids: 53040663269
License Serial Number: 34567
Install...| | Export All... || Delete | Copy to Clipboard
[NIIE=S

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 13
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2 Toinstall a Base License or Guest Manager License on the Ignition Server:

1)

install all the evaluation or purchased licenses at one time.

2)

will install one evaluation or purchased license at a time.

Click OK when completed:

avaya.com

Select Browse and select the path and filename of the license file to install. This will

Alternatively copy the license key to the Windows clipboard then select Paste. This

License to Install:

BASE LICENSE

————— BEGIN IGNITION LICENSE CERTIFICATE-----
MIIBogIBEzCBlOIBABMBOXZheWEGSWS jLiwgU2 FudGEgQO2ZxhemEsIENBEWUzZND
uz
M IOM]AKMDExMz AxNzQINTATCkF2 ¥X1hIExhYnMTDEZ FQVRAVUKVEQKFTRRION]
Ax
MDExMzAwMDAWMDAS DI TwMTExMTMwMDAWMDAVAGEAEXBEbmIgHWVheiBsaWN1bn
N1
MAOSCzUzMDOWN] Y4M] ¥SCgERRI IBACzZ Joultxud /KE4USFCalwn /25T THmbdL S
n
SEpQ39E31 syCwwlHNEBwE DL F/ Xk uEs8x/ caRICmi X ek SKHaX1194CCAPw+wlds

=T

Paste

[+ |} Browse...

Tip: Paste the flicense text into the @bove text @rea or use the Browss.., button

toread in a license fils.
=

License to Install:

————— BECIN IGNITION LICENSE CERTIFICATE
MITB00IEBZCB1ATBABMBOXZheWEQSWS jLiwglz FudCEg02 xhemE sTENBEWT ZNDUZ
NxIOMj AXMDExMzARNZ0SNDeTCkF2YE1h IERhYnMTCOZFQVRVURVESUFSEQ4 yMDEw
MTE 2MDAWMDAWMEIOM] AxMTExMzAwMDARMDACACATEE & WEyICHpY2Vuc2lv
DRILNTMwNDAZN] gyNj kKAOAEgUEAXryMSI29EqOppLBl [cHF ] 0RgbZa0Vepi FN+2
Tt5dirU¥icZNZ9gTrTYveHDPNSN1 2gelodDz02dzdmlevbC/ zUyghqosTkIZHvEY
SWCUMExfmrhD7CgBI0iDI69GdnHFrOHTViilvusuls reSTnBEZvE5CqUA/mEquZiu
10Cb3rceqHCNaIfhaN1vimFAZCLV/ pykISui PyCCrSLF1SusSmgkHibv4Tn3vEyo
bIrlozPnhitXyUGEZCEb] SKARGCrEETKUmNSg4VEpA] vagLEVq0Q9lGK173Z0Uic
glaviB9xRciAxIwdpEOHZkSBgM740Y9/0s5ZnoBVTbShZXtVng=—=

| Browse... |

Tip: Paste the license text into the above text areg or use the Browse., button

to read in g licznse fils,
e

3 The following shows an Ignition Server with the Base License and Guest Manager License

installed:

Mame: Site D

@i/ Certificates |/ Logging |/ Scheduled Backups |

License Details:

Base License
Guest Manager
LRITIOR REpOFT:
MAP Posture
TACACS+
THC Posture

Select a license to view it's detail information.

| Install... || Export AlL.

Ignition Server Guest Management for Wireless LAN 8100

July 2011
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2.1.3 Directory Sets

Directory sets are an ordered list of user lookup services used by the Ignition Server when it processes
an authentication request. The directory set determines where the user account information is located
(i.e. local, Active Directory, LDAP etc.), which service is used to retrieve the user’'s account information,
and which service is used to retrieve authorization data such as attributes and group membership.

When a guest user account is added by the Ignition Guest Manager, it is created in the internal store
(local database) on the Ignition Server. To be able to authenticate guest users form the internal store, a
directory set and identity routing policy must be created.

2.1.3.1 Configuration Steps

For this configuration step a directory set named Internal will be created that will authenticate guest users
against the Internal User Store:

Ignition Server

——

Internal

Directory Set

‘Internal’

User Store

Figure 2.1.3.1 — Directory Set

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 15
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1 Within the Ignition Dashboard select Configuration > Site Configuration > Directories >
Directory Sets. Right click on Directory Sets then select New:

Administration  Help

| Monitor %{ Troubleshoot

=& Site 0 Directo
% ide.avayalabs.local
E}E‘ Site Configuration default set
- [ Access Policies
w4 Authenticators
- &) Directories
E‘@ Directory Sets

] defaul
c@ Directory

Q Internal Store
-5 Virtual fapping
-5 Provisioning
B@ Guest Manager

MName

4] e T | New...|

[ [==

2 Inthe Directory Set window provide enter the name Internal. Click Add:

Name:l[ntema\ I

Directory Set Entries

User Laaokup Authentication Fallthraugh if Fallthraugh if Fallthrough if
Service Service Unahle to Cannect User Mot Found Authentication Failed

|E‘ | Cancel |

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 16
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3 Inthe Directory Set Entry window set the Lookup Service and Authentication Services to

Internal User Store. Click OK:

i Please select a directory service and an authentication server for the directory set entry.

User Lookup Service: Internal User Store |
Authentication Service: flnternal User Store |

(o

4 A Directory Set Entry named Internal has now been created. Click OK:

Marme: ‘Intema\ |
Directory Set Entries
User Laaokup Authentication Fallthraugh if Fallthraugh if Fallthrough if
Internal User Stare Internal User Store [l
<Y
v
[ asa.. |

[ e
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2.1.4 Groups

Each guest user account is assigned to an internal group in the internal store on the Ignition Server.
Groups allow the Ignition Server to differentiate between different classes of guest users then apply
different network permissions such as to authenticated sessions such as time-of-day, day-of-week or
bandwidth restrictions.

2.1.4.1 Configuration Steps

For this configuration step two internal groups named Contractors and Visitors will be created. Both
groups will have Type set to accessType which will display groups in Ignition Server Guest Manager
Application allowing them to be assigned to provisioning groups:

Ignition Server

Irternal
User Store

Internal Groups

'‘Confractors’ ‘Visifors'

Figure 2.1.4.1 — Internal Groups
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Within the Ignition Dashboard select Configuration > Site Configuration > Directories >
Directory Sets > Internal Groups. Right click on default then then select Add A New Internal

Current Site: Site 0

Internal Groups I Internal Group Details
... I
oo gl

& ide.avayalabs.local
E}E‘ Site Configuration
=B Access Policies
-4 Authenticators
&) Directories

@ Directory Sets
0@ Directory Services
Q Internal Stare

& Internal Groups
a Internal Users

4 3

d d

[nternal User Na... First Name Last Marme Account Disahledl Pending/Expire;

Internal Devices
57 Wirtual Mapping
=& Provisioning

[ & Guest Manager

New.. | Add Bdisting.. Refresh

2 Enter the Internal Group name Visitors then set the group Type to accessType. Check the

option Automatically create a virtual group for this internal group then click OK. Repeat for a
second group called Contractors:

Parent internal qroup: default Parent internal qroup: default
Internal Group Marne: IVisitors I Internal Group Marne: IContractors I
Type IaccessT}rpe |'| Type: IaccessT}rpe |'I

I Au‘tomaticalu create a virtual group for this internal Eroud I Au‘tomaticalm create a virtual group for this internal Eroud
[ (e [ el
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2.1.5 Access Policies

Access policies are a set of rules that governs user authentication, authentication protocol support, the
search order for user lookups, session authorization and provisioning. Access policies control how users
are permitted to use the network as well as how the authentication transaction is performed.

2.1.5.1 Configuration Steps

For this configuration step:

1) An access policy named Internal will be created with PAP support with a routing policy mapped
to the directory set named Internal created in section 2.1.3.

2) An authorization policy will be created for the group named Visitors which only permits access
Monday — Friday from 8:00AM - 5:00PM.

3) An authorization policy will be created for the group named Contractors with no restrictions.

Ignition Server

Access Policy
‘Internal’

Figure 2.1.5.1 — Access Policy
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1  Within the Ignition Dashboard select Configuration > Site Configuration > Access Policies.

Right click on RADIUS then click New Access Policy:

Administration  Help

@ Menitor %{ Troubleshoot

-2 Site )
& ide.avayalabs.local Access Policy Names

=2 site Configuration default-radius-user
B E> Access Policies Intermal
T
¥

w-1§ TACACSY
rjﬂ Authenticators
- 8 Directories
@l Provisioning
#-@ Guest Manager

A==

2  Setthe Access Policy Name to Internal then click OK.

Access Policy Marme:

l[ntern al I

=
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3 Inthe Access Policies window, right click on the new access policy then select Edit:

Administration  Help

Monitor %{ Troubleshoot

Current Site: Site 0

Configuration
=& Site 0
% ide. avayalabs.local
E}E Site Configuration

E| B Access Policies

Access Policies

Access Policy Narmes

default-radius-user

Internal
New Access Policy...
Rename...

Edit...

B Tacacse
jfﬁ‘ Authenticators

@l Provisioning

- & Guest Manager

New... | | Rename...| | Edit... | ‘ Delete

4  In the Authentication Policy window check NONE/PAP to enable PAP protocol support then
click Next:

Authentication Policy
& Authentication Palicy i Indicate which inner/outer protocels will be supported in this Access Policy

Identity Routing Palicy
Access Policy Summary

Authentication Protocols (Outer/Inner)

[+ PEAR

[] EAP-MSCHAP?

[] eap-6TC

[] Eap-TLS

= TTLS

|:| pap
L

»

B

~[] EAP-M3SCHAPY2

Certificate: |ide‘avaya\abs.local

Ciphers

TLS_DHE_D S5 WITH_3DES_EDE_CEC_SHA ]
TLS_RSA_WITH_3DES_EDE_CEC_SHA A
TLE REA_WITH_RC4 128_MDS =
TLS_RSA,_WITH_RC4_128_SHA
TLS_RSA_WITH_AES 128 CEC_SHA,

4] | Cancel |
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5 In the Identity Routing Policy window check the option Enable Default Directory. Set the

Under Directory Set value to Internal then click Next:

[dentity Routing Policy
V' Authentication Policy i You can setup authenticator container or realm-based rules for Directory Set
% Identity Routing Policy selection, or you can simply use the default Directory Set

Realm-Directory Set Mapping
Enable Default Directory Set
Directory Set: flnternal bt

Authenticator Container Realm Directory Set

Access Palicy Sumimary

=
z

| @ Back | | Cancel |

6 The Access Policy Summary window will be displayed. Check the option Edit Authorization

Policy When Wizard is Complete then click Finish:

Access Policy Summary

¥ Buthentication Policy i The Access Policy will be updated with the following settings.
v Identity Routing Policy
@ Access Policy Summary

Access Policy Name:  Internal

Authentication Policy

MOME: PAP

Identity Routing

Default Directory Set:  Internal

Authenticator Cantainer | Realm | Directory Set |

Edit Authorization Policy When Wizard is Complete)

|Back| g | Cancel |
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7 Inthe Edit Authorization Policy window click Add:

Rules Selected Rule Details
Marne Enabled Action
Rule Mame; Rule Enabled
| Constraint [y | awpsor
i
h 4
Action
TNC
NAP
Summary
=
If Mo Rules Apply
() Allow (%) Deny
Bravistanitg: Admin-fccess
[ ok [ cancel |
8 Set the Name to Visitors then click OK:
Marme:
I\fisitors I

R
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9 Set the Action to Allow then click New:

Rules Selected Rule Details
Marne Enabled Action
Rule Name: ‘V\s\tors | Rule Enabled
| Constraint [y | awpsor
i
h 4

Provisioning [Outbound Values)

Provision With All Qutbound Values
- Bdmin-Access =
(") Check Pasture A NAS-Prompt [
Session-Timeout
TNC = landil =
MAP lan50 —
lan il =4
Summary
—— IF THEN Allowr
‘ Add... ‘ ‘ Copy... ‘ |ﬂemove|
If Mo Rules Apply
() Allow (3) Deny
Bravistanitg: Admin-fccess
| ok || cancel |

10 In the Constraint Details window set the Attribute Category to Authenticator. Select the
attribute named Authenticator Type then set the value to Wireless. Click OK.

This will create an authorization rule that permits access if the authentication request
originates from a Wireless device:

Match The Following Rule:
Attribute Cateqore  fouthenticator ) Attribute: Authenticatar Type

[iata bype: integer

Authenticatar

Authenticator Container
Authenticator Device Ternplate Equal To -
Authenticator Device Template Mame

Description: Purpose label for subfauthenticator in Ignition

(5] Static Value () Dynamic Value of Attribute

Sub Authenticator
Sub Authenticatar Mame IWireIess vl

Wendor
Wendor Marme

| Cancel.|
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11 Click New to create an additional rule. In the Constraint Details window set the Attribute
Category to User. Select the attribute named group-member then set the match condition to
Exactly Matches. Click Add then select the group named Visitors. Click OK:

This will create an authorization rule that permits access if the authenticating user is a
member of the Visitors group:

Match The Following Rule:

Attribute Cateqony: | | Attribute: group-rnernber
Data type: integer

iﬁ::::::z:::z: g:::z: Marme Description: User's group membership {internal store)
Authentication Service Type
Lookup Service

Lookup Service Mame

Lookup Service Type (5) Static Value () Dynamic Value of Attribute
account-locked

ernail-address M
enable-rnax-retries
enable-password-expiration
enable-start-time

ast-name

max-retries
netwark-usage Add...
office-location
passwiatd-expiration
role

start-tirme

IC

IExactIy latches 'I

Ul

| Cancel |

12 Click New to create an additional rule. In the Constraint Details window set the Attribute
Category to System. Select the attribute named Time then set the match condition to
Between. Select the start time value 08:00:00 and the end time value 17:00:00. Set the
appropriate timezone then click OK.

This will create an authorization rule that permits access if the authentication request is
received between 08:00AM > 05:00PM:

Match The Following Rule:

Attribute Cateqorg: lSystem :I Atribute: Time
Data type: time

Date Description: CurrentIgnition Server time

Date and Time — 4

—]

TUE .

Mifeekday (2) Static Value
J0s:00:00 IGB and || 17:00:00 IGB
IAmericafNew_Vork "I

| Cancel |
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13 Click New to create an additional rule. In the Constraint Details window set the Attribute
Category to System. Select the attribute named Weekday then set the match condition to

Week Day is Between. Select the start time day Monday and the end day Friday. Set the
appropriate timezone then click OK.

This will create an authorization rule that permits access if the authentication request is
received on Monday - Friday:

Match The Following Rule:

Attribute Cateqony: Attribute: Weekday

Data type: date

Date Description: Meekday of Ignition Serser

Date and Time [Pl ety

False \eek Day is Between |

Tirme
IMonday 'I and IFriday 'I
IAmericafNew_\“ork 'I

| Cancel |

14 In the Edit Authorization Policy window click Add to create a new Authorization Policy:
Selected Rule Details
Enabled
Rule Name: ‘V\s\tors | Rule Enabled
] Constraint [y [ awpsor
f{{ ¥ AuthenticatorAuthenticator Type = Wireless - AND ™ r |
- User.group-member exactly matches [Visitars] T AND * ==
T Systern.Time between §:00 AW and 5:00 P - AND T
¥ Week day is between Monday and Friday )T A
rFs
v
Action Pro¥isioning [(Qutbound Values)
(2 Allow Provision With All Qutbound Values
- ey Bdmmin-Access =
() Check Posture a MAS-Prampt I
Session-Timeout
TNC = landll =
MAP lan50 =
lanTil
Summary
IF ( ( Authenticator.Authenticator Type = Wireless AND
I Adds I‘ Soniss ‘ |Bemove| User.group-member exactly matches [Visitors] ) AND
If Mo Rules Apply System.Time between 8:00 AM and 5:00 PM AND
~ ~ Week day is between Monday and Friday ) THEN Allows
() Allow (=) Deny
Pravisianimgs Admin-fccess
|E‘ | Cancel |
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15 Set the Name to Contractors then click OK:

Marme:

ICDntractors I

o< ]| cance |

16 Set the Action to Allow then click New:

Rules Selected Rule Details
Mame ‘ Enabled | Action |
&”DW Rulle Name: | Contractors | [ Rule Enabled
| Constraint [y | awpsor
Lad
v
Provisioning [Qutbound Yalues)
Provision With All Qutbound Values
:] ] Bdrmin-Access =
(") Check Posture A . |NAS-Prompt E
Session-Timeout
ThE - L ulendo I
MAP lan50 —
lan 70l 3
Summary
= . IF THEN Allows
‘ Add... ‘ ‘ Copy.. ‘ |Eemwe|
If Mo Rules Apply
() Allow () Deny
Bravisioring: Admin-Access
| ok || cancel |
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17 In the Constraint Details window set the Attribute Category to Authenticator. Select the
attribute named Authenticator Type then set the value to Wireless. Click OK.

This will create an authorization rule that permits access if the authentication request
originates from a Wireless device:

Match The Following Rule:

Attribute Cateqory:  fSuthenticator ¥ Attribute: Authenticator Type

Diata bype: integer

Authenticator

Athenticator Container Description: Purpose label for sub/authenticator in Ignition
Authenticator Device Termplate Equal To -

Authenticator Device Ternplate Name

i} &t P -

tor Type (%) Static Value () Dynamic Value of Attribute
ub Authenticator
Sub Authenticator Marme IWireIess vl
Wendor

Wendor Mame

| Cancell|

18 Click New to create an additional rule. In the Constraint Details window set the Attribute
Category to User. Select the attribute named group-member then set the match condition to
Exactly Matches. Click Add then select the group named Contractors. Click OK:

This will create an authorization rule that permits access if the authenticating user is a
member of the Contractors group:

Match The Following Rule:

Attribute Cateqorye: fUser - Attribute: qroup-member
Drata bype: integer
Authentication Service |~ L \ _—
ALthentication Service Marme Description: User's group membership {internal store)
Authentication Service Type IExactIy Fatches 'I
Lookup Service
Lookup Service Marme - ___
Lookup Service Type (2] Static Value (_) Dynamic Value of Attribute
account-locked
ernail-address | gntractaors

enable-rmax-retries
enable-password-expiration
enable-start-time

ast-namme

rrax-retries
netiark-usage
office-location
password-expiration
role

start-time =

| CanceI||
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19 Click OK:

Rules Selected Rule Details
| Mame ‘ Enabled | Action |
%é‘;gx_ Rule Name: ‘Cuntracturs | Rule Enabled
| Constraint [ [ awosor
(™ AuthenticatorAuthenticator Type = Wireless - AMD T |V|
- User.group-member exactly matches [Contractors] T - —

2
h 4
Action Provisioning [Qutbound Values)
-._:J Allow Provision With All Qutbound Values
-.:J Deny Bdmin-ficcess -
(") Check Posture A . NAS-Prompt E
Session-Tirmeout
TNC = > landi |
MAP lan50 =
lan il

Summary

IF ( Authenticator. Authenticator Type = Wireless  AND

‘&‘ ‘Qui‘ |@| User.group-member exactly matches [Contractors] ) THen Allow

If Mo Rules Apply

() Allow (%) Deny

Bravistanitg: Admin-fccess

| Caneel |

20 The Ignition Server will now have an authorization policy that supports PAP authentication

using the Internal Store with the following authorization rules:

Access Policy: Internal

Authentication Policy

The following protocols are active:

Outer Protocel | Inner Protocol

NONE PAP

Certificate
ide.avayalabs local

Identity Routing
Default Directory Set Internal

Authorization Policy

Rule Name Rule Summary

IF ( ( Authenticator.Authenticator Type = Wireless AND
User.group-member exactly matches [Visitors] ) AND

Visitors h -
System.Time between 8:00 AM and 5:00 PM AND
Week day is between Monday and Friday ) THEN Allow
IF ( Authenticator. Authenticator Type = Wireless AND
Contractors

User_group-member exactly matches [Contractors] ) THEN Allow

If No Rules Apply: Deny
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2.1.6 Authenticators

Each network infrastructure device that uses the Ignition Server as a RADIUS server must be defined as
an authenticator (i.e. RADIUS client). Each entry can be defined to support a single device (host IP
address) or a group of devices (IP subnet & mask) and must include a RADIUS shared secret. In addition
an access policy must also be assigned so that the Ignition Server knows how to process authentication
requests originating from the device.

The authenticator entry also defines the device vendor and type which determines the RADIUS check
and return attributes supported by the device.

2.1.6.1 Configuration Steps
For this configuration step an authenticator will be defined for the WC 8180 Wireless Controller with the
following parameters defined:

1) The Name set to wc8180-1.avayalabs.local which is the hostname assigned to the WC 8180.

2) The IP Address set to 192.168.10.30 which is the host IP address assigned to the WC 8180.

3) The RADIUS Shared Secret set to avayalabs which matches the RADIUS shared secret
assigned to the WC 8180.

4) The Access Policy is mapped to the Access Policy named Internal created in section 2.1.5.

Ignition Server

Access Policy Authenticator

‘Internal’ ‘WC g120°

Figure 2.1.6.1 — Access Policy
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1 Within the Ignition Dashboard select Configuration > Site Configuration > Authenticators >
Default. Right click on Default then select New:

Administration  Help
@ Monitor %{ Troubleshoot

el

& ide.avayalabs.local

EE‘ Site Configuration [ Include descendants of selected container
-&Access Policies Marme IP Address Bundle Enabled RADIUS | MAC Auth| TACACS+ ‘ Container
E@ Authenticators
TE default

: - &) Directories
EI Provisioning
[ & Guest Manager
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2 Enter the Name and IP Address of the WC8180 Wireless Controller then set the Authenticator

Type to Wireless. Set the RADIUS Shared Secret to avayalabs then select the Access Policy
named Internal. Click OK:

MName: IwcSlSO.avayalabs.com I Enable Authenticator
IP Address: J102.162.10.30 | [ Bundle
Container: default
Authenticator Type:
Wendor: Default |'| Device Template: |generic-default =
TACACS+ Settings
RADIUS Shared Secret: essssssse | show|
Enable RADIUS Access
Access Policy: IInternaI 'I

["] Enable MAC Auth

foccess Policy: default-radius-device

e [

3 The WCB8180 has now been added as an authenticator and can now forward RADIUS access
requests to the Ignition Server which will be authenticated against the Internal Store:

Authenticator Summary m

[ ]Include descendants of selected container

baas T P PR N 7 S
wecB180,2vayalabs,.com 192.16%.10.30

o LY default
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2.1.7 Guest Manager

The Ignition Guest Manager Server provides a HTTP/HTTPS portal interface that allows provisioning
users (sponsors) to provision temporary accounts for guest users. The Ignition Guest Manager
communicates with the Ignition Server using SOAP over HTTPS.

The Guest Manager Server uses RADIUS to authenticate sponsor user’'s accounts against the Ignition
Server. The provisioning account can be stored locally on the Ignition Server or centrally in LDAP or
Active Directory user store.

Each provisioner user account maps to one or more provisioning groups that defines the guest user
template and options each provisioner can create.

2.1.7.1 SOAP Service

Guest user and internal provisioner accounts are created by the Ignition Guest Manager on the Ignition
Server over a SOAP interface. All communications over the SOAP interface are secured using TLS. For
the Ignition Guest Manager Server to communicate with the Ignition Server the SOAP interface must be
enabled on the Ignition Server and a SOAP username & password defined.

2.1.7.1.1 Configuration Steps

For this configuration step the SOAP service will be enabled on the Ignition Server with the following
parameters defined:

1) The SOAP Username set to soapuser.
2) The SOAP Password set to avayalabs.
3) The SOAP Service set to Enabled.

4) The Bound interface will be set to the Admin Port.

Ignition Server Guest Manager Server

il

S0AP Service smmd  SOAP Client

Figure 2.1.7.1.1 — SOAP Service
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Within the Ignition Dashboard select Configuration > Site-Name > Services > SOAP. Click Edit:

Administration  Help

@ Menitor %{ Troubleshoot

Configuration
=& Site

& ide. avayalabs.local

E}E Site Configuration

Current Site: Site 0

Sites

: Mame: Site Dl
@B Access Policies
i Licenses r Certificates I/ Legging I/Scheduled Backups |
) Directories
& Provisioning RADIUS | TACACS+

o8 & Guest Manager

SOAP Service: Disabled

SOAP Usernarne:
Bound interface:
Port:

Seszion Timeout (secands):

S0AP Certificate: default_soap_cert | Modify... |

Check the option Enable SOAP Service. Set the SOAP Username to soapuser and the SOAP
Password to avayalabs. Select the Bound interface named Admin Port then click OK:

Enable SOAP Service

S0AP Username: Jsoapuser |
SOAP Passward: | T | | Show
Bound interface: J2:dmin Part |
Part: [143 |

Session Timeout {(seconds): |1800 |

[ o
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2.1.7.2 Internal Provisioners

Internal provisioners authenticate to the Ignition Server using RADIUS and there accounts are stored
locally on the Ignition Server. When an internal provisioner attempts to access the Ignition Guest
Manager, the Ignition Guest Manager verifies the provisioner's credentials on the ignition server using
RADIUS.

Each internal provisioner can be assigned to one or more provisioning groups which in-turn assigns guest
users to an internal group on the Ignition Server. When the internal provisioner account is created on the
Ignition server, the internal account includes the provisioning group names that the provisioners account
has been assigned.

2.1.7.2.1 Configuration Steps

For this configuration step a Guest Manager Server Entry will be created for the Guest Manager server
with the following parameters defined:

1) The Name set to w3kserver-guest.avayalabs.local which is the hostname assigned to the
Ignition Guest Manager server.

2) The IP Address set to 192.168.10.55 which is the host IP address assigned to the Ignition Guest
Manager server.

3) The RADIUS Shared Secret set to avayalabs which matches the RADIUS shared secret defined
on the Ignition Guest Manager server.

4) The Provisioner Access Policy set to Internal Provisioners Only which authenticates provisioner
accounts locally on the Ignition Server.

Ignition Server

Guest Manager Access Policy

Server

‘wikserver-guest® Irternal

Figure 2.1.7.2.1 — Guest Manager Server
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Within the Ignition Dashboard select Configuration > Site Configuration > Guest Manager >
Guest Manager Servers. Right click on Guest Manager Servers then select New:

Administration  Help

Monitor %{ Troubleshoot

anfigurat e e e 0
=& Site D
% ide.avayalabs.local
E}E‘ Site Configuration
: Access Policies
& Authenticators
: &) Directories
-8l Provisioning
S @ Guest Manager

=§ Guest Ma
ﬂ& Provisinnm

Serser Marne IP Address Access Policy

Enter the Name and IP Address for your Ignition Guest Manager server then set the RADIUS

Shared Secret to avayalabs. Set the Provisioner Access Policy to Internal Provisioners Only
then click OK:

Marne: Iw3ksarvar-guest‘avayalabs.(um I
1P Address: I192.168.10‘55 I
RADIUS Shared Secreti  fsessssnes | [show
Provisioner Access Policys IImtemaI Provisioners Only 'I

| Saacl |
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3 A Guest Manager Server entry to support internal provisioners has now been created:

Guest Manager Server Summary

weikserver-quest.avayalabs.com 192,168.10.55 Internal Provisioners Only
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2.1.7.3 External Provisioners (Optional)

External provisioners authenticate to the Ignition Server using RADIUS and there accounts are stored on
an external user directory such as Active Directory or LDAP. When an external provisioner attempts to
access the Ignition Guest Manager, the Ignition Guest Manager verifies the credentials on the Ignition
Server using RADIUS which is verified against the external user directory.

Each external provisioner can be assigned to one or more provisioning groups which in-turn assigns
guest users to an internal group on the Ignition Server. External provisioners are mapped to provisioning
groups using provisioning access policies and virtual groups defined on the Ignition Server.

lgnition Server lgnition Server

I . I

:.' | avayalabs.local

[ ] Bumin Internal
User Store

Guest Manager
Server
Wikserver-guest’

Doamain Users Directory Set
'Provisioners’

Virtual Groups Directory Service
‘Domain Users’ ‘Active Directory’

Figure 2.1.7.3 — External Provisioners

2.1.7.3.1 Directory Services

When external provisioning accounts are required, the directory store where provisioning user the
accounts are located needs to be defined as a directory service on the on the Ignition Server. The
directory service is then tied to a directory set so that the Ignition Server knows where to locate the
provisioning users when they attempt to authenticate to the Ignition Guest Manager server.

2.1.7.3.1.1 Configuration Steps

For this configuration step a Microsoft Windows Server 2003 Domain Controller will be added to the
Directory Services on the Ignition Server with the following parameters defined:
1) The Name will be set to Active Directory to match the directory type.

2) The Service Account Name will be set to ide which is a user account for the Ignition Server
defined in Active Directory.

3) The Service Account Password will be set to avayalabs which matches password for the ide
user account predefined in Active Directory.

4) The NetBIOS Domain will be set to AVAYALABS which matches the NetBIOS domain name for
the Active Directory Domain.
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5) The AD Domain Name will be set to avayalabs.local which matches the Active Directory
Domain name.

6) The Directory Root DN will be set to the default value DC=avayalabs,DC=local.
7) The User Root DN will be set to the default value DC=avayalabs,DC=local.

8) The Primary Server IP Address will be set to 192.168.10.50 which is the host IP address
assigned to Microsoft Windows Server 2003 Domain Controller.

9) The Port will be set to the default value 389.

10) The NETBIOS Server Name will be set to W3KSERVER-DC1 which matches the NetBIOS name
assigned to the Microsoft Windows Server 2003 Domain Controller.

Within the Ignition Dashboard select Configuration > Directories > Directory Services. Right

click on Directory Services then select New:

Administration  Help

Monitor %{ Troubleshoot
0 q atio E E e 0
-2 Site 0 Directo
% ide avayalabs.local
; i ’ Marne Ditectory Type
= E Site Configuration VInternal User Store

Internal Database
- B Access Policies

'@‘ Authenticators
=& Directories
[:: Directory Sets
B Directory .
Q Internal &

§ B Virual Ma Directory Service Status
EI Provisioni Directory Service Debugger
E-@ Guest Manager

@ Guest Manager Serw
: ﬂ& Provisioner Access P

1 e »
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2 Inthe Choose Service Type window select Active Directory then click Next:

Choose Service Type

Q Choose Service Type i Please select the type of service to create.
Service Confiquration Options
Confiqure &ctive Directory
Configure Generic LDAP
Confiqure Token Service AT
Configure Kerberos Service _ Generic LDAP
Confiqure RSA Senvice

() Kerberos Service
_) Novell eDirectory
() Oracle Internet Directory
() RSA Service
() Sun Directory Server

(") Token Service

4 b | Mext ‘ Cancel ‘

3 Inthe Service Configuration Options window select Automatically Configure then click Next:

Service Configuration Options

v Chaose Service Type i Which option would you like to configure Active Directory?

Q Service Confiquration Options
Confiqure &ctive Directory
Confiqure Generic LDAP
Confiqure Token Service
Confiqure Kerberos Service
Confiqure RSA Service

anually configure

‘ 4 Back‘l b | Ne)d:l ‘ Cancel ‘

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 41



AVAYA

4 In the Connect To Active Directory window enter the AD Domain Name, Service Account Name

and Password. Click Next:

Connect To Active Directory

¥ Choose Service Type j FPleaseprovide the following information needed to connect to the active directory.

v Service Confiquration Options

@ Connect To Active Directory
Carnect To Active Directary
Confiqure Sctive Directony
Created Active Directory Suramary

AD Domain Name: avayalabs.local

Service Account Mame: ide

Service Sccount Password: Jessesssee

/f,  Make sure the appliance has been configured with a DNS server.

|<1,Ba:k‘>, Nextl | cancel |

To communicate with Active Directory DNS must be enabled and configured on the Ignition
Server.

In this example an Active Directory account called ide with the password avayalabs has been
pre-defined in Active Directory and is a member of the Domain Users group. Account options
have also been set to lock the account password so that it does not change.

®
®

ide Properties | 7| x| ide Properties [ 2]
Remate control I Terminal Services Prafile I COk+ Femote control I Teminal Services Profile I COM+
tdember Of I Dial-in I E revironment I Sessions General | Address I Account I Profile I Telephones I Organization
General I Address  Account | Prafile I Telephones I Orgarization tdember OFf | Diakin I Envirohmert I Session:
User logon name: Member of:
Iide I@ava_ualahs local ;l Active Directory Folder
X Domain Adming avayalabs local/Users
User lagon name (pre-Windows 2000} Domain Uzers avayalabs localUsers
JavavaLABSy Jide |
Logon Hours... LogOnTo.. |
I™ | Bzcount s locked out
Account options:
™ User must change password at nest logon -
¥ User cannot change password
¥ Password never expires Add.. | Remaove |
[ Store password using reversible encryption -
Acount expires Frimary group: Domain Users
% Never Set Primary Group | There iz no need ta change Primary group unless
 Endof I Sund ] 09,2011 j = you have Macintash clients ar POS1<-compliant
End ol unday . January 09, applications.

ok | caeel | e | oK | Cancel Sl
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5 Inthe Connect to Active Directory window select the Security Protocols type Simple then

enter the IP address of the Active Directory Domain Controller. Click Next:

Connect To Active Directory
¥ Choose Service Type j Mol addresses were found in the specified domain.
o Seit Carer e G Please provide the following informaticn needed to connect to the Active Directory.
v Connect To Active Directory
& G t To Active Direct
5 Come ToladnDiasy Service Account Name: ide ‘
Confiqure Sctive Directony
Created Active Directary Summary Service Account Passward: |eeessssee ‘
Security Protocal: Simple -
IP Address: 1192.168.10.50
Port: 389
| (4] Back [§[*] Next | cancel |

6 In the Configure Active Directory Window set the Name to Active Directory. Click the icon next

to the NETBIOS Server Name field to resolve the NETBIOS server name. Verify the Active
Directory configuration by selecting Test Configuration:

Configure Active Directory

o s SR T j Successfully joined the domain.
v Service Confiquration Options Please provide the required information needed to configure the active directory.
v Connect To Active Directary )
V' Connect To Active Directory Sy
&) Canfiqure Active Directory
I 8 |Active Direct
Created Active Directory Summary e e ey I
Security Protacal: | Simple -

Joined Domain As

MetBIOS Domain: AVAVALABS (@
AD Darnain Mame: avayalabs.local |8|
Service Account Name: ide ||
Service Account Passward: (@
Primary Server Secondary Server

IP Address: 192.168.10.50 (@) 1P Address: ]
Part: s (@ Port:
NETBIOS Server Mame: | W3KSERVER-DCL NETBIOS Server Mame: E||£|

Test Configuration

DNC
Directary Root DN: |DC= avayalabs, DC=local | [ Browse...
User Root DN: |DC=avayelabs DC=local || Browse...|
Netlogan Accaunt Reat DN | || Browse.. |

[] Accept all users in the forest

| 4] Back “ [ Next—l | Cancel ‘
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7 If the Active Directory configuration is correct and the test successful, the following dialog

message will be displayed. Click OK then Next:

Test Results:
% Server[192,16810,50:389]; Success

8 A summary of the Active Directory configuration will be displayed

. Click Finish:

Created Active Directory Summary
W Choose Service Type : The Active Directory has been successfully created.
o St Cae e G The details of the created Active Directory are shown below.

v Connect To &ctive Directory

v Connect To Active Directary

v Configure Active Directory MHame: Active Directory
v Created Active Directory Surnmary Service Type: Active Directory
Use S5L: Mo
MetBIOS Dormain: AVAYALABS
AD Dormain Mame: avayalabs.local
Service Account Narme: ide
User Root DN: DC=avayalabs,DC =local
Directory Root DM: DC=avayalabs,DC=local

Metlogan Account Raot DN:
Accept all users in the forest Mo

Primary Server Secondary Server
IP Address: 192.168.10.50 IP Address:
Port: 389 Port:

389

9 An Active Directory service has now been added to the Ignition Server:

Directory Services

Marmne Directory Type

sz Jutenil Databisce

ctive Directory Active Directory
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2.1.7.3.2 Directory Sets

A directory set is required to tell the Ignition Server where to locate the provisioner user accounts and
how to authenticate them. When a provisioning user attempts to authenticate, a RADIUS authentication
request will be generated by the Ignition Guest Manager to the Ignition Server. The Ignition Server will
use a provisioner access policy to determine which directory set to use to locate and authenticate the
provisioning user accounts.

2.1.7.3.2.1 Configuration Steps

For this configuration step a Directory Set will be created with the following parameters defined:
1) The Name will be set to Provisioners to match the directory type.
2) A directory set for external provisioners will be defined that:
a. Assigns the User Lookup Service to the directory service named Active Directory.
b. Assigns the Authentication Service to the directory service named Active Directory.
3) A directory set for internal provisioners will be defined that:
a. Assigns the User Lookup Service to the directory service named Internet User Store.

b. Assigns the Authentication Service to the directory service named Internet User Store.

Within the Ignition Dashboard select Configuration > Site Configuration > Directories >

Directory Sets. Right click on Directory Sets then select New:

Administration  Help

Moniter % Troubleshoot

-2 Site 0 Directa
& ide.avayalabs.local Narme
E}E‘ Site Configuration default set

&L Access Policies Iriternal
-4 Authenticators
&/ Directories
E‘"@ Directo
: Inite|
@ default set
ﬁ Directory Services
28 Q Internal Store
427 Wirual Mapping
&5 Provisioning
& @ Guest Manager

Fl T >
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2 Inthe Directory Set window enter the name Provisioners then click Add:

Name:lPrleslUners I
Directory Set Entries
User Laaokup Authentication Fallthraugh if Fallthraugh if Fallthraugh if
Service Service Unable to Connect User Not Found Authentication Failed
i
v
Add...

3 Inthe Directory Set Entry window set the Lookup Service and Authentication Services to
Active Directory. Click OK:

i Please select a directory service and an authentication server for the directory set entry.

User Lookup Service: Active Directory
Authentication Service: RActive Directory ¥

el

4  Click Add. In the Directory Set Entry window set the Lookup Service and Authentication

Services to Internal User Store. Click OK:

i Please select a directory service and an authentication server for the directory set entry.

User Lookup Service: Internal User Store |
Authentication Service: flnternal User Store |

el
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5 A Directory Set named Provisioners with two directory service entries has now been created.

Click OK:

Marme: ‘PFUVISIUHEFS

Directory Set Entries

User Lookup Authentication Fallthrough if Fallthraugh if Fallthraugh if

Active Directony Active Directory ]
Internal User Store Internal User Store ]

| Gncd |

The previous example demonstrates how to create a directory set that supports both internal
and external provisioners. If support for internal provisioners accounts is not required, the
second directory set entry does not need to be defined.

2.1.7.3.3 Virtual Groups

The provisioning templates available to each provisioner is determined using a provisioner access policy
and is based on group membership. When external provisioning accounts are used, the Ignition Server
has to be able to associate the external user to a group so that authorization can be performed and
permissions applied.

Virtual groups provide a mechanism that allows the Ignition Server to map external groups stored in
Active Directory or LDAP to a virtual group within the Ignition Server. An authorization policy can then
reference the virtual group to determine if the user is authorized to access the system and then assign the
appropriate template access.

2.1.7.3.3.1 Configuration Steps

For this configuration step a Virtual Group called Domain Users will be created that maps to the Active
Directory group called Domain Users. This will permit all Active Directory users to be able to access the
Ignition Guest Manager Server and provision guest user accounts:
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1 Within the Ignition Dashboard select Configuration > Site Configuration > Directories > Virtual

Mapping > Virtual Groups. Select Actions > Add A New Virtual Group:

Administration  Help

@ Monitor % Troubleshoot

Current Site: Site 0

Virtual Groups I Yirtual Group Details

Add A New Virtual Group...

i & ide.avayalabs local

E}E‘ Site Configuration

i Bl Access Policies

A Authenticators

IZ—}-E Directories

B @ Directary Sets Directory Service Graup DN

[ m Directory Services Internal User Stare Wisitors

1) Tntenal Stare

=457 Wirtual Mapping
>$ Wirtual Groups

H User Wirtual Attri

@ Device Wirtual At

-8 Provisioning

B @ Guest Manager

Rename Virtual Group...

Cantractors
Delete Virtual Group

| Add... |

2 Set the Virtual Group Name to Domain Users then click OK:

Wirtual Group Name:lDomain Users I

=
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3 A \Virtual Group named Domain Users has now been created. Click Add to map the Virtual
Group to the Active Directory Domain Users group:

Administration  Help

@ Menitor %{ Troubleshoot

onfiguratio e c e 0

=T Site 0 v=—— pr—  Croun De
& ide.avayalabs.local Marne .
E}E‘ Site Configuration \fisitars Mame: Dornain Users
- [ Access Policies Contractors
[}-'fﬁ‘ Authenticators | Dornain Users by @
=3 B Directories
@ Directory Sets Directory Service Group DN
0@ Directory Services
Q Internal Stare
112 irtual Mapping

; $ Wirtual Groups
H User Virtual Attri
B @ Device Virtual A
-3l Provisioning
E-d Guest Manager

Add...

4 In the Map Groups window select the Directory Service named Active Directory. Browse the
tree then select the Active Directory group named Domain Users. Click OK:

Directory Semce:IActive Directory 'I

=] & DC=avayalabs
B& CH=Users

- & CH=TelnetClients

& CN=RAS and IS Servers

& CH=Group Policy Creator Owners
- & CH=HelpServicesGroup
-gffi CH=Cert Publishers
- & CH=Schema Admins
LTS P

- & CH=Enterprise &dmins
& CH=DHCP Adrministrators
& CN=DHCP Users

- & CH=Dormain Contrallers

gl CN=Dnstidmins

- & CHN=Domain Computers
& CH=Daomain Guests L]

= & CH=Domain Admins

g CN=CERTSYC_DCOM_ACCESS [+

‘ gnce. |
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5 A\Virtual Group and Active Directory group mapping has now been created:

Yirtual Group Details

Mame: Damain Users

Mapped Groups

Directory Service | Group DY
Active Directory CM=Darmain Users, Chl=Users DC=avayalahs,...

2.1.7.3.4 Provisioner Access Policy

External provisioner users are authenticated and authorized using provisioner access policies. Each
provisioner access policy determines the directory set to use to authenticate users against as well as
authorization rules that determine the provisioning groups available to authorized users based on virtual
group membership.

2.1.7.3.4.1 Configuration Steps

For this configuration step a Provisioner Access Policy will be created with the following parameters:
1) The Name will be set to Provisioners.

2) The Find Provisioners Using Directory Set value will be set to the directory set named
Provisioners.

3) A simple authorization rule will be created with the following parameters:
a. The Rule Name set to Domain Users.
b. The If Member of Virtual Group value set to the virtual group called Domain Users.

c. The internal groups called Contractors and Visitors will be added to the Grant Access
to Provisioning Groups list.
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Within the Ignition Dashboard select Configuration > Site Configuration > Guest Manager >

Provisioner Access Policy. Right click on Provisioner Access Policy then select New:

Administration  Help

Meoniter % Troubleshoot

el
% ide.avayalabs.local
E}E‘ Site Configuration

ccess policies you create here a o external provisioners -- that is, provisioners stored in your or AD store. Access policies

A pol ¥ ite h pply OMLY to external p that is, p tored in your LDAP or AD store, & pal

. . you create here DO NOT apply to provisioners stored in the Ignition internal store. For an internally stored provisioner, privileges depend soleky
%ﬁc::ss :_'OII:Ies on his or her provisioning group membership.

[+ uthenticators

& &) Directories

@ Directory Sets

0@ Directory Services

Q Internal Store

H -5 Virtual Mapping

ﬂ Provisioning

@ Guest Manager
@GuestManagerSeN

MName

Directory Set Rule(s)

Policy Type

Set the Name to Provisioners then select the directory set named Provisioners. Set the Policy
Type to Simple then click OK:

Mame:

IProvisioners

Fird Provizsioners Using Directory Set: IPrwisioners

Palicy Type: ISimpIe

ol
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3 Click New to create a new access rule:

Marne: |Provisioners |

Find Prowvisioners Using Directory Set |Pr0visi0ners '|

Reminder: This policy does not apphy to Internal Provisioners

Provisioner Rules - Specify Provisioning Based on Yirtual Group Membership

|Qancel.|
4 Set the Rule Name to Domain Users then click OK:
Rule Mame:
IDomain Users I

e

5 Set the If Member of Virtual Group value to Domain Users. Assign the Visitors and Contractors

groups then click OK:

Marne: |Pr0\risi0ner5 |

Find Pravisioners Using Directary Set: |Provisioners '|

Reminder: This palicy does not apply ta Internal Provisianers

Provisioner Rules - Specify Provisioning Based on Virtual Group Membership

Rule Mame: | Domain Users |

If Member of Wirtual Group IDDmain Users 'I

Grant Access to Provisioning Groups All Provisioning Groups

= -

(ol

| New| | Delate|
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6 A Provisioner Access Policy and rule for has now been created on the Ignition Server:

Provisioner Access Policies

Access policies you create here apply ONLY to external provisioners -- that is, provisioners stored in your LDAP or AD store, Access policies
wou create here DO NOT apply to provisioners stored in the Ignition internal stare, For an internally stored provisioner, privileges depend solely
on his or her provisioning group membership,

| Dicacionisa: \ Buleia | PRV |

Provisioners Provisioners Diornain Users Simple

2.1.7.3.5 Guest Manager Server

External provisioners authenticate to the Ignition Server using RADIUS and there accounts are stored
externally to the Ignition Server. When an external provisioner attempts to access the Ignition Guest
Manager server, the Ignition Guest Manager verifies the provisioner’s credentials on the ignition server
using RADIUS.

The Ignition Server determines which external user to directory to authenticate the provisioners session
against using the directory set specified in the provisioner access policy. Once authenticated the
provisioners session is authorized using authorization rules assigned to the provisioner access policy.

2.1.7.3.5.1 Configuration Steps
For this configuration step a Guest Manager Server Entry will be created for the Guest Manager server
with the following parameters defined:

1) The Name set to w3kserver-guest.avayalabs.local which is the hostname assigned to the
Ignition Guest Manager server.

2) The IP Address set to 192.168.10.55 which is the host IP address assigned to the Ignition Guest
Manager server.

3) The RADIUS Shared Secret set to avayalabs which matches the RADIUS shared secret defined
on the Ignition Guest Manager server.

4) The Provisioner Access Policy set to Provisioners which tells the Ignition Server to authenticate
provisioner accounts externally against Active Directory.
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1 Within the Ignition Dashboard select Configuration > Site Configuration > Guest Manager >

Guest Manager Servers. Right click on Guest Manager Servers then select New:

Administration  Help

Monitor %{ Troubleshoot

=& Site D
% ide.avayalabs.local
E}E‘ Site Configuration
: Access Policies
: ' Authenticators
& Directories
-8l Provisioning
S @ Guest Manager

=§ Guest Ma
ﬂ& Provisinnm

Serser Marne IP Address Access Policy

Enter the Name and IP Address for the Ignition Guest Manager server then set the RADIUS
Shared Secret to avayalabs. Set the Provisioner Access Policy to Provisioners Only then click

OK:
Mame: MBksErvEr-guest‘avayalabs.luca\
1P Address: I192‘168.10‘55 I
RADIUS Shared Secreti  fsessssnes | [show
Provisioner Access Policys Ivaisiomers 'I

=
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3 A Guest Manager Server entry that supports both internal and external provisioners has now

been created:

& 1pAddre Saseiz Polic

'k server-guestavayalabs.local 192.168.10.55 Provisioners

Internal provisioners will still be able to authenticate and access the Ignition Guest Manager
server once support for external provisioners has been enabled.
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2.2 Ignition Guest Manager

The following sections outline the configuration steps required to configure the Avaya Ignition Guest
Manager Server to support Guest Access:

2.2.1 Ignition Guest Manager Login

Using a supported web browser connect to the administrative portal on the Ignition Guest
Manager server:

e HTTP URL Example: http://<guest-manager-ip-address>:8080/GuestManager/Admin
e HTTPS URL Example: https://<guest-manager-ip-address>:8080/GuestManager/Admin

File Edit View History Bookmarks Tools Help
@ - 72y | A\ | nttp://192.168.10.55:8080/GuestManager/admin/ i |

|| Getting Started

Enter the administrative User ID and Password then click Login:

AvAyA

Identity Engines Ignition Guest Manager

Copyright 2010
Avaya Corporation and its licensers.
All rights reservead

Ignition Guest Manager

Password: I sssssssnss I I Login I

@ The default username and password for the Ignition Guest Manager is admin / admin.
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2.2.2 Basic Administration

By default the administrative username and password is set to admin / admin. For security purposes it is
recommended that you change the default password.

To change the default password on the Ignition Guest Manager Server:

1 Within the Ignition Guest Manager select Administration > Account. Click Change:

AVAYA Jrition Guest Manages | Sz siio

Expand All Collapse All

Administrator Account
Provisioning Groups

- @ Provisioners Administrator User Name: admin

- _ Self-Service Administrator Password| Change
" Guest Users Administrator Timeout {(min.): 30 (1-60)
- |3 Devices
ElZ Administration
Preferences

25 connection

« Appliance

_|RADIUS

: Certificate

EZ notification

- [ E-mail

L SMS Gateways
Logs

- & Who's On

-~ _| User's Guide

2 Enter the Current Password then in the New Password and Confirm Password fields enter and

confirm the New Password. Click Submit:

Administrator Account

Administrator User Name: admin

Administrator P d: Cancel
—

Current Password:] sesss

New Password:] sesssssses

Confirm Password:y] ssssssssss

Administrator Timeout (min.): 30 (1-60)

| swmit | [ Rest |

3 The admin password will now be changed:

Successful Account Update

Administrator User Name: admin
Administrator P d:
Administrator Timeout (min.): 30
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2.2.3 Connections

The Ignition Guest Manager Server must be connected to the Ignition Server using the SOAP service. In
addition to authenticate internal and external provisioners the RADIUS shared secret must be defined.

2.2.3.1 Configuration Steps

For this configuration step the Ignition Guest Manager Server will be connected to the Ignition Server
using the SOAP service:

1) The IP Address will be set to 192.168.10.52 which is the host IP address assigned to the Admin
Port on the Ignition Server.

2) The Username will be set to soapuser which was defined on the Ignition Server in section
2.1.7.1.

3) The Password will be set to avayalabs which was defined on the Ignition Server in section
2.1.7.1.

4) The Shared Secret will be set to avayalabs which was defined on the Ignition Server in section
21.7.2&21.7.3.

Within the Ignition Guest Manager select Administration > Connection > Appliance. Enter the

Ignition Server IP Address then set the SOAP User Name to soapuser and the SOAP Password
to avayalabs. Click Connect:

AVAYA S ——

Expand All Collapse All

Login to Appliance
Provisioning Groups

« Provisioners IP Address: §152.168.10.52

_ self-Service SOAP Port: 443
Guest Users

User Name: lscapuser

= Devices Password: jsssssssss

El'Zr Administration

[T Account l Connect I
Preferences
EHZ connection
® % Appliance

" RADIUS
'| Certificate
EHiF Notification
= E-mail
™ SsMs Gateways
Logs
¥ Who's On

-7 User's Guide

2 The lgnition Guest Manager will now connect to the Ignition Server using the SOAP service:

You have successfully connected to Ignition™ Server: 192.168.10.52.
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Within the Ignition Guest Manager select Administration > Connection > RADIUS. Set the

RADIUS Shared Secret to avayalabs then click Submit:

AVAYA piion Guest Manas

Expand All Collapse All

RADIUS Configuration
Provisioning Groups

- @ Provisioners RADIUS Port: 1812

- Self-Service Shared Secret: Cancel

a Guest Users

- || Devices Timeout (sec.): 10 (1-60)
B Administration The IP address of the RADIUS service will be automatically retrieved.
- Authentication request will be retried up to 3 times.
- | '] Account ..
- Mote! In Ignition Dashboard, yvou must have a Guest Manager Server record
Preferences

with the IP address of the server that hosts Guest Manager. Without such a

record, Provisioners cannot log in.
25 connection

« Appliance I Subimit I

RADIUS

'| Certificate

EHZr notification
E-mail

_" SMS Gateways

Logs
- % Who's On

- User's Guide
4 The RADIUS shared secret has not been defined:

RADIUS configuration was successfully updated.

The RADIUS shared secret must match the RADIUS shared secret defined for the Guest
Manager Server entry on the Ignition Server.
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2.2.4 Provisioning Groups

Provisioning groups are containers that collect internal users, guest users, and devices and allow these
items to be managed by one or more provisioners in the provisioning group. In addition, each provisioner
belongs to a provisioning group. The provisioner's membership in the provisioning group determines his
or her provisioner rights and Guest Manager application settings.

Each provisioning account can be assigned to one or more provisioning groups. Internal provisioning
accounts are assigned to provisioning groups within the Guest Manager application while external
provisioning users are assigned to provisioning groups using provisioner access policies defined on the
Ignition Server.

2.2.4.1 Configuration Steps
For this configuration step a provisioning groups called Contractors and Visitors will be defined and
mapped to internal groups created on the Ignition Server:

1) A provisioning group named Visitors be created on the Ignition Guest Manager server with the
following parameters:

a. The Name will be set to Visitors which matches the Visitors internal group created in
section 2.1.4 on the Ignition Server.

b. The Access Type will be set to Visitors which associates the provisioning group with the
internal group on the Ignition Server.

2) A provisioning group named Contractors will be created Ignition Guest Manager server with the
following parameters:

a. The Name will be set to Contractors which matches the Contractors internal group
created in section 2.1.4 on the Ignition Server.

b. The Access Type will be set to Contractors which associates the provisioning group
with the internal group on the Ignition Server.

Ignition Server Guest Manager Server
I I
[ A h
Provisioining
Internal Groups Groups

© o0 O

Figure 2.2.5 — Provisioning Groups
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Within the Ignition Guest Manager select Provisioning Groups. Select Actions > New

Provisioning Group:

AVAYA S —

Expand All Collapse All

Provisioning Groups
Provisioning Groups
- ¥ Provisioners Check All | Clear All Actions ¥

- self-Service Hame Guest User Ri ples by S o polCe P
Guest Users [ default Yes Delete Provisioning Group Members...
-~ % Devices Dalata Expirad Guast Usars
& Check All | Clear All Delets Provisioning Groups
| Administration Export Guest Users
_‘- Account Export Devices
Preferences

EHZ connection
S Appliance
-/ RADIUS

'| Certificate

EHiZr Notification
E-mail

_" SMS Gateways
Logs
- # Who's On

-~ _| User's Guide

2

Enter the group name Visitors then associate the provisioning group to the internal group on

the Ignition Server named Visitors:

Create Provisioning Group
Guest User | Device | Notification | Advanced

Group Name:l\-‘isitors I

Provisioners in this group can view and edit each other's records

Temporary accounts may be valid for up to:
8 (1-999) ) minutes @ hours days

Areas to which guest users/devices can be granted access:

Access Types: isitors || Contractars

submit | [ Reset

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 61



AVAYA

avaya.com

3 Select the Guest User tab then modify the guest provisioning options as required. Click

Submit:

July 2011

Create Provisioning Group

M Device | Notification | Advanced

Allow or deny provisi = in this provisioning group the right to manage (create,
edit, associate) USERS:

@ Allow Deny

Guest Notification: [V|Email [V/sms [Vl pisplay Password

Password Complexity Check:
4-6 characters (min 4, max 30, single number or range. For
example, 6-10) including
[Miower case [ upper case number [ special characters

Auto-generated passwords for guest users
Auto-generate guest user name with:

Firstname_Lastname (e.g., Jochn Smith -= John_Smith)
@ firstinitiallastname (e.g., John Smith -= jsmith)

No extra prefix or suffix 0 add prefix 0 add suffix with

Accessible to Provisi s|Default Value
Bulk Load Guest Users | @ yes () Ng
Device Association @ yes O No
Delete on Expire @ ves O No @ ves O no
Cell Phone @ ves ) No
Account Activation @ Time ) First Login
Account Validity Duration| @ yes ) No Max validity duration
Network Access Rights @ ves ) No All network rights

| swmit || Reset
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4 A summary of the Provisioning Group and options will be displayed:

Successful Provi

oning Group Creation

New provisioning group "Visitors" was successfully created with the following information:

Common

Provisioners in this group can view and edit each other’'s records
Group Name: Visitors
Max Duration: 8 hours
Access: Visitars

Guest User

User Management Right: &llow
Guest Motification: Display Password
Password Complexity Check: 4-6 characters including number
Password Generation: Yes

User Name Generation: firstinitiallastname (e.g., John Smith -= jsmith), No extra prefix or
suffix

Bulk Load Guest Users: Yes
Device Association: Yes
Delete on Expire: Yes, default value: Yes
Cell Phone: Yes
Account Activation: Time
Account Validity Duration: Yes
Network Access Rights: Yes

Device

Device Management Right: Deny

Notification

SMS Template: New guest user was successfully created.

User Name: $username
Password: $password

Email Template: Subject: Guest user account
Message: User Name: $username
Password: $password
First Name: $firstname
Last Name: $lastname
E-mail: $email
Comments: $comment
Start Time: $starttime
End Time: $endtime
Access: $access

Print Info:

Advanced

Trusted Hosts: All hosts are trusted
Time Zone: America/MNew_York
Idle Timeout (min.): 15

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 63



Within the Ignition Guest Manager select Provisioning Groups. Select Actions > New
Provisioning Group:

AVAYA S

Expand All Collapse All

. Provisioning Groups
. Provisioning Groups

¥ Provisioners Check all | Clear All

Actions ¥

_ Self-Service

Name Guest User Ri New Provisioning Group...

- 2355/gn Provisioning Group Mermbers
Guest Users D default Yes Delete Provisioning Group Members...

= Devices [] | visitors Yes Delets Expired Guest Users

E| Delete Provisioning Groups
= Administration Check all | Clear Al Export Guest Users
- |11 Account Export Devices
Preferences

B connection
i« Appliance
" RADIUS
|7 Certificate

B Notification

-3 E-mail

:-- _"’ SMS Gateways
Logs

» Who's On

- User's Guide

6 Enter the group name Contractors then associate the provisioning group to the internal group

on the Ignition Server named Contractors:

Create Provisioning Group
Guest User | Device | Notification | Advanced

Group Name:lContractors I

Provisioners in this group can view and edit each other's records

Temporary accounts may be valid for up to:

8 (1-999) ) minutes @ hours days

Areas to which guest users/devices can be granted access:

Access Types: []yisitors| [V Contractars

submit | [ Reset
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avaya.com

7 Select the Guest User tab then modify the guest provisioning options as required. Click

Submit:

July 2011

Create Provisioning Group

M Device | Notification | Advanced

Allow or deny provisi = in this provisioning group the right to manage (create,
edit, associate) USERS:

@ Allow Deny

Guest Notification: [V|Email [V/sms [Vl pisplay Password

Password Complexity Check:
4-6 characters (min 4, max 30, single number or range. For
example, 6-10) including
lower case upper case number [ special characters

Auto-generated passwords for guest users

Auto-generate guest user name with:

Firstname_Lastname (e.g., Jochn Smith -= John_Smith)
@ firstinitiallastname (e.g., John Smith -= jsmith)

@ Mo extra prefix or suffix 0 add prefix 0 add suffix with

Accessible to Provisi s|Default Value
Bulk Load Guest Users | @ yes () Ng
Device Association @ yes O No
Delete on Expire @ ves O No @ ves O no
Cell Phone @ ves ) No
Account Activation @ Time ) First Login
Account Validity Duration| @ yes ) No Max validity duration
Network Access Rights @ ves ) No All network rights

| swbmit [ Reset
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8 A summary of the Provisioning Group and options will be displayed:

Successful Provisioning Group Creation

New provisioning group "Contractors” was successfully created with the following information:

Common

Provisioners in this group can view and edit each other’'s records
Group Name: Contractors
Max Duration: 8 hours

Access:

Guest User
User Management Right:
Guest Notification:
Password Complexity Check:
Password Generation:
User Name Generation:

Bulk Load Guest Users:
Device Association:
Delete on Expire:

Cell Phone:

Account Activation:
Account Validity Duration:
Network Access Rights:

Device

Device Management Right:
Notification

SMS Template:

Email Template:

Print Info:

Advanced
Trusted Hosts:
Time Zone:
Idle Timeout (min.):

Contractors

Allow

Display Password

4-6 characters including lower case, upper case, number
Yes

firstinitiallastname (e.g., John Smith -= jsmith), No extra prefix or
suffix

Yes

Yes

‘es, default value: Yes
Yes

Time

Yes

Yes

Deny

New guest user was successfully created.
User Name: $username

Password: $password

Subject: Guest user account
Message: User Name: $username
Password: $password

First Name: $firstname

Last Name: $lastname

E-mail: $email

Comments: $comment

Start Time: $starttime

End Time: $endtime

Access: $access

All hosts are trusted
America/Mew_York
15

9 Provisioning Groups named Visitors and Contractors have now been created:

Check All | Clear all

Provisioning Groups

Name Guest User Rights Device Rights
I |:| Contractors Yes No
[F]  default Yes Mo
[ | visitors Yes No

Check All | Clear all
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2.25

A provisioner is a person who creates and manages guest user accounts and device records using the
Guest Manager application.

Internal Provisioners

Internal provisioner accounts are stored locally on the Ignition Server while external provisioner accounts
are stored in the Active Directory or LDAP user store. When a provisioner account is created on the
Ignition Guest Manager Server, the account will be created in the local store on the Ignition Server.

The Ignition Server can simultaneously supports internal and external provisioner accounts at
the same time if required.

Each internal provisioner will use the Guest Manager application to create, modify, and delete guest user
accounts. The provisioner owns the guest user accounts that he or she creates. If the provisioner’s
account is deleted, then the guest user accounts it owns are either transferred to other provisioners or
deleted.

2.2.5.1 Configuration Steps

For this configuration step an internal provisioning account will be created and assigned to both the
Contractor and Visitor provisioning groups:

1 Within the Ignition Guest Manager select Provisioners. Select Actions > New Provisioners:

AVAYA gion Guest wanager | RIS

Expand All Collapse All

Provisioner Search Filters
Provisioning Groups

Provisioners
Self-service

Guest Users

Devices

= Administration

Provisicners:  All Internal Provisioners -
@ Al
B Specify Filter:
Apply Flter

¥ Account Internal Provisioners
Preferences Page size: 20 = IQIE
EHZ connection Check All | Clear All ’E
i..|¥ Appliance New Internal Provisi |
User/Self-Service Hame First Name Last Hame Email S DIEINS L SIS
RADIUS
No records found. .
Y Certificate Load Internal Provisioners...
Check all | Clear all Delete Expired Guest Users
EMZ Notification Delete Provisioners
L. (2 E-mail Export Guest Users
Export Devices
1 SMS Gateways
Logs
- ¥ Who's On
_ User's Guide
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2 Enter a name, password and email address then assign the Contractors and Visitors
provisioning groups. Click Submit:

Create Provisioner

User Name: | jdoe
First Name:}Jane
Last Name: || Doe

Password:

Confirm Password:

Email: |

Comments:

Member of Provisioning Contractors || default] ¥ visitars
Group(s):

| swmit § [ Rest |

3 An Internal Provisioning user account has now been created on the Ignition Server:

Successful Provisioner Creation

New provisioner "jdoe” was successfully created with the following information:
User Name: jdoe
First Name: Jane
Last Name: Doe
Password: FEEEE R RS
Email: jdoe@example.com
Comments:

of Provisioning Visitors
Group(s): Contractors

M b
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Within the Ignition Dashboard select Configuration > Site Configuration > Directories >
Internal Users. The internal provisioning user account will be displayed:

Administration  Help

@ Monitor % Troubleshoot

Current 5i Site 0

=0 Internal Users
& ide.avayalabs.local
-2 site Confiquration (5) Get All
#-B Access Policies () Specify Criteria: User Marme Starts With
-4 Authenticators
=] B Directories |W|
@ Directory Sets -
0@ Directory Services
& Q Internal Store
& Internal Groups
a Internal Users doe lane [oe
Internal Devices
£ irkbual Mapping
-3l Provisioning
[ & Guest Manager

Wiewing records: 1- 1of 1 @ E

e | g ‘ ‘ > | N . | ‘Eeﬁsh‘ |1mport...| | Export... |

==
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2.3 Wireless LAN 8180 Controller

The following sections outline the configuration steps required to configure the Avaya WC8180 wireless
controller to provide guest access using a Captive Portal that authenticates guest users against the
Ignition Server:

2.3.1 Preliminary Configuration

The Avaya 8100 series Wireless Controller requires basic network configuration before it can provide
wireless services to users. The Wireless Controller will be configured with the necessary management
and user VLANs as well as the virtual IP addresses required for management, Access Point
communications and captive-portal capture and re-direction. In addition wireless services need to be
configured and enabled so that the Avaya 8100 series Wireless Controller can manage Avaya 8100
series Access Points and serve Wireless LANS.

2.3.1.1 Configuration Steps
For this configuration step a factory defaulted WC8180 Wireless Controller will be configured with the
following basic parameters:

1. Management VLAN 10 and guest VLAN 14 will be created:

a. VLAN 10 will be assigned the IP address 192.168.10.30/24 and will be assigned to ports
1-11,13-16.

b. VLAN 14 will be assigned the IP address 192.168.14.30/24 and will be assigned to port
12.

c. IP routing will be enabled.

2. A static default route will be defined pointing to the 192.168.10.1 IP address assigned to the
private internal interface on the firewall.

A valid license file will be uploaded.
4. Wireless services will be enabled:
a. The system-ip address will be set to the management IP address 192.168.10.30.

b. The WC8180 will be configured as MDC capable with the password Avayalabs12!@
assigned.

The WC8180 will join the wireless domain named AVAYALABS.

c
d. The wireless domain will be configured with the country code US.

e. The wireless domain will be configured to automatically promote-discovered-aps.
f.

A mobility VLAN named VLAN14 will be created and mapped to VLAN id 14.

2.3.1.1.1 AACLI

1 Using the AACLI access the global configuration context:

WC8180# configure terminal

WC8180 (config) #
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2  Create VLAN 10 and 14 and assign port membership:

WC8180 (config) # vlan create 10 name VLAN1O type port
WC8180 (config) # vlan create 14 name VLAN14 type port
WC8180 (config) # vlan members remove 1 1-26

WC8180 (config)# vlan members add 10 1-11,13-26
WC8180 (config) # vlan members add 14 12

WC8180 (config) # vlan mgmt 10

WC8180 (config) # show vlan

Id Name Type Protocol User PID Active IVL/SVL mMgmt

1 VLAN #1 Port None 0x0000 Yes IVL No
Port Members: NONE

10 VLAN10 Port None 0x0000 Yes IVL Yes
Port Members: 1-11,13-26
14 VLAN14 Port None 0x0000 Yes IVL No

Port Members: 12
Total VLANs: 3

3  Assign virtual IP addresses to VLAN 10 and VLAN 14 and mark VLAN 10 for management:

WC8180 (config)# interface vlan 10

WC8180 (config-if)# ip address 192.168.10.30 255.255.255.0
WC8180 (config-if) # interface vlan 14

WC8180 (config-if)# ip address 192.168.14.30 255.255.255.0
WC8180 (config-if) # exit

WC8180 (config)# show vlan ip

vid ifiIndex Address Mask MacAddress offset Routing

Primary Interfaces

10 10010 192.168.10.30  255.255.255.0 00:1B:4F:CA:19:80 1 Enabled
14 10014 192.168.14.30  255.255.255.0 00:1B:4F:CA:19:81 2 Enabled

% Total of Primary Interfaces: 2

4  Globally enable IP Routing:

WC8180 (config) # ip routing
WC8180 (config)# show ip routing

IP Routing is enabled
IP ARP 1ife time is 21600 seconds
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5 Define a static Default Route that points to the Firewalls IP Address on VLAN 14:

WC8180 (config)# ip route 0.0.0.0 0.0.0.0 192.168.14.1 1
WC8180 (config) # show ip route

Ip Route
DST MASK NEXT cosT VLAN PORT PROT TYPE PRF
0.0.0.0 0.0.0.0 192.168.10.1 1 14 12 S 1IB
192.168.10.0 255.255.255.0 192.168.10.30 1 10 ---- C DB 0
192.168.14.0 255.255.255.0 192.168.14.30 1 14 ---- C DB 0

Total Routes: 3

6 If necessary upload a license file. Once installed the WC8180 will need to be reset:

WC8180 (config) # copy tftp license address 192.168.10.6 filename license.dat

License successfully downloaded.
NOTE: system must be rebooted to activate Ticense.

WC8180 (config) # boot

7 Using the AACLI access the wireless configuration context. Set the interface-ip to the virtual

IP Address assigned to VLAN 10 and enable wireless services:

WC8180> enable

WC8180# configure terminal

WC8180 (config) # wireless

WC8180 (config-wireless) # interface-ip 192.168.10.30
WC8180 (config-wireless)# enable

WC8180 (config-wireless) # show wireless

Status : Enabled

Interface IP : 192.168.10.30
TCP/UDP base port : 61000

8 Configure the WC8180 as MDC-Capable and define a password:

WC8180 (config-wireless)# controller mdc-capable

% Domain password should be between 10-15 characters long.
% Password must contain a minimum of 2 upper, 2 Towercase letters
% 2 numbers and 2 special characters Tike !@#$%A&* ()

Enter domain password: AvayaLabsl2!@

Verify Domain password: AvayaLabsl2!@
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9 Create and join the Wireless Domain using the password defined in the previous step:

WC8180 (config) # end

WC8180# wireless controller join-domain domain-name AVAYALABS mdc-address
192.168.10.30

Enter Domain Secret: AvayaLabsl2!@

WC8180# show wireless controller domain-membership

Domain Name : AVAYALABS
Domain Role : Active MDC
Domain Action Status : Join Success
Action Failure Reason : None

10 Access the wireless configuration context. Create a Mobility VLAN for the guest users:

WC8180# configure terminal
WC8180 (config)# wireless
WC8180 (config-wireless# domain mobility-vlan VLAN14

WC8180 (config-wireless# show wireless domain mobility-vlan

Mobility VLAN Name Status
default-MVLAN Active
VLAN14 Active

11 Map the Mobility VLAN to the physical Guest VLAN Id:

WC8180 (config-wireless# switch vlan-map VLAN14 lvid 14

WC8180 (config-wireless# show wireless switch vlan-map

MobiTlity VLAN Name LVID Role weight Track
VLAN14 14 None 1 NONE
default-MVLAN 0 None 1 NONE
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12 Define a country-code and enable then option to Automatically Promote Discovered APs.

Finally synchronize the configuration:

WC8180 (config-wireless# domain

WC8180 (config-wireless# country-code us

WC8180 (config-wireless# domain auto-promote-discovered-ap
WC8180 (config-wireless# end

WC8180# wireless controller config-sync

WCB8180# show wireless domain info

country 1 US

AP QoS Mode : Disabled
Roaming Timeout : 30 seconds
TSPEC Violation Report Interval : 300 seconds
Auto Promote Discovered AP : Enabled

AP Image Update Download Group Size : 5 %

AP Image Update Reset Group Size 1 5%
AP Reset Group Size 1 5%

2.3.2 Captive Portal

The Avaya 8100 series Wireless Controllers supports an integrated captive-portal feature that offers a
simple way to provide secure authenticated access to users and devices using a standard web browser.
Captive-portal authentication allows enterprises to offer authenticated access to the network for guest
users by capturing and re-directing a web browsers session to a captive-portal login page hosted on the
Avaya 8100 series Wireless Controllers.

The guest user must enter a valid username and password which is authenticated on the Ignition Server
before being granted access to the network.

2.3.2.1 Configuration Steps:

For this configuration step the global captive-portal service parameters will be modified and a captive-
portal profile created:
1. The global captive portal configuration will be modified with the following parameters:
a. The global state will be Enabled.
b. The HTTP redirection port redirection will be set to 8080.
2. A network profile will be created with the following parameters:
a. The Id will be set to 1.
b. The Name will be set to AVAYA-GUEST which will match the network profile name.
c. The Protocol Mode will be setto HTTP.
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2.3.2.1.1 AACLI

1 Using the AACLI access the Wireless configuration context:

WC8180# configure terminal

WC8180 (config)# wireless

2 Setthe HTTP port to 8080:

WC8180 (config-wireless)# captive-portal http-port 8080

3 Globally enable the Captive Portal:

WC8180 (config-wireless)# captive-portal enable

WC8180 (config-wireless)# show wireless captive-portal info

Mode : Enabled
Additional HTTP Port : 8080
Additional HTTPS Port : 0

Statistics Reporting Interval: 120
Authentication Timeout : 300

HTTPS Certificate : Not present

4 Access the Captive Portal Profile 1 configuration context:

WC8180 (config-wireless) # captive-portal profile 1

5 Set the Profile Name to AVAYA-GUEST and the Protocol-Mode to HTTP:

WC8180 (config-cp-profile) # profile-name AVAYA-GUEST

WC8180 (config-cp-profile)# protocol-mode http

WC8180 (config-cp-prodile) # show wireless captive-portal profile 1 detail

Captive Portal Profile ID: 1

Name : AVAYA-GUEST
Protocol Mode : http
User Logout Mode : Enabled
Session Timeout (seconds) 0

Idle Timeout (seconds) : 0

Max Bandwidth uUp (bps) 0

Max Bandwidth Down (bps) : 0

Max Input Octets (bytes) 0

Max Output Octets (bytes) : 0

Max Total Octets (bytes) 0
Foreground Color 1 #999999
Background Color : #BFBFBF
Separator Color 1 #B70024
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2.3.3 RADIUS Profiles

The Avaya 8100 series Wireless Controller can authenticate guest users against one or more RADIUS
servers assigned to a RADIUS profile. The RADIUS profiles are then assigned to one or more network
profiles that require 802.1X, MAC or captive-portal authentication. The Avaya 8100 series Wireless
Controller will then direct all RADIUS authentication requests to the available servers defined in the
RADIUS profile.

2.3.3.1 Configuration Steps
For this configuration step a RADIUS authentication profile named IDE will be created with the Ignition
Server added as a RADIUS server. The following RADIUS parameters will be defined:

1) The IP Address set to 192.168.10.52 which matches the IP Address assigned to the Admin
Port on the Ignition Server.

2) The RADIUS Shared Secret set to avayalabs which matches the RADIUS shared secret
assigned to the WC 8180 in section 2.1.6.

2.3.3.1.1 AACLI

1 Using the AACLI access the Wireless Security configuration context:

WC8180 (config-cp-profile)# security

2 Create a RADIUS Profile with the id 1 named IDE and set the type to Auth:

WC8180 (config-security) # radius profile IDE type auth

WC8180 (config-security)# show wireless security radius profile

Total radius profiles: 1, auth: 1, acct: 0
Radius Profile Type

IDE Authentication

Create a RADIUS Server entry with the IP Address assigned to the Ignition Server and assign

it to the RADIUS Profile named IDE. When asked enter and confirm the secret avayalabs:

WC8180 (config-security) # radius server 192.168.10.52 IDE secret

Enter server secret: avayalabs

Verify server secret: avayalabs
WC8180 (config-security) # show wireless security radius server

Total radius servers: 1

Server IP Radius Profile Port# Priority

192.168.10.52 IDE 1812 1
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2.3.4 Network Profiles

Network Profiles define the wireless service parameters that radios advertise to wireless users. Each
network profile defines the SSID name advertised to users, the mobility VLAN users are assigned, the
authentication type and encryption ciphers. In addition the network profile defines the QoS mode and
parameters for the wireless service.

2.3.4.1 Configuration Steps

For this configuration step Network Profile 2 will be created with the following parameters will be defined:
1) The Profile Name set to AVAYA-GUEST which for consistency matches the SSID name.
2) The SSID setto AVAYA-GUEST which is advertised to wireless clients.

3) The Mobility VLAN Name set to VLAN14 which is where the guest user’s traffic will be
forwarded.

4) User Validation set to RADIUS and the RADIUS profile named IDE assigned.

5) Captive Portal authentication Enabled and the Captive Portal Profile 1 assigned.

2.3.4.1.1 AACLI

1 Using the AACLI access the Wireless Network Profile 2 configuration context:

WC8180 (config-security) # network-profile 2

2 Set the Profile Name and SSID Name to AVAYA-GUEST and define the Mobility VLAN name:

WC8180 (config-network-profile)# profile-name AVAYA-GUEST
WC8180 (config-network-profile)# ssid AVAYA-GUEST
WC8180 (config-network-profile)# mobility-vlan VLANI14

3 Set the User Validation mode to RADIUS and assign the RADIUS Profile named IDE:

WC8180 (config-network-profile)# user-validation radius

WC8180 (config-network-profile)# radius authentication-profile IDE

4  Assign the Captive Profile Id 1 then enable Captive Portal:

WC8180 (config-network-profile) # captive-portal profile-id 1
WC8180 (config-network-profile)# captive-portal enable

WC8180 (config-network-profile)# show wireless network-profile 2 detail
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Network Profile ID: 2

Name : AVAYA-GUEST
SSID : AVAYA-GUEST
Hide SSID : No

Mobility vlan Name : VLAN14

No Response to Probe Request : Disabled
Captive Portal Mode : Enabled
User Vvalidation : RADIUS
Captive Portal Profile 1Id 1

Local User Group : Default
RADIUS Authentication Profile Name : IDE

RADIUS Accounting Profile Name

RADIUS Accounting Mode : Disabled
Security Mode : open

MAC Vvalidation : Disabled
wireless ARP Suppression : Disabled

2.3.5 AP Profiles

Administrator’s provision managed Access Points using AP profiles. AP profiles allow a common set of
configuration parameters to be defined and applied to large groups of APs. Each AP profile is AP model
specific and assigns radio profiles, network profiles and QoS mappings to Access Points assigned to the
AP profile.

Each Access Point radio supports up to 16 Virtual Access Points (VAPs) each of with are assigned a
unique MAC address and look like a single Access Point. Each radio can support a maximum of 16
network profile assignments.

2.3.5.1 Configuration Steps

For this configuration step Network Profile 2 will be assigned to radios using the default AP Profile 1:
1) Network Profile 2 will be assigned to VAP 1 on Radio 1 (5GHz).
2) Network Profile 2 assigned to VAP 1 on Radio 2 (2.4GHz).

2.3.5.1.1 ACLI

1 Using the AACLI access the Wireless AP Profile 1 configuration context:

WC8180 (config-wireless) # ap-profile 1

2 Assign Network Profile 2 to VAP 1 on Radios 1 & 2:

WC8180 (config-ap-profile)# network 1 1 profile-id 2
WC8180 (config-ap-profile)# network 2 1 profile-id 2

WC8180 (config-ap-profile)# show wireless ap-profile network 1

Ignition Server Guest Management for Wireless LAN 8100
July 2011 Avaya Inc. — External Distribution 78



AVAYA

AP Profile Id Radio Id VAP Id Network Profile Id Radio Operation

AP MAC AP IP Controller IP Status Need Image
Upgrade
5C:E2:86:0F:A3:C0 192.168.11.104 192.168.10.30 Managed No
5C:E2:86:0F:C6:20 192.168.11.101 192.168.10.30 Managed No
5C:E2:86:10:4A:C0 192.168.11.100 192.168.10.30 Managed No
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2.4 Verification

2.4.1 Internal Provisioners Authentication

Internal provisioning users are authenticated against the Ignition Servers internal user store. The
following steps verify the internal provisioning user created in Section 2.2.5 can successfully authenticate
to the Ignition Server and is assigned the correct provisioning group assignments:

1 Using a supported web browser connect to the administrative portal on the Ignition Guest
Manager server:

e HTTP URL Example: http://<guest-manager-ip-address>:8080/GuestManager/
e HTTPS URL Example: https://<guest-manager-ip-address>:8080/GuestManager/

File Edit View History Bookmarks Tools Help
@ - c 0 AIhttp:_a'_a'192.168.10.55:8080;’(3uestManager_.:‘pro\risioner_a'sign_in.jsp "I

|| Getting Started

2 Enter the User Name and Password of the internal provisioning account created in section

2.2.5 then click Login:

Identity Engines lgnition Guest Manager

AVAYA :

Ignition Guest Manager

Password: fesssssess II Login I
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3 Once successfully authenticated a dialog message will be displayed which provides the
Provisioning Groups names the internal provisioning user is assigned:

AVAYA i Guest Manager | sroitone i

Expand All Collapse All

EHiF Guest Users

New ‘You have successfully signed in as jdoe.

Load Member of Provisioning Group(s):
Contractors
e View Visitors

4 You can verify authentication using the Ignition Dashboard application by clicking Monitor >

Site-Name > Guest Manager AAA Summary > Succeeded:

Administration  Help
Troubleshoot
Monitor Current Site: Site 0
= Sitel | RADIUS AAA Summary | TACACS: AAA Summary || User Accounting | Leamed Devices (via AD) |
B % ideavayalabs.locz| User Authentication/Authorization Activity [last 200 records)
. T T T = T o
2010-12-17 09:32:27 jdoe wilkserver-guest.avayalabs.local Internal User Stare
—

) el | -

===
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2.4.2 External Provisioners Authentication

External provisioning users are authenticated through the Ignition Server but their credentials are stored
externally in an Active Directory or LDAP user store. The following steps verify the external provisioning
users can authenticated to the Ignition Server and are assigned the correct provisioning group
assignments:

1 Using a supported web browser connect to the administrative portal on the Ignition Guest
Manager server:

e HTTP URL Example: http://<guest-manager-ip-address>:8080/GuestManager/
e HTTPS URL Example: https://<guest-manager-ip-address>:8080/GuestManager/

File Edit View History Bookmarks Tools Help
@ - c 0 AIhttp:_a'_a'192.168.10.55:8080;’(3uestManager_.:‘pro\risioner_a'sign_in.jsp "I

|| Getting Started

2 Enter the User Name and Password of the Active Directory or LDAP account then click Login:

Identity Engines lgnition Guest Manager

Copyright 2010
Avaya atlon and its licensers,
Al fights reserve

Ignition Guest Manager

User Name: § kimarshall

Password: fessessssss II Login I
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3 Once successfully authenticated a dialog message will be displayed which provides the
Provisioning Groups names the internal provisioning user is assigned:

AVAYA R

Expand All Collapse All

EHiF Guest Users

New You have successfully signed in as kimarshall.

Load Member of Provisioning Group(s):
Wisitors
b View Contractors

4 You can verify authentication using the Ignition Dashboard application by clicking Monitor >

Site-Name > Guest Manager AAA Summary > Succeeded:

Administration  Help
Troubleshoot
Monitor Current Site: Site 0
= Sitel | RADIUS AAA Summary | TACACS: AAA Summary || User Accounting | Leamed Devices (via AD) |
B % ideavayalabs.locz| User Authentication/Authorization Activity [last 200 records)
- T T T = T

2010-12-17 09:42:22 kImarshall widkserver-quest.avayalabs local Active Directory
) el | D
===
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2.4.3 Captive Portal Authentication

Wireless users are authenticated using a captive-portal that captures and redirect users to a captive-
portal login page hosted on the Avaya 8100 series Wireless Controller. When guest users associate to
the AVAYA-GUEST wireless service, all traffic is blocked except DHCP, DNS and HTTP.

When the user launches their browser and attempts to connect to an external web-site, the WC 8180
captures the session and redirects the user to a login page hosted on the Avaya 8100 series Wireless
Controller. The user must agree to the terms and conditions as well as enter valid credentials before
being permitted access to the network:

1 Associate awireless client to the AVAYA-GUEST SSID. Obtain and IP address from the DHCP

server and verify IP addressing:

C:\>ipconfig

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . : guest.avayalabs.local

Description . . . . . . . . . . . : Dell Wireless 1490 Dual Band WLAN Mini-Card
Physical Address. . . . . . . . . : 00-1F-3A-02-AC-82

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IPv4 Address. . . . . . .« . . . . :192.168.14.101 (Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Friday, January 07, 2011 2:21:25 PM
Lease Expires . . . . . . . . . . : Saturday, January 08, 2011 3:50:20 PM
Default Gateway . . . . . . . . . : 192.168.14.1

DHCP Server . . . . . . . . . . . @ 192.168.14.1

DNS Servers . . . . « .« « « « « . @ 208.67.222.222

208.67.220.220
Primary WINS Server . . . . . . . : 192.168.0.254

NetBIOS over Tcpip. . . . . . . . : Enabled

In pre-authenticated state, the device will only be able to obtain an IP address, resolve
hostnames and communicate with the captive portal. No other communications will be
permitted.

In this example DHCP for the guest users is being provided by the firewall. The firewall has a
@ DHCP scope defined with a pool of addresses in the 192.168.14.0/24 range which provides its
guest interface IP address as the default gateway. Public DNS servers are also provided.
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2 Launch aweb-browser and attempt to connect to an external server (example
http://www.avaya.com). The browsers session will be captured by the Avaya 8100 series
Wireless Controller and redirected to the captive portal login page:

. o
e‘\’ 2 | hitp//192.168.10.3051010/ captive_portal htmiTpl =1 &p2=10738p7= 1232238151 -l s | x §*Y Googie R
i Favorites 33 @ Suggested Sites v @] Web Slice Gallery v
@ Captive Portal i v B v % mw v Pagev Sofetyv Tookv v

Please allow pop-ups 4
to display the logout
WEB page

Dong_ O & Intemet | Protected Mode: On v Ri0% ~

3 Enter avalid Username and Password that you provisioned using the Ignition Guest Manager
application. Check the option Check here to indicate that you have read and accepted the

Acceptance User Policy then click Connect:

£ | http://192168.10.30:61010/ captive_portal htmiTpl 10738p3=3232238181

S Favorites | 53 @ Suggested Sites » @] Web Slice Gallery »
@ Captive Portal S~ B -0 mm v Pagew Safetyv Took~ v

AVAYA

Welcome to the Network

Acceprance Use Policy

Check here to indicate that you have read and accepted the Acceptance Use Policy. I

Dong & & Intemet | Protected Mode: On o~ w1k -
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4 Once successfully authenticated the following message will be displayed:

en-US -{ L’[" 4§ Google P~

& Favorites | 3 @ Suggested Sites v @] We ¢ Gallery »

@ Captive Pontal " v B - % m v Pagev Sofetyv Tookv @~

Congratulations!

You are now authorized and connected to the network

AVAYA

Dong._ @ Intemet | Protected Mode: On a~ ®i0% ~

5 View the captive portal sessions on the Avaya 8100 series Wireless Controller using the

AACLI or EDM:

WC8180# show wireless captive-portal client status

Total number of clients: 1

Client Client Associated MobiTity Status
MAC Address IP Address Controller VLAN
00:13:02:2E:78:82 192.168.10.101 192.168.10.30 VLANIO Authenticated
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FAV/A\V/. ENTERPRISE DEVICE MANAGER

WC8180 - weB180-1 3 ﬁ Device Physical View || (=] Switch Summary [i=] Assodate Client fi=] Captive Portal *

4 {3 Configuration 4 rofle || StatusGroup || StatusTable || Metwork Status Table || Client Status Table || Client Assaciate Table || MNetwark Client Assodate Table

> ] Device
+ [CEdit & foply | s Refresh | [ ExportData | @) Help
> [C]Graph
> CIVLAN
» 1P Routing IUU.13.02.2e.73.82 192.168.10.101  guser hitp radius 2 1 0d 00:01:52.00 00 1b4f.l
> [C]QoS
: [ Serviceabilty
4 5 Wireless

=] System

=] Domain

MacAddress InetAddress UserName Protocoliode Verificationode AssocNetworkld CPID SessionTime Switchh

=] Controlier

=] Associate Client

» [ Profiles
> [ Security

=] Diffserv

=] Mobitty Switch
=] Managed AP

=] Managed Switch
=] RF Management
=] Captive Portal

4| 1 3
Total Rows : 1row(s)

Copyright @ 2010 Avaya. All rights reserved. Revision number: 20413

6 You can verify authentication using the Ignition Dashboard application by clicking Monitor >

Site-Name > RADIUS AAA Summary > Succeeded:

Administration  Help
£ Configuration |ﬁ ¢ Troubleshoot
onito e 2 el =}
=4 Site 0 TACACS~ AAA Summary | Guest Manager AAA Summary | User Accounting | Learned Devices (via AD) |
= % ide.avayalabs.local
+ er A e ation/ A 0 ation A a 00 record v
Failed
2010-12-17 15:15:21 quser weB180-1avayalabs.l., Internal User Store NOME/PAP Mot Applicable
q Tl el | I
[T ===
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3. Reference Documentation

Publication Number Document Title

NN47280-500 Avaya Identity Engines Ignition Server Configuration Guide
NN47280-501 Avaya Identity Engines Ignition Server Guest Manager Configuration
NN47251-102 Avaya WLAN 8100 Fundamentals

NN47251-500 Avaya WLAN 8100 Configuration - WC 8180 (CLI)

NN47251-501 Avaya WLAN 8100 Configuration - WC 8180 (GUI)
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