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Abstract

These Application Notes describe the procedures for configuring Sipera Systems UC-Sec
Secure Access Proxy with Avaya Aura® Session Manager and Avaya Aura® Communication
Manager to support core enterprise users.

The Sipera Systems UC-Sec Secure Access Proxy is a SIP security appliance that manages and
protects the flow of SIP signaling and related media across trusted and un-trusted networks.
Compliance testing focused on core enterprise Avaya SIP endpoints traversing the LAN
network through the Sipera UC-Sec Secure Access Proxy to the Avaya SIP infrastructure
while the Sipera UC-Sec enforced Denial of Service policies.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Sipera Systems UC-Sec Secure
Access Proxy with Avaya Aura® Session Manager and Avaya Aura® Communication Manager
to support core enterprise users.

The Sipera Systems UC-Sec Secure Access Proxy is a SIP security appliance that manages and
protects the flow of SIP signaling and related media across trusted and un-trusted networks.
Compliance testing focused on core enterprise Avaya SIP endpoints traversing the LAN network
through the Sipera UC-Sec Secure Access Proxy to the Avaya SIP infrastructure while the
Sipera UC-Sec enforced Denial of Service policies.

For Compliance testing, Avaya Aura® Session Manager utilized the Sipera UC-Sec appliances
for the role of Secure Access Proxy. The Sipera UC-Sec appliances solution offers
comprehensive, real-time UC security (including threat mitigation, policy enforcement, access
control, and encryption), while simplifying internal IP phone deployments by minimizing the
impact to communications and security infrastructure.

UC-Sec performs the following functions to meet the security and deployment challenges within
the core enterprise network:

* Policy Control and Demarcation — UC-Sec serves as the demarcation point for the enterprise
VoIP/UC network and data networks and enforces fine-grained security policies on a per user,
domain, network or device basis.

* Threat Mitigation — UC-Sec detects and mitigates thousands of attacks and security threats
based on the most advanced library of vulnerabilities developed from years of primary research
by Sipera’s industry-leading VIPER Lab.

+ Access Control — To ensure that VoIP services are used properly by only the users and devices
for which they are intended, strong authentication and access control mechanisms must be
enforced.

* Core Protection — The UC-Sec can provide essential security for core UC assets such as VoIP
servers, enforcing VLAN separation for voice and data traffic and mitigating intrusion and
unauthorized access threats.
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2. General Test Approach and Test Results

The general test approach was to make calls through Sipera UC-Sec while DoS polices are in
place using various codec settings and exercising common and advanced PBX features. Calls
were made between the enterprise core Avaya SIP endpoints registered through the Sipera UC-
Sec, the local SIP, H.323, Digital, Analog phones registered directly to Session Manager and
Communication Manager and PSTN users.

2.1. Interoperability Compliance Testing

The compliance testing tested interoperability between the Sipera UC-Sec and Avaya Aura®
Session Manager and Avaya Aura® Communication Manager. Calls were made between core
Avaya SIP endpoints registered through the Sipera UC-Sec and SIP, H.323, Digital, Analog
phones registered directly to Session Manager and Communication Manager and PSTN users.
The following specific SIP telephony functions were tested in the test environment set up for the
compliance test:

e Successful registration of core enterprise Avaya SIP endpoints on Session Manager
through Sipera UC-Sec.

e Calls to core enterprise Avaya SIP endpoints registered through the Sipera from Avaya
SIP, H.323, Digital, Analog phones registered directly to Session Manager and
Communication Manager and PSTN users.

e Calls from core enterprise Avaya SIP endpoints registered through the Sipera to Avaya
SIP, H.323, Digital, Analog phones registered directly to Session Manager and
Communication Manager and PSTN users.

e (alls to core enterprise Avaya SIP endpoints registered through the Sipera from core
enterprise Avaya SIP endpoints registered through the Sipera.

e Basic call scenarios using G.711 and G.729 codecs

e SIPPING-19 supplementary call features (including Hold, Transfer, Conference, Bridged
Calls, etc.)

e Advanced call features provided via Feature Name Extensions (FNE) on Communication
Manager (such as Call Forwarding, Call Park, Call Pickup, Automatic Redial, Send All
Calls, etc.)

e Verified Voicemail and Message Waiting Indicator (MWI) for both Communication
Manager Messaging and Avaya Modular Messaging

e Validated that the Sipera UC-Sec preserves the Layer 2 & 3 QoS values marked by the
Avaya IP Telephones.

2.2. Test Results

All feature functionality, serviceability, and performance passed all test cases described in
Section 2.1. VolIP traffic and voice features worked properly while traversing the network
through the Sipera UC-Sec Secure Access Proxy.
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2.3. Support

Technical support for Sipera Systems UC-Sec Secure Access Proxy:
— Phone: (866) 861-3113
— Email: support@sipera.com
— Web: http://www.sipera.com

3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows several Avaya SIP
endpoints registered through the Sipera UC-Sec and a combination of Avaya SIP, H.323,
Digital, Analog phones registered directly to Session Manager and Communication Manager.

The private side interface of the Sipera UC-Sec is connected to the trusted corporate LAN. The
Sipera UC-Sec is assigned two IP addresses for the private interfaces.

All STP traffic for the core enterprise Avaya SIP endpoints and the enterprise Avaya SIP, H.323,
Digital, Analog phones registered directly to Session Manager and Communication Manager
and PSTN users flows through the Sipera UC-Sec. In this manner, the Sipera UC-Sec can
protect the main site’s infrastructure from any SIP-based attacks. In addition, HTTP transfers
required by the core enterprise Avaya SIP endpoints to gather licensing or configuration data,
also passes through the Sipera UC-Sec.

The network diagram shown in Figure 1 illustrates the network environment used for the
compliance test. The network consists of an Avaya Aura® Telephony Infrastructure including
Avaya Aura® Communication Manager running on an Avaya S8300 Server with an Avaya
G450 Media Gateway, an Avaya S8800 server running Avaya Aura® Session Manager, an
Avaya S8800 server running Avaya Aura® System Manager, Avaya Modular Messaging,
multiple Avaya 9600 Series H.323 and SIP Telephones, one Avaya 2420 Digital Telephone, one
Avaya Analog Telephone and one Sipera Systems UC-Sec Secure Access Proxy. An ISDN-PRI
trunk connects the media gateway to the PSTN. One computer is present in the network
providing network services such as Radius, DHCP, HTTP, and TFTP.

The non-core enterprise SIP endpoints located at the corporate site are registered to Avaya
Aura® Session Manager. All calls originating from Communication Manager at the corporate
site and destined for the core enterprise Avaya SIP endpoints will be routed through the Avaya
Aura® Session Manager to the Sipera UC-Sec, and across the IP network.

The voice communication across the network for the Avaya 9600 IP Telephones use SIP over
TLS.
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The core enterprise Avaya SIP endpoints register with Avaya Aura® Session Manager through
the Sipera UC-Sec. These telephones use the private IP address of Sipera UC-Sec as their
configured server.

The Sipera UC-Sec will forward any registration messages it receives from the core enterprise
Avaya SIP endpoints to Avaya Aura® Session Manager. Thus, the Sipera UC-Sec appears to the
Avaya Aura® Session Manager as a set of SIP endpoints. All calls originating from the core
enterprise Avaya SIP endpoints are routed across the IP network, Sipera UC-Sec and Avaya
Aura® Session Manager to Avaya Aura® Communication Manager.

All SIP telephones use the HTTP server at the main site to obtain their configuration files. SIP
endpoints that registered to SM via the Sipera UC-Sec were configured with a third party
certificate via the 46xxsetiings file TRUSTCERTS parameter. SIP endpoints that registered
directly to SM did not have the TRUSTCERTS parameter configured The Sipera UC-Sec will
perform any address translation of private IP addresses in the configuration files before sending
the files to the core enterprise Avaya SIP endpoints. All SIP endpoints both local and enterprise
core use the same SIP domain: dev4.com.
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Figure 1: Avaya and Sipera Enterprise Core User Solution
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment \ Software/Firmware
Avaya PBX Products

Avaya S8300 Server running Avaya Aura® Avaya Aura® Communication
Communication Manager Manager 6.0
Avaya G450 Media Gateway

MGP 30.13 .2

MM712 DCP Media Module HW9

Avaya Aura® Session Manager

Avaya Aura® Session Manager 6.0
Avaya Aura® System Manager 6.0

Avaya Messaging (Voice Mail) Products

Avaya Modular Messaging - Messaging Application

Server (MAS) 32

Avaya Modular Messaging - Message Storage Server 57

(MSS) '

Avaya Aura® Communication Manager Messaging 6.0

(CMM) '

Avaya Telephony Sets

Avaya 9600 Series IP Telephones (H.323 3.1.1) and (SIP 2.6)
Avaya 2410 Digital Telephone 5.0

Avaya Analog Telephone NA

Sipera Systems Products

v4.0

Sipera Systems UC-Sec Secure Access Proxy v4.0.4 (TLS Certificate Testing)

Microsoft Products

DHCP/HTTP/TFTP Server Microsoft Windows 2003 Server
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5. Avaya Aura® Communication Manager and Avaya Aura®
Session Manager

There is no Sipera UC-Sec specific configuration required on Avaya Aura® Communication
Manager and Avaya Aura® Session Manager to support this solution. It is assumed that all
Aura® Telephony components, appropriate licenses and authentication files have been
configured already. Trunks, dial plans, etc, will not be covered in this document. For detailed
information on the installation, maintenance, and configuration of Communication Manager and
Session Manager, please reference Section 10, [1] through [3]. Sections 5.1 and 5.2 are
supplied for reference, no configuration is required.

5.1. Verify OPS and SIP Trunk Capacity

Using the SAT, verify that the Off-PBX Telephones (OPS) and SIP Trunks features are enabled
on the Optional Features form. The license file installed on the system controls these options.
If a required feature is not enabled, contact an authorized Avaya sales representative. On Page
1, verify that the number of OPS stations allowed in the system is sufficient for the number of
SIP endpoints that will be deployed.

display system-parameters customer-options Page 1 of 11
OPTIONAL FEATURES

G3 Version: V16 Software Package: Enterprise
Location: 2 System ID (SID): 1
Platform: 28 Module ID (MID): 1

USED

Platform Maximum Ports: 6400 143
Maximum Stations: 2400 44
Maximum XMOBILE Stations: 2400 O

Maximum Off-PBX Telephones - EC500: 9600 5
Maximum Off-PBX Telephones - OPS: 9600 35
Maximum Off-PBX Telephones - PBFMC: 9600 O
Maximum Off-PBX Telephones - PVFMC: 9600 O
Maximum Off-PBX Telephones - SCCAN: 0 0
Maximum Survivable Processors: 313 0
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 8 0f 46
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5.2. Verify QoS on Communication Manager

IP networks were originally designed to carry data on a best-effort delivery basis, which meant
that all traffic had equal priority and an equal chance of being delivered in a timely manner. As a
result, all traffic had an equal chance of being dropped when congestion occurred. QoS is now
utilized to prioritize VoIP traffic and should be implemented throughout the entire network.

In order to achieve prioritization of VolP traffic, the VoIP traffic must be classified. The Avaya
Aura® telephony infrastructure supports both IEEE 802.1p and DiffServ.

The DiffServ and 802.1p/Q values configured here will be downloaded to the Avaya H.323 1P
Telephones via Communication Manager. Avaya SIP IP Telephones will get QoS settings by
downloading the 46xxsettings file from the HTTP server. For more information on QoS settings
please refer to Section 10.

On Page 1 of the change ip-network-region form, verify the Differentiated Services Code
Points.

The Differentiated Services Code Point for Call Control PHB Value and Audio PHB Value are
46 and the Call Control 802.1p Priority and Audio 802.1p Priority are set to 6.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION
Region: 1
Location: Authoritative Domain: dev4.com
Name: Main
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS

Call Control 802.1lp Priority: 6

Audio 802.1p Priority: 6

Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5

Keep-Alive Count: 5
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5.3. Add SIP Users to Avaya Aura® Session Manager

Add SIP users corresponding to the core users shown in Figure 1.

This section provides the procedures for configuring SIP users on the Session Manager.
Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® System
Manager using the URL “https://<ip-address>/SMGR”, where <ip-address> is the IP address of
Avaya Aura® System Manager. Log in with the appropriate credentials.

To add new SIP users, expand Users and select Manage Users from left and select New button
(not shown) on the right.

Enter values for the following required attributes for a new SIP user in the General section of
the new user form.

= Last Name: Enter the last name of the user.
= First Name: Enter the first name of the user.

The screen below shows the information when adding a new SIP user to the sample
configuration.

Welcome, admin Last Logged on at January 13, 2011 2:07
AVAyA Avaya Aura™ System Manager 6.0 2l

Help | About | Change Password | Log off

Home / Users / Manage Users / New User

» Elements . -
New User Profile

» Events

} Groups & Roles .
General | Identity | Communication Profile | Roles | Group Membership | Default Contact List | Private Contacts

Licenses Expand All | Collapse All

» Routing
) Security General =
} System Manager Data

* Last Name: Sipera

¥ Users

* First Name: Sipera
Manage Users

Public Contact Lists Middle Name:

Shared Addresses Description:

System Presence ACLs
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Enter values for the following required attributes for a new SIP user in the Identity section of the

new user form.
= Login Name:

= Authentication

Type:

= SMGR Login Password:

= Confirm Password:

= Shared Communication Profile Password:

= Confirm Password:

Enter <extension>@<sip domain> of the
user (e.g., 51050@dev4.com).

Select Basic.

Enter the password which will be used to
log into System Manager.
Re-enter the password from above.

Enter the password that will be used by the

SIP phone to log into Session Manager.
Re-enter the password from above.

The screen below shows the information when adding a new SIP user to the sample

configuration.

AVAYA

Home / Users / Manage Users / New User

Avaya Aura™ System Manager 6.0

Welcome, admin Last Logged on at January 13, 2011 2:07
FM

Help | About | Change Password | Log off

Elements
Events
Groups & Roles

Licenses

Routing
Security

System Manager Data

¥ Users

Manage Users

Public Contact Lists

New User Profile

General | Identity | Communication Profile | Roles
Expand All | Collapse All

General ®

Identity =

* Login Name:

Group Membership | Default Contact List | Private Contacts

51050@dev4.com

Shared Addresses * Authentication Type:
System Presence ACLs SMGR Login Password:
i * Password: esssessess
Help
* Confirm Password: |ssessssses
Help for Create User
Help for New Private Contact Shared Communication Profile Password: [sessse
Help for Edit Private Contact Confirm Password: |sssses
Help for Delete Private Contact
Help for adding contact into
contact list Localized Display Name:
Help for editing contact from Endpoint Display Name:
contact list
Honorific:
Help for deleting contact from
contact list Language Preference:
Time Zone: | Eastern Time (US & Canada) v
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Scroll down to the Communication Profile section and select New to define a Communication
Profile for the new SIP user. Enter values for the following required fields:

= Name: Enter name of communication profile.
= Default: Select field to indicate that this is the default profile.

Click New to define a Communication Address for the new SIP user. Enter values for the
following required fields:

= Type: Select Avaya SIP.
* Fully Qualified Address: Enter extension number and select SIP domain.

The screen below shows the information when adding a new SIP user to the sample
configuration. Click Add.

(M oo

Manage Users

Public Contact Lists Communication Profile =

Shared Addresses

System Presence ACLs New

Help Name
Help for Create User ) | CarEry
Help for New Private Contact Select : None
Help for Edit Private Contact
Help for Delete Private Contact * Name: Primary
Help for adding contact into Default -
contact list
Help for editing contact from Communication Address =
contact list
Help for deleting contact from
contact list

Type Handle Domain

No Records found

Type: |Avaya SIP hd
* Fully Qualified Address: |51050 @ | devd.com v
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 46
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In the Session Manager section, configure the following:

Primary Session Manager: Dev4 SM was used for testing
Origination Application Sequence: DEV4 EVO was used for testing
Termination Application Sequence: DEV4 EVO was used for testing

Home Location: Dev4 Infrastructure was used for testing

Manage Users
I EETEE WS Communication Profile #
Shared Addresses

System Presence ACLs New

Help Name
Help for Create User Q) | TRy
Help for New Private Contact Select : None
Help for Edit Private Contact
Help for Delete Private Contact * Name: Primary
Help for adding contact into Default =
contact list
Help for editing contact from Communication Address =
contact list
Help for deleting contact from New
contact list
[1  Type Handle Domain
[1 avayasIP 51050 dev4.com
Select : All, None
[#]Session Manager Profile =
Primary = Secondary Maximum
* Primary Session Manager | Dev4 SM ~
39 0 39
Primary = Secondary Maximum
Secondary Session Manager | (None) v
Origination Applicati e | DEV4 EVO 1
Termination Applicati e | DEV4 EVO -
Survivability Server | (None) ~
* Home Location | Dev4 Infrastructure
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 46
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In the Endpoint Profile section, fill in the following fields:

= System: Select the managed element corresponding to
Communication Manager.

= Use Existing Endpoints:  If field is not selected, the station will automatically be
added in Communication Manager.

= Extension: Enter extension number of SIP user.
= Template: Select template for type of SIP phone.
= Port: Enter /IP.
= Delete Endpoint on
Unassign of Endpoint: Enable field to automatically delete station when Station

Profile is un-assigned from user.

Select Commit to complete the SIP user configuration. Repeat Section 5.3 for each desired SIP
user.

The screen below shows the information when adding a new SIP user to the sample
configuration.

[¥] Endpoint Profile ®
* System |Devd-AACM ha

Use Existing Endpoints [

* Extension |51050 Endpoint Editor

* Template | DEFAULT_96405IP_CM_&_0 v
Set Type
Security Code
* port Q1P

Voice Mail Number

End 1 o Endpoint
Delete Endp on U of Endp

from User

[IMessaging Profile *

Roles *

Group Membership *

Default Contact List *

Private Contacts *
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6. Configure the Avaya SIP Telephones

The Avaya IP SIP telephones at the main site will register to Avaya Aura® Session Manager.

The Avaya IP SIP telephones of the enterprise core users will use the IP address of Sipera UC-
Sec as the SIP server.

The tables below shows an example of the SIP telephone network settings for both the main site
and the core users. For complete details on configuring a specific endpoint type, refer to Section
10. The Avaya SIP endpoints that directly register to the Avaya SM and to Avaya SM via the
Sipera UC-Sec use different 46xxsetiings files. The 46xxsetiings file used for SIP endpoints
registered to Avaya SM via the Sipera UC-Sec use the TRUSTCERTS parameter to download
the third party certificate to the Avaya SIP endpoints.

Avaya IP Telephones at Main Sit

Main Site Main Site

(9600 SIP) (9600 H.323)
Extension 51007 50003
IP Address 10.32.75.100 10.32.75.101
Subnet Mask 255.255.255.0 255.255.255.0
SIP/H.323 Server 10.32.100.100 10.32.100.1
Router 10.32.75.254 10.32.75.254
File Server 10.32.100.250 10.32.100.250

Enterprise Core Avaya IP Telephones

Enterprise Core C1 | Enterprise Core C2
(9600 SIP) (9600 SIP)

Extension 51024 51025

IP Address 10.32.75.105 10.32.75.106

Subnet Mask 255.255.255.0 255.255.255.0

Call Server 10.32.100.32 10.32.100.32

Router 10.32.75.254 10.32.75.254

File Server 10.32.100.32 10.32.100.32
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7. Configure Sipera UC-Sec Secure Access Proxy

This section covers the configuration of the Sipera UC-Sec. It is assumed that the UC-Sec
software has already been installed. For additional information on these configuration tasks,
refer to Section 10, [9] and [10].

Step 1: Use a WEB browser to access the UC-Sec web interface, enter https:/<ip-addr>/ucsec in the
address field of the web browser, where <ip-addr> is the management LAN IP address of UC-Sec.

Log in with the appropriate credentials. Click Sign In.

&) UC-Sec Control Center - Mozilla Firefox
Fée  Edt  Yiew Hgtory Bockmarks Tools  Help

O - ¢ x o (EEEEEEE e iosm el

Wl Most visked | | Getting Stasted 5i| Latest Meaclnes | | Chok here to find out .
& Share Browser  WebEx~
S Yahoo! | http:f{10.0.9. 141 fc_ tbedInfoStatic, htel S UC-Sec Control Center a8 -

Signin

Password

The UC-Sec ™ family of producs from Sipera Systems delivers comprahensive
ValP security by adapting the bast practices of imernet security and by using unique,
sophisticated fechnigues such as VoI protocol misuse & anomaly detection,
bahaviaral learning based anomaly deteclion and vaice spam detection to pratact
ValP nitwirks

i 5 (08 160 |37 O

MOTICE TO USERS: This system is for authorized use only, Unauthorized use of this
Syslerm IS strictly prohibited. Unauthofized of improper use arthis systém may
resultin chil andior criminal penaflies. Use of this systermn constitules conseni to
Secufity montaring. All actvity is logged with 1ogin info, Rost narme and IP address
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Step 2: The main page of the UC-Sec Control Center will appear.

2 UC-Sec Control Center - Mozilla Firefox

Bl [dt  Yew Hgtory Bookmarks Jooks  Help
6 = C X G [SEEEERE reein2 969,105 ucsncl]_sscurity_check 71 - 199 ol <
L8] Mot visked | 7| Gathing Sarted G Latest Headiewes | ] Chek hara bo fired out .

& Share Browser Webfxs

& Yahoo! L] betpaf ERTHS i htrol ) UC-Sec Control Center al

_L_lC—Sec Control Center

© Sipera

WRICOME UCSEC, You Signed in o Admin, Cuerent server time ks 5:48:16 AM GMT

@ mams [ pecigerns  [f sutisties
Securing your realtime unified communications

tar > Wlcoms

3 UC-Esc Control Center

&
p— T
ﬂ. A& comprehensive IP Cormnmunications Security product, the Sipera UC-Sec offers a complete suile of security,
ia| Backupifestore enablernent and compliance features for profecting and deploying unified communications such as Volce-over-IP (VolF), it a Welisite
[ Siystem Mearsgement instant messaging (b, mullimedia, and collaboration applications Sipera VIPER Labs
S0 Globsl Parameters Myou need Support, please call our ball free nurmbier at (85E6) 561-3113 o e-mail SuppodEsipara.conm, Comact Support

@) Global Frofles
953 sp e T T
@0 Domain Polckes MNone found. Mona found, PCSI1000104 DMZ_OMLY o
@1 Device Specific Seitings
G Troubleshooting

S TLS Management
H15 Mloggny

Adminisirator Noles [ &)
Mo notes posted

Step 3: To view system information that was configured during installation, navigate to
UC-Sec Control Center = System Management. A list of installed devices is shown in the
right pane. In the case of the compliance test, a single device named IPCS310 is shown. To view
the configuration of this device, click the monitor icon (the third icon from the right for the
IPCS310 device entry).

) LK Sec Cosiral Canter - Maxilla Firefax
[l Vo= ripory Geowmats Dok e
6 -0 X oS hitp LT, B S vel_pscurity, thack -| &g 5l

Wl Miost Visitesd | | Gettneg oeted G Labest esdiees | | Ohok Berw e e ol
L L
| Mg TUREU R LA e el ol sl e U-Sed Diibwld Devader [+ N

IPCEI008104 PCEIB0004 L0067 @ Commiisionsd m BE s o

a0 Dot Spece Semrgn
#J Troubdeskookng

#10 TLE Marageman
H W Loy
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Step 4: The System Information screen shows the Network Settings, DNS Configuration and
Management IP information provided during installation and corresponds to Figure 1. The
compliance test did not use a DNS server, but an entry was required by UC-Sec. An arbitrary IP
address was used for the Primary DNS field. The Box Type was set to SIP and the
Deployment Mode was set to Proxy. Default values were used for all other fields.

) LUC-Sec Control Center, - Mozilla Firefox

Eile Edit Wew History Bookmarks Tools  Help

G

El Most Visited |j Getting Starked .| Latest Headlines \j Click here ko find out ...

A hitps:/j12.184.9.175jucsec)j_security_check

@ Share Browser tWehEir
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Step S: Signaling Interface
A signaling interface is created that maps a signaling interface name to an IP address and a set
of ports and transport protocols that can be used on that interface.

To define a new signaling interface, navigate to UC-Sec Control Center = Device
Specific Settings > Signaling Interface. Select the UC-Sec device name from the middle
pane. Select the Add Signaling Interface button in the right pane. A new page is opened
(not shown) where the new information can be entered and submitted.

The example below shows the two interfaces created for the compliance test, one for each of the
IP addresses assigned to UC-Sec. The interface named sig-ext supports TLS, which was used
with the Avaya telephones. Sig-int interface supports TCP, which was used for Session
Manager.
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Step 6: Media Interface

A media interface maps a media interface name to an IP address and a range of ports that can be
used on that interface. Navigate to UC-Sec Control Center - Device Specific Settings 2>
Media Interface. The settings used by the compliance test are shown below.

2} UC Sec Control Center - Mozilla Firefox

Elle Edit “iew History Bookmarks Tools  Help

CO

=

\j Most Wisited \j Getting Starked 5| Latest Headlines |_] lick here ta find aut ...

@ Share Browser WehEx

| ) UC-Sec Control Center

i; Logout @ Help

i;j UC-Sec Control Center
@ Wielcome

- AL Administration UC-Sec Devices Media nterface

[ Backupmestare IPCS31000154
{7 System Managemert

153 Global Parameters )
1) Global Profiles Add Media Interface

- Domain Policies media-int 10.32.100.32 35000 - 40000

—JD Device Specific Seftings media-ext 10.32100.33 35000 - 40000 Ve X_
s @Network Maragement
42/ (1=

5 % Signaling Interface
% Signaling Forking

] SMMP

-3 End Paint Flows

| -6 Session Flows

~ i, Twwa Factor
@ Relay Services
@15 Troukleshoating

= TLE Management
H1T) M Logaing

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 46
SPOC 10/26/2011 ©2011 Avaya Inc. All Rights Reserved. Sipera-Core-SM



Step 7: Server Definition — General

A server configuration profile is created to define the characteristics of the Session Manager 6.0 to
which the UC-Sec will communicate.

To define a new server configuration profile, navigate to UC-Sec Control Center > Global
Profiles = Server Configuration. Select the Add Profile button in the middle pane to enter and
submit the new information.

The example below shows the server configuration profile named Avaya-2, which was used for
the compliance test. The General tab shows the Server Type as Call Server and the IP of the
Session Manager SIP signaling interface (10.32.100.100) in the IP Addresses/FQDN:s field.
The remaining fields show the transport protocols and ports supported for traffic between UC-Sec
and Session Manager.
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Step 8: Server Definition — Advanced

On the Advanced tab, profiles are specified that will be applied to traffic between the UC-Sec
and this server (Session Manager). The Interworking profiles are applied to traffic from the
UC-Sec to the server and the Routing profile is applied to traffic to the UC-Sec firom the
server. These profiles: Interworking and Routing are described in Steps 9-10. Grooming
is also activated since Session Manager only supports up to 6 TCP connections from
different ports from the same IP address.
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Step 9: Server — Interworking Profile
Server Interworking profile defines how SIP message headers and content (other than the IP
addresses) may be manipulated for interoperability with different call servers.

To define a new interworking profile, navigate to UC-Sec Control Center = Global Profiles
-> Server Interworking. Select the Add Profile button in the middle pane to enter and submit
the new information.

In the example below, multiple profiles are shown in the middle pane. Only the profile named
avaya-ru was used for the compliance test. By highlighting this profile in the middle pane, its
details are shown in the right pane. On the Advanced tab, Hold Support was changed to
RFC2543 for interworking with the gateway used for testing with Analog and Digital phone.
Default values were used for all other fields.
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Step 10: Server — Routing Profile

A routing profile defines how a call is to be routed. In this case, the routing profile is applied to
calls from the server to UC-Sec.

To define a new routing profile, navigate to UC-Sec Control Center - Global Profiles =
Routing. Select the Add Profile button in the middle pane to enter and submit the new
information.

In the example below, two profiles are shown in the middle pane. Only the profiles named
default and Avaya-2 were used for the compliance test. By highlighting a profile in the middle
pane, its details are shown in the right pane. The Avaya-2 routing profile is described in Step 17.
The default profile is shown below. The default profile is for routing traffic from the server
destined for one of the remote endpoints. Thus, the routing profile is for all URI Groups (URI
Group = *) and no server IP address is specified in Next Hop Server 1 or Next Hop Server 2
fields. To locate the destination address, the UC-Sec will use its internal database to identify the
IP address associated with the destination extension in the SIP message.
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Step 11: Phone- Interworking Profile

Phone Interworking profile defines how the interoperability with a Call Server provides features
applicable to phones. This profile is used in End Point Subscriber Flow configuration (Step
15).

To define the Phone- Interworking Profile, navigate to UC-Sec Control Center -
Global Profiles = Phone Interworking

In the example below, four profiles are shown in the middle pane. Only the profile named
Avaya-Ru was used for the compliance testing. In this profile, Reuse Existing TCP
Connection for In-Dialog Routing and Reuse Existing TLS Connection for In-Dialog
Routing were set to Yes to enable Avaya phones with TCP and TLS support at the core side
for reliable connection (TCP) and connection optimization (TLS). Click “Edit” tab and
check the above two parameters, select Finish to continue (not shown).
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Step 12: End Point Policy Groups

An end point policy group defines a set of rules that may be applied to different aspects of the
data traffic. For the compliance test, the end point policy group was used to specify if (and
how) the media stream should be encrypted and the security level.

To define a new policy group, navigate to UC-Sec Control Center = Domain Policies
-> End Point Policy Groups. Select the Add Group button in the middle pane to enter and
submit the information.

For the compliance test, only the default-high-enc and server-def-low groups were used.
Policy group default-high-enc defines the use of encrypted media (SRTP). Policy group
server-def-low defines the use of unencrypted media (RTP, if SRTP is not needed). The
details on the media can be obtained by clicking the Media link in the Policy Group displays
shown below. These policy groups will be used in the server and subscriber flows defined in
the following steps (Steps 14-15).
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Step 13: End Point Policy Groups — Continued
Click server-def-low policy group in the middle panel, and the details of this policy group will
be shown in the right panel. Policy group server-def-low defines the use of unencrypted media

(RTP).
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For compliance testing, media QoS was enabled. To enable media QoS, navigate to UC-Sec
Control Center = Domain Policies = Media Rules = default-high-enc. Select Media
QoS from the right panel. Click the Edit tab and check the checkboxes under the title
Media QoS Reporting” and “Media QoS Marking”. Choose DSCP, and use default value
(i.e. EF). Select Finish to continue (not shown).
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For compliance testing, Signaling QoS was enabled. To enable signaling QoS, navigate to UC-
Sec Control Center = Domain Policies = Signaling Rules = default, select Signaling
QoS from the right pane. Select Edit and check the Signaling QoS checkbox, Change the
QoS Type to DSCP, set the Value as default (i.e. EF). Select Finish to continue (not
shown).
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Step 14: Server Flow

Many of the previous steps have defined policies that will be applied to traffic if it is present.
The server flow defines what traffic is actually allowed between the UC-Sec and the specified
server, as well as which interfaces and media encryption will be used.

To define a new server flow, navigate to UC-Sec Control Center - Device Specific Settings
- Endpoint Flows. Select the Server Flows tab. Select the Add Flow button in the right pane
to enter and submit the new information.

The example below shows one server flow used for the compliance test. It specifies that all
traffic to or from any URI Group will be allowed to the server named Avaya-2 (Session Manager
6.0). Media traffic will use Media Interface — media-int (Step 6) and signaling traffic will use
Signaling Interface — sig-int (Step 5). The Endpoint Policy Group named server-def-low
(Step 13) will be applied to this traffic which specifies that the media is unencrypted.
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Step 15: Subscriber Flows

A subscriber flow defines what traffic is allowed between the UC-Sec and the specified
endpoints in much the same way the server flow defines the traffic allowed between the UC-Sec
and the server.

To define a new subscriber flow, navigate to UC-Sec Control Center > Device Specific
Settings 2 Endpoint Flows. Select the Subscriber Flows tab. Select the Add Flow button in
the right pane to enter and submit the new information.

Two subscriber flows were created for the compliance test. If the traffic does not match the first
flow, then the next flow in the list will be tested until a match is found. The detailed matching
criteria are shown in Step 17. The Endpoint Policy Group named default-high-enc (Step 13)
will be applied to this traffic which specifies that the media is encrypted. The second flow will
match all traffic from the core Avaya IP Telephones. Again the Endpoint Policy Group named
default-high-enc (Step 13) will be applied to this traffic which specifies that the media is also
encrypted. To see the complete details of a flow, click the monitor icon associated with the flow
of interest in the right pane.

£} UC-Sec Contral Center - Mozilla Firefox

Bl Ed Yew Moy fookmads Jods  Heb
@ = & o (SHEREIERER] hotos:111z.104.9.175xseci)_securky._chack - | |129- ¥,
W] Most visked | ] Gattng Started G Latest Headines | ] Cik hare to find out

& Shane Browser WibEx -
L -See Control Center

&
UC-Sec Control Center © Sipera

Wl Ome UCESC, you Signed in a5 Admin, Cums 15 4:49:59 AM GMT

@ Ams
T L'
£ % Meda Ferling
=} Routing

& oo cotprin | T[S s | S|
" IPCS31000154
hrmin

=3 Topology Hidng
10 P Cluster
UFd Source End Point Policy
Groug Subnet Group
* * xod

| hehp:[T10.0.9, 141 e toadirfostatic, hml s LKC-5ac Conkrol Canber

& URd Grouges Click Ibene 1o 3ikd a row descliption.
ﬁtwu i m
2 Device Pools
T Aoriigd ane-H %9 -

H Domein Polcins Duskphans defaulk-nigh-gnc

T Appication Fules
2 Coré Phone = z = dofautthigh-anc Y oxo

avays-sof-phone

1, Border Fuies
[ media Ruges
) Securty Fules
o Sigreslireg Fudes
(&) Time of Dy Fouies
T End Poind Polcy Groups
By Seasion Pobcass
F1 Device Spacific Settngs
B Netwiork Management
2/ Medda rteriace
B Sigradng rterface
% Sigruaing Forking

s T
By Seazion Fws
i Two Facte

Step 16: Subscriber Flow — Details
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The example below shows the details of the second flow (Core Phone) in the list in Step 15.
Select the monitor icon (not shown), for the second flow. Unlike the server flow, parameters
such as Topology Hiding Profile and Routing Profile are defined within the subscriber flow
itself. For the server traffic, these parameters were not defined in the flow but were defined in the
server configuration.

This flow will match traffic from the core Avaya 9600 Series IP Telephones since the Signaling
Interface field is set to sig-ext (Step 5) in the Criteria section. Media traffic will use Media
Interface — media-ext (Step 6). The End Point Policy Group used is default-high-enc (Step
13). The Phone Interworking Profile used is Avaya-Ru (Step 11). The Routing Profile used is
Avaya-2 (Step 17).
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Step 17: Subscriber — Routing Profile
A routing profile defines how a call is to be routed. In this case, the routing profile is applied
to calls from the subscriber to UC-Sec.

To define a new routing profile, navigate to UC-Sec Control Center = Global
Profiles 2 Routing. Select the Add Profile button in the middle pane to enter and submit
the new information.

The example below shows the routing profile named Avaya-2 used by all the subscriber
flows defined in Steps 15-16. It shows that all traffic (URI Group = *) using this profile
will be routed to IP address 10.32.100.100 (Session Manager 6.0) as the next hop as defined in
the Next Hop Server 1 field.
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Step 18: SIP Clusters

As part of the compliance test, SIP clusters were used to define how HTTP/HTTPS traftic will be
routed for different groups of endpoints. For compliance test, HTTPS was used. Example shows
configuration for both HTTP/HTTPS.

To define a new cluster, navigate to UC-Sec Control Center = SIP Cluster. Select the Add
Cluster button in the middle pane to enter and submit the new information.

The cluster used for the compliance test is shown in the middle pane. By highlighting a profile
in the middle pane, its details are shown in the right pane. The example below shows the cluster
named Avaya-2. It defines that HTTP/HTTPS traffic from the Device IP 10.32.100.33 will be
routed out the Configuration Server Client Address 10.32.100.32 to the internal HTTP server
address 10.32.100.100 as specified in the Real IP field. This enables the Avaya IP Telephones to
get their configuration data via the UC-Sec.
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Step 19: TLS Certificate
A TLS certificate is used for establishing TLS connection between Avaya phones/clients and
Sipera UC-Sec. Below are the two certificates that were used for TLS authentication:

1. Using a third party certificate, configure the TRUSTCERTS option in Avaya
46xxsettings file to include this certificate. Upload its corresponding root CA
(Certificate Authority) certificate to the http/https server (For details how to configure
TRUSTCERTS and upload the corresponding root CA certificate to http/https server,
please reference to Section 10, [1] through [3].

Using a root CA certificate from Avaya Aura® Session Manager. (Obtain the CA
certificate from Avaya) and install it on the Sipera UC-Sec

To look at the details of the certificate, navigate to UC-Sec Control Center - TLS
management = Certificates. The example below shows the two TLS certificates named
NewTest7 12.crt and avayatestip.crt. NewTest7 12.crt is the one used for setting up TLS for
signaling message between the Avaya phones and the Sipera UC-Sec. (avayatestip.crt, on the
other hand, is used to set up the HTTPS connection between the Avaya phones to the Sipera
UC-Sec, used in step 18). The CA certificate, av_sipca.crt, is the one extracted from Session
Manager and is used to authenticate the certificate provided from the phones.
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Step 20: TLS Certificate — Continued
Press the View button to shows details of the certificate.

The example below is for NewTest7 12.crt. This certificate was generated at Sipera, and its
corresponding root CA certificate (sipera-ca.crt) is uploaded to the Avaya http/https server, so
that the Avaya phone will download this root CA certificate during the Session Manager PPM
process and use it to authenticate this server certificate.

_':lU(Z—Sec Control Center - Mozilla Firefox
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View Certificate

Certificate:
Data:
‘ersion: 3 (0x2)
Serial Mumber: 31 (0x1 1)
Signature Algorithm: shalithRSAERCryption
Issuer. C=US, ST=Texas, L=Richardson, O=Sipera Systems, OU=Testing, Chi=Sipera Systems
alidity
Mot Before: Jul 12 17:59:53 2011 GMT
Mot Sfter : Jul 917:59:53 2021 GMT
Subject: C=US, ST=Texas, O=Sipsra Systems, OU=Suppont, Chl=devd com
Subject Public Key Info:
Public Key &lgorithm: rsaEncryption
R34 Public Key: (1024 bity
Modulus (1024 bitx
00:b3 89326016 b 37 96:6a 87 ef fE.cT ed la
A4:0bcc2 i ok 51:47:80: 73870633 0o 656718
o227 40 2e:90:09: 41 36: 9149 0ok 3o oo 50 42:
Seccd e1:82 4bel ThaZef:74:3d:11:6c 3019 -
b3 4363671800 34 16:81:10: 26:d9 &l 9
B4 Farlerce: 29.a2: 0 94:d6: 91 eedh: Ta: 22,73
b7 7hed4f:6342:32:04 Be: 7o 3 06:08: 7 a7 63
ol deeet8:81 a8 6310 5801 18 4& bb:ch: 00:
59 ik dl e 910479
Exponert: 55537 (O10001)
X509v3 extensions:
#3093 Basic Constraints:
CAFALSE

To install a 3rd party certificate, click the Install button (not shown). Then choose the certificate
file and key file stored in the desktop and click the Upload button (not shown). This will allow
the certificate to upload to EMS. Additional commands must be run to download these
certificates to the Sipera UC-Sec. Please refer to UC-Sec Administration Guide [10].

After installing the certificate, navigate to UC-Sec Control Center > TLS management -
Server Profiles, and select New Profile. Include the certificate (NVewTest7 12.crt) and root CA
certificate (sipera-ca.crt) that has been installed, and select Finish. Use this certificate server
profile in the appropriate signaling interface (for TLS).

Also install another certificate and TLS server profile using the above steps. Then navigate to
UC-Sec Control Center - SIP Cluster = Cluster Proxy = <name of the SIP cluster> >
Primary, and under the Configuration Servers, add the HTTPS server, and include this new
TLS server profile. This is used for HTTPS connection (step 18).
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Step 21: TLS Certificate — Continued

As mentioned in above step, a certificate server profile needs to be created to include the above
certificates, as show below.

W Share Browser WebEx~
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1}

Renegotiation Time
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This server profile contains the server certificate NewTest7 _12.crt, as well as the root CA
certificate av-sipca.crt. Together they will be used to setup a TLS connection between Avaya
phones and UC-Sec with mutual authentication.
This certificate server profile should be incorporated into signaling interface, as in Step 5.
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Step 22: Configure the four different DoS in GUI

Navigate to UC-Sec Control Center = Global Parameters = DoS/DDoS - Single Source
DoS. Select the Edit icon. Change the Threshold (in 5 seconds) and Action to desired values (in
this example, Threshold (in 5 seconds) is set to 150 and Action is Block). Select Finish (not
shown). Select Phone DoS/DDeoS to continue.

=r
) UCSec Control Center - Mozilla Firefox

Ele Edit V¥ew History EBookmarks Tools Help

@ - ¢ x af

i} @ Mast Yisited |j Getting Started S | Latest Headlines \:] Click here to find aut
II @ Share Browser  iWebEx-

RN https:([12.184.9.175jucsec/j_security_check WL T “.‘ soogle _;-

.. @ UC-Sec Control Center i + | -
UC-Sec Control Center @ Sipera

din iz 2:02:08 AM GMT Systems
O Alarms ﬂﬂ St ﬁ_j Logout
) UC-Sec Control Center

@ Welcome
£ Aoministration

[HlBackupRestors SIP Method Threshold (in 5 seconds) Block Duration (in seconds) | |
150 &0 2

System Management Al Block

Incidents @ Help

Single Source DoS | | Phone DoSDDoS | | Stealth DoS.DDoS | | Call Walking ‘

Z1 Global Parameters
2 RaDIUS

ecure Channel
=] Scrubber
'"EJUser Agents

) Global Profies

SIP Cluster

) Domain Policies

| Application Rules
Border Rules
[ Media Rules
\:;' Security Rules
. Signaling Rules
) Time of Day Rules
™ | End Paint Policy Groups

Device Specific Settings
-1 Troubleshooting

TLS Management

#15) In Looging

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 38 of 46
SPOC 10/26/2011 ©2011 Avaya Inc. All Rights Reserved. Sipera-Core-SM



Step 23: Configure the four different DoS in GUI (continued)

Select the Edit icon. Change the Threshold (in 3 seconds), Action and Block Duration (in
seconds) to desired values (in this example, Threshold (in 3 seconds) is set to 150, Action is
Block, and Block Duration is 60). Select Finish (not shown). Select Stealth DoS/DDoS to
continue.
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Step 24: Configure the four different DoS in GUI (continued)

Select the Edit icon. Change the Average Inter-Call Duration Threshold, Consecutive
Average Inter-Call Duration Threshold Violations, and Action to desired values (in this
example, Average Inter-Call Duration Threshold is set to 10, Consecutive Average Inter-
Call Duration Threshold Violations is set to 100, and the Action is set to Block). Select Finish
(not shown). Select Call Walking to continue.
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Step 25: Configure the four different DoS in GUI (continued)

Select the Edit icon. Change the Destinations (per minute) and Action to desired values for
each SIP service. (in this example, Destinations (per minute) is set to 100 for Any, 80 for Call
and 50 for Registration, and Action is Block).
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Step 26: Security Feature - Scrubber

Below is the screen verifying that the scrubber is turned on. Navigate to UC-Sec Control
Center = Global Parameters = Scrubber = Packages.

This screen is an example of how to configure scrubber feature.

For detailed information on the configuration of scrubber, please refer to UC-Sec administration
guide in Section 10, [9] and [10], or contact Sipera Customer Support.
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Step 27: Security Feature - FingerPrinting

Navigate to UC-Sec Control Center > Domain Policies = Security Rules, choose the
appropriate security rule, and click on the Fingerprint tab. Select Edit, check the checkbox for
Fingerprinting, and choose the appropriate fingerprint Profile. Click Finish (not shown).

For detailed information on the configuration of finger printing, please refer to UC-Sec
administration guide in Section 10, [9] and [10], or contact Sipera Customer Support.
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8. Verification Steps
The following steps may be used to verify the configuration:

From the Communication Manager SAT, use the status signaling-group command to
verify that the SIP signaling group is in-service.

From the Communication Manager SAT, use the status trunk-group command to verify
that the SIP trunk group is in-service.

From the Avaya Aura® System Manager Web administration interface, verify that all
core endpoints are registered with Avaya Aura® Session Manage using the private IP
address of Sipera UC-Sec. To view, navigate to Elements = Session Manager 2>
System Status = User Registrations.

Calls to core Avaya SIP endpoints registered through the Sipera from Avaya SIP, H.323,
Digital, Analog phones registered directly to Session Manager and Communication
Manager and PSTN users.

Calls from core Avaya SIP endpoints registered through the Sipera to Avaya SIP, H.323,
Digital, Analog phones registered directly to Session Manager and Communication
Manager and PSTN users.

Calls to core Avaya SIP endpoints registered through the Sipera from core Avaya SIP
endpoints registered through the Sipera.

From the Communication Manager SAT, use the list trace tac command to verify that
the calls between remote users and endpoints at the main site are routed through the
configured SIP trunks.

9. Conclusion

The Sipera Systems UC-Sec Secure Access Proxy for enterprise core users passed compliance
testing. These Application Notes describe the procedures required to configure the Sipera
Systems UC-Sec Appliance to interoperate with Avaya Aura® Session Manager and Avaya
Aura® Communication Manager to support enterprise core users as shown in Figure 1.
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10. Additional References

This section references the Avaya and Sipera documentation relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Installing and Configuring Avaya Aura® Session Manager, Doc ID 03-603473 Release 6.

[2] Administering Avaya Aura® Session Manager, Doc ID 03-603324, Release 6.0, June 2010

[3] Installing and Configuring Avaya Aura® Communication Manager, Doc ID 03-603558,
Release 6.0 June, 2010

[4] Avaya one-X Deskphone Edition for 9600 Series IP Telephones Administrator Guide Release
3.1, Document Number 16-300698.

[5] Modular Messaging Admin Guide Release 5.2 with Avaya MSS

[6] Avaya Aura® Communication Manager Messaging Installation and Initial Configuration.

[7] Avaya one-X Deskphone Edition for 9600 Series IP Telephones Administrator Guide Release
3.1, Document Number 16-300698.

[8] Avaya one-X Deskphone SIP for 9600 Series IP Telephones Administrator Guide, Release
2.6, Document Number 16-601944.

Product documentation for UC-Sec can be obtained from Sipera. Contact Sipera using the
contact link at http://www.sipera.com.

[9] UC-Sec Install Guide (102-5224-400v1.01).
[10] UC-Sec Administration Guide (010-5423-400v106).
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©2011 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
® are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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