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1. Overview:

A remote code execution vulnerability exists which allows remote attackers to execute arbitrary code on vulnerable installations of Avaya Identity Engines Ignition Server.
The specific flaw exists within the AdminAccountManager process, which listens for GIOP requests over TCP ports 23456 and 23457 (SSL). The AdminAccountManager responds to remote requests for administrative functions without authentication. It is possible for a remote attacker to invoke the setAccountPassword operation for the default administrator account, effectively usurping administrator access. 

Avaya credits AbdulAziz Hariri of ThirdEyeTesters for reporting this issue to TippingPoint's Zero Day Initiative (www.zerodayinitiative.com).

2. Resolution: 
	Product:
	Affected Version(s):
	Risk Level:
	Actions:

	Avaya Identity Engines Ignition Server (AIEIS)
	7.0.x
6.0.x

	H
	Install the 7.0.2 patch regardless of release.
The following work flows are supported:

6.0.0 -> 6.0.1 > 7.0.0 -> 7.0.2

7.0.0 -> 7.0.2

7.0.1 -> 7.0.2

 


Recommended Actions:
The above Avaya Generally Available products are vulnerable to the security issue outlined in the ZDI-CAN-1095 security alert. All customers with AIEIS version 7.0 or earlier are required to upgrade to 7.0.1 and then install the 7.0.2 patch.
The following work flows are supported:

6.0.0 -> 6.0.1 > 7.0.0 -> 7.0.2

7.0.0 -> 7.0.2

7.0.1 -> 7.0.2

3. Additional Information:

Additional information may also be available via the Avaya support website and through your Avaya account representative. Please contact your Avaya product support representative, or dial 1-800-242-2121, with any questions.

4. Disclaimer:

ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED "AS IS". AVAYA INC., ON BEHALF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO AS "AVAYA"), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS' SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, INCIDENTAL, STATUTORY, CONSEQUENTIAL DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS. SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.
5. Revision History:
V 1.0 – September 28, 2011 – Original Statement issued.
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