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Application Notes for Microsoft Exchange Unified
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Abstract

These Application Notes describe a solution comprised of SIP Trunk interoperability between
Microsoft Exchange Unified Messaging 2010 System and Avaya Communication Server 1000
Release 7.5.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to integrate Microsoft
Exchange Server 2010 Unified Messaging (UM) with Avaya Communication Server 1000 (CS
1000). Exchange UM is a voice mail system that combines voice messaging, fax, and e-mail into
one inbox, which can be accessed from a telephone or computer. UM subscribers can have their
calls cover to voicemail and can retrieve their messages from a telephone by calling into a voice
mailbox, or from a PC via the Play-on-Phone feature available with Outlook Web Access
(OWA). In addition, Exchange UM can control the Message Waiting Indicator (MWI) on a
user’s telephone to notify the user of new voicemail messages. The focus of these Application
Notes is on the Exchange UM component of Microsoft Exchange Server 2010.

2. General Test Approach and Test Results

The general test approach was to exercise the features of Exchange UM and verifying the
appropriate behavior. All test cases were performed manually.

2.1. Interoperability Compliance Testing
The interoperability compliance test covered the following features:

Calls to Exchange UM from subscribers and non-subscribers.

Calls to UM subscribers covered to Exchange UM on no-answer and the appropriate
greeting was played to the caller. Voicemail was left for the UM subscriber.
Subscribers logging into Exchange UM.

MWTI lamp of a subscriber’s phone was turned on when a new voicemail message
existed.

UM subscriber was able to retrieve voicemail messages from a phone, which would
extinguish the MWI.

UM subscriber was able to use Play-on-Phone via OWA to listen to voicemail messages.
UM subscriber was able to navigate Exchange UM using the Voice User Interface or
Telephony User Interface.

Call transfer from Exchange UM to another subscriber.

Calls to the UM Auto Attendant.

G.711 and G.723 codec support.

Call answering rules to do a “Find Me” or “Transfer” to another number.

Calls to Exchange UM with SIP TLS.

Calls to Exchange UM with SIP TLS and secure media.

2.2. Test Results

All test cases were successful, except for the following observations:

Unlike Exchange 2007 UM, Exchange 2010 UM requires an external fax server, which
wasn’t available during testing. The T.38 negotiation would have been between SIP
Gateway and a 3rd party fax server. The scope of Fax T.38 testing was to verify that
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Exchange UM returns the correct URL of the external fax server in the REFER message
when it detects a fax tone, which was verified successfully.

e Call Transfer from Exchange UM back to CS 1000 phone gets disconnected. This issue
was reported to the CS 1000 development team and is under investigation.

2.3. Support

Technical support of Microsoft Exchange Server 2010 Unified Messaging is available at
Microsoft TechNet at http://technet.microsoft.com/en-us/library/bb125141.aspx. Additional
support options are also covered on this webpage.

3. Reference Configuration

Figure 1 illustrates the network diagram configuration used during the compliance testing
between the Avaya Communication Server 1000 and Microsoft Exchange Unified Messaging
2010.
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Figure 1: Reference Network Configuration
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http://technet.microsoft.com/en-us/library/bb125141.aspx

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya Communication Server |000E CPPM

SW Version 7.50Q With DepList 1

Avaya [P Unistim Phone 2004P1

0602B76

Avaya [P Unistim Phone 1110

0623C8A

Avaya [P Unistim Phone 1140E

0625C8A

Microsoft Exchange 2010

Version 14.01.0359.00

Microsoft Exchange Server Operating System

Windows Server 2008 64-bit Service
Pack 2

5. Configure Avaya Communication Server 1000

This document assumes that the Avaya Communication Sever 1000 system was properly
installed and configured as per the product documents. This section provides the steps on how to
provision the CS1000 to work with Exchange UM. For more information about how to install
and configure Communication Sever 1000, please refer to Section 11.

The following summarizes the tasks which need to be done on the CS1000 System:

Configure D-Channel for SIP Trunk.
Configure Zone for Route and Trunk.
Configure SIP Route.

Configure IP Trunks.

Configure CDP Dialing plan.

Configure SIP Trunk between CS 1000 SIP GW and Exchange UM server.
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5.1. Configure SIP Trunk between CS1000 SIP Gateway and Exchange
UM Server

To configure SIP Trunk between CS1000 SIP GW and Exchange UM, follow the procedures
below:

Launch the Unified Communication Management (UCM) managing the CS1000 system that
needs to be configured. Enter the username “admin” and its password in the User ID and
Password boxes and click on the Login button.

This computer system and netwaork iz PRMVATE
and PROPRIETARY of [company name] and may
only be accessed by authorized users,

User|D: |admin |

Unauthotized use of this computer system or Password: |""""""" |
network is strictly prohibited and may be subject B
to criminal prozecution, employvee discipline up to Log In
and including discharge, ar the termination of the
vendorfservice contracts, The owner, or its
agents, may mantor any activity or 2
it sk, e Hom o b o b, bt
IDone € Internet H 00w -
Figure 2: UCM Login window
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On right-hand side of UCM homepage, click on Element Name “EM on_cpppm3” link that
manages the SIP Gateway used to connect to Exchange UM.

n . »
b & Unified Communications Management - | i~ |5 Page - iGF Tools ~ I
AVAYA Avaya Unified Communications Management I
— Metwork Host Name: carZ-sipl-ucm bvwdev.com  Software Version: 02.20.0013.00{4488)  User Hame admin
Elements ~
— 51000 Services
e Elements
[Peiibizs Mew elements are registered into the security framework, or may he added as simple hyperlinks. Click an
SNMP Profiles elerment name to launch its management service. You can optionally filter the list by entering a search term.
Secure FTP Token
Software Deployment Search || Reset
e
Administrative Users
External Authentication Add... | | E 1 4
Passward
— Security [ ElementMame Element Type~ Rel Address Description
Rales 1 [] EMon car?-cares Ccs1000 75 135.10.97.90 e
- element.
Policies
; 2 [] EMon card-ssy- 51000 Ta 135.10.97.90 I
Ce.mﬁcates. catrier element.
(D SRR » [][EMon coppm3 ©81000 75 135.10.97.78 N
= Tools element.
Logs 4[] tppprndbvwdevcom LinusBase 7Aa 13510871450 Base 05
Data imetmber) element.
5[] sipl7S.bvwdev.com  Linux Base 7.5 135.10.97.136 Base OS5
{mermber) element. B
€5 Internet F100%
Figure 3: UCM Home Page
Figure 4 displays homepage of CS1000 Element Manager.
W R € Element Manager & - | 3] fmn v |:of Page - {0 Tools -
AVAyA CS1000 Element Manager
- UCM Hetwork Services Managing: 135.10.97.78  Username: admin
—Home System Overview
-Links
-virtual Terminals System Overview
- System
+Alarms
- Maintenance
+ Core Equipment
:r;mggﬁ;?fqummem IP Address: 136.10.97.78
+Interfaces Type: Avaya Communication Server 1000E CPPM Linux
- Engineered Walues Version: 4121
+ Emergency Senices
+ Geographic Redundancy Release. 7500 +
+ Software
- Customers
+Routes and Trunks
+ Dialing and Humbering Plans
+Phones
- Tools
+Backup and Restore
- Date and Time
+Logs and reports
Figure 4: CS1000 Element Manager Home Page
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On left-hand side tree menu of the Element Manager window, navigate to System > IP Network
> Nodes: Servers and Media Cards, IP Telephony Nodes displays in the right-hand side of the

window.

Click on Node ID “5717” which has the SIPGw application enabled and used to connect to

Exchange UM.

| AVAYA €S1000 Element Manager
| |

- UCM Network Services
-Home
-Links
- Yirtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
- Host and Route Tahles
- Metwark Address Translation
-G0S Thresholds
- Personal Directories
- Unicode Mame Directary
+Interfaces
- Engineered Yalues
+ Frnarnanc Seniras

#| Managing: 135.10.97.78 Username: admin
System » IP Metwark » IP Telephony MNodes

IP Telephony Nodes
Click the Mode ID to views or edit its properties

[[] Mode D~ Components

O 1
O a1z 1

Show:

Enabled Applications
LTFS, Gateway ( SIPGw )
SIP Line

MNodes [] Component servers and cards

B

ELAN P BoderTLAN P4

Print | Refresh

ModerTLAN IPvE  Status

135.10.497.144
13510497187

IPvE address

@ Internet

Synchranized
Synchronized

H100%

Figure 5: IP Telephony

Nodes Page

Node Details (ID: 511 - LTPS, Gateway (SIPGw)) page displays.

I AVAYA

- UCM Network Services
-Home
-Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
-Zones
- Host and Route Tables
- Metwark Address Translation
-GS Thresholds
- Personal Directories
- Unicode Mame Directary
+Interfaces
- Engineered Values
+Emergency Services
+ Geographic Redundancy

+ Bnfharare

2E

CS1000 Element Manager

| Managing: 135.10.97.78 Username: admin
Svystem = IP Metwork = IP Telephony Modes » Mods Details

[ Node Details (ID: 511 - LTPS, Gateway ( SIPGw)) |

Mode ID: +(0-9003)

Call server IP address: |135.10.97 .78 #

Embedded LAN (ELAN)

Gateway IP address: 1351097 65 *

Subnet mask: [255.255.255192|

* Required Yalus.

TLAN address pe: (&) |pyd only
O IPv4 and IPvE

Telephony LAN (TLAN)

Mode IPvd address: [135.10.97.149 |+

Subnet rmask |255.255.255.192| +

@ Internet

Cancel

#100%

>

~

Figure 6: Node Details (ID: 511 - LTPS, Gateway (SIPGw)) Page
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Scroll down to Applications section and click on Gateway (SIPGw) link.

I AVAYA CS1000 Element Manager I

- UCH Hetwaork Services * Node Details (ID: 511 - LTPS, Gateway ( SIPGw )) A
-Home
-Links
= ¥irtual Terminals
_Gystem Subnet mask: |265 255 255192 + Subnet mask: |255 255 255192 «
+Alarms
- Maintenance
+ Care Equipment

- Peripheral Eqguipment IP Telephony Hode Properties | Applications (click to edit configuration) ‘
=P R : * Yoice Gateway (VGW) and Codecs e SIF Line

—No;les. Semers, Media Cards o Quality of Service (QoS) » Terminal Prowy Server (TPS)

- hiaintenance and Reports . LARN » Gateway (SIPGwh

-Media Gateways « SMTF s Personal Directories (PO}

-Zones e MNumbering Zones = Presence Publisher

-Hostand Route Tahles * MCDM Aternative Routing Treatment (MALT) Causes o |P Media Services

- Metwork Address Translation
- @03 Thresholds

- Perzonal Directaries )
- Unicade Mame Directory * (o) e cal,

+Interfaces < >

& Inkernet F100% -

Figure 7: List of Applications in Node Details

Node ID: 511 — Virtual Trunk Gateway Configuration Details page displays. Enter
information for General section:

- SIP domain name: enter IP address of Exchange UM “131.107.5.62.

- Local SIP port: “5060".

- Gateway Endpoint Name: “cpppm3”.

- Gateway password: Leave it blank.

- Application Node ID: “57/”.

I AVAYA €S$1000 Element Manager I

~UCM Network Services # Managing: 135.10.97.78 Username: admin -~
Sysatem = IP Metwark = [P Telephony Modes » MNode Details » “irtual Trunk Gatewvway Configuration

-Home

_Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
=¥irtual Terminals
esiem General | SIP Gateway Settings | SIP Gateway Senices
+Alarms
- Maintenance Wirk gateway application: [#] Enable gateway service on this node

+ Core Equipment
- Peripheral Equipment

- IP Metwark General Wirtual Trunk Network Health Monitor
-Modes: Servers, Media Cards
- Maintenance and Reports Witk gateway application: | 5IP Gateway (SIPGw) [ Maonitor IP addresses (listed below)
:;ﬂ;ﬁgeateways ZIP damain name- |[131.107.5.62 - Infarmatiaon will be captured far the IP addresses listed
-Host and Route Tables below.
=M e T el Local SIP port: (5060 +01-65535) | | Monitor [P

- QoS Thresholds
- Personal Directoties .
- Unicode Mame Directary Gateway endpoint name: |cpppm3 *
+Interfaces
- Engineered Valu_es Gateway pasaward: +
+Ernergency Serices
+ Geographic Redundancy
+ Software Application node 10 511 *(0-9999)
- Customers
- Routes and Trunks Enable failsafe NRS: []
- Routes and Trunks b
- D-Channels 2 >
< >

honitor addresses:

Jlzene & Internet F100% v

Figure 8: Node ID: 511 — Virtual Trunk Gateway Configuration Details Page
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Port: “5060”.

Scroll down to section SIP Gateway Settings (not shown), in Proxy Or Redirect Server
subsection of this section, enter information for this section:
Primary TLAN IP address: enter IP address of Exchange UM “131.107.5.62”.

Transport protocol: “7TCP”.

AVAYA

- UCM Network Services
-Home
-Links
=Virtual Terminals
- System
+Alarms
- Maintenance
+Care Equipment
- Peripheral Equipment
=P Metwork
- Modes: Servers, Media Cards
- Maintenance and Repors
- Media Gateways
-Zones
- Host and Route Tables
- Netwark Address Translation
-G0S Thresholds
- Personal Directaries
- Unicode Mame Directory
+Interfaces
-Engineered Yalues
+Emergency Services
+Geographic Redundancy
+ Software
- Customers

[ RPN S J

# Managing: 13510.97.78 Username: admin
System » IP Metwork » [P Telephony Modes » Node Details » Vidual Trunk Gateweay Configuration

bl

CS1000 Element Manager

MNode ID: 511 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Settings | SIP Gateway Services

Transpor protocal
Proxy Or Redirect Server:
Proxy Server Route 1:
Primary TLAN IP address: [131.107 5 62 ==

The IP address can have either IPv4 ar IPvE format based on the value of "TLAN
address type"

Paort |50B0  <==

{1 - 65535)

Transport protocol: | TCP w | <==

Options: [[] Support registration
[ Primary COS proxy

Secondary TLAM IP address: [0.00.0

o ANV morbebvmimms o b e im0 i I Emirimd lnmmmond i blnm s amle e HT1 KL

@ Internet

#_100%

Figure 9: The SIP Gateway Setting of Telephony Node

Scroll down to SIP URI Map of SIP Gateway Settings section, in Private domain names,

leave CDP field as blank. If there is any text presented in the CDP field, delete it.

AVAYA CS1000 Element Manager
—UCM Network Services | Managing: 135.10.97.78 Username: admin -~
_Home System = IP Network = [P Telephony NModes = Node Details = Virtual Trunk Gateway Configuration
—Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals
=S General | SIP Gateway Setlings | SIP Gateway Services
+Alarms o m i e e
- Maintenance A
+ Core Equipment Subscriber (SMy: |0
- Petipheral Equipment Mational (N [0
- IP Network
- Modes: Servers, Media Cards International: |0
- Maintenance and Repors
Teh
M ) R TeHes Public E 164 domain names
- Network Address Translation Mational: UDP: |udp
-G0S Thresholds
- Personal Directories Subscriber ==> CDP:
- Unicode Narne Directory
+Interfaces Special numker: |PublicSpecial Special number: PrivateSpecial
- Engineered Values
+Emergency Services Unknown: |PublicUnknown Wacant number: Privatelnknown
+ Geographic Redundancy
+ Software Unknon:
- Customers (oo
- Routes and Trunks v % >
< >
& Inkernet # 100% v
. .
Figure 10: SIP URI Map Configuration Page
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Scroll down to SIP Gateway Services section of Node ID: 511 - Virtual Trunk Gateway
Configuration Details page.

AVAYA CS1000 Element Manager

# Managing: 135.10.97.78 Username: admin A
System = IP Network = IP Telephony Nodes » Node Details = Yirtual Trunk Gateveay Configuration

~UCM Network Services

-Home

_Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
-Virtual Terminals

=TI General | SIP Gatewsy Settings | SIP Gateway Serices
+Alarms

- Maintenance
+ Gore Equipment
- Peripheral Equipment
- IP Metwark
- Modes: Servers, Media Cards
- Maintenance and Reports
- Media Gateways
- Zones
- Host and Route Tables
- Network Addrass Translation
-G0S Thresholds
- Personal Directories
- Unicode Mame Directory
+Interfaces
- Engineered Yalues
+Emergency Senices
+ Geographic Redundancy

~
SIP Converged Desktop: [ | Enable CD service

Serice DM: Used for making % TRHK call from agent

Converged telephane call forward DIM:
RAM route for announce: (route numker 0 - 511)

WWait time hefore RAN queue: (-1 - 32767 mzec)
Timeout for ringing indication (5 - B0 seconds)
Timeoutfor CO semver: 1 - 30 seconds])
Timeout for non-CD server: (2 - 60 seconds)

Userinfarmation fislds

+ Software Invite message for MO set: sip:comeergeddesktopi@ 131.107.5.62;nortelconverged=continueforce
_Customers Invite message for My set. sipcomvergeddesktopd®131.107.5.62;:nortelconverged=conditionalfork “
-Routes and Trunks v £ >
< >
€ Internet F100% v

Figure 11: SIP Gateway Services Section

In the SIP Gateway Services section, scroll down to Microsoft Unified Messaging subsection
and enter information:

- MWI Application DN: enter number “73/00” which is defined in Section 5.6.2

- MWI dialing plan: select “CDP” in dropdown menu.

W /€& Element Manager 5~ 3 f= v |-k Page -

AVAYA

O Tools -

CS81000 Element Manager

¥
e L

_UCM Network Services # Managing: 135.10.97.7§ Username: admin ~
_Home System » IP hetwork » IP Telephony Modes » Mode Details » Widual Trunk Gateway Configuration
_Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
-%irtual Terminals
‘m‘?ms General | SIP Gateway Settings | SIP Gateway Senices

- Maintenance

+Core Equipment

- Peripheral Equipment
- IP Metwork

-Modes: Servers, Media Cards

- Maintenance and Reports

- Media Gateways

-Zones

- Host and Route Tables

- Metwork Address Translation

- @05 Thresholds

- Personal Directaries

- Unicode Mame Directory
+Interfaces
- Engineered Values

|Microsoft Unified Messaging: |

nil application DM: 73100

Wl dialing plan: | CDP
Options: [] Enable softkeys

[] Enable secure media

Subscriber Access Service
Add

[] Access Mumber

[ 73100

Access Mumber Use Insert Mumhber

Access Number is DN hd

SPOC 2/1/2012
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+Emergency Services bt
+ Geographic Redundancy < >
< >
& Internet F100% -
Figure 12: Microsoft Unified Messaging
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Scroll down to Subscriber Access Service and Auto Attendant Service of SIP Gateway
Services section, click on Add button in each service to add number “73700” for subscriber
access and number “73200” for auto attendant. Note: The number “73700” and “73200” will be
defined in Section 5.6.2.

AVAYA CS1000 Element Manager

_UCM Metwork Services #  Managing: 135.10.97.78 Username: admin ~
_Home System s IP Metwiork s IP Telephony Nodes s Node Details » Vidual Trunk Gatewway Configuration
_Links Node ID: 511 - Virtual Trunk Gateway Configuration Details

=Virtual Terminals

=S General | SIP Gateway Settings | SIP Gateway Serdces
+Alarms

- Maintenance Subscriber Access Service <== N

+Core Equipment
- Peripheral Equipment
- IP Metwork [] Access Mumber Access Mumber Use Insert Mumber
- Modes: Servers, Media Cards
— Maintenance and Reports 73100 === Access Mumber is DN b
- Media Gateways
-Zones
- Host and Route Tables
- Metwork Address Translation
-G0S Thresholds
- Personal Directories
- Unicode Name Directary
+Interfaces
- Engineered Yalues
+Emergency Services Add
+Geographic Redundancy
+ Software [[] Auto Mumber Auto Murnber Use Insert Mumber

-Customers 173200 <== Auto Mumber is DN ~
- Routes and Trunks w

= = >

Add

Auto Attendant Service <==

nnnnnnn

< >

& Intermnst H 100% ~

Figure 13: Subscriber Access Service and Auto Attendant Service

Click on the Save button at the bottom of Node ID: 511 - Virtual Trunk Gateway
Configuration Details page (not shown) to save the changes in the Node ID: 511, the Node ID
511 - Virtual Trunk Gateway Configuration Detail page, which will be closed and returned
back to the Node Details (ID: 511 - LTPS, Gateway (SIPGw)) page. Click on Save button in
this page and the Node Saved window displays as shown in Figure 14.

AVAYA CS1000 Element Manager
— UCM Network Services #  Managing: 135.10.97.78 Username: admin
_Home System » IP Metwork » P Telephony Modes » Mode Saved
_Links Node Saved
-¥inual Terminals
- System
+Alarms MNode ID: 511 has heen saved on the call server.
- Maintenance
+ Core Equipment The new configuration must also be transferred to associated servers and media cards
- Peripheral Equipment
=P Metwark

- Modes Servers, Media Cards | Transfer Mow:. |Ynu will be given an option to select individual servers, or transfer to all
- Maintenance and Reports

- Media Gateways
_ZFones B Show Nodes “ou may initiate a transfer manually at a later time

-Hostand Route Tables
- Metwark Address Translation
- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces o€ >
< >

& Internet 100w -

Figure 14: Node Saved Page
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Click on the Transfer Now... button in Figure 14 to display the Synchronize Configuration
Files (Node ID) page. Click on associated signaling server “cpppm3” that the new configurations
need to be transferred to and click on the Start Sync button to start transferring the changes to
Call Server.

Note: The process of saving, transferring and synchronizing need to be applied if any change is
made in the Node ID - Virtual Trunk Gateway Configuration Detail page.

AVAYA

CS$1000 Element Manager

- UCM Network Services A Managing: 135.10.97.78 Username: admin
_Home System » IP Network » IP Telephooy Modes » Synchronize Configuration Files
_Links Synchronize Configuration Files (Node ID <511>)
=Wirtual Terminals
- 5"‘:'::1'9 L‘Jme: Select components o synchronize their configuration files with call server data, This process transfers semver IN
* _[ omponents, and requires a restart™ of applications on affected server(s) when complete.
- Maintenance
+Core Equipment Stan Syn o
- c Cancel Restart Applications
- Peripheral Equipment | | i ”[ ] [ PP ]
=P : Hostname Type Applications Synchronization Status
- Modes: Servers, Media Cards ; : :
- Maintenance and Reports cpppm3 Signaling_Server NOME Sync required
- Media Gateways * Apphcation restar iz only reguired for initial System configuration or if changes have been made to general LAN configurations, SP
- Zones H323 Gate'wsy seftings, network connectivity related parsmeters like ports and IP address, enabling or disabling services, or adding
- Hostand Route Tables SETWErE.

- Metwork Address Translation
- QoS Thrasholds
- Personal Directories

Figure 15: Synchronize Configuration Files (Node ID <551>) page

5.2. Configure D-Channel for SIP Trunk

Configure a D-Channel for SIP Trunk. From the Element Manager homepage, navigate to
Routes and Trunks > D-Channels and select the D-Channels tab. The D-Channels page
displays in the right-hand side of the page.

In the Configuration section of this page, select D-Channel number “4” which is available in the
Choose a D-Channels Number dropdown list, select the type of D-Channel as DCH and click
on the to Add button.

AVAYA CS1000 Element Manager
- UCM Network Services | Managing: 135.10.97.¥8 Username: admin
_Home Routes and Trunks » D-Channels
—Links

- virtual Terminals D-Channels
- System

+Alarms

- Maintenance

+ Core Equiprent Maintenance

- Peripheral Equipment D-Channel Diagnostics (LD 96)
+ P Metwoark Metwork and Peripheral Eguipment (LD 32, Virtual D-Channels)
+Interfaces MEDL Diagnostics (LD 96}
- Engineered Values TMDI Diagnostics (LD 96)
+Emergency Services D-Channel Expansion Diagnastics (LD 43)
+ Geographic Redundancy
+ Software N
_ Customers Configuration
—Routes and Trunks
:S?é';zi:ziwunks Choose a D-Channel Number:nd type: |[DCH  » || fo Add
- Digital Trunk Interface
- Dialing and Numbering Plans - Channel: 1 Type: DGH Card Type: DCIP Description: SIP
- Electronic Switched Metwork
- Flexible Code Restriction - Channel: 2 Type: DCH Card Type: TMDI Description: RIS6 -Edlt
= Incaming Digit Trans|ation -
-Phones - Channel: 3 Type: DCH Card Type: DCIP Description: SIPLine
-Templates
- Repors
—Wiews o
& Internst F100% v
.
Figure 16: D-Channels Page
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D-Channels 4 Property Configuration page displays. Enter information for Basic
Configuration section:

- D channel Card Type: select “D-Channel is over IP (DCIP)”.

- Designator: type “SIP”.

- Interface type for D-channel: select “Meridian Meridian 1 (SL1)”.

- And keep other value of this section at default.

AVAYA CS1000 Element Manager
_UCM Network Services e Routes and Trunks » D-Channels » D-Channels 4 Property Configuration -~
—~Home -
_Links |f)-ChanneIs 4 Property Configuration |
=“irtual Terminals
- System
s - Basic Configuration <==
—hiaintenance
SEAPBE
= [PRGIEICNED EEUIHREG Action Device And Number (ADAN):
+IP Metwark
+Interfaces D channel Card Type ;| D-Channel is over IP (DCIP) w2 <==

—Engineered Yalues

+Emergency Serices Designator: | SIF

+Geographic Redundancy Recovery to Primary: [
+ Software
—Customers PRI loop number for Backup D-channel:
—Routes and Trunks .
- Routes and Trunks tser
-D-Channels Interface type for D-channel: | Meridian Meridian1 (SL1) v | <==
- Digital Trunk Interface . -
_Dialing and Numbering Plans Country:| ETS 300=102 basic protocol (ETSh v
- Electranic Switched Metwork D-Channel PRI loop nurmbet:
-Flexible Code Restriction
—Incoming Digit Translation Primary Rate Interface:
-Phones
—Templates Secaondary PRIZ loops:
’5;&;’15 Meridian 1 node type: | Slave ta the contraller (USR) v
- Lists Release ID of the switch atthe far end:| 25
:;:;E:t:'gﬁs Central Office switch type: | 100% compatitle with Bellcore standard (ST0) |+
-Tools Integrated Services Signaling Link Maximum Range: 1 - 4000
+HBackup and Restore
—Date and Time Signalling server resource capacity: | 3700 Range: 0 - 3700 v
+Logs and reports 3

& Internst H100% -

Figure 17: Basic Configuration Section of D-Channel

Scroll down and expand Basic options (BSCOPT) subsection of the Basic Configuration
Section. Click on Edit button in the Remote Capabilities field.

AVAYA CS1000 Element Manager
-UCM Hetwork Services 2 Release ID ofthe switch atthe farend: | 25~ 2,
—Home
_Links Central Office switch type: | 100% compatible with Bellcore standard (STD)
—*irtual Terminals Integrated Services Signaling Link Maximum Range: 1 - 4000
—System
+Alarms Signalling server resource capacity: | 3700 Range: 0 - 3700
- hiaintenance _
+Core Equipment
- Feripheral Equipment Primary D-channel for a backup DCH: Range: 0 - 254
+IP Metwark
+Interfaces - PIM: customer number: e
- Engineered Yalues - Progress signal: -
+Emergency Services
+Geographic Redundancy - Calling Line ldentification : i
SERIRER - Output request Buffers: | 32w
- Customers
—Routes and Trunks - D-channel ransmission Rate: | 56 khis when LCWMT is AMI (561D >
- Routes and Trunks - — " f
TS Channel Negotiation option: | Mo alternative acceptable, exclusive. (1)
- Digital Trunk Interface - Remate Capahilities: ==
- Dialing and Numbering Plans .
- Electranic Switched Metwark o R ) —_ ~
—Flexible Code Restriction 2 SmmmemmmTm e
nramine Minit Tranclation
€ Internet # 100% -
. . .
Figure 18: Basic Options (BSCOPT) Page
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The Remote Capability Configuration page is displayed. Select “Network name display
method 2 (ND2)” and keep other values unchecked. Click on Return-Remote Capability button
at the bottom to return back to the D-Channel 4 Property Configuration page.

AVAYA CS1000 Element Manager
- UCH Network Services Ly = ha
—Home Remote D-channelis on a MSDL card (MSL) []
_Links Message waiting interworking with DMS-100 (M) [
- Virtual Terminals Metwork access data {(NAC) []
- Systemn
+ Alarms Hetwork call trace supported (NCT) []
- Maintenance Network name display method 1 (ND1) []
+ Core Equipment
- Peripheral Equipment Hetwork name display method 2 (ND2) |
+ P Metwork N
+ Interfaces Metwork name display method 3 {ND3) []
- Engineered Values Mame display - integer ID coding (NDI) []
+Emergency Services - . -
A Ao g Mame display - object ID coding (NDO} []
+ Soflware Path replacement uses integer values (PRI []
- Customers Path replacement uses object identifier (PRO) []
- Routes and Trunks
— Routes and Trunks Release Link Trunks over IP (RLTI) []
-D-Channels i i
e Remote virtual queuing (RO
— Digital Trunk Interface . . A -g[ ) O
- Dialing and Numbering Plans Trunk anti-tromboning operation (TAT) []
~ Eleetronic Switched Metwork User to user service 1 (UUS1) [
— Flexible Code Restriction ) .
- Incoming Digit Translation HNI-2 name display option. (NDS} []
- Pljl'nnesl : Message waiting indication using integer values (QMAWT) [
-Templates
- Repop,-ts Message waiting indication using object identifier (QMWO) []
- V?QWS User to user signalling (UUI) []
- Lists
- Propetties
- Migration
-Tools
+ Backup and Restore [ Return - Remote Capahilities ] [ Gancel ]
- Date and Time b
+Logs and reports I
& Internet * 100% -

Figure 18: Remote Capabilities Configuration Page of D-Channel

Keep other sections of D-Channel 4 Property Configuration page at default and click on
Submit button to complete creation for D-Channel “4”.

AVAyA CS$1000 Element Manager
- UCM Network Services o i : A
—Home FPrimary Rate Interface:
—-Links
_virtual Terminals Secondary PRIZ loops:
- System Meridian 1 node type: | Slave to the contraller (USR) -
+Alarms

- Maintenance Releaze ID ofthe switch atthe farend: | 25«
+ Core Equipment

- Peripheral Equipment
+ P Metwork
+Interfaces

- Engineered Yalues
+Emergency Services

Central Office switch type: | 100% compatible with Bellcore standard (STD) | w

Integrated Services Signaling Link 200

Maxirmurm: Range: 1 - 4000

Signalling server resource capacity: | 3700 Range: 0 - 3700

+ Geographic Redundancy +
+ Soflware +
- Customers

+Feature Packages
-Routes and Trunks

- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans ==
- Electronic Switched Metwork v
- Flexible Code Restriction

I mnive Fricit Tenmelatinm

& mternet H 100% v
Figure 19: D-Channel 4 Property Configuration Page
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5.3. Configure Bandwidth Zone

Configure a bandwidth zone. From the Element Manager homepage, navigate to menu System
> IP Network > Zones and select the Zones tab. The Zones page displays in the right-hand
side. Click on the Bandwidth Zones link.

AVAYA CS1000 Element Manager
- UCM Network Services e’ Managing: 135.10.97.78 Username: admin
-Home System » IP Metwork » Zones
-Links
- Virtual Terminals 2Zonhes <==
—S):‘Ttem Zones are used to group related infarmation for either bandwidth or dial plan numbering purposes.
+Alarms
- Maintenance Bandwidth Zohes <==
+Core Equipment Bandwidth zones are used for alternate routing of calls between IP stations and also for bandwidth management.
- Peripheral Equipment )
~ P Metwork Numbering Zohes
-Modes: Servers, Media Cards Mumbering zones are used to route calls through a centralized call server.

- Maintenance and Repoarts
- hedia Gateways
-Zones ===
-Host and Route Tables
- Metwork Address Translation
- @05 Thresholds
- Personal Directories
- Unicode Mame Directary
+Interfaces
- Engineered Yalues
+Emergency Services
+ Geographic Redundancy
+ Software v

Done @ Internet H100% -

Figure 20: Zones Page

The Bandwidth Zones page displays. Click on Add button to create a new zone.

AVAYA CS1000 Element Manager
-UICM Hetwork Services #| Wanaging 135.10.97.78  Username: admin A
-Home System w [P Metwork » Zones » Bandwidth Zones
-Links
- Vittual Terminals Bandwidth Zonhes <==
- System
+Alarms

:gsgﬁgﬁmfﬂem == (Import...| [ Export | | Maintenance... REftEsh
Lol

- Peripheral Equipment

_IP Metwork Intrazone Intrazone Interzone Interzone  Resource  Zone -
s e e ol LUBY  Bandwitth  Shatey  Bandwidh  Statewy  Tue et 22Sttiobon
- Maintenance and Reports 101 1000000 BG 1000000 BQ SHARED MO
gL 202 1000000 BO 1000000 BO SHARED  VTRK
~Hostand Route Tables w30 3 1000000 BG 1000000  BQ SHARED MO v
< b
€ Internet F00% ~
Figure 21: Bandwidth Zones Page
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The Zone Basic Property and Bandwidth Management page is displayed. Enter information
as below:

Zone Number (Zone): enter “4”.

Zone Intent (ZBRN): select “VTRK (VTRK)”. Due to this zone is for virtual trunk.
Description (ZDES): enter “VTRK”.

And keep other fields at default.

Click on Save button to complete.

AVAYA CS1000 Element Manager
| 1
- UCM Network Services | Managing: 135.10.97.78 Username: admin ~
—Home System » IP Metwork » Zones » Bandwidth fones » Zone Basic Property and Bandwicth Management
-Links
- virtual Terminals Zone Basic Property and Bandwidth Management <==
- System
+Alarms
- Maintenance Input Description Input Value
+ Core Equipment
- Peripheral Equipment Zone Number (ZONE:: |4 <==| - 4y _gnogy
- IP Metwark .
- MNodes: Setvets, Media Cards Intrazone Bandwidth {INTRA_BW): |1000000 {0- 10000000 1
- Maintenance and Repors | - ——
- Media Gateways Intrazone Strategy (INTRA_STGY): | Best Quality (BQ) W | ==
-Zones Interzone Bandwidth (INTER_BW): | 1000000
-Host and Route Tables ¢ B (0~ 10000000 )
- Metwork Address Translation Interzone Strategy (INTER_STGY): | Best Quality (BQ) V| <==
- @05 Thresholds
- Personal Directaries Resource Type (RES_TYPE): | Shared (SHARED) v
- Lnicode MName Directory . e==
 iariaces Zone Intent (ZBRN): | VTRE (vTRE) ~
- Engineered Yalues Description (ZDES): | TR
+Emergency Services
+ Geographic Redundancy
+ Software * i
Required value. Save Cancel
_ooemware L
< ¥
Done: @ Internet 100w T
Figure 22: Zone Basic Property and Bandwidth Management
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5.4. Configure SIP Route

Configure a SIP Route. From the Element Manager homepage, navigate to Routes and Trunks
> Routes and Trunks. The Routes and Trunks page is displayed in the right-hand side.

Identify customer to which the new route is going to be added (for this test there is just one
customer, Customer 0, in the CS 1000 system) and click on the Add route button.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
-Wirtual Terminals
+5System
- Customers
-Routes and Trunks
-Foutes and Trunks <==
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Metiark
- Flexihle Code Restriction
- Inzoming Digit Translation
- Phones
-Templates
-Repors

Wi

25 Managing 135.10.97.78 Username: admin
Foutes and Trunks » Routes and Trunks

Routes and Trunks

+ Customer:0 <== Tatal routes: B

Total trunks: 119

@ Inkernet

Add route ==

otk v

Figure 23: Routes and Trunks Page

The Customer 0, New Route Configuration page displays with 5 sections: Basic
Configuration, Basic Route Options, Network Options, General Options, and Advanced

Configurations.
UF 4R | 8 Element Manager - B f= v sfPage v i Tools v
AVAyA CS1000 Element Manager
- UCM Network Services Managing: 135.10.97.66  Username: admin e’
—Home Routes and Trunks » Boutes and Trunks » Customer 0, Mew Route Configurstion
-Links
- Virtual Terminals Customer 0, New Route Configuration
+System
- Customers
~Routes and Trunks +Basic Configuration
- Routes and Trunks
- D-Channels +Basic Route Options
- Digital Trunk Interface .
- Dialing and Humbering Plans +Network Options
- Electronic Switched Netwark +General Options
- Flexible Code Restriction ) i
~Incaming Digit Translatian +Advanced Configurations
+Phones
Tools
:Security * Required value.
v
Figure 24: New Route Configuration Page
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Expand the Basic Configuration section and enter information for this section as below:

- Route number (ROUT): select available rout number “/” in dropdown menu.

- Designator field for trunk (DES): type “SIP”.

- Trunks type (TKTP): select “TIE trunk data block (TIE)”.

- Incoming and outgoing trunk (ICOG): select “Incoming and Outgoing (IAO)”.

- Access code for the trunk route (ACOD): type “8001”. Note: This number belongs to
the directory number in CS 1000 system; it can be any number but must be unique and
followed by dialing plan.

- The route if for a virtual trunk route (VTRK): Checked

- Zone ID for codec selection and bandwidth management (ZONE): type “4” as
defined in Section 5.3.

- Node ID of signaling server of this route (NODE): type “577”. This is Node ID of SIP
Gateway.

- Integrated services digital network option (ISDN): Check on this checkbox, the next
figure will display options of this feature.

- Calling number dialing plan (CPND): select “Coordinated dialing plan (CDP)” as
CDP dialing plan is used for this route.

| AVAYA €S1000 Element Manager I

- UCM Network Senvices Customer 0, New Route Configuration <== S
-Home
-Links
- Virtual Terminals -Basic Configuration <==
+System ]
_Customers Route data block (RDB) (TYPE)
- Routes and Trunks Customer number (CUST) ;
- Routes and Trunks
-D-Channels Route number (ROUT) ;|1 w| =

- Digital Trunk Interface

Designhator field far trunk (DES) ©
- Dialing and Humbering Plans g DES):[SIP

- Electronic Switched Network Trunk type (TKTP) ;| TIE trunk data block (TIE) v o=

- Flexible Code Restriction

~Incoming Digit Translation Incarming and autgaing trunk C0G) 1| Incoming and Outgaing (ADY
- Phones Access code far the trunk route (ACOD) : |8001

- Templates

- Reports Trunk fype M3T1P (MI11F): [

:\C:zgs The route is far a virtual trunk route WTRE)

- Properties - Zone for codec selection and bandwidth [,

- Migration management (ZOME) : (0- 8000}
-Tools - Mode D of signaling server of this raute

+Backup and Restore {NODE) : 5N (0-9989)

- Date and Time - Protocol D for the route (PCID) ;| SIP (SIP) v

o e el Print lation 1D in CDR for th It
_Securf - Print correlation 1D in orthe route

ity (CRID) : 0

+Passwords
+Folicies Integrated serices digital network option (ISDN) : [J<==
+Login Options Calling rurber dialing plan (GNDP) : | Coordinated dialing plan (CDF) v

+Basic Route Options Z

& Internet H100% v

Figure 25: Basic Configuration Section of New Route
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The Integrated services digital network option (ISDN) subsection displays. Enter information

as below:

- Mode of Operation (MODE): select “Route uses ISDN Signaling Link (ISLD)”.
- D Channel number (DCH): select “4” as defined in Section 6.2.

- Interface Time For Route (IFC): select “Meridian 1 (SL1)”.

- Private Network Identifier (PNI): type “/”.
- Network Calling Name Allowed (NCNA): Checked.
- Network call redirection (NCRD): Checked.
- Call type for outgoing direct dialed TIE route: select “Coordinated Dialing Plan

(CDP)”.

- And keep other fields at default.

AVAYA 51000 Element Manager
N ~
- UCM Network Services - Print correlation 1D in DR for the route 0
_Home (CRID) :
-Links ; . : . ==
Integrated services digital network option (50N @ [v] <==
-Virtual Terminals g g P { )
+System - Mode of operation {MODE) : | Route uses [SDN Signaling Link {15LD) w
- Customers - D channel number (DCH) : |4 <== (0- 254)
- Routes and Trunks
-Routes and Trunks - Interface type for route (IFC) ;| Meridian M1 (SL1) v
-D-Channels . : -
- Digital Trunk Interface - Private network identifier (PMI ;|1 (0- 32700
- Dialing and Numbering Plans - Metwork calling name allowed (NCMHA)
- Electronic Switched Metwark o )
_Flexihle Code Restriction - Metwork call redirection (NCRD)
- Incoming Digit Translation -- Trunk route optimization (TRQ3: []
=(FIIES - Recognition of DTIZ ABCD FALT signal for 15U
- Ternplates (FALT) : O
-Reports ’
_Views - Channeltype (CHTY) ;| B-channel {(BCH) v
- Lists R i i i
_ Properiies Call type for outgoing direct dialed T(Ig;g;;e Coordinated Dialing Plan (COP) v
- Migration )
Tools -InsertESN access code (INAC): []
+Backup and Restore - Integrated semnvice access route (1SAR) : []
- Date and Time ) )
+Logs and reports - Display of access prefic on CLID (DAPC) : []
- Security - Mobile extension route (MBRR) : ]
:Eiﬁ;‘:g"ds - Mohile extension outgoing ype (MBXOT) ;| National number (NP&) v
+Login Options - Mohile extension timer (MBXT) ;|0 (0 - 8000 milliseconds)
Calling number dialing plan (CHDP) : | Coordinated dialing plan (CDP) »
+Basic Route Options
w
€ Internet 0% v
Figure 26: ISDN Option Page
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Scroll down and expand the Basic Route Options section and keep all fields at default.

AVAYA

- UCM Network Services
-Home
-Links
-‘irtual Terminals
+System
- Customers
-Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electranic Switched Metwark
- Flexible Code Restriction
- Incaming Digit Translation
-Phones
-Templates
- Repors
- Wiews
- Lists
- Prapetties
- Wigration
-Tools
+Backun and Restare

CS1000 Element Manager

- Basic Route Options <==
Attendant announcement (ATAR)
Billing number required (BILM
Call detail recording (CDR) :
Morth American toll scheme (MATL)
Controls artimers (CMNTL)
Conventional (Tie trunk anlyd (CRWT) :

Incaming DID digit conversion on this route
(IDc)
hultiftequency compelled or MFC signaling
(MFC) :

Process notification networked calls (PHNMNC)
+Network Options
+General Options
+Advanced Configurations

-
Mo Attendant Announcement. (RO v
O
O
O
O
O

v

O

a4

€ Tnkernet F100% v

Figure 27: Basic Route Options of New Route

Expand the Network Options section and keep all fields at default.

AVAYA

-UCM Hetwork Services
-Home
-Links
=Yirtual Terminals
+System
- Customers
-Routes and Trunks
-Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Humbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incoming Digit Translation
-Phones
-Templates
-Reports
- Wiews
- Lists
- Properties
- Mligration

CS81000 Element Manager

- Network Options <==

Electranic switched netwark pad contral (ESM) :
Signaling arrangement {3150}

Route class (RCLS) .

Cffhook queuing (OHG) ;

Off-hook queue threshold (OHGQT) :

Call back queuing (CBQ)

Mumhber of digits (MDIG)

Authcode (ALITH)

+General Options
+Advanced Configurations

* Regquired value.

O

Standard {STD) -

Route Class marked as external (EXT) «

<

<

ao(f~a|=O

(e ) (o]

€ nternet F100% v
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Figure 28: Network Options of New Route
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Expand the General Options section and keep all fields at default.

AVAYA CS1000 Element Manager
~UCM Network Services ~ - General Options <== ~
-Home M1 is the only cantralling party on incoming
-Links calls (CPDCY
- ¥irtual Terminals Dial tone an originating calls (DLTHY : [
+System
- Customers Hold failure threshold (HOLD] :
-Routes and Trunks
N e A TE Trunk access restriction group (TARG)
- D-Channels ! .
- Digital Trunk Interface Alternate trunk route for outgoing trunks (STEP) {0-5113
- Dialing and Numbering Plans Actual outgoing toll digits to be ignored for
- Electranic Switched Metwark code restriction (OABS)
- Fle}ubl_e CUI;Ie_ Restrlctlo_n Display IDC name (DNAM) © []
- Incaming Digit Translation
_Phones Enable equal access restrictions (EQAR): [
= TEIEEIEE ACD DNIS raute (DNIS) -
- Reports route i 1O
- Wiews Include DNIS number in COR records (DCDRY . [
- Lists ) .
- Prapetties +Advanced Configurations w
- Migratian v
€ Internet H100% o~

Figure 29: General Options of New Route
Keep all fields at default in the Advanced Configurations section.

Click on Save button to complete creating the SIP route “7”.

AVAYA CS1000 Element Manager

-Links -~ i i e
e Teels +Basic Route Options

+System +Network Options

=(CISITEE +General Options

-Routes and Trunks
- Boutes and Trunks +Advanced Configurations <==
- D-Channels

- Digital Trunk Interface
- Dialing and Numbering Plans *Required value. ==>| Save Cancel
- Electronic Switched MNetwork
- Flexible Code Restriction
- Incoming Digit Translation
-Phones v
- Templates 2

€ Internet HA00% <

Figure 30: Advanced Configuration Section
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5.5. Configure IP Trunks

Configure IP Trunks, from the Element Manager homepage, navigate to Routes and Trunks >
Routes and Trunks. The Routes and Trunks page displays in the right-hand side. Expand
Customer number (Customer 0) and click on Add trunk button on the left of Route 1 which is
created in Section 5.4 above.

AVAYA CS1000 Element Manager
guinks ) | Managing 135.10.97.78  Username: admin 5
- Virtual Terminals Routes and Trunks » Routes and Trunks
+System
- Customers _
 Routes and Trunks Routes and Trunks <==
-Routes and Trunks <==
- D-Channels "
- Digital Trunk Interface - Customer: 0 Tatal rautes: B Tatal trunks: 119 Add raute 1l
- Dialing and Humbering Plans W
- Electranic Switched Metwark +Route: 1 Twpe: TIE Description: 5IP Add trunk
- Flexible Code Restriction
- Incoming Digit Translation +Route: 2 Type: DID Description: RLSE Add trunk
-Phones
i ooty RS +Route: 3 Type: TIE Description: SIPLINE Add trunk
- Reparts | . T i
Visws - Route: 4 Type: DID Description: COMY Add trunk
- Lists . . N
~Frepeiise -Route: 5 Type: TIE Description: SIF_UDF Add trunk
T‘M'Igfam” +Route: 6 Type: TE Description: SIPGT29 Add trunk
-Tools
+Backup and Restore hs
- Date and Time hd
€ Internet H100% v

Figure 31: Routes and Trunks Page

The Customer 0, Route 1, Trunk type TIE trunk data block page displays with two sections:
Basic Configuration and Advanced Trunk Configuration.

AV/-\YA CS1000 Element Manager
- UCM Network Services | Waraging 135.10.97.78  Username: admin a
—Home Routes and Trunks » Routes and Trunks » Customer 0, Route 1
-Links
- Virtual Terminals Customer 0, Route 1,Trunk type TIE trunk data block <==
+System
- Customers
- Routes and Trunks A = -
- Routes and Trunks +Basic Configuration
- D-Channels +Advanced Trunk Configurations
- Digital Trunk Interface
- Dialing and Humbering Plans . )
- Electronic Switched Metwork Requirsd value.
- Flexible Code Restriction >
- Incoming Digit Translation hd
€ Internet 00w v
Figure 32: Trunk Type TIE Trunk Data Block Page
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Expand the Basic Configuration section, enter information as below:

- Trunk data block: select “IP Trunk (IPTI)”.

- Multiple trunk input number: type “32”. 32 IP Trunks will be created.

- Terminal number: type “/00 0 0 0. Note: This is virtual terminal card, make sure
virtual super loop 100 is already configured in your system and it is available for creating
these IP Trunks.

- Designator field for trunk: type “SIP”.

- Member number: enter “/”. Input as “1” if this is first trunk in this route, in case there
are existent trunks in the route, this number should be next number of last trunk. This
number is automatically incremented from 1 to 32 as 32 multiple trunks entered in the
Multiple trunk input number field.

- Start arrangement Incoming: select “Immediate (IMM)”.

- Start arrangement Outgoing: select “Immediate (IMM)”.

- Trunk group access restriction: enter “/”.

- Channel ID for this trunk: enter “/”. This channel ID should be unique for IP trunks
located in same route. This number is also automatically incremented from 1 to 32.

- Click on Edit button in Class of Server field. The next figure will show detailed class of
service for IP trunk.

AVAYA CS1000 Element Manager
i . - " ~
- UCM Hetwork Services -Basic Configuration <==
- Home
_Links Multiple trunk input number: | 32 Range: 2 - 3700
- Virtual Terminals Auto increment member nurmber:
+System ) ==
_ Customers Trunk data block: | IP Trunk {PTI) L
- Routes and Trunks Terminal number: 100000 ==
- Routes and Trunks
-D-Channels Designatar field for trunk: | SIP
- Digital Trunk Interface ]
- Dialing and Humbering Plans Extended trunk:
- Electronic Switched Netwark . P —
- Flexible Code Restriction Mernber number. |1 <==
- Incoming Digit Translation Level 3 Signaling: hd
- Phones -
—Templatas Card density: “w
- Reports Start arrangement Incoming : | Immediate (M)
- Wigws
~Lists Start arrangerment Cutgoing: | Immediate (Wb
-Froperties e
- Migratian Trunk group access restriction: |1
- Tools Channel 1D far this trunk: 1 <==
+Backup and Restore
- Diate and Time Class of Service: <==
: Lug? and reports +Advanced Trunk Configurations
- Security
+Pasgwords
+Policies *Required value. s
+Login Options
€ Internet | 100% -
Figure 33: Basic Configuration of New Trunk
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The Class of Service Configuration page displays.

- Media Security: select “Media Security Never (MSNV)”. This field will be changed to
“Media Security Best Try (MSBT)” when SIP TLS and secure media are tested.

- Restriction level: “Unrestricted (UNR)”.

- Keep other fields at default and click on Return Class of Service button to go back to
the Customer 0, Route 1, Trunk type TIE trunk data block page.

AVAYA C€S1000 Element Manager

- UCM Network Services

- Loop Break Supervized COT:

-Home
-Links - Make-hreak ratio for dial Z
=%irtual Terminals pulse:
- System - Manual Incaming: -
+ Alarms
_ Maintenance -Media Security: | Media Security Newer (MSRNWV) | ==
+ Core Equipment -Metwork Hook Flash Cver 2
- Peripheral Equipment M3I11P:
+|P Metwork Falari
+Interfaces - Polarity. e
- Engineered Yalues - Priatity; ~
+ Emergency Semvices
+ Geographic Redundancy - Restriction level: | Unrestricted {UMNR) | a==
© BEEE - Rewersed Ear Piece: v
- Customers
— Routes and Trunks - Shortar lang line: -
- Routes and Trunks - Transmission Class of &
- D-Channels Service:
— Digital Trunk Interface .
- Warning Tone: “
- Dialing and Humbering Plans o
- Electranic Switched Metwaork - Reversed Ear Piece: -
- Flexible Code Restriction . X
—Incoming Digit Translation - ARF Supervised COT: b
- Phones
- Templates
- Repons
- Miews === Return Class of Senvice ] [ Cancel
- Lists
- Properties
- Migration -
Done @' Internet L 100%:

Figure 34: Class of Service of New Trunk

Keep all fields at default in the Advanced Trunks Configurations section. And then click on

Save button to complete creating these IP virtual trunks.

AVAYA

CS1000 Element Manager

- UCM Network Services Card density:

-Home Lo -
_Links Start arrangement Incoming ;| Immediate (b}
-Virual Terminals Start arrangement Qutgoing: | Immediate (Wi
+ System -

Trunk group access restriction:
- Customers group !

Channel D for this trunk: |1

Class of Service:

+Advanced Trunk Configurations <==

- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface

- Dialing and Humbering Plans
- Electronic Switched Metwork
- Flexible Code Restriction
- Incaming Digit Translation

* Required value.

- Phones 3
- Templates
- Renparts b
& Internet F100% v
Figure 35: Class of Service of New Trunk (cont)
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Figure 36 below displays 32 new IP trunks are created in the Route 1.

AVAyA CS1000 Element Manager
- UCM Network Services ~ - Customer: 0 Total routes: & Total trunks: 119 Add raute ~
-Home
_Links ~Route: 1 Type: TIE Description: SIP Add trunk
=W TERAE]E ~Trunk: 1- 32 Total trunks: 32
- System
+Alarms - Trunk: 1 TH:100 00000 Description: SIP Multi - Del
-Maintenance
+Core Equipment - Trunk: 2 TH: 1000001 Description: SIP
- Petipheral Equipment
IR -Trunk: 3 TH: 100 000 02 Desctiption: SIP
+Interfaces . A
~ Enginsered values - Trunk: 4 Th: 10000003 Cescription: SIP
+Emergency Senvices - Trunk: 5 TH: 10000004 Description: SIP
+Geographic Redundancy runk: ’ ecripion:
+ Software -Trunk: 6 TH:100 000 05 Description: SIP
- Customers
- Routes and Trunks - Trunk: 7 TH: 10000006 Description: SIP
- Routes and Trunks L
-D-Channels -Trunk: 8 Th: 10000007 Description: SIP
- Digital Trunk Intatface . _ N
_ Dialing and Numbering Plans -Trunk: 9 TH: 10000008 Description: SIFP
- Electronic Switched Netwark - Trunk: 10 TN: 100 000 08 Description: SIP
- Flexible Code Restriction
- Incoming Digit Translation - Trunk: 11 TH: 10000010 Description: SIP
- Phones
-Templates - Trunk: 12 TH: 10000011 Description: SIP
- Reports
- - Trunk: 13 TH: 10000012 Description; SIP
-Lists
—Properties - Trunk: 14 TH:A0000013 Cescription: SIP
= HMEREila ~Trunk: 15 TH: 100 0 00 14 Description: SIP
- Tools
+Backup and Restore - Trunk: 16 TH: 10000015 Description: SIP
- Date and Time
+Logs and repors - Trunk: 17 TH: 10000016 Description: SIF v
- Security
DA menend e b
€ Internet H100% v
Figure 36: 32 New IP Trunks Created
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5.6. Configure CDP Dialing Plan

This section provides the steps on how to create a new Route List Index (RLI) and new Distant

Steering Codes (DSC) for Exchange UM in CS 1000 system.

5.6.1. Configure Route List Block Index (RLI)

Configure a Route List Block Index. From the Element Manger homepage, navigate to Dialing
and Numbering Plan > Electronic Switched Network. The Electronic Switched Network

(ESN) page displays.
AVAYA CS1000 Element Manager
- ICM Network Services Managing: 135.10.97.78  Username: admin -
—Home Dialing and Mumbering Plans » Electronic Switched Network (ESN)
-Links
- Virttual Terminals Electronic Switched Network (ESN) ==
+System
- Custorers
+Routes and Trunks - Customer D0
- Dialing and Humbering Plans + Network Control & Services
- Electronic Switched Metwark <== + Coordinated Dialing Plan (CDP)
- Flexible Code Restriction - Numbering Plan (NET)
- Incaming Digit Translatian + Access Code 1
+Phones + Access Code 2
+Tools
+ Security 4

@ Internet

o -

Figure 37: Electronic Switched Network (ESN) Page

Expand Network Control & Services and click on Route List Block (RLB) link.

AVAYA CS1000 Element Manager
- UCM Network Services Managing 135.10.97.78 Username: admin ~
—Home Dialing and Mumbeting Plans » Electronic Switched Netwark (ESN)
-Links
- ¥irlual Terminals Electronic Switched Network (ESN)
+System
- Customers
+Routes and Trunks - Customer 00
- Dialing and Humbering Plans - Network Control & Services
- Electranic Switthed MNetwork - Metwark Contral Parameters (NCTL)
- Flexible Code Restriction - ESM Access Codes and Parameters (ESM)
- Incoming Digit Translation _ Digit Manipulation Black (DGT)
+Phones - Home Area Code (HNPA)
- Tools - Flexible CLID Manipulation Block {CMDB)
+Backup and Restore - Free Calling Area Screening (FCAS)
-Date and Time - Free Special Mumber Screening (FSNS)
+Logs and reports ==">- Route List Block (RLBE)
- Security - Incoming Trunk Group Exclusion (TGE)
+Passwords - Metwork Attendant Services (NAS)
+Policies + Coordinated Dialing Plan (CDP) >
+Login Options
€ Internat H00% v
Figure 38: Network Control & Services Section
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The Route List Blocks page is displayed. Enter “1”which is free number in Please enter a route
list index box and then click on to Add button.

AVAyA CS81000 Element Manager
|

- UCM Metwork Services Managing: 135.10.97.748 Username: sdmin 25
—Home Disling and Mumbering Plans » Electronic Switched Metwork (ESMY » Customer 00 » Metwork Control &

N Services » Route List Blocks
-Links

=¥irtual Terminals -
+System Route List Blocks <==
- Customers
+Routes and Trunks
- Dialing and Humbering Plans Please enter a route list index |1 <== | (0. 1gag; | I0Add |<==

- Electronic Switched Metwork

- Flexible Code Restriction . -

- Incoming Digit Translation + Route List Block Index -- 2
+Phones - -
T + Route List Block Index -- 3
SIEETIY + Route List Block Index - 4

+ Route List Block Index - 5
+ Route List Block Index -- 6 v
Done @ Internet +,100% -

Figure 39: Route List Blocks page

The Rout List Block page of route list index “I” page displays. In the Options section, select
route “/” which is the SIP Route created in Section 5.4 in Route Number dropdown menu.
Keep other fields at default and click on Submit button to complete creating the new route list
block index “I”.

AVAYA CS1000 Element Manager
- UCM Network Services Options <== e’
-Home
- Links Local Terrnination entry. []
=*irtual Terminals
+System | Route Mumber: |1
- Customers Skip Conventional Signaling: []
+Routes and Trunks Disnlay Originatar's Inf fion:
- Dialing and Numbering Plans isplay Originator's Information: [ ]
- Electronic Switched Metwork Use Tane Detector: [[]
- Flexible Code Restriction .
- Incoming Digit Translation Conversion to LDN: []
+Phones Expensive Route: []
+Tools
+Security Strategy on Congestion: | Mo Reroute (NRR) v

- A5IG Alternate Routing Causes: | Q5IG Alternate Routing Cause 1w
Preferred Routing: | Preferred Route 1
ISOM Drop Back Busy: | Drop Back Disabled (DB w
ISDM Off-Hook Queuing Optian: []
Off-Hook Gueding Allowed: []
Call Back Queuing Allowed: [[]

VNS Options

Entry is a VhS Route: []

Done @ Internet +,100% -

Figure 40: Detail of Route List Block Page
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Figure 41 below shows the new route list block index “1” is created.

AVAYA CS1000 Element Manager
- UCM Network Services Managing: 135.10.97.78 Username: admin ”~
—Home Dialing and Numbering Plans » Electronic Switched Metwork (ESM) » Customer 00 » Metwork Control &
. Services » Route List Blocks

- Links

= Yirtual Terminals -
+System Route List Blocks
- Customers
+Routes and Trunks
- Dialing and Numbering Plans Please enter a route list index (0-1a00) |_foAdd

- Electronic Switched Network
- Flexible Code Restriction
- Incaming Digit Translation

+ Route List Block Index - 1

+Phones - -
i + Route List Block Index -- 2
+Securtty + Route List Block Index - 3
+ Route List Block Index - 4
+ Route List Block Index -- 5 3
Dane @ Internet H00% v

Figure 41: The new route list index “1” created

5.6.2. Configure Distant Steering Code (DSC)

Configure new distant steering code, from the Element Manager homepage, navigate to Dialing
and Numbering Plans > Electronic Switched Network > Coordinated Dialing Plan (CDP)
and select Distant Steering Code (DSC).

AVAYA CS1000 Element Manager
-UCM Network Services Manacing: 135.10.97.78  Username: admin 15
—_Home Dialing and Mumkering Planz » Electronic Switched Metwwork (ESR)
-Links - -
- Virtual Terminals Electronic Switched Network (ESN)
+Systemn
-Customers
+Routes and Trunks - Customer 00
- Dialing and Numbering Plans + Network Control & Senvices
- Elecironic Switched Hetwork - Coordinated Dialing Plan (CDP)
- Flexihle Code Restriction - Local Steering Code (L5C)
- Incoming Digit Tranglation - Distant Steefing Cade (DECi<==
+Phones - Trunk Steering Code (TSC)
+Tools + Numbering Plan (NET)
+Security v
€D Internet +100% -
Figure 42: Distant Steering Code List page
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The Distant Steering Code List page is displayed. Select Add in the dropdown menu and enter

distant steering code number “73/00” which is used as the UM subscriber number in Please

enter a distant steering code box and click on to Add button.

AVAYA CS1000 Element Manager
|
- UCHM Network Services Managing: 135.10.97.78 Username: admin
—Home Dialing and Mumbering Plans » Electranic Switched Netwark (ESM) » Customer 00 » Coordinated Dialing Plan
_Links [CDP) » Distart Steering Code List
- Virtual Terminals - - -
+System Distant Steering Code List
- Customers
+Routes and Trunks Add v <==

- Dialing and Numbering Plans m
- Electronic Switched Metwotk Il

- Flexible Code Restriction v
- Incaming Digit Translation Please enter a distant steering code | 73100 || toAdd | <==
+Phones
+Tools
+Security
Done @ Internet T 100% v

Figure 43: Distant Steering Code List Page

The Distant Steering Code of new code “73001” page displays. Enter information as below:

- Flexible Length number of digits: enter “5”. Due to 5 digits will be dialled.

- Route List to be accessed for trunk steering code: select “/” from dropdown menu list.

This is the route list block index “1” created in Section 5.6.1 above.
- Keep other fields at default and click on Submit button complete.

AVAYA CS1000 Element Manager

- UCM Network Services Managing: 135.10.97.¥8 Username: admin
- Home Dialing and Mumbering Plans » Electronic Switched Metwork (ESHI » Customer 00 » Coordinated Dialing Plan
- [CDP) » Distant Steeting Code List » Distart Steering Code

-Links

=%irtual Terminals - -
+System Distant Steering Code
- Customers
+Routes and Trunks
- Dialing and Numbering Plans Distant Steering Code:

- Electronic Switched Metwark

- Flexible Code Restriction Flexible Length number of digits: |& (o-10y <==

- Incaming Digit Translation . -
+Phones Display: | Local Steering Code (LSC) W
+Tools Rermote Radio Paging Access: []

Securi
* ity Route Listto be accessed for trunk steering code: |1 w | <==

Collect Call Blocking: [[]
Maximum 7 digit NPA code allowed:
Maximum 7 digit W< code allowed:
.
Done @ Inkernet H100% -

Figure 44: Distant Steering Code page

Repeat the same procedure above to create another distant steering code “73200” which is used

as Auto Attendant number.
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6. Configure Microsoft Exchange Unified Messaging 2010

This document assumes that the Microsoft Exchange UM 2010 server was properly installed and
configured by a Microsoft engineer. This section provides the steps on how to configure
Microsoft Exchange UM to work with an Avaya Communication Server 1000 system.

The following summarizes the tasks which need to be done on the Exchange UM:
e Configure a new UM Dial Plan.
e Configure a new UM IP Gateway.
e Configure a new UM IP Mailbox Policy.
e Configure a new UM Auto Attendant.

6.1. Configure a New UM Dial Plan

Configure a new UM dial plan on the Exchange UM, from the Exchange UM server; navigate to
the menu Start > All Programs > Microsoft Exchange Server 2010 > Exchange
Management Console, the Exchange Management Console displays.

In the Exchange Management Console, navigate to Microsoft Exchange > Microsoft Exchange
On-Premise > Organization Configuration, right-click on Unified Messaging item and select
New UM Dial Plan.

File  Action ‘Wwiew Help

[ Exchange Management Console =]

e A e I

(2] Microsaft Exchange BR unified Messaging 2 objects gLl
[ (23 Microsaft Exchange Cn-Premise ; = - - . _
=1 & Organization Configuration UM Dial Plans | UM IP Gateways I 1M Mailbox Policies I UM Auto Attendants I Unified Messaging
s Mailboc } Create Filker |i7% Mew UM Dial Plan. ..
& Client Access
= Mew UM IP Gat
|~% Hub Transpart Mame = | # Digits | Associated UM Servers | B New ey
[Bi]nificd Messaging 2k CIA-SH-Sdii 5 EXCH-A-573,EXCH-A-755 U Mew UM Mailbos Policy. ..
=l 5 Server Configuratior ACRRUEYC L IR 5 EXCH-4-873 ;.
=, Maibex Now LM 1P Gebanay.. 5k Mew UM Auto Attendant...
_—':e: Client Access Mews UM Mailbox Policy.. . |5 Export List...
= Hub Transpart Mew UM Auto Attendant. . vi
S5 Unified Messagin - e
=l _3_) Recipient Configurat Export List. .. 1 Refresh
23 Mailbax View »
#2 Distribution Grou H rep
=] Mail Contact Refresh
33 Disconnecked Ma el
= Move Request =P
=8 Todlbox
KN I | 151 | L
[Mews UM Dial Plan... [
Figure 45: Exchange Management Console Window
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The New UM Dial Plan window is displayed. Enter information for the new dial plan in the
Introduction section as below:

Name: type “CSIK CDP_5Digit”.

Number of digits in extension numbers: enter “5”.

URI: select “Telephone Extension”.

VoIP Security: select “unsecured”.

Click on the Next button to go to Set UM Servers section.

%
i Y. __l_ New UM Dial Plan
O Introduction I"_““'_j“':ti“" : . .
Thiz wizard helpz you create a Uk dial plan for uze by Microsoft Exchange Unified
1 Set UM Servers hezzaging. & dial plan iz a grouping of unique telephone extenzion numbers.
1 New UM Dial Plar Mame:
. |C51K_CDP_SDigi
| Completion

Mumber of digits in extension numbers:

[5

IR tupe:

ITeIepthe Euxtenzion j
WolP zecurity:

ILInseu:ured j

Country/Region code:

1

Help | < Back | Mext » I Carcel

Figure 46: New UM Dial Plan Window
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The Set UM Servers section of New UM Dial Plan window is displayed, click on Add button
on right-hand of the window to add a new UM server.

E-- - New UM Dial Plan

Set UM Servers
Aszociate the dial plan with UM servers.

1 Introduction

[ Set UM Servers

== Add...
J Mew UM Dial Plan i A
Mame | Rale | Wersion
. Completion
4] | 2

Help | < Back || Mext » I Cancel I

Figure 47: New UM Dial Plan Window (cont)
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The Select UM Server window displays with two Exchange servers, select “EXCH-A-873” is
Exchange UM 2010 server, select this server and then click OK button to complete and close the
Select UM Server window.

4% Select UM Server

File  Wiew

Search: Find Mow  Clear

MHame = | Faole | Werzion |
O ExCH-4-755 Hub Tranzport, Clent Access, .. Version 8.3 [Build 33.5]

I ExCH-A-873 Hub Tranzpart, Clent Acc .. Werzion 141 [Build 218.15]

k. Cancel

1 object(s) selected. 2 objectis) Fourd. .

Figure 48: Select UM Server window
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Return to the Set UM Servers section of New UM Dial Plan window with the Exchange UM
server selected. Click on Next button to continue.

B,

o~ New UM Dial Plan

o

G

Set UM Servers
Agzociate the dial plan with UM servers.

[ Introduction

[ Set UM Servers

'::}"':" G H
A Mew Uk Dial Plan

M ame Role Werzion
| Completion I ExCH-4-873 Hub Tranzpart, Client Acce...  Wersion 14.1 [Build 218.15

Help | < Back | Hest » I Cancel

Figure 49: New UM Dial Plan Window (cont)
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The New UM Dial Plan section of New UM Dial Plan window displays configuration summary
of the new UM dial plan.

Click on New button to go to continue.

Lo,
| New LM Dl Plan

r"‘-

o

L;

Hew UM Dial Plan
The wizard will uze the configuration below, Chck Mew to continue.

[ Introduction

[ Set UM Servers

[ Wew UM Dial Flan Canfiquration Surmrmary:

| Completion |5 51K _CDP_2Digit -

Mamne: 'C51k_COP_SDigit!
HurmberQfDigitelnE stenzion: 5
RIType: 'TelExtn'
WolPSecurity: ‘Unsecured'
CountryOrRegionCode: 7'

b

= EXCH-A-873
The Uk dial plan will be azzociated with the following zerver 'EXCH-A-87 3.

To copy the contents of thiz page, press CTRL+C.

Help | < Back | Mew Caricel

Figure 50: New UM Dial Plan Window (cont)
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The Completion section displays the new UM dial plan is successfully created. Click on Finish
button to complete and close the New UM Dial Plan window.

[
| New LM Dl Plan

r’""l-

o

L;

[ Intraduction Eumpletiun e e
The wizard completed successfully. Click Finizsh to cloze thiz wizard.
[ Set UM Servers Elapsed time: 00:00:00
1 Mew Lk Dial Plan Summany: 2 item(z]. 2 succeeded, 0 Failed.
[ Completion 7 €51k _CDP 3 & &

E=change Management Shell command completed:
MHew-LIkDialPlan -Mame 'CS1E_COP_5' -MumberQfDigitslnE stenzion 5" -URIType
'TelEstn' AolPSecunty Unzecured’ -CountrprReqionCode '

Elapzed Time; 00:00:00

o

3= EXCH-A-873 (/]
Exchange Management Shell command completed:
Set-UmServer -ldentity 'EXCH-A-873" -DialPlans
'C51k_CDP_BDigit’,'Ch-5h-Bdigit’, 51K _CDP_E

Elapzed Time: 00:00:00

To copy the contents of thiz page, press CTRL+C.

Hep | cBack [[ Fimsh | cancel

Figure 51: New UM Dial Plan Window (cont)
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Figure 52 shows the new “CS/K_CDP 5Digit” UM dial plan is created.

Exchange Management Console [_[O0] I

File Action Wiew Help

e« s[=H=

14 Microsaft Exchange ISl BE unified Messaging o 15 | Actions
[=] {23 Microsoft Exchange On-Prem X = o ; -
1 |s%4 Organization Corfigurati UM Dial Plans | UM IP Gateways I UM Mailbox Policies I UM Auto Attendants Unified Messa... « =
ey Mailbox I Create Fiker [ Mew UMD,
2 Cli
-4 Client Access = - F New ML,
| Hub Transport Mame = | # Digits | Associated UM Servers | Associated L
sl Unified Messaging CM-SM-Sdigit 5 EXCH-A-873,EXCH-A-755 CM-5M L Mew UMM,
S| Eerver.CDnﬁguratlon CS1K7S ._IB Hew UM &,
=Y Mailboz
= Client Access = Exportlis...
== Hub Transpart v N
i Unified Messaging b
= a_, Recipient Configuration 0 Refresh
23 Maibox
‘5& Distribution Grouy E Help
-} P
L= Mail Contact CS1K_CDP_5D... « _ |
+ Disconnected Mailbo: 5
2 Move Request > ?( Remove
4 | v < | | =
Wi proner Fime

| | |
Figure 52: Exchange Management Console with the new UM Dial Plan created

Right-click on the “CSIK _CDP _5Digit” UM dial plan created above as shown in Figure 52, and
then select Properties (not shown). The CS1K_CDP_5Digit Properties window displays.
Select Subscriber Access tab, enter number “73700” which is defined in Section 5.1 and 5.6.2
in Telephone number to associate box and then click on the Add button to add this number to
list of telephone number associate.

Click Apply button to save the change and click OK to close the CS1K_CDP_5SDigit Properties
window.

C51K_CDP_5Digit Properties
Setlings | Dialing Rule Groups I Dialing Restrictions I
General Subscriber Access | Dial Codes I Features

‘welcome Greetings

Welcome greeting:

|Use default greeting Madify... |

Informational announcement:

IInformationaI announcement iz dizabled Modify... |

Aszocisted Subscriber Access Mumbers

Telephone number to associate:
J7310d

=5 Add Edit

';| ’TI Cancel I Apply I Help |
Figure 53: CS1K_CDP_5Digit UM Dial Plan Properties Window
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6.2. Configure a New UM IP Gateway

Configure a new UM IP gateway on the Exchange UM, from the Exchange Management
Console, navigate to Microsoft Exchange > Microsoft Exchange On-Premise > Organization
Configuration, right-click on Unified Messaging item and select New UM IP Gateway.

Em:hange Management Console =]
File  Action ‘Wiew Help

L EL =

()| Microsaft Exchange BE unified Messaging 2 nhjects JEILLE

=] ¢_§ Micrasoft Exchange On-Premise = - = . .

1 [ Organization Configuration UM Dial Plans UM IP Gateways I UM Mailbox Policies | UM Auto Attendants | Unified Messaging =
o Mailbas I Create Filer |if% Mew UM Dial Plan...
) Client Access
=4 Mew LM IP Gakeway.. .
| Hub Transpork I MName = I Address I Skakus I =3 ¥
- I 2 ’ )

B &SU =l M LT e FlEr SM100 Enabled L Mew UM Mailbo: Policy..

= fr\:;nbzz Rl i UM TP Gateway. .. 135.10.57.143 Enabled [ Mew UM Auto Attendart..
‘f;’ ci Mew UM Mailbox Policy ... — )
=2, Client Acces: i = Export List...
2= Hub Transpa Mew UM Auto Attendant.. “ N
2 Unified Mess Export List... | _’I e

= 3_) Recipient Config il Refresh
3 Mailbox Wi 4
8, Distrbution§ Help

| Mail Contact]
o Mal Lontac | U Dial Plans | Pilot Identifisr
g Disconnecte]  Help
2 Move Request There are no items ko shaw in this view,
=0 Toolbox
A 4
q | oL L)
|New UM IP Gateway... |
.
Figure 54: New UM IP Gateway Selected
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The New UM IP Gateway window displays. Enter information for the new UM IP Gateway as
below:
e Name: enter “CS/K75”
e [P address: enter “/35.10.97.149”. This is Node IP of CS 1000 SIP gateway
¢ Dial Plan: click on Browser button and select the dial plan “CS/K CDP 5Digit” created
above.
Click on New button to continue.

% New UM IP Gateway

S~
Mew UM IP Gateway

O Mew UM IP Gateway e : =
Thiz wizard helps you create a Uk P gateway for use by Microsoft Exchange Unified
1 Completion tezzaging. UK IFP gateways reprezent the connection between a physical gatewan or [P
PB# and Unified Meszaging.

M ame:
[Cs1K7d

% |P address:

[135.10.97.143
Ewmample: 192.168.10.10

™ Fully qualified domain name [FADM];

Ewmample: ipgateway] . contoso. com

Dial plan:
C51k_COP_&Digit Browse... |

[:i:] If a dial plan iz zelected, a default hunt group will be created to azzociate this new LIk
~ |P gateway ta the specified dial plan. If no dial plan iz selected, a hunt group must be
created manually.

Help | < Back | MHew Cancel

Figure 55: New UM IP Gateway Window

KP; Reviewed, Solution & Interoperability Test Lab Application Notes 39 of 73
SPOC 2/1/2012 ©2012 Avaya Inc. All Rights Reserved. UM2010-CS1K75



The Completion section displays the new UM IP Gateway has been successfully created. Click
on Finish button to complete and close the window.

%‘ New UM IP Gateway

</

[ New UM IP Gateway Eumpletiun i i
The wizard completed successfully. Clck Finish to cloze this wizard.

[ Completion Elapzed tirme: 00:00:00

Summary: 1 item(z]. 1 succeeded, O failed.

»

R CS1K7 (V]
Exchange Management Shell command completed:
Mew-UIPG ateway -MName 'CS1EF -UMDialPlan 'CS1K_CDP_SDigit' -Address
1351097148

Elapzed Time: 000000

To copy the contents of thiz page, pressz CTRL+C,

Help | cBack  |[ Fnish | coneel

Figure 56: New UM IP Gateway Window (cont)
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6.3. Configure a New UM Mailbox Policy

The new default UM Mailbox Policy “CSI/K CDP 5Digit Default Policy” is automatically
created after the UM Dial Plan “CS1K_CDP_5Digit” created. Figure 57 below displays the new
default UM Mailbox Policy.

Exchange Management Console =] I

File  Acktion Wiew Help

&= 2[=H=

(2] Microsoft Exchange BE unified Messaging 2 ohjects gLl
= {23 Microsoft Exchange On-Premise |- r L : -
i UM Mailboz Pol Unified Messa... « —
1 [« Organization Configuration UM Dial Plans I UM IP Gateways Gilbox: Policies | UM Auto Attendants I
| Mailbox I Create Filter 14 MewUmD...
2 Cli
|s#| Client Access : : : {5 NewUML..
Mame = | Associated UM Dial Plan | IMin PIM Length | 1]
IFCM-5M-Sdigit Default Palicy C1M-5M-Sdigit & of | Mew UMM,
5 _ [ifca1k_cop_Spigi Default Policy  CS1K_COP_SDigit | & 1R newuma.,
=Y TMailbioze
=2, Client Access = ExportLis...
= Hub Transport Vi N
i Unified Messaging o
_3) Recipient Configuration 1 Refresh |
=8 Toolbox —
E Help
C51K_CDP_5D..
K R— | ! | —.

| | |
Figure 57: The Default UM Mailbox Policy

Right-click on the “CSIK CDP_5Digit Default Policy” policy and select Properties (not
shown), the CS1K_CDP_5Digit Default Policy Properties window displays. In the General
tab, features of mailbox can be enabled by checking on individual checkbox.

C51K_CDP_5Digit Default Policy Properties E2

General I Mezzage Textl FIM F'oliciesl Dialing Restrictions I Protected Yoice Maill

_f:j ICS1 K_CDP_5Digit Default Policy

Azzociated UM dial plan: C51K_CODP_EDigit
Modified: Thurzday, December 01, 2011 1:13:26 PM

Marimum greeting duration [minutes): |5

¥ llow missed call notifications
W pllove Message Waiting Indicator
[+ &llow inbound faxes

Partner fax zerver URI:

Isip:fax.ava_l,Ja.com:EDBD;transporhtcﬂ
[Examples: sipfax3.eng.contoso. com:B0B0; ransport=tcp,
sip:rfa.it. itweare. com: 5061 transpart=tlz]

v Allows Yoice Mail Preview

W dllow Outlook Yoice Access

v Allowe Play on Phone

¥ Allove users to configure call answering ules

'Q Ok I Cancel | Apply | Help |
Figure 58: Mailbox Policy Properties Window
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6.4. Configure a New Auto Attendant

Configure a new auto attendant on the Exchange UM, from Exchange Management Console
window, navigate to Microsoft Exchange > Microsoft Exchange On-Premise > Organization
Configuration, right-click on Unified Messaging item and select New UM Auto Attendant.

Em:hange Management Console =] 3
File  Action Wiew Help
e | 2= H
(4 Microsoft Exchange BE unified Messaging 2 ohjects UL
= 155 Microsoft Exchange On-Premise |- : ;
Ef = Organization Corfiguration | UM Dial Plans | UM 1P Gateways | UM Maibox Policies UM Auta Attendants | Unified Messaging -
4 Mailbas I Create Filter |i7% Mew UM Dial Plan...
2 cli
= lient Access - - — T Mew UMIP Gateway...
| Hub Transport | Mame = | LM Dial Plan | Pilat Identifier || °
B Linified Messagige LR estw Lm fnka attandant CS1K_CDP_SDigit 73200 U Mew UM Mailbox Policy...
= i i Mew UM Dial Flan. .. i
B g _Server.Conﬁguratlo CIM-5M-Sdigit 29500 ._a Mew UM Auto Atkendant. ..
= Mailbiox Mew LM IP Gateway. ..
i_ Client Access Mew LM Mailbox Policy. .. |5+ Export List...
7= Hub Transpart: Mew LM Auka Atkendant. . i
= o | Wigw 3
S5 Unified Messagi ——
= 3_, Recipient Configura FpartList... |G Refresh
3; Mailbio:x View » E Hel
#2 Distribution Gro =lp
5] Mail Contact Refiiesy CS1K UM Auto Attendant -
+ Disconnected o . )
4 Move Request G ) Disable
=1 Toolbox 7 Remove
Properties
E Help
KT — 2|l ! 2

[Mews UM Auto Attendant. .. [

Figure 59: New UM Auto Attendant Option Selected
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The New UM Auto Attendant window displays. Enter information for this new UM auto
attendant as below:
e Name: enter “CSIK Auto Attendant”.
e Select associated dial plan: click on Browser button and select the
“CSIK _CDP _5Digit” dial plan created in Section 6.1.
o Pilot identifier list: enter number “73200” as defined in Section 5.6.2 and click on Add
button to add this number to the list.
e Create auto attendant as enabled: Checked.
e Create auto attendant as speech-enabled: Checked.
Click on New button to continue.

3’6 New UM Auto Attendant

Mew UM Auto Attendant

o Mew Uk Auto HE :
Atterndant Thiz wizard helps vou create a new UM auto attendant far use by Microzaft Exchange
IInified Meszzaging. “'ou need to enter a name for thiz auto attendant and aszociate the
| Completion auto attendant with a dial plan. *'ou can alzo enter the extenzion number or numbers that

callers will uze to access thiz auto atkendant.

M ame:
[CS 1K Auto Attendant

Select agzociated dial plan.

|CS1K_COP_SDigi Browse... |

Pilat identifier st
{73200

| eEadd 7 Edit

¥ Create auto attendant as enabled

¥ Create auto attendant as speech-enabled

Help | < Back | HNew Cancel

Figure 60: New UM Auto Attendant Window
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The Completion section displays the new UM auto attendant with name “CS/K Auto Attendant”
has been successfully created.

:;-;’ New UM Auto Attendant

n Mew Uk Auto Eumpletiun : i TR
Attendant The wizard completed successfully. Click Finizsh to cloze thiz wizard.

Elapzed hme: 00:00:00

& Completion Summany: 1 item(z). 1 succeeded, 0 Failed.

4L CS1K Auto Attendant @ 2
E=change Management Shell command completed:
Mew-UkAutodttendant -MName 'C51K Auto Attendant’ -k DialPlan
'CS1K_CDP_BDigi’ -Status ‘Enabled' -SpeechEnabled $true -Pilot dentifierList &3()

Elapzed Time; 00:00:00

To copy the contents of thiz page, press CTRL+C.

Help | < Back | Firiizh I Carcel

Figure 61: New UM Auto Attendant Window
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7. Configure SIP TLS on CS 1000 SIP Gateway

The Communication Server 1000 system might have many SIP Signaling Gateways; these SIP
Gateways are managed by a Unified Communication Management (UCM) application. This
section provides the procedure for setting up SIP TLS on a specific SIP Gateway that was used
to connect to Exchange UM 2010 server:

e Create a self certificate for SIP Gateway.

e Add Exchange UM 2010 Certificate to Certificate Authorities on the CS 1000 Unified
Communication Management server.

e Download a certificate from Communication Server 1000 Unified Communication
Management (UCM) Private Authority Certificate.

e Enable SIP TLS in SIP Gateway.

e Enable Secure Media in SIP Gateway.

e Add A Host Entry For Exchange UM in SIP Gateway.

e Configure Secure Media in System and Phone Station.

7.1. Create a Self Certificate for CS 1000 SIP Gateway

From the homepage of Communication Server 1000 UCM, navigate to Security > Certificate.

0 _ . ¥
UF 4R | @ Unified Communications Management 2~ 8 =~ [y Page v (CF Tools ~
AV/-\yA Avaya Unified Communications Management
— Netwark Host Hame: car2-sipl-ucm.bvwdev.com Software Version: 02.20.0013.00({4488) User Hame admin

Elements A
— CE81000 Senices
IPSec Elements
FAREE Mew elements are registered into the security framework, or may be added as simple hyperlinks. Click an element name to launch
SNMP Profiles its management sernvice. You can optionally filter the list by entering a search term.
Secure FTP Token
Software Deployment Saarch || Raset
et [Ssarch J( Reset]
Administrative Users
External Authentication Add. | | | E z «
Password
Qecur?ts's vor [] Element Name Element Type Release Address Description ~
- R-Jljes [] EMon car2-cores C81000 7.5 135.10.97.90 Mew
— element.
° IFIES ;[ Ellon car2-ssg-carrier C51000 7.5 135.10.97.90 Mew
Certificates element
HELE SRS +[] Elloncoppms3 cs1000 75 135.10.97.78 New
— Tools element.
Logs 4[] car2-mas.bvwdev.com Linux Base 7.5 1351087171 Base 05
Data (member} element.
5[] car2-ssg2.bvwdev.com Linux Base 7.5 135.10.97.157 Base 05
(member} element.
5[] car2-sps.bvwdev.com Linux Base 7.5 1351087172 Base 05
(member} element.
7[] car2-ssg- Linux Base 7.5 135.10.97.167 Base 05
carrier.bvwdev.com element.
(member)
5[] car2-cores.bvwdev.com Linux Base 7.5 135.10.97.169 Base 03
(member} element.
[ carZ-sipl-ucm.bvwdev.com Linux Base 7.5 135.10.97.163 Base 05 bt
Internet ®100% T
@
Figure 62: Certificate Section in UCM Home Page
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The Certificate Management page displays on right-hand side of UCM window, navigate to
Certificate Endpoint section and select SIP Gateway member that needs to create a self
certificate, in this example that is “735.10.97.150” with Element Name “cpppm3.belleville.com”

i r—~ 3
W ‘@Unified Communications Management | | I’:} T &l o= |'_'}Eage v {0 Tools ~

AVAYA Avaya Unified Communications Management
— Netwark Host Name: carz-sipl-ucm.bvwdev.com  Software Version: 02.20.0012.00(4488)  User Name admin
Elements : A
By Certificate Management
FSac Distribute and maintain Web S5L and SIP TLS security certificates, and manage the Private Certificate Authority.
Patches
SNMP Profiles | H Search ] [ Reset ]

Secure FTP Token

Software Deployment : N c - =
— User Services [Certificate Endpoints | | Private Certificate Authority
Administrative Users
External Authentication Display the details of a cerificate endpoint by selecting the radio bution associated with that endpoint. When multiple logical elements reside
- on a single base server, only the base endpointis shown.
Password
— Security Endpoint Address Element Type Element Name Mumber of Service Profiles
Roles - - - . ) . A
Palicies ¢ (O 135.1097.169 Linux Base carZ-cores.bvwdev.com (member) 4
Certificates g O 135.10.97.163 Linux Base car2-sipl-ucm.bvwdev.com (primary) 4
Active Sessions | 7 ® 135.1097.150 Linux Base cpppm3.bvwdev.com (member) 4
— Tools s 135.10.97.136 Linux Base sipl75.bvwdev.com (member) 4 "
Logs
bEE Endpoint Details
Details for the selected endpoaint.
Certificates
Service Profile Status Friendly name Expiration date
1 Default Cerificate signed cpppm3 Jan 17, 2021
2 DTLS none
3 Web 351 none
4 QIPTLS none
v
< b
& Internet #100% -
Figure 63: Certificate Management Page
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When the SIP Signaling Gateway “cpppm3.belleville.com” member is selected in the Certificate
Endpoints section, their detailed certificates is displayed in Endpoint Details section and under
Certificates subsection.

Click on SIP TLS in Service Profile column of the Certificates subsection to generate a self
certificate for this SIP Gateway.

AVAYA Avaya Unified Communications Management
— Netwark Host Name: carz-sipl-ucm.bvwdev.com  Software Version: 02.20.0012.00(4488)  User Name admin
Elements N S o o : prr A
Ji ~
— €S 1000 Senvices £ (O 135.10.97.189 Linux Base car2-cores. bvwdev.com (member) 4
IPSec
- 5 7163 i 2_sinl- wwdev.com (
s & (O 135.10.97.163 Linux Base carz-sipl-ucm.bvwdev.com (primary) 4
SNMP Profiles 7 ® 135.10.97.150 Linux Base cpppm3.bvwdev.com (member) 4
Secure FTP Token g (O 135.10.97.136 Linux Base sipl75.bvwdev.com (member) 4 a3
Software Deployment
— User Services Endpoint Details
Administrative Users Details for the selected endpaint.
External Authentication
Password Certificates
- Secg;?es Service Profile Status Friendly name Expiration date
Policies 1 Cefault Cerificate signed cpppm3 Jan 17, 2021
Cerificates : B none
Active Sessions @ _WehSSL none
— Taols SIPTLES none
Logs
Data
Certificate Authorities
Add. .
Friendly name Expiration date Trusted Issued by Last CRL Update
1O carz-sipl-ucm.bvwd... Feb 1, 2035 yes 10=avaya/ST=0N/L=Belleville/.. Mov17, 2011
2 O MSUM Mar 22, 2015 Ves [DC=com/DC=microsoftDC=n...
v
4 ¥
& Internet oo v
Figure 64: Certificate of SIP Gateway Member
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Server Certificate page pops up, select option “Create a new certificate, signed by local
Certificate Authority” and Click Next button to continue.

= car?2-sipl-ucm.bvwdev.com - Certificate Management Wizard -... E||E|E|

& | https:ffcar2-sipl-ucm, bywdesy  comfpki-adminconsolefispioptions. jsprel '@' Certificate Errar

Server Certificate
These are the methods for assigning a certificate to your server.

(*) Create a new certificate. signed by local private Certificate Authority
O Import a cerificate and its private key from a file

2 Assign an existing certificate

() Create a new self-signed certificate

O Create a new certificate request to be signed by third party Certificate Autharity

Mext = I Cancel

Done € Internst H100% T

Figure 65: Server Certificate Window

Name and Security Settings section displays. Enter the name “SIPGW-TLS” in Friendly Name
box and select Bit Length as “7024” (Default value). Click on Next button to continue.

£~ car 2-sipl-ucm. bvwdev.com - Certificate Management Wizard -... E||§|g|

& | https:ffcarz-sipl-ucm, brewder comfpki-adminconsole) jspfcertname, jspt '@' Certificate Error

Name and Security Settings
Your new certificate must have a name and a specific bit length.

Friendly Name - |SIPGW-TLS

Bit Length - | 1024 ~

The bit length of the encryption key determines the cerificate’s
encryption length. The greater the bit length, the stronger the =ecurity.
Howewer, a greater bit length may decreaze performance.

< Back | MNext = | Cancel |

Dane €D Internet 00 <

Figure 66: Server Certificate Window (cont)
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The Organization Information section displays. Enter “Solution and Interoperability” in
Organization box and “BvwDevConnect” in Organization Unit. Click on Next button to
continue.

= car2-sipl-ucm. bvwdev.com - Certificate Management Wizard -... E”E|E|

psijcar-sipl-ucn, bywdesy  comf pki-adminconsole jspiorginfo., jspeel [ erkificate Error
https://carz-sipl brivud ipki-admi lefispiorginfo.jsprel v | %f Certificate E

Organization Information

Your certificate must include information about your organization that
distinguishes it from others.

Organization : |Sn|uti0n and Interoperability |

Organization Unit - |El‘f"f~a'De»'CD|1|1ect |

Type the name of your organizational unit. Thiz iz typicaly
the legal name of yvour divigion or department.

= Back Mext = Cancel |

Cone €D Internet Ho100% v

Figure 67: Server Certificate Window (cont)

Your Server’s Common Name section displays. Enter “cpppm3.bvwdev.com” in Common
Name box and select “None” in Subject At Name dropdown menu. Click on Next button to
continue.

= car2-sipl-ucm. bvwdev.com - Certificate Management Wizard -... E”§|E|

€& | https:ficarz-sipl-ucm, byvedey, comnfpki-adminconsolefispsryname. jspi v ';{3' Certificate Error

Your Server's Common Name
Your servers common name is its fully qualified domain name.

Commen Name :|cpppm3. bwwdey.com

If you uas the DNS name to access the Element Manager web site
from your web browser, the common name must match the DNS

name.
If the commeon name changes, you may need to obtain a new
certificate.

Subject Alt Name :| None -

<Back [ Mext> | cancel |

Done €D Internst F100% T

Figure 67: Server Certificate Window (cont)
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The Geographic Organization section displays. Select “CANADA” in Country/Region
dropdown menu, “ON” in State/Province box, and “Belleville” in City/Locality. Click on Next

button to continue.

i) car2-sipl-ucm. bvwdev.com - Certificate Management Wizard -... E”Elgl

£ | htkps:ficarz2-sipl-ucm.byvwdey, comfpli-adminconsolefispigeoinfo. jspre '@' Certificate Errar

Geographical Information
The certificate requires the following geographical information.

Country/Region : |CANADA 3

State/Province - |ON |

City/Locality - |Eie||evi|le |

State/Province and City/Locality must be complete, official
names and must net contain abbreviations.

< Back | Mext = | Cancel |

Done €D Internet Hl00% -+

Figure 68: Server Certificate Window (cont)

Certificate Request Summary section displays summary information of the self certificate.
Click on Commit button to start generating the certificate.

& car2-sipl-ucm. bvwdeyv.com - Certificate Management Wizard -... E”§|g|

& | htkps:ficarz-sipl-ucm, brwdes connfpki-adminconsolefisp) sumnmred . jsp? v '@' Certificate Errar

Certificate Request Summary
Your certificate contains the following information:

Friendly Name : SIPGW-TLS
Commeon Mame - cpppm3._bwidev.com
Organization - Solution and Interoperability
Organization Unit : BvwDevConnect
Country/Region - CA
State/Province - ON
City/Locality - Belleville
Subject Alt Mame -

On Commit, your request will be processed to generate a certificate in
X509 format.

= Back Commit Cancel |

Done &P Internet Fo100% v

Figure 69: Server Certificate Window (cont)
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Click on Finish button to complete and close the page.

= can-sipl-ucm. bvwdev.com - Certificate Management Wizard -... E”E|g|

& | https:ficar2-sipl-ucm, bvwdey, com/pki-adminconsale)ispfsummcert. jsp’ 'gﬁ' Certificate Errar

Certificate Summary
The following certificate has been installed on your server.

Certificate Detail:

Friendly Mame - |SIF'GW—TLS

Expiration Date - |Dec 1 21-13:00 2021 GMT

Issued To - /iC=CA/ST=0N/L=Belleville/CN=cpppm3.bvwdev.com/
0=S5olution and Interoperability/OU=BwDevConnect

Issued By :

[O=avaya/ST=0MN/L=Belleville/C=CA/CN=car2-sipl-
ucm. bvwdev.com/OU=devconnect

To reflect the changes in home page. click Finish.

Done €D Internst F 100% v

Figure 70: Server Certificate Window (cont)

Figure 71 shows the new certificate for SIP TLS has been created with status as “signed”.

| AVAYA Avaya Unified Communications Management

— Metwork Host Mame: carZ-sipl-ucm.bvwdev.com  Software Version: 02.20.0013.00(4488}  User Mame admin
Elements ) ; ~
51000 Senices Details for the selected endpoint.
IFEE3 Certificates
Fatches
SMMP Profiles Senvice Profile Status Friendly name Expiration date
Secure FTP Taken 1 Default Certificate signed cpppm3 Jan 4, 2021
Software Deployment 2 DTLS none
— User Services 3 Web SSL none
Administrative Users | 4 SIPTLS signed SIPGW-TLS Dec 1, 2021
External Authentication
FPassword
— Security Certificate Authorities
Roles
Add....
Policies
Certificates Friendly name Expiration date Trusted Issued by Last CRL Update
Active Sessions 1 © car2-siplucm.bvwd... Feb 1, 2038 yes  (O=avaya/ST=OM/L=Bellevillel.. Dec 4, 2011
— Tools
Legs v
Data ¢ >
Joore & Tntermnet #100% -
. .
Figure 71: The New Certificate Generated for SIP TLS
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7.2. Add Exchange UM Certificate to SIP Gateway Certificate
Authorities

From Certificate Authorities section of certificate endpoints “/35.10.97.150”, click on Add
button to import Exchange UM certificate.

AV/-\y/-\ Avaya Unified Communications Management
— Netwark Host Name: car2-sipl-ucm bvwdev.com  Software Version: 02.20.0013.00(4488)  User Name admin
Elements " A
T T FeE Dietails for the selected endpaint
e Certificates
Patches
SNIP Profiles Service Profile Status Friendly name Expiration date
Secure FTP Token 1 Default Certificate signed cpppm3 Jan 4, 2021
Software Deployment 2 DILS nong
— User Services 3 Web SSL none
Administrative Users ‘ 4 SIPTLS signed SIPGW-TLS Dec1, 2021
External Authentication
Password
— Securily [Certificate Authorities |
Roles
==> | Add
Polces
Certificates Friendly name Expiration date Trusted Issued by Last CRL Update
Active Sessions 1 O carz-siplucm.bvwd... Feb 1, 2035 yes  /O=avaya/ST=ON/L=Belleville/... Dec 4, 2011
— Tools
Logs v
Data < >
Dang @ Inkernet H100% v

Figure 72: Certificate Authorities of SIP Gateway member

A new page pops up. In “Add a CA to the Service” section, enter “MSUM” in Friendly Name
box, paste Exchange UM certificate into the blank box and then click on Submit button to install
this certificate. Note: The Exchange UM certificate is provided by Microsoft UM Team and it
can be opened by Microsoft Notepad application and use “copy” and “paste” command to copy
and paste the certificate.

2 car2-sipl-ucm. bvwdev.com - Certificate Authority Add Wizard... Q|§|E|

i tbps: ficar 2-sipl-ucm, bywdesy, comyfpki-adminconsolefjspfaddCa. jsprele [% Certificate Errar
http pl brvwd pki-ad lefispfaddCa.jsprel [x] fi

Add a CA to the Service
Enter a unique Friendly name. Copy the content of the certificate authority's
#5809 certificate and paste in to the text area below.

Friendly Mame : |[MSLUM

Please make sure that the cerificate content is encoded in Baseb4
farmat including the Begin Certificate and End Centificate lines.

BEGIN CERTIFICATE————— -
g LoIQRSJeEMVVESSDst JDXTIMETANSgkgnkiG
LQUFADB2
MRMWEQYHCZImiZPyLERSERYDYZ StHREWEWYHKCZImi ZPvLEREERY.S

cmBzb2Z0
LEQBGRYGEnROZXNOMRowGAYKCZImi ZPyLGQE

1UEAXMHRWF zdEXhY jheFwlwMzAxMTAYH ] IvHMDVa

W

T T O T = M W e T T T D meim, Tl = Tl T T T Eeme BT T e T T W D e, Tl =

To install the above CA into your server, click Submit.

Submit | Cancel

€D Internet 100% v

Figure 73: Add a CA to the Service Page
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Figure 74 shows the Exchange UM certificate is successfully imported to the Certificate
Authorities.

AVAYA Avaya Unified Communications Management Help | Loco
— Metwork Host Name: car2-sipl-ucm bvwdev.com  Software Version: 02 20 0013.00(4488)  User Name admin
Elements e s A
— S 1000 Senvices Details for the selected endpoint.
IPSec i
Patches Certificates
SNIP Profiles Senice Profile Status Friendly name Expiration date
Secure FTF Token 1 Default Certificate signed cpppm3 Jan 17, 2021
Software Deployment 2  DILS s
— User Senices 2 Web SSL none
Administrative Users | ¢ SPILS signed SIPGW-TLS Dec 1, 2021
External Authentication
Password
= Certificate Authorities
Raoles
Policies Add
Certificates Friendly name Expiration date Trusted Issued by Last CRL Update
Active Sessions
— Tools 1 carZ-sipl-ucm bvwd... Feb 1, 2035 yes [0=avayalST=0N/L=Belleville/.. Mov17, 2011
Logs | 2 (O MSUM Mar 22, 2016 yes IDC=com/DC=microsoftDC=n. 3
Data < S
Dare € Internet F00%

Figure 74: The Exchange UM Certificate Imported

7.3. Download a Private Authority Certificate

From the Certification Management page, click on Private Certificate Authority tab and
detail of the certificate is displayed in Private Certificate Authority Details section.

Click on Download button to save the certificate.

AVAYA Avaya Unified Communications Management
T Htvrork Host Hame: carZ-sipl-uom tvwdev.com  Software Version: 02.20.0013.00(£488)  User Name admin
Elements = A
£ 1000 Sendces Certificate Management
IPSac Diiskribute and madntain Web S5L and 5IP TLS secunly cefficates. and manage the Privale Certificale Authority
Palchas

SHMP Profiles Search | | Reset

SecureFTRToken @ — =
Sofware Deployrment
— User Serdces Certificate Endpoints | Private Certificate Authority

Administrative Users

sl Msnscascn Private Certificate Authority Details

Password
— Sequrity Click the download bullon to save the cerificate contents. It can be later imported inta the Trusted Root Cedificate Authonities of your clent
Roles Fubdect DU =gevconne ot CHE card-gipl-ucm. bvwdes. com C = 0A LeBaliawille ST 0N, O=avaya
Pk
L Expieation date Feb 1, 2035
Certificales

Activg Sessions Fingerprink 0a-dd-7H06:d7:20.64:36-50:60:31 ectB 673782
v ]

— Tooks Contents: | Download L o——
Logs
i Certificates

Revoke

[] Senal Mumber
15 FEEII-E¥ ¥y
1]
wO alid
160 27127238626 OUsDevConnect, Oslabl
1w 27580004356 C=CAST=0NL=Belleville valid Maw 19, 2021
zo0le  2RER030004 valig Dec 1, 2021

Status

& Interret oo -

Figure 75: Private Certificate Authority Page
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The File Download window pops up, click on Save button to save the certificate. This certificate

will be imported to Exchange UM server.

File Download - Security Warning
Do you want to open or save this file?

Mame: ca.cer
Type: Security Certificate, 1.39KE

Fram: carz-sipl-ucm. byvwdew, com

X]

Open ] [ Save ] | Cancel

| r| While files from the Intermet can be useful, thiz file type can
k-

v open or gave thizs zoftware. What's the risk?

potentially harm your computer. IF you do not trust the source, do not

Figure 76: File Download Window of Private Certificate

7.4. Enable SIP TLS on SIP Gateway

From the UCM home page, navigate to Network > Element > Element Name (in this example,
“CPPPM3_ON_EM”) > System > IP Network > Nodes: Servers and Media Cards > Node ID
(in this example, 511) > Node Details (ID: 511 - LTPS, Gateway (SIPGw)) > Gateway

(SIPGw) > Node ID: 511 - Virtual Trunk Gateway Configuration Details.

Scroll down to SIP Gateway Settings section, select “Secure End to End” in TLS Security
dropdown menu, enter “50617” in Port box, and check on “Client authentication” and “X509

certificate authority” checkboxes.

AVAYA €S1000 Element Manager
—UCM Network Services | Managing: 136.10.97.78 Username: admin A
_Home Syatem » IP Network » [P Telephony Nodes » Noede Details » Virtual Trunk Gateway Configuration
_ Links Node ID: 511 - Virtual Trunk Gateway Configuration Details
- Virtual Terminals
- System : :
SlP Gateway Setings | sl Gateway Senices
SR General | 2IP Gateway Settings | SIP Gateway Senices
- Maintenance .
+ Core Equipment SIP Gateway Settings
- Peripheral Equipment
—IP Metwork TLS Security: || Secure End to End
-MNodes: Servers. Media Cards = —_—
- Maintenance and Reports Part: [5061 (1- 65535
- Media Gateways Number of byte re-negotiation: | 0 v
- Zones
- Host and Route Tables Options: Client authentication
:gsg‘%’i:ﬁﬁg&f =Ry ¥50 certificate autharity
-Personal Directories =
- Unicode Mame Directory v b4
Done & mnternet HA00% -
. . .
Figure 77: SIP Gateway Settings With TLS
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Scroll down to Proxy and Redirect Server of SIP Gateway Settings section, enter IP address
of Exchange UM server “131.107.5.62” in Primary TLAN IP address box, “506/” in Port box
and select “TLS” in Transport protocol.

AVAYA

C€S1000 Element Manager

- UCM Network Services
-Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
- IP Metwark

- Maintenance and Repors
- Media Gateways

-Zones

- Host and Route Tables

- (oS Threshelds
-Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values

...................

- MNodes: Servers, kedia Cards

- Metwork Address Translation (MAT

# Managing: 135.10.97.78 Username: admin
System » IP Network » IP Telephony Nodes » Node Detaile » Virtual Trunk Gateway Cenfiguration

Node ID: 511 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Seftings | SIP Gateway Services

Proxy Or Redirect Server:
Proxy Server Route 1:

Primary TLAN IP address: [131.107.5.62 ===

Transpor protocal; |TLS w | <==

Options: [] SUppol.. ... fration
[1 Primary CDS proxy

@ Internet

FAD0%

Figure 78: Proxy Or Redirect Server Settings

7.5. Enable Secure Media on SIP Gateway

The secure media can be only applied when SIP TLS is established. To enable secure media , on
the Node ID: 511 - Virtual Trunk Gateway Configuration Details page scroll down to SIP
Gateway services (not shown) section and under Microsoft Unified Messaging subsection
check on “Enable Secure Media” check box.

AVAYA

CS1000 Element Manager

- UCM Network Services
-Home
-Links
-Virual Terminals
- System
+Alarms
- Maintenance
+ Core Equipment
- Peripheral Equipment
- IP Metwark

-Modes: Servers, Media Cards

~| Mode ID: 511 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Seftings | SIP Gateway Services

Microsoft Unified Messaging:

miil application OM: (73100

MW dialing plan: | COP
Options: [] Enable softkeys

- Media Gateways
-Zones
-Hostand Route Tables

- QoS Thresholds
- Personal Directories

+Interfaces

- Engineered Yalues
+Emergency Services

+ Geographic Redundancy
+Software

<

Dang

- Maintenance and Reporis

- Unicode Mame Directory

Enable secure media

Subscriber Access Service

- Metwork Address Translation

Add
[] Access Mumber
[]|73100

Access Number Use Insert Mumber

Access Mumber is DN A

@ Internet

v
>

H100% T

Figure 79: Enable Secure Media on SIP Gateway

The process of save, transfer and synchronization need to be applied as described in Section 5.1
for the changes take effect.
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7.6. Add a Host Entry For Exchange UM In SIP Gateway

This is important step of setting up SIP TLS, due to SIP TLS uses Full qualified domain name
(FQDN) to negotiate and handshake, make sure CS 1000 SIP Gateway is able to resolve the IP
address of Exchange UM to its FQDN and vice versa. This can be approached by adding a host
entry in the SIP Gateway, from homepage of UCM, click on member “cpppm3.bvwdev.com
(member)” of SIP Gateway.

AVAYA Avaya Unified Communications Management
Metwork Host Name: car2-sipl-uctm. bvwdev.corn  Software Version: 02.20.0013.00(4488)  User Name adrnin
Elements A
C5 1000 Semvices Elements
IPSec
Patches Mew elerments are registered into the security framework, or may he added as simple hyperlinks. Click an element name fo launch its
SHNMP Prafiles management service. You can optionally filtler the list by entering a search term.
Secure FTF Token
Saftware Deployment
User Services
Administrative Users
External Authentication Fild | ‘ ‘ g & @
Pagssword [] Element Mame Element Type = Release Address Description
Security "7 {member element.
Roles g [] tard-cores.bvadey.com Linux Base T8 135.10.97.169 Base 05
Faolicies imember element.
Cetificates g [] Larz-siplucrm bvwwdey.corm Linux Base 7.8 136.10.97 163 Base 0S5
Active Sessions {primary) element.
Tools 0[] conpm3bvwdevcom <== LinwBase 75 136.10.97.150 Base 05
Logs {memben element.
Data 11 [] Sipl7s bewdev.com (memberd Linux Base 75 135.10.97.136 Base 035
element
12 [] Locatedt1 Mon ©31000 Manual 7.5 135.10.97.30 etelemetry
Device ermergency
semver
13 [ 135.10.97.81 Media Gateway 75 135.10.97.81 Mew
Controller element b
& Internet H100% -

Figure 80: UCM Homepage with Linux Member

The Base Manager page displays. On the left-hand tree menu, click on DNS and Hosts. The
Domain Name Server (DNS) displays on right-hand side of Base Manager page, in the Hosts
section, click on Add button to add a new host.

AVAYA

<UCM Metwork Services
BaseSystem
Metworking
Metwark [dentity

Route Tahle

Drate and Time

DNS and Hosts  <==

Explicit Congestion Motification

Base Manager

Managing: 135.10.97.150 { Member UCM server )
Base System » Metworking » Domain hame Server

Domain Name Server (DNS)
Primary and Secondary servers are set manually.

DNS IP addresses

Frimany: 135.10.98.60
Secondan: 0.0.0.0
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Figure 81: Base Manager of SIP Gateway
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The New Host page displays. Enter IP “/31.107.5.62” in IP address box, “EXCH-A4-873" in
Host name box and domain name “DFPYXV-dom.extest.microsoft.com” in Domain box. Click
on Save button to complete adding new host for Exchange UM.

Date and Time
S5H Keys
Software
Applications
Patches
Tools
Logs
Application
QA

Explicit Congestion Motification

AVAYA Base Manager
=T NMetwork Services Managing: 135.10.97.150 ( Member UCM server )
Base System » Metworking » DRS and Hosts » New Host
BaseSystemn
Metwarking New Host

Metwark Identi ==
D:IS ::m Heﬂ;.:e IP address: [131.107.5.62 FoE=
Route Tahle Host name: |[EXCH-A-873 *oa==

Dornain: xiest. micrasoft.com|® ===

*Reguired valug

& Internet FA00% -

Figure 82: New Host Page

Figure 83 below shows the new host of Exchange UM server is successfully added to the SIP

Gateway.
AVAyA Base Manager
<ICM Metwork Services Managing: 135.10.97.150 { Member UCM server }
BaseSystam Base System » Networking » Domain Mame Server
Metworking Domain Name Server (DNS)

Mebwork [dentity
DNS and Hosts < ==

Primary and Secondary servers are set rmanually.
DHNS IP addresses

Route Tahle
Explicit Congestion Notification Frimany: 135.10.98.60
Date and Time Secondary 0.0.0.0
S55H Keys
Software
Applications
Patches Hosts
Tools HostIP address configuration
Logs Add... Refresh
Application
OAM [ |HostiD« IP Addrase HostNarme Domain
R 135.10.97.163 carz-sipl-ucm byvwdey.com
=== [2 131107 562 EXCH-A-873 DFPYRY-dom.extest microsoft.com
Done @ Internet Hoi00% v

Figure 83: New Host of Exchange UM Added

7.7. Configure Secure Media in System and Phone Station

Enable secure media in Section 7.5 above is just first step for enabling secure media on CS 1000
to Exchange UM server. This section provides the configuration on Call Server for enabling

secure media in the system and Phone station. Log in to the Call Server as administrator and
issue following overlay commands.
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Overlay LD 17 to enable media security for system. The media security of system can be Media
Security Always (MSAW), Media Security Best Try (MSBT) or Media Security Never (MSNV).
When media security in system is enabled, all IP phone station has media security class of
service matched with media security in the system will be effective.

Lo 17
REQ CHG

Type EARM

TEEY 24

Figure 84: Enable Media Security In The System

Overlay LD 20 to enable media security class of service for IP phone station. The media security
class of server in the phone station should be matched with media security set in the system, in
this testing that is MSBT (Media Security Best Try).

In the configuration below, the IP Phone 1140E is set to Media Security System Default
(MSSD), whatever type of media security is set in the system; the media security of I[P Phone
1140E is going to be matched.

Figure 85: Enable Media Security Class of Service on IP Phone

Overlay LD 14 to enable media security class of service for IP Trunks, these are SIP IP Trunks
defined in the CS 1000 system used for carrying SIP to Exchange UM. It’s different than phone
station; IP Trunks only accept Media Security Best Try (MSBT) and Media Security Never
(MSNYV) and it does not accept MSSD or MSAW.

LD 14
REQ chig

TYFE IFTI
TW 100 0O O O
CL3 M3ET

Figure 86: Enable Media Security Class of Service on IP Trunks
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8. Configure SIP TLS on Exchange UM 2010

This section provides the procedure for setting up:
e Export a trusted authority certificate on Exchange UM 2010 server.
e Import the CS1000 UCM private authority certificate that was downloaded and saved as
mentioned in Section 7.3 to Exchange UM 2010 server.
e Check TLS on Exchange UM 2010 Server.

e Configure SIP Secured on UM Dial Plan.
e Configure VoIP Secured on UM Dial Plan.

8.1. Export a trusted authority certificate

Open Certificates Management Console on the Exchange UM 2010 server, by navigating to
menu Start >Run (mmc) > menu File > Add/Remove Snap-in > Add Certificates (local

computer).

Select Certificates folder under Trusted Root Certification Authorities folder, list of
certificates displays on right-hand side of Certificate Console.

Name of certificate needs to be imported in this list is “EastLab”, this certificate is created by
Microsoft Exchange UM Team.

= Consolel - [Console Root' Certificates {Local Computer)', Trusted Root Certification Authorities',Certificates] M=l E3 I
@y File Action  ¥ew Favorites Window Help | =711
Ll A el s W= NRERERN 7 | o5
| Cansale Root Issued To = | Issued B | Expiration Date Actions
= Certificates {Local Computer) [Slcarz-sipl-ucm. bvwdey. com carZ-sipl-ucm. bywdey, com 1/31/2035 Certificates .
SR s Pgrsonal _9JCIass 3 Public Primary Certification Authority Class 3 Public Primary Certification A..,  8/1/2028 )
o Certificates o B [SlClass 3 Public Primary Certification Autharity Class 3 Public Primary Certification &...  1/7j2004 More Actions 4
g Trusted Raot Certification Authorities _9JC0pyr\ght {c) 1997 Microsoft Corp, Copyright {c) 1997 Microsaft Corp, 12430{1992 EastLab "
L [Sldefault default afz4fz0z1
_| Enterprise Trust ||$EastLab Eastlab 3/22/2016 More Actions 4
=BH InFeEn;ret?FIi:;::floc:iioonn.\?itthorltles _?JEquiFax Secure Certificate Authority Equifax Secure Certificate Autharity glzz2/2018
= Certificates _9JGTE CyberTrust Global Roat GTE CyberTrust Global Rook af13fz01a
- Tr_usted Publishers J;JMicrnsnFt Authenticodeltm) Root Autharity Microsoft Authenticode(tm) Root Au... 12311999
= = Lntrusted Certificates _9JMicrosoft Code Signing PCA Microsoft Root Authority afzafz012
T Cortificates [SlMicrosaft Corporation Microsoft Code Signing PCA 37j2011
=1 [ Third-Party Raat Certification Autharities CalMicrosaft Raok Authority Microsoft Rioot Autharity 12f30{z0z20
7| Certificates __oJMicrosoft Root Certificate Autharity Microsoft Root Certificate Authority Slefz0z1
| Trusted People _9JMicrosoft Time-Stamp Service Micrasoft Timestamping PCA 712512013
=[] Remote Deskkop [SalMicrosaft Timestamping PCA Microsoft Root Authority 9/14f2019
| Certificates [SaIMO LIAEILITY ACCEPTED, (c)97 YeriSign, Inc, MO LIABILITY ACCERTED, (C)97 Veri..  1/7/2004
| Certificate Enrolment Requests Crlpbegw. avaya. com phxgw.avaya.com 12/19/2019
| Smart Card Trusted Racks [R]5TP Product Certificate Autharity SIP Product Certificate Autharity a/16/2027
_9Jsm5030-sm100.avaya.com default 92712013
_?JThawte Timestamping Ca Thawte Timestamping CA 12/31f2020
_9JVeriSign Trust Metwork WeriSign Trusk Metwork 5/18/2018
(5 verisign Trust Metwark WeriSign Trusk Metwork af1/z2028
4] | |
Trusted Root Certification Autharities store contains 22 certificates. |
. .
Figure 87: Certificate Console
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Right-click on the “EastLab” certificate, select All Task > Export.

™ Consolel - [Console Root'\Cettificates {Local Computer)) Trusted Root Certification Authorities'Certificates]

Action  Wiew  Favorites  Window

& Fie

Help

&= FE

45 RE=H

" Console Root
= H Certificates {Local Computer)
= [ Persanal
| Certificates
=1 [ Trusted Roat Certification Authorities
| Certificates
*| Enterprise Trust
= [ Intermediate Certification Autharities
| Certificate Revocation List
| Certificates
| Trusted Publishers
=1 [ Untrusted Certificates
| Certificates
=1 [ Third-Party Root Certification Authorities
| Certificates
° Trusted People
= | Remote Desktop
| Certificates
|| Certificate Enrolment Requests
| smart Card Trusted Roots

Issued Ta = | Issued B | Expiration Date Actions
A.P‘Jcar2-s\p\-ucm.hvwdev‘cnm car2-sipl-ucm. bywdew. com 143172035 Certificates
[5class 3 Public Primary Certification Authority Class 3 Public Primary Certification A...  8/1/2025

[ Iclass 3 Public Primary Certification Authority Class 3 Public Primary Certification A...  1/7/2004 Mare Actions
_?,JCopyrlght (c) 1997 Microsoft Corp, Copyright {c) 1997 Microsoft Corp, 12/30f1999 EastLab
Sldefaule defaulk

S EastLab

[ Equifax Secure Certificate Aut
[]GTE CyberTrust Global Root
[SMicrosoft Authenticode(tm) Ry
[ZMicrosoft Code Signing PCA
_?,Jerostt arporation
[SMicrosoft Root Authority
[SMicrosoft Root Certificate Aut
_.?JMicrostt Time-Stamp Service
_?,Jerostt Timestamping PCA
[53INO LIABILITY ACCEPTED, (c}97 VeriSign, Inc.

[Slpbxgw.avaya.com

[Z]51P Product Certificate Authority
_?,JsmSUSU—smIUD.avaya.com

[ Thawte Timestamping CA

[ Iverisign Trust Metwork.

[ verision Trust Metwork.

41

5)24j2021

[

8iz2iz018

Equifax Secure Certificate Authority
lobal Roat 8/13/2018
ticode(tm) Root Au... 12311999
thority glz4iz012
Microsoft Code Signing PCA 3i7i2011
Delete Microsoft Rook Authority 12{30/2020
EY— Microsoft Root Certificate Authority Sjafz0z1
Microsoft Timestamping PCA 7lz512013
Help Microsoft Roat Autharity 9j14j2012
MO LIABILITY ACCEPTED, (c)97 Veri...  1j7/2004
pluguw. avaya.com 1z119f2019
SIP Product Certificate Authority 8l16fz027
default 9iz27j2013
Thawte Timestamping CA 12/31/2020
WeriSign Trust Network 5/18/z018
VeriSign Trust Netwark giifa02s

Mare Actions

Export a certificate

Figure 88: Certificate Console (cont)

Certificate Export Wizard displays. Click on Next button to continue.

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate brust
lists and certificate rewocation lisks From a certificate
stare ko yvour disk,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept,

To continue, dlick Mext.

Cancel |

Figure 89: Certificate Export Wizard Window
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Select option “Base-64 encoded X.509 ((CER)” in Export File Format section. Click on Next

button to continue.

Certificate Export Wizard E

Export File Format
Certificates can be exported in a varisty of file Formats,

Select the Format vou wank bo use;

" DER encoded hinary ¥.509 { CER)

¢ Base£d encoded X,502 (L CER):

" Cryprographic Message Syntax Standard - PKCS #7 Certificates {.P7E)

™ Include allicertificates in the certification path it possible

" Personal Infarmation Exchange - PRES #12 (FEX)

™ Include allicertificates in the certification path it possible
[~ Delete the private key if the export is successful
= Export all extended properties

€ Microsoft Serialized Cerbificate Store (S5

Learn more about certificate file formats

< Back I Mext = I

Cancel

Figure 90: Certificate Export Wizard (cont)

Type the name “ExchangeUM2010Cert” in File name box. Click Next button to continue.

Certificate Export Wizard [ x|

File to Export
Specify the name of the file wou want to export

File name:

ExchangeUMEDlDCert| Erowse, .. |

< Back I Mext = I

Cancel

Figure 91: Certificate Export Wizard (cont)
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Completing the Certificate Export Wizard section displays with summary settings. Click
Finish button to complete.

Certificate Export Wizard

Completing the Certificate Export

Wizard

L ‘fou have successfully completed the Certificate Export
o ED @_‘ wizard,

‘ou have specified the Following settings:

File: Marne

Export Keys

File Format

1] |

Include all certificates in the certification path Mo

< Back I Finish I

Figure 92: Certificate Export Wizard (cont)

Note: This certificate is used to import to Certificates Authorities of CS1000 SIP Gateway

member in Section 7.2.
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8.2. Import the CS1000 UCM private authority certificate to Exchange
Certificate Console

From Actions column in the Certificates window of Trusted Root Certification Authorities
folder, navigate to More Actions > All Tasks > Import.

= Consolel - [Console Root'Certificates (Local Computer)\ Trusted Root Certification Authori Certificates] M= E3
@ Fille Action View Favorites Window  Help | —|&] x|
&= Hm0 k= H5E
7 Console Roat Tssued To = [ Issued B [ Expiration Date _ [ Actions
= G Certificates (Local Computer) (5l car2-siphucm bvwdev com carz-sipl-ucm.bvidev. com 1/31/2035 Certificates a
=R PB_’SD"E" [l Class 3 Public Primary Certification Autharity Class  Public Primary Certification A...  §/1§2028
1 Certificates [)Class 3 Public Primary Certification Autharity  Class 3 Public Primary Certification ... 1/7/2004 Mare Actions 4
aE "’” Authorities lCopyright (c) 1997 Micrasoft Corp. Copyright {c) 1997 Micrasaft Carp. 12/30{1999 view
o it Caldefault defaul 9jzdfzuz1 New Wincow from Here
= I"tEW'ZE . '“cs ication Authort ColeastLab EastLab 3/22/2016 -
J It Eg';iif';;e :;\‘f::aliun"n L';t onities [ Equifax Secure Certificate Authority Equifax Secure Certificate Authority  8/22/2018 Mew Taskpad View. ..
| Cortificates [RIGTE CyberTrust Global Roat GTE CyberTrust Global Root /1312018 Refrash
4 Trusted Publishers EglMicrosoft Authenticode(tm) Root Autharity Wicrosoft Authenticode(tm) Rook Au... 1243171939 Export List. ..
5 07 Untrusted Certificates ElMicrosoft Code Signing PCA Microsaft Root Authority 6f24jz012
" Certificates [ElMicrosoft Carporation Microsoft Code Signing PCA 3(7fz011 Help
5 171 Third-Party Reot Certification Autherities | glMicrasoft Raot Authory Microsoft Root Authority 12430/2020
| Certificates [SpIMicrosaft Root Certificats Authority Microsoft Root Certificats ALthorty — 5/3/2021
| Trusted Pecple [S5IMicrosoft Time-Stamp Service Microsoft Timestamping PCA 7(25/2013
=[] Remote Deskiop [S5lMicrosaft Timestamping PCA Microsoft Root Authority 9(14/2019
| Certificates [S5ING LIABILITY ACCEPTED, ()97 YeriSign, Inc.  NO LIABILITY ACCEPTED, (c)97 Yeri...  1/7/2004
| Certificate Enrolment Requests ] pbxgw. avaya.com pbigu. avaya.com 12{19/2019
| Smart Card Trusted Roots 5] SIP Product Certificate Authority SIP Product Certificate Authority 8/16j2027
CplsmS030-smL00. avaya.com default 9/27/2013
ol Thawte Timestamping CA Thauite Timestamping CA 12431/2020
Cplverisian Trust Hetwark. Verisian Trust Network 5/18/2018
[l werisign Trust Network. YeriSign Trust Network 8/1j2028
0l | |
lAdd a certfficate to a store [

Figure 93: Export a Certificate

Certificate Import Wizard window displays. Click on Next button to continue.

ate Import Wizard E3
Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revacation lisks From waour disk to a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to pratect data or ko establish secure network,
connections, & certificate stare is the system area where
certificates are kept,

To continue, click Next,

< Bark

Zancel |

Figure 94: Certificate Export Wizard
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In File name box, click on Browse button to upload the CS 1000 UCM certificate as

downloaded and saved in Section 7.3.

Certificate Import Wizard E3

File bo Import

Specify the File you want to import,

File name:
CAUCM_CS1k_CAcer

Moke: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 ([ PFX,.P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store (.SS5T)

Learn mare about certificate file Formats

< Back | Mext = | Cancel

Figure 95: Export a Certificate (cont)

Select option Place all certificates in following store and make sure in Certificates Store field

it should be Trusted Root Certification Authorities.

Certificate Import Wizard

Certificate Store

Certificate stores are syskem areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location for
the certificate.

 Aukomatically select the certificate store based on the bype of certificate

{+ Place all certificates in the Following stare:

Certificate stare:

Trusted Roaok Certification Authorities Browse. .. |

Learn mare about certificake skores

= Back I Mext = I Cancel

Figure 96: Export a Certificate (cont)
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Click on Finish button to complete the import of CS 1000 UCM certificate to the Exchange UM

SCrver.

Cel

ificate Import Wizard

Completing the Certificate Import

Wizard

Zonkent
File: Marne:

The certificate will be imported after vou click Finish.

‘You have specified the following settings:
§ Trusted Root Certificz

Certificate

CHUCM_CS1K_Chuce

< Back I Finish I

Cancel

Figure 97: Export a Certificate (cont)

Figure 98 shows the CS 1000 UCM certificate has been imported to the Exchange server under
Trusted Root Certification Authorities and Certificates.
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= ﬂ Certificates {Local Computer) ? Certificates "
El [ Persanal __oJCIass 3 Public Primary Certification Authority Class 3 Public Primary Certification A... 8,
| Certificates More Actions 3
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| Enterprise Trust
[ [ ] Intermediate Certification Autharities
~ Certificate Revocation List
~ Certificates
| Trusted Publishers
= || Untrusted Certificates
_ Certificates

[= || Third-Party Root Certification Autharities

| Certificates
| Trusted People
[=l || Remote Desktop
~ Certificates
| Certificate Enrollment Requests
| Smart Card Trusted Roots

[SlClass 3 Public Primary Certification Autharity
__oJCUDy'right {cd 1997 Microsaft Corp,

(Sl default

lEastLab

[S/Equifax Secure Certificate Authority
(JETE CyberTrust Glabal Raok

__oJMicrUsUft Authenticode(tm) Root Authority
SalMicrosaft Code Signing PCA
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[SMicrosoft Root Certificate Authority
__oJMicrosoft Time-Skamp Service
__oJMicrUsUft Timestamping PCA

__onbxgw.avaya.cUm
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__onmSDSD-smlDD.avaya.cUm

S Thawke Timestarmping CA
[S5lverisign Trust Network
[Slverisign Trust Metwork

4 |

[N LIABILITY ACCEPTED, ()07 WeriSign, Inc.

Class 3 Public Primary Certification ...

Copyright {c) 1997 Microsoft Corp,
default

EastLab

Equifax Secure Certificate Authority
GTE CyberTrust Global Raot

Microsoft Authenticodedtm) Root Au, .

Microsoft Root Authority

Microsoft Code Signing PCA
Microsoft Root Authority

Microsoft: Rook Certificate Authority
Microsoft: Timestamping PCA
Microsoft Rook Authority

MO LIABILITY ACCEPTED, ()97 Veri...

phegw.avaya.com

SIP Product Certificate Authority
default

Thawte Timestamping CA
WeriSign Trust Metwork

WeriSign Trust Metwork
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Trusted Root Certification Authorities store contains 22 certificates,

Figure 98: The UCM Certificate Imported to Exchange UM
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8.3. Enable TLS on Exchange UM Server Setting

From the Exchange Management Console window, navigate to Microsoft Exchange >
Microsoft Exchange On-Premise > Server Configuration > Unified Messaging. The name of
Exchange server (EXCH-A-873) displays in right-hand side of the window.

!Exchange Management Console M= E3
Eile  Action \Wiew Help
== H
= _Microsoft Exchange
[E] (23 Microsoft Exchange On-Premise | 3
[l sis Crganization Configuration I Create Filter
i Mailboz
s Client Access
|5 Hub Transport

8& Unified Messaging Actions

1 object

Unified Messa... « =

|5+ Export Lis...

Mame =

SEXCH-, Wigww 4

1519 Unified Messaging Q| Refresh
El f] Server Configuration
G Mailbox E rep

=

=, Client Access EXCH-A-873 -

7= Hub Transport -
EJ Recipient Configuration 2 Manage Cl
= Toalbo: N
L= Manage H
‘ j ‘l | _’I —|. Manage Di... ﬂ

| |
Figure 99: Server UM Settings

Double-click on this name of Exchange UM server, properties window of this sever displays.
Click on UM Settings tab, under Associated Dial Plans box, select “CS/K CDP_5Digit” dial
plan that belongs to CS 1000 UM IP Gateway, make sure TLS is selected in Startup Mode
dropdown menu.

EXCH-A-873 Properties B

| Generall System Settings UM Settings I

Agzociated Dial Plans

EEZIAC_ld... x
MHame
(i CH-5 M -Bdigit

C51K_CDP_5Digit

Mizcellaneous Configuration

Prompt languages: English [United States) =]
| -
Startup mode: I TLS LI

'\i\' The service must be restarted for these changes to take effect.

I~d I aximurn concurent calls: 100

5| QK I Cancel | Loply | Help |
Figure 100: UM Server Properties Window
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From Exchange Management Console, navigate to Organization Configuration > Unified
Messaging > UM IP Gateway tab, and double-click on the “CS/K75” UM IP Gateway, the
CS1K Properties Window displays, select radio option Full quailed domain name (FQDN)
and enter “cpppm3.bvwdev.com” which is FQDN of SIP Gateway in the text box. Click on

Apply button to save the change and click OK button to close the window.

CS1K75 Properties

General |

e
G EISE

Statiis: Enabled

Modified:  Thursdayp, December 08, 2011 5:31:18 P

" |P addess:

[135.10.97.149
Example: 192.168.10.10

' Fully qualified domain name [FADM];

IcpppmS. ey, com
Example: ipgateway].contozo. com

W allow outgoing callz through this UM IP gateway
v allow Message Waiting Indicator

=]|

= (1] 4 I Cancel Apply Help

Figure 101: UM IP Gateway Properties Window
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In order to SIP TLS working, the IP address of CS 1000 SIP Gateway also needs to be resolved
to its FQDN in Exchange UM server. Open the hosts file in Exchange UM server to add an entry
for the SIP Gateway.

Ihnsts - Motepad M=l E3
File Edit Format Wiew Help

B Copyright (o) 1993-2006 Microsoft Corp. =]
#*

# This is a sample HOSTS file used by Microsoft TCPA/IP for windows.

&

# This file contains the mappings of IP addresses to host names. Each

# entr¥ should be kept on an individual Tine. The Ir address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

*

#* Additiona11¥, comments (such as these) may be inserted on individual

# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

F

L 102.54.94.97 rhino. acme. cam # source server

# 38.25.483.10 *. acme. com # x client host

127.0.0.1 Tocalhast

il Tocalhaost

#10,1956, 228,43 phxgw. avaya. com

#205.168.62.77 pbxgw. avaya. com

#205.168.62. 77 smi030-sml00, avaya. com

131.107.5.62 EXCH-A-873. DFPy>v—-dom. extest.microsoft. com

135.10.97.149  cpppm3. bvwdevw. com <==

205.168.62.77 SM100

4 4

Figure 102: SIP Gateway Entry added in Hosts File

By default, Exchange UM is using port 5060 for SIP TCP, when SIP TLS is enabled the port
5060 has to change from 5060 to port 0 by using command line “Set-UMIPGateway —Port 0” in
Exchange Management Console.

[E® Machine: EXCH-A-873.DFPYX¥-dom.extest.microsoft.com

[PE] D:“\Windows“systemd2>8et-UMIPGateway —Port @

cmdlet Set—-UMIPGateway at command pipeline position 1

Supply values for the following parameters:

Identity: CS1K?5

WARMING: The command completed successfully but no settings of ‘CS51K?5' have been modified.
sWindowsssystem32>

D:sWindowswsystem32>

Figure 103: Exchange Management Console
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8.4. Configure SIP Secured on the UM Dial Plan
From the Exchange Management Console window, navigate to Microsoft Exchange >
Microsoft Exchange On-Premise > Organization Configuration > Unified Messaging. List
of UM dial plans displays in the UM Dial Plan tab, right-click on “CS/K CDP_ 5Digit” dial plan

and select Properties.

File Action View Help

B Exchange Management Console =] E3

== 2z H=E

- Microsoft Exchange

[=1 {23 Microsaft Exchange On-Premise
=) [s% Organization Configuration

lid Mailbox

[ Client Access

1% Hub Transpart

|s14 Unified Messaging

Server Configuration

G Mailbox

ﬂ Unified Messaging
UM Dial Plans | UM 1P Gateways | UM Mailbox Palicies | UM Auta Attendants |

¥ Create Fiker

[ Associated UM Servers [
73, EXCH-A-755

Name = [ # Digits
|74 CM-5M-Sdiit 5 ERCH-
C51K_CDP_SDigit o

o Client Access |5 Export List...
- Hub Transport " R
2 Unified Messaging e
B !_, Recipient Configuration 73 Refresh
&3 Mailbox —
$2, Distribution Group [ relr
=] Mail Contact C51K_CDP_SDigit -
+ Disconnected Mailbos
3 Mave Request /< Remove
5 Toolbox Froperties
H rep
ETR— i ' L

Actions

Unified Messaging
|4 Mews UM Dial Plan...

T New UM IP Gateway...
L5 New UM Mailboc Policy. .

|4k Mew UM Auto Attendant...

Figure 104: Properties Menu of UM Dial Plan

Select General tab in “CS/K_CDP _5Digit Properties” window, make sure SIP Secured is
selected in VoIP Security dropdown menu. Note: “SIP Secured” selected in VolIP Security field
means Exchange UM 2010 is just configured to work with TLS for negotiating SIP message but

media is not encrypted.

CS1K_CDP_5Digit Properties E

Settings | Dialing Rule Groups I Dialing Restrictions |
General Subscriber Access I Dial Codes I Features
:—.  C51K_CDP_5Digit
Aszociated UM servers: ExCH-4-873

Agzociated UM IP gateways: C51K7S

LRI type: Telephone Extension

5
Friday, December 02, 2011 3:39:18 PM

Number of digits in the extension:

todified:

¥ Allow uzers to receive fares

I+ Allow users to configure call answering ules

Wal P zecurity: ISIF' Secured

Apply I

[ ox ]

Cancel |

Help |

Figure 105: UM Dial Plan Properties Window
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8.5. Configure VoIP Secured on UM Dial Plan

Apply the same procedures in Section 8.4 however select Secured in the VoIP Security
dropdown menu. With this selection, Exchange UM server will work with SIP TLS and its media
is also secured on the “CS1K_CDP_5Digit” UM dial plan.

CS1K_CDP_5Digit Properties
Settings I Dialing Rule Groups I Dialing Restrictions I
Gereral I Subscriber Access | Dial Codes I Features

C51K_CDP_5Digi

fis

Aszzociated UM servers: EXCH-A-873
Azsociated UM P gateways: CS1KTS
LRI type: Telephone E stenzion

MHumber of digits in the extension; 5

Modified: Friday, December 02, 2017 3:33:18 PM

v Allow users b receive fakes

W Allow users to configure call answering ules

Yol secunty:

= 1[4 I Cancel | Apply | Help |
Figure 106: UM Dial Plan Properties Window with Secured Selected

Any change is made on UM Dial Plan or UM IP Gateway, Exchange UM Service needs to
restart. This can be done by going to the Services application in Administration Tools and restart
the Exchange UM service.

q Services =1 I

File  Action Wiew Help

e ||[FlEd=HE|» = 0

~. Services (Local) £} services (Local)

Microsoft Exchange Unified Marme  + =]
Messaging Lk Micrasaft Exchange Service Host

Sk Microsoft Exchange System Attendant

‘S Microsoft Exchange Throttling

Sk Microsoft Exchange Transport

Lk Microsoft Exchange Transport Log Search

Stop the service
Restart the service

Description: Ehmi ft Exch Unified M <== ]|
Enables Microsoft Exchange Unified ‘:& !crnsn .xc ange L essagln.g 5 5

Messaging Features. This allows voice EhMicrosoft Fibre Channel Platform Redistration Service

and fax messages to be stored in ‘S Microsoft Forefront Endpoint Protection Antimalware Service

Microsaft Exchange and gives users
telephone access to e-mail, voice mail,
calendar, contacts, ar an auto
attendant, If this service is stopped, Lk Micrasaft Search (Exchange)

Unified Messaging is nat avalable. ZkMicrosoft Software Shadow Copy Provider
EhMultimedia Class Scheduler =
L ——- I _’l_l
| |
Figure 107: Services Windows with Exchange UM service.

Sk Microsoft Forefront Protection Manager Agent
Lk Microsoft iSCSI Initiator Service

Extended A Standard /
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9. Verification Steps

The following steps can be used to verify the integration of ...:

10.

Verify that users can dial the UM pilot number and that the proper greeting is played. If
Exchange UM is called by a UM subscriber, the user should not be prompted for the
extension, only the password.

Place a call to a UM subscriber and let the call cover to voicemail. Verify that the proper
greeting is played.

Leave a voice message for a UM subscriber and verify that the MWI of the user’s
telephone is illuminated.

Log on to Exchange UM to retrieve voice messages from a telephone. Use the telephone
or voice interface to navigate through the menu. Verify that the voice message is heard by
the user.

Retrieve voice messages from Outlook Web Access (OWA). Enter https://<ip-addr>/owa,
where <ip-addr> is the IP address of the Exchange 2010 server, as the URL in an Internet
browser and log on. Use the Play-on-Phone feature to play the messages on a telephone.
Delete the voice messages and verify that the MWI lamp is extinguished.

Verify that users can dial the UM pilot number with SIP TLS and secure media, if secure
media is enabled, there is a secure icon displayed on IP Unistim Phone.

Conclusion

These Application Notes have described the configuration steps required to integrate Microsoft
Exchange Server 2010 Unified Messaging with Avaya Communication Server 1000.
Observations are noted in Section 2.2.
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11. Additional References

Product documentation for Avaya CS 1000 products may be found at:
https://support.avaya.com/css/Products/

Product document for Microsoft Exchange 2010 product may be found at:
http://www.microsoft.com/exchange/en-us/default.aspx

[1] Avaya Communication Server 1000 Documents:

Avaya Communication Server 1000E Installation and Commissioning, Doc# NN43041-310,
Issue 05.06, Date Nov 2011.

Avaya CS 1000 Co-resident Call Server and Signaling Server Fundamentals, Doc#
NN43001-509, Issue 03.03, Date Aug 2011.

Avaya CS 1000 Element Manager System Reference — Administration, Doc# NN43001-632,
Issue 05.13, Date Nov 2011.

Avaya Communication Server 1000 Security Management Fundamentals Release 7.5, Doc#
NN43001-604, Issue 05.05, Date May 2011.

KP; Reviewed, Solution & Interoperability Test Lab Application Notes 72 of 73
SPOC 2/1/2012 ©2012 Avaya Inc. All Rights Reserved. UM2010-CS1K75


https://support.avaya.com/css/Products/
http://www.microsoft.com/exchange/en-us/default.aspx

©2012 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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