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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE ( “AVAYA”).

Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
LicenseInfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

Avaya Aura is a registered trademark of Avaya Inc.

Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: New in this release

Avaya Agile Communication Environment™ Overview (NN10850–001) has been rewritten for Avaya ACE
release 6.2.

Software delivery
The Avaya ACE release 6.2 application, the Websphere application server on which Avaya ACE is
deployed, and Red Hat Enterprise Linux (RHEL) which is the supported operating system, are available
as iso files downloadable from PLDS at https://plds.avaya.com/ poeticWeb/session/home.htm. For more
information, see Avaya Agile Communication Environment™ Planning and Installation (NN10850–004).

Avaya ACE release 6.2 requires newer versions of RHEL and Websphere
Avaya ACE release 6.2 supports Red Hat Enterprise Linux server operating system (OS) version 6.0 and
the IBM WebSphere Application Server (WAS) software version 8.0.

Avaya ACE is now supported on commercial hardware
Avaya ACE can now be deployed on any commercial off the shelf (COTS) hardware that satisfy the
hardware requirements for Avaya ACE. This ensures Avaya ACE can be deployed on a wide variety of
commercial servers. For more information, see Avaya Agile Communication Environment™ Planning and
Installation (NN10850–004).

Avaya ACE can now be deployed on VMware
Avaya ACE solution is provided as an OVA file which can be deployed on a VMware platform. For more
information, see Avaya Agile Communication Environment™ using VMware® in the Virtualized
Environment Deployment Guide .

Avaya ACE authentication
Avaya ACE now supports the optional use of Active Directory credentials for user authentication. You can
also enable Avaya ACE access for client systems and supported client devices by way of the trusted Web
site. For more information, see Avaya Agile Communication Environment™ User and Security
Administration, (NN10850–010).

Role-based authorization
Avaya ACE no longer supports the creation and management of user groups. Authorization (access
control) of resources is now achieved by creating roles and assigning roles to Avaya ACE users. Roles
encompass licenses and corresponding access permissions to resources such as Avaya ACE Web
services and packaged applications or hot deployed client applications. Roles exist on Avaya ACE as role
profiles. Role profiles are assigned to users that require these access permissions. Role hierarchy like for
example, creating child roles from parent roles is not supported. For more information, see Avaya Agile
Communication Environment™ User and Security Administration, (NN10850–010).
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Port Changes

• The Avaya ACE OAMP port has changed to 9449. For more information, see Logging on to the Avaya
ACE GUI.

• Communication ports are secure by default. However, you can enable the HTTP ports manually. For
more information, see Avaya Agile Communication Environment™ User and Security Administration
(NN10850–010).

New in this release
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Chapter 2: Avaya ACE feature limitations

This release does not support the following features referenced in the document:

• Packaged applications

• Session history REST interface

• Unified contacts REST interface

• Aura adapter
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Avaya ACE feature limitations
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Chapter 3: Introduction

Avaya Agile Communication Environment™ Overview (NN10850-001) provides a high-level description of
the Avaya Agile Communication Environment™ (ACE) solution, including its architecture, services and
features, hardware, software, and technical documentation and other resources included with Avaya
ACE™.

Documentation
This document is a part of the Avaya ACE documentation suite. Avaya ACE documents provide
information on Avaya ACE fundamentals and planning, ordering ACE software, as well as ACE
installation and administration. The documents also contain information on Avaya and third-
party system solution integration, Web service application programming interfaces (APIs),
security, fault and performance management, and troubleshooting. You can also find
information on core applications or APIs delivered with the base software like Message Drop
and Message Blast API.

Avaya ACE release 6.2 documents

Title Description Audience
Overview

Avaya Agile Communication
Environment™ Overview

Provides a high-level description of
ACE including solution architecture,
services and features, hardware,
software, as well as the packaged
applications that ACE supports.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Documentation
Roadmap

Provides a list of documents in the
Avaya ACE documentation suite for
the release.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Installation, upgrades, migrations, and configurations

Avaya Agile Communication
Environment™ Planning and
Installation

Describes network planning when
integrating Avaya ACE with other
applications. The document also

Sales Engineers,
Solution
Architects,
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Title Description Audience
contains information and step-by-
step procedures for installing and
upgrading Avaya ACE software
components.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ using VMware in
the Virtualized Environment
Deployment Guide
(NN10850-065)

Describes the procedures for
deploying the Avaya ACE vAppliance
on VMware.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Maintenance and Troubleshooting

Avaya Agile Communication
Environment™ Troubleshooting

Contains troubleshooting information
and procedures for Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Performance
and Fault Management

Describes how the fault and
performance management system
collects alarms and events that are
generated by Avaya ACE. The
document also describes how to
monitor Avaya ACE, as well as how to
troubleshoot different issues.

Solution
Architects,
Implementation
Engineers,
Support
Personnel

Administration and system programming

Avaya Agile Communication
Environment™ Service Provider
Administration

Provides information about the initial
configuration, administration, and
ongoing management of Avaya ACE
service providers. The Avaya ACE
host supports a web-based GUI that
allows administrators to perform all
tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™Secure
Communication Fundamentals

Provides information on how
certificates are used for secure
communication. It also contains
procedures that describe how to
manage certificates using OpenSSL,
IBM certificate management tools,
and Avaya Aura® System Manager.

Implementation
Engineers,
Support
Personnel

Introduction
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Title Description Audience
Avaya Agile Communication
Environment™ User and
Security Administration

Provides information about the user
management on Avaya ACE. The
Avaya ACE host supports a web-
based GUI that allows administrators
to perform all tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Message Drop
and Message Blast
Administration

Provides information about the
administration of Avaya ACE
Message Drop and Message Blast
service.

Implementation
Engineers,
Support
Personnel

Administering Avaya WebLM
(stand-alone)

Provides administration,
configuration, and troubleshooting
information for the web-based licence
manager (WebLM).

Implementation
Engineers,
Support
Personnel

Application developer

Avaya Agile Communication
Environment™ Web Services

Describes the web services
supported by Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™Foundation
Toolkit Overview

Provides a general overview of the
Avaya ACE Foundation Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Foundation
Toolkit Developer's Guide

Describes the administration and
maintenance of the Foundation
Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Java SE
Application Guide

Describes the sample Java SE
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation

Documentation
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Title Description Audience
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide

Describes the sample web
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Basic
Java SE Application Guide

Describes the Basic Java SE sample
applications that are delivered with
the Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide Addendum
Implicit Sequencing .

Describes how sample web
applications can be run in an implicit
sequencing scenario.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Release Notes
The Avaya ACE release notes describe operational considerations for a specific release of
Avaya ACE. You can download this document from https://support.avaya.com. You must
review the release notes for the Avaya ACE release before you install or upgrade the Avaya
ACE software. In addition, use this document as a helpful reference for the ongoing support
and use of Avaya ACE.

Obtaining documents
You can obtain the Avaya ACE documentation for the current release as well as the previous
releases from:

• Avaya support web site at https://support.avaya.com. See Downloading ACE documents
from support site.

• the Avaya ACE GUI Help menu after a successful installation of the Avaya ACE
software.

Introduction
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Avaya ACE professional services and support
Avaya ACE™ combines industry-leading consulting and design services with the right mix of
custom development and communications integration capabilities. Avaya ACE provides
communications solutions that meet business needs of an organization.

Avaya ACE can be used in :

• Consulting and solution design: Helps customers understand and design communications
solutions holistically, ensuring all elements of the solution are addressed and aligned.

• Solution development and customization: Ensures the unique requirements of an
enterprise are met.

• Solution integration and implementation: Ensures the solution is deployed and integrated
within the network and communications infrastructure and applications effectively to
achieve organizational and business goals.

• Project management and ongoing solution maintenance: Helps enterprises manage and
maintain their network and communications infrastructure.

• Business optimization: Ensures the deployed solution delivers maximum performance.

Avaya Global Services
Avaya Global Services delivers world-class support in three areas:

• Avaya Professional Services:

Avaya Professional Services consultants are technically proficient, possess strong
business acumen and have developed vertical industry specialization to help you address
the challenges of the current converged voice, video, and data communications
environments. At the same time, Avaya Professional Services actively help you look for
ways to optimize your communications environment to better enable your people,
increase your business agility, and lower your operation costs.

• Avaya Support Services:

Avaya Support Services are backed by global resources, including more than 5,800
industry-certified service desk and backbone engineers and 34 regional network
operations centers delivering 24x7 monitoring, diagnostics and problem resolution, as
well as support in 14 languages.

• Avaya Operations Services:

Avaya Operations Services are available for customers who want to outsource the
proactive management and monitoring of their communications infrastructure. These
services can be delivered by Avaya directly or private-labeled and co-delivered by Avaya
authorized partners.

Avaya ACE professional services and support
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Chapter 4: Solution overview

This section describes the role Avaya Agile Communication Environment™ (ACE) plays as middleware
software. Avaya ACE™ enables developers to build applications that bridge the gap between an
organization's business systems and its IP communications infrastructure. Avaya ACE allows business
applications developers to incorporate communications functionality into business systems without having
to acquire technical knowledge of the underlying communications network infrastructure or how it
works.

Communications enabled business systems and Avaya
ACE

A common issue faced by many enterprises is human latency in business processes. A high
level of collaboration and interaction is needed to make and communicate decisions at the
various steps in a business process. Latency introduced at each step increases costs, reduces
time to market, and can greatly reduce the overall customer experience.

In a Communications Enabled Business System, automated communications are tightly
integrated into business process flows. While a Communications Enabled Business System
might leverage Unified Communications (UC) capabilities, such as Click-to-contact and
presence, CEBS applications are usually triggered and driven by business events. For
example, when the price of a specified commodity breaches a predefined threshold a trading
application automatically contacts the personnel who are available (as identified by their
presence status) and can take action (as identified by their skill set) to execute the next step
in the process. Communications Enabled Business Systems incorporate communications
capabilities directly into the sequence of tasks in business processes. By enabling
communications to be triggered directly from the business system, communications can be
sped up significantly, thus reducing human latency and costs, and improving efficiency and
effectiveness.

Communications Enabled Business Systems allow enterprises to streamline workflows,
quickly respond to time-sensitive issues and improve customer satisfaction by ensuring the
right people, armed with the right information, are able to respond at the right time.

Avaya ACE supports both UC and event-driven CEBS capabilities. It is designed to help IT
developers inject communications capabilities into their enterprise business systems, without
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having to acquire detailed and highly specialized IP communications development knowledge.
To facilitate the development of CEBS, Avaya ACE:

• Provides a simple programming interface that allows developers to access core
capabilities that satisfy most of the communications requirements of business systems.
Avaya ACE enables client applications to, for example:

- Make and control calls.

- Create conferences and manage participants.

- Play audio messages to users on their communications devices.

- Access and manage user presence information.

• Provides access to communications capabilities via a choice of high level Web services
APIs or low level Foundation Runtime Services.

Web services are a widely used technology, well known to most business system
developers and programming language independent. The Avaya ACE Web services are
based on open standards.

• Provides Web services that work with a wide variety of underlying communications
network infrastructures provided by a variety of vendors.

Avaya ACE network
Avaya ACE is an open software platform for building Communications Enabled Business
Systems (CEBS) and Unified Communications (UC) applications. Avaya ACE is “middleware”:
software deployed on a server that sits between a business system and the communications
network. The primary role that Avaya ACE performs in this position is to make functionality
provided by the communications network available to the business systems through high level
programming interfaces.

The Avaya ACE network is comprised of the following components:

• Avaya ACE

• Applications

• Communications network (Service Providers)

• User devices

Solution overview
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Figure 1: Avaya ACE network

Avaya ACE servers
Avaya ACE is comprised of two server elements: the Avaya ACE server and the AppUtilities
server.

The Avaya ACE server hosts SOAP-based Web services that enable client applications to
access core communications capabilities, and routes service requests to the underlying
network elements that provide those capabilities. Avaya ACE architecture on page 47
provides a detailed description of Avaya ACE.

The Apputilities server hosts a number of the Avaya ACE prepackaged applications and
provides a central point for administration of those applications.

Administrators have access to configuration, logs, and database backup and restore for all
hosted applications from a single ACE user interface.

Avaya ACE servers
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Applications
Avaya ACE customers can purchase licenses for prepackaged applications or license services
and develop custom applications.

Avaya ACE offers its web service APIs bundled in developer-friendly toolkits for custom
application development. Avaya ACE supports standards-based interfaces such as Parlay X
that provide developers high-level access to communication capabilities such as audio and
video call control, media service control, call notification, and presence. Services such as click-
to-call, presence, location, notification, and call forwarding are modular and platform-neutral
so they can be combined, assembled, and sequenced in different ways, without regard to the
underlying communications platform. Developers can integrate these services into applications
and business process quickly and simply using any platform or programming language. For
more information see Developer toolkits on page 23

Avaya ACE also provides a set of pre-programmed applications that offer out-of-the-box
integration into common business applications such as Microsoft Outlook, Internet Explorer,
IBM Lotus Notes, and IBM Lotus Sametime. Packaged applications and UC desktop
integration contains a description of the Avaya ACE prepackaged applications.

Figure 2: Avaya ACE packaged applications

Solution overview
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Service providers
Avaya ACE sits in the middle between an organization’s business systems and its
communications network infrastructure. The communications and network services
infrastructure includes network elements such as a voice Private Branch Exchange (PBX) or
Internet Protocol/SIP-enabled servers that deliver communication services. Through an Avaya
ACE software technology called a service provider, also referred to as an adapter, the Avaya
ACE network interface support multiple-vendor infrastructures, including Avaya Aura™, Cisco,
Tandberg, and more. This eliminates the requirement to deploy new, proprietary hardware or
software, providing customers a cost savings and return on investment.

Avaya ACE supports a range of Avaya platforms including Avaya Aura®, Avaya Communication
Server 1000, Avaya Communication Server 2100. Avaya ACE also supports popular
communications network elements from other vendors, including Cisco, Tandberg, IBM, and
Microsoft.

To achieve this network infrastructure and vendor neutrality, Avaya ACE implements service
provider adapters for each communications network it supports. Developers don’t need to use
these adapter interfaces directly or be concerned with how they work, but they are a vital
component of Avaya ACE because they are what allow the same set of Web services to access
communications functionality provided by different networks.

Network infrastructure and vendor neutrality provides a number of key benefits:

• The same business application can be deployed in different environments with different
underlying communications network infrastructures.

• Organizations can change their network infrastructure without having to rewrite their
communications enabled business systems. For example, when an organization
upgrades from Cisco Unified Communications Manager to Avaya Aura, applications that
use Avaya ACE Web services capabilities supported on both platforms will continue to
work with only a few updates to configuration settings.

• In an environment comprising multiple platforms from multiple vendors, Avaya ACE can
be configured to use different network elements to provide different communications
capabilities. Avaya ACE lets you configure rules and set the preferred service provider
order to determine which network elements provide which services.

Service providers
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Chapter 5: Developer toolkits

Avaya Agile Communication Environment™ (ACE) provides a developer-friendly toolkit that enables
application developers to create CEBP applications using Avaya ACE™TM web service application
programming interfaces (APIs) or Avaya ACE Foundation Toolkit APIs.

Avaya ACE web service APIs includes Avaya ACE custom services and a subset of Parlay X web services
that can be exported into the developer programmer’s favorite software programming environment for
application creation using the development platform of choice.

The Foundation Toolkit includes a set of runtime services, API and Java libraries that enable application
developers to build named applications and sequenced applications (applications based on real-time call
flow) through comprehensive access to Avaya Aura® SIP, presence and other core network services.

The Avaya Agile Communication Environment (ACE) Message Drop and Message Blast (MsgDropBlast)
service provides orchestration of audio recording and call control web services provided by Avaya ACE
to enable automation of voice recording and broadcasting of audio messages to specified recipients.

Web service API
Using Avaya ACE web services, application developers can build custom applications with
their programming environment of choice without a requirement to understand the underlying
technologies.

The task of converting this code into protocols the telephony systems can understand is done
by Avaya ACE service provider interfaces that include pre-written Computer Telephony
Integration (CTI) code for deep integration and control. This enables the developer to create,
test, and invoke operations (such as makeCall) without a requirement to understand the
underlying technologies, such as Session Initiation Protocol (SIP).

For a brief description of the Web service API, see Web services and WSDLs on page 25

For more information, see Avaya Agile Communication Environment™ Web Services
(NN10850-007).

Foundation Toolkit
The Avaya ACE Foundation Toolkit provides a Java API for developers that abstracts them
from the complexities of the SIP protocols used to integrate with the Aura Session Manager,
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while still allowing the creation of powerful value-added custom applications and services. The
Foundation Toolkit includes Media Server support, allowing applications to play
announcements, record media streams and process DTMF tones.

Sequenced applications are invoked while a call is being established through the Session
Manager and allow the application to control the routing and outcome of the call. Sequenced
applications can apply contextual rules or integrate with other network elements to decide what
action to take with the call.

The Foundation Toolkit API also supports developers creating custom features or services that
can be invoked directly by end-users, such as Virtual Personal Assistants. Services can
incorporate a virtual endpoint to make and receive calls.

Message Drop and Message Blast API
MsgDropBlast is a service residing on the Avaya ACE server that provides the high level web
servicebased interfaces for the various telecommunication capabilities. In a typical
deployment, the MsgDropBlast service interfaces with a Customer Relationship Management
(CRM) system to provide click-to-dial and automated audio recording and broadcast
capabilities.

The MsgDropBlast service consists of the following functional areas:

• • Click-to-Dial

• Message Drop

• Message Blast

• Message Record

• Message Review

• MsgDropBlast LDAP lookup service

Developer toolkits
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Chapter 6: Web services and WSDLs

Web service fundamentals
A web service is a software component that provides a functionality or capability through a
standardized set of application programming interfaces (API).

Web service APIs (for example, Third Party Call Control) expose their services as individual
components to promote a more rapid delivery and re-use of those services. Their interfaces
are described in a machine-processable format, or Web Service Description Language
(WSDL). This enables developers to develop their own applications, without having to contend
with the underlying communication network infrastructure that facilitates the delivery of those
services.

Some key attributes associated with a web service are:

• Platform/language-independent: Has well defined platform-independent and language-
independent interfaces used to accept requests and to deliver service responses.

• Loosely coupled: Operates in a loosely coupled unit that operates independently of other
services.

• Business functionality: Represents a high level business functionality; for example,
getAccountBalance.

Web service standards
Web services are governed by web standards (rules) for information exchange. Some
examples are listed below.

• Extensible Markup Language (XML): General-purpose specification for creating custom
markup languages.

• Hypertext Transfer Protocol (HTTP): Client/server protocol for linking text files to one
another to share information on the Internet and the World Wide Web (WWW).

• Hypertext Transfer Protocol Secure (HTTPS): Combines HTTP with additional
technologies such as Transport Layer Security (TLS) and Secure Socket Layer (SSL) to
provide secure communications.

• Web Service Description Language (WSDL): XML format for describing Web services;
provides common language for entities to interact .

• SOAP (originally defined as Simple Object Access Protocol): Protocol specification for
exchanging structured information in the implementation of Web Services in computer
networks that relies on eXtensible Markup Language (XML) as its message format and
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usually relies on other Application Layer protocols (most notably Remote Procedure Call
(RPC) and HTTP) for message negotiation and transmission.

Standards organizations
Web services technologies are standardized by organizations. Some key organizations are:

• Distributed Management Task Force, Inc. (DMTF): The DMTF focuses on common
management infrastructure components for enterprise and Internet environments. For
more information, go to www.dmtf.org.

• European Telecommunications Standards Institute (ETSI): The ETSI publishes global
information and communications standards for fixed, mobile, radio, converged, broadcast
and internet technologies. For more information, go to www.etsi.org.

• Organization for the Advancement of Structured Information Standards (OASIS): OASIS
focuses on the development and standardization of open standards for Web services,
security, and e-business. For more information, go to www.oasis-open.org.

• The Parlay Group: Focuses on the development open application programming interfaces
(APIs) to simplify the creation of web services. For more information, go to
www.parlayx.com.

• Third Generation Partnership Project (3GPP): Consists of standards organizations who
have partnered to develop specifications for evolved third generation and beyond mobile
system. For more information, go to www.3gpp.org.

• World Wide Web Consortium (W3C): Focuses on technologies that support
interoperability across the web. For more information go to www.w3.org.

WSDL fundamentals
Each web service API has a corresponding Web Service Description Language (WSDL). The
WSDL contains the message definitions and syntax necessary for dissimilar entities to
communicate. As defined by the World Wide Web Consortium (W3C):

• WSDLs are an XML format for describing network services as a set of endpoints operating
on messages containing either document-oriented or procedure-oriented information.

• The operations and messages are described abstractly and then bound to a concrete
network protocol and message format to define an endpoint.

• Related concrete endpoints are combined into abstract endpoints (services).

The WSDL does not include any of the semantics of the web service; for example, what the
service actually does. While users can read a WSDL, the WSDL format is really designed for
simple parsing by a computer program. Application developers typically use a tool within their
development environments to analyze the WSDL.

Web services and WSDLs
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WSDL attributes
Some important WSDL attributes are:

• Target namespace: Is similar to an XML schema target namespace. Requires absolute
URI; for example, a web site that is within the service provider's control.

• Operations: Describes a web service's functionality as a set of abstract operations. Each
operation specifies the types of messages that the service performs as part of that
operation.

• Message: Includes the information needed to perform the operation; typically,
corresponds to an operation. •

• Service definition: Specifies the supported interface attribute. (A service is only allowed
one interface.)

• Port Type: Specifies what services the web service can provide; for example, a web
service might provide various services on documents containing English-language text,
translating the text into another language, counting the words in the text, checking the
spelling of the text, etc. Each of these services would be defined as a separate port on
the web service.

• Operation Type: Specifies how the service operates.

- Request-response: The is the most common operation type. The web service
accepts a request and returns a response; for example, accepts text in English and
returns a list of spelling mistakes.

- One-way: Accept a request and return nothing; for example, a logging service.
- Notification: Supports unsolicited messages from a web service. The web service

spontaneously generates and delivers a message to a client but does not expect a
response; for example, alerts a consumer if some event occurred.

- Solicit-response: Service spontaneously sends a message to its consumer, as with
the notification operation type, but also expects a response.

• Messages: Are transmitted during the invocation of a web service. Depending on the
operation type of the port, one or more messages are transmitted during the invocation
of a web service; for example, if this is a request-response type, the consumer sends a
message to the port and the web service responds with a message.

Inside a WSDL
Following is an excerpt from a Third Party Call (v2) WSDL interface file, which is available for
download from the Avaya ACE GUI. It is important to note that while users can read a WSDL,
the WSDL format is really designed for simple parsing by a computer program. Key WSDL
attributes are highlighted by bold text.

WSDL fundamentals
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Avaya ACE WSDL download
Supported Avaya ACE web service WSDLs are available for download from the Help menu of
the Avaya ACE GUI.

Supported Avaya ACE WSDLs
Following is a description of each supported Avaya ACE WSDL. For more information, see
Avaya Agile Communication Environment™ Web Services (NN10850–007).

Third Party Call Control
Third Party Call Control (v2) provides click-to-call functionality between two endpoints; for
example, click-to-dial, prioritized call routing, and on calling line identifier support. Third Party
Call Control (v3) enhances Third Party Call Control (v2) functionality to initiate and manage a

Web services and WSDLs
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call between multiple endpoints, as well as provide media services such as conference and
audio through a media terminal.

A business use for the Third Party Call Control API is integration with a retail web page to
provide customers with a click-to-dial capability to speak to a customer service
representative.

Third Party Call Extensions
Third Party Call Extensions (v3) enhances Third Party Call Control capabilities to allow an
application to perform call control functions; for example: answer, place a call on hold and make
a consultation call to another device, and send a response message. Third Party Call
Extensions (v3) enhances Third Party Call Extensions (v2) capabilities to include
generateDTMF and singleStepTransfer operations.

• The generateDTMF operation directs Avaya ACE to generate Dual Tone Multi-Frequency
digits (digitone) into a specified call.

• The singleStepTransfer operation allows Avaya ACE to transfer an existing call to another
device in a single step without placing the call on hold before transferring the call).

Call Notification
Call Notification (v3) allows management of call notification functionality, such as called party
address and number for Third Party Call Control (v2/v3) sessions. Call Notification (v3.8) allows
an application to receive an event each time a user's phone is involved in a call. Each event
contains the number of the party attempting to place the call.

A business use for Call Notification API is an application that enables users to receive an email
alert with the caller identification of whoever calls, notify users of calls that came in while they
were online or not online, or have a notification email sent to an Internet email address or to
your text messaging-enabled cell phone.

Call Forwarding
Call Forwarding allows a device to redirect an incoming call to another device when specific
conditions are met. A business use of the Call Forwarding API is an application, such as Hot
Desking, that allows users to manage call forwarding remotely from a web page; for example,
specify a number to which calls are redirected.

Call History
Call History allows an application to instruct the Avaya ACE host to create and store records
for incoming calls for retrieval by address or user name (user ID). A business use of the Call
History API is an application that instructs the Avaya ACE server to create, store and delete
records for calls for retrieval by the address or Avaya ACE user name (userID).

Terminal Location
Terminal Location allows an application to obtain information about the physical location of a
user device; for example, retrieve location information about a mobile terminal, which can then
be queried by another application to trigger other events. Location is expressed in terms of
latitude, longitude, altitude and accuracy. Location Supplier is a customized solution that allows
a device to publish information about its location, based on a specific condition. Avaya ACE
stores this information and can provide it to client applications querying information for the
device.

Supported Avaya ACE WSDLs
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Audio Call
Audio Call (v3) allows an application to add or drop audio content in an existing call, and monitor
message delivery. A business use for the Audio Call API (combined with a call control service
such as Third Party Call Control) is an application that sends an automated meeting reminder
to an end user or broadcasts a message to a group of clients at a specified time.

Presence
Presence collects presence information for users registered with one or more network
elements. A business use of the Presence API is an application that collects presence
information and communication capabilities about a user who is registered with one or more
network elements (for example, a call server or an instant messaging server).

System Monitoring
System Monitoring allows a service client to monitor the health of applications. This service is
used to obtain information about system or application uptime; for example, how long Avaya
ACE or applications have been running. If a status request is unsuccessful, a fault codes is
triggered, which can be used for troubleshooting.

User Profile
User Profile supports user management operations, including operations related to the
management of global security policies and individual user group policies. The User Profile
web service supports operations to:

• Create user profiles on Avaya ACE.
• Create and maintain global security policies that define default password settings, user

account settings, and access control rules at the system level.
• Create and maintain individual user account or user group policies.

Subscriber Management
Subscriber Management allows client applications to query subscriber information, either
locally or globally for federated deployments; for example:

• Name of the subscriber configured on Avaya ACE.
• IP address of the subscriber's home Avaya ACE domain.
• Contact information specified in the subscriber's profile.
• Type of contact media used for communication.
• Organization, unit, or department associated with the subscriber.

Message Drop and Message Blast
Message Drop and Message Blast automates voice recording and audio message
broadcasting. It provides orchestration of audio recording and call control web services to
enable automation of voice recording and broadcasting of audio messages to specified
recipients. The Message Drop and Message Blast API resides on the Avaya ACE core server
and provides the high-level web service-based interfaces for the various telecommunication
capabilities. In a typical deployment, it interfaces with a Customer Relationship Management
(CRM) system to provide click-to-dial and automated audio recording and broadcast
capabilities.

Web services and WSDLs
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For more information, see Avaya Agile Communication Environment™ Message Drop and
Message Blast Administration (Nn10850–025).

Supported Avaya ACE WSDLs
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Chapter 7: Service providers

The Avaya Agile Communication Environment™ (ACE) provides a simplified service-based architecture
that facilitates a client's access into complex communication networks and systems. Avaya ACE™ acts as
a bridge between the web-based application layer and the communication network layer.

The communication network layer provides the communication services that support client web service
requests. To interface with the communication network layer, Avaya ACE provides service provider
interfaces (also known as adapters). To interface with client applications Avaya ACE exposes a library of
web service application programming interfaces (API), that incorporate the communication functionality
represented by each service provider.

You can configure service providers on Avaya ACE to communicate with the following network
elements.

• Avaya Aura®

• Avaya Aura® Application Server 5300 (AS 5300)

• Avaya Communication Server 1000 (Avaya CS 1000)

• Avaya Communication Server 2100 (Avaya CS 2100)

• Avaya Aura® Messaging

• Avaya NES Contact Center (Contact Center), through the Meridian Link Services (MLS) interface

• Cisco Unified Communications Manager (CUCM)

• Communication Server 2000 (CS 2000)

• IBM Lotus Sametime®

• Tandberg Video Communication Server (VCS)

• Microsoft Lync Server 2010 or Office Communications Server

The Avaya ACE policy framework provides a library of web service application programming interfaces
(API) that incorporate the functionality represented by each service provider. The policy framework also
determines which service provider interface to invoke, when handling a given web service request.
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Figure 3: Handling of Web service requests from Avaya ACE clients

For an incoming web service request, Avaya ACE navigates through the ordered list of service providers
for a pattern match. The request is serviced by the first service provider on which a pattern match occurs,
for that service type. If this service provider is unable to service the request, for example because the
device is not found on the provider, the request is not serviced by any other provider.

Service providers can also be configured on the local ACE server by importing the service provider
configuration file from the local machine.

To provide media services such as announcements, ring back tones, and multi party calls with Third Party
Call Control (v3) through the service provider, you need a media terminal. Within Avaya ACE, you must
configure the Avaya Media Server (Avaya MS) as the media terminal. See Installation of media processing
support software on Avaya Media Server

As part of service provider configuration, you configure translation rules on each service provider.
Translation rules manipulate URIs that come in with web service requests, before being routed to the
appropriate service provider. When handling an incoming service request, Avaya ACE automatically
determines which service provider to invoke, based on the first pattern match (on the configured rules)
and service type that succeeds. For information on translation rules, see Translation rule fundamentals.

After you configure service providers on your local Avaya ACE server, you can modify, disable, delete or
change the order of service providers. You can export the configuration file of selected service providers
to your local machine. These changes automatically trigger a service audit. A service audit assesses the
impact of changes to service provider rules on existing service subscriptions. For information on service
audits, see Service audits. For procedures to manage existing service providers, see Common service
provider configuration procedures.

If your ACE server is federated, modifications to existing service providers trigger a synchronization of
active rules across all Avaya ACE servers within the federation. If providers are deleted or disabled, web
service requests are appropriately routed to existing providers in the federation. See Federated ACE
fundamentals.

This document contains information on service provider configuration on Avaya ACE.

Service providers
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For information on how to configure the IBM Lotus Sametime service provider interface, see Avaya Agile
Communication Environment™ Administration — IBM Lotus Sametime Integration (NN10850-011).

For information on how to configure the Microsoft Office Communications Server service provider
interface, see Avaya Agile Communication Environment™ Administration — Microsoft Office
Communications Server Integration (NN10850-012).

For information on how to configure Avaya Client Applications (ACA) to work with Avaya ACE, refer to the
respective application documents.

Prerequisites

• The platform hardware and software of the network elements to be configured as service providers
are installed, commissioned properly, and fully operational prior to integration with Avaya ACE.

• The Avaya ACE software is installed.
• You have system administrator or group administrator access privileges on ACE.

Avaya Aura®

Avaya Aura® is Avaya's core communications platform supporting unified communications and
contact center solutions for midsize to large enterprises. Its SIP-based architecture and
strategy simplifies complex enterprise communications networks, reduces infrastructure costs
and quickly delivers voice, video, messaging, presence, web applications and more to
employees anywhere, anytime and from any device.

Avaya ACE provides an Avaya Aura service provider interface to enable communications with
Avaya Aura network elements using TR/87 and SIP.

Avaya Aura®
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Figure 4: Avaya Aura Service provider

Avaya ACE™ and Avaya Aura® interworking
Avaya ACE™ supports Avaya Aura® 5.2.1 and 6.1 communications platforms.

For information on supported services and applications through Avaya ACE, see Reference
tables.

Avaya Aura 5.2.1 baseline load lineup
ACE release 3.0 requires the following Avaya Aura release 5.2.1 baseline load lineup for
interworking with ACE. Each component service pack and patch level must be at the listed
value or higher.

• Media Gateway 30.18.1
• Communication Manager 5.2.1 SP8 (02.1.016.4-18855)
• Avaya Session Manager 5.2 SP3 (asm-5.2.3.0.523013)
• System Manager 5.2 SP2 on System Platform 1.1.1 (patch 1.1.1.97.2)
• Application Enablement Services 5.2.3 SP1 on System Platform 1.1.1 (patch 1.1.1.97.2)

Service providers
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The following functionality introduced in ACE release 3.0 is only supported with the Avaya Aura
6.1 baseline load lineup.

• ACE support for an Application Enablement (AE) Services in a high availability
deployment. If ACE is connected to an Avaya Aura 5.2.1 baseline load lineup, then AE
Services is only supported in a standalone deployment.

• An Avaya Aura SIP service provider that connects to multiple Avaya Session Managers.
If ACE is connected to an Avaya Aura 5.2.1 baseline load lineup, then only a single
Session Manager can be configured against an Avaya Aura SIP service provider.

• Support for Avaya 96xx clients and one-X® Communicator clients.

Avaya Aura 6.1 baseline load lineup
ACE release 3.0 requires the following Avaya Aura release 6.1 baseline load lineup for
interworking with ACE. Each component service pack and patch level must be at the listed
value or higher.

• Media Gateway (G430) 31.18.1
• Communication Manager 6.0.1 with SP2 (00.1.510.1-18860)
• Avaya Session Manager 6.1 SP1 (6.1.1.0.611023)
• System Manager 6.1 SP 1.1 (6.1.0.0.7345)
• Application Enablement Services 6.1 SP2 (6.1.0.20)

If the Foundation Toolkit is deployed with Avaya Aura® Communication Manager, the
Communication Manager must be at release 6.0.1 or higher.

Avaya Communication Server 1000
The Avaya Communication Server (CS) 1000 is a server-based, full-featured IP PBX. The CS
1000 system supports traditional public switched telephony network (PSTN) as well as Session
Initiation Protocol (SIP) and H.323 communications. Avaya ACE provides a CS 1000 provider
interface to enable communications with CS 1000 network elements using TR/87 and SIP.

Avaya Communication Server 1000
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Figure 5: Communication Server 1000 service provider

Avaya ACE and CS 1000 interworking
Avaya ACE and CS 1000 require SIP connectivity, although the CS 1000 system supports
H.323 and SIP virtual trunking. The CS 1000 SIP-enabled system connects by way of a SIP
virtual trunk. Avaya ACE communicates with CS 1000 using standard SIP or SIP Computer
Telephony Integration (CTI) TR/87 protocol. ACE provides a service provider interface to inter-
operate with the CS 1000 using either SIP or TR/87 signaling and with or without a media
server.

For information on supported services and applications through Avaya ACE, see Reference
tables.

The Avaya Media Server is required to support Audio Call and Third Party Call Control (v3)
Web services.

For CS 1000 systems that support media services, configure a CS 1000 TR/87 service provider
with media services on ACE, to enable click-to-dial functionality for calls established through
the Third Party Call Control (v3) web service. In this case, TR/87 is required to control the
phone set that initiates the call, such that the CS 1000 can place the phone off-hook without
the call originator having to answer. A SIP trunk is configured on the CS 1000 to route the call
back to the ACE server, so that the Avaya ACE application can choose an appropriate SIP
endpoint to answer the call (for example, the Avaya Media Server). This enables ACE to add
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media services to a CS 1000 call either at call setup or as a new participant to an existing
call.

For all calls initiated by Avaya ACE to CS 1000 softphones; whether triggered by Sametime
or any other application with call capabilities; the following conditions occur:

• Calling party scenario – If a CS 1000 softphone is logged out or not fully logged in to its
CS 1000 server when a user attempts to place a call, the call does not go through.
However, the ACE server sends a BUSY indication to the application, based on
information that the ACE server has from the CS 1000 at that time.

• Called party scenario – If a CS 1000 softphone is logged out or not fully logged in to its
CS 1000 server while the user is being called from another softphone, the call appears
to go through and rings as if both phones were logged in.

Supported CS 1000 software releases
ACE release 3.0 requires the following CS 1000 release baseline software loads for
interworking with ACE.

For deployments using network routing service (NRS):

• CS 1000 Rel 7.0 with patches
Deployments using Session Manager:

• CS 1000 Rel 7.5 with patches

 Note:
For information on required CS 1000 software patches, see Avaya Agile Communication
Environment Release Notes (NN10850–019).

 Note:
ACE release 3.0 does not interwork with the following CS 1000 releases:

• 4.5
• 5.0
• 5.5
• 6.0

Avaya Communication Server 2100
The Avaya CS 2100 is a large-scale converged solution that combines carrier and enterprise
attributes. Avaya ACE provides a CS 2100 provider interface to enable communications with
CS 2100 network elements using TR/87 and Session Server Trunk (SST).

Avaya Communication Server 2100
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Figure 6: Communications Server 2100 service provider

Avaya ACE and CS 2100 interworking
For information on supported services and applications through Avaya ACE, see Reference
tables.

Avaya ACE supports interworking with the CS 2100 system for the IBM Sametime solution.
For more information, see Avaya Agile Communication Environment™ Administration—IBM
Lotus Sametime Integration (NN10850-011).

NES Contact Center
The Avaya NES Contact Center includes a suite of applications to meet varied business
requirements, call processing, agent handling, management and reporting, and networking
third-party application interfaces. Avaya ACE provides a Contact Center/ Meridian Link
Services (MLS) interface to enable communications with Contact Center network elements.
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Figure 7: NES Contact Center service provider

Avaya ACE and Contact Center interworking
Avaya ACE communicates with the Avaya NES Contact Center using the MLS interface.

The Contact Center network element must meet the following configuration requirements to
interact with Avaya ACE:

• Must be running Avaya NES Contact Center Release 6.0 or higher

• The CS 1000 system must be running a software version that is supported to interact with
Avaya ACE.

For information on supported services and applications through Avaya ACE, see Reference
tables.

NES Contact Center
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Communication Server 2000
The CS 2000 is a Carrier Voice over IP (VoIP) superclass softswitch. Avaya ACE provides a
CS 2000 service provider to enable communications with CS 2000 network elements using ,
SIP_IN, and SIP SIP_SSL (Session Server Lines).

Figure 8: Communication Server 2000 service provider

Avaya ACE™ and CS 2000 interworking
To support communications with Avaya ACE, the CS 2000 network element must meet the
following configuration requirements:

• the CS 2000 system is running Release SN10 or higher software

• SS7 Links between the CS 2000 and ISSG

• AIN Software Optionality Control (SOC) Options

• AIN Subsystem and Triggers associated with the ACE server
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• CS 2000 lines with TERMATT and OFFHKDEL AIN Triggers

• SST support of Avaya ACE over SIP for Third Party Call Control (v2)

ISSG configuration requirements

To support communications with Avaya ACE, the IN-SIP Signaling Gateway (ISSG) must meet
the following configuration requirements:

• ACE System ID and Application Server

• SS7 Links between the ISSG and CS 2000

• Signaling Connection Control Part (SCCP)

SST configuration requirements

To support communications with Avaya ACE, the Session Server Trunks (SST) must meet the
following configuration requirements:

• ACE Remote SIP Server

• ACE Access Link Map

Cisco Unified Communication Manager
Cisco Unified Communications Manager (Cisco Unified CM) is the software call processing
component of a Cisco Unified Communications solution. Cisco Unified CM software is installed
on a supported Cisco server or a customer-supplied server that meets the Cisco Unified CM
operating specifications. Avaya provides Cisco Unified CM service provider to enable
communications with Cisco Unified CM network elements using Session Initiation Protocol
(SIP), Java Telephony Application Programming Interface (JTAPI), and Administrative XML
Layer (AXL).

Cisco Unified Communication Manager
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Figure 9: Cisco Unified Communication Manager service provider

Avaya ACE and Cisco Unified CM interworking
The Avaya ACE™ communicates with the Cisco Unified Communications Manager using SIP,
JTAPI and AXL.

For information on supported services and applications through Avaya ACE, see Reference
tables.

Tandberg Video Communication Server
The Tandberg Video Communication Server (VCS) is a client-server solution that is deployed
in the customer network to facilitate video networking and communications between H.323 and
Session Initiation Protocol (SIP) video devices. Avaya ACE provides a Tandberg VCS service
provider to enable communications with Tandberg VCS network elements using SIP.
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Figure 10: Tandberg service provider

Avaya ACE and Tandberg interworking
Avaya ACE communicates with Tandberg through SIP.

For information on supported services and applications through Avaya ACE, see Reference
tables.

Tandberg Video Communication Server
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Chapter 8: Avaya ACE architecture

Avaya is a leader in the telecom industry with a history of delivering world class products to customers.
Avaya is leveraging this leadership and its telecom infrastructure expertise in a service oriented
architecture (SOA). The Avaya Agile Communication Environment™ (ACE) permits integration of
telecommunications functions into existing applications and business processes to create new
capabilities.

This section provides an overview of Avaya ACE architecture.

Avaya ACE network interfaces
Figure 11: Avaya ACE architecture on page 48 shows the system architecture in which Avaya
ACE operates. Avaya ACE provides a simplified service based architecture to facilitate client
access into more complex networks and systems. Avaya ACE provides a bridge between the
web based application layer and the network communication layer. Avaya ACE provides the
telephony services requested through SOA applications while abstracting the details of the
underlying network server architecture.
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Figure 11: Avaya ACE architecture

The Application layer comprises the set of SOA based Web Services available to clients hosted
in either a private or a public network. The clients invoke Avaya ACE enabled features through
web based applications and processes. If the web server determines that a service request is
Avaya ACE enabled, the web server forwards the request to Avaya ACE. Avaya ACE requests
that come in from the application network are all mapped to a specific Web Services Description
Language (WSDL), an XML based language for defining Web Services. Requests from the
application layer are referred to as coming from the Web Services interface.

Clients communicate through the Web Services interface using SOAP messages. SOAP is a
protocol for exchanging XML-based messages over computer networks, normally using HTTP/
HTTPS. SOAP forms the foundation layer of the Web Services protocol stack providing a basic
messaging framework upon which abstract layers can be built. The Web Services interface
connects the SOAP clients to Avaya ACE and carries traffic containing SOA service requests.
It also includes the SOAP interface with the Sametime server to provide service access and
“telephony” Presence status to the Sametime server.

Requests are not constrained to coming from the clients. Requests can also be initiated by the
network servers. For example, when the Presence service is available from Avaya ACE and
a monitored client changes their state, a network server notifies Avaya ACE of the change.
Requests that come from the network servers are referred to as coming form the Service
Provider interface.

The Service Provider interface connects with the Network Servers such as an Avaya IP PBXs
(for example, Avaya Aura or the Avaya CS 1000) or third party servers (for example, the Cisco
UCM or Tandberg), providing the enhanced IP telephony services. The Sametime service is

Avaya ACE architecture

48     Overview November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Overview


also included on this interface using an IBM proprietary VP (Virtual Places) protocol to provide
online presence updates to Avaya ACE from the Sametime server.

Avaya ACE management network interfaces
Java Management Extensions (JMX) is a Java technology that supplies tools for managing
and monitoring applications, system objects, devices, and service oriented networks. JMX runs
on the Avaya ACE host. The Avaya ACE GUI connects over HTTPS and provides a secure
management interface. Avaya ACE also supports JConsole access through RMI to enable
management using third party software tools such as IBM Tivoli.

The WebSphere administrative console also connects over HTTPS to perform WebSphere
administrative tasks.

Avaya ACE deployment features

Federated ACE deployment
The federated Agile Communication Environment™ (ACE) deployment provides distributed
client applications with seamless global web service access across geographical locations.

With a federated ACE deployment, users of IBM Lotus Sametime Connect can communicate
across the globe in multi-location deployments regardless of underlying communications
infrastructure available in each ACE region. To use Avaya ACE™ services, Sametime users
must be logged into the Sametime server in the same region where their ACE user profile is
located. The Sametime server cannot retrieve a user profile from an ACE in a remote region.

Avaya ACE management network interfaces
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Figure 12: ACE federation - example deployment

High availability network
Availability refers to the ability of the user community to access the system. High availability
(HA) refers to the implementation of system features that ensure operational continuity during
a given measurement period.

For High Availability, the Avaya Agile Communication Environment™ architecture supports the
deployment of an active host and a host server in the idle state. The idle state refers to an ACE
host with both the WebSphere Application Server and the Avaya ACE application running, but
unavailable to handle web service requests from client applications.

In the event of a failure condition on the active host, a failover to the idle host occurs. The
switchover to the idle host is significantly faster than to a redundant standby host. A faster
switchover ensures minimal loss of web service traffic, for example, loss of new web service
subscriptions, between client applications and Avaya ACE, during the failover period.

 Important:
Although the Avaya ACE application is running on the idle host, it is unavailable to handle
web service requests from client applications.

Avaya ACE architecture
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The Avaya ACE HA capability is provided by the combination of Corosync and Pacemaker.
The HA configuration consists of two physical hosts in a non-revertive configuration that use
the Corosync and Pacemaker components to detect failures and trigger failovers.

The HA network configuration uses separate networks for Avaya ACE Web service traffic and
HA management traffic between the high availability nodes.

Deploying an Avaya ACE HA system on a single subnet, without segregating HA traffic, is only
supported for demos or trials with less than 250 ACE users. When deploying Avaya ACE on
a single subnet, the subnet must be dedicated to Avaya ACE.

Security
Avaya ACE provides layered security features, protecting Avaya ACE solutions at all levels.

Server-side security
Avaya ACE uses the Secure Socket Layer (SSL) protocol to provide server-side authentication
and ensure secure communications.

Client authentication and authorization
Access to Avaya ACE is controlled using HTTP basic authentication. All requests from client
applications must contain a valid user name and password that corresponds to a user profile
configured on Avaya ACE. The client application’s user profile must have the appropriate
access control rules set to invoke a particular Web service.

Web service communication
is supported on secure (HTTPS) and non-secure (HTTP) ports. Avaya ACE secures all Web
communications by default. Client applications can choose to secure all Web services
communications.

Avaya ACE deployment features
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Chapter 9: Building an Avaya ACE solution

Figure 13: Avaya ACE network

As illustrated in the network diagrams presented in this document, Avaya Agile Communication
Environment™ (ACE) deployments are comprised of four components. When building an Avaya ACE
solution, consider the constituent components in the following order.

Applications
Unified communication (UC) is more than a technology initiative. UC is an application foundation that
enhances productivity by enabling integrated control of communication channels, network resources, and
business applications. Work with the Avaya sales and support personnel to determine the application
solution that will solve your business challenges.

Avaya ACE server
All Avaya ACE solutions use an Avaya ACE server to mediate between the communications network and
the applications.

Communications network
Avaya ACE uses service provider adapters to achieve network infrastructure and vendor neutrality.
Therefore, multiple connection technologies to the Avaya ACE server are available. Avaya ACE can be
deployed with your existing telecommunication infrastructure.
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User devices
There are two types of end user devices:

• devices that communicate with applications
• devices that communicate with PBX systems

Some physical devices communicate with both type of servers and can appear as a single interface to
the end user.

Navigation

• The next chapter, Solution deployment, provides information on ACE application requirements and
specifications.

• Avaya ACE deployment on page 55 provides hardware and software requirements for deploying
Avaya ACE.

Building an Avaya ACE solution
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Chapter 10: Avaya ACE deployment

This chapter provides an overview of the hardware and software requirements for Avaya Agile
Communication Environment™ (ACE).

Hardware requirements for Avaya ACE 
Avaya ACE software can be deployed on any server base model that satisfies the following
minimum requirements criteria for optimal performance.

For 1+1 resiliency, two servers are required. Ensure that both servers have identical
configuration.

 Note:
If required, you can order the HP DL360 G7 servers from Avaya.

The product registration form is available on the Avaya Support Web site. Click Product
Registration Form.

 Note:
Avaya ACE in high availability (HA) does not support power fencing. There is therefore no
requirement of fencing devices for automated power cycling.

Hardware component Description
Processor Intel E5620 (2.4 GHz)

Dual quad core processors

Memory 24 GB on-board memory

Internal storage 3 x 300 GB 10K SAS drives in RAID5
configuration

Other • 1 DVD RW drive (SATA internal)

• 4 1000BaseT Ethernet ports
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Linux operating system
The supported Linux operating system (OS) for Avaya ACE™ is the Red Hat Enterprise Linux
(RHEL) server OS release 6.0 for a 64-bit x 86 architecture. For information on Red Hat, go to
http://www.redhat.com/.

Avaya ACE deployment
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Chapter 11: Solution dial plan overview

This chapter describes how to create and implement an Avaya Agile Communication Environment™ (ACE)
solution dial plan.

Table 1: Dial plan terminology and acronyms

Terms Definitions
Avaya ACE enabled number An existing PBX number that is designated and used with an Avaya

ACE application in a desktop experience.

Address space A set of numbers that can be used to uniquely define
communication endpoints.

Endpoint address A unique number that originates or terminates a communication
session.

Session routing Directs a session or call from one endpoint to another.

PSTN Public Switched Telephone Network. PSTN is the global network
used by the public to connect telephones. It includes mobile and
fixed phone connections.

PBX Private Branch Exchange. PBX describes phones systems that
privately connect phones inside a business or other institution.

E.164 An ITU-T recommendation that defines the international public
telecommunication numbering plan used in the PSTN and in some
other data networks.

URI Uniform Resource Identifier. URI is a string of characters used to
identify a name or a resource on the internet.

IBM Lotus Domino IBM Lotus Domino has many capabilities. Its directory services can
be used for central endpoint address provisioning.

Microsoft Active Directory Microsoft Active Directory has many capabilities. Its directory
services can be used for central endpoint address provisioning.

Introduction
Creating and implementing a dial plan is a fundamental component of the Avaya ACE™ enabled
communication experience. An Avaya ACE enabled solution must manage and connect dial
plans between the application and telecommunication spaces. If necessary, Avaya ACE must
also normalize the differences between dial plans. In some cases, an Avaya ACE solution
deployment may reuse existing dial plans; for example, with local PSTN addressing and
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routing. In other cases, a new configuration of dial plans is necessary; for example, with the
identification of Avaya ACE enabled endpoints.

The following components are involved in creating an Avaya ACE dial plan:

• Address space, number formats, and transformations on page 58

• Endpoint address assignment within an address space on page 59

• Session routing on page 60

Address space, number formats, and transformations
An address space defines the range of accessible numbers within any given telephone system.
Session routing with an address space requires an agreement on how to format and interpret
numbers assigned to endpoints. The PSTN is an example of a complex address space that
has standards for number formats, and rules on how to connect sessions between endpoints.
E.164 is an example of a standard that is used in the PSTN. E.164 can also be used for private
telephone networks. Each PBX (or each set of PBXs) also has a defined address space. Avaya
ACE solution dial plans are dependant on PBX address spaces. Avaya ACE service provider
provisioning and dial rule transformation provisioning are done in PBX address space.

Avaya ACE web services interact with applications that use defined address spaces. The
tel:, sip:, and ace: URIs allow three independent address spaces to be used when
connecting to Avaya ACE web services. Custom web service applications choose how to
define and use address spaces based on the application's specific needs.

The Avaya ACE server maps addresses from the web services address space to the PBX
address space. The Avaya ACE server also transforms numbers between address spaces if
required. You must understand the web service and PBX address spaces, number formats,
and transformation requirements before adding endpoint, transformation, and routing changes
to specific servers in an Avaya ACE solution.

Solution dial plan overview
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Figure 14: Avaya ACE address space architecture

Examples of valid SIP URI format

• sip:jane.doe@avaya.com
• sip:+5554823@avaya.com

Examples of valid TEL URI format

• tel:+16135554823 (E.164 compliant format for a North American telephone number)
• tel:+5554823 (non-E.164 compliant format)

Example of valid ACE URI format

• ace:janedoe

Endpoint address assignment within an address space
PSTN local, PSTN long distance, and PSTN international dial plan charges are managed by
telephony service providers. The telephony service provider is responsible for provisioning
endpoints. PSTN numbering and formats must be documented for the Avaya ACE solution dial

Endpoint address assignment within an address space
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plan to correctly route sessions to the PSTN. PBX endpoint assignment is dependent on the
proprietary provisioning requirements of each PBX vendor.

Examples of nodes that may require Avaya ACE endpoint provisioning are:

• Avaya Aura® Communication Manager

• Avaya Aura® Session Manager

• Avaya CS 1000

• Avaya CS 2100

• Cisco Unified Communications Manager (CUCM)

• Tandberg

The Avaya ACE solution dial plan requires Avaya ACE enabled numbers to be assigned from
the available numbers in the PBX address space.

Many applications use application clients to provision endpoint addresses, but some
applications use directories. For example, the IBM Lotus Sametime application uses the IBM
Lotus Domino directory, and the Microsoft Lync Integration as well as the Microsoft Office
Communications Server use Microsoft Active Directory.

Depending on the application being deployed, endpoint address provisioning on Avaya ACE
may be optional. Avaya ACE web services do not need to know where the endpoint addresses
are defined as long as the endpoint addresses are valid within their address spaces when the
services are invoked. Applications with endpoint address provisioning mechanisms that are
independent of the Avaya ACE server (such as Microsoft Active Directory) do not require
endpoint address provisioning on Avaya ACE. However, if an endpoint address provisioning
mechanism is not available then the Avaya ACE server's user profile capability may be used
to store endpoint addresses in user profiles. The Desktop Communication Enablement (DCE)
application, for example, uses the Avaya ACE server's user profile capability.

The endpoint addressing assignment for the Avaya ACE solution dial plan requires
provisioning across a distributed system containing:

• PBXs

• Clients/applications

• ACE server (optional)

E.164 is required for Lync Integration deployments.

Session routing
Session routing directs a session or call from one endpoint to another. Session routing requires
a signalling path to connect, control, and disconnect the session. The media content of a
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session can be voice, video, or data. Session routing is also known as call routing when the
media path contains voice.

Session routing is the core function of all telephony systems. The signaling path used for
session routing also handles call notification events when required. In the case of SIP, presence
information and instant messages can also be transported in the signalling path.

Make sure session routing complexity provisioning is contained inside the PBX system, rather
than on the Avaya ACE server and/or the Avaya ACE enabled clients. For the following
systems, consult vendor-specific procedures that define session routing requirements:

• Avaya Communication Manager

• Avaya CS 1000

• Avaya CS 2100

• CUCM

• Tandberg

The dial rules on the Avaya ACE server use the calling address in a makeCall request to
determine which service provider to route a session to. Provisioning rules on an AES can also
be used to route sessions to different communication managers.

When building an Avaya ACE deployment, test the PBX numbering and routing provisioning
before integrating the Avaya ACE solution dial plan functionality with the PBX system. There
are three session routing or call types that can be provisioned and tested for an Avaya ACE
solution dial plan deployment:

• Avaya ACE enabled number to and from another Avaya ACE enabled number on the
same PBX or on the same PBX system address space.

• Avaya ACE enabled number to and from a non-Avaya ACE enabled number on the same
PBX or on the same PBX system address space.

• Avaya ACE enabled number to and from a non-Avaya ACE enabled number on the PSTN
(local, long distance, or international numbers).

Session routing
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Chapter 12: Reference tables

This section contains the following sets of tables:

• Tables of Avaya ACE supported services by service provider type on page 63

• Table of Avaya ACE supported RESTful services by service provider type on page 66

• Tables of Avaya ACE supported applications by service provider type on page 66

Tables of Avaya ACE supported services by service provider
type

This section contains the following tables:

• Table 2: List of web service acronyms used in the tables on page 63

• Table 3: Supported web services by service provider type (part 1 of 2) on page 64

• Table 4: Supported web services by service provider type (part 2 of 2) on page 65

Table 2: List of web service acronyms used in the tables

Acronym Definition
TPC (v2) Third Party Call (v2)

TPC (v3) Third Party Call (v3) with Avaya Media Server

TPC Ext 2.4 Third Party Call Extensions (v2.4)

Pres Presence

Msg Messaging

CN v3.2 Call Notification (v3.2)

CN v3.8 Call Notification (v3.8)

CN v4.0 Call Notification (v4.0)

Call Fwd Call Forward

Call Hist Call History

Term Loc Terminal Location

MsgDB Message Drop and Message Blast
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Table 3: Supported web services by service provider type (part 1 of 2)

Service Provider Web Services
TPC
(v2)

TPC
(v3)

TPC
Ext 2.4

Pres Msg CN
v3.2

CN
v3.8

CN
v4.0

Avaya Aura (SIP) √ √6 √2

Avaya Aura (TR/87) √ √ √ √ √ √

Avaya Aura (TR/87 with
Media Server

√1 √2

Avaya Aura ASAI √ √ √ √ √

Application Server 5300
(AS5300)

√ √ √ √2

Avaya Aura AST √ √ √8 √ √ √

Avaya ACE (Location
Server)

CS 1000 (SIP) √ √ √2

CS 1000 (TR/87) √ √ √ √ √ √

CS 1000 (TR/87 with
Media Server)

√1 √2

Avaya NES Contact
Center

√ √ √3 √

CS 2000 (SIP) √ √ √

CS 2000 (SIP_IN) √

CS 2000 (SIP_SSL) √ √

CS 2100 (TR/87) √ √ √ √

Avaya Messaging √

Tandberg VCS √ √ √ √

CUCM (SIP) √ √ √ √2

CUCM (JTAPI) √ √5 √ √ √

CUCM (AXL)

IBM Sametime √4

Turret
1 Avaya Aura (TR/87 with Media Server) support for TPC(v3) applies only to the Message
Drop and Message Blast service.
2 Call ID based. Call forwarded or redirected call notifications are not supported.
3 Limited operations. The startCallNotification(DN_Id), notifyCalledNumber, and
stopCallNotification operations are supported.
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Service Provider Web Services
TPC
(v2)

TPC
(v3)

TPC
Ext 2.4

Pres Msg CN
v3.2

CN
v3.8

CN
v4.0

4 Chat presence only.
5 Limited operations. The singleStepTransfer operation is not supported.
6 Requires a media server.
8 The deviceHandoff and generateDTMF operations are not supported.

Table 4: Supported web services by service provider type (part 2 of 2)

Service Provider Web Services
Audio
Call

Call
Fwd

Call
Hist

Term
Loc

MsgDB Turret
Click

to
Call

Click
to

Dial
Avaya Aura (SIP) √6 √

Avaya Aura (TR/87) √ √

Avaya Aura (TR/87 with
Media Server)

√

Avaya Aura ASAI √

Application Server 5300
(AS5300)

√6

Avaya Aura AST √

Avaya ACE (Location
Server)

√

CS 1000 (SIP) √6 √

CS 1000 (TR/87) √

CS 1000 (TR/87 with
Media Server)

√

Avaya NES Contact
Center

√ √

CS 2000 (SIP)

CS 2000 (SIP_IN) √

CS 2000 (SIP_SSL)

CS 2100 (TR/87) √

Avaya Messaging

Tandberg

CUCM (SIP)

Tables of Avaya ACE supported services by service provider type
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Service Provider Web Services
Audio
Call

Call
Fwd

Call
Hist

Term
Loc

MsgDB Turret
Click

to
Call

Click
to

Dial
CUCM (JTAPI) √ √

CUCM (AXL) √

IBM Sametime

Turret √ √
6 Requires a media server.

Table of Avaya ACE supported RESTful services by service
provider type

Table 5: Supported RESTful web services by service provider type

Service Provider Messaging RESTful Web Service
Avaya Messaging √

Tables of Avaya ACE™ supported applications by service
provider type

This section contains the following tables:

• Table 6: Supported applications by service provider type (part 1 of 2) on page 66

• Table 7: Supported applications by service provider type (part 2 of 2) on page 67

Table 6: Supported applications by service provider type (part 1 of 2)

Service Provider Application
Lync

Integration
Sametime
Integration

Mobile Cost
Optimizer

Customer
Relationship
Management

Avaya Aura (SIP) √1 √

Avaya Aura (TR/87) √ √ √ √
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Service Provider Application
Lync

Integration
Sametime
Integration

Mobile Cost
Optimizer

Customer
Relationship
Management

Avaya Aura (TR/87 with
Media Server

Avaya ACE (Location
Server)

CS 1000 (SIP) √1 √

CS 1000 (TR/87) √ √ √ √

CS 1000 (TR/87 with
Media Server)

Avaya NES Contact
Center

CS 2000 (SIP)

CS 2000 (SIP_IN)

CS 2000 (SIP–SSL)

CS 2100 (TR/87) √

Avaya AS 5300

Avaya Messaging

Tandberg VCS √

CUCM (SIP) √ √

CUCM (JTAPI) √

CUCM (AXL)

IBM Sametime √

Turret
1 Service availability may be restricted. For details, see Avaya Agile Communication
Environment™ — IBM Lotus Sametime Integration (NN10850–011)

Table 7: Supported applications by service provider type (part 2 of 2)

Service Provider Application
Web Browser

Add-in
Office Add-in IBM Business

Process
Manager

(Click to dial)
Avaya Aura (SIP) √ √

Avaya Aura (TR/87) √ √

Tables of Avaya ACE™ supported applications by service provider type
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Service Provider Application
Web Browser

Add-in
Office Add-in IBM Business

Process
Manager

(Click to dial)
Avaya Aura (TR/87 with Media
Server

Avaya ACE (Location Server)

CS 1000 (SIP) √ √

CS 1000 (TR/87) √ √

CS 1000 (TR/87 with Media
Server)

Avaya NES Contact Center

CS 2000 (SIP)

CS 2000 (SIP_IN)

CS 2000 (SIP–SSL)

CS 2100 (TR/87) √ √

Avaya AS 5300

Avaya Messaging

Tandberg VCS

CUCM (SIP) √ √

CUCM (JTAPI) √ √

CUCM (AXL)

IBM Sametime

Turret
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