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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE ( “AVAYA”).

Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
licenseinfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

Avaya Aura is a registered trademark of Avaya Inc.

Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: New in this release

The following sections detail what’s new in Avaya Agile Communication Environment™ Web
Services (NN10850-007) for Release 6.2.

User Profile (v 1.6)
Avaya ACE supports the creation and management of roles for access to Web services and
other resources such as applications (packaged applications or hot deployed client
applications). Roles encompass licenses to these resources and corresponding access
privileges. Roles are typically assigned to Avaya ACE users. Users obtain licenses and access
privileges based on the roles they are assigned to. On Avaya ACE, roles exist as role
profiles.

The User Profile version 1.6 has new and updated operations to support role-based
authorization. For more information, see User Profile (v1.6)  on page 327.

The User Profile version 1.6 has updated operations to support a new Messaging Contact type.
For more information, see User Profile (v1.6)  on page 327.

The createUserProfile and queryUserProfile operations are updated with a new parameter
Auth type. For more information see createUserProfile on page 344 and queryUserProfile on
page 366.

The User Profile Web service version 1.5 is deprecated.

Avaya ACE timeout for Call Notification clients
Avaya ACE now uses a time-based mechanism to terminate a Call Notification subscription
for a client application, if the application successively fails to receive notifications on its
endpoint, for a specified duration of time. For more information, see the section Avaya ACE
timeout for Call Notification clients in Call Notification overview on page 127.

Call Notification (v4.0)
Avaya ACE now provides enhancements to existing Call Notification features in the form of
mid call notifications and enhancements to third party call extensions. This feature is supported
on several service providers. For more information, see Call Notification (v4.0) on page 163.

Third Party Call Extensions
The Third Party Call Extensions (v2.3) and Third Party Call Extensions (v2.0) web services
have been deprecated. They are replaced by Third Party Call Extensions (v2.4). Until further
notice, existing customers using earlier versions of Third Party Call Extensions will continue
to be supported. In a future release, the earlier Third Party Call Extensions WSDLs will be
removed from the ACE software.
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deviceHandoff operation
deviceHandoff is a new operation in Third Party Call Extensions (v2.4).

playVoiceXmlMessage operation
The playVoiceXmlMessage operation has been added to the Audio Call service.

Port Changes

• The Avaya ACE OAMP port has changed to 9449. For more information, see Logging on
to the Avaya ACE GUI.

• Communication ports are secure by default. However, you can enable the HTTP ports
manually. For more information, see Avaya Agile Communication Environment™ User and
Security Administration (NN10850–010).

Role-based authorization
Avaya ACE no longer supports the creation and management of user groups. Authorization
(access control) of resources is now achieved by creating roles and assigning roles to Avaya
ACE users. Roles encompass licenses and corresponding access permissions to resources
such as Avaya ACE Web services and packaged applications or hot deployed client
applications. Roles exist on Avaya ACE as role profiles. Role profiles are assigned to users
that require these access permissions. Role hierarchy like for example, creating child roles
from parent roles is not supported. Avaya Agile Communication Environment™ User and
Security Administration (NN10850–010).

Avaya ACE feature limitations
This release does not support the following features referenced in the document:

• Packaged applications

• Session history REST interface

• Unified contacts REST interface

• Aura adapter

New in this release
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Chapter 2: Introduction

This document describes the web services supported by the Avaya Agile Communication Environment™
(ACE).

Documentation
This document is a part of the Avaya ACE documentation suite. Avaya ACE documents provide
information on Avaya ACE fundamentals and planning, ordering ACE software, as well as ACE
installation and administration. The documents also contain information on Avaya and third-
party system solution integration, Web service application programming interfaces (APIs),
security, fault and performance management, and troubleshooting. You can also find
information on core applications or APIs delivered with the base software like Message Drop
and Message Blast API.

Avaya ACE release 6.2 documents

Title Description Audience
Overview

Avaya Agile Communication
Environment™ Overview

Provides a high-level description of
ACE including solution architecture,
services and features, hardware,
software, as well as the packaged
applications that ACE supports.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Documentation
Roadmap

Provides a list of documents in the
Avaya ACE documentation suite for
the release.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Installation, upgrades, migrations, and configurations

Avaya Agile Communication
Environment™ Planning and
Installation

Describes network planning when
integrating Avaya ACE with other
applications. The document also
contains information and step-by-
step procedures for installing and

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
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Title Description Audience
upgrading Avaya ACE software
components.

Support
Personnel

Avaya Agile Communication
Environment™ using VMware in
the Virtualized Environment
Deployment Guide
(NN10850-065)

Describes the procedures for
deploying the Avaya ACE vAppliance
on VMware.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Maintenance and Troubleshooting

Avaya Agile Communication
Environment™ Troubleshooting

Contains troubleshooting information
and procedures for Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Performance
and Fault Management

Describes how the fault and
performance management system
collects alarms and events that are
generated by Avaya ACE. The
document also describes how to
monitor Avaya ACE, as well as how to
troubleshoot different issues.

Solution
Architects,
Implementation
Engineers,
Support
Personnel

Administration and system programming

Avaya Agile Communication
Environment™ Service Provider
Administration

Provides information about the initial
configuration, administration, and
ongoing management of Avaya ACE
service providers. The Avaya ACE
host supports a web-based GUI that
allows administrators to perform all
tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™Secure
Communication Fundamentals

Provides information on how
certificates are used for secure
communication. It also contains
procedures that describe how to
manage certificates using OpenSSL,
IBM certificate management tools,
and Avaya Aura® System Manager.

Implementation
Engineers,
Support
Personnel
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Title Description Audience
Avaya Agile Communication
Environment™ User and
Security Administration

Provides information about the user
management on Avaya ACE. The
Avaya ACE host supports a web-
based GUI that allows administrators
to perform all tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Message Drop
and Message Blast
Administration

Provides information about the
administration of Avaya ACE
Message Drop and Message Blast
service.

Implementation
Engineers,
Support
Personnel

Administering Avaya WebLM
(stand-alone)

Provides administration,
configuration, and troubleshooting
information for the web-based licence
manager (WebLM).

Implementation
Engineers,
Support
Personnel

Application developer

Avaya Agile Communication
Environment™ Web Services

Describes the web services
supported by Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ RESTful Web
Services

Describes the RESTful web services
supported by Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™Foundation
Toolkit Overview

Provides a general overview of the
Avaya ACE Foundation Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Foundation
Toolkit Developer's Guide

Describes the administration and
maintenance of the Foundation
Toolkit.

Solution
Architects,
Implementation

Documentation
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Title Description Audience
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Java SE
Application Guide

Describes the sample Java SE
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide

Describes the sample web
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Basic
Java SE Application Guide

Describes the Basic Java SE sample
applications that are delivered with
the Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide Addendum
Implicit Sequencing .

Describes how sample web
applications can be run in an implicit
sequencing scenario.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Release Notes
The Avaya ACE release notes describe operational considerations for a specific release of
Avaya ACE. You can download this document from https://support.avaya.com. You must
review the release notes for the Avaya ACE release before you install or upgrade the Avaya
ACE software. In addition, use this document as a helpful reference for the ongoing support
and use of Avaya ACE.

Introduction
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Obtaining documents
You can obtain the Avaya ACE documentation for the current release as well as the previous
releases from:

• Avaya support web site at https://support.avaya.com. See Downloading ACE documents
from support site.

• the Avaya ACE GUI Help menu after a successful installation of the Avaya ACE
software.

Avaya ACE professional services and support
Avaya ACE™ combines industry-leading consulting and design services with the right mix of
custom development and communications integration capabilities. Avaya ACE provides
communications solutions that meet business needs of an organization.

Avaya ACE can be used in :

• Consulting and solution design: Helps customers understand and design communications
solutions holistically, ensuring all elements of the solution are addressed and aligned.

• Solution development and customization: Ensures the unique requirements of an
enterprise are met.

• Solution integration and implementation: Ensures the solution is deployed and integrated
within the network and communications infrastructure and applications effectively to
achieve organizational and business goals.

• Project management and ongoing solution maintenance: Helps enterprises manage and
maintain their network and communications infrastructure.

• Business optimization: Ensures the deployed solution delivers maximum performance.

Avaya Global Services
Avaya Global Services delivers world-class support in three areas:

• Avaya Professional Services:

Avaya Professional Services consultants are technically proficient, possess strong
business acumen and have developed vertical industry specialization to help you address
the challenges of the current converged voice, video, and data communications
environments. At the same time, Avaya Professional Services actively help you look for
ways to optimize your communications environment to better enable your people,
increase your business agility, and lower your operation costs.

• Avaya Support Services:

Avaya Support Services are backed by global resources, including more than 5,800
industry-certified service desk and backbone engineers and 34 regional network

Avaya ACE professional services and support
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operations centers delivering 24x7 monitoring, diagnostics and problem resolution, as
well as support in 14 languages.

• Avaya Operations Services:

Avaya Operations Services are available for customers who want to outsource the
proactive management and monitoring of their communications infrastructure. These
services can be delivered by Avaya directly or private-labeled and co-delivered by Avaya
authorized partners.

Introduction
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Chapter 3: Overview of web services

Avaya Agile Communication Environment™ (ACE) simplifies the development of applications and business
processes for enterprise customers. Through a set of loosely coupled interfaces (APIs), Avaya offers
services that developers can invoke over the Internet from their own applications, without having to
contend with the underlying communication network infrastructure that facilitates the delivery of those
services.

 Important:

HTTP or unsecure port for Web communication (9080) is disabled by default on Avaya ACE™. However
you can enable the HTTP port by running the configureHttp tool. For more information, see Avaya
Agile Communication Environment™ User and Security Administration (NN10850–010).

Web-enabled application development
Integrate Avaya ACE™ web services into existing IT systems, to communications-enable your
web applications without requiring detailed knowledge of the underlying communication
network infrastructure and the protocols used. The web services exposed as individual
components can be reused for the development of several web applications simultaneously.
This allows a more rapid and cost-effective delivery of those applications.

Web service interfaces are described in Web Service Definition Language (WSDL) files. Use
the WSDL file to understand the operations invoked, the input parameters for each operation,
and the returned parameters including fault codes and response messages.

Supported URI format
Avaya ACE™ supports URI formats that are in accordance with RFC2396: Uniform Resource
Identifier (URI) Generic Syntax. Avaya ACE supports telephone URIs with sip: and tel:
prefixes. The supported separators are / white-space / "-" / "," / "." / "(" /
")" . The separators are removed when the URI is normalized.

A tel: URI uses the format: tel:+<digits>;<parameters> where <digits> can be the digits 0–9
with supported separators.

A sip: URI uses the format: sip:<user_name>@domain;<parameters>. If the user name is
a phone number, the URI must contain the parameter user=phone so that the number is treated
as a telephone number.
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Avaya ACE validates telephone numbers and sends an error message back to the user if the
URI syntax is not valid.

Supported characters
Avaya ACE™ supports the following subset of commonly used ASCII characters: alphanumeric
characters (a–z, A–Z, 0–9), hyphen (-), underscore (_), period (.), the symbol @, and the tilde
(~).

The following additional ASCII characters are also supported for defining Avaya ACE user
passwords: ! ' # $ % () * + - . / = < > @ [ ] ^ {|} ~_ .

International characters support is limited to configuring or querying an Avaya ACE user's
contact identifier when the contact type is set to chat.

Supported web services
In addition to custom web services (such as the Avaya ACE™ User Profile web service), Avaya
ACE supports a subset of Parlay X web services. Parlay X is a standardized set of web services
that allows developers to build high-level access to telecommunications capabilities (for
example, instant messaging, call control) into their applications.

Avaya ACE provides application programming interfaces (API) for the following web services:

• Third Party Call Control (v2) on page 37

• Third Party Call Control (v3) on page 49

• Third Party Call Extensions (v2.0) on page 71 (deprecated)

• Third Party Call Extensions (v2.3) on page 87 (deprecated)

• Third Party Call Extensions (v2.4) on page 105

• Call Notification (v3.2) on page 135

• Call Notification (v3.8) on page 149

• Call Notification (v4.0) on page 163

• Call Forwarding on page 177

• Call History on page 187

• Terminal Location on page 203

• Audio Call on page 221

• Presence on page 235

• System Monitoring on page 259

Overview of web services
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• User Profile (v1.5) on page 263 (deprecated)
• User Profile (v1.6)  on page 327
• Subscriber Management on page 393
• Message Drop and Message Blast on page 403

Avaya ACE supports only the web service operations and parameters documented in Avaya
Agile Communication Environment™ Web Services (NN10850-007). Avaya ACE does not
handle any operation or parameter contained in a web service WSDL that is not specifically
documented as supported.

Federated Avaya ACE™ deployment supported web services
In a federated Avaya ACE™ deployment, the following Avaya ACE Web services are supported:

• Presence (v3)
• Call Notification (v3.2 and v3.8)
• Third Party Call Control (v2)
• User Profile
• System Monitoring
• Call Forwarding
• Subscriber Management

In a federated Avaya ACE deployment, in order for a service to work, it must determine the
home location of the Avaya ACE user by querying the getSubscriber operation on the
subscriber WSDL. For the ThirdPartyCall service, you only need to determine the home
location for the calling party.

Supported network elements
Avaya ACE provides web services by interacting with an underlying communication
infrastructure, invoking communications services on behalf of the consumer of the web service.
Avaya ACE supports interaction with a number of network elements. For the matrix of
supported network elements and supported web services, see Reference tables on
page 29.

Authentication and authorization
All web service invocations are authenticated by the Avaya ACE server. Access to web services
is controlled using HTTP 1.1 basic authentication. All SOAP messages to the web service

Supported network elements
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interface must contain a valid user name and password that correspond to a user profile
configured in the Avaya ACE user profile database.

Authorization for individual web services is configured through user policies, on a service by
service basis. The user account configured for the web service client (application) must have
the appropriate access control rules set to invoke a particular web service.

For more information on user and access policy management on Avaya ACE, see Avaya Agile
Communication Environment™ User and Security Administration (NN10850–010).

Error messages
Error messages are documented in Agile Communication Environment Error Messages
Reference (NN10850–018). The document is available from the Avaya ACE GUI Help menu
by selecting Help, Product Documentation, OAMP Reference, and then Error Messages.

You can also download a version of the document from the Avaya website http://
support.avaya.com.

Overview of web services
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Chapter 4: Reference tables

This section contains the following sets of tables:

• Tables of Avaya ACE supported services by service provider type on page 29

• Tables of Avaya ACE supported RESTful services by service provider type on page 32

• Tables of Avaya ACE supported applications by service provider type on page 33

Tables of Avaya ACE supported services by service provider
type

This section contains the following tables:

• Table 1: List of web service acronyms used in the tables on page 29

• Table 2: Supported web services by service provider type (part 1 of 2) on page 30

• Table 3: Supported web services by service provider type (part 2 of 2) on page 31

Table 1: List of web service acronyms used in the tables

Acronym Definition
TPC (v2) Third Party Call (v2)

TPC (v3) Third Party Call (v3) with Avaya Media Server

TPC Ext 2.4 Third Party Call Extensions (v2.4)

Pres Presence

Msg Messaging

CN v3.2 Call Notification (v3.2)

CN v3.8 Call Notification (v3.8)

CN v4.0 Call Notification (v4.0)

Call Fwd Call Forward

Call Hist Call History

Term Loc Terminal Location

MsgDB Message Drop and Message Blast
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Table 2: Supported web services by service provider type (part 1 of 2)

Service Provider Web Services
TPC
(v2)

TPC
(v3)

TPC
Ext 2.4

Pres Msg CN
v3.2

CN
v3.8

CN
v4.0

Avaya Aura (SIP) √ √6 √2

Avaya Aura (TR/87) √ √ √ √ √ √

Avaya Aura (TR/87 with
Media Server

√1 √2

Avaya Aura ASAI √ √ √ √ √

Application Server 5300
(AS5300)

√ √ √ √2

Avaya Aura AST √ √ √8 √ √ √

Avaya ACE (Location
Server)

CS 1000 (SIP) √ √ √2

CS 1000 (TR/87) √ √ √ √ √ √

CS 1000 (TR/87 with
Media Server)

√1 √2

Avaya NES Contact
Center

√ √ √3 √

CS 2000 (SIP) √ √ √

CS 2000 (SIP_IN) √ √

CS 2000 (SIP_SSL) √ √

CS 2100 (TR/87) √ √ √ √

Avaya Messaging √

Tandberg VCS √ √ √ √

CUCM (SIP) √ √ √ √2

CUCM (JTAPI) √ √5 √ √ √

CUCM (AXL)

IBM Sametime √4

Turret
1 Avaya Aura (TR/87 with Media Server) support for TPC(v3) applies only to the Message
Drop and Message Blast service.
2 Call ID based. Call forwarded or redirected call notifications are not supported.
3 Limited operations. The startCallNotification(DN_Id), notifyCalledNumber, and
stopCallNotification operations are supported.
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Service Provider Web Services
TPC
(v2)

TPC
(v3)

TPC
Ext 2.4

Pres Msg CN
v3.2

CN
v3.8

CN
v4.0

4 Chat presence only.
5 Limited operations. The singleStepTransfer operation is not supported.
6 Requires a media server.
8 The deviceHandoff and generateDTMF operations are not supported.

Table 3: Supported web services by service provider type (part 2 of 2)

Service Provider Web Services
Audio
Call

Call
Fwd

Call
Hist

Term
Loc

MsgDB Turret
Click

to
Call

Click
to

Dial
Avaya Aura (SIP) √6 √

Avaya Aura (TR/87) √ √

Avaya Aura (TR/87 with
Media Server)

√

Avaya Aura ASAI √

Application Server 5300
(AS5300)

√6

Avaya Aura AST √

Avaya ACE (Location
Server)

√

CS 1000 (SIP) √6 √

CS 1000 (TR/87) √

CS 1000 (TR/87 with
Media Server)

√

Avaya NES Contact
Center

√ √

CS 2000 (SIP)

CS 2000 (SIP_IN) √

CS 2000 (SIP_SSL)

CS 2100 (TR/87) √

Avaya Messaging

Tandberg

CUCM (SIP)
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Service Provider Web Services
Audio
Call

Call
Fwd

Call
Hist

Term
Loc

MsgDB Turret
Click

to
Call

Click
to

Dial
CUCM (JTAPI) √ √

CUCM (AXL) √

IBM Sametime

Turret √ √
6 Requires a media server.

Tables of Avaya ACE™ supported RESTful services by
service provider type

Table 4: Supported RESTful web services by service provider type

Service Provider RESTful Web Services
Messaging Session History

Avaya Aura (SIP)

Avaya Aura (TR/87)

Avaya Aura (TR/87 with Media
Server

Avaya ACE (Location Server)

CS 1000 (SIP)

CS 1000 (TR/87)

CS 1000 (TR/87 with Media
Server)

Avaya NES Contact Center

CS 2000 (SIP)

CS 2000 (SIP_IN)

CS 2000 (SIP_SSL)

CS 2100 (TR/87)

Avaya Messaging √

Reference tables

32     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Service Provider RESTful Web Services
Messaging Session History

Tandberg VCS

CUCM (SIP)

CUCM (JTAPI)

CUCM (AXL)

IBM Sametime

Turret

Tables of Avaya ACE™ supported applications by service
provider type

This section contains the following tables:

• Table 5: Supported applications by service provider type (part 1 of 2) on page 33

• Table 6: Supported applications by service provider type (part 2 of 2) on page 34

Table 5: Supported applications by service provider type (part 1 of 2)

Service Provider Application
Lync

Integration
Sametime
Integration

Mobile Cost
Optimizer

Customer
Relationship
Management

Avaya Aura (SIP) √* √

Avaya Aura (TR/87) √ √ √ √

Avaya Aura (TR/87 with
Media Server

Avaya ACE (Location
Server)

CS 1000 (SIP) √* √

CS 1000 (TR/87) √ √ √ √

CS 1000 (TR/87 with
Media Server)

Avaya NES Contact
Center

CS 2000 (SIP)
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Service Provider Application
Lync

Integration
Sametime
Integration

Mobile Cost
Optimizer

Customer
Relationship
Management

CS 2000 (SIP_IN)

CS 2000 (SIP–SSL)

CS 2100 (TR/87) √

Avaya AS 5300

Avaya Messaging

Tandberg VCS √

CUCM (SIP) √ √

CUCM (JTAPI) √

CUCM (AXL)

IBM Sametime √

Turret

* Service availability may be restricted. For details, see Avaya Agile Communication
Environment™ — IBM Lotus Sametime Integration (NN10850–011)

Table 6: Supported applications by service provider type (part 2 of 2)

Service Provider Application
Web Browser

Add-in
Office Add-in IBM Business

Process
Manager

(Click to dial)
Avaya Aura (SIP) √ √

Avaya Aura (TR/87) √ √

Avaya Aura (TR/87 with Media
Server

Avaya ACE (Location Server)

CS 1000 (SIP) √ √

CS 1000 (TR/87) √ √

CS 1000 (TR/87 with Media
Server)

Avaya NES Contact Center

CS 2000 (SIP)

CS 2000 (SIP_IN)
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Service Provider Application
Web Browser

Add-in
Office Add-in IBM Business

Process
Manager

(Click to dial)
CS 2000 (SIP–SSL)

CS 2100 (TR/87) √ √

Avaya AS 5300

Avaya Messaging

Tandberg VCS

CUCM (SIP) √ √

CUCM (JTAPI) √ √

CUCM (AXL)

IBM Sametime

Turret

Tables of Avaya ACE™ supported applications by service provider type
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Chapter 5: Third Party Call Control (v2)

The Avaya Agile Communication Environment™ (ACE) Third Party Call Control (v2) allows an application
to initiate and manage a call between two communication endpoints. Using the Avaya ACE™ Third Party
Call Control (v2) web service API, you can create an application with click-to-call functionality to initiate a
call between any two parties connected to a call server.

See Reference tables on page 29 for the service providers for which Avaya ACE supports third party call
control (v2).

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Third Party Call Control
(v2) service.

• The calling and called translation rules are configured on Avaya ACE to associate the web service
call participants with a service provider.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on Avaya ACE, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules, see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Avaya ACE Third Party Call Control (v2) features
See the following sections for information on features provided by the Avaya ACE Third Party
Call Control (v2) web service:

• Click-to-dial support on page 37

• Prioritized call routing on page 38

• Calling line identifier support on page 38

Click-to-dial support
In typical click-to-call applications, the Avaya ACE™ application dials the calling party and waits
for the caller to answer before making a call to the called party. Click-to-dial functionality allows
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end users to make calls without the calling party having to answer their phone set for Avaya
ACE to make the call to the desired endpoint.

Avaya ACE supports click-to-dial functionality for calls placed through a CS 1000 (TR/87)
service provider and through an Avaya Aura (TR/87) service provider.

Prioritized call routing
Avaya ACE supports prioritized call routing for calls between ACE-enabled users who have
multiple contact numbers configured in their Avaya ACE user profile. Each contact entry in the
user profile has an assigned priority indicating a relative preference in the list.

The presence of a special URI format (ace:<user>) in the call setup request triggers a lookup
in the Avaya ACE user profile database for the specified user. For any contact address of type
Telephone, Avaya ACE uses the associated priority value to determine the preferred contact
number, and routes the call accordingly.

Any call participant for whom prioritized call routing is supported must exist in the Avaya ACE
user profile database. See Avaya Agile Communication Environment™ User and Security
Administration (NN10850-010) for information on Avaya ACE user management.

Calling line identifier support
The Avaya ACE™ Third Party Call Control (v2) web service supports a default calling line
identifier (CLI) for SIP calls.

In their Avaya ACE user profile, users can make a telephone contact the default CLI. In this
case, when the calling party URI provided in the makeCall request is the Avaya ACE URI
(ace:<user>), regardless of the device the calling party uses to make the call through Avaya
ACE, Third Party Call Control (v2) presents the contact information associated with the default
CLI, to the called party.

Third Party Call Control (v2) WSDL location
All Avaya ACE™ web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

For the Third Party Call Control (v2) web service, ensure you have the following WSDL (*.wsdl)
and schema files (*.xsd) in the same folder in your local directory:

• parlayx_third_party_call_service_2.3.wsdl

• parlayx_third_party_call_interface_2.3.wsdl
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• parlayx_third_party_call_types_2.3.xsd

• parlayx_common_faults_2.0.wsdl

• parlayx_common_types_2.1.xsd

Third Party Call Control (v2) service endpoint
When configuring your web service client to invoke the Third Party Call Control (v2) web
service, set the SOAP message service endpoint to the one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ThirdPartyCall

• https://<ace server>:9443/RaptorWeb/services/ThirdPartyCall (for secure
communication with Avaya ACE™)

where <ace server> is the IP address of the Avaya ACE server hosting the web service.

Third Party Call Control (v2) call flow
The following figure shows the call flow for the Third Party Call Control (v2) web service on
Avaya ACE, using prioritized call routing.

Third Party Call Control (v2) service endpoint
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Third Party Call Control (v2) WSDL definition
The Third Party Call Control (v2) API is based on the Parlay X Web Services standard (version
2.1), as defined in ETSI ES 202 391-2.

The Third Party Call Control (v2) interface on Avaya ACE™ supports the following operations:

• cancelCall on page 40

• endCall on page 42

• getCallInformation on page 44

• makeCall on page 46

cancelCall
The cancelCall operation prevents a call in progress, from being established. The cancel
request must contain a valid call identifier (returned in response to the makeCall operation).
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If the call has already started (that is, if the called party has answered), the cancelCall
operation has no effect.

Navigation

• Request parameters on page 41
• Response on page 41
• Fault codes on page 41
• Notes on usage on page 41

Request parameters

The cancelCall operation takes the following parameter:

Parameter Description
callIdentifier Unique identifier returned by the makeCall operation.

Notes on usage

None.

Response

If the cancelCall operation is successful, Avaya ACE does not establish the call. The response
message returned is empty.

Fault codes

If the cancelCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the cancelCall operation:

• 10000

• 10001

• 10002

• 10004

• 10008
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Fault code Description

• 10009

• 10010

• 10020

• 10021

• 10025

• 10027

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more information,
see Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the
cancelCall request. The message specifies the parameter(s)
containing invalid input.

SVC0260: Call already
connected <%1>.

Indicates that the call is already established (and therefore
cannot be cancelled).

endCall
The endCall operation terminates an existing call. The termination request must contain a valid
call identifier (returned in response to the makeCall operation).

Navigation

• Request parameters on page 42
• Response on page 43
• Fault codes on page 43
• Notes on usage on page 43

Request parameters

The endCall operation takes the following parameter:

Parameter Description
callIdentifier Unique identifier returned by the makeCall operation.
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Notes on usage

None

Response

If the endCall operation is successful, Avaya ACE terminates the call. The response message
returned is empty.

Fault codes

If the endCall operation is unsuccessful, Avaya ACE™ returns one of the following fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the endCall operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10020

• 10025

• 10027

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more information, see
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0261: Call already
terminated <%1>.

Indicates that the call has already ended.
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getCallInformation
The getCallInformation operation retrieves the status of a requested call. The request for
information must contain a valid call identifier (returned in response to the makeCall
operation).

Navigation

• Request parameters on page 44
• Response on page 44
• Fault codes on page 45
• Notes on usage on page 44

Request parameters

The getCallInformation operation takes the following parameter:

Parameter Description
callIdentifier Unique identifier returned by the makeCall operation.

Notes on usage

Call information is available for 30 seconds after the call has ended.

For calls routed through the Avaya AS 5300:

• call information is available for 30 seconds after the call has been answered

• Avaya ACE always returns a call status of callConnected after the call has been
successfully established (even after the call has ended)

• Avaya ACE always returns a duration value of 0 seconds

Response

If the getCallInformation operation is successful, Avaya ACE returns a response message
that contains the following information about the specified call:

Parameter Description
callStatus Status of the call. Possible values are:
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Parameter Description

• callInitial (call is in progress)

• callConnected (call is active)

• callTerminated (call has ended)

startTime The date and time the call began. This parameter is only
returned if the call was established successfully.

duration The duration of the call, in seconds. This parameter is only
relevant if callStatus is callTerminated.

termination Cause The cause of the termination of the call. This parameter is only
relevant if callStatus is callTerminated.
Possible values are:

• CallingPartyNoAnswer

• CalledPartyNoAnswer

• CallingPartyBusy

• CalledPartyBusy

• CallingPartyNotReachable

• CalledPartyNotReachable

• CallHangUp

• CallAborted

Fault codes

If the getCallInformation operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the getCallInformation operation:

• 10001

• 10020

• 10021

• 10025

• 10026

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Fault code Description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

makeCall
The makeCall operation sends a request to the web service interface to initiate a voice call
between two specified endpoints. The request must include the originating URI and the
endpoint URI.

Navigation

• Request parameters on page 46
• Response on page 47
• Fault codes on page 47
• Notes on usage on page 47

Request parameters

The makeCall operation takes the following parameters:

Parameter Description
callingParty Address of the endpoint initiating the call. Avaya ACE supports

the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

calledParty Address of the endpoint receiving the call. Avaya ACE supports
the same URI formats as noted above.

charging
(optional parameter)

Charge to apply to the call session.
This parameter is not enforced in Avaya ACE.

reference
(optional parameter)

A client application can subscribe for call notifications for a
particular call using this parameter in the make call request. The
call notification subscription is terminated when the call is
terminated. For more information on the reference parameter
and its sub tags, see Reference parameter description on
page 143
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Parameter Description

 Note:
You can use the reference parameter to receive notify call
events such as calledNumber, Answer and Disconnected in a
Third Party Call(v2) makeCall operation.

Notes on usage

If the makeCall operation contains a URI of type ace:<user>, the specified user name must
match a user configured in the Avaya ACE user profile database.

Avaya ACE supports the charging parameter for the makeCall operation, but does not enforce
charging.

Response

If the makeCall operation is successful, Avaya ACE returns a call identifier that can be used
to identify the call.

Fault codes

If the makeCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE will return any of the following error codes with
the makeCall operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10017

• 10020

• 10021
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Fault code Description

• 10022

• 10024

• 10025

• 10026

• 10028

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avay ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

Third Party Call Control (v2)

48     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Chapter 6: Third Party Call Control (v3)

The Avaya Agile Communication Environment™ (ACE) Third Party Call Control (v3) service allows an
application to initiate and manage a call between multiple endpoints. Using the Avaya ACE Third Party
Call Control (v3) API, you can create an application that invokes a click-to-call web service on Avaya ACE
to initiate a call between multiple parties through a call server. You can also initiate a call with only a single
party, for example, to play an audio message to a call participant using the Audio Call web service.

See Reference tables on page 29 for the service providers for which Avaya ACE supports Third Party Call
Control (v3).

In addition, you must use the Avaya Media Server to anchor call sessions and to host any media treatments
added to the call.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on ACE with a group type of user or

higher, and with the appropriate access control rules configured for the Third Party Call Control (v3)
service.

• The calling party translation rules are configured that associate the call participants that will be the
focus of a web service request with a service provider.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Avaya ACE Third Party Call Control (v3) features
See the following sections for information on features provided by the Avaya ACE Third Party
Call Control (v3) web service:

• Multi-party calling on page 50

• Audio Call support on page 50

• Click-to-dial support on page 50

• Prioritized call routing on page 51

• Calling line identifier support on page 51
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Multi-party calling
The Avaya ACE Third Party Call Control (v3) web service provides multi-party calling
capabilities, such as adding or removing a call participant from an existing call, or transferring
a call participant from one call session to another. Multi-party calling also allows you to insert
an audio treatment into a call using the Audio Call web service.

 Important:
For calls involving more that two participants, you initiate the call using the
makeCallSession operation and then use the addCallParticipant operation to add
additional participants to the ongoing call.

To enable this capability, the Use Media Server option must be enabled on the service provider
that is providing call control functions for the web service. See Avaya Agile Communication
Environment™ Service Provider Administration (NN10850-005) for more information on service
provider configuration.

Audio Call support
You can use Third Party Call Control (v3) in conjunction with the Audio Call web service to set
up a call session and play an audio message to one or more call participants. For information
on the Audio Call web service, see Audio Call on page 221.

Click-to-dial support
In typical click-to-call applications, the Avaya ACE™ application dials the first call participant
and waits for the participant to answer before putting the call through to any other call
participants. Click-to-dial functionality allows end users to make calls without having to answer
their phone set (or soft client) for Avaya ACE to place the call to the desired endpoint.

ACE supports click-to-dial functionality for Third Party Call Control (v3) web service requests
placed using the following service providers: CS 1000 (TR/87 with Media Server ) and Avaya
Aura (TR/87 with Media Server).

Avaya ACE supports the following Third Party Call Control (v3) operations for click-to-dial calls:

• makeCallSession

• getCallSessionInformation

• getCallParticipantInformation

• endCallSession
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Prioritized call routing
Avaya ACE supports prioritized call routing for calls between ACE-enabled users who have
multiple contact numbers configured in their Avaya ACE user profile. Each contact entry in the
user profile has an assigned priority indicating a relative preference.

The presence of a special URI format (ace:<user>) in the call setup request triggers a lookup
in the Avaya ACE user profile database for the specified user. For any contact address of type
Telephone, Avaya ACE uses the associated priority value to determine the preferred contact
number and routes the call accordingly.

Any call participant for whom prioritized call routing is supported must exist in the Avaya ACE
user profile database. See Avaya Agile Communication Environment™ User and Security
Administration (NN10850-010) for information on Avaya ACE user management.

Calling line identifier support
The Avaya ACE™ Third Party Call Control (v3) web service supports default and custom calling
line identifiers (CLI) for SIP calls.

In their Avaya ACE user profile, users can make a telephone contact the default CLI. In this
case, when the calling party URI provided in the makeCallSession request is the ace URI
(ace:<user>), regardless of the device the calling party uses to make the call through Avaya
ACE, Third Party Call Control (v3) presents the contact information associated with the default
CLI to the called party.

ACE-enabled users can also select an alternative CLI from the contact information in their user
profile and include this CLI as the callingParticipantName in the makeCallSession request.
In this way, users can control which CLI Third Party Call Control (v3) presents to the called
party on a per call basis.

Third Party Call Control (v3) WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the third party call control (v3) web service, ensure you have the following WSDL (*.wsdl)
and schema files (*.xsd) in the same folder in your local directory:

• parlayx_third_party_call_service_3.4.wsdl

• parlayx_third_party_call_interface_3.4.wsdl
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• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Third Party Call Control (v3) service endpoint
When configuring your web service client to invoke the Third Party Call Control (v3) web
service, set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ThirdPartyCall

• https://<ace server>:9443/RaptorWeb/services/ThirdPartyCall (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Third Party Call Control (v3) call flow
The following figure shows the call flow for the Third Party Call Control (v3) web service on
Avaya ACE, using prioritized routing.
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Third Party Call Control (v3) WSDL definition
The Third Party Call Control (v3) API is based on the Parlay X Web Services standard (version
3.0), as defined in ETSI ES 202 504-2.

The Third Party Call Control (v3) web service supports the following operations:

• addCallParticipant on page 54

• deleteCallParticipant on page 56
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• endCallSession on page 57

• getCallParticipantInformation on page 59

• getCallSessionInformation on page 62

• makeCallSession on page 64

• transferCallParticipant on page 67

addCallParticipant
The addCallParticipant operation requests the addition of a party to an ongoing call. The
request must contain a valid call identifier and the URI of the participant to be added to the
call.

Navigation

• Request parameters on page 54
• Response on page 55
• Fault codes on page 55
• Notes on usage on page 54

Request parameters

The addCallParticipant operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies an ongoing call.

callParticipant Address of the participant to be added to the existing call.
Avaya ACE supports the following formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing)

Notes on usage

The addCallParticipant operation is not supported for any calls established through the CS
1000 TR87 (with Media Server) service provider (that is, any calls established through a click-
to-dial application).
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Response

If the addCallParticipant operation is successful, Avaya ACE adds the specified party to the
call. The response message returned is empty.

Fault codes

If the addCallParticipant operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an ACE service exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
addCallParticipant operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10017

• 10020

• 10024

• 10025

• 10029

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.
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deleteCallParticipant
The deleteCallParticipant operation requests the removal of a party from an ongoing call.
The request must contain a valid call identifier and the URI of the participant to be removed
from the call.

Navigation

• Request parameters on page 56
• Response on page 56
• Fault codes on page 57
• Notes on usage on page 56

Request parameters

The deleteCallParticipant operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies the call session from which the
participant is being removed.

callParticipant Address of the participant to be deleted from the specified
call session. Avaya ACE supports the following URI
formats:

• tel:<phone_num>

• sip:<sip_address>

Notes on usage

The deleteCallParticipant operation is not supported for any calls established through the
CS 1000 TR87 (with Media Server) service provider (that is, any calls established through a
click-to-dial application).

Response

If the deleteCallParticipant operation is successful, Avaya ACE removes the call participant
from the call session. The response message returned is empty.
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Fault codes

If the deleteCallParticipant operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the deleteCallParticipant operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10020

• 10025

• 10030

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.

endCallSession
The endCallSession operation terminates an existing call. The termination request must
contain a valid call identifier.
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Navigation

• Request parameters on page 58
• Response on page 58
• Fault codes on page 58
• Notes on usage on page 58

Request parameters

The endCallSession operation takes the following parameter:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies the call session.

Notes on usage

None.

Response

If the endCallSession operation is successful, Avaya ACE terminates the call. The response
message returned is empty.

Fault codes

If the endCallSession operation is unsuccessful, ACE returns one of the following fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. ACE may return any of the following error codes
with the endCallSession operation:

• 10000

• 10001

• 10004

• 10008

• 10009

• 10010
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Fault code Description

• 10020

• 10025

• 10026

• 10027

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each ACE
error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more
information, see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the
request, and specifies the parameter containing invalid
input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.

getCallParticipantInformation
The getCallParticipantInformation operation retrieves the status of a call participant in an
ongoing call session. The request must contain a valid call identifier and the URI of the call
participant whose status is being queried.

Navigation

• Request parameters on page 59
• Response on page 60
• Fault codes on page 61
• Notes on usage on page 60

Request parameters

The getCallParticipantInformation operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies the call session to which the
participant is currently a party.

callParticipant Address of the participant whose status is being queried.
Avaya ACE supports the following URI formats:
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Parameter Description

• tel:<phone_num>

• sip:<sip_address>

Notes on usage

Call participant information is only available for 30 seconds after the participant's involvement
in the call has ended.

Response

If the getCallParticipantInformation operation is successful, Avaya ACE returns a response
message that contains the following information about the specified call participant:

Parameter Description
callParticipantInformation Information related to the call participant or participants

within the call session. This parameter includes several
sub-parameters, as follows:

• callParticipantIdentifier

• callParticipantStatus

• callParticipantStartTime

• callParticipantDuration

• callParticipantTerminationCause

callParticipantIdentifer URI of the participant whose status was queried. The value
can be a SIP address (for example sip:jdoe@abc.com) or
a telephone number (for example, tel:5555).

callParticipantStatus Status of the call participant. Possible values are:

• callParticipantInitial (call to the participant is in progress)

• callParticipantConnected (participant is active in the call)

• callParticipantTerminated (call to the participant has
ended)

callParticipantStartTime The date and time when the participant was added to the
call. This parameter is only returned if the call was
established successfully to the participant (that is, if call
participant status is not callParticipantInitial).

callParticipantDuration The duration (in seconds) of the participant's involvement
in the call. This parameter is only relevant if the participant
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Parameter Description
is no longer in the call (that is, if call participant status is
callParticipantTerminated).

callParticipantTerminationCau
se

The cause of the participant's removal from the call. This
parameter is only relevant if the participant is no longer in
the call (that is, if call participant status is
callParticipantTerminated). Possible values are:

• CallParticipantNoAnswer

• CallParticipantBusy

• CallParticipantNotReachable

• CallParticipantHangUp

• CallParticipantAborted

Fault codes

If the getCallParticipantInformation operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following
error codes with the getCallParticipantInformation
operation:

• 10001

• 10025

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more
information, see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the
request, and specifies the parameter(s) containing invalid
input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.
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getCallSessionInformation
The getCallSessionInformation operation retrieves the status of a requested call, including
call participant information. The request for information must contain a valid call identifier.

Navigation

• Request parameters on page 62
• Response on page 62
• Fault codes on page 63
• Notes on usage on page 62

Request parameters

The getCallSessionInformation operation takes the following parameter:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies the call session being queried.

Notes on usage

Call session information is available for 30 seconds after the call has ended (that is, when all
participants on the call are disconnected from the call session).

Response

If the getCallSessionInformation operation is successful, Avaya ACE returns a response
message that contains the following information about the specified call:

Parameter Description
callSessionIdentifier Unique identifier (returned by the makeCallSession

operation) that identifies the call session.

callParticipantInformation Information related to an individual participant (or set of call
participants) within the call session. This parameter
includes the following sub-parameters:

• callParticipantIdentifier

• callParticipantStatus

• callParticipantStartTime
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Parameter Description

• callParticipantDuration

• callParticipantTerminationCause

callParticipantIdentifier URI of the participant whose status was queried. The value
can be a SIP address (for example sip:jdoe@abc.com) or
a telephone number (for example, tel:5555).

callParticipantStatus Status of the call participant. Possible values are:

• callParticipantInitial (call is in progress to the participant)

• callParticipantConnected (participant is active in the call)

• callParticipantTerminated (call to the participant has
ended)

callParticipantStartTime The date and time when the call participant was added to
the call. This parameter is only returned if the call to the
participant was established successfully (that is, if call
participant status is not callParticipantInitial).

callParticipantDuration The duration (in seconds) of the participant's involvement
in the call. This parameter is only relevant if the participant
is no longer in the call (that is, if call participant status is
callParticipantTerminated).

callParticipantTerminationCau
se

The cause of the call participant's termination from the call.
This parameter is only relevant if the participant is no
longer in the call (that is, if call participant status is
callParticipantTerminated). Possible values are:

• CallParticipantNoAnswer

• CallParticipantBusy

• CallParticipantNotReachable

• CallParticipantHangUp

• CallParticipantAborted

Fault codes

If the getCallSessionInformation operation is unsuccessful, the Avaya ACE™ returns one of
the following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the getCallSessionInformation operation:
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Fault code Description

• 10001

• 10025

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.

makeCallSession
The makeCallSession operation sends a request to the web service interface to initiate a
call.

Navigation

• Request parameters on page 64
• Response on page 66
• Fault codes on page 67
• Notes on usage on page 66

Request parameters

The makeCallSession operation takes the following parameters:

Parameter Description
callParticipants Address of the first call participant, and if provided, the

second participant involved in the call. Avaya ACE supports
the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI
support)
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Parameter Description
Avaya ACE supports telephone URI (sip: and tel:) using
E.123 format. When found in a URI, ACE normalizes the
following characters using percent encoding. Reserved
characters are: "+" / space / "(" / ")" / ";" / ":" / "," / "@" / "="
Unreserved characters: "-" / "." / "_" / "~"
For the forward slash character (/), if there are spaces
before and after the forward slash, then only the string
before the slash will be kept. The string after the slash will
be discarded up to the @ character, if it exists.
For example, if the number is "1234 / 4567", the digits 1234
are delivered for dialling. This is because the "/" separates
primary and secondary DNs and Avaya ACE can currently
only dial 1 DN (the primary).

callingParticipantName Name of the caller, that is, the name on whose behalf the
call session is being established. Avaya ACE supports the
following formats:

• any string. If the call is a SIP call, the
callingParticipantName value overrides the display
name.

• tel:<phone_num> (for alternative CLI handling). If the
ACE URI is provided in callingParticipants, displays the
full name of the ACE user and displays the alternative CLI
as the calling display number.

• sip:<sip_address> (for alternative CLI handling). If ACE
URI is provided in callingParticipants, displays the full
name of the ACE user and displays the alternative CLI as
the calling display number.

• ace:<user_name> (for default CLI handling). If provided,
displays the full name of the ACE user if default CLI is
enabled.

• ace:<user_name>;tel:<phone_num> (for alternative
CLI handling). If provided, displays the full name of the
ACE user and displays the alternative CLI as the calling
display number.

• ace:<user_name>;sip:<phone_num> (for alternative
CLI handling). If provided, displays the full name of the
ACE user and displays the alternative CLI as the calling
display number.

Avaya ACE supports CLI manipulation of any URI supplied
in one of the above formats.
Avaya ACE supports the following special characters in the
callingParticipantName: * _ - + . ' ~. ACE ignores all other
non-alphanumeric characters.
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Parameter Description
An end user sees a display name of "Anonymous" if a "given
name" or "surname" or both are not found in the user's
profile.
An end user sees "Anonymous" as both the display name
and display number if an error related to the
callingParticipantName has occurred.

charging
(optional parameter)

Charge to apply to the call session.
This parameter is not supported in the current release of
Avaya ACE.

mediaInfo
(optional parameter)

One or more media types for the call, to be applied to
participants in the call session.
This parameter is not supported in the current release of
Avaya ACE

reference
(optional parameter)

A client application can subscribe for call notifications for a
particular call using this parameter in the makeCallSession
request. The call notification subscription is terminated
when the call is terminated. For more information on the
reference parameter and its sub tags, see Reference
parameter description on page 143

 Note:
You can use the reference parameter to receive
participant events such as callParticipantInitial,
callParticipantConnected, and callParticipantTerminated
in a Third Party Call(v3) makeCallSession operation.

Notes on usage

• The changeMediaNotAllowed parameter is not supported.

• If the makeCallSession operation contains a URI of type ace:<user_name> the
specified user name must match a user configured in the Avaya ACE user profile
database.

• The URI specified as the callParticipants is case sensitive. ForAvaya ACE to route the
call request to the appropriate service provider, the domain part of the URI must match
exactly the domain specified in the service provider rule configured for the calling party
on ACE.

Response

If the makeCallSession operation is successful, Avaya ACE returns a call identifier that can
be used to identify the call session.
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Fault codes

If the makeCallSession operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the makeCallSession operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10017

• 10024

• 10028

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

transferCallParticipant
The transferCallParticipant operation enables the transfer of a call participant from one ongoing
call session to another call session. The transfer request must contain a valid call identifier for
both the source call session and the destination call session, as well as the URI for the party
being transferred.

Navigation

• Request parameters on page 68

• Response on page 68
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• Fault codes on page 68

• Notes on usage on page 68

Request parameters

The transferCallParticipant operation takes the following parameters:

Parameter Description
destinationCallSessionIdentifie
r

Unique identifier (returned by the makeCallSession
operation) that identifies the call session to which the
participant is to be transferred.

sourceCallSessionIdentifier Unique identifier (returned by the makeCallSession
operation) that identifies the call session from which the
participant is to be transferred.

callParticipant Address of the participant to be transferred from one call
session to another. Avaya ACE supports the following
formats:

• tel:<phone_num>

• sip:<sip_address>

Notes on usage

The transferCallParticipant operation is not supported for any calls established through
the CS 1000 TR87 (with Media Server) service provider (that is, any calls established through
a click-to-dial application).

The transferCallParticipant operation is not supported to a second service provider.

Response

If the transferCallParticipant operation is successful, Avaya ACE adds the call participant to
the destination call session, and removes the participant from the source call session. The
response message returned is empty.

Fault codes

If the transferCallParticipant operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:
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Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the transferCallParticipant operation:

• 10000

• 10001

• 10002

• 10004

• 10008

• 10009

• 10010

• 10020

• 10025

• 10026

• 10029

• 10030

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request
and specifies the parameter(s) containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.
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Chapter 7: Third Party Call Extensions
(v2.0)

TheAvaya Agile Communication Environment™ (ACE) Third Party Call Extensions (v2.0) web service is
Avaya's extension of the Third Party Call Control (v2) web service that allows an application to perform
call control functions.

The Avaya ACE™ Third Party Call Extensions web service supports Third Party Call Control (v2) call
sessions.

 Important:
The Third Party Call Extensions (v2.0) web service has been deprecated. It is replaced by Third Party
Call Extensions (v2.4). See Third Party Call Extensions (v2.4) on page 105.

Until further notice, existing customers using Third Party Call Extensions (v2.0) will continue to be
supported. In a future release, the Third Party Call Extensions (v2.0) WSDL will be removed from the
ACE software.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on ACE with a group type of user or

higher, and with the appropriate access control rules configured for the Third Party Call Control (v2)
web service.

• The Calling party translation rules are appropriately configured for Uniform Resource Identifiers (URI)
that are associated with web service requests to specific service providers.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on Avaya ACE, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For more information on translation rules on Avaya ACE, see Avaya Agile Communication Environment™
Service Provider Administration, (NN10850-005).

Navigation

• Call Notification WSDL location on page 149
• Third Party Call Extensions (v2.0) service endpoint on page 72
• Third Party Call Extensions (v2.0) WSDL definition on page 72
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Third Party Call Extensions (v2.0) WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the Third Party Call Extensions (v2.0) web service, ensure you have the following WSDL
(*.wsdl) and schema files (*.xsd) in the same folder in your local directory:

• third_party_call_extensions_interface_2_0.wsdl

• third_party_call_extensions_service_2_0.wsdl

• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd

Third Party Call Extensions (v2.0) service endpoint
When you configure your web service client to invoke the Third Party Call Extensions (v2.0)
web service, set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ThirdPartyCall

• https://<ace server>:9443/RaptorWeb/services/ThirdPartyCall (for secure
communication with Avaya ACE)

where<ace server> is the IP address of the ACE server hosting the web service.

Third Party Call Extensions (v2.0) WSDL definition
The Third Party Call Extensions (v2.0) interface on Avaya ACE supports the following
operations:

• answerCall on page 73

• consultationCall on page 75

• consultationComplete on page 77

• holdCall on page 79

• redirectCall on page 80
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• retrieveCall on page 82

• singleStepTransfer on page 84

 Important:
User agents must be in an established computer telephony integration (CTI) session to be
able to process Third Party Call Extensions operations.

answerCall
The answerCall operation directs ACE to answer a call on behalf of the called device. The
alerting device is placed off-hook.

Navigation

• Request parameters on page 73
• Response on page 74
• Fault codes on page 74
• Notes on usage on page 73

Request parameters

The answerCall operation accepts the following parameters:

Parameter Description
callIdentifier Unique identifier that identifies the call session.

deviceAddress Address (URI) of the called device. The URI must be of the format
supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.
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Response

If the answerCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the answerCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an ACE service exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
answerCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 18013

• 10026

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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consultationCall
The consultationCall operation directs ACE to place an existing call on hold and make a
consultation call to another device.

Navigation

• Request parameters on page 75
• Response on page 76
• Fault codes on page 76
• Notes on usage on page 75

Request parameters

The consultationCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the existing call that must be placed on hold.

deviceAddress Address (URI) of the device making the consultation call. The URI
must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultationAddress Address (URI) of the device to which the consultation call is made.
The URI must be of the format supported by Avaya ACE (as
mentioned above).

consultOptions
(optional parameter)

Purpose of the consultation call. The default value is
transferOnly.
This value must match the consultOption value provided when
making the consultation call.

Notes on usage

In the current release of Avaya ACE, you cannot make multiple consultation calls on a same
call. For example, if A and B are on a call, A makes a consultation call to C, B tries to make a
consultation call to D. The consultationComplete operation will fail.
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Response

If the consultationCall operation is successful, Avaya ACE sends a response message. The
response contains the unique identifier of the new call made to the consultation address
(URI).

Fault codes

If the consultationCall operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the consultationCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each ACE
error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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consultationComplete
The consultationComplete operation directs ACE to complete an earlier consultation by
either transferring the original held party to the consulted party or by joining the parties into a
conference.

Navigation

• Request parameters on page 77
• Response on page 78
• Fault codes on page 78
• Notes on usage on page 77

Request parameters

The consultationComplete operation takes the following parameters:

Parameter Description
heldCallIdentifier Unique identifier of the call placed on hold when making the

consultation call.

consultationCallIdentifi
er

Unique identifier of the consultation call.

deviceAddress Address (URI) of the device to which the consultation call was
made. The URI must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultOptions
(optional parameter)

Purpose of the consultation call. The default value is
transferOnly.
This value must match the consultOption value provided when
making the consultation call.

Notes on usage

A consultationComplete operation can be performed only if the consult controller is active
on the consultationCall. You cannot perform a consultationComplete operation on
a call that is on hold. For example, Party A calls Party B, Party B puts Party A on Hold and
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performs a consultationCall to Party C. In this scenario, a consultationComplete
operation can be performed only if Party B is active on the consultationCall.

Response

If the consultationComplete operation is successful, Avaya ACE sends a response message.
The response message returned is empty.

Fault codes

If the consultationComplete operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an ACE service exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
consultationComplete operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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holdCall
The holdCall operation directs ACE to hold the call at the device identified by the device
address (URI).

• Request parameters on page 79

• Response on page 79

• Fault codes on page 79

• Notes on usage on page 79

Request parameters

The holdCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device to be placed on hold. The URI must
be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the holdCall operation is successful, Avaya ACE sends a response message. The response
message returned is empty.

Fault codes

If the holdCall operation is unsuccessful, Avaya ACE™ returns one of the following fault codes:
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Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the holdCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

redirectCall
The redirectCall operation allows Avaya ACE to redirect a call to the provided alternate
address. The alerting device stops alerting and the caller is redirected to the provided address
(URI).

Navigation

• Request parameters on page 81
• Response on page 81
• Fault codes on page 81
• Notes on usage on page 81
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Request parameters

The redirectCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device redirecting the call. The URI must be
of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

destinationAddress Address (URI) of the device to which the call must be redirected.
The URI must be of the format supported by Avaya ACE. Avaya
ACE supports the URI formats as noted above.

Notes on usage

redirectCall works only when the redirecting device or destination device is reachable.

Response

If the redirectCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the redirectCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the redirectCall operation:

• 10000

• 10001

• 10002

• 10004
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Fault code Description

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the ACE GUI or obtain a
version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

retrieveCall
The retrieveCall operation directs Avaya ACE to retrieve the held call at the device identified
by the provided address (URI).

Navigation

• Request parameters on page 82
• Response on page 83
• Fault codes on page 83
• Notes on usage on page 83

Request parameters

The retrieveCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.
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Parameter Description
deviceAddress Address (URI) of the destination device. The URI must be of the

format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the retrieveCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the retrieveCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the retrieveCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023
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Fault code Description

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

singleStepTransfer
The singleStepTransfer operation directs Avaya ACE to transfer an existing call to another
device. Avaya ACE performs this transfer in a single step without placing the call on hold before
transferring the call.

Navigation

• Request parameters on page 84
• Response on page 85
• Fault codes on page 85
• Notes on usage on page 85

Request parameters

The singleStepTransfer operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the transferring device. The URI must be of the
format supported by Avaya ACE.
ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)
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Parameter Description
transferTo Address (URI) of the destination device to which the call must

be transferred. The URI must be of the format that Avaya ACE
supports (as mentioned above).

Notes on usage

The singleStepTransfer operation is not supported to a second service provider.

In a singleStepTransfer operation, if the called party is busy, Avaya ACE throws a generic
SVC0001-10004 error.

Response

If the singleStepTransfer operation is successful, Avaya ACE sends a response message.
The response message returned is empty.

Fault codes

If the singleStepTransfer operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Fault code Description
SVC0001: A service error occurred. Error
code is <code>.

Indicates an ACE service exception,
identified by an error code. ACE may return
any of the following error codes with the
singleStepTransfer operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026
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Fault code Description

• 10031

• 10032

See the Error Messages Reference for
details on each ACE error code.

SVC0002: Invalid input for message part <
%1>.

Indicates an error in the information
submitted with the request, and specifies the
parameter(s) containing invalid input.
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Chapter 8: Third Party Call Extensions
(v2.3)

The Avaya Agile Communication Environment™ (ACE) Third Party Call Extensions (v2.3) web service is
Avaya's extension of the Third Party Call Control (v2) web service that allows an application to perform
call control functions.

The Avaya ACE™ Third Party Call Extensions (v2.3) web service supports Third Party Call Control (v2)
call sessions.

 Important:
The Third Party Call Extensions (v2.3) web service has been deprecated. It is replaced by Third Party
Call Extensions (v2.4). See Third Party Call Extensions (v2.4) on page 105.

Until further notice, existing customers using Third Party Call Extensions (v2.3) will continue to be
supported. In a future release, the Third Party Call Extensions (v2.3) WSDL will be removed from the
ACE software.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Third Party Call Control
(v2) web service.

• The Calling party translation rules are appropriately configured for Uniform Resource Identifiers (URI)
that are associated with web service requests to specific service providers.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on Avaya ACE, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For more information on translation rules on Avaya ACE, see Avaya Agile Communication Environment™
Service Provider Administration (NN10850-005).

Navigation

• Third Party Call Extensions (v2.3) WSDL location on page 88
• Third Party Call Extensions (v2.3) service endpoint on page 88
• Third Party Call Extensions (v2.3) WSDL definition on page 88
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Third Party Call Extensions (v2.3) WSDL location
All Avaya ACE web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

For the Third Party Call Extensions (v2.3) web service, ensure that you have the following
WSDL (*.wsdl) and schema files (*.xsd) in the same folder in your local directory:

• third_party_call_extensions_interface_2_3.wsdl

• third_party_call_extensions_service_2_3.wsdl

• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd

Third Party Call Extensions (v2.3) service endpoint
When you configure your web service client to invoke the Third Party Call Extensions (v2.3)
web service, set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ThirdPartyCall

• https://<ace server>:9443/RaptorWeb/services/ThirdPartyCall (for secure
communication with Avaya ACE)

where<ace server> is the IP address of the Avaya ACE server hosting the web service.

Third Party Call Extensions (v2.3) WSDL definition
The Third Party Call Extension interface on Avaya ACE supports the following operations:

• answerCall on page 89

• consultationCall on page 91

• consultationComplete on page 93

• generateDTMF on page 95

• holdCall on page 97

• redirectCall on page 99
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• retrieveCall on page 101

• singleStepTransfer on page 84

 Important:
User agents must be in an established computer telephony integration (CTI) session to be
able to process Third Party Call Extensions operations.

answerCall
The answerCall operation directs Avaya ACE to answer a call on behalf of the called device.
The alerting device is placed off-hook.

Navigation

• Request parameters on page 89
• Response on page 90
• Fault codes on page 90
• Notes on usage on page 89

Request parameters

The answerCall operation accepts the following parameters:

Parameter Description
callIdentifier Unique identifier that identifies the call session.

deviceAddress Address (URI) of the called device. The URI must be of the format
supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.
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Response

If the answerCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the answerCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the answerCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 18013

• 10026

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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consultationCall
The consultationCall operation directs Avaya ACE to place an existing call on hold and make
a consultation call to another device.

Navigation

• Request parameters on page 91
• Response on page 92
• Fault codes on page 92
• Notes on usage on page 91

Request parameters

The consultationCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the existing call that must be placed on hold.

deviceAddress Address (URI) of the device making the consultation call. The URI
must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultationAddress Address (URI) of the device to which the consultation call is made.
The URI must be of the format supported by Avaya ACE (as
mentioned above).

consultOptions
(optional parameter)

Purpose of the consultation call.
It can take the following values:

• transferOnly

• conferenceOnly

The default value is transferOnly

Notes on usage

In the current release of Avaya ACE, you cannot make multiple consultation calls on a same
call. For example, if A and B are on a call, A makes a consultation call to C, B tries to make a
consultation call to D. The consultationComplete operation will fail.
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Response

If the consultationCall operation is successful, Avaya ACE sends a response message. The
response contains the unique identifier of the new call made to the consultation address
(URI).

Fault codes

If the consultationCall operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the consultationCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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consultationComplete
The consultationComplete operation directs Avaya ACE to complete an earlier consultation
by either transferring the original held party to the consulted party or by joining the parties into
a conference.

Navigation

• Request parameters on page 93
• Response on page 94
• Fault codes on page 94
• Notes on usage on page 93

Request parameters

The consultationComplete operation takes the following parameters:

Parameter Description
heldCallIdentifier Unique identifier of the call placed on hold when making the

consultation call.

consultationCallIdentifi
er

Unique identifier of the consultation call.

deviceAddress Address (URI) of the device to which the consultation call was
made. The URI must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultOptions
(optional parameter)

Purpose of the consultation call.
It can take the following values:

• transferOnly

• conferenceOnly

• consultCancel

Notes on usage

For a consultationComplete operation, the default consult option is transferOnly. If a
consult option is not specified in the request, the consultOption takes the default value.
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If the consultOption parameter has the value conferenceOnly in the consultationCall
request, the consultOption parameter of the consultationComplete operation must be
either conferenceOnly or consultCancel. If this rule is not followed, you will get a
SVC0001 service error.

If the consultOption parameter has the value transferOnly in the consultationCall
request, the consultOption parameter of the consultationComplete operation must be
either transferOnly or consultCancel. If this rule is not followed, you will get a SVC0001
service error.

A consultationComplete operation can be performed only on calls that are in answered
state.

For example, Party A calls Party B, Party B answers. Party B does a consulationCall to
Party C. Party C is ringing. Party A does a consulationCall to Party D. Party D is ringing.
Party A does a consultationComplete and forms a call with active A, held B, ringing D.
Now Party B tries to do a consultationComplete. The consultationComplete
operation fails because neither call is in an answered state.

A consultationComplete operation can be performed only if the consult controller is active
on the consultationCall.

For example, Party A calls Party B, Party B puts Party A on Hold and performs a
consultationCall to Party C. In this scenario, a consultationComplete operation can
be performed only if Party B is active on the consultationCall.

Response

If the consultationComplete operation is successful, Avaya ACE sends a response message.
The response message returned is empty.

Fault codes

If the consultationComplete operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the consultationComplete operation:

• 10000

• 10001

• 10002

• 10004
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Fault code Description

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

generateDTMF
The generateDTMF operation directs Avaya ACE to generate Dual Tone Multi-Frequency
(DTMF) digits into a specified call.

Navigation

• Request parameters on page 95
• Response on page 96
• Fault codes on page 96
• Notes on usage on page 96

Request parameters

The generateDTMF operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device receiving the DTMF digits.
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Parameter Description
DTMFDigits String of DTMF digits to generate.

Avaya ACE supports the following digits: 0 to 9, star (*), and pound
(#).

Notes on usage

Generate DTMF makes it possible for users or applications to insert RFC 2833 digits (0 to 9,
* and # ) into calls to activate services such as entering conference access codes and
passwords numbers, accessing phone based banking and responding to IVR system
requests.

The Avaya Aura™ TR/87 and Avaya Communication Server 1000 (CS 1000) service providers
support the generateDTMF operation by way of RFC 2833.

The Avaya Aura TR/87 service provider uses the RFC 2833 method for passing DTMF digits.
The Avaya CS 1000 service provider uses the SIP INFO method for passing DTMF digits.

Response

If the generateDTMF operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the generateDTMF operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the generateDTMF operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010
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Fault code Description

• 10011

• 10013

• 10023

• 10026

• 10031

• 10037

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

holdCall
The holdCall operation directs Avaya ACE to hold the call at the device identified by the device
address (URI).

• Request parameters on page 97

• Response on page 98

• Fault codes on page 98

• Notes on usage on page 98

Request parameters

The holdCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device to be placed on hold. The URI must
be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:
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Parameter Description

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the holdCall operation is successful, Avaya ACE sends a response message. The response
message returned is empty.

Fault codes

If the holdCall operation is unsuccessful, Avaya ACE™ returns one of the following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the holdCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031
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Fault code Description
See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

redirectCall
The redirectCall operation allows Avaya ACE to redirect a call to the provided alternate
address. The alerting device stops alerting and the caller is redirected to the provided address
(URI).

Navigation

• Request parameters on page 99
• Response on page 100
• Fault codes on page 100
• Notes on usage on page 100

Request parameters

The redirectCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device redirecting the call. The URI must be
of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

destinationAddress Address (URI) of the device to which the call must be redirected.
The URI must be of the format supported by Avaya ACE. Avaya
ACE supports the URI formats as noted above.
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Notes on usage

redirectCall works only when the redirecting device or destination device is reachable.

Response

If the redirectCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the redirectCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the redirectCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.
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Fault code Description
SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

retrieveCall
The retrieveCall operation directs Avaya ACE to retrieve the held call at the device identified
by the provided address (URI).

Navigation

• Request parameters on page 101
• Response on page 101
• Fault codes on page 102
• Notes on usage on page 101

Request parameters

The retrieveCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the destination device. The URI must be of the
format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the retrieveCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.
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Fault codes

If the retrieveCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the retrieveCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

singleStepTransfer
The singleStepTransfer operation directs Avaya ACE to transfer an existing call to another
device. Avaya ACE performs this transfer in a single step without placing the call on hold before
transferring the call.
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Navigation

• Request parameters on page 84
• Response on page 85
• Fault codes on page 85
• Notes on usage on page 85

Request parameters

The singleStepTransfer operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the transferring device. The URI must be of the
format supported by Avaya ACE.
ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

transferTo Address (URI) of the destination device to which the call must
be transferred. The URI must be of the format that Avaya ACE
supports (as mentioned above).

Notes on usage

The singleStepTransfer operation is not supported to a second service provider.

In a singleStepTransfer operation, if the called party is busy, Avaya ACE throws a generic
SVC0001-10004 error.

Response

If the singleStepTransfer operation is successful, Avaya ACE sends a response message.
The response message returned is empty.

Fault codes

If the singleStepTransfer operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Third Party Call Extensions (v2.3) WSDL definition

Web Services November 2012     103



Fault code Description
SVC0001: A service error occurred. Error
code is <code>.

Indicates an ACE service exception,
identified by an error code. ACE may return
any of the following error codes with the
singleStepTransfer operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

• 10032

See the Error Messages Reference for
details on each ACE error code.

SVC0002: Invalid input for message part <
%1>.

Indicates an error in the information
submitted with the request, and specifies the
parameter(s) containing invalid input.
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Chapter 9: Third Party Call Extensions
(v2.4)

The Avaya Avaya Agile Communication Environment™ (ACE) Third Party Call Extensions (v2.4) web
service is Avaya's extension of the Third Party Call Control (v2) web service that allows an application to
perform call control functions.

The Avaya ACE™ Third Party Call Extensions (v2.4) web service supports Third Party Call Control (v2)
call sessions.

See Reference tables on page 29 for the service providers for which Avaya ACE supports Third Party Call
Extensions (v2.4).

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Third Party Call Control
(v2) web service.

• The Calling party translation rules are appropriately configured for Uniform Resource Identifiers (URI)
that are associated with web service requests to specific service providers.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Third Party Call Extensions (v2.4) WSDL location
All Avaya ACE web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

For the Third Party Call Extensions (v2.4) web service, ensure that you have the following
WSDL (*.wsdl) and schema files (*.xsd) in the same folder in your local directory:

• third_party_call_extensions_interface_2_4.wsdl

• third_party_call_extensions_service_2_4.wsdl
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• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd

Third Party Call Extensions (v2.4) service endpoint
When you configure your web service client to invoke the Third Party Call Extensions (v2.4)
web service, set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ThirdPartyCall

• https://<ace server>:9443/RaptorWeb/services/ThirdPartyCall (for secure
communication with Avaya ACE)

where<ace server> is the IP address of the Avaya ACE server hosting the web service.

Third Party Call Extensions (v2.4) WSDL definition
The Third Party Call Extension interface on Avaya ACE supports the following operations:

• answerCall on page 107

• consultationCall on page 109

• consultationComplete on page 111

• deviceHandoff on page 114

• generateDTMF on page 116

• holdCall on page 118

• redirectCall on page 119

• retrieveCall on page 122

• singleStepTransfer on page 123

 Important:
User agents must be in an established computer telephony integration (CTI) session to be
able to process Third Party Call Extensions operations.

Related topics:
answerCall on page 107
consultationCall on page 109
consultationComplete on page 111
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deviceHandoff on page 114
generateDTMF on page 116
holdCall on page 118
redirectCall on page 119
retrieveCall on page 122
singleStepTransfer on page 123

answerCall
The answerCall operation directs Avaya ACE to answer a call on behalf of the called device.
The alerting device is placed off-hook.

Related topics:
Request parameters on page 107
Notes on usage on page 107
Response on page 108
Fault codes on page 108

Request parameters

The answerCall operation accepts the following parameters:

Parameter Description
callIdentifier Unique identifier that identifies the call session.

deviceAddress Address (URI) of the called device. The URI must be of the format
supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.
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Response

If the answerCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the answerCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the answerCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 18013

• 10026

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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consultationCall
The consultationCall operation directs Avaya ACE to place an existing call on hold and make
a consultation call to another device.

Related topics:
Request parameters on page 109
Notes on usage on page 110
Response on page 110
Fault codes on page 110

Request parameters

The consultationCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the existing call that must be placed on hold.

deviceAddress Address (URI) of the device making the consultation call. The URI
must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultationAddress Address (URI) of the device to which the consultation call is made.
The URI must be of the format supported by Avaya ACE (as
mentioned above).

consultOptions
(optional parameter)

Purpose of the consultation call.
The purpose of a consultation call cannot be changed. For
example, a consultation made in transfer only mode
cannot be used to conference.
consultOptions can take the following values:

• transferOnly

• conferenceOnly

The default value is transferOnly.
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Notes on usage

In the current release of Avaya ACE, you cannot make multiple consultation calls on a same
call. For example, if A and B are on a call, A makes a consultation call to C, B tries to make a
consultation call to D. The consultationComplete operation will fail.

Response

If the consultationCall operation is successful, Avaya ACE sends a response message. The
response contains the unique identifier of the new call made to the consultation address
(URI).

Fault codes

If the consultationCall operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the consultationCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031
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Fault code Description
See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

consultationComplete
The consultationComplete operation directs Avaya ACE to complete an earlier consultation
by either transferring the original held party to the consulted party or by joining the parties into
a conference.

Related topics:
Request parameters on page 111
Notes on usage on page 112
Response on page 113
Fault codes on page 113

Request parameters

The consultationComplete operation takes the following parameters:

Parameter Description
heldCallIdentifier Unique identifier of the call placed on hold when making the

consultation call.

consultationCallIdentifi
er

Unique identifier of the consultation call.

deviceAddress Address (URI) of the device to which the consultation call was
made. The URI must be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

consultOptions
(optional parameter)

Purpose of the consultation call.
It can take the following values:
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Parameter Description

• transferOnly

• conferenceOnly

• consultCancel

The default value is transferOnly.

Notes on usage

For a consultationComplete operation, the default consult option is transferOnly. If a
consult option is not specified in the request, the consultOption parameter takes the default
value.

If the consultOption parameter has the value conferenceOnly in the consultationCall
operation, the consultOption parameter of the consultationComplete operation must be
either conferenceOnly or consultCancel. If this rule is not followed, you will get a
SVC0001 service error.

If the consultOption parameter has the value transferOnly in the consultationCall
operation, the consultOption parameter of the consultationComplete operation must be
either transferOnly or consultCancel. If this rule is not followed, you will get a SVC0001
service error.

A consultationComplete operation can be performed only on calls that are in answered
state.

For example, Party A calls Party B, Party B answers. Party B does a consulationCall to
Party C. Party C is ringing. Party A does a consulationCall to Party D. Party D is ringing.
Party A does a consultationComplete and forms a call with active A, held B, ringing D.
Now Party B tries to do a consultationComplete. The consultationComplete
operation fails because neither call is in an answered state.

A consultationComplete operation can be performed only if the consult controller is active
on the consultationCall.

For example, Party A calls Party B, Party B puts Party A on Hold and performs a
consultationCall to Party C. In this scenario, a consultationComplete operation can
be performed only if Party B is active on the consultationCall.
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Response

If the consultationComplete operation is successful, Avaya ACE sends an empty response
message.

Fault codes

If the consultationComplete operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the consultationComplete operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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deviceHandoff
The deviceHandoff operation allows Avaya ACE to move a connected call from the existing
active device to an alternate device, without impacting other parties on the same call, and the
overall call state does not change. The previous connected device will be dropped from the
call when the operation is completed, and the new device gets connected to the call.

Related topics:
Request parameters on page 114
Notes on usage on page 114
Response on page 115
Fault codes on page 115

Request parameters

The deviceHandoff operation accepts the following parameters:

Parameter Description
callIdentifier Unique identifier that identifies the call session.

handoffFromDevice Address (URI) of the device handing off the call. The URI must be
of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

handoffToDevice Address (URI) of the device to which the call is handed off to. The
URI must be of the format supported by Avaya ACE. Avaya ACE
supports the URI formats as noted above.

Notes on usage

• The reference parameter is not supported.

• The deviceHandoff operation is only supported for Third Party Call Control (v3) call
sessions on the following service providers

- Avaya Aura TR/87 with media server

- CS 1000 TR/87 with media server
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Response

If the deviceHandoff operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the deviceHandoff operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the deviceHandoff operation:

• 10001

• 10002

• 10004

• 10005

• 10008

• 10023

• 10025

• 10042

• 10043

• 10044

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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generateDTMF
The generateDTMF operation directs Avaya ACE to generate Dual Tone Multi-Frequency
(DTMF) digits into a specified call.

Related topics:
Request parameters on page 116
Notes on usage on page 116
Response on page 117
Fault codes on page 117

Request parameters

The generateDTMF operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device generating the DTMF tones.

DTMFDigits String of DTMF digits to generate.
Avaya ACE supports the following digits: 0 to 9, star (*), and pound
(#).

Notes on usage

• Generate DTMF makes it possible for users or applications to insert RFC 2833 digits (0
to 9, * and # ) into calls to activate services such as entering conference access codes
and passwords numbers, accessing phone based banking and responding to IVR system
requests.

• The Avaya Aura™ TR/87 and Avaya Communication Server 1000 (CS 1000) service
providers support the generateDTMF operation by way of RFC 2833.

- The Avaya Aura TR/87 service provider uses the RFC 2833 method for passing
DTMF digits.

- The Avaya CS 1000 service provider uses the SIP INFO method for passing DTMF
digits.

• For the Avaya Aura service provider, all the parties involved in the active call will be able
to hear the DTMF tones except the deviceAddress generating it.
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Response

If the generateDTMF operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the generateDTMF operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the generateDTMF operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

• 10037

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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holdCall
The holdCall operation directs Avaya ACE to hold the call at the device identified by the device
address (URI).

Related topics:
Request parameters on page 118
Notes on usage on page 118
Response on page 118
Fault codes on page 119

Request parameters

The holdCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device to be placed on hold. The URI must
be of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the holdCall operation is successful, Avaya ACE sends a response message. The response
message returned is empty.
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Fault codes

If the holdCall operation is unsuccessful, Avaya ACE™ returns one of the following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the holdCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

redirectCall
The redirectCall operation allows Avaya ACE to redirect a call to the provided alternate
address. The alerting device stops alerting and the caller is redirected to the provided address
(URI).
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Related topics:
Request parameters on page 120
Notes on usage on page 120
Response on page 121
Fault codes on page 121

Request parameters

The redirectCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the device redirecting the call. The URI must be
of the format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

destinationAddress Address (URI) of the device to which the call must be redirected.
The URI must be of the format supported by Avaya ACE. Avaya
ACE supports the URI formats as noted above.

Notes on usage

• The reference parameter is not supported.

• There is a limitation when utilizing redirects and call forwarding on the same telephone
number. Avaya ACE currently does not support enabling the redirect action and call
forwarding on the same telephone number. This limitation is due to inconsistent behavior
resulting from the telephone being redirected to, and forwarded, at the same time.
Redirection with call forwarding on the same PBX results in mixed results. Depending on
the individual PBX, the call may forward successfully or the redirect attempt may fail at
the PBX. In both cases, further redirects will not be possible. Redirection with call
forwarding enabled on a PSTN number results in the call forwarded number ringing, but
again, subsequent redirection of the call will not be possible.

• redirectCall works only when the redirecting device or destination device is reachable.
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Response

If the redirectCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Fault codes

If the redirectCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the redirectCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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retrieveCall
The retrieveCall operation directs Avaya ACE to retrieve the held call at the device identified
by the provided address (URI).

Related topics:
Request parameters on page 122
Notes on usage on page 122
Response on page 122
Fault codes on page 123

Request parameters

The retrieveCall operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the destination device. The URI must be of the
format supported by Avaya ACE.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

Notes on usage

None.

Response

If the retrieveCall operation is successful, Avaya ACE sends a response message. The
response message returned is empty.

Third Party Call Extensions (v2.4)

122     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Fault codes

If the retrieveCall operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the retrieveCall operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

singleStepTransfer
The singleStepTransfer operation directs Avaya ACE to transfer an existing call to another
device. Avaya ACE performs this transfer in a single step without placing the call on hold before
transferring the call.
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Related topics:
Request parameters on page 124
Notes on usage on page 124
Response on page 124
Fault codes on page 125

Request parameters

The singleStepTransfer operation takes the following parameters:

Parameter Description
callIdentifier Unique identifier of the call.

deviceAddress Address (URI) of the transferring device. The URI must be of the
format supported by Avaya ACE.
ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

• ace:<user_name> (for prioritized call routing and CLI support)

transferTo Address (URI) of the destination device to which the call must
be transferred. The URI must be of the format that Avaya ACE
supports (as mentioned above).

Notes on usage

The singleStepTransfer operation is not supported to a second service provider.

In a singleStepTransfer operation, if the called party is busy, Avaya ACE throws a generic error
SVC001–10004 error.

A singleStepTransfer operation is not supported during a consultationCall with
Conference Only option, for a CS 1000 service provider.

Response

If the singleStepTransfer operation is successful, Avaya ACE sends a response message.
The response message returned is empty.
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Fault codes

If the singleStepTransfer operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an ACE service exception, identified by an error code.
ACE may return any of the following error codes with the
singleStepTransfer operation:

• 10000

• 10001

• 10002

• 10004

• 10005

• 10008

• 10009

• 10010

• 10011

• 10013

• 10023

• 10026

• 10031

• 10032

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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Chapter 10: Call Notification overview

The Avaya Agile Communication Environment™ Call Notification Web service allows a client application
to subscribe for, and receive an event each time a user's phone is called. Each event contains the number
of the party attempting to place the call.

Avaya ACE supports the following versions of the Call Notification Web service.

• Call Notification (v3.2): See Call Notification (v3.2) on page 135.

• Call Notification (v3.8): See Call Notification (v3.8) on page 149.

• Call Notification (v4.0) : See Call Notification (v4.0) on page 163

Supported notification events by service provider type
The following tables are an overview the supported notification events by service provider type,
for Call Notification versions 3.2, 3.8, and 4.0. Only service providers for network elements that
support Call Notification are displayed.

Call Notification (v3.2)
Table 7: Supported notification events by service provider type for Call Notification (v3.2) on
page 127 displays the supported events by service provider type for Call Notification (v3.2).

Table 7: Supported notification events by service provider type for Call Notification
(v3.2)

Avaya ACE
service
provider

Call Notification (v3.2) event
Called

Number
Answer NoAnswer Busy Dis-

connected
Avaya NES
Contact
Center (MLS)

√ √ √ √ √

Avaya Aura
(TR/87)

√ √ √ √ √

CS 1000 (TR/
87)

√ √ √ √ √

CUCM
(JTAPI)

√ √ √ √
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Avaya ACE
service
provider

Call Notification (v3.2) event
Called

Number
Answer NoAnswer Busy Dis-

connected
CS 2100 (TR/
87)

√ √ √ √ √

 Note:
The Parlay X Call Notification (v3.2) WSDL defines separate events for NotifyBusy and
NotifyNoAnswer. However in Avaya ACE, these events are presented in the
notifyCallEVent, with the parameter eventNotified set to the appropriate final state as
Busy or NoAnswer.

Call Notification (v3.8)
The following tables provide an overview of the supported events by service provider type for
Call Notification (v3.8). The direction of event notification supported (Calling/Called) is also
indicated.

Table 8: Supported notification events by service provider type for Call Notification
(v3.8)

Avaya ACE
service

providers

Call Notification (v3.8) event
Called

Number
Answer No

Answer
Busy Dis-

connected
Avaya NES
Contact
Center (MLS)

Calling/
Called

Calling/
Called

Called only Called only Calling/
Called

Avaya Aura
(TR/87)

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Avaya Aura
(ASAI)

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Avaya Aura
(AST)

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

CS 1000 (TR/
87)

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

CUCM
(JTAPI)

Called only Calling/
Called

Calling/
Called

Calling/
Called

CS 2100 (TR/
87)

Calling/
Called

Calling/
Called

Calling/
Called

Called only Calling/
Called
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Table 9: Support for Participant event by service provider type for Call Notification (v3.8)

Avaya ACE service
providers

Call Notification (v3.8) Participant event

Avaya Aura (SIP) • TPC (v2)

• TPC (v3)

Avaya Aura (TR/87) • TPC (v2)

• Network-initiated call

Avaya Aura (TR/87 with Media
Server)

• TPC (v2)

• TPC (v3)

• Network-initiated call

Avaya Aura (ASAI) • TPC (v2)

• Network-initiated call

Avaya Aura (AST) • TPC (v2)

• TPC (v3)

• Network-initiated call

CS 1000 (SIP) • TPC (v2)

• TPC (v3)

CS 1000 (TR/87) • TPC (v2)

• Network-initiated call

CS 1000 (TR/87 with Media
Server)

• TPC (v3)

• Network-initiated call

Call Notification (v4.0)
The following tables provide an overview of the supported events by service provider type for
Call Notification (v4.0). The direction of event notification supported (Calling/Called) is also
indicated.

Supported notification events by service provider type
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Table 10: Supported notification events by service provider type for Call Notification
(v4.0)

Avaya ACE
service

providers

Call Notification (v4.0) event
Called

Number
Answer No

Answer
Busy Dis-

connected
Held Active

Avaya NES
Contact
Center
(MLS)

Calling/
Called

Calling/
Called

Called
only

Called
only

Calling/
Called

Not
support
ed

Not
support
ed

Avaya
Aura (TR/
87)

Calling/
Called

Calling/
Called

Calling/
Called

Calling
/Called

Calling/
Called

Calling/
Called

Calling/
Called

Avaya
Aura
(ASAI)

Calling/
Called

Calling/
Called

Calling/
Called

Calling
/Called

Calling/
Called

Calling/
Called

Calling/
Called

Avaya
Aura (AST)

Calling/
Called

Calling/
Called

Calling/
Called

Calling
/Called

Calling/
Called

Calling/
Called

Calling/
Called

CS 1000
(TR/87)

Calling/
Called

Calling/
Called

Calling/
Called

Calling
/Called

Calling/
Called

Calling/
Called

Calling/
Called

CUCM
(JTAPI)

Called
only

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

Calling/
Called

CS 2100
(TR/87)

Calling/
Called

Calling/
Called

Calling/
Called

Called
only

Calling/
Called

Not
support
ed

Not
support
ed

Table 11: Support for Participant event by service provider type for Call Notification
(v4.0)

Avaya ACE service
providers

Call Notification (v4.0) Participant event

Avaya Aura (SIP) • TPC (v2)

• TPC (v3)

Avaya Aura (TR/87) • TPC (v2)

• Network-initiated call

Avaya Aura (TR/87 with Media
Server)

• TPC (v2)

• TPC (v3)

• Network-initiated call
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Avaya ACE service
providers

Call Notification (v4.0) Participant event

Avaya Aura (ASAI) • TPC (v2)

• Network-initiated call

Avaya Aura (AST) • TPC (v2)

• TPC (v3)

• Network-initiated call

CS 1000 (SIP) • TPC (v2)

• TPC (v3)

CS 1000 (TR/87) • TPC (v2)

• Network-initiated call

CS 1000 (TR/87 with Media
Server)

• TPC (v3)

• Network-initiated call

Call Notification limitations for client applications
The following Call Notification events are applicable only to a two party call:

• CalledNumber
• Answered
• Disconnected
• notifyCallEvent

For a multi-party call, such as conference, use the Call-ID based notifications with the criteria
parameter of the startCallNotification operation set to Participant. This will ensure
that the client application receives status information of all the participants involved in the
call.

When a client application subscribes for call notifications from Avaya ACE, the address URIs
in the call notification request are translated using translation rules configured on the respective
service providers, before the request is passed to a network element. When ACE returns
notification events to the application, the address URIs returned with the notifications are
normally the same as those used in the subscription request prior to ACE translation (referred
to here as pre-translation address URIs).

Call Notification limitations for client applications

Web Services November 2012     131



There are however, some limitations with returning pre-translation URIs as part of call
notification events, as in the following scenarios:

• When an application monitors multiple call participants, but subscribes for notifications
for each of these participants in separate subscriptions, then the notifications need not
contain pre-translated URIs for all participants.

• When a call participant is added as part of a network-initiated call, and the application has
not subscribed for notifications on this participant DN, this URI is not pre-translated.

• When a call participant is involved in a call as a result of Call Forwarding set on one of
the original call participants, and the application has not subscribed for notifications on
this participant DN, this URI is not pre-translated.

• When a call is established amongst call participants whose address URIs are resolved
against different service providers, the notifications do not contain the pre-translated URIs
for those participant DNs for which the application has not subscribed for notifications.

Avaya ACE timeout for Call Notification clients
Client applications that subscribe for Call Notification events from Avaya ACE, must have a
valid service endpoint on which to receive those notifications. If a client successively fails to
receive notifications on its endpoint, for a specified duration of time called the Subscription
Expiry Timeout, Avaya ACE automatically terminates the subscription for that client. The client
must then re-subscribe with Avaya ACE on the same endpoint and using the same correlator,
to receive further notifications.

 Note:
You can view the Avaya ACE Subscription Expiry Timeout from the Avaya ACE GUI. See
Viewing Avaya ACE timeout for Call Notification clients  on page 133.

Avaya ACE uses a time-based mechanism to terminate Call Notification subscriptions to client
applications, as follows:

• A client application's Call Notification subscription is active, despite failure to respond to
incoming call notification events from Avaya ACE, as long as the timeout period (for
subscription expiry) has not elapsed.

• Avaya ACE terminates a Call Notification subscription, if the application fails to respond
to incoming call notification events and the timeout period has elapsed. However, Avaya
ACE resets this timeout period if a successful call notification delivery is made to a client's
endpoint (despite previously failed attempts) before the timeout period elapsed.

• On termination of a subscription, Avaya ACE allows re-subscription for call notifications
on the same endpoint and using the same correlator (the unique identifier of the
subscription). Note that a new correlator or a different endpoint amounts to a new Call
Notification subscription.
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Viewing Avaya ACE timeout for Call Notification clients
The Avaya ACE™Subscription Expiry Timeout specifies the duration (in hours) for which a
Call Notification subscription from a client application is kept active, despite successive failed
Call Notification event deliveries to a client endpoint(s).

Use this procedure to view this timeout from the Avaya ACE GUI. This timeout is applicable
for subscriptions to versions 3.2, 3.8, and 4.0 of the Call Notification Web service.

Before you begin

• You are able to log on to Avaya ACE GUI.
• You have an Avaya ACE GUI session open.

Procedure

1. On the Avaya ACE GUI, from the menu bar, choose Configuration > Services.
The Services window opens.

2. From the Left-hand-side panel, select Call Notification (v3.2), Call Notification
(v3.8), or Call Notification (v4.0).

3. On the resulting window, click the Subscription Parameters tab.
The Subscription Expiry Timeout is displayed in hours.

 Note:
The default value of this timeout is 24 hours. Contact Avaya support if you need
to change this value.

Avaya ACE timeout for Call Notification clients
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Chapter 11: Call Notification (v3.2)

The Avaya Agile Communication Environment™ (ACE) Call Notification web service (v3.2) allows a client
application to subscribe for and receive an event each time a user's phone is called, containing the number
of the party attempting to place the call.

The Avaya ACE Call Notification (v3.2) web service supports Third Party Call Control (TPC) v2 and v3
call sessions.

For an overview of the ACE service providers that support Call Notification, see Reference tables on
page 29. Call Notification (v3.2) is not supported on SIP based services providers, that is, for network
elements that interact with Avaya ACE using the session initiation protocol (SIP).

 Important:
If you are using the Call Notification web service API for the first time, use the enhanced Call Notification
(v3.8) API.

Prerequisites

• You are familiar with the Overview of web services on page 25.
• You are familiar with Call Notification overview on page 127.
• The web service client application is a configured user on Avaya ACE.
• The web service client application belongs to a user group on ACE with a group type of user or

higher, and with the appropriate access control rules configured for the Call Notification v3.2
service.

• The web service client application has a valid service endpoint on which to receive call notification
events from ACE.

 Caution:
If a client application successively fails to receive notifications on its endpoint, ACE automatically
terminates the call notification subscription for that client. The application must re-subscribe with
ACE to receive further notifications. For more information, see Avaya ACE timeout for Call
Notification clients on page 132.

• The calling party translation rules are configured. These rules associate the call participants that are
the focus of a web service request, with a service provider.

For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).
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Call Notification WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). On the Help menu, select Web Service WSDL Download > ACE Core.

For the ACE Call Notification web service, ensure you have the following WSDL (*.wsdl) and
schema files (*.xsd) in the same folder in your local directory.

• parlayx_call_notification_service_3.2.wsdl

• parlayx_call_notification_interface_3.2.wsdl

• parlayx_call_notification_types_3.1.xsd

• parlayx_call_notification_manager_service_3_2.wsdl

• parlayx_call_notification_manager_interface_3_2.wsdl

• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Call Notification service endpoint
When configuring your web service client to invoke the Call Notification web service, set the
SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/CallNotification

• https://<ace server>:9443/RaptorWeb/services/CallNotification (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Call notification (v3.2) call flow
The following figure shows the call flow for the Call Notification web service (v3.2) on Avaya
ACE.

Call Notification (v3.2)

136     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Call Notification WSDL definition
The Call Notification API is based on the Parlay X Web Services standard (version 3.2), as
defined in ETSI ES 202 504-3.

The Parlay X Call Notification (v3.2) WSDL defines separate events for NotifyBusy and
NotifyNoAnswer. However in Avaya ACE, these events are presented in the
notifyCallEVent, with the parameter eventNotified set to the appropriate final state as
Busy or NoAnswer.

Call Notification WSDL definition
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The following operations are supported on the Call Notification interface on Avaya ACE:

• notifyAnswer on page 138

• notifyCallEvent on page 140

• notifyCalledNumber on page 139

• startCallNotification on page 142

• stopCallNotification on page 145

notifyAnswer
The notifyAnswer operation informs the application that a call between two parties is in
progress.

Navigation

• Request parameters on page 138

• Response on page 139

• Fault codes on page 139

• Notes on usage on page 139

Request parameters

The notifyAnswer operation contains the following parameters:

Parameter Description
correlator A unique identifier of the call notification subscription.

callingParticipant Address of the endpoint initiating the call. The URI must be in
the format: tel:<phone_num>.
If a calling party reverse transformation rule is configured
against the telephony service provider, the tel:<phone_num>
value represents the transformed URI, after reverse
transformation was applied. For information about service
provider translation rules, see Avaya Agile Communication
Environment™ Service Provider Administration
(NN10850-005).

callingParticipantName Name of the calling party.

calledParticipant Address of the endpoint receiving the call. The URI must be in
the format tel:<phone_num>.
If a called party reverse transformation rule is configured against
the telephony service provider, the tel:<phone_num> value
represents the transformed URI, after reverse transformation
was applied. For information about service provider translation
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Parameter Description
rules, see Avaya Agile Communication Environment™ Service
Provider Administration (NN10850-005)

callSessionIdentifier Unique identifier that identifies the call session.

Notes on usage

None.

Response

If notifyAnswer operation is successful, Avaya ACE receives a response message from the
client application. Ensure that the response message to ACE complies with
notifyAnswerResponse of the Call Notification (v3.2) WSDL.

Fault codes

None.

notifyCalledNumber
The notifyCalledNumber operation informs the application that a party is attempting to place
a call. The ACE call notification interface sends a call notification event to an application that
has registered for notifications using the startCallNotification operation.

Navigation

• Request parameters on page 139

• Response on page 140

• Fault codes on page 140

• Notes on usage on page 140

Request parameters

The notifyCalledNumber operation contains the following parameters:

Parameter Description
correlator A unique identifier of the call notification subscription.

Call Notification WSDL definition
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Parameter Description
callingParticipant Address of the endpoint initiating the call. The URI must be in

the format: tel:<phone_num>.
If a calling party reverse transformation rule is configured
against the telephony service provider, the tel:<phone_num>
value represents the transformed URI, after reverse
transformation was applied. For information about service
provider translation rules, see Avaya Agile Communication
Environment™ Service Provider Administration
(NN10850-005).

callingParticipantName Name of the calling party.

calledParticipant Address of the endpoint receiving the call. The URI must be in
the format tel:<phone_num>.
If a called party reverse transformation rule is configured against
the telephony service provider, the tel:<phone_num> value
represents the transformed URI, after reverse transformation
was applied. For information about service provider translation
rules, see Avaya Agile Communication Environment™ Service
Provider Administration (NN10850-005).

callSessionIdentifier Unique identifier that identifies the call session.

Notes on usage

None.

Response

If notifyCalledNumber operation is successful, Avaya ACE receives a response message
from the application. Ensure that the response message to ACE complies with
notifyCalledNumberResponse of the Call Notification (v3.2) WSDL.

Fault codes

None.

notifyCallEvent
The notifyCallEvent operation informs the application that a call event has occurred. The
Avaya ACE call notification interface sends a call event notification to the application that has
registered for notifications through the startCallNotification operation.
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Navigation

• Request parameters on page 141
• Response on page 142
• Fault codes on page 142
• Notes on usage on page 142

Request parameters

The notifyCallEvent operation contains the following parameters:

Parameters Description
correlator Unique identifier associated with the initial call notification

subscription (as specified in the startCallNotification
request).

eventNotified Call events that generate a notification.
ACE supports the following events:

• Busy: Called party's phone is busy.

• NoAnswer: Called party does not answer the call.

• Disconnected: Call is terminated after the called party
answers the call.

callingParticipant Address of the endpoint initiating the call. ACE supports the
following URI format: tel:<phone_num>
If a calling party reverse transformation rule is configured
against the telephony service provider, the
tel:<phone_num> value represents the transformed URI,
after reverse transformation was applied. For information
about service provider translation rules, see the Avaya Agile
Communication Environment™ Service Provider
Administration (NN10850-005).

callingParticipantName Name of the calling party.

calledParticipant Address of the endpoint receiving the call. ACE supports the
following URI format: tel:<phone_num>
If a called party reverse transformation rule is configured
against the telephony service provider, the
tel:<phone_num> value represents the transformed URI,
after reverse transformation was applied. For information
about service provider translation rules, see the Avaya Agile
Communication Environment™ Service Provider
Administration (NN10850-005).

callSessionIdentifier Unique identifier that identifies the call session.
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Notes on usage

None.

Response

If notifyCallEvent operation is successful, Avaya ACE receives a response message from the
client application. Ensure that the response message to ACE complies with
notifyCallEventResponse of the Call Notification (v3.2) WSDL.

Fault codes

None.

startCallNotification
The startCallNotification operation sends a request to the web service interface for
notification of calls made to specified addresses (that is, called party addresses). The request
must specify the notification endpoint and one or more called party addresses.

Navigation

• Request parameters on page 142
• Response on page 144
• Fault codes on page 144
• Notes on usage on page 144

Request parameters

The startCallNotification operation takes the following parameters:

 Note:
Avaya ACE can terminate a Call Notification registration, if a client application is not
responsive to call notification events on its specified endpoint, for a specific duration called
the Subscription Expiry Timeout. For more information on this timeout, see Avaya ACE
timeout for Call Notification clients on page 132.

The client application must then re-subscribe for call notifications using the same correlator
and endpoint as specified in the original subscription request.
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Parameter Description
reference Provides the information necessary for a client application to

invoke a Web Service. It has the following sub parts or tags:

• endpoint
The URI representing the endpoint at which the Web service
client application receives notifications. Both HTTP and HTTPS
endpoint URIs are supported.

• interfaceName
A descriptive freeform string an application can use to identify
their application, or specific interface within their application, as
defined in the Parlayx specification. Avaya ACE maintains the
interfaceName internally and will utilize it in logging activities
relating to the subscription.

• correlator
A globally unique identifier of the call notification subscription.
This identifier must be unique Avaya ACE wide for each
subscription created.
Although the decision on a correlator allocation scheme is a
local decision, some coordination is required to guarantee each
distinct subscription has a unique correlator value amongst all
applications using Avaya ACE. There are many schemes that
could be used to guarantee uniqueness, including standardized
mechanisms such as RFC4122 describing the Universally
Unique IDentifier (UUID).
Applications can imbed additional context information in the
correlator, as the correlator will accompany all events delivered
to the application.

addresses One or more addresses for which the application wants to receive
notifications. Avaya ACE supports the following URI formats:

• tel:<phone_num>

 Note:
For call ID based notifications, provide the Call ID (obtained
from makeCall) as the parameter instead of the URI.

criteria Call events for which notification is required. Avaya ACE currently
supports notifications for the following call events (criteria):

• CalledNumber Call to a specific address is attempted.

• Disconnected: Call is terminated after the called party answers
the call.

• NoAnswer: Called party does not answer the call.

• Answer: Called party answers the call.

• Busy: Called party's phone is busy.
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Parameter Description
For information on the supported call notification events by
service provider type, see Table 7: Supported notification events
by service provider type for Call Notification (v3.2) on page 127.
For performance reasons, ensure that you specify only the call
events for which you need a notification. If you do not specify
which call events must trigger a notification, you receive
notifications for all call events.

Notes on usage

None.

Response

If the startCallNotification operation is successful, Avaya ACE sends a notification request
to the application. The response message returned is empty.

Fault codes

If the startCallNotification operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the startCallNotification operation:

• 18000

• 18002

• 18003

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009

• 18010

• 18011

• 18012
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Fault code Description

• 18013

• 18014

• 18017

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <
%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0005: Correlator <
%1> specified in
message part <%2> is
a duplicate.

Indicates that the correlator specified is not unique.

stopCallNotification
The stopCallNotification operation terminates an existing call notification subscription. The
stopCallNotification request must contain the correlator that identifies the initial subscription
(as specified in the startCallNotification request).

Navigation

• Request parameters on page 145
• Response on page 146
• Fault codes on page 146
• Notes on usage on page 146

Request parameters

The stopCallNotification operation takes the following parameter:

Parameter Description
correlator The value specified in the original startCallNotification request

that uniquely identifies the subscription.
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Notes on usage

None.

Response

If the stopCallNotification operation is successful, Avaya ACE terminates notifications to the
application. The response message returned is empty.

Fault codes

If the stopCallNotification operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the stopCallNotification operation:

• 18000

• 18002

• 18003

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009

• 18010

• 18011

• 18012

• 18013

• 18014

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Fault code Description
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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Chapter 12: Call Notification (v3.8)

The Avaya Agile Communication Environment™ (ACE) Call Notification web service (v3.8) allows an
application to receive an event each time a user's phone is involved in a call. Each event contains the
number of the party attempting to place the call.

See Reference tables on page 29 for an overview of the service providers for which Avaya ACE supports
Call Notification (v3.8).

Prerequisites

• You are familiar with the Overview of web services on page 25.
• You are familiar with Call Notification overview on page 127.
• The web service client application is a configured user on Avaya ACE.
• The web service client belongs to a user group on Avaya ACE with a group type of user or higher,

and with the appropriate access control rules configured for the call notification service.
• The web service client has a valid service endpoint on which to receive call notification events from

Avaya ACE.

 Caution:
If a client application successively fails to receive notifications on its endpoint, ACE automatically
terminates the call notification subscription for that client. The application must re-subscribe with
ACE to receive further notifications. For more information, see Avaya ACE timeout for Call
Notification clients on page 132.

• The calling party translation rules are configured. These rules associate the call participants that are
the focus of a web service request, with a service provider.

For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Call Notification WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). On the Help menu, select Web Service WSDL Download > ACE Core.
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For the Call Notification (v3.8) web service, ensure you have the following WSDL (*.wsdl) and
schema files (*.xsd) in the same folder in your local directory.

• parlayx_call_notification_service_3_8.wsdl

• parlayx_call_notification_interface_3_8.wsdl

• parlayx_call_notification_types_3_8.xsd

• parlayx_call_notification_manager_service_3_8.wsdl

• parlayx_call_notification_manager_interface_3_8.wsdl

• parlayx_common_faults_3_0.wsdl

• parlayx_common_types_3_1.xsd

Call Notification service endpoint
When configuring your web service client to invoke the Call Notification web service, set the
SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/CallNotification

• https://<ace server>:9443/RaptorWeb/services/CallNotification (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Call notification (v3.8) call flow
The following figure shows the call flow for the Call Notification (v3.8) web service on Avaya
ACE.
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Call notification (v3.8) call flow

Web Services November 2012     151



Call Notification WSDL description
The Call Notification API is based on the Parlay X Web Services draft (Release 8), as defined
in 3GPP TS 29.199-3 (v8.1.0).

The Call Notification interface on Avaya ACE supports the following operations:

• notifyCallEvent on page 152

• notifyParticipantEvent on page 154

• startCallNotification on page 156

• stopCallNotification on page 159

notifyCallEvent
The notifyCallEvent operation informs the application that a call event has occurred. The ACE
call notification interface sends a call event notification to the application that has registered
for notifications through the startCallNotification operation.

Navigation

• Request parameters on page 152
• Response on page 153
• Fault codes on page 154
• Notes on usage on page 153

Request parameters

The notifyCallEvent operation contains the following parameters:

Parameter Description
correlator Unique identifier associated with the initial call notification

subscription (as specified in the startCallNotification
request).

eventNotified Call events that generate a notification.
Avaya ACE supports the following events:

• CalledNumber: Called party's phone starts to ring.

• Answer: Called party answers the call.

• Busy: Called party is busy.
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Parameter Description

• NoAnswer: Called party does not answer the call.

• Disconnected:

- When the call is monitored in the called (incoming) direction:
Call is terminated after called party answers the call.

- When the call is monitored in the calling (outgoing) direction:
Call is terminated. The call may or may not have been
answered.

For information on the supported call notification events by
service provider type, see Supported notification events by
service provider type on page 127.

callingParticipant Address of the endpoint initiating the call. The value can be a
SIP or TEL URI.
If a calling party reverse transformation rule is configured
against the telephony service provider, the value represents the
transformed URI, after reverse transformation was applied. For
information about service provider translation rules, see the
Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

callingParticipantName Name of the calling party

calledParticipant Address of the endpoint receiving the call. The value can be a
SIP or TEL URI.
If a called party reverse transformation rule is configured against
the telephony service provider, the value represents the
transformed URI, after reverse transformation was applied. For
information about service provider translation rules, see Avaya
Agile Communication Environment™ Service Provider
Administration (NN10850-005).

callSessionIdentifier Unique identifier that identifies the call session.

Notes on usage

None.

Response

If notifyCallEvent operation is successful, Avaya ACE receives a response message from the
client application. Ensure that the response message to ACE complies with
notifyCallEventResponse of the Call Notification (v3.8) WSDL.
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Fault codes

None.

notifyParticipantEvent
The notifyParticipantEvent operation informs the application that a call event has occurred
to a participant on this call. The ACE call notification interface sends aNotifyParticipantEvent
notification to the application that has registered for notifications through the
startCallNotification operation using the Call Session Identifier, and the criteria is set to
Participant.

Navigation

• Request parameters on page 154
• Response message on page 156
• Fault codes on page 156
• Notes on usage on page 155

Request parameters

The notifyParticipantEvent operation takes the following parameters:

Parameter Description
callParticipantInformation Information related to the call participant or participants

within the call session. This parameter includes several
sub-parameters, as follows:

• callParticipantIdentifier

• callParticipantStatus

• callParticipantStartTime

• callParticipantDuration

• callParticipantTerminationCause

callParticipantIdentifer URI of the participant whose status was queried. The value
can be a SIP address (for example sip:jdoe@abc.com) or
a telephone number (for example, tel:5555).

callParticipantStatus Status of the call participant. Possible values are:

• callParticipantInitial (call to the participant is in progress)

• callParticipantConnected (participant is active in the call)
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Parameter Description

• callParticipantTerminated (call to the participant has
ended)

• callParticipantHeld (call to the participant is on hold)

• callParticipantActive (call to participant is active and no
longer on hold)

callParticipantStartTime The date and time when the participant was added to the
call. This parameter is only returned if the call was
established successfully to the participant (that is, if call
participant status is not callParticipantInitial).

callParticipantDuration The duration (in seconds) of the participant's involvement
in the call. This parameter is only relevant if the participant
is no longer in the call (that is, if call participant status is
callParticipantTerminated).

callParticipantTerminationCau
se

The cause of the participant's removal from the call. This
parameter is only relevant if the participant is no longer in
the call (that is, if call participant status is
callParticipantTerminated). Possible values are:

• CallParticipantNoAnswer

• CallParticipantBusy

• CallParticipantNotReachable

• CallParticipantHangUp

• CallParticipantAborted

callSessionIdentifier A unique identifier of the call session returned by the
makeCallSession operation of the call control service.

correlator An identifier that uniquely identifies a listener of the call
notification subscription.

Notes on usage

To register for a notifyParticipantEvent, the startCallNotification request must have the
following parameters set:

• addresses is set to the call session identifier that is recognizable by Avaya ACE

• the criteria parameter must be set to Participant
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Response message

If the notifyParticipantEvent operation is successful, Avaya ACE receives a response
message from the client application. Ensure that the response message to Avaya ACE
complies with notifyParticipantEventResponse of the Call Notification (v3.8) WSDL.

Fault codes

None.

startCallNotification
The startCallNotification operation sends a request to the web service interface to notify the
application of calls made to the specified addresses. The request must specify the notification
endpoint and one or more addresses.

Navigation

• Request parameters on page 156
• Response on page 158
• Fault codes on page 158
• Notes on usage on page 158

Request parameters

The startCallNotification operation takes the following parameters:

 Note:
Avaya ACE can terminate a Call Notification registration, if a client application is not
responsive to call notification events on its specified endpoint, for a specific duration called
the Subscription Expiry Timeout. For more information on this timeout, see Avaya ACE
timeout for Call Notification clients on page 132.

The client application must then re-subscribe for call notifications using the same correlator
and endpoint as specified in the original subscription request.

Parameters Description
reference Provides the information necessary for a client application to

invoke a Web Service. For more information, see Reference
parameter description on page 143
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Parameters Description
addresses One or more addresses for which the application wants to

receive notifications. Avaya ACE supports the following URI
formats:

• tel:<phone_num>

• sip:<name>@<domain>

 Note:
For call ID based notifications, provide the call ID (obtained
from makeCall) as the parameter instead of the URI.

criteria Call events that trigger a notification when a call to a specific
address is attempted. Avaya ACE supports the following call
events (criteria):

• CalledNumber: Called party's phone starts to ring.

• Answer: Called party answers the call.

• Busy: Called party is busy.

• NoAnswer: Called party does not answer the call.

• Disconnected:

- When the call is monitored in the called (incoming) direction:
Call is terminated after the called party answers the call.

- When the call is monitored in the calling (outgoing) direction:
Call is terminated. The call may or may not have been
answered.

• Participant: Enable Avaya ACE to send out
NotifyParticipantEvent for all call participants involved
in the same call. For a description of
NotifyParticipantEvent see notifyParticipantEvent on
page 154.

 Note:
Supported only for call ID based API calls.

For information on the supported call notification events by
service provider type, see Supported notification events by
service provider type on page 127.
For performance reasons, ensure that you specify only the call
events for which you need a notification. If you do not specify
which call events trigger a notification, you receive notifications
for all call events.

addressDirection
(optional parameter)

Direction of calls for which notifications are received.
Possible directions are:

• Calling (outgoing)

• Called (incoming)
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Parameters Description
The default direction is Called.

Notes on usage

For callID based API calls, the addressDirection parameter is not needed.

Response

If the startCallNotification operation is successful, Avaya ACE registers for call notification
information with each specified address. The response message returned is empty.

Fault codes

If the startCallNotification operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the startCallNotification operation:

• 18000

• 18002

• 18003

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009

• 18010

• 18011

• 18012

• 18013

• 18014

• 18016
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Fault code Description

• 18017

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0005: Correlator <
%1> specified in
message part <%2> is a
duplicate.

Indicates that the correlator specified is not unique.

stopCallNotification
The stopCallNotification operation sends a request to the web service interface to terminate
an existing call notification subscription. The stopCallNotification request must contain the
correlator that identifies the initial notification request (as specified in the startCallNotification
request).

Navigation

• Request parameters on page 159
• Response on page 160
• Fault codes on page 160
• Notes on usage on page 160

Request parameters

The stopCallNotification operation contains the following parameters:

Parameters Description
correlator The value specified in the original startCallNotification request

that uniquely identifies the subscription.

Call Notification WSDL description

Web Services November 2012     159



Notes on usage

None.

Response

If the stopCallNotification operation is successful, Avaya ACE terminates notifications to the
application. The response message returned is empty.

Fault codes

If the stopCallNotification operation is unsuccessful, Avaya ACE™ returns the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the stopCallNotification operation:

• 18000

• 18002

• 18003

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009

• 18010

• 18011

• 18012

• 18013

• 18014

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Fault code Description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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Chapter 13: Call Notification (v4.0)

The Avaya Agile Communication Environment™ (ACE) Call Notification Web service (v4.0) allows an
application to receive an event each time a user's phone is involved in a call. Each event contains the
number of the party attempting to place the call.

The Avaya ACE Call Notification (v4.0) provides enhancements to existing call notifications in terms of
mid call notifications like hold, retrieve, single step transfer, conference and transfer of calls. In addition,
Call Notification (v4.0) also enhances the TPC Extension service.

See Reference tables on page 29 for an overview of the service providers for which Avaya ACE supports
Call Notification (v4.0).

Prerequisites
Ensure that:

• you are familiar with the Overview of web services on page 25.
• you are familiar with Call Notification overview on page 127.
• the Web service client application is a configured user on Avaya ACE.
• the Web service client belongs to a user group on Avaya ACE with a group type of user or higher,

and with the appropriate access control rules configured for the call notification service.
• the Web service client has a valid service endpoint on which to receive call notification events from

Avaya ACE.

 Caution:
If a client application successively fails to receive notifications on its endpoint, ACE automatically
terminates the call notification subscription for that client. The application must re-subscribe with
ACE to receive further notifications. For more information, see Avaya ACE timeout for Call
Notification clients on page 132.

• The calling party translation rules are configured. These rules associate the call participants that are
the focus of a Web service request, with a service provider.

For more information on user and access policy management on Avaya ACE, see Avaya Agile
Communication Environment™ User and Security Administration (NN10850-010).

For more information on translation rules on Avaya ACE, see Avaya Agile Communication Environment™
Service Provider Administration (NN10850-005).

Navigation

• Call Notification WSDL location on page 164
• Call Notification service endpoint on page 164
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• Call Notification WSDL description on page 166
• Call Notification (v4.0) call flow on page 164

Call Notification WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). On the Help menu, select Web Service WSDL Download > ACE Core.

For the Call Notification (v4.0) Web service, ensure you have the following WSDL (*.wsdl) and
schema files (*.xsd) in the same folder in your local directory.

• parlayx_call_notification_service_4_0.wsdl

• parlayx_call_notification_interface_4_0.wsdl

• parlayx_call_notification_types_4_0.xsd

• parlayx_call_notification_manager_service_4_0.wsdl

• parlayx_call_notification_manager_interface_4_0.wsdl

• parlayx_common_faults_3_0.wsdl

• parlayx_common_types_4_0.xsd

Call Notification service endpoint
When configuring your web service client application to invoke the Call Notification Web
service, set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/CallNotification

• https://<ace server>:9443/RaptorWeb/services/CallNotification (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the Avaya ACE server hosting the web service.

Call Notification (v4.0) call flow
The following figure shows the call flow for the Call Notification (v4.0) web service on Avaya
ACE.
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Call Notification (v4.0) call flow
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Call Notification WSDL description
The Call Notification API is based on the Parlay X Web Services draft (Release 8), as defined
in 3GPP TS 29.199-3 (v8.1.0).

The Call Notification interface on Avaya ACE supports the following operations:

• notifyCallEvent on page 166

• notifyParticipantEvent on page 168

• queryCallNotification on page 170

• startCallNotification on page 170

• stopCallNotification on page 173

notifyCallEvent
The notifyCallEvent operation informs the application that a call event has occurred. The
Avaya ACE call notification interface sends a call event notification to the application that has
registered for notifications through the startCallNotification operation.

Navigation

• Request parameters on page 166
• Response on page 168
• Fault codes on page 170
• Notes on usage on page 170

Request parameters

The notifyCallEvent operation contains the following parameters:

Parameter Description
correlator Unique identifier associated with the initial call notification

subscription (as specified in the startCallNotification
request).

eventNotified Call events that generate a notification.
Avaya ACE supports the following events:

• CalledNumber: Called party's phone starts to ring.

• Answer: Called party answers the call.
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Parameter Description

• Busy: Called party is busy.

• NoAnswer: Called party does not answer the call.

• Held: Either the calling or the called party is put on hold.

• Active: A party on hold is retrieved and becomes active.

• Disconnected:

- When the call is monitored in the called (incoming) direction:
Call is terminated after called party answers the call.

- When the call is monitored in the calling (outgoing) direction:
Call is terminated. The call may or may not have been
answered.

For information on the supported call notification events by
service provider type, see Supported notification events by
service provider type on page 127.

callingParticipant Address of the endpoint initiating the call. The value can be a
SIP or TEL URI.
If a calling party reverse transformation rule is configured
against the telephony service provider, the value represents the
transformed URI, after reverse transformation was applied. For
information about service provider translation rules, see the ,
see Avaya Agile Communication Environment™ Service
Provider Administration (NN10850-005). (NN10850-005).

callingParticipantName Name of the calling party

calledParticipant Address of the endpoint receiving the call. The value can be a
SIP or TEL URI.
If a called party reverse transformation rule is configured against
the telephony service provider, the value represents the
transformed URI, after reverse transformation was applied. For
information about service provider translation rules, see , see
Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005). (NN10850-005).

callSessionIdentifier Unique identifier that identifies the call session.

transferredFrom
(optional parameter)

This parameter is populated only during single step transfer and
consult complete with transfer option. It provides the address of
the endpoint from which the call was transferred.

Notes on usage

None.
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Response

If notifyCallEvent operation is successful, Avaya ACE receives a response message from the
client application. Ensure that the response message to Avaya ACE complies with
notifyCallEventResponse of the Call Notification (v4.0) WSDL.

Fault codes

None.

notifyParticipantEvent
The notifyParticipantEvent operation informs the application that a call event has occurred
to a participant on this call. The ACE call notification interface sends aNotifyParticipantEvent
notification to the application that has registered for notifications through the
startCallNotification operation using the Call Session Identifier, and the criteria is set to
Participant.

Navigation

• Request parameters on page 168
• Response  on page 170
• Fault codes on page 170
• Notes on usage on page 170

Request parameters

The notifyParticipantEvent operation takes the following parameters:

Parameter Description
callParticipantInformation Information related to the call participant or participants

within the call session. This parameter includes several
sub-parameters, as follows:

• callParticipantIdentifier

• callParticipantStatus

• callParticipantStartTime

• callParticipantDuration

• callParticipantTerminationCause
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Parameter Description
callParticipantIdentifer URI of the participant whose status was queried. The value

can be a SIP address (for example sip:jdoe@abc.com) or
a telephone number (for example, tel:5555).

callParticipantStatus Status of the call participant. Possible values are:

• callParticipantInitial (call to the participant is in progress)

• callParticipantConnected (participant is active in the call)

• callParticipantTerminated (call to the participant has
ended)

• callParticipantHeld (call to the participant is on hold)

• callParticipantActive (call to the participant is active and
no longer on hold)

callParticipantStartTime The date and time when the participant was added to the
call. This parameter is only returned if the call was
established successfully to the participant (that is, if call
participant status is not callParticipantInitial).

callParticipantDuration The duration (in seconds) of the participant's involvement
in the call. This parameter is only relevant if the participant
is no longer in the call (that is, if call participant status is
callParticipantTerminated).

callParticipantTerminationCau
se

The cause of the participant's removal from the call. This
parameter is only relevant if the participant is no longer in
the call (that is, if call participant status is
callParticipantTerminated). Possible values are:

• CallParticipantNoAnswer

• CallParticipantBusy

• CallParticipantNotReachable

• CallParticipantHangUp

• CallParticipantAborted

callSessionIdentifier A unique identifier of the call session returned by the
makeCallSession operation of the call control service.

correlator An identifier that uniquely identifies a listener of the call
notification subscription.
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Notes on usage

To register for a notifyParticipantEvent, the startCallNotification request must have the
following parameters set:

• addresses is set to the call session identifier that is recognizable by Avaya ACE

• the criteria parameter must be set to Participant

Response

If the notifyParticipantEvent operation is successful, Avaya ACE receives a response
message from the client application. Ensure that the response message to Avaya ACE
complies with notifyParticipantEventResponse of the Call Notification (v4.0) WSDL.

Fault codes

None.

queryCallNotification
Avaya ACE does not suppport the queryCallNotification operation.

startCallNotification
The startCallNotification operation sends a request to the Web service interface to notify the
application of calls made to the specified addresses. The request must specify the notification
endpoint and one or more addresses.

Navigation

• Request parameters on page 170
• Response on page 172
• Fault codes on page 172
• Notes on usage on page 172

Request parameters

The startCallNotification operation takes the following parameters:
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 Note:
Avaya ACE can terminate a Call Notification registration, if a client application is not
responsive to call notification events on its specified endpoint, for a specific duration called
the Subscription Expiry Timeout. For more information on this time out, see Avaya ACE
timeout for Call Notification clients on page 132.

The client application must then re-subscribe for call notifications using the same correlator
and endpoint as specified in the original subscription request.

Parameters Description
reference Provides the information necessary for another system to invoke

a Web Service. For more information, For more information, see
Reference parameter description on page 143.

addresses One or more addresses for which the application wants to
receive notifications. Avaya ACE supports the following URI
formats:

• tel:<phone_num>

• sip:<name>@<domain>

 Note:
For call-ID based notifications, the address parameter must
contain the call-ID (obtained from makeCall) as the parameter
instead of the URI.

criteria Call events that trigger a notification when a call to a specific
address is attempted. Avaya ACE supports the following call
events (criteria):

• CalledNumber: Called party's phone starts to ring.

• Answer: Called party answers the call.

• Busy: Called party is busy.

• NoAnswer: Called party does not answer the call.

• Held: Either the calling or the called party is put on hold.

• Active: A party on hold is retrieved and becomes active.

• Disconnected:

- When the call is monitored in the called (incoming) direction:
Call is terminated after the called party answers the call.

- When the call is monitored in the calling (outgoing) direction:
Call is terminated. The call may or may not have been
answered.

• Participant: Enable Avaya ACE to send out
NotifyParticipantEvent for all call participants involved
in the same call. For a description of
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Parameters Description

NotifyParticipantEvent see notifyParticipantEvent on
page 154.

 Note:
Supported only for call ID based API calls.

For information on the supported call notification events by
service provider type, see Supported notification events by
service provider type on page 127.
For performance reasons, ensure that you specify only the call
events for which you need a notification. If you do not specify
which call events trigger a notification, you receive notifications
for all call events.

addressDirection
(optional parameter)

Direction of calls for which notifications are received.
Possible directions are:

• Calling (outgoing)

• Called (incoming)

The default direction is Called.

Notes on usage

For callID based API calls, the addressDirection parameter is not needed.

Response

If the startCallNotification operation is successful, Avaya ACE registers for call notification
information with each specified address. The response message returned is empty.

Fault codes

If the startCallNotification operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the startCallNotification operation:

• 18000

• 18002

• 18003
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Fault code Description

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009

• 18010

• 18011

• 18012

• 18013

• 18014

• 18016

• 18017

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0005: Correlator <
%1> specified in
message part <%2> is a
duplicate.

Indicates that the correlator specified is not unique.

stopCallNotification
The stopCallNotification operation sends a request to the Web service interface to terminate
an existing call notification subscription. The stopCallNotification request must contain the
correlator that identifies the initial notification request (as specified in the startCallNotification
request).

Navigation

• Request parameters on page 174
• Response on page 174
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• Fault codes on page 174
• Notes on usage on page 174

Request parameters

The stopCallNotification operation contains the following parameters:

Parameters Description
correlator The value specified in the original startCallNotification request

that uniquely identifies the subscription.

Notes on usage

None.

Response

If the stopCallNotification operation is successful, Avaya ACE terminates notifications to the
application. The response message returned is empty.

Fault codes

If the stopCallNotification operation is unsuccessful, Avaya ACE returns the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the stopCallNotification operation:

• 18000

• 18002

• 18003

• 18004

• 18005

• 18006

• 18007

• 18008

• 18009
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Fault code Description

• 18010

• 18011

• 18012

• 18013

• 18014

• 18999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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Chapter 14: Call Forwarding

Call forwarding allows a device to redirect an incoming call to another device when specific conditions are
met. Using the Avaya Agile Communication Environment™ (ACE) Call Forwarding web service, you can
create an application that remotely manages call forwarding functionality on a device. The web service
allows you to specify the number to which calls are redirected, and the conditions that trigger call
forwarding for that device.

The following figure displays the roles involved in the Call Forwarding service.

See Reference tables on page 29 for the service providers for which Avaya ACE supports Call
Forwarding.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Call Forwarding service.
• The calling party translation rules are configured that associate the addresses that will be the focus

of a web service request with a service provider.
• You are familiar with the Overview of web services on page 25.
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For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Call Forwarding WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the ACE Call Forwarding web service, ensure you have the following WSDL (*.wsdl) and
schema files (*.xsd) in the same folder in your local directory:

• call_forwarding_service_1.0.wsdl

• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Call Forwarding service endpoint
When configuring your web service client to invoke the Call Forwarding web service, set the
SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/CallForwardingService

• https://<ace server>:9443/RaptorWeb/services/CallForwardingService (for secure
communication with ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Call Forwarding call flow
The following figure shows the call flow for the Call Forwarding web service on Avaya ACE.
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Call Forwarding WSDL definition
The Call Forwarding API is an Avaya custom interface. The Call Forwarding web service
interface on ACE supports the following operations:

• cancelCallForwarding on page 179

• getCallForwarding on page 181

• setCallForwarding on page 182

cancelCallForwarding
The cancelCallForwarding operation clears the existing rules set for call forwarding. This
operation does not return an error or fault message if there are no forwarding rules set for the
specified address.

Navigation

• Request parameters on page 180
• Response on page 180
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• Fault codes on page 180
• Notes on usage on page 180

Request parameters

The cancelCallForwarding operation takes the following parameter:

Parameter Description
targetAddress The address for which the call forwarding service is being

cancelled. The URI must be in the format of
tel:<phone_num>.

Notes on usage

None.

Response

If the cancelCallForwarding operation is successful, Avaya ACE clears all the call forwarding
rules set for the specified URI. The response message returned is empty.

Fault codes

If the cancelCallForwarding operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the cancelCallForwarding operation:

• 17000

• 17001

• 17002

• 17004

• 17008

• 17009

• 17010
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Fault code Description

• 17017

• 17018

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the
cancelCallForwarding request. The message specifies the
parameter containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.

getCallForwarding
The getCallForwarding operation retrieves the call forwarding rule in place for a specific URI
(set by the setCallForwarding operation). The request must contain the URI of the address
to which the call forwarding rule is applied.

Navigation

• Request parameters on page 181
• Response on page 182
• Fault codes on page 182
• Notes on usage on page 181

Request parameters

The getCallForwarding operation takes the following parameter:

Parameter Description
targetAddress The address for which call forwarding is enabled. The URI

type must be tel:<phone_num>.

Notes on usage

None.
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Response

If the getCallForwarding operation is successful, Avaya ACE returns the forwarding
instruction set for the specified URI.

Fault codes

If the getCallForwarding operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following error
codes with the getCallForwarding operation:

• 17000

• 17001

• 17002

• 17004

• 17008

• 17009

• 17010

• 17017

• 17018

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more information,
see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the
getCallForwarding request. The message specifies the
parameter containing invalid input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.

setCallForwarding
The setCallForwarding operation enables call forwarding functionality on a remote device.
The setCallForwarding request specifies the number for which call forwarding is enabled, the
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address to which the forwarded call is directed, and the condition that triggers the call
forwarding.

If there is an existing call forwarding rule in place for the specified URI, the setCallForwarding
operation replaces the existing rule with the new rule.

• Request parameters on page 183

• Response on page 184

• Fault codes on page 184

• Notes on usage on page 184

Request parameters

The setCallForwarding operation takes the following parameters:

Parameter Description
activeForwarding Enables call forwarding. The only supported value is true.

If empty or set to an invalid value, activeForwarding is
automatically set to true.

calleeAddress The number to which the incoming call is originally
directed. The URI type must be tel:<phone_num>.

incomingFilter Condition that specifies which calls need to be forwarded.
Currently, Avaya ACE supports one condition.

• AllCalls: Forward all calls.

If not selected or set to empty, incomingFilter is
automatically set to AllCalls.

instructions Forwarding rules and list of instructionType

condition Condition that dictates when to forward the call. Currently,
Avaya ACE supports one condition.

• forwardImmediate: Instantly forwards all calls.

If not selected or set to empty, condition is automatically
set to forwardImmediate.

forwarding Address The address where the forwarded call is directed.
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Notes on usage

• setCallForwarding is subject to all call forwarding limitations imposed on the device by
its service provider.

• ACE supports a single call forwarding instruction for each target address. Multiple
instructions received in this operation are not processed. In this case, ACE returns an
error message.

• For some service providers (including Avaya CS 1000 and Avaya NES Contact Center),
the attempt to forward a device to an invalid address may result in the device prompting
the end user for a new valid address. Although you cannot prevent this prompt due to a
limitation of the call server, the device itself remains fully functional and the prompt clears
as part of any subsequent call processing action.

• The ringCount, ringDuration, and specificCaller parameters are not supported.

Response

If the setCallForwarding operation is successful, Avaya ACE sets the new forwarding rule for
calls to the specified address. The response message returned is empty.

Fault codes

If the setCallForwarding operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following error
codes with the setCallForwarding operation:

• 17000

• 17001

• 17002

• 17008

• 17009

• 17010

• 17017

• 17018
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Fault code Description
See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more
information, see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the
request, and specifies the parameter containing invalid
input.

SVC0261: Call already
terminated.

Indicates that the call has already ended.
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Chapter 15: Call History

The Avaya Agile Communication Environment™(ACE) Call History web service API allows a client
application to retrieve call history records (incoming/outgoing or both) for a specific terminal address (URI).
Using the ACE Call History API, your application can instruct the ACE server to create, store and delete
records for calls, that can then be retrieved by the address or ACE user name (userID).

See Reference tables on page 29 for information on the service providers for which Avaya ACE supports
Call History.

Prerequisites

• The web service client (application) is a configured user on ACE.
• The web service client (application) belongs to a user group on ACE with a group type of user or

higher, and with the appropriate access control rules configured for the Call History service.
• The calling party translation rules are configured that associate the addresses that will be the focus

of a web service request with a service provider.
• You are familiar with the Overview of web services on page 25.

For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Call History features
See the following section for information on features provided by the ACE Call History web
service:

• Call History registration over restarts on page 187

Call History registration over restarts
The list of directory numbers (DNs) registered for call history persists across ACE restarts, but
the in-memory data structures associated with a service provider must be populated again,
after a restart of the ACE server. Since Avaya ACE cannot perform this reregistration until the
service provider itself is in-service, there may be a brief delay following a restart, during which
time call history might not be recorded for DNs that were previously registered. This delay
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depends on the number of addresses registered for call history and the number of service
providers provisioned, but could range from a few seconds to several minutes.

The system may also attempt to reregister a DN before the associated service provider returns
to service. Some service providers may take longer than others to fully complete their
initialization (due to delays in establishing communication with the far-end communication
server, for example). If the system attempts to reregister a DN for call history before the
associated service provider is in-service, the registration attempt fails and Avaya ACE
generates a fault event with componentId= "CALL_HISTORY_V1". Following is an example of
such an event log:
Event Timestamp: 2008-12-16 12:25:18.534 -0500
Event Class: FAULT
Event Type: ACE.AppEvent.CALL_HISTORY_V1.CallHistoryRegistrationFailed
Event Severity: MINOR
Event Source: Cell01,Node01,server1:CALL_HISTORY_V1
Event Message: Call history is not yet enabled for the addresses listed.
Event Context: [ address[users] = tel:8876: [user1]; tel:8877:
[user1,user2]; tel:8874: [user1]; tel:8875: [user2]; systemId = 
Cell01,Node01,server1 failed address count = 4 entityId = CALL_HISTORY_V1

If Avaya ACE generates such an event log when there are service providers out of service (as
indicated by active alarms), no action is required, as the registrations will be reestablished
when the service provider completes its initialization. If the above event log appears and there
are no active service provider alarms, contact the next level of support to determine the root
cause of the registration failure.

Call History WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). From the Help menu, select Web Service WSDL Download > ACE Core.

For the Call History web service, ensure you have the following WSDL (*.wsdl) and schema
files (*.xsd) in the same folder in your local directory:

• call_history_1_2.wsdl

• parlayx_common_faults_3_0.wsdl

• parlayx_common_types_3_1.xsd

Call History

188     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Call History service endpoint
When configuring your web service client application to invoke the Call History web service,
set the SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/CallHistory

• https://<ace server>:9443/RaptorWeb/services/CallHistory (for secure
communication with ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Call History call flow
The following figure shows the call flow for the Call History web service on Avaya ACE.

Call History service endpoint
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Call History WSDL definition
The Call History API is an Avaya custom interface.

The Call History interface on ACE supports the following operations:

• deleteCallHistoryRecord on page 191

• deregisterCallHistory on page 192

• getCallHistory on page 194

• getCallHistoryByProfile on page 197

• registerCallHistory on page 199
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deleteCallHistoryRecord
The deleteCallHistoryRecord operation sends a request to the web service interface to have
the ACE server delete call history record(s) by recordId.

Navigation

• Request parameters on page 191
• Response on page 191
• Fault codes on page 192
• Notes on usage on page 191

Request parameters

The deleteCallHistoryRecord operation takes the following parameters:

Parameters Description
recordId Unique database record identifier.

username Avaya ACE username.

Notes on usage

None.

Response

If the deleteCallHistoryRecord operation is successful, Avaya ACE deletes requested Call
History records. The response message returned is empty.

If the deleteCallHistoryRecord is unsuccessful, Avaya ACE returns one of the following fault
codes.

Error message Description
INTERNAL_ERROR Avaya ACE experienced an internal error.

USER_NOT_REGISTERED User is not registered to the call history
service

RECORD_NOT_FOUND Record does not exist for specified recordID

Call History WSDL definition
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Fault codes

If the deleteCallHistoryRecord operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the deleteCallHistoryRecord operation:

• 19901

• 19002

• 19004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more information, see
Error messages on page 28.

deregisterCallHistory
The deregisterCallHistory operation sends a request to the web service interface to have the
ACE server stop collecting call history records in a direction. Any records already collected are
no longer available.

Navigation

• Request parameters on page 192
• Response on page 193
• Fault codes on page 194
• Notes on usage on page 193

Request parameters

The deregisterCallHistory operation takes the following parameters:

Parameters Description
userId Specified user name as defined in the Avaya ACE user profile.

direction Direction of calls for which Avaya ACE collects the call history
records. Possible values are
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Parameters Description

• Incoming

• Outgoing

If this direction parameter is not specified in the request, the
default direction is Incoming.
ACE supports the following:

• MLS - both incoming and outgoing directions

• CS 2000 SIP_SSL - incoming direction only

• CS 2000 SIP_IN - both incoming and outgoing directions

addresses One or more addresses as defined in the Avaya ACE user profile
(contact identifier) for which ACE collects the call history records.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

Notes on usage

If the application has registered for both incoming and outgoing call history record collection,
it must deregister against each direction separately. Once deregistered for a specific direction,
all call records for this direction will no longer be available. If the direction is not specified in
the deregistration request, by default, incoming call record collection is deactivated.

Response

The deregisterCallHistory operation returns successful when the specified user ID's
address(es) is registered for call history. The operation will return an error message if
deregistering a non-registered address. When deregistered, Avaya ACE stops collection of
call history records for the specified user ID's address(es) in the direction included in the
request. The response message will contain the address, success and failureReason (if
success is false).

If the request fails for any of the specified addresses, the operation is still considered
successful. However, the response message contains an error message for the address
associated with the failed request:

Error message Description
INTERNAL_ERROR Avaya ACE experienced an internal error.

UNKNOWN_ADDRESS The specified address was not registered for
the call history service for the specified
direction.

Call History WSDL definition

Web Services November 2012     193



Fault codes

If the deregisterCallHistory operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the deregisterCallHistory operation:

• 19001

• 19003

• 19004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each ACE
error code.
You can access this document from the ACE GUI or obtain a
version from the Avaya website. For more information, see Error
messages on page 28.

getCallHistory
The getCallHistory operation sends a request to the web service interface to retrieve the call
history records for one or more addresses. The request must specify the URI address or
addresses for which the call records are being retrieved.

Navigation

• Request parameters on page 194
• Response on page 195
• Fault codes on page 196
• Notes on usage on page 195

Request parameters

The getCallHistory operation takes the following parameters:

Parameters Description
address One or more addresses as defined in the Avaya ACE user profile

(contact identifier) for which the application retrieves the call
history records. Avaya ACE supports the following URI formats:
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Parameters Description

• tel:<phone_num>

• sip:<sip_address>

direction Direction of calls for which the call history records are retrieved.
Possible values are:

• Incoming

• Outgoing

If the direction parameter is not specified in the request, the
default direction is Incoming.
Avaya ACE supports the following:

• MLS - both incoming and outgoing directions.

• CS 2000 SIP_SSL - incoming direction only

• CS 2000 SIP_IN - both incoming and outgoing directions

Notes on usage

ACE supports the collection of both incoming and outgoing Call History records. Collection of
incoming call history records is supported only when the terminal (address URI) can respond
to incoming calls. ACE does not collect call history records if the address is unreachable (for
example, is busy).

Response

If the getCallHistory operation is successful, Avaya ACE returns a response message that
contains the following information for each address specified in the request:

Parameters Description
address Address as specified in the request

callStatus Status of the call:

• Answer

• NoAnswer

• Unknown (indicates that the service provider had an outage
during the call setup)

This parameter is not supported by CS 2000 SIP_IN provider.

callStatusReason If callStatus is NoAnswer, possible values are:

• CALL_ABANDONED: Called party did not answer the call.

This parameter is not supported by CS 2000 SIP_IN provider.
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Parameters Description
callingParticipant Address of the endpoint initiating the call

callingParticipantName Name of the calling party (as provisioned on the network
element)

calledParticipant Address of the endpoint receiving the call

timestamp Date and time of the call (in GMT)

callDuration Duration of the call in seconds
This parameter is not supported by CS 2000 SIP_IN provider.

direction Direction of the call for which ACE collects call history records.
Possible values are:

• Incoming

• Outgoing

If the direction parameter is not specified in the request, the
default direction is Incoming.

recordId Unique database record identifier.

If the request fails for any of the specified addresses, the operation is still considered
successful. However, the response message contains an error message for the URI associated
with the failed call history query:

Error message Description
ADDRESS_NOT_REGISTERED The specified address is not registered to

use the Call History service.

INTERNAL_ERROR Avaya ACE experienced an internal error.

Fault codes

If the getCallHistory operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the getCallHistory operation:

• 19001

• 19003

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Fault code Description
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

getCallHistoryByProfile
The getCallHistoryByProfile operation sends a request to the web service interface to
retrieve call history records for one or more user IDs. The request must specify the user ID or
user IDs for which the call records are being retrieved. The operation returns all call records
for any address that is registered and belongs to the user profile.

Navigation

• Request parameters on page 197
• Response on page 198
• Fault codes on page 199
• Notes on usage on page 198

Request parameters

The getCallHistoryByProfile operation takes the following parameters:

Parameters Description
userId One or more user names as defined in the Avaya ACE user

profile for which the application retrieves the call history
records.

direction Direction of calls for which the call history records are retrieved.
Possible values are:

• Incoming

• Outgoing

If the direction parameter is not specified in the request, the
default direction is Incoming.
Avaya ACE supports the following:

• MLS - both incoming and outgoing directions

• CS 2000 SIP_SSL - incoming direction only

• CS 2000 SIP_IN - both incoming and outgoing directions
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Notes on usage

ACE supports the collection of both incoming and outgoing Call History records. Collection of
incoming call history records is supported only when the terminal (address URI) can respond
to incoming calls. ACE does not collect call history records if the address is unreachable (for
example, is busy).

Response

If the getCallHistoryByProfile operation is successful, Avaya ACE returns a response
message that contains the following information for each user ID specified in the request:

Parameters Description
userId User ID as specified in the request

address Address associated with this user ID

callStatus Status of the call:

• Answer

• NoAnswer

• Unknown (indicates that the service provider had an outage
during the call setup)

This parameter is not supported by CS 2000 SIP_IN provider.

callStatusReason If callStatus is NoAnswer, possible values are:

• CALL_ABANDONED: Called party did not answer the call.

This parameter is not supported by CS 2000 SIP_IN provider.

callingParticipant Address of the endpoint initiating the call

callingParticipantName Name of the calling party (as provisioned on the network
element).

calledParticipant Address of the endpoint receiving the call

timestamp Date and time of the call (in GMT)

callDuration Duration of the call in seconds
This parameter is not supported by CS 2000 SIP_IN provider.

direction Direction of the call for which ACE collects the call history
records. Possible values are

• Incoming

• Outgoing

If the direction parameter is not specified in the request, the
default direction is Incoming.
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Parameters Description
recordId Unique database record identifier.

If the request fails for any of the specified addresses, the operation is still considered
successful. However, the response message contains an error message for the User ID
associated with the failed call history query as follows:

Error message Description
USER_NOT_REGISTERED The specified User ID is not registered to use

this operation.

INTERNAL_ERROR Avaya ACE experienced an internal error.

Fault codes

If the getCallHistoryByProfile operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the getCallHistoryByProfile operation:

• 19001

• 19003

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more information, see
Error messages on page 28.

registerCallHistory
The registerCallHistory operation sends a request to the web service interface to allow the
Avaya ACE server to collect call history records for specified addresses provisioned against
the specified user IDs, for a call direction.

Navigation

• Request parameters on page 200
• Response on page 200
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• Fault codes on page 201
• Notes on usage on page 200

Request parameters

The registerCallHistory operation accepts the following parameters:

Parameters Description
userId Specified user name as defined in the Avaya ACE user profile.

direction Direction of calls for which Avaya ACE collects the call history
records. Possible values are

• Incoming

• Outgoing

If the direction parameter is not specified in the request, the
default direction is Incoming.
ACE supports the following:

• MLS - both incoming and outgoing directions.

• CS 2000 SIP_SSL - incoming direction only

• CS 2000 SIP_IN - both incoming and outgoing directions

addresses One or more addresses as defined in the Avaya ACE user profile
(contact identifier) for which ACE collects the call history records.
Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

Notes on usage

ACE starts to collect call history records when an application registers with ACE using the call
history service. To activate both incoming and outgoing call history recording, the application
must register for each direction separately. ACE maintains approximately 100 to 105 of the
most recent calls for each of the incoming and outgoing directions (if registered against this
direction), until the application deregisters for the call history service. If no direction is provided,
the application registers by default for incoming call history record collection.

Response

If the registerCallHistory operation is successful, Avaya ACE starts to collect call history
records for the specified addresses, user ID, and direction. The response message contains
the address, success and failureReason (if success is false).

Call History

200     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


If the request fails for any of the specified addresses, the operation is still considered
successful. However, the response message contains an error message for the URI associated
with the failed call history registration request:

Error message Description
UNKNOWN_ADDRESS The specified address is not defined as a

contact identifier in the user profile.

ADDRESS_REGISTRATION_ERROR The requested address does not have the
capability for this operation.

INTERNAL_ERROR Avaya ACE experienced an internal error.

Fault codes

If the registerCallHistory operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the registerCallHistory operation:

• 19001

• 19003

• 19004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.
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Chapter 16: Terminal Location

The Terminal Location service allows an application to obtain information about the physical location of a
user device. Avaya provides an API that allows an application to retrieve location information about a
mobile terminal, which can then be queried by another application to trigger other events. Location is
expressed in terms of latitude, longitude, altitude, and accuracy.

Avaya also provides a custom Location Supplier web service that allows a device to publish information
about its location, based on a specific condition. The Avaya Agile Communication Environment™ (ACE)
stores this information and can provide it to client applications that query location information for the
device.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on ACE with a group type of user or

higher, and with the appropriate access control rules configured for the Terminal Location service.
• You are familiar with the Overview of web services on page 25.

For information on user and access policy management on Avaya ACE, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

Navigation

• Terminal Location WSDL location on page 203
• Terminal Location service endpoint on page 204
• Terminal Location WSDL definition on page 204

Terminal Location WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the Terminal Location (v3) web service, ensure you have the following WSDL (*.wsdl) and
schema files (*.xsd) in the same folder in your local directory:

• parlayx_terminal_location_service_3.1.wsdl

• parlayx_terminal_location_interface_3.1.wsdl

• parlayx_terminal_location_types_3.0.xsd
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• location_supplier_service_1_0.wsdl

• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Terminal Location service endpoint
When configuring your web service client to invoke the Terminal Location service, set the
SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/TerminalLocation

• https://<ace server>:9443/RaptorWeb/services/TerminalLocation (for secure
communication with Avaya ACE)

When configuring your web service client to invoke the Location Supplier service, set the
SOAP message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/ LocationSupplier

• https://<ace server>:9443/RaptorWeb/services/ LocationSupplier (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Terminal Location WSDL definition
The Terminal Location API is based on the Parlay X Web Services standard (version 3.0), as
defined in ETSI ES 202 504-9.

The Avaya ACE Terminal Location web service supports the following operations:

• getLocation on page 204

• getLocationForGroup on page 209

• getTerminalDistance on page 215

The Location Supplier API is an Avaya custom web service, and supports the following
operation:

• setLocation on page 217

getLocation
The getLocation operation retrieves the location information for a terminal device.
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The requesting application provides the URI of the terminal for which location information is
requested, and specifies a preferred and minimum accuracy range for the information returned.
Optionally, the application can also specify a maximum age for the location information, and a
response time within which the application needs to receive the information before it considers
the information to be no longer useful.

Navigation

• Request parameters on page 205
• Response on page 207
• Fault codes on page 208
• Notes on usage on page 206

Request parameters

The getLocation operation takes the following parameters:

Parameter Description
requester The entity that is querying the terminal device location (must be

a valid URI). Avaya ACE modifies the specified URI such that
the prefix and domain portion of the URI are lower case. No
further validation or access control rules are applied.

address Address of the terminal device for which the location information
is requested. Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

Avaya ACE modifies the specified URI such that the prefix and
domain portion of the URI are lower case.
ACE does not support the group URI (ace:<user>) for this
operation. The getLocation operation only supports retrieving
location information for a single device. For location information
for multiple devices, use the getLocationForGroup
operation.

requestedAccuracy Accuracy of location information requested. This value must be
a positive integer and be less than or equal to the acceptable
accuracy.

acceptableAccuracy Accuracy that is acceptable for a response. This value must be
a positive integer.

maximumAge Maximum acceptable age of the location information that is
returned. This time value must be a positive integer.

responseTime Maximum time that the requester will wait for a response. This
time value must be a positive integer, and the unit must be either
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Parameter Description
second or millisecond. The maximum response time cannot
be more than 30 seconds.

tolerance Priority of response time versus accuracy. Possible values are:

• NoDelay (Avaya ACE should immediately return any location
estimate it currently has)

• LowDelay (response time takes precedence over accuracy )

• DelayTolerant (accuracy takes precedence over response
time)

Notes on usage

• the Avaya ACE getLocation operations reflect the information supplied to Avaya ACE
via the setLocation API.

• The ParlayX standard indicates that locations should be supplied as longitude and
latitude, but does not describe their units.

• The tolerance value specified in the getLocation request determines the relative
priority of the criteria that Avaya ACE uses to retrieve the location data for the device.

Tolerance value Description
NoDelay Avaya ACE searches for the available location data for the device based

on accuracy. Avaya ACE returns the location data if:

• the accuracy of the information is less than or equal to the
acceptableAccuracy specified in the request, and

• the age of the information is within the range of the maximumAge
specified in the request (where applicable)

LowDelay Avaya ACE searches for the available location data for the device based
on accuracy, as follows:

• ACE gets the current time, and searches for information whose
accuracy is less than or equal to the requestedAccuracy
specified in the request

• if found, ACE checks for a maximumAge parameter in the request
and if present, compares the value with the age of the location data
found

- if the age exceeds the maximum age, ACE returns an error

- if the age is within the specified range (or if no maximum age has
been specified), ACE returns the location data
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Tolerance value Description

• if not found, ACE checks for a responseTime parameter in the
request and if present, compares the value to the time elapsed since
ACE began processing the request

- if the response time has been exceeded, ACE returns an error

- if the response time has not been exceeded, ACE continues
searching

• Avaya ACE searches for location information whose accuracy is less
than or equal to the acceptableAccuracy specified in the
request

• if found, ACE checks for a maximumAge parameter in the request
and if present, compares the value with the age of the location data
found

- if the age exceeds the maximum age, ACE returns an error

- if the age is within the specified range (or if no maximum age has
been specified), ACE returns the location data

DelayTolerant Avaya ACE searches for available location data for the device based
on accuracy, and adds a delay in returning location data to ensure the
most accurate information possible, as follows:

• Avaya ACE searches for location data for the device based on
requested or acceptable accuracy (as with LowDelay tolerance),
and

• if no location data is found, Avaya ACE introduces a delay to search
again for the most accurate information (delay time defaults to 5
seconds, or half the value of the responseTime, if specified in the
request)

• after the delay, Avaya ACE performs the search again using the
original criteria

• Avaya ACE repeats the search until location data is found or the
response time expires. If no responseTime is specified in the
request, Avaya ACE sets the response time to the maximum
permitted value of 30 seconds

In each case, if the location data search does not meet the appropriate criteria, Avaya ACE
returns an error.

Response

If the getLocation operation is successful, Avaya ACE returns a response message that
contains the following location information for the queried device:
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Parameter Description
LocationInfo Information about location of the terminal device. This

parameter includes the following sub-parameters:

• latitude

• longitude

• altitude

• accuracy

• timestamp

latitude Location latitude (floating decimal in the range of -900000.00 to
+900000.00). Positive values indicate locations north of and on
the equator. Negative values indicate locations south of the
equator.

longitude Location longitude (floating decimal in the range of -180000.00
to +180000.00). Positive values indicate locations east of and
on the prime meridian (Greenwich). Negative values indicate
locations west of the prime meridian up to the 180th meridian.

altitude Altitude in meters. The response is determined by the
setLocation request parameter, which is defined as a
floating decimal in the range of -11000.00 to +80000.00.

accuracy Accuracy of location information. If the degree of accuracy
wanted is available, this value is provided. If not, the best
possible accuracy is returned. Possible values are Low,
Medium and High.

timestamp Date and time that the location information was acquired.

Fault codes

If the getLocation operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the getLocation operation:

• 20000

• 20001

• 20003

• 20004

• 20005
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Fault code Description

• 20006

• 20018

• 20019

• 20999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that the specified addresses are invalid. The message
specifies the parameter containing invalid input.

SVC0200: Accuracy of
location is not within
acceptable limit.

Indicates that the accuracy of the retrieved location information
is not within the specified accuracy range.

POL0006: Group
specified in message
part <%1> not allowed.

Indicates that the group URI is not supported.

getLocationForGroup
The getLocationForGroup operation retrieves the location information for one or more
terminal devices.

The requesting application provides the URIs of the terminals for which location information is
requested, and specifies a preferred and minimum accuracy range for the information returned.
Optionally, the application can also specify a maximum age for the location information, and a
response time within which the application needs to receive the information before it considers
the information to be no longer useful.

If a response time is requested, the application can also provide a tolerance parameter that
determines the priority between accuracy of the information returned and the response time.
If the application is delay-tolerant, it can specify a preference for accuracy over response time.
If the application is time-sensitive, it can request an immediate response from the location
service, and obtain whatever current location estimate is available for the device being
queried.
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Navigation

• Request parameters on page 210
• Response on page 212
• Fault codes on page 214
• Notes on usage on page 211

Request parameters

The getLocationForGroup operation takes the following parameters:

Parameter Description
requester The entity that is querying the terminal device location (must be

a valid URI). Avaya ACE modifies the specified URI such that
the prefix and domain portion of the URI are lower case.

addresses One or more addresses identifying the terminal device(s) for
which the location information is requested. ACE supports the
following URI formats:

• tel:<phone_num>

• sip:<sip_address>

Avaya ACE modifies the specified URI such that the prefix and
domain portion of the URI are lower case.
Avaya ACE does not support the group URI (ace:<user>) for
this operation. getLocationForGroup operation only supports
retrieving location information for single devices, in a bulk
request.

requestedAccuracy Accuracy of location information requested, in meters. This
value must be a positive integer and must be less than or equal
to the acceptable accuracy.

acceptableAccuracy Accuracy that is acceptable for a response, in meters. This
value must be a positive integer.

maximumAge Maximum acceptable age of the location information that is
returned. This time value must be a positive integer.

responseTime Maximum time that the requester will wait for a response. This
time value must be a positive integer, and the unit must be either
second or millisecond. The maximum response time cannot
be more than 30 seconds.

tolerance Priority of response time versus accuracy. Possible values are:

Terminal Location

210     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


Parameter Description

• NoDelay (Avaya ACE should immediately return any location
estimate it currently has)

• LowDelay (response time takes precedence over accuracy)

• DelayTolerant (accuracy takes precedence over response
time)

Notes on usage

The tolerance value specified in the getLocationForGroup request determines the relative
priority of the criteria that Avaya ACE uses to retrieve the location data for each terminal device,
as described in the following table.

Tolerance value Description
NoDelay Avaya ACE searches for the available location data for the device based

on accuracy. Avaya ACE returns the location data if:

• the accuracy of the information is less than or equal to the
acceptableAccuracy specified in the request, and

• the age of the information is within the range of the maximumAge
specified in the request (where applicable)

If location information for the device is not available based on the above
criteria, ACE returns an SVC0004 error code in the LocationData
element associated with the terminal device. The web service request
itself does not fail.

LowDelay Avaya ACE searches for the available location data for the device based
on accuracy, as follows:

• ACE gets the current time and searches for information whose
accuracy is less than or equal to the requestedAccuracy specified in
the request

• if found, ACE checks for a maximumAge parameter in the request and
if present, compares the value with the age of the location data found

- if the age exceeds the maximum age, ACE returns an error

- if the age is within the specified range (or if no maximum age has
been specified), ACE returns the location data

• if not found, ACE checks for a responseTime parameter in the request
and if present, compares the value with the time elapsed since ACE
began processing the request

- if the response time has been exceeded, ACE returns an error (this
terminates the operation for all other terminal devices specified in
the request)

Terminal Location WSDL definition

Web Services November 2012     211



Tolerance value Description

- if the response time has not been exceeded, ACE continues
searching

• Avaya ACE searches for location information whose accuracy is less
than or equal to the acceptableAccuracy specified in the request

• if found, ACE checks for a maximumAge parameter in the request and
if present, compares the value to the age of the location data found

- if the age exceeds the maximum age, ACE returns an error

- if the age is within the specified range (or if no maximum age has
been specified), ACE returns the location data

If location information for the device is not available based on the above
criteria, ACE returns a current location of null for the device with
reportStatus for that device set to NotRetrieved.

DelayTolerant Avaya ACE searches for available location data for the device based
on accuracy, and adds a delay in returning location data to ensure the
most accurate information possible, as follows:

• Avaya ACE searches for location data for the device based on
requested or acceptable accuracy (as with LowDelay tolerance), and

• if no location data is found, Avaya ACE introduces a delay to search
again for the most accurate information (delay time defaults to 5
seconds, or half the value of the responseTime, if specified in the
request)

• after the delay, Avaya ACE performs the search again using the
original criteria

• Avaya ACE repeats the search until location data is found or the
response time expires. If no responseTime is specified in the request,
Avaya ACE sets the response time to the maximum permitted value
of 30 seconds

If location information for the device is not available based on the above
criteria, ACE returns a current location of null for the device with
reportStatus for that device set to NotRetrieved.

Response

If the getLocationForGroup operation is successful, Avaya ACE returns a response message
that contains the following information for each terminal device:

Parameter Description
LocationData Information about location of a particular terminal device (ACE

returns an instance of LocationData for each address queried).
This parameter includes the following sub-parameters:
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Parameter Description

• address

• reportStatus

• currentLocation

• errorInformation

address Address of the terminal device to which the location information
applies.

reportStatus Status of retrieval for this terminal device address. Possible
values are:

• Retrieved

• NotRetrieved

• Error

currentLocation Location of terminal (only provided if reportStatus = Retrieved).
This parameter includes the following sub-parameters:

• latitude

• longitude

• altitude

• accuracy

• timestamp

latitude Latitude of the location to measure from (floating decimal in the
range of -900000.00 to +900000.00). Positive values indicate
locations north of and on the equator.

longitude Longitude of the location to measure from (floating decimal in
the range of -18000000.00 to +180000.00). Positive values
indicate locations east of and on the prime meridian
(Greenwich). Negative values indicate locations west of the
prime meridian up to the 180th meridian.

altitude Location altitude (floating decimal in the range of -11000.00 to
+80000.00).

accuracy Accuracy of location information, in meters (must be a non-zero
positive integer).

timestamp Date and time that the location information was acquired.

errorInformation Reason for error, if reportStatus = Error.

If the address exists in the ACE database, but does not have any associated location
information, ACE sets the reportStatus flag in the LocationData element to NotRetrieved.

If the address does not exist in the ACE database (and no location information for the address
can be found), ACE sets the reportStatus flag in the LocationData element to Error and returns
an SVC0004 fault for that address. However, the presence of the SVC0004 fault does not
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indicate a failure of the web service request, as Avaya ACE may still return valid location
information for one or more addresses queried in the request.

Fault codes

If the getLocationForGroup operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is <code>.

Indicates an Avaya ACE service exception, identified
by an error code. Avaya ACE may return any of the
following error codes with the getLocationForGroup
operation:

• 20000

• 20001

• 20003

• 20004

• 20005

• 20006

• 20018

• 20019

• 20999

See the Avaya Agile Communication Environment
Error Messages Reference (NN10850-018) for details
on each Avaya ACE error code.
You can access this document from the Avaya ACE
GUI or obtain a version from Avaya Web site. For more
information, see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the
request, and specifies the parameter containing invalid
input.

SVC0004: No valid addresses
provided in message part <%1>.

Indicates that the specified address(es) is invalid. The
message specifies the parameter containing invalid
input.

SVC0006: Group <%1> in
message part <%2> is not a valid
group.

Indicates that the specified group is invalid. The
message specifies the parameter containing invalid
input.

SVC0200: Accuracy of location is
not within acceptable limit.

Indicates that the accuracy of the location information
available is not within the acceptable accuracy range
specified in the request.
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Fault code Description
POL0002: Privacy verification
failed for address <%1>, request is
refused

Indicates that the requester is not authorized to retrieve
location information.

POL0006: Group specified in
message part <%1> not allowed.

Indicates that the group URI is not supported.

POL0230: Requested accuracy is
not supported.

Indicates that the requested accuracy for the location
information cannot be supported.

getTerminalDistance
The getTerminalDistance operation retrieves the distance of a terminal device from a
specified location.

Navigation

• Request parameters on page 215
• Response on page 216
• Fault codes on page 216
• Notes on usage on page 216

Request parameters

The getTerminalDistance operation takes the following parameters:

Parameter Description
requester The entity that is querying the terminal device location (must be

a valid URI). Avaya ACE modifies the specified URI such that
the prefix and domain portion of the URI are lower case. No
further validation or access control rules are applied.

address Address of the terminal device for which distance from the
specified location is requested. Avaya ACE supports the
following URI formats:

• tel:<phone_num>

• sip:<sip_address>

Avaya ACE modifies the specified URI such that the prefix and
domain portion of the URI are lower case.

latitude Latitude of the location to measure from (floating decimal in the
range of -900000.00 to +900000.00). Positive values indicate
locations north of and on the equator.
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Parameter Description
longitude Longitude of the location to measure from (floating decimal in

the range of -18000000.00 to +180000.00). Positive values
indicate locations east of and on the prime meridian
(Greenwich). Negative values indicate locations west of the
prime meridian up to the 180th meridian.

Notes on usage

None.

Response

If the getTerminalDistance operation is successful, Avaya ACE returns the distance (in
meters) of the terminal device from the specified location.

Fault codes

If the getTerminalDistance operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the getTerminalDistance operation:

• 20000

• 20001

• 20003

• 20004

• 20005

• 20006

• 20018

• 20019

• 20999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Fault code Description
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that the specified addresses are invalid, and specifies
the parameter containing invalid input.

POL0006: Group
specified in message
part <%1> not allowed.

Indicates that the group URI is not supported.

setLocation
The setLocation operation provides location information for a terminal device.

Request parameters

The setLocation operation takes the following parameters:

Parameter Description
address Address of the terminal device for which location information is

provided. Avaya ACE supports the following URI formats:

• tel:<phone_num>

• sip:<sip_address>

locationInfo Information about the device location. This parameter contains
the following sub-parameters:

• latitude

• longitude

• altitude

• accuracy

• timestamp

latitude Latitude of the location to measure from (floating decimal in the
range of -900000.00 to +900000.00). Positive values indicate
locations north of and on the equator.

longitude Longitude of the location to measure from (floating decimal in
the range of -18000000.00 to +180000.00). Positive values
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Parameter Description
indicate locations east of and on the prime meridian
(Greenwich). Negative values indicate locations west of the
prime meridian up to the 180th meridian.

altitude Altitude in meters. A floating decimal in the range of -11000.00
to +80000.00.

accuracy Accuracy of location information. Possible values are Low,
Medium and High. Each operator must assign a “radius of
uncertainty” to each value. For example, < 3km, < 1km, < 100m,
respectively.

timestamp Date and time that the location information was acquired.

locationTechnology Technology used to define location information. Possible
values are:

• Satellite

• Shortrange

• Cellular

Notes on usage

• The ParlayX standard indicates that locations should be supplied as longitude and
latitude, but does not describe their units.

• Avaya ACE supports multiple instances of location information for a single device, based
on the accuracy value specified in the setLocation request. When Avaya ACE receives
a getLocation request for the device, the tolerance value specified determines the
instance of location data returned:

- where tolerance is NoDelay, Avaya ACE returns the first available instance of
location data for the device, as long as the accuracy value associated with it is less
than or equal to the acceptable accuracy value supplied in the request

- where tolerance is LowDelay or DelayTolerant, Avaya ACE checks for available
location data for the device, and returns the data with the smallest accuracy number

Response

If the setLocation operation is successful, Avaya ACE updates the device's location with the
information provided. The response message returned is empty.
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Fault codes

If the setLocation operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the setLocation operation:

• 21000

• 21001

• 21003

• 21004

• 21005

• 21006

• 21999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that the specified addresses are invalid. The message
specifies the parameter containing invalid input.

POL0006: Group
specified in message
part <%1> not allowed.

Indicates that the group URI is not supported.
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Chapter 17: Audio Call

The Avaya Agile Communication Environment™ (ACE) Audio Call Web service allows an application to
add or drop audio content in an existing call, and to monitor delivery of the audio message.

Using the Avaya ACE Audio Call API in conjunction with a call control web service (for example, third party
call control), you can create an application that plays a prerecorded message to participants in an ongoing
call. For example, you can send an automated meeting reminder to an end user, or broadcast a message
to a group of clients at a specified time. You can also check the play status of the message to verify that
the message was delivered, and remove the audio content from the call.

The Avaya ACE Audio Call web service:

• supports Third Party Call Control (version 3.0) call sessions only. See Third Party Call Control
(v3) on page 49 for more information.

• uses the Avaya Media Server to host the audio WAV file played in the audio message

See Reference tables on page 29 for the service providers for which Avaya ACE supports Audio Call.

Prerequisites

• You are familiar with the Overview of web services on page 25.
• You have installed the media processing support software on the Avaya Media Server. The installer

for this software is available on the Avaya ACE GUI. See Installation of media processing support
software on Avaya Media Server in Avaya Agile Communication Environment Service Provider
Administration (NN10850-005).

• The Use Media Server option is enabled on the Avaya ACE service provider for the network element.
See the respective service provider configuration procedures in Avaya Agile Communication
Environment™ Service Provider Administration (NN10850-005).

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Audio Call service.
• The calling party translation rules are configured, that associate the addresses that will be the focus

of a web service request with a service provider.
For information on user and access policy management on Avaya ACE and translation rules, see Avaya
Agile Communication Environment™ Administration (NN10850-005).
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Audio Call WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the ACE Audio Call web service, ensure you have the following WSDL (*.wsdl) and schema
files (*.xsd) in the same folder in your local directory:

• parlayx_audio_call_play_media_service_3.2.wsdl

• parlayx_audio_call_play_media_interface_3.2.wsdl

• parlayx_audio_call_types_3.2.xsd

• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Audio Call service endpoint
When configuring your web service client to invoke the Audio Call web service, set the SOAP
message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/AudioCallPlayMedia

• https://<ace server>:9443/RaptorWeb/services/AudioCallPlayMedia (for secure
communication with ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Audio call flow
The following figure shows the call flow for the Audio Call web service on Avaya ACE:
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Audio Call WSDL definition
The Audio Call API is based on the Parlay X Web Services standard (version 3.0), as defined
in ETSI ES 202 504-11.

The Audio Call web service supports the following operations:

• endMessage on page 223

• getMessageStatus on page 225

• playAudioMessage on page 227

• playTextMessage on page 230

• playVoiceXmlMessage on page 232

endMessage
The endMessage operation terminates a current play message request (but does not
terminate the call session itself). The termination operation must contain a valid correlator to
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identify the original play message request (returned in response to the playAudioMessage or
the playTextMessage operation).

Navigation

• Request parameters on page 224
• Response on page 224
• Fault codes on page 225
• Notes on usage on page 224

Request parameters

The endMessage operation takes the following parameter:

Parameter Description
correlator Unique identifier for the play message request (returned by the

playAudioMessage, the playTextMessage or the
playVoiceXmlMessage operation).

Notes on usage

None.

Response

If the endMessage operation is successful, Avaya ACE terminates the audio treatment in the
call session and returns a response message that contains the following information about the
status of the play message request:

Parameter Description
MediaMessageStatus Playing status for each call participant related to the play

message request (a status value is associated with each
participant URI). Possible values are:

• Played

• Playing

• Pending

• Error
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Fault codes

If the endMessage operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following error
codes with the endMessage operation:

• 901007

• 901008

• 901009

• 901010

• 901011

• 901015

• 901020

• 901021

• 901022

• 901023

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more information,
see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the, and
specifies the parameter containing invalid input.

getMessageStatus
The getMessageStatus operation retrieves the status of an existing play audio request. The
status request operation must contain a valid correlator (returned in response to the
playAudioMessage or the playTextMessage operation).

Navigation

• Request parameters on page 226
• Response on page 226
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• Fault codes on page 227
• Notes on usage on page 226

Request parameters

The getMessageStatus operation takes the following parameter:

Parameter Description
correlator Unique identifier for the play message request (returned by the

playAudioMessage, the playTextMessage or the
playVoiceXmlMessage operation).

Notes on usage

Avaya ACE currently keeps the message status information for 10 minutes after the end of the
audio treatment. The end of the audio treatment occurs under one of the following conditions:

• audio message is played to completion

• the endMessage operation is invoked (terminating the audio message)

• the call session ends

Response

If the getMessageStatus operation is successful, Avaya ACE returns a response message
that contains the following information about the specified play message request:

Parameter Description
MediaMessageStatus Playing status of the message for each call participant. This

parameter includes the following sub-parameters:

• callParticipant

• status

callParticipant URI of the call participant.

status Play status of the audio message for the participant. Possible
values are:

• Played

• Playing

• Pending

• Error
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Fault codes

If the getMessageStatus operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following error
codes with the getMessageStatus operation:

• 901003

• 901008

• 901015

• 901019

• 901020

• 901021

• 901022

• 901023

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more information,
see Error messages on page 28.

SVC0002: Invalid input for
message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

playAudioMessage
The playAudioMessage operation sends a request to the Web service interface to play an
audio message to call participants in an existing call. The request must include a call session
identifier and the location of the audio file, hosted on the Media Application Server, to be
played.

Prerequisites

• A valid callSessionIdentifier from the Third Party Call Control (v3) Web service
makeCallSession operation.

• A pre-populated URL from the Avaya Media Server which contains the audio content to
be played.
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Navigation

• Request parameters on page 228
• Response on page 229
• Fault codes on page 229
• Notes on usage on page 228

Request parameters

The playAudioMessage operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier of the call session into which the audio

message is played (returned by the makeCallSession
operation of the call control service).

audioURL Location of audio content to be played. The pointer to the
sound file can be formatted as a full URL or a local URI. A local
URI must point to a file on the media server.

charging
(optional parameter)

Charge to apply for the playing of this message.

Notes on usage

• Avaya ACE does not support the callParticipants parameter (as specified in the Parlay X
3.0 specification) for this operation.

• Avaya ACE supports the charging parameter for the playAudioMessage operation, but
does not enforce charging. The charging information is available for the duration of the
call and can be found in the appcoredebuglog.log by configuring the following settings
for the debug logger.

- Group: Core

- Logger Level: Debug

See Avaya Agile Communication Environment™ Fault and Performance Management
(NN10850-009) for information on configuring the debug logger level.

• Example usage of audioURL for a file located on the server.
http://<server>/myaudio.wav

• Example usage of audioURL that references two audio files located on the Avaya Media
Server and concatenates them to read out “Twenty five dollars and eight cents”.
<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
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xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/
2001/XMLSchema-instance">
  <soapenv:Body>
    <playAudioMessage xmlns="http://www.csapi.org/schema/parlayx/audio_call/
play_media/v3_2/local">
      <callSessionIdentifier>e8ba1644-2701-4f04-9da2-489aaa50d57e</
callSessionIdentifier>
      <audioUrl>sip:annc@avaya.com;play=system/default/twenty-five-dollars
+system/default/and-eight-cents;ns=mmf</audioUrl>
    </playAudioMessage>
  </soapenv:Body>
</soapenv:Envelope>

Response

Avaya ACE returns a correlator that can be used to identify the request. Note that the correlator
indicates that the request was sent to the media server. However, the request itself may not
be successful. The getMessageStatus operation can be used to verify the success of the
request.

Fault codes

If the playAudioMessage operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the playAudioMessage operation:

• 901007

• 901008

• 901009

• 901012

• 901013

• 901014

• 901015

• 901018

• 901020

• 901021

• 901022

• 901023

• 902025
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Fault code Description
See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

playTextMessage
The playTextMessage operation sends a request to the web service interface to play a text
message as audible speech to participants in an existing call. The request must include a call
session identifier and a text message to be played through the MCRP server.

Navigation:

• Prerequisites on page 230

• Request parameters on page 230

• Response on page 231

• Fault codes on page 231

• Notes on usage on page 231

Prerequisites
Before deploying the playTextMessage service, ensure that the following prerequisites are
met.

• You have configured a Media Resource Control Protocol (MRCP) server, as described in
Avaya Media Server Commissioning (NN44471-301).

• You have configured a Speech Server for Speech Synthesis (Text-to-Speech conversion).
For example, to configure the Nuance Speech Server, see Avaya Media Server
Fundamentals — Speech MRCP (NN44471-102).

Request parameters

The playTextMessage operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier of the call session into which the TTS audio

message is played (returned by the makeCallSession
operation of the call control service).
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Parameter Description
charging
(optional parameter)

Charge to apply for the playing of this message.

text Text of the message to play into the call. The text string must
be less than 512 characters in length.

language The language to use when playing the message, for example,
"en-US" or "ja-JP". Values must match a language supported
by the MRCP.

Notes on usage

Avaya ACE does not support the callParticipants parameters (as specified in the Parlay X 3.0
specification) for this operation:

Avaya ACE supports the charging parameter for the playTextMessage operation, but does
not enforce charging.

Response

If the playTextMessage operation is successful, the TTS message plays to call participants.

Avaya ACE returns a correlator that can be used to identify the request. Note that the correlator
indicates that the request was sent to the media server. However, the request itself may not
be successful. The getMessageStatus operation can be used to verify the success of the
request.

Fault codes

If the playTextMessage operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the playTextMessage operation:

• 901007

• 901008

• 901009

• 901012

• 901013

• 901014
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Fault code Description

• 901015

• 901018

• 901020

• 901021

• 901022

• 901023

• 902025

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

playVoiceXmlMessage
The playVoiceXmlMessage operation sends a request to the web service interface to invoke
a Voice XML service for call participants in an existing call. The request must include a call
session identifier and the location of the Voice XML file to be invoked.

Navigation:

• Request parameters on page 233

• Response on page 233

• Fault codes on page 233

• Notes on usage on page 233

Prerequisites
Before deploying the playVoiceXmlMessage service, satisfy the following prerequisites:

• You have a valid callSessionIdentifier from the Third Party Call (v3) web service
makeCallSession operation.

• You have a pre-populated URL which contains the location of the Voice XML file to be
invoked.
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Request parameters

The playVoiceXmlMessage operation takes the following parameters:

Parameter Description
callSessionIdentifier Unique identifier of the call session into which the VoiceXML

file is executed (returned by the makeCallSession
operation of the call control service).

voiceXmlUrl Location of Voice XML file.

charging
(optional parameter)

Charge to apply for the playing of this message. This is an
optional parameter. Avaya ACE supports, but does not
enforce charging.

Notes on usage

Avaya ACE does not support the following parameters (as specified in the Parlay X 3.0
specification) for this operation:

• callParticipants

Avaya ACE supports the charging parameter for the playVoiceXmlMessage operation, but
does not enforce charging.

Response

Avaya ACE returns a correlator that can be used to identify the request. Note that the correlator
indicates that the request was sent to the media server. However, the request itself may not
be successful. The getMessageStatus operation can be used to verify the success of the
request.

Fault codes

If the playVoiceXmlMessage operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the playVoiceXmlMessage operation:
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Fault code Description

• 901007

• 901008

• 901009

• 901012

• 901013

• 901014

• 901015

• 901018

• 901020

• 901021

• 901022

• 901023

• 902025

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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Chapter 18: Presence

The Avaya Agile Communication Environment™ (ACE) Presence web service allows an application to
obtain presence information about one or more users from an underlying communications
infrastructure.

Using the Avaya ACE Presence API, you can create an application that collects presence information and
communication capabilities about a user who is registered with one or more network elements (for
example, a call server or an instant messaging server). The web service interface supports queries for
individual device presence, or queries for aggregated presence information for a user across multiple
devices.

See Reference tables on page 29 for the service providers on which Avaya ACE supports user presence
queries.

Prerequisites

• The web service client (application) is a configured user on Avaya ACE.
• The web service client (application) belongs to a user group on Avaya ACE with a group type of user

or higher, and with the appropriate access control rules configured for the Presence service.
• The calling party translation rules are configured that associate the addresses that will be the focus

of a web service request with a service provider.
• You are familiar with the Overview of web services on page 25.

For information on user and access policy management on Avaya ACE , see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

For information on translation rules , see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

Avaya ACE Presence features
See the following sections for information on features provided by the ACE Presence web
service:

• Presence notification on page 236

• Presence publishing on page 236

• Presence aggregation on page 236

• Presence polling on page 237
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Presence notification
The Avaya ACE Presence web service supports automatic notification of changes to presence
status for one or more presentities. This means that an application can request asynchronous
notification of presence status instead of polling for user presence at regular intervals.

Presence publishing
The Avaya ACE Presence web service supports publishing of presence information for a
device. This means that an application can publish information about the current
communication status of a presentity (device) to inform other interested parties about the user's
availability and willingness to communicate. Any Web applications that subscribe to a user's
presence status will receive notification when the presence status is published.

For AS 5300 clients, Avaya ACE has the ability to set the presence for a presentity in the real
AS 5300 network when receiving presentity status through the Presence publish interface. This
means that a status change for an AS 5300 user published through ACE will be visible in the
AS 5300 client's contact list (and not only to watchers subscribed to the presentity through
ACE).

Presence publish is only supported for the following types of presentities:

• devices for which ACE can publish to the real network (currently, only AS 5300 is
supported)

• devices to which one or more watchers are already subscribed

• devices that are configured in an Avaya ACE user profile

Presence aggregation
Avaya ACE supports aggregation of presence information for a single user across multiple
devices.

The presence of a group URI format (ace:<user>) in the presence request triggers a lookup
in the ACE user profile database for the specified presentity. Avaya ACE uses the contact
information stored in the user profile to determine what network elements to query for the user's
presence status.

Any user for whom aggregated presence is requested must exist in the ACE user profile
database. See Avaya Agile Communication Environment™ Service Provider Administration
(NN10850-005) for information on ACE user management.
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Presence polling
The Avaya ACE Presence web service supports request-based querying of presence status
for one or more presentities. After the application successfully registers the watcher on ACE
(through the subscribePresence operation), the presence polling capability on ACE allows
the application to poll ACE for presence updates at any given time by means of the
getUserPresence operation. Once a watcher is registered, presence polling is enabled until
the next ACE system restart.

Presence WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select Web Service WSDL Download > ACE
Core.

For the ACE Presence web service, ensure you have the following WSDL (*.wsdl) and schema
files (*.xsd) in the same folder in your local directory:

• parlayx_presence_consumer_service_3.2.wsdl

• parlayx_presence_consumer_interface_3.2.wsdl

• parlayx_presence_notification_service_3.2.wsdl

• parlayx_presence_notification_interface_3.2.wsdl

• parlayx_presence_supplier_service_3.2.wsdl

• parlayx_presence_supplier_interface_3.2.wsdl

• parlayx_presence_types_3.2.xsd

• parlayx_common_faults_3.0.wsdl

• parlayx_common_types_3.1.xsd

Presence service endpoint
When configuring your web service client to invoke the Presence web service, set the SOAP
message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/Presence

• https://<ace server>:9443/RaptorWeb/services/Presence (for secure communication
with Avaya ACE)
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where <ace server> is the IP address of the ACE server hosting the web service.

Presence call flow
The following figure shows the call flow for the Presence web service on Avaya ACE, using
notification.

Presence WSDL definition
The Presence API is based on the Parlay X Web Services standard (version 3.0), as defined
in ETSI ES 202 504-14.

The Presence Consumer interface on Avaya ACE supports the following operations:

• subscribePresence on page 255

• getUserPresence on page 242
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• startPresenceNotification on page 249

• endPresenceNotification on page 239

The Presence Notification interface on Avaya ACE supports the following operations:

• statusChanged on page 252

The Presence Supplier interface on Avaya ACE supports the following operations:

• publish on page 246

• getMyWatchers on page 240

endPresenceNotification
The endPresenceNotification operation sends a request to the web service interface (on
behalf of the watcher) to terminate an existing notification request for changes to user presence
status. The end notification request must contain the correlator that identifies the original
notification request (as specified in the correlator parameter of the startPresenceNotification
request).

The endPresenceNotification operation merely cancels an existing automatic notification
pattern. The watcher can continue to query user presence through the getUserPresence
operation.

Navigation

• Request parameters on page 239
• Response on page 240
• Fault codes on page 240
• Notes on usage on page 239

Request parameters

The endPresenceNotification operation takes the following parameters:

Parameters Description
correlator The notification request that the watcher wants to terminate.

Notes on usage

None.
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Response

If the endPresenceNotification operation is successful, Avaya ACE stops the specified
notification. The response message returned is empty.

Fault codes

If the endPresenceNotification method is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the endPresenceNotification operation:

• 15000

• 15001

• 15028

• 15029

• 15104

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or
obtain a version from the Avaya website. For more information,
see Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

getMyWatchers
The getMyWatchers operation retrieves the list of watchers subscribed to presence
information for a specific presentity.

Navigation

• Request parameters on page 241
• Response on page 241
• Fault codes on page 241
• Notes on usage on page 241
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Request parameters

The getMyWatchers operation takes the following parameters:

Parameter Description
presentity Address of the presentity who wants to update subscriber

authorization.
Avaya ACE supports the following URI formats:

• tel:<user_name>

• sip:<sip_address>

• st:<sametime_ID> for Sametime users

• ace:<user_name> for a group URI

The specified user name in a group URI must match a user
configured in the ACE user profile database.

watcherSubscriptionStat
us

The subscription status to use as a filter for the query. Possible
values are:

• Authorised

• Blocked

• PoliteBlocked

An empty array indicates that the presentity wants to retrieve all
watchers.

Notes on usage

None.

Response

If the getMyWatchers operation is successful, Avaya ACE returns a list of all watchers who
have requested access to the presence information about the presentity, and the subscription
status of each watcher.

Fault codes

If the getMyWatchers operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:
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Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code.
Avaya ACE may return any of the following error codes with the
getMyWatchers operation:

• 15000

• 15001

• 15028

• 15029

• 15100

• 15104

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

getUserPresence
The getUserPresence operation sends a request to the web service interface to retrieve
presence information for one or more presentities. The request must include the URI of the
watcher requesting the presence information, and the URI for the presentity whose status is
sought.

The web service interface only processes the getUserPresence operation if the watcher has
already registered for presence information (through the subscribePresence operation).

Navigation

• Request parameters on page 242
• Response on page 243
• Fault codes on page 245
• Notes on usage on page 243

Request parameters

The getUserPresence operation takes the following parameters:
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Parameter Description
watcher The entity requesting presence information about the

presentity.

presentity Address of the presentity whose status the watcher wants to
see.
Avaya ACE supports the following URI formats:

• tel:<user_name>

• sip:<sip_address>

• st:<sametime_ID> for Sametime users

• ace:<user_name> for a group URI

The specified user name in a group URI must match a user
configured in the Avaya ACE user profile database.

attributes The presence attributes that the watcher wants to see. An empty
array indicates subscription to all attribute types. Avaya ACE
returns values for all available presence attributes. Specifying a
set of attributes has no effect.

Notes on usage

Avaya ACE returns the same set of presence attributes for both single device and aggregated
presence queries. However, certain attribute values are more meaningful when returned as
part of an aggregated presence query, because they are pulled directly from the user profile.

Response

If the getUserPresence operation is successful, Avaya ACE returns a response message that
contains the following information for each presentity:

Parameter Description
lastChange The date and time when the attribute changed last.

TypeAndValue Type of presence attribute and its associated value.
Avaya ACE supports the following attributes:

• Communication means

• Activity

• Other

CommunicationMeans Information about the presence attribute. This parameter
contains the following sub-parameters:

• priority

• contact
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Parameter Description

• type

• status

priority Relative priority of the user device as a means of contacting the
user. For a single device query, this value defaults to 0. For an
aggregated presence query, this value is taken from the user
profile.

contact Identifier for the presentity on a user device (for example, a
phone number or a Sametime user ID). For a single device
query, this value corresponds to the transformed address for the
presentity (that is, the URI that results from the application of
service provider transform rules, as configured on ACE for the
call server). For an aggregated presence query, this value is
taken from the user profile.

type Type of communications means for the device. For a single
device query, this value is always MeansOther (ACE does not
determine communications means from device presence). For
an aggregated presence query, this value is taken from the
contact type field in the user profile.

status Status of the presentity's communication device. Possible
values are:

• On (communication device is available)

• Off (communication device is not available)

• Busy (communication device is busy)

For both single device and aggregated presence queries, this
value is returned by the device.

Activity Presentity’s current activity on the device. Sample values are as
follows. Refer to the Parlay X standard for the full list.

• ActivityNone

• Available

• OnThePhone

• DoNotDisturb

For both single device and aggregated presence queries, this
value is returned by the device. If the activity is unknown, the
attribute value is ActivityNone, meaning the attribute was not
set.

Other Presentity ID label and the presentity URI specified in the
getUserPresence request.

note Explanatory note.

For a single device query, Avaya ACE returns a single presence attribute structure for the
presentity in the response message. For an aggregated presence query, ACE returns a
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presence attribute structure for every device configured in the user profile, in a single response
message.

Fault codes

If the getUserPresence operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the getUserPresence operation:

• 15000

• 15001

• 15003

• 15005

• 15028

• 15029

• 15100

• 15104

• 15999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the
getUserPresence request. The message specifies the
parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that the specified presentities are invalid. The message
specifies the parameter containing invalid input.

POL0002: Privacy
verification failed for
address <%1>, request
is refused.

Indicates an Avaya ACE policy exception for the specified
presentity.

Presence WSDL definition

Web Services November 2012     245



publish
The publish operation allows a presentity to provide ACE with its current presence status.
ACE forwards the presence status to the watchers who have subscribed to and requested
notification of presence changes for that presentity.

Navigation

• Request parameters on page 246
• Response on page 248
• Fault codes on page 248
• Notes on usage on page 248

Request parameters

The publish operation takes the following parameters:

Parameter Description
presentity Address of the presentity who is publishing presence data.

The presentity must be a user device for which a subscription
already exists, or a device that is defined as a contact in an ACE
user profile. The presentity can also be a device that supports
publishing directly to the network (currently only AS 5300
users).
Avaya ACE supports the following URI formats:

• tel:<user_name>

• sip:<sip_address>

• st:<sametime_ID> for Sametime users

• ace:<user_name> for a group URI

The group URI (ace:<user>) is blocked for this operation.

presence The presence attributes that the presentity wants to update. This
parameter includes the following sub-parameters:

• lastChange

• note

• typeAndValue

lastChange The date and time when the attribute changed last.

note Explanatory note.

typeAndValue Type of presence attribute and its associated value.
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Parameter Description
Avaya ACE supports the following attributes:

• Communication

- means

• Activity

• Other

means Information about the ways of communicating with the presentity.
This parameter contains the following sub-parameters:

• priority

• contact

• type

• status

priority Relative priority of the device as a means of contacting the user.
The value is a decimal number 0 and 1. If not specified, the value
defaults to 0.0.

contact Identifier for the presentity on a user device (for example, a
phone number or a Sametime user ID).

type Type of communications means for the device (for example,
phone, chat, and so on).

status Status of the presentity's communication device. Possible values
are:

• On (communication device is available)

• Off (communication device is not available)

• Busy (communication device is busy)

For both single device and aggregated presence queries, this
value is returned by the device.

Activity Presentity’s current activity on the device. Sample values are as
follows. Refer to the Parlay X standard for the full list.

• ActivityNone

• Available

• OnThePhone

• DoNotDisturb

For both single device and aggregated presence queries, this
value is returned by the device. If the activity is unknown, the
attribute value is ActivityNone, meaning the attribute was not
set.
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Parameter Description
Other Presentity ID label (Name element) and the presentity URI

(Value element).

Notes on usage

The Avaya ACE Presence Publish service only supports presence attributes for a single device
(that is, only one typeAndValue parameter) in each publish operation request message. This
means that an application can only publish information for a single presentity at a time using
the publish operation. In addition, the Avaya ACE Presence Publish service does not
implement the Union Element parameter (specified in the Parlay X standard as a required
element in the typeAndValue parameter). Since the publish operation now supports setting
multiple presence attributes in a single request, the Union Element parameter (originally
intended to specify the presence attribute being set), is no longer necessary.

For AS 5300 users, ACE propagates any presence information received through the publish
operation to the real AS 5300 network. This means that any change in presence status for an
AS 5300 user is seen by that user's contacts in the AS 5300 client, regardless of whether they
are subscribed as watchers for that presentity through ACE or not. Through presence
subscription, ACE receives notification of any presentity status changes from the AS 5300
network, ensuring that the presence information stored in ACE for those users is synchronized
with the information on the AS 5300 network element that hosts those users.

Response

If the publish operation is successful, Avaya ACE updates status of the presentity with the
information provided. The response message returned is empty.

Fault codes

If the publish operation is unsuccessful, Avaya ACE™ returns one of the following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the publish operation:

• 15000

• 15028

• 15030

• 15104
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Fault code Description

• 15107

• 15999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

startPresenceNotification
The startPresenceNotification operation sends a request to the web service interface (on
behalf of the watcher) for notification of changes to user presence status. The start notification
request must contain the URIs of the watcher and of the presentities whose presence
information is being monitored. The request must also specify the notification interface, the
requested frequency of notifications, and whether presence status should be checked
immediately after notification is established.

The web service only returns notifications for those attributes and presentities to which the
watcher previously subscribed (through the subscribePresence operation).

Navigation

• Request parameters on page 249
• Response on page 251
• Fault codes on page 251
• Notes on usage on page 251

Request parameters

The startPresenceNotification operation takes the following parameters:

Parameters Description
watcher The entity that wants to monitor a presentity or group of

presentities.

presentities Address(es) of one or more presentities whose presence status
the watcher wants to monitor.
Avaya ACE supports the following URI formats:
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Parameters Description

• tel:<user_name>

• sip:<sip_address>

• st:<sametime_ID> for Sametime users

• ace:<user_name> for a group URI

The specified user name in a group URI must match a user
configured in the ACE user profile database.

attributes The presence attributes that the watcher wants to monitor. An
empty array indicates all available attributes. Avaya ACE returns
values for all available presence attributes. Specifying a set of
attributes has no effect.

reference The presence notification interface, specifying the URI and
name of the interface. This must be the presence notification
endpoint (that receives statusChanged and statusEnd
messages). This field also includes a correlator that uniquely
identifies the notification request.

frequency Frequency of notifications (expressed as a time metric, and a
number of time metric units). Possible time metric values are:

• Millisecond

• Second

• Minute

• Hour

• Day

• Week

• Month

• Year

duration Length of time for which notifications are requested (expressed
as a time metric, and a number of time metric units).

count Maximum number of notifications. A value of 0 indicates that
there is no limit to the number of notifications to be sent. This
value spans notifications for all the presentities provided, and is
not applied to each presentity individually.

checkImmediate Indicates whether to check presence status immediately after
notification is established.
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Notes on usage

• Do not use the noFail parameter. The noFail parameter must not appear in the
startPresenceNotification request.

• Notification control parameters (frequency, duration, and count) span all the presentities
specified in the request, and do not apply to each presentity individually. For the count
parameter in particular, this means that the maximum number of notifications (if specified)
can be reached from any combination of the presentities specified in the notification
request. The rule that expires first (either count or duration, if both are specified)
terminates the notification.

When the notification expires, Avaya ACE sends a statusEnd message to the notification
interface (specifying the correlator associated with the notification request) to indicate that
notifications have ended. Termination of notifications through the
endPresenceNotification operation does not trigger a statusEnd message.

Response

If the startPresenceNotification operation is successful, Avaya ACE returns an empty
response message to confirm notification for the requested presentities. Otherwise, the
response message contains the URI of each presentity for which notification could not be
established. For a group URI, the response contains the URI of each device in the user profile
for which Avaya ACE could not set up notification, along with the URI of the aggregated
presentity.

Fault codes

If the startPresenceNotification operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the startPresenceNotification operation:

• 15000

• 15001

• 15028

• 15029

• 15104
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Fault code Description
See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the ACE GUI or obtain a
version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that all the specified presentities are invalid. The
message specifies the parameter containing invalid input.

SVC0005: Correlator <
%1> specified in
message part <%2> is a
duplicate.

Indicates that the correlator specified is not unique.

SVC0006: Group <%1>
in message part <%2> is
not a valid group.

Indicates that the group URI specified is not valid (that is, the URI
does not correspond to user profile on Avaya ACE).

statusChanged
The statusChanged operation informs the application when an attribute for which notifications
were requested changes. The ACE presence notification interface sends a status change
event notification to an application that has registered for notifications through the
startPresenceNotification operation. The message contains the correlator identifying the
notification request, the presentity whose presence status has changed, and a list of changed
presence attributes.

Navigation

• Request parameters on page 252
• Response on page 254
• Fault codes on page 254
• Notes on usage on page 254

Request parameters

The statusChanged operation takes the following parameters:
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Parameter Description
correlator The unique identifier associated with the original notification

request.

presentity The presentity whose status has changed.

changedAttributes Changed presence information for the presentity. The
PresenceAttribute structure contains the following
information:

• lastChange

• TypeAndValue

• explanatory note (optional)

lastChange The date and time when the attribute changed last.

TypeAndValue Type of presence attribute and its associated value.
Avaya ACE supports the following attributes:

• Communication means

• Activity

• Other

CommunicationMeans Information about the presence attribute. This parameter
contains the following sub-parameters:

• priority

• contact

• type

• status

priority Relative priority of the user device as a means of contacting
the user. For a single device query, this value defaults to 0.
For an aggregated presence query, this value is taken from
the user profile.

contact Identifier for the presentity on a user device (for example, a
phone number or a Sametime user ID). For a single device
query, this value corresponds to the transformed address
for the presentity (that is, the URI that results from the
application of service provider transform rules, as
configured on ACE for the call server). For an aggregated
presence query, this value is taken from the user profile.

type Type of communications means for the device. For a single
device query, this value is always MeansOther (Avaya ACE
does not determine communications means from device
presence). For an aggregated presence query, this value is
taken from the contact type field in the user profile.

status Status of the presentity's communication device. Possible
values are:
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Parameter Description

• On (communication device is available)

• Off (communication device is not available)

• Busy (communication device is busy)

For both single device and aggregated presence queries,
this value is returned by the device.

Activity Presentity’s current activity on the device. Sample values
are as follows. Refer to the Parlay X standard for the full
list.

• ActivityNone

• Available

• OnThePhone

• DoNotDisturb

For both single device and aggregated presence queries,
this value is returned by the device. If the activity is
unknown, the attribute value is ActivityNone, meaning the
attribute was not set.

other Presentity ID label and the presentity URI specified in the
getUserPresence request.

note Explanatory note.

Notes on usage

For aggregated presence notifications (using group URI), ACE sends a statusChanged
notification when any of the user's devices (at the point of subscription) changes status. The
statusChanged notification contains the current status of all the users devices (at the time of
subscription), regardless of which device changed status.

Response

If the statusChanged operation is successful, an empty response message is returned.

Fault codes

None.
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subscribePresence
The subscribePresence operation sends a request to the web service interface to authorize
a watcher to retrieve presence information for one or more presentities. The request must
include the URIs of the watcher and of the presentities whose presence information is
sought.

After the watcher registers to receive presence information, the presence application can
obtain information using the getUserPresence or startPresenceNotification operation.

Avaya ACE supports queries for a user's presence on a single device (single URI) and on
multiple devices (group URI). If you specify a group URI, Avaya ACE registers for presence
subscription with all devices configured in the ACE user profile. Subscription to an aggregated
presentity allows the use of getUserPresence and startPresenceNotification operations
against both the aggregated presentity as a whole, or any of its devices individually.

Navigation

• Request parameters on page 255
• Response on page 256
• Fault codes on page 256
• Notes on usage on page 256

Request parameters

The subscribePresence operation takes the following parameters:

Parameters Description
watcher The entity that wants to monitor a presentity or group of

presentities. The watcher parameter must be a valid URI.

presentities Address(es) of one or more presentities whose presence status
the watcher wants to monitor. Avaya ACE supports the following
URI formats:

• tel:<user_name>

• sip:<sip_address>

• st:<sametime_ID> for Sametime users

• ace:<user_name> for a group URI

The specified user name in a group URI must match a user
configured in the Avaya ACE user profile database.

attributes The presence attributes that the watcher wants to monitor. An
empty array indicates subscription to all attribute types. Avaya
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Parameters Description
ACE always registers the watcher for subscription to all available
presence attributes. Specifying a set of attributes has no effect.

application The application that is subscribing to the presence information
for the watcher. This parameter must be present in the request
message, however, Avaya ACE does not use the information in
the Presence web service, so the value should be NULL.

reference The presence notification interface. This parameter must be
present in the request message, however, Avaya ACE does not
use the information in the Presence web service, so the value
should be NULL.

Notes on usage

Subscription to a group URI (for aggregated presence) is always considered successful, and
any subsequent getUserPresence response and presenceNotification messages contain
attributes for all of the user devices. If Avaya ACE is unable to subscribe to one or more devices
associated with the aggregated presentity (as specified in the user profile), the
getUserPresence and presenceNotification response messages return a value of
DEVICE_UNKNOWN in the OtherName attribute for that presentity, to indicate unsuccessful
subscription.

If new devices are added to a user profile after a watcher has already subscribed to that
aggregated presentity, the watcher must re-subscribe to the aggregated presentity to become
subscribed to those new devices.

Contacts that do not support presence in the real network are allowed to receive presence
requests (e.g. subscribePresence, publish, getUserPresence) and provide presence
information only when they are configured in the user profile of an ACE user. Conversely, if the
subscription is for a single real device that does not support presence, the subscription request
fails.

Response

If the subscribePresence operation is successful, Avaya ACE registers for presence
information with each specified presentity. The response message returned is empty.

If subscription to one or more of the specified presentities is unsuccessful, subscription to all
other presentities fails and ACE returns an SVC0002 error.

Fault codes

If the subscribePresence operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:
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Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the subscribePresence operation:

• 15000

• 15001

• 15013

• 15014

• 15015

• 15016

• 15017

• 15026

• 15027

• 15028

• 15029

• 15031

• 15103

• 15104

• 15999

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from Avaya Web site. For more information, see Error
messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

SVC0004: No valid
addresses provided in
message part <%1>.

Indicates that the specified presentities are invalid. The message
specifies the parameter containing invalid input.

SVC0005: Correlator <
%1> specified in
message part <%2> is a
duplicate.

Indicates that the correlator specified is not unique.

SVC0006: Group <%1>
in message part <%2> is
not a valid group.

Indicates that the group URI specified is not valid (that is, the URI
does not correspond to user profile on Avaya ACE ).
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Chapter 19: System Monitoring

The System Monitoring web service allows a service client to monitor the health of the Agile
Communication Environment™ (ACE) application.

By periodically invoking the getSystemInfo operation, a service client can determine if the Avaya ACE™

application was restarted by comparing the last returned applicationRestartToken value with the previously
queried value. If the last returned value is different than the previous value, it is an indication that the ACE
application has restarted between the two invocations.

Prerequisites
You are familiar with the Overview of web services on page 25.

Navigation

• System Monitoring WSDL location on page 259
• Service Monitoring service endpoint on page 260
• System Monitoring WSDL definition on page 260

System Monitoring WSDL location
All Avaya ACE web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

The System Monitoring Web service requires that you download the following WSDL (*.wsdl)
and schema files in the same folder in your local directory:

• system_monitoring_service_<version>.wsdl

• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd
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Service Monitoring service endpoint
When configuring your web service client to invoke System Monitoring web service operations,
set the SOAP message service endpoint to one of the following URLs:

• http//:<ace server>:9080/RaptorWeb/services/SystemMonitoring

• https//:<ace server>:9443/RaptorWeb/services/SystemMonitoring (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

System Monitoring WSDL definition
The System Monitoring API is an Avaya custom interface.

The System Monitoring web service supports the following operation:

• getSystemInfo on page 260

getSystemInfo
The getSystemInfo operation sends a request to the web service interface for information
about the ACE system uptime. Upon successful operation, the System Monitoring web service
interface returns a response indicating how long the ACE application has been up and
running.

Navigation

• Request parameters on page 260
• Response on page 261
• Fault codes on page 261
• Notes on usage on page 261

Request parameters
The getSystemInfoRequest operation does not take parameters.

System Monitoring
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Notes on usage
In a standalone configuration, every time the ACE application restarts, the applicationUpTime
resets to 0 milliseconds. In addition, upon each application restart, the
applicationRestartToken changes to a different string than the one before the restart and
stays the same until the next restart.

In a high availability deployment scenario, after a switch over occurs, the
applicationRestartToken of the newly active server changes to a new string and stays the
same until the next switchover.

The getSystemInfoRequest operation requires the client application to have either basic user
or system administrator privileges.

Response
The getSystemInfo returns the following response parameters:

Parameter Description
applicationUpTime The period of time, in milliseconds, that the ACE application

has been up and running.

applicationRestartToken A string of hex characters. It changes after every ACE restart
and stays the same until the next restart. The value of this
parameter is guaranteed to be unique between the ACE
restarts.

Fault codes
If the getSystemInfoRequest operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Fault code Description
SVC0001: A service error
occurred. Error code is
<code>.

Indicates an Avaya ACE service exception, identified by an
error code. Avaya ACE may return any of the following error
codes with the getSystemInfoRequest operation:

• 16000

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each
Avaya ACE error code.

getSystemInfo
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Fault code Description
You can access this document from the Avaya ACE GUI or
obtain a version from Avaya Web site. For more information,
see Error messages on page 28.
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Chapter 20: User Profile (v1.5)

The User Profile web service (v1.5) provides a programmatic interface that supports user management
operations, including operations related to the management of global security policies and user group
policies.

 Important:
The User Profile (v1.5) web service has been deprecated. It is replaced by User Profile (v1.6). See 
User Profile (v1.6)  on page 327.

Until further notice, existing customers using User Profile (v1.5) will continue to be supported. In a future
release, the User Profile (v1.5) WSDL will be removed from the ACE software.

The User Profile service (v1.5) is a base service on Avaya Agile Communication Environment™ (ACE)
and as such does not require specific licensing.

This service allows an application to create and manage user profiles on ACE and supports operations
to:

• Create user profiles on Avaya ACE™. An ACE user profile includes mandatory user data such as
username and password and optional information such as personal data, contact information, and
other supporting information.

• Create and maintain global security policies that define default password settings, user account
settings, and access control rules at the system level.

 Important:
Global security settings apply to all configured users, unless otherwise specified by configuration
at the individual user level.

• Create and maintain individual user account or user group policies. A user group profile specifies the
user's role (configured as a user group type) and access control rules to web services.

 Important:
Individual user account and user group policy settings override settings specified in global security
policies.

 Important:
User group hierarchy is not supported.

Prerequisites

• You are familiar with the Overview of web services on page 25.
• Operations supported by the User Profile service are subject to ACE authorization policy. Familiarity

with the key concepts of the ACE user model is required. For information, see User management
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fundamentals in Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

• The application consuming the User Profile service must be configured as an ACE user and belong
to a user group profile with the required access privileges to invoke the desired operations.

Navigation

• User Profile (v1.5) WSDL location on page 264
• User Profile (v1.5) service endpoint on page 264
• User Profile (v1.5) WSDL definition on page 264

User Profile (v1.5) WSDL location
All Avaya ACE™ web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

The User Profile Web service requires that you download the following WSDL (*.wsdl) and
schema files in the same folder in your local directory:

• user_profile_service_<version>.wsdl

• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd

User Profile (v1.5) service endpoint
When configuring your web service client to invoke the User Profile web service, set the SOAP
message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/UserProfile

• https://<ace server>:9443/RaptorWeb/services/UserProfile (for secure
communication with ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

User Profile (v1.5) WSDL definition
The User Profile API is an Avaya custom interface.

User Profile (v1.5)
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For each supported User Profile service operation, a separate section provides the following
information:

• a list and brief description of SOAP request parameters

• a list and brief description of SOAP response elements

• fault codes potentially returned by the operation

• notes on usage, including access privileges required for the operation.

Navigation

• addBuddyGroupToUserProfile on page 266
• addBuddyToBuddyGroup on page 268
• addContactInfoToUserProfile on page 270
• addUserToUserGroup on page 274
• changePassword on page 276
• createUserGroupProfile on page 279
• createUserProfile on page 281
• queryAllUserGroupNames on page 287
• queryGlobalSecuritySettings on page 289
• queryUserGroupPolicy on page 291
• queryUserGroupProfile on page 293
• queryUserNamesByContactID on page 296
• queryUserNamesByUserGroup on page 298
• queryUserProfile on page 300
• removeBuddyFromBuddyGroup on page 304
• removeBuddyGroupFromUserProfile on page 306
• removeContactInfoFromUserProfile on page 308
• removeUserFromUserGroup on page 311
• removeUserGroupProfile on page 312
• removeUserProfile on page 315
• updateContactInfo on page 317
• updateGlobalSecuritySettings on page 320
• updatePersonalData on page 322
• updateUserGroupPolicy on page 325

User Profile (v1.5) WSDL definition
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addBuddyGroupToUserProfile
The addBuddyGroupToUserProfile operation sends a request to the web service interface
to add a buddy group to an existing user profile.

 Important:
This operation is for experimental purposes only. It is not supported in this release.

Navigation

• Request parameters on page 266
• Response on page 267
• Fault codes on page 267
• Notes on usage on page 266

Request parameters
The addBuddyGroupToUserProfile operation takes the following parameters:

Parameter Description
userName Name of the user profile.

buddyGroupName Name of the user’s buddy group.
A single request can specify up to 5 buddyGroupName
parameters.

Notes on usage
The request must include the user ID for the profile being modified and one or multiple buddy
groups. A single operation supports the addition of multiple buddy group in a user profile.

The addBuddyGroupToUserProfile operation requires the client application to have either
basic user or system administrator privileges. A basic user can only perform this operation on
his own user profile. System administrators can perform this operation on their own user profile
and on any user profiles within their administrative domain.
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Response
The addBuddyGroupToUserProfile operation returns the following response parameters:

Parameter Description
buddyGroupName Returns the value defined as the buddyGroupName in the

request.

status For each buddyGroupName specified in the request, the
response returns one of the following status:

• SUCCEEDED if the buddy group is added to the user profile

• FAILED if the buddy group could not be added to user profile.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given buddy group name. The reason element returns
an error code.

Fault codes
If the addBuddyGroupToUseProfile operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addBuddyGroupToUseProfile operation:

• 11000

• 11002

• 11006

• 11015

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

addBuddyGroupToUserProfile
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addBuddyGroupToUseProfile operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

The SVC0002 fault indicates an error in the information
submitted with the addBuddyGroupToUseProfile request. The
message specifies the parameter(s) containing invalid input.

addBuddyToBuddyGroup
The addBuddytoBuddyGroup operation sends a request to the web service interface to add
one or multiple buddies to a buddy list already defined in the user profile.

 Important:
This operation is for experimental purposes only. It is not supported in this release.

Navigation

• Request parameters on page 268
• Response on page 269
• Fault codes on page 269
• Notes on usage on page 269

Request parameters
The addBuddytoBuddyGroup operation takes the following parameters:

Parameter Description
userName Name of the user profile.

buddyGroupName Name of the buddy list.

buddyName Name of the buddy to add to the list.
A single request can specify up to 5 buddyName parameters.
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Parameter Description
buddyType The type of communication server on which the specified buddy

is registered.
Supported types are:

• ACE_USER

• OTHER

Notes on usage
The addBuddytoBuddyGroup request must include the user name for the profile being
modified, the name of the buddy group, and the name of each buddy to add to the group. All
parameters used in this operation are case sensitive and must be specified as configured.

A single operation supports the addition of multiple buddies in a buddy group.

The addBuddyToBuddyGroup operation requires the client application to have either basic
user or system administrator privileges. A basic user can only perform this operation on his
own user profile. System administrators can perform this operation on their own user profile
and on any user profiles within their administrative domain.

Response
The addBuddyToBuddyGroup operation supports the following response parameters:

Parameter Description
buddyName Returns the value defined as the buddyName in the request.

status For each buddyName specified in the request, the response
returns a status. If the specified buddy is added to the buddy group,
the response returns SUCCEEDED.
If a buddy could not be added to the buddy group, the response
returns the status FAILED. Every time a FAILED status is returned,
the response includes a reason element specifying a fault code.

reason When a response returns a FAILED status for a given user profile,
the reason element returns a fault code.

Fault codes
If the addBuddyToBuddyGroup operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

addBuddyToBuddyGroup
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Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addBuddyToBuddyGroup operation:

• 11000

• 11002

• 11007

• 11008

• 11014

• 11022

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addBuddyToBuddyGroup operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
addBuddyToBuddyGroup request. The message specifies the
parameter(s) containing invalid input.

addContactInfoToUserProfile
The addContactInfoToUserProfile operation sends a request to add contact information to
a user profile. Contact information in a user profile typically stores user data required to resolve
the identity of ACE users on service provider network elements interworking with ACE.

At a minimum, the addContactInfoToUserProfile request must include the user name for the
profile being modified (userName), the contactIdentifier value to modify and at least one of
the following contact information parameters: contactType, priority and contactName.
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The addContactInfoToUserProfile request supports bulk provisioning. You can add up to 5
contact identifier to a user profile with a single request.

Navigation

• Request parameters on page 271
• Response on page 273
• Fault codes on page 273
• Notes on usage on page 272

Request parameters
The addContactInfoToUserProfile operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

type The type of media used for communication. Possible values are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Blackberry

• Other

The type parameter value is case sensitive.

contactIdentifier A URI (such as a phone number, IP or SIP address) by which the
user is known as a registered user on a service provider network
element. For example, if the type parameter is set to Phone, the
contactIdentifier value specifies the phone number of the user,
such as tel:88501.
The URI must be specified in a valid format (as defined in
RFC2396). In addition, Avaya ACE supports the insertion of
spaces in the <scheme-specific-part> of the URI, but not in the
<scheme> part. For example, tel:885 0112 is valid, but tel: 885
0112 is not, because it contains a space in the scheme part of
the URI.

addContactInfoToUserProfile
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Parameter Description
priority The priority assigned to the contact for priority call routing

support. The value must be between 0 and 1 (for example, 0.5).
The highest priority is 1.
The priority value can be specified using one-digit decimal or
two-digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.

contactName A name (defined as a string) associated with a specific contact
information entry.

pin Any string made of numeric characters (0-9), alphabetic
characters (a-z/A-Z) or a combination of both, representing a
user's personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference

Notes on usage
A single operation supports the addition of multiple contacts.

The type parameter value is case sensitive.

Consider the following when defining a contact in a user profile:

• The User Profile service performs a validation check on the syntax and format of the
contactIdentifier value. The contactIdentifier parameter value must comply with URI
format as defined by RFC2396. Spaces are supported in the <scheme-specific-part> of
the URI, but not in the <scheme> portion. For example, st:first last@st.com is a valid
URI: it complies with RFC2396 and contains a space in the <scheme-specific-part> which
ACE allows. The following is an example of a non valid URI format, containing a space
in the <scheme> part of the URI: st:user@st.com. For detailed information about the
requirements of the contactIdentifier parameter value for specific service providers, see
documentation on service providers in Avaya Agile Communication Environment™
Service Provider Administration (NN10850-005).

• Each contactIdentifier defined must have a distinct, unique value within a user profile.
• Avaya ACE supports international character in the contactIdentifier value using UTF 8

encoding if the type is set to chat.

 Important:
This is the only parameter that supports international characters.

• Square brackets ([ ]) must not be used when defining contact identifiers.
• Avaya ACE supports ITU-T Recommendation E.123 (Notation for national and

international telephone numbers, e-mail addresses and Web addresses) for the definition
of contactIdentifier parameter value when the type is set to Telephone. For example,
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the following URIs are valid values for a telephone contact identifier: tel:(042) 123 3456
tel:+31 42 1234567.

• Within the same contact type, each priority value must be distinct. For example, if
multiple contact identifiers of the same type are defined, each must specify a different
priority value. If the same priority value is assigned to more than one contact identifier of
the same type, a fault occurs.

• The pin parameter is only valid when the contact type is set to Conference.

When a contactIdentifier value is duplicated in a request, the first instance of the
contactIdentifier is successfully added, but the second instance is failed with error code
11017.

The addContactInfoToUserProfile operation requires the client application to have either
basic user or system administrator privileges. A basic user can only update the contact
information within his own user profile. System administrators can update contact information
of any user.

Response
The addContactInfoToUserProfile operation supports the following response parameters:

Parameter Description
contactIdentifier Returns the URI defined as the contactIdentifier in the request.

status For each contactIdentifier specified in the request, the response
returns one of the following status:

• SUCCEEDED if the contact information is added to the user
profile.

• FAILED if the contact information could not be added to the user
profile.

Every time a FAILED status is returned, the response returns a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given user group profile. The reason element returns
an error code.

Fault codes
If the addContactInfoToUserProfile operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

addContactInfoToUserProfile

Web Services November 2012     273



Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addContactInfoToUserProfile operation:

• 11000

• 11002

• 11011

• 11021

• 11022

• 11068

• 11069

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addContactInfoToUserProfile operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya web site. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

addUserToUserGroup
The addUserToUserGroup operation sends a request to add a configured user profile to an
existing user group.

Navigation

• Request parameters on page 275
• Response on page 275
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• Fault codes on page 275
• Notes on usage on page 275

Request parameters
The addUserToUserGroup operation takes the following parameters:

Parameter Description
userName Name of the configured user to add to the existing user group.

userGroupName The name of the configured user group to which to add the user.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

Notes on usage
The addUserToUserGroup operation requires the client application to have system
administrator privileges.

The addUserToUserGroup request supports the addition of one user at the time. A separate
request must be sent to add each user.

Both the user profile and the user group must exist. The request must include the user name
for the user profile and the name of the user group.

Response
None.

Fault codes
If the addUserToUserGroup operation is unsuccessful, Avaya ACE™ returns one the following
codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addUserToUserGroup operation:
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Service error message Error code description

• 11000

• 11002

• 11004

• 11023

• 11018

• 11151

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the ACE GUI or obtain a
version from the Avaya website. For more information, see Error
messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addUserToUserGroup operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

changePassword
The changePassword operation sends a request to the web service interface for a user or
client application to change its own ACE user password.

Navigation

• Request parameters on page 277
• Response on page 277
• Fault codes on page 277
• Notes on usage on page 277
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Request parameters
The changePassword operation supports the following parameters:

Parameter Description
oldPassword User password currently used.

newPassword New user password.

Notes on usage
The changePassword operation provides a means for an ACE client application or user to
change its own ACE user password. To change another user's password, a user with
administrative privileges must use the updatePersonalData.

All configured Avaya ACE users have sufficient permissions to invoke the changePassword
operation.

 Important:
The changePassword operation provides the only means for basic users to change their
own user passwords. Unlike users with administrative privileges, like system administrators,
basic ACE users cannot use the Avaya ACE GUI to change their password.

Response
None.

Fault codes
If the changePassword operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the changePassword operation:

• 11000

• 11041

• 11042
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Service error message Error code description

• 11043

• 11044

• 11045

• 11046

• 11047

• 11048

• 11049

• 11050

• 11051

• 11052

• 11053

• 11054

• 11055

• 11056

• 11057

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the changePassword operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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createUserGroupProfile
The createUserGroupProfile operation sends a request to the web service interface to create
one or multiple user groups.

The createUserGroupProfile operation supports bulk provisioning. You can create up to 50
user group profiles with a single createUserGroupProfile request.

Navigation

• Request parameters on page 279
• Response on page 342
• Notes on usage on page 280
• Fault codes on page 281

Request parameters
The createUserGroupProfile operation takes the following parameters:

Parameter Description
userGroupName Name assigned to the user group.

This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).
A single request can contain up to 50 userGroupName
parameters.

type Specifies the type of user. The supported types are:

• SYSTEM_ADMIN

• USER

SYSTEM_ADMIN provides system administration privileges. This
user type has access to all system and user administration
functions.
USER provides web services access. This user type has sufficient
permission to change user password and to update personal data
stored in the user profile.

parentUserGroupNam
e
(optional parameter)

The name of a valid parent user group.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), hyphen (-), underscore (_), period (.), the symbol @,
and the tilde (~).
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Parameter Description

 Note:
The current release
of Avaya ACE does
not support user
group hierarchy.

Notes on usage
The createUserGroupProfile request requires the client application to have system
administrator privileges.

User groups contain configuration parameters that determine the role and privileges assigned
to member of the group. The role determines, for example, whether or not a user has
administrative privileges (the userType parameter).

The createUserGroupProfile operation does not support the configuration of user group
policy to enable and control access to specific web services using access control rules. Use
the createUserGroupProfile operation only to specify access control rules to enable specific
web services. To update user group policy, see updateUserGroupPolicy on page 325.

Response
The createUserGroupProfile supports the following response parameters:

Parameter Description
userGroupName Returns the value defined as the userGroupName in the

request.

status For each user group profile (userGroupName) specified in the
request, the response returns one of the following status:

• SUCCEEDED if the user group profile is created.

• FAILED If the user group profile could not be created.

Every time a FAILED status is returned, the response includes a
reason element which explains the cause of failure.

reason A reason element is included when the response returns a
FAILED status for a given user group profile. The reason element
returns an error code.
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Fault codes
If the createUserGroupProfile request is unsuccessful, ACE™ returns one the following fault
codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createUserGroupProfile operation:

• 11000

• 11003

• 11005

• 11018

• 11151

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an ACE policy exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
createUserGroupProfile operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

createUserProfile
The createUserProfile operation sends a request to the web service interface to create one
or multiple new user profiles. Upon successful operation, the requested new user profiles are
created.
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The createUserProfile request supports bulk provisioning. You can create up to 50 user
profiles in a single createUserProfile request.

Navigation

• Request parameters on page 282
• Response on page 285
• Fault codes on page 285
• Notes on usage on page 284

Request parameters
The createUserProfile operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

A userName must be unique locally and across the federation.
A createUserProfile request can support a maximum of 50
userName parameters.

password User password assigned to the user for authentication.
The password must follow rules defined in global security
settings.

surname A family name that is part of a person's name which signifies the
person's primary family association. Defined as a string of
maximum 255 characters.

givenName A given name is that part of a person's name which signifies the
person's primary individual identity. Sometimes also called a
"first name". Defined as a string of maximum 255 characters.

commonName The name most often used to address the user. Defined as a
string of maximum 255 characters.

nickName A global, memorable (but not unique) friendly or informal name
chosen by the user. The purpose of a nickname is to associate
a distinctive mapping between the person's unique user name
and non-unique nickname. A nickname is normally used in online
contexts (for example, in chat rooms) that are less formal than
real life (where a person's surname or given name would be more
appropriate). Sometimes also called an "alias". Defined as a
string of maximum 255 characters.

postalAddress The postal address of the user. Defined as a string of maximum
255 characters.

title The title used to address the user. Defined as a string of
maximum 255 characters.
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Parameter Description
description A brief statement describing the user. Defined as a string of

maximum 255 characters.

groupName Name of the user’s buddy list.

buddyName Name of buddy to add to the list of buddies.

buddyType The type of communication server on which the specified buddy
is registered. Supported types are:

• ACE_USER

• OTHER

userGroup The name of a configured user group profile to which a user
belongs. The user group determines the access privileges
assigned to this user profile.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

type The type of media used for communication. Possible values are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Other

• Blackberry

The type parameter value is case sensitive.

contactIdentifier A URI (such as a phone number, IP or SIP address) by which the
user is known as a registered user on a service provider network
element. For example, if the type parameter is set to Phone, the
contactIdentifier value specifies the phone number of the user,
such as tel:88501.
The URI must be specified in a valid format (as defined in
RFC2396). In addition, Avaya ACE supports the insertion of
spaces in the <scheme-specific-part> of the URI, but not in the
<scheme> part. For example, tel:885 0112 is valid, but tel: 885
0112 is not, because it contains a space in the scheme part of
the URI.
See Notes on usage on page 284 for more information about
defining the contactIdentifier parameter value.
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Parameter Description
contactName A name (defined as a string) associated with a specific contact

information entry.

priority The priority assigned to the contact for priority routing support.
The value must be between 0 and 1 (for example, 0.5). The
highest priority is 1.
The priority value can be specified using a one-digit decimal or
a two-digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.

pin Any string made of numeric (0–9) characters, alphabetic (a–z/A–
Z) characters or a combination of both representing a user's
personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference

Notes on usage
A single createUserProfile request supports the creation of a maximum of 50 users. The
request must specify the user name and password of each user profile required.

The access privileges assigned to a user are determined either by a user group policy (the
user group profile to which a user belongs), or a global security policy (global security settings).
If a user profile configuration does not specify a user group (the user is not configured as a
member of a specific user group policy), the default security policy applies. Global security
settings define the global security policy.

Consider the following is you define contact information in a createUserProfile operation:

• The User Profile service performs a validation check on the syntax and format of the
contactIdentifier value. The contactIdentifier parameter value must comply with URI
format as defined by RFC2396. Spaces are supported in the <scheme-specific-part> of
the URI, but not in the <scheme> portion. For example, st:first last@st.com is a valid
URI: it complies to RFC2396 and contains a space in the <scheme-specific-part> which
Avaya ACE allows. The following is an example of an invalid format URI which contains
a space in the <scheme> part of the URI: st:user@st.com. Such a URI is rejected by
Avaya ACE.

• Avaya ACE supports ITU-T Recommendation E.123 (Notation for national and
international telephone numbers, e-mail addresses and Web addresses) for the definition
of contactIdentifier parameter value when the type is set to Telephone. For example,
the following URIs are valid values for a telephone contact identifier: tel:(042) 123 3456
tel:+31 42 1234567

• ACE supports international character using UTF8 encoding in the contactIdentifier value
if the type is set to chat.
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 Important:
This is the only parameter that supports international characters.

• Each contactIdentifier defined must have a distinct, unique value within a user profile.

• Within the same contact type, each priority value must be distinct. For example, if
multiple contact identifiers of the same type are defined, each must specify a different
priority value. If the same priority value is assigned to more than one contact identifier of
the same type, a fault occurs.

• the pin parameter is only valid when the contact type is set to Conference.

• Square brackets ([ ]) must not be used when defining contact identifiers.

• For detailed information about the requirements of the contactIdentifier parameter value
for specific service providers, see documentation on service providers in Avaya Agile
Communication Environment™ Service Provider Administration (NN10850-005).

The createUserProfile operation requires the client application to have system administrator
privileges.

Response
The createUserProfile operation supports the following response parameters:

Parameter Description
userName Returns the value defined as the userName in the request.

status For each user profile (user) specified in the request, the response
returns a status. If the user profile creation is successful, the
response returns SUCCEEDED.
If a user profile creation fails, the response returns the status
FAILED. Every time a FAILED status is returned, the response
includes a reason element specifying a fault code.

reason When a response returns a FAILED status for a given user profile,
the reason element returns a fault code.

Fault codes
If the createUserProfile request is unsuccessful, Avaya ACE™ returns one of the following
fault codes, based on the cause of the failure:

createUserProfile

Web Services November 2012     285



Fault code Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createUserProfile operation:

• 11001

• 11021

• 11024

• 11027

• 11028

• 11030

• 11031

• 11032

• 11033

• 11034

• 11040

• 11042

• 11043

• 11044

• 11045

• 11053

• 11054

• 11055

• 11056

• 11057

• 11058

• 11059

• 11060

• 11061

• 11062

• 11063

• 11064

• 11065

• 11066

• 11067
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Fault code Error code description

• 11068

• 11069

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createUserProfile operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryAllUserGroupNames
The queryAllUserGroupNames operation sends a request to the web service interface to
return the names of all configured user group profiles.

Navigation

• Request parameters on page 287
• Response on page 288
• Fault codes on page 288
• Notes on usage on page 288

Request parameters
None.
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Notes on usage
Access to user group profile information, including the listing of user groups is subject to user
authorization. The response will only return user group profiles that are within the
administrative domain of the requester.

The queryAllUserGroupNames operation requires the client application to have either basic
user or system administrator privileges. Users configured with basic user permission can only
view the user group to which he belongs. System administrators can view all user groups within
their own administrative domain.

Response
The queryAllUserGroupNames operation returns the userGroupName parameter for each
user group profile.

Fault codes
If the queryAllUserGroupNames operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryAllUserGroupNames operation:

• 11000

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryAllUserGroupNames operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Service error message Error code description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryAllUserGroupNames request. The message specifies the
parameter(s) containing invalid input.

queryGlobalSecuritySettings
The queryGlobalSecuritySettings operation sends a request to the web service interface to
return current ACE global security settings. Global security settings include service access
control rules settings and password policy settings.

Navigation

• Request parameters on page 289
• Response on page 289
• Fault codes on page 291
• Notes on usage on page 289

Request parameters
None.

Notes on usage
Global security settings apply to all ACE users, unless otherwise configured at the user group
profile level. Security settings specified at the user group level override global security settings.
User with system administrator privileges can query global security settings.

The queryGlobalSecuritySettings operation requires the client application to have either
user or system administrator privileges.

Response
The queryGlobalSecuritySettings operation returns the following response parameters:
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Parameter Description
Access Control Rules Parameters

serviceName Access control rule parameter specifying the name of
a supported Web service.

serviceAccessMode Access control rule parameter specifying whether the
access to the service is set to:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN

name The name of a supported web service operation.

accessMode The access mode associated with the web service
operation. Possible values are:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN

passwordExpiryPeriod The number of days until the configured user password
expires.

minPasswordLength Minimum number of characters the password must
contain. The maximum length is 20 characters.

minDifferentCharacters Minimum number of characters that must be different
between the new password and the old password.

mixedCase Specifies whether or not the password must combine
lower and upper case characters.

minAlphaCharacters Minimum number of alphabetic characters a password
must include.

minSpecialCharacters Minimum number of special characters a password
must include. Special characters are characters other
than numeric or alphabetic characters.

permittedSpecialCharact ers List of valid special characters that are valid in a
password. All characters listed as part of this rule’s
value can be used in user passwords.

minNumericCharacters Minimum number of numeric characters a password
must include.
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Fault codes
If the queryGlobalSecuritySettings operation is unsuccessful, Avaya ACE™ returns one the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryGlobalSecuritySettings operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryGlobalSecuritySettings operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryUserGroupPolicy
The queryUserGroupPolicy operation sends a request to the web service interface to return
information about current user group policy configuration for the specified user group. The user
group policy specifies service access control rules. The request must contain the name of the
user group.

Navigation

• Request parameters on page 292
• Response on page 292
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• Fault codes on page 293
• Notes on usage on page 292

Request parameters
The queryUserGroupPolicy operation takes the following parameter:

Parameter Description
userGroupName Name of a configured user group profile over which the requester

has administrative control.

Notes on usage
The queryUserGroupPolicy operation requires the client application to have system
administrator privileges. A user can only request user group policy information about user
groups within his own administrative domain.

Response
The queryUserGroupPolicy operation returns the following response parameters:

Parameter Description
serviceName Access control rule parameter specifying the name of a supported

web service.

serviceAccessMode Access control rule parameter specifying whether the access to the
service is set to:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN

name The name of a supported web service operation.

accessMode The access mode associated with the web service operation:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN
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Fault codes
If the queryUserGroupPolicy operation is unsuccessful, Avaya ACE™ returns one the
following fault codes:

Service error
message

Error code description

SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryUserGroupPolicy operation:

• 11000

See the Avaya Agile Communication Environment Error Messages
Reference (NN10850-018) for details on each Avaya ACE error
code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

POL0001: A policy
error occurred. Error
code is 1002.

Indicates an ACE policy exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
queryUserGroupPolicy operation:

• 1002

See the Avaya Agile Communication Environment Error Messages
Reference (NN10850-018) for details on each Avaya ACE error
code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid
input value for
message part %1.

Indicates an error in the information submitted with the request, and
specifies the parameter(s) containing invalid input.

queryUserGroupProfile
The queryUserGroupProfile operation sends a request to the web service interface to return
one or multiple configured user group profiles. The request must contain the name of each
user group profile.

A single queryUserGroupProfile operation can query up to 50 user group profiles.

queryUserGroupProfile
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Navigation

• Request parameters on page 294
• Response on page 294
• Fault Codes  on page 295
• Notes on usage on page 294

Request parameters
The queryUserGroupProfile operation takes the following parameter for each user group
profile to query:

Parameter Description
userGroup Name of a configured user group.

A single query can define up to 50 occurrences of the userGroup
parameters.

Notes on usage
When sending a queryUserGroupProfile request with duplicated profile names in the request,
the operation does not fail, but rather it sends the information about the duplicated profiles
multiple times.

The queryUserGroupProfile operation requires the client application to have system
administrator privileges. The specified user group profile must be in the administrative domain
of the user sending the request.

Response
The queryUserGroupProfile operation returns the following response parameters:

Parameter Description
userGroupName The name of the user group profile.

licenses The names of the licenses added to this user group.

status For each userGroupName specified in the request, the response
returns one of the following status:

• SUCCEEDED if the user group profile information is returned.

• FAILED if the user group profile information could not be
returned.
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Parameter Description
Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given buddy group name. The reason element returns
an error code.

creationDate Date and time of the user profile creation.

lastModificationDate Date and time of the last modification of user profile.

lastModifiedBy The name of the user who was last to modify the user group
profile.

type The user type specified in the user group profile.

SystemAdminGroup The user group selected as the parent user group for the user group
profile.

 Note:
An empty string is returned since user group hierarchy is not
supported in the current release of Avaya ACE.

Fault Codes
If the queryUserGroupProfile operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserGroupProfile operation:

• 11000

• 11004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserGroupProfile operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryUserGroupProfile request. The message specifies the
parameter(s) containing invalid input.

queryUserNamesByContactID
The queryUserNamesByContactID operation sends a request to the web service interface
to return the name of the Avaya ACE user corresponding to the specified contact identifier.

Navigation

• Request parameters on page 296
• Response on page 297
• Fault codes on page 297
• Notes on usage on page 297

Request parameters
The queryUserNamesByContactID operation takes the following parameters:

Parameter Description
contactIdentifier The URI defined as the contact identifier by which the user is known

as a registered user on a communication server. For example, if
the type parameter is set to Phone, the contactIdentifier specifies
the phone number (in URI format) by which the user is known on
the network element providing the service.
The contactIdentifier is a mandatory parameter.

type
(optional parameter)

The type of media used for communication. Possible values are:
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Parameter Description

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Blackberry

• Other

The type parameter value is case sensitive.

Notes on usage
Avaya ACE supports international character in the contactIdentifier value using UTF8
encoding if the type is set to chat.

The queryUserNamesByContactID operation requires the client application to have either
basic user or system administrator privileges. A user configured with basic user permission
can only query contact information in his own user profile. System administrators can query
contact information from all user profiles.

Response
If the request message does not specify a type parameter value (such as Chat, Video, etc.),
then the queryUserNamesByContactID operation returns a userName parameter for each
user profile with a matching contactIdentifier value, regardless of the type.

If the request message specifies a type parameter value (for example: Chat, Video etc.), then
the response message only returns userName with a matching type and contactIdentifier
defined.

If no match is found, Avaya ACE returns an empty response.

Fault codes
If the queryUserNamesByContactID operation is unsuccessful, Avaya ACE™ returns one the
following fault codes:

queryUserNamesByContactID
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Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByContactID operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByContactID operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryUserNamesByUserGroup
The queryUserNamesByUserGroup operation sends a request to the web service interface
to return a list of all users configured as members to the specified user group. The request
must contain the name of the user group.

Navigation

• Request parameters on page 299
• Response on page 299
• Fault codes on page 299
• Notes on usage on page 299
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Request parameters
None.

Notes on usage
Avaya ACE supports international character using UTF8 encoding in the contactIdentifier
value if the type is set to chat.

The queryUserNamesByUserGroup operation requires the client application to have system
administrator privileges. The specified user group must be in the administrative domain of the
user sending the request.

Response
The queryUserNamesByUserGroup operation returns a userName parameter for each user
configured as a member of the specified user group.

Fault codes
If the queryUserNamesByUserGroup operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByUserGroup operation:

• 11000

• 11004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByUserGroup operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryUserNamesByUserGroup request. The message
specifies the parameter(s) containing invalid input.

queryUserProfile
The queryUserProfile operation sends a request to the web service interface to return a user
profile configuration. The request must contain the name of the user profile.

A single queryUserProfile operation can query up to 50 user profiles.

Navigation

• Request parameters on page 300
• Response on page 301
• Fault codes on page 303
• Notes on usage on page 301

Request parameters
The queryUserProfile operation takes the following parameter:

Parameter Description
userName Name of a configured user profile.

A single query can define up to 50 occurrences of the userName
parameter.
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Notes on usage
When optional parameters are not set in the user profile, the response does not return a value
for those parameters. The queryUserProfile operation requires the client application to have
system administrator privileges to query and view any user profile. A user with basic user
permission can query his own user profile.

Response
The queryUserProfile operation returns the following response parameters:

Parameter Description
userName The name of the user profile

status For each userName specified in the request,
the response returns one of the following
status:

• SUCCEEDED if the user profile
information is returned.

• FAILED if the user profile information could
not be returned.

Every time a FAILED status is returned, the
response return a reason element specifying
a fault code.

reason A reason element is included when the
response returns a FAILED status for a user
name. The reason element returns an error
code.

creationDate Date and time of the user profile creation.

lastModificationDate Date and time of the last modification of user
profile.

userName Name of the user profile.

surname A family name that is part of a person’s name
which signifies the person’s primary family
association

givenName A given name is that part of a person’s name
which signifies the person’s primary
individual identity. Sometimes also called a
"first name".
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Parameter Description
commonName The name most often used to address the

user.

nickName A global, memorable (but not unique) friendly
or informal name chosen by the user. The
purpose of a nickname is to associate a
distinctive mapping between the person’s
unique user name and non-unique
nickname. A nickname is normally used in
online contexts (for example, in chatrooms)
that are less formal than real life (where a
person’s surname or given name would be
more appropriate). Sometimes also called an
"alias".

postalAddress The postal address of the user.

title The title used to address the user.

description A description of the role of the user.

userGroups

userGroup Name of the user group to which the user
belongs.

contact

type The type of media used for communication.
Possible values returned are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• MeansOther

contactIdentifier The URI (such as an IP address, SIP address
phone number) associated with the type of
communication media. For example, if the
media type parameter is set to Phone, the
contactidentifier specifies the phone number
of the user. If the type parameter is set to
Chat, the contactIdentifier specifies a
messaging address.
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Parameter Description
priority The priority assigned to the contact for

priority call routing support. The value must
be between 0 and 1 (for example 0.5), the
highest priority being 1.
The priority value can be specified using one-
digit decimal or two-digit decimal, such as
0.1, 0.8, 0.01, 0.21, and so on.

contactName A name (defined as a string) to associate with
a specific contact information entry.

Fault codes
If the queryUserProfile operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserProfile operation:

• 11000

• 11011

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserProfile operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryUserProfile request. The message specifies the
parameter(s) containing invalid input.
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removeBuddyFromBuddyGroup
The removeBuddyFromBuddyGroup operation sends a request to the web service interface
to remove a buddy from an existing buddy list in a user profile. The request must include the
user name for the user profile being modified, the name of buddy group and one or more buddy
names to delete.

 Important:
This operation is for experimental purposes only. It is not supported in this release.

Navigation

• Request parameters on page 304
• Response on page 305
• Fault codes on page 305
• Notes on usage on page 304

Request parameters
The removeBuddyFromBuddyGroup operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

buddyGroupName Name of the buddy group which contains the buddy you want to
remove.

buddyName Name that identifies existing buddy in the user profile buddy
group.

Notes on usage
A single removeBuddyFromBuddyGroup operation supports the removal of multiple buddies
from a buddy group.

The removeBuddyFromBuddyGroup operation requires the client application to have either
basic user or system administrator privileges. A basic user can only manage buddies and
buddy groups within his own user account. System administrators can manage buddies and
buddy groups within their own administrative domain.
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Response
The removeBuddyFromBuddyGroup operation returns the following response parameters:

Parameter Description
buddyName The name of a buddy (buddyName) specified in the request

status For each buddyName specified in the request, the response
returns one of the following status:

• SUCCEEDED if the buddy is removed from the user profile.

• FAILED if the buddy could not be removed from the user
profile.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a
FAILED status for a given buddy group name. The reason
element returns an error code.

Fault codes
If the removeBuddyFromBuddyGroup operation is unsuccessful, Avaya ACE™ returns one
of the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeBuddyFromBuddyGroup operation:

• 11000

• 11002

• 11014

• 11007

• 11009

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeBuddyFromBuddyGroup operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see Error
messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
removeBuddyFromBuddyGroup request. The message
specifies the parameter(s) containing invalid input.

removeBuddyGroupFromUserProfile
The removeBuddyGroupFromUserProfile operation sends a request to the web service
interface to remove the user's buddy list from the user profile. The request must include the
user name for the user profile being modified and the name of the buddy list to remove from
the user profile.

 Important:
This operation is for experimental purposes only. It is not supported in this release.

Navigation

• Request parameters on page 306
• Response on page 307
• Fault codes on page 307
• Notes on usage on page 307

Request parameters
The removeBuddyGroupFromUserProfile operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile from which you want to remove

one or multiple buddy groups.
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Parameter Description
buddyGroupName Name of the buddy group to remove from the user profile.

A single request can specify up to 5 buddyGroupName
parameters.

Notes on usage
A single removeBuddyGroupFromUserProfile operation supports the removal of multiple
buddy groups from a user profile.

The removeBuddyGroupFromUserProfile operation requires the client application to have
either basic user or system administrator privileges. A basic user can only manage buddies
and buddy groups within his own user account. System administrators can manage buddies
and buddy groups within their own administrative domain.

Response
The removeBuddyGroupFromUserProfile operation returns the following response
parameters:

Parameter Description
buddyGroupName The name of a buddy group (buddyGroupName) specified in the

request.

status For each buddyGroupName specified in the request, the
response returns one of the following status:

• SUCCEEDED if the buddy group is removed from the user
profile

• FAILED if the buddy group could not be removed from the user
profile.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a
FAILED status for a given buddy group name. The reason
element returns an error code.

Fault codes
If the removeBuddyGroupFromUserProfile operation is unsuccessful, Avaya ACE™ returns
one of the following fault codes:
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Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeBuddyGroupFromUserProfile operation:

• 11000

• 11002

• 11007

• 11009

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeBuddyGroupFromUserProfile operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

removeContactInfoFromUserProfile
The removeContactInfoFromUserProfile operation sends a request to the web service
interface to remove specified contact information from the user profile. In a user profile, one
or multiple contact numbers specify phone numbers, IP addresses, or SIP addresses to which
the user is registered. The request must specify the name of the user profile to modify and the
contactIdentifier to remove from the contact info.

Each request can remove a maximum of 5 contacts from a user profile.

Navigation

• Request parameters on page 309
• Response on page 309
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• Fault codes on page 310
• Notes on usage on page 309

Request parameters
The removeContactInfoFromUserProfile operation takes the following parameters:

Parameter Description
userName Name to the user profile.

contactIdentifier The phone number or address associated with the type of
communication media to which the user is registered. For
example, if the media type parameter is set to Phone, the
contactIdentifier specifies the phone number of the user.
If the type parameter is set to Chat, the contactIdentifier
specifies a messaging address.
A request can contain a maximum of 5 contactIdentifier
parameters.

Notes on usage
The removeContactInfoFromUserProfile operation requires the client application to have
either basic user or system administrator privileges. A basic user can only manage contact
information within his own user account. System administrators can manage the contact
information on all user accounts.

Response
The removeContactInfoFromUserProfile operation returns the following response
parameters:

Parameter Description
contactIdentifier The contact number or address (contactIdentifier) specified in the

request.

status For each contactIdentifier specified in the request, the response
returns one of the following status:

• SUCCEEDED if the contact information is removed from the user
profile.

• FAILED if the contact information could not be removed from the
user profile.

removeContactInfoFromUserProfile
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Parameter Description
Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a contact identifier. The reason element returns an error
code.

Fault codes
If the removeContactInfoFromUserProfile operation is unsuccessful, Avaya ACE™ returns
one of the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeContactInfoFromUserProfile operation:

• 11000

• 11002

• 11011

• 11024

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeContactInfoFromUserProfile operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
removeContactInfoFromUserProfile request. The message
specifies the parameter(s) containing invalid input.

User Profile (v1.5)

310     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services


removeUserFromUserGroup
The removeUserFromUserGroup operation sends a request to the web service interface to
remove a configured user from a user group. The request must include the name assigned to
the user profile and the name of the user group.

Navigation

• Request parameters on page 311
• Response on page 311
• Fault codes on page 312
• Notes on usage on page 311

Request parameters
The removeUserFromUserGroup operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

userGroupName Name assigned to the user group.

Notes on usage
The removeUserFromUserGroup operation requires the client application to have either
system administrator or group administrator privileges. The specified user group profile must
be in the administrative domain of the user sending the request. A user cannot remove himself
from the group to which he belongs.

 Important:
Only users with system administrator privileges can remove themselves from the user group
to which they belong.

Response
None.
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Fault codes
If the removeUserFromUserGroup operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeUserFromUserGroup operation:

• 11000

• 11002

• 11004

• 11016

• 11153

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya websitee. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeUserFromUserGroup operation:

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

removeUserGroupProfile
The removeUserGroupProfile operation sends a request to the web service interface to
remove one or multiple configured user group profiles. The request must include the name of
the user groups.
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The removeUserGroupProfile operation supports bulk provisioning. You can remove up to
50 user group profiles using a single request.

Navigation

• Request parameters on page 313
• Response on page 313
• Fault codes on page 314
• Notes on usage on page 313

Request parameters
The removeUserGroupProfile operation takes the following parameter.

Parameter Description
userGroupName Name of a configured user group profile.

A removeUserGroupProfile request can contain up to 50
userGroupName parameters.

Notes on usage
A user group and its member user profiles are bound by logical association. A successful
removeUserGroupProfile operation does not physically remove user profiles associated with
the user group from the user profile repository. Only the specified user group profiles are
removed.

The removeUserGroupProfile operation requires the client application have system
administrator privileges.

Response
The removeUserGroupProfile operation returns the following response parameters:

Parameter Description
userGroupName The name of the user group specified in the request.

status For each userGroupName specified in the request, the response
returns one of the following status:

• SUCCEEDED if the user group is removed.

• FAILED if the user group could not be removed.
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Parameter Description
Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given user group name. The reason element returns an
error code.

Fault codes
If the removeUserGroupProfile operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserGroupProfile operation:

• 11000

• 11000

• 11004

• 11016

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserGroupProfile operation:

• 1002

• 1006

• 11100

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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removeUserProfile
The removeUserProfile operation sends a request to the web service interface to remove one
or multiple configured user profiles from the user profile repository. The request must include
the name assigned to each user profile to delete.

The removeUserProfile operation supports bulk provisioning. You can remove up to 50 user
profiles with a single removeUserProfile request.

Navigation

• Request parameters on page 315
• Response on page 315
• Fault codes on page 316
• Notes on usage on page 315

Request parameters
The removeUserProfile operation takes the following parameter:

Parameter Description
userName Name of a configured user profile.

A single removeUserProfile request can specify up to 50
userName parameters.

Notes on usage
A single removeUserProfile operation supports the deletion of multiple user profiles. Include
as many instances of the userName parameter as required (up to a maximum of 50).

The removeUserProfile operation requires the client application to have system administrator
privileges. A user that is a current member of a user group cannot be deleted. The user must
be deleted from the user group first.

Response
The removeUserProfile operation returns the following response parameters:
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Parameter Description
userName The name of the user profile.

status For each useName specified in the request, the response returns
one of the following status:

• SUCCEEDED if the user profile is removed.

• FAILED if the user profile could not be removed.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a user name. The reason element returns an error
code.

Fault codes
If the removeUserProfile operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserProfile operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserProfile operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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updateContactInfo
The updateContactInfo operation sends a request to update contact parameter values in the
specified user profile. The value of the contactIdentifier parameter specifies which contact to
update among those configured in a given user profile.

For each configured contactIdentifier, the contact parameters which can be modified are:
contactName, priority and pin.

The updateContactInfo request supports bulk updates. You can update contact information
pertaining to a maximum of 20 contact identifiers using a single request.

Navigation

• Request parameters on page 317
• Response on page 319
• Fault codes on page 319
• Notes on usage on page 318

Request parameters
The updateContactInfo operation takes the following parameters:

Parameter Description
userName Name of the user profile.

contactIdentifier The URI which corresponds to contactIdentfier of the contact to
update.
ACE uses this parameter value to identify which contact to update.
The contactIdentifier value itself cannot be modified.
The updateContactInfo request can specify a maximum of 20
contactIdentifier parameters.
If the contact type is set to chat the contactIdentifier value
supports international characters using UTF8 encoding.

priority The priority assigned to the contact for priority call routing support.
The value must be between 0 and 1 (for example 0.5), the highest
priority being 1.
The priority value can be specified using one-digit decimal or two-
digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.
Each contactIdentifier must specify a priority.

contactName A name (defined as a string) associated with a specific contact
information entry.
Each contactIdentifier must specify a contactName.
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Parameter Description
pin Any string made of numeric characters (0–9), alphabetic

characters (a–z/A–Z) or a combination of both, representing a
user's personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference

Notes on usage
The updateContactInfo operation supports updating the value of the following parameters for
the specified contactIdentifier:

• priority

• contactName

• pin

If present in the request, the priority parameter must specify a value.

If present in the request, the contactName parameter must specify a value.

If present in the request, the pin parameter may or may not specify a value. If no value is set
in the request, Avaya ACE assigns a "null" value which is the equivalent to "no pin
configured".

When a parameter is not included in the request, the value of that parameter remains
unchanged.

The updateContactInfo operation does not support swapping priority values between two
existing contacts of the same type. Since ACE processes updates to contact information in a
sequential order, the first update request fails because a swap over implies that the priority
value specified in the request is already assigned to an existing contact. For example, given
2 telephone contacts A and B, where device A is assigned a priority value of 0.8 and device B
is assigned a priority of 0.9, the updateContactInfo request cannot successfully assign a
priority value of 0.9 to device A because this priority value (0.9) is already assigned to device
B.

This operation does not support changing an existing contactIdentifier parameter value itself.
To change an existing contactIdentifier value, delete the existing contactIdentifier data using
the removeContactInfo operation, and then use the addContactInfo operation to add the
new contactIdentifier as required.
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 Important:
Within a given contact type (for example, Chat), each contactIdentifier must have a distinct
value. You cannot assign the same priority value to multiple contact identifiers of the same
type.

The updateContactInfo operation requires the client application to have either basic user or
system administrator privileges. A basic user can only manage contact information within his
own user account. System administrators can manage the contact information on all user
accounts.

Response
The updateContactInfo operation returns the following response parameters:

Parameter Description
userName The name of the user profile.

status For each contactIdentifier specified in the request, the response
returns one of the following status:

• SUCCEEDED if the contact information is updated.

• FAILED if the contact information could not be updated.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for contact identifier. The reason element returns an error
code.

Fault codes
If the updateContactInfo operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateContactInfo operation:

• 11000

• 11011

• 11012

• 11024
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Service error message Error code description

• 11068

• 11069

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateContactInfo operation:

• 1004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updateGlobalSecuritySettings
The updateGlobalSecuritySettings operation sends a request to update all or a subset of
password policy parameters configured as global security settings.

Navigation

• Request parameters on page 320

• Response on page 321

• Fault codes on page 322

• Notes on usage on page 321

Request parameters
The updateGlobalSecuritySettings operation takes the following parameters:
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Parameter Description
passwordExpiryPeriod The number of days until the configured user password

expires.

minPasswordLength Minimum number of characters the password must contain.
The maximum length is 20 characters.

minDifferentCharacters Minimum number of characters that must be different
between the new password and the old password.

mixedCase Specifies whether or not the password must combine lower
and upper case characters.

minAlphaCharacters Minimum number of alphabetic characters a password must
include.

minSpecialCharacters Minimum number of special characters a password must
include. Special characters are characters other than
numeric or alphabetic characters.

permittedSpecialCharacters List of valid special characters that are valid in a password.
All characters listed as part of this rule’s value can be used
in user passwords.

minNumericCharacters Minimum number of numeric characters a password must
include.

 Important:
The request must contain at least one parameter of the above parameters. Parameters that
are not included in the updateGlobalSecurity remain unchanged in the system.

Notes on usage
Only specified password policy parameters are updated. There is no impact on other
parameters.

The updateGlobalSecuritySettings operation requires the client application to have system
administrator privileges.

Response
None.
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Fault codes
If the updateGlobalSecuritySettings operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateGlobalSecuritySettings operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateGlobalSecuritySettings operation:

• 1004

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updatePersonalData
The updatePersonalData operation sends a request to the web service interface to update
personal information items contained in the user profile. The request must include the user
name associated with the user profile to update.

 Important:
Avaya ACE users with system administrator privileges invoke this operation to change
another user's password. To change their own password however, ACE users must invoke
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the changePassword operation. For more information, see changePassword on page 
276.

Navigation

• Request parameters on page 323
• Response on page 324
• Fault codes on page 324
• Notes on usage on page 324

Request parameters
The updatePersonalData operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

password New user password assigned to the user profile for
authentication.
This parameter allows a user or client application with
administrative privileges to change another user's password.
Users cannot change their own user password using this API.

surname Family name of the configured user account holder. Defined as
a string of maximum 255 characters.

givenName The first or middle name of the user account holder. Defined as
a string of maximum 255 characters.

commonName The name commonly used to address the holder of the user
account. Defined as a string of maximum 255 characters.

nickName The nickname used to address the holder of the user account.
Defined as a string of maximum 255 characters.

postalAddress The postal address of the user account holder. Defined as a string
of maximum 255 characters.

title The title of the user account holder. Defined as a string of
maximum 255 characters.

description A statement describing the user account holder. Defined as a
string of maximum 255 characters.
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Notes on usage
All users are authorized to changed their own personal data, except their own user password.
Avaya ACE users must invoke the changePassword operation to change their own
passwords. See changePassword on page 276 for more information.

Users or client applications with system administrator privileges invoke this API to change
another user's password.

If a parameter included in the SOAP request provides an empty string value, the request
message is sent with that empty string value.

Response
None.

Fault codes
If the updatePersonalData operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updatePersonalData operation:

• 11000

• 11002

• 11011

• 11040

• 11041

• 11053

• 11055

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updatePersonalData operation:

• 1004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updateUserGroupPolicy
The updateUserGroupPolicy operation sends a request to the web service interface to make
changes to the access control rules associated with a specified user group. Access control
rules provide control over user access to web services on a per user group basis. Access
control rules are displayed based on the licenses assigned to the role profile. For each
configured role profile, the system administrator selectively enables the required resources.
The updateUserGroupPolicy operation without proper licenses will throw a Generic
license error.

Navigation

• Fault codes on page 326
• Response on page 326
• Insert concept title
• Notes on usage on page 325

Notes on usage
When specifying a service name, the name must be entered exactly as displayed in a
queryUserGroupPolicy response message. If not entered correctly, the service name is not
recognized and the operation fails.

The updateUserGroupPolicy operation requires the client application to have either system
administrator privileges.

updateUserGroupPolicy
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Response
None.

Fault codes
If the updateUserGroupPolicy operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the changePassword operation:

• 11000

• 11004

• 11025

• 11029

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the updateUserGroupPolicy operation::

• 1002

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
updateUserGroupPolicy request. The message specifies the
parameter(s) containing invalid input.
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Chapter 21: User Profile (v1.6)

The Avaya Agile Communication Environment™ (ACE) supports the creation and management of roles
for access to Web services and other resources such as applications (packaged applications or hot
deployed client applications). Roles encompass licenses to these resources and corresponding access
privileges. Roles are typically assigned to Avaya ACE users. Users obtain licenses and access privileges
based on the roles they are assigned to. On Avaya ACE, roles exist as role profiles.

The User Profile Web service version 1.6 is an updated version of the User Profile Web service version
1.5, and provides a programmatic interface that supports user management operations including
operations related to the management of global security policies and role policies. It is a base service on
Avaya ACE and as such does not require specific licensing.

The User Profile web service allows an application to create and manage user profiles on Avaya ACE.

The User Profile web service supports operations to:

• Create user profiles on Avaya ACE™. An ACE user profile includes mandatory user data such as
username and password and optional information such as personal data, contact information, and
other supporting information.

• Create and maintain global security policies that define default password settings, user account
settings, and access control rules at the system level.

 Important:
Global security settings apply to all configured users, unless otherwise specified by configuration
at the individual user level.

• Create and maintain individual user account or role policies. A role profile specifies the role that the
user is assigned to. Roles encompass licenses and associated access control rules to web
services.

 Important:
Individual user account and user group policy settings override settings specified in global security
policies.

Prerequisites

• You are familiar with the Overview of web services on page 25.
• Operations supported by the User Profile service are subject to ACE authorization policy which is

role-based. Familiarity with the key concepts of roles and user authorization based on roles is
essential. See Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

• A client application (Avaya ACE packaged application or hot deployed third party application)
consuming the User Profile service must be configured as an ACE user assigned the AppUtils role.
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This role must contain the required licenses and access privileges to invoke the desired
operations.

Navigation

• User Profile (v1.6) WSDL definition on page 328
• User Profile (v1.6) service endpoint on page 328
• User Profile (v1.6) WSDL definition on page 328

User Profile (v1.6) WSDL location
All Avaya ACE™ web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). From the Help menu, select Web Service WSDL Download > ACE
Core.

The User Profile Web service requires that you download the following WSDL (*.wsdl) and
schema files in the same folder in your local directory:

• user_profile_service_1.6.wsdl

• parlayx_common_faults_2_0.wsdl

• parlayx_common_types_2_1.xsd

User Profile (v1.6) service endpoint
When configuring your web service client to invoke the User Profile web service, set the SOAP
message service endpoint to one of the following URLs:

• http://<ace server>:9080/RaptorWeb/services/UserProfile

• https://<ace server>:9443/RaptorWeb/services/UserProfile (for secure
communication with ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

User Profile (v1.6) WSDL definition
The User Profile API is an Avaya custom interface.
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For each supported User Profile service operation, a separate section provides the following
information:

• a list and brief description of SOAP request parameters

• a list and brief description of SOAP response elements

• fault codes potentially returned by the operation

• notes on usage, including access privileges required for the operation.

Updates to User Profile (v1.6)
Avaya ACE no longer supports user groups. User groups are replaced by roles, for security
and user management. Roles encompass licenses and corresponding access control to users
that are assigned these roles.

The following section lists the corresponding changes to the User Profile web service
operations for version 1.6.

New operations:

• assignLicensesToRole
• queryAllUserNames
• queryUserNamesByContactType
• removeLicensesFromRole

Operations from User Profile version 1.5 that are no longer supported:

• addBuddyGroupToUserProfile
• addBuddyToBuddyGroup
• removeBuddyFromBuddyGroup
• removeBuddyGroupFromUserProfile

Modified operations:

• addContactInfoToUserProfile
• addUserToUserGroup
• createUserGroupProfile
• createUserProfile
• queryAllUserGroupNames
• queryUserGroupPolicy
• queryUserGroupProfile
• queryUserNamesByContactID
• queryUserNamesByContactType
• queryUserNamesByUserGroup
• queryUserProfile
• removeUserFromUserGroup
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• removeUserGroupProfile
• updateUserGroupPolicy

Navigation

• addContactInfoToUserProfile on page 331
• addRoleToUsers on page 335
• assignLicensesToRole on page 337
• changePassword on page 276
• createRoleProfile on page 341
• createUserProfile on page 344
• queryAllRoleNames on page 350
• queryAllUserNames on page 352
• queryGlobalSecuritySettings on page 289
• queryRolePolicy on page 356
• queryRoleProfile on page 358
• queryUserNamesByContactID on page 360
• queryUserNamesByContactType on page 362
• queryUserNamesByRole on page 365
• queryUserProfile on page 366
• removeContactInfoFromUserProfile on page 308
• removeLicensesFromRole on page 372
• removeRoleFromUsers on page 374
• removeRoleProfile on page 376
• removeUserProfile on page 315
• updateContactInfo on page 381
• updateGlobalSecuritySettings on page 320
• updatePersonalData on page 322
• updateRolePolicy on page 389

addContactInfoToUserProfile
The addContactInfoToUserProfile operation sends a request to add contact information to
a user profile. Contact information in a user profile typically stores user data required to resolve
the identity of ACE users on service provider network elements interworking with ACE.
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At a minimum, the addContactInfoToUserProfile request must include the user name for the
profile being modified (userName), the contactIdentifier value to modify and at least one of
the following contact information parameters: contactType, priority and contactName.

The addContactInfoToUserProfile request supports bulk provisioning. You can add up to 5
contact identifier to a user profile with a single request.

Navigation

• Request parameters on page 271
• Response on page 273
• Fault codes on page 273
• Notes on usage on page 272

Request parameters
The addContactInfoToUserProfile operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

type The type of media used for communication. Possible values are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Blackberry

• Messaging

• Other

The type parameter value is case sensitive.

contactIdentifier A URI (such as a phone number, IP or SIP address) by which the
user is known as a registered user on a service provider network
element. For example, if the type parameter is set to Phone, the
contactIdentifier value specifies the phone number of the user,
such as tel:88501.
The URI must be specified in a valid format (as defined in
RFC2396). In addition, Avaya ACE supports the insertion of
spaces in the <scheme-specific-part> of the URI, but not in the
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Parameter Description
<scheme> part. For example, tel:885 0112 is valid, but tel: 885
0112 is not, because it contains a space in the scheme part of
the URI.

priority The priority assigned to the contact for priority call routing
support. The value must be between 0 and 1 (for example, 0.5).
The highest priority is 1.
The priority value can be specified using one-digit decimal or
two-digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.

 Note:
Do not specify a priority value for the Messaging contact type.
If you pass a priority, the request is rejected.

contactName A name (defined as a string) associated with a specific contact
information entry.

pin Any string made of numeric characters (0-9), alphabetic
characters (a-z/A-Z) or a combination of both, representing a
user's personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference

Notes on usage
A single operation supports the addition of multiple contacts.

The type parameter value is case sensitive.

Consider the following when defining a contact in a user profile:

• The User Profile service performs a validation check on the syntax and format of the
contactIdentifier value. The contactIdentifier parameter value must comply with URI
format as defined by RFC2396. Spaces are supported in the <scheme-specific-part> of
the URI, but not in the <scheme> portion. For example, st:first last@st.com is a valid
URI: it complies with RFC2396 and contains a space in the <scheme-specific-part> which
ACE allows. The following is an example of a non valid URI format, containing a space
in the <scheme> part of the URI: st:user@st.com. For detailed information about the
requirements of the contactIdentifier parameter value for specific service providers, see
documentation on service providers in Avaya Agile Communication Environment™
Service Provider Administration, (NN10850-005).

• Each contactIdentifier defined must have a distinct, unique value within a user profile.

• Avaya ACE supports international character in the contactIdentifier value using UTF 8
encoding if the type is set to chat.
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 Important:
This is the only parameter that supports international characters.

• Square brackets ([ ]) must not be used when defining contact identifiers.

• Avaya ACE supports ITU-T Recommendation E.123 (Notation for national and
international telephone numbers, e-mail addresses and Web addresses) for the definition
of contactIdentifier parameter value when the type is set to Telephone. For example,
the following URIs are valid values for a telephone contact identifier: tel:(042) 123 3456
tel:+31 42 1234567.

• The Messaging contactIdentifier uses the syntax
mbox:<digits>@<service_provider>, where:

- <digits> is the user's message box identifier on a messaging server

- <service_provider> is the service provider name configured on the ACE
server.

• Within the same contact type, each priority value must be distinct. For example, if
multiple contact identifiers of the same type are defined, each must specify a different
priority value. If the same priority value is assigned to more than one contact identifier of
the same type, a fault occurs.

 Note:
Do not specify a priority value for the Messaging contact type. If you pass a priority, the
request is rejected.

• The pin parameter is only valid when the contact type is set to Conference.

When a contactIdentifier value is duplicated in a request, the first instance of the
contactIdentifier is successfully added, but the second instance is failed with error code
11017.

The addContactInfoToUserProfile operation requires the client application to have either
basic user or system administrator privileges. A basic user can only update the contact
information within his own user profile. System administrators can update contact information
of any user.

Response
The addContactInfoToUserProfile operation supports the following response parameters:

Parameter Description
contactIdentifier Returns the URI defined as the contactIdentifier in the request.

status For each contactIdentifier specified in the request, the response
returns one of the following status:
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Parameter Description

• SUCCEEDED if the contact information is added to the user
profile.

• FAILED if the contact information could not be added to the user
profile.

Every time a FAILED status is returned, the response returns a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given user group profile. The reason element returns
an error code.

Fault codes
If the addContactInfoToUserProfile operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addContactInfoToUserProfile operation:

• 11000

• 11002

• 11011

• 11021

• 11022

• 11068

• 11069

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the addContactInfoToUserProfile operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Service error message Error code description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya web site. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

addRoleToUsers
The addRoleToUsers operation sends a request to assign a specific role to configured ACE
users. The role profile and the user profiles must already exist on ACE.

The addRoleToUsers request supports bulk provisioning. You can assign a role profile to up
to 50 user profiles in a single request.

Navigation

• Request parameters on page 335
• Response on page 336
• Fault codes on page 336
• Notes on usage on page 335

Request parameters
The addRoleToUsers operation takes the following parameters:

Parameter Description
userName Name(s) of the configured user(s) to assign the role profile to.

roleName The name of the configured role profile.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

Notes on usage
The addRoleToUsers operation requires that the client application have administrator
privileges.

The addRoleToUsers operation supports adding a role profile to multiple users in a single
request. Both the role profile and the user profile(s) must exist on Avaya ACE. The request
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must include the role name configured in the role profile and the user name(s) of the user
profile(s).

A role profile encompasses licenses to resources such as Web services or packaged/hot
deployed client applications. When you assign a role profile (configured with a license) to
multiple users using the addRoleToUsers request, you must ensure that the ACE system has
the said license installed for an adequate number of users. Otherwise the operation will fail
and the license is not assigned to any user.

For example, if the ACE system is configured with a license for 2 users, and you attempt to
assign the role profile (configured with this license) to more that 2 users, the operation will fail
and the license is not assigned to any user.

Response
None.

Fault codes
If the addRoleToUsers operation is unsuccessful, Avaya ACE™ returns one the following
codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addRoleToUsers operation:

• 11000

• 11002

• 11011

• 11012

• 11013

• 11071

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the ACE GUI or obtain a
version from the Avaya website. For more information, see Error
messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the addRoleToUsers operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

assignLicensesToRole
The assignLicensesToRole operation sends a request to the web service interface to assign
one or multiple licenses to a role profile. Upon successful operation, the requested licenses
are added to the role profile.

Navigation

• Request parameters on page 337
• Response on page 338
• Fault codes on page 338
• Notes on usage on page 338

Request parameters
The assignLicensesToRole operation takes the following parameters:

Parameter Description
roleName Name the of the role profile

licenseName Name(s) of the license(s) to assign to the role profile
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Notes on usage
The assignLicensesToRole operation requires the client application to have system
administrator privileges.

Response
The assignLicensesToRole operation returns the following response parameters.

Parameter Description
roleName Name the of the role

status For the role specified in the request, the status is one of
the following:

• SUCCESS: if the license was successfully assigned to
the role

• FAILED: if the license was not assigned to the role

reason A reason element is included when the response returns
a FAILED status for a given role. The reason element
returns an error code.

Fault codes
If the assignLicensesToRole request is unsuccessful, Avaya ACE returns one of the following
fault codes, based on the cause of the failure:

Fault code Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the assignLicensesToRole operation:

• 11000

• 11071

• 11080

• 11081

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018), for details on each Avaya
ACE error code. You can access this document from the Avaya
ACE GUI or obtain a version from the Avaya website. For more
information, see Error messages on page 28.
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Fault code Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the assignLicensesToRole operation:

•

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018), for details on each Avaya
ACE error code. You can access this document from the Avaya
ACE GUI or obtain a version from the Avaya website. For more
information, see Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

changePassword
The changePassword operation sends a request to the web service interface for a user or
client application to change its own ACE user password.

Navigation

• Request parameters on page 277
• Response on page 277
• Fault codes on page 277
• Notes on usage on page 277

Request parameters
The changePassword operation supports the following parameters:

Parameter Description
oldPassword User password currently used.

newPassword New user password.
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Notes on usage
The changePassword operation provides a means for an ACE client application or user to
change its own ACE user password. To change another user's password, a user with
administrative privileges must use the updatePersonalData.

All configured Avaya ACE users have sufficient permissions to invoke the changePassword
operation.

 Important:
The changePassword operation provides the only means for basic users to change their
own user passwords. Unlike users with administrative privileges, like system administrators,
basic ACE users cannot use the Avaya ACE GUI to change their password.

Response
None.

Fault codes
If the changePassword operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the changePassword operation:

• 11000

• 11041

• 11042

• 11043

• 11044

• 11045

• 11046

• 11047

• 11048

• 11049

• 11050
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Service error message Error code description

• 11051

• 11052

• 11053

• 11054

• 11055

• 11056

• 11057

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the changePassword operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

createRoleProfile
A role profile encompasses licenses and corresponding role policies for resources such as
Avaya ACE Web services and packaged applications or hot deployed third party client
applications. Role policies define the access privileges for users who are assigned these role
profiles.

The createRoleProfile operation sends a request to the web service interface to create one
or multiple role profiles (bulk provisioning). With bulk provisioning, you can create up to 50 role
profiles with a single createRoleProfile request.
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Navigation

• Request parameters on page 342
• Response on page 280
• Fault codes on page 343
• Notes on usage on page 342

Request parameters
The createRoleProfile operation takes the following parameters:

Parameter Description
roleName Name assigned to the role.

This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).
A single request can contain up to 50 roleName parameters.

licenses The names of a valid license assigned to the role.

Notes on usage
The createRoleProfile request requires the client application to have system administrator
privileges.

The createRoleProfile request supports the configuration of role profiles without licenses to
Web services and packaged applications/hot deployed client applications. However licenses
with corresponding role policies are required to enable access to these resources using access
control rules.

Configuring a role profile with a valid license automatically enables access to those services
covered by that license. For example, if a role profile is configured with a license for the Hot
Desking application, access is enabled by default for the component web services of the Hot
Desking application. To change the default settings of the access control rules, you must use
the updateRolePolicy operation. See updateRolePolicy on page 389 for more information.

Response
The createRoleProfile supports the following response parameters:

Parameter Description
roleName Returns the value defined as the roleName in the request.
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Parameter Description
status For each role profile (roleName) specified in the request, the

response returns one of the following status:

• SUCCEEDED if the role profile is created.

• FAILED If the role profile could not be created.

Every time a FAILED status is returned, the response includes a
reason element which explains the cause of failure.

reason A reason element is included when the response returns a
FAILED status for a given role profile. The reason element returns
an error code.

Fault codes
If the createRoleProfile request is unsuccessful, ACE™ returns one the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createRoleProfile operation:

• 11000

• 11003

• 11072

• 11074

• 11081

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an ACE policy exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
createRoleProfile operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

createUserProfile
The createUserProfile operation sends a request to the web service interface to create one
or multiple new user profiles. Upon successful operation, the requested new user profiles are
created.

The createUserProfile request supports bulk provisioning. You can create up to 50 user
profiles in a single createUserProfile request.

Navigation

• Request parameters on page 344
• Response on page 285
• Fault codes on page 285
• Notes on usage on page 346

Request parameters
The createUserProfile operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

A userName must be unique locally and across the federation.
A createUserProfile request can support a maximum of 50
userName parameters.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

password User password assigned to the user for authentication.
The password must follow rules defined in global security
settings.

surname A family name that is part of a person's name which signifies the
person's primary family association. Defined as a string of
maximum 255 characters.
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Parameter Description
givenName A given name is that part of a person's name which signifies the

person's primary individual identity. Sometimes also called a
"first name". Defined as a string of maximum 255 characters.

commonName The name most often used to address the user. Defined as a
string of maximum 255 characters.

nickName A global, memorable (but not unique) friendly or informal name
chosen by the user. The purpose of a nickname is to associate
a distinctive mapping between the person's unique user name
and non-unique nickname. A nickname is normally used in online
contexts (for example, in chat rooms) that are less formal than
real life (where a person's surname or given name would be more
appropriate). Sometimes also called an "alias". Defined as a
string of maximum 255 characters.

postalAddress The postal address of the user. Defined as a string of maximum
255 characters.

title The title used to address the user. Defined as a string of
maximum 255 characters.

description A brief statement describing the user. Defined as a string of
maximum 255 characters.

role The name of a configured role assigned to a user. The role
determines the access privileges assigned to this user profile.
This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

Auth type
(optional parameter)

Auth type is defined as a string and can be either INTERNAL or
EXTERNAL. INTERNAL users are authenticated using their
Avaya ACE database credentials and EXTERNAL users are
authenticated against an external repository.
This parameter is optional and if not provided it takes the value
specified in the Global authentication type.

 Note:
You can set the Global authentication type from the Avaya
ACE GUI in the following page:
Security > Global Security Settings > Authentication Type

type The type of media used for communication. Possible values are:

• Phone

• Chat

• Sms

• Video

• Web

• Email
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Parameter Description

• Conference

• Blackberry

• Messaging

• Other

The type parameter value is case sensitive.

contactIdentifier A URI (such as a phone number, IP or SIP address) by which the
user is known as a registered user on a service provider network
element. For example, if the type parameter is set to Phone, the
contactIdentifier value specifies the phone number of the user,
such as tel:88501.
The URI must be specified in a valid format (as defined in
RFC2396). In addition, Avaya ACE supports the insertion of
spaces in the <scheme-specific-part> of the URI, but not in the
<scheme> part. For example, tel:885 0112 is valid, but tel: 885
0112 is not, because it contains a space in the scheme part of
the URI.
See Notes on usage on page 284 for more information about
defining the contactIdentifier parameter value.

contactName A name (defined as a string) associated with a specific contact
information entry.

priority The priority assigned to the contact for priority routing support.
The value must be between 0 and 1 (for example, 0.5). The
highest priority is 1.
The priority value can be specified using a one-digit decimal or
a two-digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.

 Note:
Do not specify a priority value for the Messaging contact type.
If you pass a priority, the request is rejected.

pin Any string made of numeric (0–9) characters, alphabetic (a–z/A–
Z) characters or a combination of both representing a user's
personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference

Notes on usage
A single createUserProfile request supports the creation of a maximum of 50 users. The
request must specify the user name and password of each user profile required.
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The access privileges assigned to a user are determined by the role policy (the role profile
assigned to the user). Any user profile that requires access privileges must be individually
assigned a role profile that has the appropriate license configured.

If a user profile is not assigned a role, the global security policy as defined by the Global security
settings, applies. The global security policy however includes only the account and password
policy and does not include access privileges.

Consider the following if you define contact information in a createUserProfile operation:

• The User Profile service performs a validation check on the syntax and format of the
contactIdentifier value. The contactIdentifier parameter value must comply with URI
format as defined by RFC2396. Spaces are supported in the <scheme-specific-part> of
the URI, but not in the <scheme> portion. For example, st:first last@st.com is a valid
URI: it complies to RFC2396 and contains a space in the <scheme-specific-part> which
Avaya ACE allows. The following is an example of an invalid format URI which contains
a space in the <scheme> part of the URI: st:user@st.com. Such a URI is rejected by
Avaya ACE.

• Avaya ACE supports ITU-T Recommendation E.123 (Notation for national and
international telephone numbers, e-mail addresses and Web addresses) for the definition
of contactIdentifier parameter value when the type is set to Telephone. For example,
the following URIs are valid values for a telephone contact identifier: tel:(042) 123 3456
tel:+31 42 1234567

• ACE supports international character using UTF8 encoding in the contactIdentifier value
if the type is set to chat.

 Important:
This is the only parameter that supports international characters.

• Each contactIdentifier defined must have a distinct, unique value within a user profile.

• The Messaging contactIdentifier uses the syntax
mbox:<digits>@<service_provider>, where:

- <digits> is the user's message box identifier on a messaging server

- <service_provider> is the service provider name configured on the ACE
server.

• Within the same contact type, each priority value must be distinct. For example, if
multiple contact identifiers of the same type are defined, each must specify a different
priority value. If the same priority value is assigned to more than one contact identifier of
the same type, a fault occurs.

 Note:
Do not specify a priority value for the Messaging contact type. If you pass a priority, the
request is rejected.

• the pin parameter is only valid when the contact type is set to Conference.
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• Square brackets ([ ]) must not be used when defining contact identifiers.

• For detailed information about the requirements of the contactIdentifier parameter value
for specific service providers, see documentation on service providers in Avaya Agile
Communication Environment™ Service Provider Administration (NN10850-005).

The createUserProfile operation requires the client application to have system administrator
privileges.

Response
The createUserProfile operation supports the following response parameters:

Parameter Description
userName Returns the value defined as the userName in the request.

status For each user profile (user) specified in the request, the response
returns a status. If the user profile creation is successful, the
response returns SUCCEEDED.
If a user profile creation fails, the response returns the status
FAILED. Every time a FAILED status is returned, the response
includes a reason element specifying a fault code.

reason When a response returns a FAILED status for a given user profile,
the reason element returns a fault code.

Fault codes
If the createUserProfile request is unsuccessful, Avaya ACE™ returns one of the following
fault codes, based on the cause of the failure:

Fault code Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createUserProfile operation:

• 11001

• 11021

• 11024

• 11027

• 11028

• 11030

• 11031

• 11032
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Fault code Error code description

• 11033

• 11034

• 11040

• 11042

• 11043

• 11044

• 11045

• 11053

• 11054

• 11055

• 11056

• 11057

• 11058

• 11059

• 11060

• 11061

• 11062

• 11063

• 11064

• 11065

• 11066

• 11067

• 11068

• 11069

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Fault code Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the createUserProfile operation:

• 1002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryAllRoleNames
The queryAllRoleNames operation sends a request to the web service interface to return the
names of all configured role profiles.

Navigation

• Request parameters on page 287
• Response on page 351
• Fault codes on page 351
• Notes on usage on page 350

Request parameters
None.

Notes on usage
The queryAllRoleNames operation requires the client application to have system
administrator privileges.
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Response
The queryAllRoleNames operation returns the RoleName parameter for each role profile.

Fault codes
If the queryAllRoleNames operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryAllRoleNames operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryAllRoleNames operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryAllRoleNames request. The message specifies the
parameter(s) containing invalid input.
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queryAllUserNames
The queryAllUserNames operation sends a request to the web service interface to query the
names of all users currently on the Avaya ACE system.

Navigation

• Request parameters on page 352
• Response on page 352
• Fault codes on page 352
• Notes on usage on page 352

Request parameters
The queryAllUserNames operation takes no input parameters

Notes on usage
The queryAllUserNames operation requires the client application to have system
administrator privileges. System administrators can query the user name information from all
user profiles.

Response
If the queryAllUserNames operation is successful, Avaya ACE returns a list of user names
from the user profiles of all users currently on the Avaya ACE system.

Fault codes
If the queryAllUserNames operation is unsuccessful, Avaya ACE returns one of the following
fault codes:
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Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryAllUserNames operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryAllUserNames operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryGlobalSecuritySettings
The queryGlobalSecuritySettings operation sends a request to the web service interface to
return current ACE global security settings. Global security settings include service access
control rules settings and password policy settings.

Navigation

• Request parameters on page 289
• Response on page 289
• Fault codes on page 291
• Notes on usage on page 289
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Request parameters
None.

Notes on usage
Global security settings apply to all ACE users, unless otherwise configured at the user group
profile level. Security settings specified at the user group level override global security settings.
User with system administrator privileges can query global security settings.

The queryGlobalSecuritySettings operation requires the client application to have either
user or system administrator privileges.

Response
The queryGlobalSecuritySettings operation returns the following response parameters:

Parameter Description
Access Control Rules Parameters

serviceName Access control rule parameter specifying the name of
a supported Web service.

serviceAccessMode Access control rule parameter specifying whether the
access to the service is set to:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN

name The name of a supported web service operation.

accessMode The access mode associated with the web service
operation. Possible values are:

• OFF

• READ_ONLY

• READ_WRITE

• ADMIN

passwordExpiryPeriod The number of days until the configured user password
expires.
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Parameter Description
minPasswordLength Minimum number of characters the password must

contain. The maximum length is 20 characters.

minDifferentCharacters Minimum number of characters that must be different
between the new password and the old password.

mixedCase Specifies whether or not the password must combine
lower and upper case characters.

minAlphaCharacters Minimum number of alphabetic characters a password
must include.

minSpecialCharacters Minimum number of special characters a password
must include. Special characters are characters other
than numeric or alphabetic characters.

permittedSpecialCharact ers List of valid special characters that are valid in a
password. All characters listed as part of this rule’s
value can be used in user passwords.

minNumericCharacters Minimum number of numeric characters a password
must include.

Fault codes
If the queryGlobalSecuritySettings operation is unsuccessful, Avaya ACE™ returns one the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryGlobalSecuritySettings operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryGlobalSecuritySettings operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.

queryGlobalSecuritySettings

Web Services November 2012     355



Service error message Error code description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryRolePolicy
The queryRolePolicy operation sends a request to the Web service interface to retrieve
information about current role policy configuration (access privileges) for the specified role.
The role policy configuration in turn depends on the licenses configured for that role.

The request must contain the name of the configured role profile.

Navigation

• Request parameters on page 356
• Response on page 357
• Fault codes on page 357
• Notes on usage on page 356

Request parameters
The queryRolePolicy operation takes the following parameter.

Parameter Description
roleName Name of a configured role profile whose policy details (access

control rules) you want to query.

Notes on usage
The queryRolePolicy operation requires the client application to have user or system
administrator privileges.

A user can query role policy information for only the role profile that he is assigned to. A system
administrator can query role policy information on all role profiles.
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Response
The queryRolePolicy operation returns the following response parameters.

Parameter Description
applicationName The name of the application or the Web service package.

serviceName Access control rule parameter specifying the name of a supported
Web service.

serviceAccessMode Access control rule parameter specifying whether the access to the
service is set to:

• ON

• OFF

name The name of a supported web service operation.

accessMode The access mode associated with the web service operation:

• ON

• OFF

Fault codes
If the queryRolePolicy operation is unsuccessful, Avaya ACE™ returns one the following fault
codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryRolePolicy operation:

• 11000

• 11071

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
1002.

Indicates an ACE policy exception, identified by an error code.
Avaya ACE may return any of the following error codes with the
queryRolePolicy operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryRoleProfile
The queryRoleProfile operation sends a request to the web service interface to return one or
multiple configured role profiles. The request must contain the name of each role profile.

A single queryRoleProfile operation can query up to 50 role profiles.

Navigation

• Request parameters on page 358
• Response on page 359
• Fault codes on page 359
• Notes on usage on page 359

Request parameters
The queryRoleProfile operation takes the following parameter for each role profile to query.

Parameter Description
roleName Name(s) of the configured role profile(s).

A queryRoleProfile request can contain up to 50 roleName
parameters.
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Notes on usage
The queryRoleProfile operation requires the client application to have system administrator
privileges.

A user with non System Administrator privileges can query only his roleProfile.

Response
The queryRoleProfile operation returns the following response parameters:

Parameter Description
roleName The name of the role profile.

licenses The name of the licenses to Avaya ACE resources assigned to this
role.

status For each roleName specified in the request, the response returns
one of the following status:

• SUCCEEDED if the role profile information is returned.

• FAILED if the role profile information could not be returned.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given buddy group name . The reason element returns
an error code.

creationDate Date and time of the user profile creation.

lastModificationDate Date and time of the last modification of user profile.

lastModifiedBy The name of the user who was last to modify the role profile.

Fault codes
If the queryRoleProfile operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryRoleProfile operation:
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Service error message Error code description

• 11000

• 11071

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryRoleProfile operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryRoleProfile request. The message specifies the
parameter(s) containing invalid input.

queryUserNamesByContactID
The queryUserNamesByContactID operation sends a request to the web service interface
to return the name of the Avaya ACE user corresponding to the specified contact identifier.

Navigation

• Request parameters on page 296
• Response on page 297
• Fault codes on page 297
• Notes on usage on page 297

Request parameters
The queryUserNamesByContactID operation takes the following parameters:
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Parameter Description
contactIdentifier The URI defined as the contact identifier by which the user is known

as a registered user on a communication server. For example, if
the type parameter is set to Phone, the contactIdentifier specifies
the phone number (in URI format) by which the user is known on
the network element providing the service.
The contactIdentifier is a mandatory parameter.

type
(optional parameter)

The type of media used for communication. Possible values are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Blackberry

• Messaging

• Other

The type parameter value is case sensitive.

Notes on usage
Avaya ACE supports international character in the contactIdentifier value using UTF8
encoding if the type is set to chat.

The queryUserNamesByContactID operation requires the client application to have either
basic user or system administrator privileges. A user configured with basic user permission
can only query contact information in his own user profile. System administrators can query
contact information from all user profiles.

Response
If the request message does not specify a type parameter value (such as Chat, Video, etc.),
then the queryUserNamesByContactID operation returns a userName parameter for each
user profile with a matching contactIdentifier value, regardless of the type.

If the request message specifies a type parameter value (for example: Chat, Video etc.), then
the response message only returns userName with a matching type and contactIdentifier
defined.
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If no match is found, Avaya ACE returns an empty response.

Fault codes
If the queryUserNamesByContactID operation is unsuccessful, Avaya ACE™ returns one the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByContactID operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByContactID operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

queryUserNamesByContactType
The queryUserNamesByContactType operation sends a request to the web service interface
to query the names of all users currently on the Avaya ACE system, with the specific Contact
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Type. Contact Type specifies the communication media used by the user, like telephone, email
or chat.

Navigation

• Request parameters on page 363
• Response on page 364
• Fault codes on page 364
• Notes on usage on page 363

Request parameters
The queryUserNamesByContactType operation takes the following parameter.

Parameter Description
contactType Unique identifier that identifies the Contact type.

Contact Types can be one of the following:

• Phone

• Chat

• Short Message Service (SMS)

• Video

• Web

• Email

• Conference

• Blackberry

• Messaging

• Other

Notes on usage
The queryUserNamesByContactType operation requires the client application to have
system administrator privileges. System administrators can query contact information from all
user profiles.
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Response
If the queryUserNamesByContactType operation is successful, Avaya ACE returns a list of
user names for all users currently on the Avaya ACE system with the specific Contact Type.

Fault codes
If the queryUserNamesByContactType operation is unsuccessful, Avaya ACE returns one
of the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryUserNamesByContactType operation:

• 11000

• 11002

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the queryUserNamesByContactType operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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queryUserNamesByRole
The queryUserNamesByRole operation sends a request to the web service interface to return
a list of all users that are assigned a specific role. The request must contain the name of the
role profile.

Navigation

• Request parameters on page 365
• Response on page 365
• Fault codes on page 366
• Notes on usage on page 365

Request parameters
The queryUserNamesByRole operation takes the following parameter.

Parameter Description
roleName Name assigned to the role.

This parameter can contain only alphanumeric characters (a–z,
A–Z, 0–9), space, hyphen (-), underscore (_), period (.), the
symbol @, and the tilde (~).

Notes on usage
The queryUserNamesByRole operation requires the client application to have system
administrator privileges.

Response
The queryUserNamesByRole operation returns the userName parameters for all users
assigned the specified role profile.
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Fault codes
If the queryUserNamesByRole operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByRole operation:

• 11000

• 11071

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserNamesByRole operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryUserNamesByRole request. The message specifies the
parameter(s) containing invalid input.

queryUserProfile
The queryUserProfile operation sends a request to the web service interface to return a user
profile configuration. The request must contain the name of the user profile.

A single queryUserProfile operation can query up to 50 user profiles.
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Navigation

• Request parameters on page 300
• Response on page 367
• Fault codes on page 303
• Notes on usage on page 301

Request parameters
The queryUserProfile operation takes the following parameter:

Parameter Description
userName Name of a configured user profile.

A single query can define up to 50 occurrences of the userName
parameter.

Notes on usage
When optional parameters are not set in the user profile, the response does not return a value
for those parameters. The queryUserProfile operation requires the client application to have
system administrator privileges to query and view any user profile. A user with basic user
permission can query his own user profile.

Response
The queryUserProfile operation returns the following response parameters:

Parameter Description
userName The name of the user profile

status For each userName specified in the request, the response
returns one of the following status:

• SUCCEEDED if the user profile information is returned.

• FAILED if the user profile information could not be returned.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a
FAILED status for a user name. The reason element returns an
error code.
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Parameter Description
creationDate Date and time of the user profile creation.

lastModificationDate Date and time of the last modification of user profile.

userName Name of the user profile.

surname A family name that is part of a person’s name which signifies the
person’s primary family association

givenName A given name is that part of a person’s name which signifies the
person’s primary individual identity. Sometimes also called a
"first name".

commonName The name most often used to address the user.

nickName A global, memorable (but not unique) friendly or informal name
chosen by the user. The purpose of a nickname is to associate
a distinctive mapping between the person’s unique user name
and non-unique nickname. A nickname is normally used in online
contexts (for example, in chatrooms) that are less formal than
real life (where a person’s surname or given name would be
more appropriate). Sometimes also called an "alias".

postalAddress The postal address of the user.

title The title used to address the user.

description A description of the role of the user.

role Name of the role assigned to the user.

Auth type Value can be INTERNAL or EXTERNAL as specified in the
create user profile operation. If nothing is specified in 
createUserProfile on page 344, the Global authentication type is
displayed.

 Note:
You can set the Global authentication type from the Avaya
ACE GUI in the following page:
Security > Global Security Settings > Authentication Type

type The type of media used for communication. Possible values
returned are:

• Phone

• Chat

• Sms

• Video

• Web

• Email

• Conference

• Blackberry
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Parameter Description

• Messaging

• Other

contactIdentifier The URI (such as an IP address, SIP address phone number)
associated with the type of communication media. For example,
if the media type parameter is set to Phone, the contactidentifier
specifies the phone number of the user. If the type parameter is
set to Chat, the contactIdentifier specifies a messaging
address.

priority The priority assigned to the contact for priority call routing
support. The value must be between 0 and 1 (for example 0.5),
the highest priority being 1.
The priority value can be specified using one-digit decimal or
two-digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.

contactName A name (defined as a string) to associate with a specific contact
information entry.

Fault codes
If the queryUserProfile operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserProfile operation:

• 11000

• 11011

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the queryUserProfile operation:

• 1003

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Service error message Error code description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
queryUserProfile request. The message specifies the
parameter(s) containing invalid input.

removeContactInfoFromUserProfile
The removeContactInfoFromUserProfile operation sends a request to the web service
interface to remove specified contact information from the user profile. In a user profile, one
or multiple contact numbers specify phone numbers, IP addresses, or SIP addresses to which
the user is registered. The request must specify the name of the user profile to modify and the
contactIdentifier to remove from the contact info.

Each request can remove a maximum of 5 contacts from a user profile.

Navigation

• Request parameters on page 309
• Response on page 309
• Fault codes on page 310
• Notes on usage on page 309

Request parameters
The removeContactInfoFromUserProfile operation takes the following parameters:

Parameter Description
userName Name to the user profile.

contactIdentifier The phone number or address associated with the type of
communication media to which the user is registered. For
example, if the media type parameter is set to Phone, the
contactIdentifier specifies the phone number of the user.
If the type parameter is set to Chat, the contactIdentifier
specifies a messaging address.
A request can contain a maximum of 5 contactIdentifier
parameters.
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Notes on usage
The removeContactInfoFromUserProfile operation requires the client application to have
either basic user or system administrator privileges. A basic user can only manage contact
information within his own user account. System administrators can manage the contact
information on all user accounts.

Response
The removeContactInfoFromUserProfile operation returns the following response
parameters:

Parameter Description
contactIdentifier The contact number or address (contactIdentifier) specified in the

request.

status For each contactIdentifier specified in the request, the response
returns one of the following status:

• SUCCEEDED if the contact information is removed from the user
profile.

• FAILED if the contact information could not be removed from the
user profile.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a contact identifier. The reason element returns an error
code.

Fault codes
If the removeContactInfoFromUserProfile operation is unsuccessful, Avaya ACE™ returns
one of the following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeContactInfoFromUserProfile operation:

• 11000

• 11002
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Service error message Error code description

• 11011

• 11024

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeContactInfoFromUserProfile operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
removeContactInfoFromUserProfile request. The message
specifies the parameter(s) containing invalid input.

removeLicensesFromRole
The removeLicensesFromRole operation sends a request to the web service interface to
remove licenses from a role profile.

Navigation

• Request parameters on page 372
• Response on page 373
• Fault codes on page 373
• Notes on usage on page 373

Request parameters
The removeLicensesFromRole operation takes the following parameters:
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Parameter Description
roleName Name of the role

licenseName Name(s) of the license(s) to remove from the role profile

Notes on usage
The removeLicensesFromRole operation requires the client application to have system
administrator privileges.

Response
The removeLicensesFromRole operation returns the following response parameters.

Parameter Description
roleName Name the of the role

status For the role specified in the request, the status is one of
the following:

• SUCCESS: if the license was successfully assigned to
the role

• FAILED: if the license was not assigned to the role

reason A reason element is included when the response returns
a FAILED status for a given role. The reason element
returns an error code.

Fault codes
If the removeLicensesFromRole request is unsuccessful, Avaya ACE returns one of the
following fault codes, based on the cause of the failure:

Fault code Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeLicensesFromRole operation:

• 11000

• 11071

• 11081

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018), for details on each Avaya

removeLicensesFromRole

Web Services November 2012     373



Fault code Error code description
ACE error code. You can access this document from the Avaya
ACE GUI or obtain a version from the Avaya website. For more
information, see Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeLicensesFromRole operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018), for details on each Avaya
ACE error code. You can access this document from the Avaya
ACE GUI or obtain a version from the Avaya website. For more
information, see Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

removeRoleFromUsers
The removeRoleFromUsers operation sends a request to the web service interface to remove
a role from a user. The request must include the name assigned to the user profile and the
name of the configured role profile.

Navigation

• Request parameters on page 374
• Response on page 375
• Fault codes on page 375
• Notes on usage on page 375

Request parameters
The removeRoleFromUsers operation takes the following parameters.

Parameter Description
userName Name(s) of the configured user profile(s) to remove the role profile

from.

roleName The name of the role profile.
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Notes on usage
The removeRoleFromUsers operation requires the client application to have system
administrator privileges.

 Important:
When removing a role from users using the removeRoleFromUsers request, ensure that
there is at least one user with system administrator privileges (assigned the SystemAdmin
role) on Avaya ACE.

Response
None.

Fault codes
If the removeRoleFromUsers operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeRoleFromUsers operation:

• 11000

• 11011

• 11012

• 11017

• 11071

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

removeRoleFromUsers
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes with
the removeRoleFromUsers operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

removeRoleProfile
The removeRoleProfile operation sends a request to the web service interface to remove one
or multiple configured role profiles. The request must include the name of the role(s).

The removeRoleProfile operation supports bulk provisioning. You can remove up to 50 role
profiles using a single request.

Navigation

• Request parameters on page 376
• Response on page 377
• Fault codes on page 377
• Notes on usage on page 377

Request parameters
The removeRoleProfile operation takes the following parameter.

Parameter Description
roleName Name(s) of the configured role profile(s).

A removeRoleProfile request can contain up to 50 roleName
parameters.
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Notes on usage
The removeRoleProfile operation requires that the client application have system
administrator privileges.

A role and the user profiles assigned with that role are bound by logical association. A
successful removeRoleProfile operation does not physically remove user profiles associated
with the role from the user profile repository. Only the specified role profiles are removed.

When you remove a role using the removeRoleProfile operation, all licenses associated with
that role are automatically freed.

This operation supports the removal of only user created role profile(s). You cannot, for
example, remove Avaya ACE predefined role profiles. For more information on predefined role
profiles, see Avaya Agile Communication Environment™ User and Security Administration
(NN10850–010).

Response
The removeRoleProfile operation returns the following response parameters:

Parameter Description
roleName The name of the role specified in the request.

status For each roleName specified in the request, the response returns
one of the following status:

• SUCCEEDED if the role is removed.

• FAILED if the role could not be removed.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a given role name. The reason element returns an error
code.

Fault codes
If the removeRoleProfile operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

removeRoleProfile
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Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeRoleProfile operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeRoleProfile operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

removeUserProfile
The removeUserProfile operation sends a request to the web service interface to remove one
or multiple configured user profiles from the user profile repository. The request must include
the name assigned to each user profile to delete.

The removeUserProfile operation supports bulk provisioning. You can remove up to 50 user
profiles with a single removeUserProfile request.

Navigation

• Request parameters on page 315
• Response on page 315
• Fault codes on page 316
• Notes on usage on page 379
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Request parameters
The removeUserProfile operation takes the following parameter:

Parameter Description
userName Name of a configured user profile.

A single removeUserProfile request can specify up to 50
userName parameters.

Notes on usage
A single removeUserProfile operation supports the deletion of multiple user profiles. Include
as many instances of the userName parameter as required (up to a maximum of 50).

The removeUserProfile operation requires the client application to have system administrator
privileges.

A user profile can be removed irrespective of role profiles assigned to that user profile.

Response
The removeUserProfile operation returns the following response parameters:

Parameter Description
userName The name of the user profile.

status For each useName specified in the request, the response returns
one of the following status:

• SUCCEEDED if the user profile is removed.

• FAILED if the user profile could not be removed.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for a user name. The reason element returns an error
code.

removeUserProfile
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Fault codes
If the removeUserProfile operation is unsuccessful, Avaya ACE returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserProfile operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the removeUserProfile operation:

• 1006

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updateContactInfo
The updateContactInfo operation sends a request to update contact parameter values in the
specified user profile. The value of the contactIdentifier parameter specifies which contact to
update among those configured in a given user profile.

For each configured contactIdentifier, the contact parameters which can be modified are:
contactName, priority and pin.

The updateContactInfo request supports bulk updates. You can update contact information
pertaining to a maximum of 20 contact identifiers using a single request.
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Navigation

• Request parameters on page 317
• Response on page 319
• Fault codes on page 319
• Notes on usage on page 318

Request parameters
The updateContactInfo operation takes the following parameters:

Parameter Description
userName Name of the user profile.

contactIdentifier The URI which corresponds to contactIdentfier of the contact to
update.
ACE uses this parameter value to identify which contact to update.
The contactIdentifier value itself cannot be modified.
The updateContactInfo request can specify a maximum of 20
contactIdentifier parameters.
If the contact type is set to chat the contactIdentifier value
supports international characters using UTF8 encoding.

priority The priority assigned to the contact for priority call routing support.
The value must be between 0 and 1 (for example 0.5), the highest
priority being 1.
The priority value can be specified using one-digit decimal or two-
digit decimal, such as 0.1, 0.8, 0.01, 0.21, and so on.
Each contactIdentifier must specify a priority.

 Note:
Do not specify a priority value for the Messaging contact type.
If you pass a priority, the request is rejected.

contactName A name (defined as a string) associated with a specific contact
information entry.
Each contactIdentifier must specify a contactName.

pin Any string made of numeric characters (0–9), alphabetic
characters (a–z/A–Z) or a combination of both, representing a
user's personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.

 Important:
This parameter is only supported when the contact type is set
to Conference
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Notes on usage
The updateContactInfo operation supports updating the value of the following parameters for
the specified contactIdentifier:

• priority

• contactName

• pin

If present in the request, the priority parameter must specify a value.

If present in the request, the contactName parameter must specify a value.

If present in the request, the pin parameter may or may not specify a value. If no value is set
in the request, Avaya ACE assigns a "null" value which is the equivalent to "no pin
configured".

When a parameter is not included in the request, the value of that parameter remains
unchanged.

The updateContactInfo operation does not support swapping priority values between two
existing contacts of the same type. Since ACE processes updates to contact information in a
sequential order, the first update request fails because a swap over implies that the priority
value specified in the request is already assigned to an existing contact. For example, given
2 telephone contacts A and B, where device A is assigned a priority value of 0.8 and device B
is assigned a priority of 0.9, the updateContactInfo request cannot successfully assign a
priority value of 0.9 to device A because this priority value (0.9) is already assigned to device
B.

 Note:
Do not specify a priority value for the Messaging contact type. If you pass a priority, the
request is rejected.

This operation does not support changing an existing contactIdentifier parameter value itself.
To change an existing contactIdentifier value, delete the existing contactIdentifier data using
the removeContactInfo operation, and then use the addContactInfo operation to add the
new contactIdentifier as required.

 Important:
Within a given contact type (for example, Chat), each contactIdentifier must have a distinct
value. You cannot assign the same priority value to multiple contact identifiers of the same
type.

The updateContactInfo operation requires the client application to have either basic user or
system administrator privileges. A basic user can only manage contact information within his
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own user account. System administrators can manage the contact information on all user
accounts.

Response
The updateContactInfo operation returns the following response parameters:

Parameter Description
userName The name of the user profile.

status For each contactIdentifier specified in the request, the response
returns one of the following status:

• SUCCEEDED if the contact information is updated.

• FAILED if the contact information could not be updated.

Every time a FAILED status is returned, the response return a
reason element specifying a fault code.

reason A reason element is included when the response returns a FAILED
status for contact identifier. The reason element returns an error
code.

Fault codes
If the updateContactInfo operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateContactInfo operation:

• 11000

• 11011

• 11012

• 11024

• 11068

• 11069

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
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Service error message Error code description
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateContactInfo operation:

• 1004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updateGlobalSecuritySettings
The updateGlobalSecuritySettings operation sends a request to update all or a subset of
password policy parameters configured as global security settings.

Navigation

• Request parameters on page 320

• Response on page 321

• Fault codes on page 322

• Notes on usage on page 321

Request parameters
The updateGlobalSecuritySettings operation takes the following parameters:

Parameter Description
passwordExpiryPeriod The number of days until the configured user password

expires.

minPasswordLength Minimum number of characters the password must contain.
The maximum length is 20 characters.
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Parameter Description
minDifferentCharacters Minimum number of characters that must be different

between the new password and the old password.

mixedCase Specifies whether or not the password must combine lower
and upper case characters.

minAlphaCharacters Minimum number of alphabetic characters a password must
include.

minSpecialCharacters Minimum number of special characters a password must
include. Special characters are characters other than
numeric or alphabetic characters.

permittedSpecialCharacters List of valid special characters that are valid in a password.
All characters listed as part of this rule’s value can be used
in user passwords.

minNumericCharacters Minimum number of numeric characters a password must
include.

 Important:
The request must contain at least one parameter of the above parameters. Parameters that
are not included in the updateGlobalSecurity remain unchanged in the system.

Notes on usage
Only specified password policy parameters are updated. There is no impact on other
parameters.

The updateGlobalSecuritySettings operation requires the client application to have system
administrator privileges.

Response
None.

Fault codes
If the updateGlobalSecuritySettings operation is unsuccessful, Avaya ACE™ returns one of
the following fault codes:

updateGlobalSecuritySettings

Web Services November 2012     385



Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateGlobalSecuritySettings operation:

• 11000

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateGlobalSecuritySettings operation:

• 1004

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.

updatePersonalData
The updatePersonalData operation sends a request to the web service interface to update
personal information items contained in the user profile. The request must include the user
name associated with the user profile to update.

 Important:
Avaya ACE users with system administrator privileges invoke this operation to change
another user's password. To change their own password however, ACE users must invoke
the changePassword operation. For more information, see changePassword on page 
276.

Navigation

• Request parameters on page 323
• Response on page 324
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• Fault codes on page 324
• Notes on usage on page 324

Request parameters
The updatePersonalData operation takes the following parameters:

Parameter Description
userName Name assigned to the user profile.

password New user password assigned to the user profile for
authentication.
This parameter allows a user or client application with
administrative privileges to change another user's password.
Users cannot change their own user password using this API.

surname Family name of the configured user account holder. Defined as
a string of maximum 255 characters.

givenName The first or middle name of the user account holder. Defined as
a string of maximum 255 characters.

commonName The name commonly used to address the holder of the user
account. Defined as a string of maximum 255 characters.

nickName The nickname used to address the holder of the user account.
Defined as a string of maximum 255 characters.

postalAddress The postal address of the user account holder. Defined as a string
of maximum 255 characters.

title The title of the user account holder. Defined as a string of
maximum 255 characters.

description A statement describing the user account holder. Defined as a
string of maximum 255 characters.

Notes on usage
All users are authorized to changed their own personal data, except their own user password.
Avaya ACE users must invoke the changePassword operation to change their own
passwords. See changePassword on page 276 for more information.

Users or client applications with system administrator privileges invoke this API to change
another user's password.

If a parameter included in the SOAP request provides an empty string value, the request
message is sent with that empty string value.
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Response
None.

Fault codes
If the updatePersonalData operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updatePersonalData operation:

• 11000

• 11002

• 11011

• 11040

• 11041

• 11053

• 11055

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updatePersonalData operation:

• 1004

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the request,
and specifies the parameter(s) containing invalid input.
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updateRolePolicy
The updateRolePolicy operation sends a request to the web service interface to make
changes to the access control rules associated with a specified role profile. Access control
rules provide control over user access to resources such as applications or services, on a per
role basis.

Navigation

• Request parameters on page 389
• Response on page 390
• Fault codes on page 390
• Notes on usage on page 390

Request parameters
The updateRolePolicy operation takes the following parameters.

Parameter Description
applicationName The name of the application or the Web service package.

serviceName Access control rule parameter specifying the name of a supported
web service.

serviceAccessMode Access control rule parameter specifying whether the service
access mode. Possible values are:

• ON

• OFF

name The name of a supported Web service operation.

accessMode The access mode associated with the web service operation.
Possible values are:

• ON

• OFF

updateRolePolicy
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Notes on usage
When specifying an application or service name, the name must be entered exactly as
displayed in a queryRolePolicy response message. If not entered correctly, the service name
is not recognized and the operation fails.

The updateRolePolicy operation requires the client application to have system administrator
privileges. The role profile must also have the appropriate licenses added. System
administrators can manage the role policies of all role profiles.

Response
None.

Fault codes
If the updateRolePolicy operation is unsuccessful, Avaya ACE™ returns one of the following
fault codes:

Service error message Error code description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateRolePolicy operation:

• 11000

• 11067

• 11071

• 11081

• 11082

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.
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Service error message Error code description
POL0001: A policy error
occurred. Error code is
<code>.

Indicates an Avaya ACE policy exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the updateRolePolicy operation:

• 1004

See the Avaya Agile Communication Environment™ Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
value for message part
%1.

Indicates an error in the information submitted with the
updateRolePolicy request. The message specifies the
parameter(s) containing invalid input.

updateRolePolicy
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Chapter 22: Subscriber Management

The Subscriber Management web service allows Avaya ACE™ client applications to query subscriber
information either locally or globally. The Subscriber Management web service is part of the ACE base
service offering and does not require licensing.

The Subscriber Management service is intended for use in a Federated ACE deployment. When
developing applications for a non-Federated deployment, use the User Profile service.

Prerequisites

• The application consuming the Subscriber Management service must be configured as an ACE user
and belong to a user group profile.

• You are familiar with the Overview of web services on page 25.
For information on user and access policy management on ACE, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

Navigation

• Subscriber WSDL location on page 393
• Subscriber Management service endpoint on page 394
• Subscriber Management service WSDL definition on page 394

Subscriber WSDL location
All Avaya ACE web service WSDLs are available for download from the ACE graphical user
interface (GUI). Open the Help menu and select All Avaya ACE ™ web service WSDLs are
available for download from the Avaya ACE graphical user interface (GUI). From the Help
menu, select Web Service WSDL Download > ACE Core.

For the Subscriber Management web service, ensure you have the following WSDL (*.wsdl)
and schema files (*.xsd) in the same folder in your local directory:

• subscriber_service_1_0.wsdl

• subscriber_interface_1_0.wsdl

• subscriber_types_1_0.xsd
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Subscriber Management service endpoint
When configuring your web service client to invoke the Subscriber Management web service,
set the SOAP message service endpoint to the following URL:

• http://<ace server>:9080/RaptorWeb/services/Subscriber

• https://<ace server>:9443/RaptorWeb/services/Subscriber (for secure
communication with Avaya ACE)

where <ace server> is the IP address of the ACE server hosting the web service.

Subscriber Management service WSDL definition
The Subscriber Management service interface on Avaya ACE supports the following
operations:

• getSubscriber on page 394

• getSubscribersByContactID on page 398

getSubscriber
The getSubscriber operation sends a request to the web service interface to obtain
information about a subscriber configured on Avaya ACE.

Navigation

• Request parameters on page 394
• Response on page 396
• Fault codes on page 397
• Notes on usage on page 395

Request parameters
The getSubscriber request takes the following parameters:
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Parameter Description
subscriberName A string representing the name of the subscriber to

retrieve, as configured on Avaya ACE.
This is a mandatory parameter.

requestScope Provides search scope for the retrieval of subscriber
information. Supported parameter values are one of the
following:

• Local, where the search for the matching subscriber
name is conducted on the local ACE domain.

• Global, where the search for the matching subscriber
name is conducted on all ACE associated domains.

By default, Avaya ACE performs a global search.

requestOptions Controls subscriber data returned in the search result if
the subscriber exists.
Absence of this parameter implies no subscriber data
should be returned, and effectively makes this operation
a query to determine if the subscriber exists. Supported
values are:

• HomeLocation

• ContactInfoList

• PersonalData

• OrganizationData

• All

Each parameter value can be independently specified or
any combination thereof.
For information about subscriber data returned by each
parameter value, see Response on page 396.

Notes on usage
When the getSubscriber response message returns the subscriber's homeLocation, the IP
address specified as the home location depends on the ACE host configuration. Table 12:
Home location IP address on page 395 shows the home location IP address returned for each
supported Avaya ACE configuration.

Table 12: Home location IP address

ACE configuration Address returned as home location
Non federated ACE - stand-alone (non
HA) configuration

Returns the ACE server IP address (only IP
address available).

getSubscriber
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ACE configuration Address returned as home location
Non federated ACE - HA - single LAN
configuration

Returns ACE floating web service IP address.

Non federated ACE - HA - multi LAN
configuration

Returns the ACE floating web service IP
address.

Federated ACE - stand-alone (non HA)
configuration

Returns the ACE region IP address (only IP
address available).

Federated ACE - HA - single LAN
configuration

Returns the ACE floating web services IP address
of the ACE region.

Federated ACE - HA - multi LAN
configuration

Returns the ACE floating web service IP address
of the ACE region.

Response
If no match is found, Avaya ACE returns a service error with code 8002 (Subscriber Does Not
Exist).

When successful, the getSubscriber operation returns the following response parameters:

Parameter Description
subscriberName The name of the subscriber configured on Avaya. This

parameter is always returned in the response if the subscriber
exists on ACE.

all Returns all data associated with the subscriber.

homeLocation The IP address of the subscriber's home ACE domain. The IP
address returned as the home location depends on ACE
configuration.
See Notes on usage on page 395 for more information.

contactInfoList Array containing contact information parameters. For each
contact configures in the subscriber profile, the following
parameters are returned. This array is only returned if contact
information is configured in the subscriber profile. If contact
information is specified in the subscriber profile, the following
parameters are returned.

contactIdentifier The URI (such as a phone number, IP or SIP address) by which
the user is known on a network element.

contactName A name (defined as a string) assigned to the contact entry.

type The type of contact media used for communication. Possible
values returned are: Phone, Chat, Sms, Video, Web, Email,
Conference, MeansOther.

priority The priority assigned to the contact for priority routing support.
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Parameter Description
pin Any string made of numeric (0–9) characters, alphabetic (a–z/

A–Z) characters or a combination of both representing a user’s
personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid characters.
This parameter is only included if the returned type is
"Conference".

personal Data An optional array which, if returned, may contain any of the
following optional parameters related to the subscriber's
identity.

surname Family name of the configured subscriber.

givenName The first or middle name of the subscriber.

commonName The name commonly used to address the subscriber.

nickName The nickname used to address the subscriber.

postalName The postal address of the subscriber.

title The title of the subscriber.

description A statement describing the subscriber.

organizationallData An optional array which, if returned, may contain any of the
following optional parameters related to the organization to
which the subscriber belongs.

orgName The name of the organization associated with the subscriber.

orgUnitName The name of the organization unit or department associated
with the subscriber.

owner The owner of the organization.

description A statement describing the organization.

category The category of organization under which the organization is
classified.

Fault codes
If the getSubscriber operation is unsuccessful, Avaya ACE™ returns one of the following fault
codes, based on the cause of the failure.

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the getSubscriber request:

getSubscriber
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Fault code Description

• 8000

• 8001

• 8002

• 8003

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.

getSubscribersByContactID
The getSubscribersByContactID operation sends a request to the web service interface to
obtain information about a subscriber configured on ACE, based on the specified contact
identifier.

Navigation

• Request parameters on page 398
• Response on page 400
• Fault codes on page 402
• Notes on usage on page 399

Request parameters
The getSubscribersByContactID request takes the following parameters:

Parameter Description
contactID A string value representing the contact identifier of one or

more subscriber(s).
This is a mandatory parameter value.
The contactID parameter supports international
character using UTF8 encoding.
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Parameter Description
requestScope Provides search scope for the retrieval of subscriber

information. Supported parameter values are one of the
following:

• Local, where the search for the matching subscriber
name is conducted on the local ACE domain.

• Global, where the search for the matching subscriber
name is conducted on all ACE associated domains.

By default, ACE performs a global search.

requestOptions Controls subscriber data returned in the search result if
the subscriber exists.
Absence of this parameter implies no subscriber data
should be returned, and effectively makes this operation
a query to determine if the subscriber exists. Supported
values are:

• HomeLocation

• ContactInfoList

• PersonalData

• OrganizationData

• All

Each parameter value can be independently specified or
any combination thereof.
For information about subscriber data returned by each
parameter value, see Response on page 400.

Notes on usage
In cases where Avaya ACE is unable to perform a federation-wide search because of an error
condition encountered in one or more remote regions, ACE searches error-free regions and
flags the search results as being potentially incomplete by including the attribute
partialResults in the response.

If the homeLocation parameter is included in the getSubscribersByContactID request, the
response message returns the subscriber's homeLocation. The IP address specified as the
home location depends on the Avaya ACE host configuration. Table 13: Home location IP
address on page 400 shows the home location IP address returned for each supported ACE
configuration.
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Table 13: Home location IP address

Avaya ACE configuration Address returned as home location
Non federated ACE - stand-alone (non
HA) configuration

Returns the ACE server IP address (only IP
address available).

Non federated ACE - HA - single LAN
configuration

Returns the ACE floating web services IP
address.

Non federated ACE - HA - multi LAN
configuration

Returns the ACE floating web services IP
address.

Federated ACE - stand-alone (non HA)
configuration

Returns the ACE region IP address (only IP
address available)

Federated ACE - HA - single LAN
configuration

Returns the ACE floating web services IP address
of the ACE region.

Federated ACE - HA - multi LAN
configuration

Returns the ACE floating web services IP address
of the ACE region.

Response
If no match is found, Avaya ACE returns a service error with code 8002 (Subscriber Does Not
Exist).

When a match is found, the getSubscribersByContactID operation returns the following
response parameters:

Parameter Description
subscribers A list of zero or more subscribers with matching contact

identifier.

• If there are no match, ACE returns an empty response
message.

• In cases where ACE is unable to perform a federation-wide
search because of an error condition present in one or more
remote regions, ACE searches error-free regions and flags
the search results as being potentially incomplete by setting
the partialResults to true in the response.

• If matches are found, Avaya ACE returns the list of subscriber
names and any other parameters as specified in the
request.

See Notes on usage on page 399.

subscriberName The name of the subscriber configured on ACE.
This parameter is always returned in the response if the
subscriber exists.
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Parameter Description
homeLocation The IP address of the subscriber’s home ACE domain. The IP

address returned as the home location depends on ACE
configuration.
See Notes on usage on page 399 for more information.

contactInfoList Array containing contact information parameters. For each
contact configured in the subscriber profile, the following
parameters are returned.
This array is only returned if contact information is configured
in the subscriber profile. If contact information is specified in the
subscriber profile, the following parameters are returned.

contactIdentifier The URI (such as a phone number, IP or SIP address) by which
the user is known on a network element.

contactName A name (defined as a string) assigned to the contact entry.

type The type of contact media used for communication. Possible
values returned are: Phone, Chat, Sms, Video, Web, Email,
Conference, MeansOther.

priority The priority assigned to the contact for priority routing
support.

pin Any string made of numeric (0–9) characters, alphabetic (a–z/
A–Z) characters or a combination of both representing a user’s
personal identification number (PIN) on a service provider
network element. A PIN can contain up to 50 valid
characters.
This parameter is only included if the returned type is
"Conference".

personalData An optional array which, if returned, may contain any of the
following optional parameters related to the subscriber’s
identity.

surname Family name of the configured subscriber.

givenName The first or middle name of the subscriber.

commonName The name commonly used to address the subscriber.

nickName The nickname used to address the subscriber.

postalName The postal address of the subscriber.

title The title of the subscriber.

description A statement describing the subscriber.

organizationallData An optional array which, if returned, may contain any of the
following optional parameters related to the organization to
which the subscriber belongs.

orgName The name of the organization associated with the subscriber.

getSubscribersByContactID
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Parameter Description
orgUnitName The name of the organization unit or department associated

with the subscriber.

owner The owner of the organization.

description A statement describing the organization.

category The category of organization under which the organization is
classified.

Fault codes
If the getSubscribersByContactID operation is unsuccessful, Avaya ACE™ returns one of the
following fault codes, based on the cause of the failure.

Fault code Description
SVC0001: A service
error occurred. Error
code is <code>.

Indicates an Avaya ACE service exception, identified by an error
code. Avaya ACE may return any of the following error codes
with the getSubscribersByContactID request:

• 8000

See the Avaya Agile Communication Environment Error
Messages Reference (NN10850-018) for details on each Avaya
ACE error code.
You can access this document from the Avaya ACE GUI or obtain
a version from the Avaya website. For more information, see 
Error messages on page 28.

SVC0002: Invalid input
for message part <%1>.

Indicates an error in the information submitted with the request,
and specifies the parameter containing invalid input.
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Chapter 23: Message Drop and Message
Blast

The Avaya Agile Communication Environment™ Message Drop and Message Blast application provides
orchestration of audio recording and call control web services to enable automation of voice recording
and broadcasting of audio messages to specified recipients. Message Drop and Message Blast is an
application residing on the ACE server that provides the high-level web service-based interfaces for the
various telecommunication capabilities.

In a typical deployment, the Message Drop and Message Blast application interfaces with a Customer
Relationship Management (CRM) system to provide click-to-dial and automated audio recording and
broadcast capabilities.

The Avaya ACE™ Message Drop and Message Blast application is invoked as a web service by a client
application. Operations are defined in the Message Drop and Message Blast Web Service Description
Language (WSDL) files.

Prerequisites

• Ensure that you configure the web service client (application) as a user on Avaya ACE.
• Ensure that the web service client (application) belongs to a role on Avaya ACE. The role must have

access control rules configured for the Message Drop and Message Blast service.
• Ensure that you are familiar with the Overview of web services on page 25.
• Ensure that you are familiar with the document Avaya Agile Communication Environment™ Message

Drop and Message Blast Administration (NN10850–025).

Message Drop and Message Blast WSDL location
All Avaya ACE web service WSDLs are available for download from the Avaya ACE graphical
user interface (GUI). On the Avaya ACE GUI, go to Help > Web Service WSDL Download >
Message Drop and Blast.

Ensure you have the WSDL (*.wsdl) and schema files (*.xsd) for a service, as well as the
common files, in the same folder in your local directory:
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Authentication service

• authentication_interface_1_0.wsdl

• authentication_service_1_0.wsdl

• authentication_service_types_1_0.xsd

Click to dial service

• click2dial_interface_1_0.wsdl

• click2dial_service_1_0.wsdl

• click2dial_service_types_1_0.xsd

Message service

• message_interface_1_0.wsdl

• message_service_1_0.wsdl

• message_service_types_1_0.xsd

History service

• history_interface_1_0.wsdl

• history_service_1_0.wsdl

• history_service_types_1_0.xsd

Notification service

• notification_interface_1_0.wsdl

• notification_service_1_0.wsdl

• notification_service_types_1_0.xsd

Common

• common_types_1_0.xsd

• parlayx_common_types_3_1.xsd

• parlayx_common_faults_3_0.wsdl

Message Drop and Message Blast service endpoint
When configuring your web service client to invoke the Message Drop and Message Blast web
application, each Message Drop and Message Blast service has a service endpoint. Set the
SOAP message service endpoint to the following URL:

• Authentication service

Message Drop and Message Blast
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- https://<ACE_IP_address>:9443/RaptorWeb/services/authentication

• Click to dial service

- https://<ACE_IP_address>:9443/RaptorWeb/services/clicktodial

• Message service

- https://<ACE_IP_address>:9443/RaptorWeb/services/message

• History service

- https://<ACE_IP_address>:9443/RaptorWeb/services/history

Message Drop and Message Blast WSDL definition
The Message Drop and Message Blast application uses the following services:

• Click to dial service on page 405

• Message service on page 421

• History service on page 427

• Notification service on page 434

Click to dial service
The click to dial service supports the following operations.

• cancelMessageDrop on page 406

• clickToDial on page 407

• endCall on page 408

• getCallIds on page 409

• getCallStatus on page 410

• getRequestIds on page 412

• getRequestStatus on page 413

• leaveCall on page 415

• messageDrop on page 416

• messageDropAndLeave on page 417

• recordAnnouncment on page 418

• reviewAnnouncement on page 419

Message Drop and Message Blast WSDL definition
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cancelMessageDrop
The cancelMessageDrop operation terminates an existing message drop request and stops
the current audio message from playing in the call. The operation does not terminate the call
session.

Request parameters

The cancelMessageDrop request message includes the following parameters:

Parameter Description
clientId Name of the client

callId Identifier for the call for which the message drop is being cancelled

Response message

If the cancelMessageDrop operation is successful, the Message Drop and Message Blast
application returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the cancelMessageDrop operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

SVC008 Service Exception Unable to translate string into
URI

POL016 Policy Exception Specified clientId is unknown

POL019 Policy Exception Specified callID is unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.
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If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

clickToDial
The clickToDial operation initiates a call to a specified endpoint, and logs an entry against the
client who initiated the call.

Request parameters

The clickToDial request message includes the following parameters:

Parameter Description
clientId Name of the client.

historyId History name for logging.

callingParty URI of the client, in one of the following formats:

• tel:<number>

• sip:<id@domain>

• trid:<trader ID>

calledParty URI of the client being called, in one of the following formats:

• tel:<number>

• sip:<id@domain>

• trid:<trader ID>

notificationEndpoint Optional. The URL to send notifications to. If set, notifications are
enabled.

correlator Optional. The correlator to use for this call.

Response message

If the clickToDial operation is successful, the Message Drop and Message Blast application
returns the following information:

Parameter Description
callId Call identifier (only returned if the callingParty has a URI type of tel:

or sip:)
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Parameter Description
turretRequestId Request identifier (only returned if callingParty has a URI type of

trid:)

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the clickToDial operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL014 Policy Exception client is already in a call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

endCall
The endCall operation terminates an existing call, and logs an entry against the client who
ended the call.

Request parameters

The endCall request message includes the following parameters:

Parameter Description
clientId Name of the client

callId Identifier of a current call. This value is returned by the clickToDial
or getCallIds operation.

Response message

If the endCall operation is successful, the Message Drop and Message Blast application
returns an empty response message.
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Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the endCall operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified client name is
unknown

POL019 Policy Exception Specified call ID is unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

getCallIds
The getCallIds operation retrieves a list of calls initiated by a specific user.

Request parameters

The getCallIds request message includes the following parameter:

Parameter Description
clientId Name of the client

Response message

If the getCallIds operation is successful, the Message Drop and Message Blast application
returns the following information:

Parameter Description
callId An array of call identifiers associated with calls initiated by the client

Click to dial service
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Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getCallIds operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is
unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

getCallStatus
The getCallStatus operation retrieves information about an ongoing call (initiated through the
clickToDial operation).

Request parameters

The getCallStatus request message includes the following parameters:

Parameter Description
clientId Name of the client who initiated the call

callId Identifier of a current call. This value is returned by the clickToDial
or getCallIds operation.

Response message

If the getCallStatus operation is successful, the Message Drop and Message Blast application
returns the following information:
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Parameter Description
callStatus Information about the specified call. This parameter includes

several sub-parameters, as follows:

• callId

• callParticipantInfo (call status for each participant)

- callParticipant

- callParticipantStatus

- startTime

- duration

- terminationCause

• dropInfo (status of any message drop)

- dropState

- percentageComplete

• anncInfo (status of any telset record/review)

- anncState

- anncTerminationCause

- recordedAnncDuration

callId Call identifier

callParticipantInfo Information about each call participant in the call.

callParticipant URI of the call participant.

callParticipantStatus Status of the call participant. Possible values are:

• callParticipantInitial (call participant is not yet in the call)

• callParticipantConnected (call participant is currently in the call)

• callParticipantTerminated (call participant is no longer in the call)

startTime Date and time that the call participant joined the call

duration Duration of the call (in seconds)

terminationCause Reason the call participant left the call (if callParticipantStatus is
callParticipantTerminated).
Possible values are:

• callParticipantNoAnswer (call participant did not answer)

• callParticipantBusy (call participant was busy)

• callParticipantNotReachable (call participant was not routable)

• callParticipantNotHangUp (call participant hung up)

• callParticipantAborted (call participant disconnected because
the call was aborted)
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Parameter Description
dropInfo Information about the message drop associated with the call (if

initiated)

dropState Status of the message drop. Possible values are:

• Pending

• Playing

• Played

• Error

percentageComplete Percentage of the audio message that has been played to the call
participants

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getCallStatus operation is unsuccessful.

Exception ID Type Message
SVC001 Service Exception Callid is no longer valid

POL004 Policy Exception Required parameter is
missing from request

POL016 Policy Exception Specified clientId is
unknown

SVC019 Service Exception Specified callId is unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

getRequestIds
The getRequestIds operation retrieves a list of Turret calls initiated by a specific client.
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Request parameters

The getRequestIds request message includes the following parameter:

Parameter Description
clientId Name of the client

Response message

If the getRequestIds operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
turretRequestId An array of call identifiers associated with Turret calls initiated by

the client

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getRequestIds operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is missing

from request

POL016 Policy Exception Specified clientId is unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

getRequestStatus
The getRequestStatus operation retrieves information about a requested call (associated with
a trader ID).

Request parameters

The getRequestStatus request message includes the following parameters:
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Parameter Description
clientId Name of the client who requested the call

turretRequestId Turret identifier for the requested operation (returned by the
clickToDial request when a trader ID is specified as the
callingParty)

Response message

If the getRequestStatus operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
turretRequestStatus Information about the requested call. Possible values are:

• Unknown

• Failed

• CallActive

• CallNotActive

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getRequestStatus operation is unsuccessful.

Exception ID Type Message
SVC001 Service Exception RequestId is no longer valid

POL004 Policy Exception Required parameter is
missing from request

POL016 Policy Exception Specified clientId is unknown

SVC019 Service Exception Specified requestId is
unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.
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leaveCall
The leaveCall operation removes the calling party from an existing call. The operation does
not terminate the call session.

Request parameters

The leaveCall request message includes the following parameters:

Parameter Description
clientId Name of the client

callId Identifier of a current call

turretRequestId Identifier of a current Turret call

Response message

If the leaveCall operation is successful, the Message Drop and Message Blast application
returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the leaveCall operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

SVC008 Service Exception Unable to translate string
into URI

POL016 Policy Exception Specified clientId is
unknown

POL019 Policy Exception Specified callID is
unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.
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If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

messageDrop
The messageDrop operation inserts an audio file into an existing call and logs an entry against
the client who initiated the Message Drop action.

Request parameters

The messageDrop request message includes the following parameters:

Parameter Description
clientId Name of the client

anncURL Location of the audio WAV file

duration Duration of the audio message (in seconds)

callId Identifier for the call into which the audio message is being played

language Identifier for the language

Response message

If the messageDrop operation is successful, the Message Drop and Message Blast application
returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the messageDrop operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is missing

from request

SVC008 Service Exception Unable to translate string into
URI

POL016 Policy Exception Specified clientId is unknown

POL019 Policy Exception Specified callID is unknown
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Exception ID Type Message
POL021 Policy Exception The client does not own the call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

messageDropAndLeave
The messageDropAndLeave operation inserts an audio file into an existing call and removes
the calling party from the call. The operation also logs an entry against the client who initiated
the Message Drop action.

Request parameters

The messageDropAndLeave request message includes the following parameters:

Parameter Description
clientId Name of the client

anncURL Location of the audio WAV file

duration Duration of the audio message (in seconds)

callId Identifier of a current call into which the audio message is being
played

turretRequestId Identifier of a current Turret call into which the audio message is
being played

wait Silence detection interval in seconds (0 = off)

language Identifier for the language

Response message

If the messageDropAndLeave operation is successful, the Message Drop and Message Blast
application returns an empty response message.
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Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the messageDropAndLeave operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

SVC008 Service Exception Unable to translate string into
URI

POL016 Policy Exception Specified clientId is unknown

POL019 Policy Exception Specified callID is unknown

POL021 Policy Exception The client does not own the
call

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

recordAnnouncment
The recordAnnouncment operation allows the client to record an audio message and provide
a description of the message, to associate with the message in the database.

Request parameters

The recordAnnouncment request message takes the following parameters:

Parameter Description
clientId Name of the client.

historyId History name for logging.

callingParty URI of the client recording the message.

anncURL Location for the audio WAV file.

language Identifier for the language used.
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Parameter Description
notificationEndpoint Optional. The URL to send notifications to. If set, notifications are

enabled.

correlator Optional. The correlator to use for this announcement.

Response message

If the recordAnnouncment operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
callId Call identifier (only returned if the callingParty has a URI type of tel:

or sip:)

turretRequestId Request identifier (only returned if callingParty has a URI type of
trid:)

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the recordAnnouncment operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is missing from

request

SVC008 Service Exception Unable to translate string into URI

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

reviewAnnouncement
The reviewAnnouncement operation allows the client to select a pre-recorded audio
message and play the announcement to review it.
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Request parameters

The reviewAnnouncement request message takes the following parameters:

Parameter Description
clientId Name of the client

historyId History name for logging

callingParty URI of the client

anncURL Location (URI) for the audio WAV file

language Identifier for the language used

notificationEndpoint Optional. The URL to send notifications to. If set, notifications are
enabled.

correlator Optional. The correlator to use for this announcement.

Response message

If the reviewAnnouncement operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
callId Call identifier (only returned if the callingParty has a URI type of tel:

or sip:)

turretRequestId Request identifier (only returned if callingParty has a URI type of
trid:)

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the reviewAnnouncement operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

SVC008 Service Exception Unable to translate string into
URI

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.
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If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

Message service
The message service supports the following operations.

• cancelMessageBlast on page 421

• getMessageBlastStatus on page 422

• getUserBlasts on page 424

• messageBlast on page 425

cancelMessageBlast
The cancelMessageBlast operation terminates an existing Message Blast action.

Request parameters

The cancelMessageBlast request message takes the following parameters:

Parameter Description
clientId Name of the client

blastId Unique identifier for the Message Blast action to be cancelled
(returned by the messageBlast operation)

Response message

If the cancelMessageBlast operation is successful, the Message Drop and Message Blast
application returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the cancelMessageBlast operation is unsuccessful.

Message service

Web Services November 2012     421



Exception ID Type Message
POL004 Policy Exception Required parameter is missing

from request

POL015 Policy Exception Specified blastId is unknown

POL016 Policy Exception Specified clientId is unknown

POL022 Policy Exception The client does not own the
message blast

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

getMessageBlastStatus
The getMessageBlastStatus operation retrieves information about a scheduled Message
Blast action.

Request parameters

The getMessageBlastStatus request message includes the following parameters:

Parameter Description
clientId Name of the client who scheduled the Message Blast action

blastId Identifier for the message blast (returned by the messageBlast
request)

Response message

If the getMessageBlastStatus operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
blastStatus Information about the specified Message Blast action. This

parameter includes sub-parameters, as follows:

• clientId

• blastParties
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Parameter Description

- blastParty

- blastPartyState

- percentageComplete

• time

• anncName

• blastState

• language

clientId Name of the client who scheduled the Message Blast

blastParties Information about each Message Blast recipient

blastParty URI of the Message Blast recipient

blastPartyState Status of the Message Blast for the specified recipient. Possible
values are:

• Pending (Message Blast has not started yet)

• Calling (Message Blast recipient is being called but has not
answered yet)

• Playing (Message Blast is in progress, message is playing)

• Completed (Message Blast is finished, though message did
not necessarily complete playing)

• Busy (Message Blast recipient was busy)

• NoAnswer (Message Blast recipient did not answer)

• NotReachable (Message Blast recipient was not routable)

• CallTerminated (Call was terminated for an unspecified
reason)

• InternalError (Message Blast encountered an internal error)

percentageComplete Percentage of the audio message that has been played to the
Message Blast recipient

time Scheduled date and time for the Message Blast action

anncName Name of the audio file to be played

blastState Status of the Message Blast action. Possible values are:

• Pending

• Running

• Completed

language Identifier for the language
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Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getMessageBlastStatus operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL015 Policy Exception Specified blast ID is
unknown.

POL016 Policy Exception Specified clientId is
unknown

POL022 Policy Exception The client does not own the
message blast

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

getUserBlasts
The getUserBlasts operation retrieves a list of scheduled Message Blast actions initiated by
a specific client.

Request parameters

The getUserBlasts request message includes the following parameter:

Parameter Description
clientId Name of the client

Response message

If the getUserBlasts operation is successful, the Message Drop and Message Blast
application returns the following information:
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Parameter Description
blastInfo Information about the Message Blast actions scheduled by the

specified client. This parameter includes sub-parameters, as
follows:

• clientId

• blastId

• time

• anncName

• blastState

clientId Name of the client

blastId Unique identifier for the Message Blast action

time Scheduled date and time for the Message Blast action

anncName Name of the audio file to be played

blastState Status of the Message Blast action. Possible values are:

• Pending

• Running

• Completed

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getUserBlasts operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

messageBlast
The messageBlast operation sets up a message drop to multiple parties at a specified time.
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Request parameters

The messageBlast request message includes the following parameters:

Parameter Description
clientId Name of the client

historyId History name for logging entries

anncURL Location of the audio WAV file

duration Duration of the audio message (in seconds)

blastParties List of message blast recipients

time Date and time for the message blast to be initiated

wait Silence detection interval in seconds (0 = off)

preamble Enable or disable the preamble before the message blast

 Note:
The default preamble cannot be changed.

language Identifier for the language

Response message

If the messageBlast operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
blastId Unique identifier for the Message Blast action

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the messageBlast operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is missing

from request

SVC005 Service Exception Internal error
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For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

History service
The History service supports the following operations.

• createEvent on page 427

• deleteClient on page 428

• deleteEvent on page 429

• deleteHistories on page 430

• getClientHistories on page 431

• getClients on page 432

• getHistory on page 433

createEvent
The createEvent operation adds a log entry to a specific history (associated with a corporate
directory).

Request parameters

The createEvent request message includes the following parameters:

Parameter Description
clientId Name of the client against whom the entry is logged

historyId History identifier for logging the entry (event)

event Text of the entry for the log

Response message

If the createEvent operation is successful, the Message Drop and Message Blast application
returns the following information:
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Parameter Description
event Information about the log entry. This parameter includes multiple

sub-parameters, including:

• eventId

• creationTime

• eventType

• data

eventId Unique identifier associated with the log entry

creationTime Date and time the log entry was created

eventType Type of event, according to the event that triggered the log entry.
Possible values are:

• General (client-initiated log entry)

• ClickToDial (entry logged when client initiated call)

• MessageDrop (entry logged when client initiated Message Drop)

• MessageBlast (entry logged when client initiated Message Blast)

• TelsetRecording (entry logged when client recorded message)

• TelsetReview (entry logged when client reviewed message)

data Text of the log entry

Referenced faults

The Message Drop and Message Blast application may return one of the fault codes described
below if the if the createEvent operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

deleteClient
The deleteClient operation deletes a specified client from the Message Drop and Message
Blast database. The Message Drop and Message Blast application cannot delete a client who
currently has a call in progress or who has scheduled message blast operations.
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Request parameters

The deleteClient request message takes the following parameter:

Parameter Description
clientId Name of the client to be deleted

Response message

If the deleteClient operation is successful, the Message Drop and Message Blast application
returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the fault codes described
below if the if the deleteClient operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is unknown

POL020 Policy Exception Unable to delete client

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

deleteEvent
The deleteEvent operation deletes one or more log entries from a specific history associated
with a client in the Message Drop and Message Blast database.

Request parameters

The deleteEvent request message includes the following parameters:

Parameter Description
clientId Name of the client against whom the entries are logged

historyId History identifier for logging the entry
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Parameter Description
eventIds One or more event identifiers for the entries to be deleted

Response message

If the deleteEvent operation is successful, the Message Drop and Message Blast application
returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the fault codes described
below if the if the deleteEvent operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is
unknown

POL017 Policy Exception Specified history is
unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

deleteHistories
The deleteHistories operation deletes one or more histories (logs) associated with a client in
the Message Drop and Message Blast database.

Request parameters

The deleteHistories request message includes the following parameters:

Parameter Description
clientId Name of the client against whom the entries are logged

historyIds One or more history identifiers associated with the client
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Response message

If the deleteHistories operation is successful, the Message Drop and Message Blast
application returns an empty response message.

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the deleteHistories operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

getClientHistories
The getClientHistories operation retrieves a list of histories associated with a client in the
Message Drop and Message Blast database.

Request parameters

The getClientHistories request message includes the following parameter:

Parameter Description
clientId Name of the client against whom the entries are logged

Response message

If the getClientHistories operation is successful, the Message Drop and Message Blast
application returns the following information:

Parameter Description
historyIds An array of histories (logs) associated with the client
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Referenced faults

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436. In addition, the Message Drop and Message
Blast application may return one of the fault codes described below if the getClientHistories
operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is unknown

getClients
The getClients operation retrieves a list of clients registered with the Message Drop and
Message Blast application.

Request parameters

The getClients request message takes no input parameters. The request message is
empty.

Response message

If the getClients operation is successful, the Message Drop and Message Blast application
returns the following information:

Parameter Description
clientIds A list of clients known to the Message Drop and Message Blast

application.

Referenced faults

None.
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getHistory
The getHistory operation retrieves all of the entries within a given history (log) associated with
a client in the Message Drop and Message Blast database.

Request parameters

The getHistory request message includes the following parameters:

Parameter Description
clientId Name of the client against whom the entries are logged

historyId The history identifier associated with the client

Response message

If the getHistory operation is successful, the Message Drop and Message Blast application
returns the following information:

Parameter Description
events Information about each entry in the log identified by the history ID.

This parameter includes multiple sub-parameters, including:

• eventId

• creationTime

• eventType

• data

eventId Unique identifier associated with the log entry

creationTime Date and time the log entry was created

eventType Type of event, according to the event that triggered the log entry.
Possible values are:

• General (client-initiated log entry)

• ClickToDial (entry logged when client initiated call)

• MessageDrop (entry logged when client initiated Message Drop)

• MessageBlast (entry logged when client initiated Message Blast)

• TelsetRecording (entry logged when client recorded message)

• TelsetReview (entry logged when client reviewed message)
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Parameter Description
data Text of the log entry

Referenced faults

The Message Drop and Message Blast application may return one of the following fault codes
if the getHistory operation is unsuccessful.

Exception ID Type Message
POL004 Policy Exception Required parameter is

missing from request

POL016 Policy Exception Specified clientId is unknown

POL017 Policy Exception Specified history is unknown

For information on common fault codes supported for all Message Drop and Message Blast
operations, see Global fault codes on page 436.

Notification service
The notification service supports the following operations.

• callNotification on page 434

• turretRequestNotification on page 435

callNotification
The callNotification operation informs the application that a call event has occurred. The call
notification interface sends a call event notification to the application that has registered for
notifications.

Request parameters

The callNotification request message takes the following parameters:

Parameter Description
callStatus Information about the specified call. This parameter includes

several sub-parameters, as follows:
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Parameter Description

• callId

• callParticipantInfo (call status for each participant)

- callParticipant

- callParticipantStatus

- startTime

- duration

- terminationCause

• dropInfo (status of any message drop)

- dropState

- percentageComplete

• anncInfo (status of any telset record/review)

- anncState

- anncTerminationCause

- recordedAnncDuration

correlator Optional string. The correlator, if set, wil be returned in all
notifications as part of the notification event.

Response message

If the callNotification operation is successful, an empty response message is returned.

Reference faults

None.

turretRequestNotification
The turretRequestNotification operation informs the application that a call event has occurred.
The call notification interface sends a call event notification to the application that has
registered for notifications.

Message parameters

The turretRequestNotification message takes the following parameters:
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Parameter Description
TurretRequestStatus Information about the specified call.

• turretRequestId

• requestState

• dropInfo (status of any message drop)

- dropState

- percentageComplete

• anncInfo (status of any telset record/review)

- anncState

- anncTerminationCause

- recordedAnncDuration

correlator Optional string. The correlator, if set, will be returned in all
notifications as part of the notification event.

Response message

If the turretRequestNotification operation is successful, an empty response message is
returned from the client to ACE.

Reference faults

None.

Global fault codes
In addition to fault codes defined for individual operations, the Message Drop and Message
Blast application also supports the following fault codes for all operations:

Exception ID Type Message
SVC002 Service Exception Invalid configuration data

SVC005 Service Exception Internal error: received unexpected
business object type

SVC009 Service Exception Internal error trying to start processing

SVC010 Service Exception Internal error whilst processing

SVC011 Service Exception Unable to contact ACE
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Exception ID Type Message
SVC012 Service Exception ACE threw an exception

SVC100 Service Exception ACE threw a Parlay X service exception

POL200 Policy Exception ACE threw a Parlay X policy exception

POL400 Policy Exception HTTP request failed. HTTP/1.1 401
Unauthorized

If the request message contains any parameters that are empty or contain illegal characters,
Message Drop and Message Blast returns a general SOAP exception. In such an event, verify
the input data sent in the request message to ensure proper format.

Global fault codes

Web Services November 2012     437



Message Drop and Message Blast

438     Web Services November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Web Services

	Contents
	Chapter 1: New in this release
	Avaya ACE feature limitations

	Chapter 2: Introduction
	Documentation
	Avaya ACE professional services and support

	Chapter 3: Overview of web services
	Web-enabled application development
	Supported URI format
	Supported characters

	Supported web services
	Federated Avaya ACE™ deployment supported web services

	Supported network elements
	Authentication and authorization
	Error messages

	Chapter 4: Reference tables
	Tables of Avaya ACE supported services by service provider type
	Tables of Avaya ACE™ supported RESTful services by service provider type
	Tables of Avaya ACE™ supported applications by service provider type

	Chapter 5: Third Party Call Control (v2)
	Avaya ACE Third Party Call Control (v2) features
	Click-to-dial support
	Prioritized call routing
	Calling line identifier support

	Third Party Call Control (v2) WSDL location
	Third Party Call Control (v2) service endpoint
	Third Party Call Control (v2) call flow
	Third Party Call Control (v2) WSDL definition
	cancelCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	endCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallInformation
	Request parameters
	Notes on usage
	Response
	Fault codes

	makeCall
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 6: Third Party Call Control (v3)
	Avaya ACE Third Party Call Control (v3) features
	Multi-party calling
	Audio Call support
	Click-to-dial support
	Prioritized call routing
	Calling line identifier support

	Third Party Call Control (v3) WSDL location
	Third Party Call Control (v3) service endpoint
	Third Party Call Control (v3) call flow
	Third Party Call Control (v3) WSDL definition
	addCallParticipant
	Request parameters
	Notes on usage
	Response
	Fault codes

	deleteCallParticipant
	Request parameters
	Notes on usage
	Response
	Fault codes

	endCallSession
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallParticipantInformation
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallSessionInformation
	Request parameters
	Notes on usage
	Response
	Fault codes

	makeCallSession
	Request parameters
	Notes on usage
	Response
	Fault codes

	transferCallParticipant
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 7: Third Party Call Extensions (v2.0)
	Third Party Call Extensions (v2.0) WSDL location
	Third Party Call Extensions (v2.0) service endpoint
	Third Party Call Extensions (v2.0) WSDL definition
	answerCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationComplete
	Request parameters
	Notes on usage
	Response
	Fault codes

	holdCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	redirectCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	retrieveCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	singleStepTransfer
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 8: Third Party Call Extensions (v2.3)
	Third Party Call Extensions (v2.3) WSDL location
	Third Party Call Extensions (v2.3) service endpoint
	Third Party Call Extensions (v2.3) WSDL definition
	answerCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationComplete
	Request parameters
	Notes on usage
	Response
	Fault codes

	generateDTMF
	Request parameters
	Notes on usage
	Response
	Fault codes

	holdCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	redirectCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	retrieveCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	singleStepTransfer
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 9: Third Party Call Extensions (v2.4)
	Third Party Call Extensions (v2.4) WSDL location
	Third Party Call Extensions (v2.4) service endpoint
	Third Party Call Extensions (v2.4) WSDL definition
	answerCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	consultationComplete
	Request parameters
	Notes on usage
	Response
	Fault codes

	deviceHandoff
	Request parameters
	Notes on usage
	Response
	Fault codes

	generateDTMF
	Request parameters
	Notes on usage
	Response
	Fault codes

	holdCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	redirectCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	retrieveCall
	Request parameters
	Notes on usage
	Response
	Fault codes

	singleStepTransfer
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 10: Call Notification overview
	Supported notification events by service provider type
	Call Notification limitations for client applications
	Avaya ACE timeout for Call Notification clients
	Viewing Avaya ACE timeout for Call Notification clients


	Chapter 11: Call Notification (v3.2)
	Call Notification WSDL location
	Call Notification service endpoint
	Call notification (v3.2) call flow
	Call Notification WSDL definition
	notifyAnswer
	Request parameters
	Notes on usage
	Response
	Fault codes

	notifyCalledNumber
	Request parameters
	Notes on usage
	Response
	Fault codes

	notifyCallEvent
	Request parameters
	Notes on usage
	Response
	Fault codes

	startCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes

	stopCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 12: Call Notification (v3.8)
	Call Notification WSDL location
	Call Notification service endpoint
	Call notification (v3.8) call flow
	Call Notification WSDL description
	notifyCallEvent
	Request parameters
	Notes on usage
	Response
	Fault codes

	notifyParticipantEvent
	Request parameters
	Notes on usage
	Response message
	Fault codes

	startCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes

	stopCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 13: Call Notification (v4.0)
	Call Notification WSDL location
	Call Notification service endpoint
	Call Notification (v4.0) call flow
	Call Notification WSDL description
	notifyCallEvent
	Request parameters
	Notes on usage
	Response
	Fault codes

	notifyParticipantEvent
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryCallNotification
	startCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes

	stopCallNotification
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 14: Call Forwarding
	Call Forwarding WSDL location
	Call Forwarding service endpoint
	Call Forwarding call flow
	Call Forwarding WSDL definition
	cancelCallForwarding
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallForwarding
	Request parameters
	Notes on usage
	Response
	Fault codes

	setCallForwarding
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 15: Call History
	Call History features
	Call History registration over restarts

	Call History WSDL location
	Call History service endpoint
	Call History call flow
	Call History WSDL definition
	deleteCallHistoryRecord
	Request parameters
	Notes on usage
	Response
	Fault codes

	deregisterCallHistory
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallHistory
	Request parameters
	Notes on usage
	Response
	Fault codes

	getCallHistoryByProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	registerCallHistory
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 16: Terminal Location
	Terminal Location WSDL location
	Terminal Location service endpoint
	Terminal Location WSDL definition
	getLocation
	Request parameters
	Notes on usage
	Response
	Fault codes

	getLocationForGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	getTerminalDistance
	Request parameters
	Notes on usage
	Response
	Fault codes

	setLocation
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 17: Audio Call
	Audio Call WSDL location
	Audio Call service endpoint
	Audio call flow
	Audio Call WSDL definition
	endMessage
	Request parameters
	Notes on usage
	Response
	Fault codes

	getMessageStatus
	Request parameters
	Notes on usage
	Response
	Fault codes

	playAudioMessage
	Request parameters
	Notes on usage
	Response
	Fault codes

	playTextMessage
	Request parameters
	Notes on usage
	Response
	Fault codes

	playVoiceXmlMessage
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 18: Presence
	Avaya ACE Presence features
	Presence notification
	Presence publishing
	Presence aggregation
	Presence polling

	Presence WSDL location
	Presence service endpoint
	Presence call flow
	Presence WSDL definition
	endPresenceNotification
	Request parameters
	Notes on usage
	Response
	Fault codes

	getMyWatchers
	Request parameters
	Notes on usage
	Response
	Fault codes

	getUserPresence
	Request parameters
	Notes on usage
	Response
	Fault codes

	publish
	Request parameters
	Notes on usage
	Response
	Fault codes

	startPresenceNotification
	Request parameters
	Notes on usage
	Response
	Fault codes

	statusChanged
	Request parameters
	Notes on usage
	Response
	Fault codes

	subscribePresence
	Request parameters
	Notes on usage
	Response
	Fault codes



	Chapter 19: System Monitoring
	System Monitoring WSDL location
	Service Monitoring service endpoint
	System Monitoring WSDL definition
	getSystemInfo
	Request parameters
	Notes on usage
	Response
	Fault codes


	Chapter 20: User Profile (v1.5)
	User Profile (v1.5) WSDL location
	User Profile (v1.5) service endpoint
	User Profile (v1.5) WSDL definition
	addBuddyGroupToUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	addBuddyToBuddyGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	addContactInfoToUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	addUserToUserGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	changePassword
	Request parameters
	Notes on usage
	Response
	Fault codes

	createUserGroupProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	createUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryAllUserGroupNames
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryGlobalSecuritySettings
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserGroupPolicy
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserGroupProfile
	Request parameters
	Notes on usage
	Response
	Fault Codes

	queryUserNamesByContactID
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserNamesByUserGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeBuddyFromBuddyGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeBuddyGroupFromUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeContactInfoFromUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeUserFromUserGroup
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeUserGroupProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateContactInfo
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateGlobalSecuritySettings
	Request parameters
	Notes on usage
	Response
	Fault codes

	updatePersonalData
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateUserGroupPolicy
	Notes on usage
	Response
	Fault codes


	Chapter 21: User Profile (v1.6)
	User Profile (v1.6) WSDL location
	User Profile (v1.6) service endpoint
	User Profile (v1.6) WSDL definition
	addContactInfoToUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	addRoleToUsers
	Request parameters
	Notes on usage
	Response
	Fault codes

	assignLicensesToRole
	Request parameters
	Notes on usage
	Response
	Fault codes

	changePassword
	Request parameters
	Notes on usage
	Response
	Fault codes

	createRoleProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	createUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryAllRoleNames
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryAllUserNames
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryGlobalSecuritySettings
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryRolePolicy
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryRoleProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserNamesByContactID
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserNamesByContactType
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserNamesByRole
	Request parameters
	Notes on usage
	Response
	Fault codes

	queryUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeContactInfoFromUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeLicensesFromRole
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeRoleFromUsers
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeRoleProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	removeUserProfile
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateContactInfo
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateGlobalSecuritySettings
	Request parameters
	Notes on usage
	Response
	Fault codes

	updatePersonalData
	Request parameters
	Notes on usage
	Response
	Fault codes

	updateRolePolicy
	Request parameters
	Notes on usage
	Response
	Fault codes


	Chapter 22: Subscriber Management
	Subscriber WSDL location
	Subscriber Management service endpoint
	Subscriber Management service WSDL definition
	getSubscriber
	Request parameters
	Notes on usage
	Response
	Fault codes

	getSubscribersByContactID
	Request parameters
	Notes on usage
	Response
	Fault codes


	Chapter 23: Message Drop and Message Blast
	Message Drop and Message Blast WSDL location
	Message Drop and Message Blast service endpoint
	Message Drop and Message Blast WSDL definition
	Click to dial service
	cancelMessageDrop
	Request parameters
	Response message
	Referenced faults

	clickToDial
	Request parameters
	Response message
	Referenced faults

	endCall
	Request parameters
	Response message
	Referenced faults

	getCallIds
	Request parameters
	Response message
	Referenced faults

	getCallStatus
	Request parameters
	Response message
	Referenced faults

	getRequestIds
	Request parameters
	Response message
	Referenced faults

	getRequestStatus
	Request parameters
	Response message
	Referenced faults

	leaveCall
	Request parameters
	Response message
	Referenced faults

	messageDrop
	Request parameters
	Response message
	Referenced faults

	messageDropAndLeave
	Request parameters
	Response message
	Referenced faults

	recordAnnouncment
	Request parameters
	Response message
	Referenced faults

	reviewAnnouncement
	Request parameters
	Response message
	Referenced faults


	Message service
	cancelMessageBlast
	Request parameters
	Response message
	Referenced faults

	getMessageBlastStatus
	Request parameters
	Response message
	Referenced faults

	getUserBlasts
	Request parameters
	Response message
	Referenced faults

	messageBlast
	Request parameters
	Response message
	Referenced faults


	History service
	createEvent
	Request parameters
	Response message
	Referenced faults

	deleteClient
	Request parameters
	Response message
	Referenced faults

	deleteEvent
	Request parameters
	Response message
	Referenced faults

	deleteHistories
	Request parameters
	Response message
	Referenced faults

	getClientHistories
	Request parameters
	Response message
	Referenced faults

	getClients
	Request parameters
	Response message
	Referenced faults

	getHistory
	Request parameters
	Response message
	Referenced faults


	Notification service
	callNotification
	Request parameters
	Response message
	Reference faults

	turretRequestNotification
	Message parameters
	Response message
	Reference faults


	Global fault codes


