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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROMANYONE OTHER THAN AVAYA, AN AVAYAAFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
Avaya Aura is a registered trademark of Avaya Inc.
Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: New in this release

The following sections detail what's new in the Avaya Agile Communication Environment™
Service Provider Administration (NN10850-005) for release 6.2.

Port Changes

« The Avaya ACE OAMP port has changed to 9449. For a list of ports on Avaya ACE, see
Avaya Agile Communication Environment™ Planning and Installation (NN10850—-004).

« Communication ports are secure by default. However, you can enable the HTTP ports
manually. For more information, see Avaya Agile Communication Environment™ User and
Security Administration (NN10850-010).

Role-based authorization

Avaya ACE no longer supports the creation and management of user groups. Authorization
(access control) of resources is now achieved by creating roles and assigning roles to Avaya
ACE users. Roles encompass licenses and corresponding access permissions to resources
such as Avaya ACE Web services and packaged applications or hot deployed client
applications. Roles exist on Avaya ACE as role profiles. Role profiles are assigned to users
that require these access permissions. Role hierarchy like for example, creating child roles
from parent roles is not supported. Avaya Agile Communication Environment™ User and
Security Administration (NN10850-010).

Avaya Messaging service provider

A new Messaging web service and corresponding Avaya Messaging service provider, are
introduced in this release. The Avaya Messaging service provider allows Avaya ACE to
communicate with the following messaging servers.

« Avaya Aura® Messaging
« Avaya Aura® Communication Manager Messaging
» Avaya Modular Messaging
For more information, see Avaya Messaging service provider fundamentals on page 157.

Avaya Aura AST service provider

The Avaya Aura Advanced SIP Telephony (AST) service provider provides similar functionality
to the TR/87 provider, but without the need for an AE Services. The Avaya Advanced SIP
Telephony environment inserts additional headers into standard SIP messages, to enable
sequenced applications such as Avaya ACE to extend the capabilities of SIP telephony.
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New in this release

Avaya Aura ASAI service provider

This release introduces support for the Avaya Aura ASAI service provider. This service provider

allows Avaya ACE to connect directly to an Avaya Aura Communication Manager and provide
TR87-like services.

Avaya ACE feature limitations

This release does not support the following features referenced in the document:
» Packaged applications

 Session history REST interface
« Unified contacts REST interface
 Aura adapter
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Chapter 2: Introduction

This document contains information about initial configuration, administration of the service providers on
Avaya Agile Communication Environment™ (ACE).

Prerequisites

» You must be familiar with Avaya Agile Communication Environment™ Overview (NN10850-001).

* You know the username and password of a user that has sufficient access privileges to perform the

required tasks.

 You must install and be running the Avaya ACE application.

* You must have access to the Avaya ACE Web-based graphical user interface (GUI).

Documentation

This document is a part of the Avaya ACE documentation suite. Avaya ACE documents provide
information on Avaya ACE fundamentals and planning, ordering ACE software, as well as ACE
installation and administration. The documents also contain information on Avaya and third-

party system solution integration, Web service application programming interfaces (APIs),

security, fault and performance management, and troubleshooting. You can also find
information on core applications or APIs delivered with the base software like Message Drop

and Message Blast API.

Avaya ACE release 6.2 documents

Title

Description

Audience

Overview

Avaya Agile Communication
Environment  Overview

Provides a high-level description of
ACE including solution architecture,
services and features, hardware,
software, as well as the packaged
applications that ACE supports.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication

Provides a list of documents in the

Sales Engineers,

Administration

Environment” Documentation | Avaya ACE documentation suite for | Solution
Roadmap the release. Architects,
Implementation
Engineers,
November 2012
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Introduction

Title

Description

Audience

Support
Personnel

Installation, upgrades, migrations, and configurations

Avaya Agile Communication
Environment™ Planning and
Installation

Describes network planning when
integrating Avaya ACE with other
applications. The document also
contains information and step-by-
step procedures for installing and
upgrading Avaya ACE software
components.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ using VMware in

Describes the procedures for
deploying the Avaya ACE vAppliance

Sales Engineers,
Solution

the Virtualized Environment on VMware. Architects,
Deployment Guide Implementation
(NN10850-065) Engineers,
Support
Personnel
Maintenance and Troubleshooting
Avaya Agile Communication Contains troubleshooting information | Solution
Environment™ Troubleshooting | and procedures for Avaya ACE. Architects,
Implementation
Engineers,
Support
Personnel
Avaya Agile Communication Describes how the fault and Solution
Environment™ Performance performance management system | Architects,
and Fault Management collects alarms and events that are | Implementation
generated by Avaya ACE. The Engineers,
document also describes how to Support
monitor Avaya ACE, as well as howto | Personnel

troubleshoot different issues.

Administration and system prog

ramming

Avaya Agile Communication
Environment™ Service Provider
Administration

Provides information about the initial
configuration, administration, and
ongoing management of Avaya ACE
service providers. The Avaya ACE
host supports a web-based GUI that
allows administrators to perform all
tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel
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Documentation

Title

Description

Audience

Avaya Agile Communication
Environment Secure
Communication Fundamentals

Provides information on how
certificates are used for secure
communication. It also contains
procedures that describe how to
manage certificates using OpenSSL,
IBM certificate management tools,
and Avaya Aura® System Manager.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ User and
Security Administration

Provides information about the user
management on Avaya ACE. The
Avaya ACE host supports a web-
based GUI that allows administrators
to perform all tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Message Drop
and Message Blast
Administration

Provides information about the
administration of Avaya ACE
Message Drop and Message Blast
service.

Implementation
Engineers,
Support
Personnel

Administering Avaya WebLM
(stand-alone)

Provides administration,
configuration, and troubleshooting
information for the web-based licence
manager (WebLM).

Implementation
Engineers,
Support
Personnel

Application developer

Avaya Agile Communication
Environment™ Web Services

Describes the web services
supported by Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment'Foundation
Toolkit Overview

Provides a general overview of the
Avaya ACE Foundation Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Foundation
Toolkit Developer's Guide

Describes the administration and
maintenance of the Foundation
Toolkit.

Solution
Architects,
Implementation
Engineers,

Administration
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Title

Description

Audience

Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Java SE
Application Guide

Describes the sample Java SE
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment” Sample Web
Application Guide

Describes the sample web
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Basic
Java SE Application Guide

Describes the Basic Java SE sample
applications that are delivered with
the Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment” Sample Web
Application Guide Addendum
Implicit Sequencing .

Describes how sample web
applications can be run in an implicit
sequencing scenario.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Release Notes

The Avaya ACE release notes describe operational considerations for a specific release of
Avaya ACE. You can download this document from https://support.avaya.com. You must
review the release notes for the Avaya ACE release before you install or upgrade the Avaya
ACE software. In addition, use this document as a helpful reference for the ongoing support
and use of Avaya ACE.
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Avaya ACE professional services and support

Obtaining documents

You can obtain the Avaya ACE documentation for the current release as well as the previous
releases from:

» Avaya support web site at https://support.avaya.com. See Downloading ACE documents
from support site on page 18.

« the Avaya ACE GUI Help menu after a successful installation of the Avaya ACE
software.

Avaya ACE professional services and support

Avaya ACE™ combines industry-leading consulting and design services with the right mix of
custom development and communications integration capabilities. Avaya ACE provides
communications solutions that meet business needs of an organization.

Avaya ACE can be used in :

» Consulting and solution design: Helps customers understand and design communications
solutions holistically, ensuring all elements of the solution are addressed and aligned.

« Solution development and customization: Ensures the unique requirements of an
enterprise are met.

« Solution integration and implementation: Ensures the solution is deployed and integrated
within the network and communications infrastructure and applications effectively to
achieve organizational and business goals.

* Project management and ongoing solution maintenance: Helps enterprises manage and
maintain their network and communications infrastructure.

* Business optimization: Ensures the deployed solution delivers maximum performance.
Avaya Global Services
Avaya Global Services delivers world-class support in three areas:

* Avaya Professional Services:

Avaya Professional Services consultants are technically proficient, possess strong
business acumen and have developed vertical industry specialization to help you address
the challenges of the current converged voice, video, and data communications
environments. At the same time, Avaya Professional Services actively help you look for
ways to optimize your communications environment to better enable your people,
increase your business agility, and lower your operation costs.

» Avaya Support Services:

Avaya Support Services are backed by global resources, including more than 5,800
industry-certified service desk and backbone engineers and 34 regional network
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operations centers delivering 24x7 monitoring, diagnostics and problem resolution, as
well as support in 14 languages.

* Avaya Operations Services:

Avaya Operations Services are available for customers who want to outsource the
proactive management and monitoring of their communications infrastructure. These
services can be delivered by Avaya directly or private-labeled and co-delivered by Avaya
authorized partners.

Downloading ACE documents from support site

Use the following procedure to download ACE documents from the Avaya support site.

Procedure

18 Administration

1.

On your web browser, enter the Avaya support site URL, https://
support.avaya.com.

. Click Downloads & Documents.

Enter Avaya Agile Communication Environmentinthe Enter Your Product
Here field.

In the Choose Release drop down menu, select the release.

5. In the Select the content type section, select Documents and click Enter.

6. In the resultant page, do one of the following:

« Filter the documents displayed based on the type of document you require. To
filter, select the type of document you want from the list.

* Click Select All to display all the documents pertaining to the release.

From the documents displayed, click the document you want.

November 2012
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Chapter 3: End-to-end configuration

Configure the Avaya Agile Communication Environment™ (ACE) host end-to-end, to allow client
applications (such as web portals or integrated desktops like IBM Lotus Sametime) to make web service
requests. When end-to-end configuration is complete, application developers can use Avaya ACE™
supported web service APIs to integrate web service operations into their applications or business
processes.

Prerequisites for end-to-end configuration of Avaya ACE

 Planning and installation of the Avaya ACE is complete.
See Avaya Agile Communication Environment™ Planning and Installation (NN10850-004).

Avaya ACE end-to-end configuration tasks

The following work flow shows you the sequence of tasks you perform, to configure Avaya ACE end-to-
end to allow a client application to use the web services supported by Avaya ACE.
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End-to-end configuration
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Figure 1: Avaya ACE end-to-end configuration
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Chapter 4: Communication fundamentals

SIP

Session Initiation Protocol (SIP) establishes communication sessions between two (or more) IP-capable
endpoints. In a SIP environment, the signaling protocol is a peer-to-peer protocol that creates, modifies,
and terminates sessions over an IP network. SIP uses a media-description language and has a HyperText
Transfer Protocol (HTTP) like structure, which makes SIP easy to read and comprehend. SIP signaling is
based on arequest-response model and is facilitated by the exchange of request and response messages
between SIP network elements.

SIP clients traditionally use TCP and UDP port 5060 to connect to SIP endpoints, including SIP servers.
Telephony systems use SIP in setting up and tearing down voice or video calls. However, SIP also offers
session initiation for applications such as Event Subscription, Notification, and Terminal mobility.

SIP signaling is defined by the Engineering Task Force (IETF). For more information, see www.ietf.org.
SIP core signaling services:

Using SIP two or more endpoints can initiate a media session, such as a phone call or video conference.
To establish media sessions between IP endpoints, SIP provides five core signaling services:

« Using SIP, endpoints can locate other endpoints. The other endpoints can be on the same LAN,
across the WAN, or they can be stationary or mobile. But if you are placing a call on your IP phone,
SIP must locate the person you are trying to reach.

« SIP invites endpoints into sessions. Once SIP has located the other end point, SIP contacts that end
point to determine whether the end point is willing to enter a session. When you place an IP phone
call to another IP phone, SIP will make the telephone at the other end ring. If the user picks up, he
or she has accepted the session.

» Once both endpoints have accepted the session, using SIP the endpoints can exchange media
information in order to establish the session. For a VolIP call this information includes messages about
the CODECSs the endpoints use, and whether the endpoints use encryption and authentication. All
this happens in a split-second: the endpoints connect to each other to figure out whether they can
talk to each other before you hear the “Hello?” from the other end of the line.

« Using SIP, you can modify existing sessions, for example, you can allow a third person to join an
ongoing conference call.

« SIP tears down existing sessions at the appropriate time. When you are in an IP-based call and you
hang up, SIP sends a BYE message that ends the session.

Virtual routes and trunks

Virtual routes and trunks create direct media paths between network endpoints, such as IP Phones. Using
signaling protocols and standards, such as H.323 and Session Initiation Protocol (SIP), dissimilar physical
networks and equipment from a variety of vendors can be made to interwork.

SIP CTI (TR/87)

SIP CTI (TR/87) Technical Report ECMA TR/87 (TR/87) describes the use of Computer Supported
Telecommunications Applications (CSTA) to invoke features not possible with standard SIP. As defined
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Communication fundamentals

in ECMATR/87,CSTA leverages SIP mechanisms to provide a highly featured, robust, and extensible set
of features to support applications in the Enterprise environment. TR/87 is leveraged for selected Web
services because it is a more robust technology than SIP alone.

Using TR/87 you can:

« Dial the calling party and wait for the caller to answer before putting the call through to the other
party.

* Collect presence information and communication capabilities about a user.

 Redirect an incoming call to another device when specific conditions are met.

* Receive an event each time a user telephone is called, containing the number of the caller.

For more information, see www.ecma-international.org.
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Chapter 5: Service providers

The Avaya Agile Communication Environment™ (ACE) provides a simplified service-based architecture
that facilitates a client's access into complex communication networks and systems. Avaya ACE™ acts as
a bridge between the web-based application layer and the communication network layer.

The communication network layer provides the communication services that support client web service
requests. To interface with the communication network layer, Avaya ACE provides service provider
interfaces (also known as adapters). To interface with client applications Avaya ACE exposes a library of
web service application programming interfaces (API), that incorporate the communication functionality
represented by each service provider.

You can configure service providers on Avaya ACE to communicate with the following network
elements.

» Avaya Aura®

» Avaya Aura® Application Server 5300 (AS 5300)

* Avaya Communication Server 1000 (Avaya CS 1000)

* Avaya Communication Server 2100 (Avaya CS 2100)

« Avaya Aura® Messaging

» Avaya NES Contact Center (Contact Center), through the Meridian Link Services (MLS) interface
« Cisco Unified Communications Manager (CUCM)

« Communication Server 2000 (CS 2000)

* IBM Lotus Sametime®

» Tandberg Video Communication Server (VCS)

* Microsoft Lync Server 2010 or Office Communications Server

The Avaya ACE policy framework provides a library of web service application programming interfaces
(API) that incorporate the functionality represented by each service provider. The policy framework also
determines which service provider interface to invoke, when handling a given web service request.
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Figure 2: Handling of Web service requests from Avaya ACE clients

For an incoming web service request, Avaya ACE navigates through the ordered list of service providers
for a pattern match. The request is serviced by the first service provider on which a pattern match occurs,
for that service type. If this service provider is unable to service the request, for example because the
device is not found on the provider, the request is not serviced by any other provider.

Service providers can also be configured on the local ACE server by importing the service provider
configuration file from the local machine.

To provide media services such as announcements, ring back tones, and multi party calls with Third Party
Call Control (v3) through the service provider, you need a media terminal. Within Avaya ACE, you must
configure the Avaya Media Server (Avaya MS) as the media terminal. See Installation of media processing
support software on Avaya Media Server on page 297

As part of service provider configuration, you configure translation rules on each service provider.
Translation rules manipulate URIs that come in with web service requests, before being routed to the
appropriate service provider. When handling an incoming service request, Avaya ACE automatically
determines which service provider to invoke, based on the first pattern match (on the configured rules)
and service type that succeeds. For information on translation rules, see Translation rule fundamentals on
page 237.

After you configure service providers on your local Avaya ACE server, you can modify, disable, delete or
change the order of service providers. You can export the configuration file of selected service providers
to your local machine. These changes automatically trigger a service audit. A service audit assesses the
impact of changes to service provider rules on existing service subscriptions. For information on service
audits, see Service audits on page 27. For procedures to manage existing service providers, see
Common service provider configuration procedures on page 227.

If your ACE server is federated, modifications to existing service providers trigger a synchronization of
active rules across all Avaya ACE servers within the federation. If providers are deleted or disabled, web
service requests are appropriately routed to existing providers in the federation. See Federated ACE
fundamentals on page 269.
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This document contains information on service provider configuration on Avaya ACE.

For information on how to configure the IBM Lotus Sametime service provider interface, see Avaya Agile
Communication Environment™ Administration — IBM Lotus Sametime Integration (NN10850-011).

For information on how to configure the Microsoft Office Communications Server service provider
interface, see Avaya Agile Communication Environment™ Administration — Microsoft Office
Communications Server Integration (NN10850-012).

For information on how to configure Avaya Client Applications (ACA) to work with Avaya ACE, refer to the
respective application documents.

Prerequisites

 The platform hardware and software of the network elements to be configured as service providers
are installed, commissioned properly, and fully operational prior to integration with Avaya ACE.

* The Avaya ACE software is installed.

* You have system administrator or group administrator access privileges on ACE.
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Chapter 6: Service audits

The Avaya Agile Communication Environment™ (ACE) automatically triggers a service audit when one of
the following occurs:

* A new service provider is added.
* An existing service provider is updated, removed, disabled, or re-enabled.
» The order of service providers is changed.

The service audit process determines whether or not configuration changes to local and remote (if
federated) service provider rules have impact on current service subscriptions. When the audit process
finds that the changes have impact, then those service subscriptions are moved to a different service
provider.

The Avaya ACE ™ performs a service audit for the following web service subscriptions:
e Presence (v3.2)
e Call History (v1.2)
« Call Notification (v3.2 and v3.8) (DN-based notification)

The audit usually starts automatically within 10 minutes of a configuration change. This delay is to allow
you to make any configuration changes before the start of the audit process. A service audit can take up
to a maximum of an hour to complete (depending on the extent of the rule configuration changes and
deployment). Once initiated, the process runs in the background until completion.

Navigation

» Alarms generated during a service audit on page 27
« Performing a manual service audit on page 28

Alarms generated during a service audit

When a service provider is added, modified, removed or reordered warranting a change in
service data, Avaya ACE automatically raises the following alarms. These alarms are
generated irrespective of whether the service audit is automatically or manually triggered
(forced). The Active Alarms banner on the ACE GUI displays alarms raised as a result of the
service audit.
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Alarm Description

Service provider rule change Indicates that a service audit is required as a
result of changes to service provider
configuration (for example, addition of new
routing rules), and service data must be
updated to either clean up obsolete data or
add new data.

This alarm clears when the service audit
starts.

Service data audit in progress Indicates that service audit has started and is
in progress.

This alarm is active until the service audit is
completed successfully, after which it is
cleared.

When Avaya ACE raises an alarm indicating a service audit in progress, further updates to
service providers do not raise a new alarm. These updates are accommodated in the next
scheduled service audit. Service audits happen at regular intervals to accommodate continued
service provider updates.

Performing a manual service audit
Before you begin

* You are familiar with Service audits on page 27.

* You have made all the necessary modifications to service providers added to your local
ACE server.

* You have completed adding, removing or changing the order of service providers as
necessary.

« An Avaya ACE " GUI session is open.
About this task

Use this procedure to manually force a service audit when you want to trigger service data
cleanup immediately after making all required changes to service provider configuration. A
manual service audit forces Avaya ACE to immediately start a service audit instead of waiting
for the next scheduled automatic audit.

O Important:

The service audit process generates background traffic. Consolidate changes to service
provider configurations into a system maintenance window to minimize impact to Avaya ACE
service user traffic.
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Performing a manual service audit

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.
A list of service providers configured on the ACE server appeatrs.

2. Click the Audit button.
A dialog box appears asking you to confirm if you want to proceed with the audit.

3. Click Yes to start the audit.
A major severity alarm is raised indicating that a service audit is in progress. This
alarm clears itself when the audit process is complete.
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Chapter 7: Avaya Aura® service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Avaya Aura® service provider to
provide web services and enable communications between Avaya ACE™ client applications and an Avaya
Aura® communications solution.

Avaya Aura® extends and enhances the long-standing Communication Manager product with new
capabilities, simplified packaging, and a SIP-based architecture. Avaya Aura® provides core
communication services that involve innovative unified communications and contact center solutions.

The core communications services of Avaya Aura® that interact with Avaya Agile Communication
Environment™(ACE) are:

« Communication Manager: Avaya's flagship IP telephony software
 Session Manager: SIP foundation that expands Communication Manager's scale and control

» System Manager: Common management framework that provides centralized management
functions for provisioning and administration to reduce management complexity

« Application Enablement (AE) Services: enhanced set of telephony APIs for customizing and
integrating Communication Manager solutions

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites
You must

« be familiar with your current Avaya Aura® communication configuration.
* be familiar with the Avaya Media Server (Avaya MS) configuration to support media services.
« have a working knowledge of Avaya Aura® solution programming and provisioning.

« have a working knowledge of call routing and dialing plan requirements for an Avaya Aura®
solution.

« be familiar with the process of service audit on Avaya ACE. See Service audits on page 27.

Avaya ACE and Avaya Aura® interworking

Avaya ACE supports Avaya Aura®5.2.x , 6.1 and 6.2 communications platforms.
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Avaya Aura 5.2.x load lineup

Product

Supported releases

Application Enablement Services

5.2.2 Superpatch 3

Avaya Aura® Communication Manager 52.1SP7
Avaya Aura® Session Manager 52SP3
Avaya Aura® System Manager 52SP2

Media Gateway G450

Firmware 30.X.Y

Avaya Aura 6.1 load lineup

Product

Supported releases

Application Enablement Services

6.1 SP 2 (6.1.0.20)

Avaya Aura® Communication Manager

6.0.1 SP 2 (00.1.510.1-18860)

Avaya Aura® Session Manager

6.1 SP1 (6.1.1.0.611023)

Avaya Aura® System Manager

6.1 SP1.1 (6.1.0.0.7345)

Media Gateway G450

Firmware 31.x.y (31.18.1)

Avaya Aura 6.2 FP1 load lineup

Product Supported releases
Avaya Aura® Communication Manager 6.2.0.0.3086
Avaya Aura® Session Manager 6.3.0.0-76008
Avaya Aura® System Manager 6.3.6.1.735

Presence Services

06.01.04.00-1103

Supported network configurations

Avaya Aura® service providers

Avaya Aura® can provide services to Avaya ACE in a number of different configurations. Each
configuration provides certain services that define which Avaya ACE services are available.
You may need multiple Avaya Aura® service providers to create a complete service offering.
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Supported network configurations

ASAI service provider

Use an Avaya Aura Adjunct Switch Application Interface (ASAI) service provider for services
where Avaya ACE needs to control a Computer Telephony Integration (CTI)-capable terminal
on the Avaya Aura system like the Avaya Aura® Communication Manager.

O Important:

If you provision multiple ASAI service providers in a single Avaya ACE machine, ensure that
you connect them to separate Communication Manager servers.

If you provision multiple ASAI service providers across multiple ACE machines, all
connecting to the same Communication Manager, ensure that you use separate CTI link for
each ASAI provider.

O Note:

If Avaya ACE is used to initiate a call via the Third Pary Call (v2) service using an Avaya
Aura ASAI service provider, the calling party endpoint (Party A's device) must reside on a
"local" Communication Manager to which Avaya ACE is connected. That is, Avaya ACE
cannot establish calls to CTl-capable calling party endpoints unless there is an Avaya Aura
ASAI service provider configured on Avaya ACE for the Communication Manager on which
that endpoint resides. This limitation does not apply to called party endpoints (Party B's
device).

Foundation Toolkit

Use the Avaya Aura Foundation Toolkit service provider to control SIP calls, inject media into
calls, and route calls through a series of applications.

AST service provider

Use the Avaya Aura Advanced SIP Telephony (AST) service provider when deploying Avaya
ACE in an Advanced SIP Telephony environment for call control and monitoring of calls
involving 96x1 series endpoints (R6.2 and above). This functionality is similar to the TR/87
provider, but without the need for an AE Services. The Avaya Advanced SIP Telephony
environment inserts additional headers into standard SIP messages, to enable sequenced
applications such as Avaya ACE to extend the capabilities of SIP telephony.

SIP service provider

Use the Avaya Aura® SIP service provider for services where the Avaya ACE facilitates calls
between endpoints, from call establishment to termination; for example, Third Party Call
Control (v2), Hot Desking, Mobile Cost Optimizer, and Event Response Manager.

TR/87 service provider

Use the Avaya Aura® TR/87 service provider for services where the Avaya ACE needs to
control a Computer Telephony Integration (CTI)-capable terminal on the Avaya Aura® system;
for example, click-to-dial, call notification, presence, call forwarding, and registering a hot
desking device.

Use the Avaya Aura® TR/87 service provider with advanced services where Avaya ACE needs
to integrate with Session Manager. Using advanced services allows you to configure additional
SIP signaling servers to facilitate interaction with Session Manager.
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If you have an Avaya Aura TR/87 service provider, users can originate calls only from lines

Avaya Aura® service provider fundamentals

managed by the Communication Manager to which they are connected.

Hardware requirements when adding service providers

Table 1: Avaya Aura service provider hardware requirements for Avaya ACE services

Avaya Aura Communication | AE Services Session Media server
service Manager Manager (or
provider SES)
ASAI Required NA Required? NA
Foundation Required NA Required Optional
Toolkit
AST without Required 2 NA Required NA
media services
AST with media | Required 2 NA Required Required
services
SIP without Required NA Required NA
media services
SIP with media | Required NA Required Required
services
TR/87 without Required Required NA NA
advanced
services
TR/87 with Required Required Required?! Required
advanced
services
1 You need a Session Manager (or SES) to use SIP phones. A pure H323 or legacy phone
setup does not require a Session Manager (or SES).
2 In Feature Server (or FS) mode.

Depending on the applications you are building using Avaya ACE, you may require both a SIP
and TR/87 service provider. For example, when you have both a SIP and TR/87 service
provider, you can provide click-to-call and click-to-dial variants of the Third Party Call Control
service. Some ACE applications also require the media gateway services to provide message
recording or conferencing.

Avaya Flare® Experience support

Avaya Flare® Communicator is a collaboration application that enables business users to
quickly and easily manage their daily communications.
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Avaya Media Server

Avaya ACE supports integration with Avaya Flare Experience for iPad and Windows as SIP
clients registered to Session Manager (CTI controlled through the Application Enablement
Services adaptor). The following services are supported:

* Third Party Call (v2)
« the Third Party Call Extensions generateDTMF operation

* Session History

© Note:

You must provision a Foundation Toolkit service provider to support Session History
on Avaya Flare.

Avaya Media Server

To provide media services such as announcements, ringback tones, and multi-party calls with
Third Party Call Control (v3) through the Avaya Aura service provider, you need a media
terminal. Within Avaya ACE, you must configure the Avaya Media Server (MS) as the media
terminal. See Installation of media processing support software on Avaya Media Server on
page 297.

Translation rule requirements

As part of the Avaya Aura® service provider configuration on Avaya ACE, you must add the
translation rules for the Avaya Aura® network elements.

The Avaya ACE GUI provides support for the configuration of simple and advanced translation
rules. Advanced translation rules use regular expressions.

Avaya ACE uses calling party translation rules to route a web service request to a particular
service provider. Avaya ACE also uses the calling and called party translation rules to transform
the parameters found in the web service messages before the parameters are presented to
the service provider.

In addition to the regular routing and transformation rules, Avaya ACE uses reverse
transformation calling and called party rules to transform DNs back to the required format
before the DNs are presented to a web service interface.
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To interwork with the Avaya Aura® network, Avaya ACE supports calling and called party rule
configuration based on a range of directory numbers (DNs). The following restrictions on DNs
apply when configuring translation rules for the Avaya Aura® TR/87 service provider.

* All numbers that are passed to the Avaya Application Enablement Services (AE Services)
from the Avaya Aura® service provider must be in the E.164 format, that is, starting with
a+.

* All calling and called party DNs must be tel URIs. SIP URIs are not supported.

© Note:

If however, the Avaya Aura® TR/87 service provider is configured for advanced
services, SIP URIs are supported for the called party DN. The calling party DN must
always be a tel URI.

« All calling party DNs must originate from the Avaya Aura® Communication Manager.
» The called party DN must be what is actually dialed from the calling party's telephone.

When using the Avaya Aura® service provider using SIP signaling, the range of directory
numbers to use will match patterns on the Avaya Aura® Session Manager or SIP Enablement
Services (SES).

For information about how to configure translation rules on Avaya ACE, see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 8: Avaya Aura® service provider
configuration

Configure the Avaya Aura® network element as a service provider on Avaya Agile Communication
Environment™ (ACE), to enable communications between Avaya Aura® and Avaya ACE™. Avaya ACE
provides a service provider interface to inter operate with Avaya network elements using the ASAI, AST,
SIP, or TR/87 signalling. You can also configure an Avaya ACE Foundation Toolkit service provider.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites to Avaya service provider configuration

« You are familiar with the content of Avaya Aura service provider fundamentals on page 31.

* You have the IP address of the Avaya Aura® network element.
A supported Avaya configuration is deployed and operational in your network.
* You are familiar with translation rule requirements based on your network dial plan.

* You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

Avaya Aura service provider configuration
This chapter contains task flows to configure the following Avaya Aura® Service provider types:

 Configuring an Avaya Aura ASAI service provider on page 37

« Configuring an Avaya Aura Foundation Toolkit service provider on page 45

« Configuring an Avaya Aura AST service provider on page 52

« Configuring an Avaya Aura SIP service provider on page 63

» Configuring an Avaya Aura TR/87 service provider on page 70

Configuring an Avaya Aura ASAI service provider

Configuring an Avaya Aura ASAI service provider procedures

The following task flow shows you the sequence of procedures you perform to configure an
Avaya Aura® ASAI service provider.
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Navigation

* Logging in to the Communication Manager System Access Terminal on page 39

« Verifying Communication Manager license permissions on page 39

 Configuring AE Services on Communication Manager on page 40

* Configuring Avaya ACE as an AE Services server on Communication Manager on
page 41

* Configuring a CTI link on Communication Manager on page 41

» Configuring the Communication Manager's SSL certificate signing authority as trusted on
Avaya ACE on page 42

« Adding an Avaya Aura ASAI service provider on page 43

e Configuring the translation rules. For information on translation rules, see
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Configuring an Avaya Aura ASAI service provider

- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

« Verifying the CTI link status on Communication Manager on page 44

Logging in to the Communication Manager System Access
Terminal

The System Access Terminal (SAT) provides a command line interface (CLI) for telephony
administration.

Before you begin
You must know:

» the Communication Manager IP address
e a user ID and password for logging in to the Communication Manager server
« the terminal type you are logging in from

Procedure

1. Use the Communication Manager IP address to establish an SSH session.
2. Log in to the Communication Manager.
3. Enter vt100.
4. Enter sat.

5

. Enter your terminal type.
For example, enter W2KTT.

The SAT Command: prompt displays.

Verifying Communication Manager license permissions

In order to establish a communication link between the Avaya Aura ASAI service provider and
Communication Manager, the Communication Manager license must have the proper
permissions.

Before you begin
A System Access Terminal (SAT) session must be open.
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Procedure

1. Enterdisplay system-parameters customer-options.

2. Enter Esc-n to advance to the next page. Advance to page 3.

© Note:

Enter Esc-p to go back to the previous page. Enter Esc-x to cancel the current
command line input.

3. On page 3, verify that the following options are setto y.
» ASAI Link Core Capabilities
» ASAI Link Plus Capabilities
» Computer Telephony Adjunct Links

Configuring AE Services on Communication Manager
Before you begin

« A System Access Terminal (SAT) session must be open.

« In this procedure, you must enter a Local Port number. These value must match the Port
value you will enter when performing the procedure Adding an Avaya Aura ASAI service

provider on page 43.
Procedure

Enter change ip-services.

Under Service Type, enter AESVCS and press Enter.
Under Enabled, enter y nd press Enter.

Under Local Node, enter procr and press Enter.

Under Local Port, enter 8765 and press Enter.

o g M w NP

Enter Esc-e to save.

40 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Configuring an Avaya Aura ASAI service provider

Configuring Avaya ACE as an AE Services server on
Communication Manager

Before you begin

» A System Access Terminal (SAT) session must be open.

« In this procedure, you must enter an Avaya ACE server name and password. These
values must match the ACE Server Name and Password values you will enter when
performing the procedure Adding an Avaya Aura ASAI service provider on page 43.

Procedure

1. Enter change ip-services.
2. Enter Esc-n to advance the page. Advance to page 3.

3. Under AE Services Server, enter a name for the Avaya ACE server and press
Enter.

4. Under Password, enter a password for the Avaya ACE server and press Enter.
5. Under Enabled, entery.

6. Enter Esc-e to save.

Configuring a CTl link on Communication Manager
Before you begin

» A System Access Terminal (SAT) session must be open.

* In this procedure, you must enter a CTI Link number. This value must match the CTI Link No
value you will enter when performing the procedure Adding an Avaya Aura ASAI service

provider on page 43.
Procedure

1. Enter list cti-link.

2. Under Link, record the current highest value.

3. Enter add cti-1ink n, where n is the next available CTI link number.
4

. Inthe Extension field, enter any extension value that is not already used on the
Communication Manager. The value cannot be a valid extension number allocated
to an endpoint, nor allocated to another CTI link.

Press Enter.
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5. Inthe Type field, enter ADJ-IP and press Enter.

6. In the Name field, enter a description for this link.
Default values can be used in the remaining fields.

7. Enter Esc-e to save.

Configuring the Communication Manager's SSL certificate signing
authority as trusted on Avaya ACE

In order for Avaya Agile Communication Environment™ (ACE) and the Communication
Manager to establish SSL connectivity, the signing authority of the Communication Manager's
server certificate must be configured as trusted on Avaya ACE™. For information regarding
security on Communication Manager, see Avaya Aura Communication Manager Security
Design (03-601973).

When Avaya ACE is initially installed, some signing authorities are automatically configured
as trusted on Avaya ACE. For example, by default, Avaya ACE trusts any certificate signed by
SIP Product Certificate Authority or Avaya Product Root CA. If a Communication Manager is
configured with a server certificate signed by such an authority, then no further configuration
is needed on Avaya ACE. If a Communication Manager is not configured with a server
certificate that is signed by such an authority, then further configuration may be needed on
Avaya ACE.

Before you begin
You must know:
* You must know the IP address of the Communication Manager

* You must know the Communication Manager's AESVCS Local Port number. Typically,
the port number is 8765. See Configuring AE Services on Communication Manager on
page 40.

Procedure

1. Open a web browser and enter the following URL to view the WebSphere
administrative console: https://<hostname>:9043/admin.

The administrative console loads and a window opens for your user ID and
password.

2. In the navigation pane on the left, select Security > SSL certificate and key
management.

3. In the center pane, under Related Items, select Key stores and certificates.
4. Click CellDefaultTrustStore.

5. Under Additional Properties, select Signer certificates.
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Configuring an Avaya Aura ASAI service provider

In the top row of the table, click Retrieve from port.
In the Host field, enter the IP address of the Communication Manager.

In the Port field, enter the AESVCS Local Port of the Communication Manager.

© © N o

In the Alias field, enter a unigue string.
10. Click Retrieve signer information.

11. On the Retrieved signer information page, inspect the Issued by field.
Choose one of the following.

* If the field contains CN=Avaya Product Root CA, or CN=SIP Product
Certificate Authority, then no further action is needed as these signing
authorities are trusted on Avaya ACE.

* Click Apply. The signing authority is installed as trusted on Avaya ACE.

For an alternate procedure to configure a signing authority as trusted on Avaya
ACE, see "Trusting a CA or self-signed certificate" in Avaya Agile
Communication Environment™ User and Security Administration (NN10850—
010).

Adding an Avaya Aura® ASAI service provider
Before you begin

* You must specify the Communication Manager IP address.

* When you set Signaling to ASAI, the Port is set to 8765. The Port value must match the
value used in the procedure Configuring AE Services on Communication Manager on
page 40.

* You must specify the ACE Server Name and Password and these values must match
the values used in the procedure Configuring Avaya ACE as an AE Services server on
Communication Manager on page 41.

« You must specify the CTI Link No and this value must match the value used in the
procedure Configuring a CTI link on Communication Manager on page 41.

* An Avaya ACE GUI session is open.
Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.

From the Type list, select Avaya Aura.

In the Name field, enter a name for the Avaya Aura service provider.

a kr 0N PE

Select the Disable check box to add the service provider in a disabled state.
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10.
11.
12.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for Avaya Aura® appears.

In the FQDN/IP Address field, enter the IP address of the Communication Manager
server.

Using the fully qualified domain name (FQDN) is not supported for the Avaya Aura
ASAI service provider.

In the Signaling list, select ASAL.

When you select ASAI, the Port is set to 8765, the Transport protocol is set to
TLS, and the Priority is set to 0.

If you want to set the Port value to a non-default value, enter the number in the Port
field.

Enter the ACE Server Name and Password.
Enter the CTI Link No.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Verifying the CTlI link status on Communication Manager

Before you begin

« A System Access Terminal (SAT) session must be open.

Procedure

1.
2.
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Enter status aesvcs cti-link.

On the AE Services Link Status window, locate the CTI Link number defined in the
procedure Configuring a CTI link on Communication Manager on page 41.

Under Service State, verify that the state is established.
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Configuring an Avaya Aura Foundation Toolkit service provider

Configuring an Avaya Aura Foundation Toolkit service

provider

Configuring an Avaya Aura Foundation Toolkit service provider procedures
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Navigation

« Activating a System Manager certificate on page 46

« Adding a Foundation Toolkit service provider on page 47

« Configuring a media server on Avaya ACE on page 49

 Configuring the Avaya Media Server on page 50

« Configuring Avaya ACE as a SIP Entity on Session Manager on page 51

 Configuring Communication Manager on page 52

Activating a System Manager certificate

Use this procedure to configure the Avaya ACE certificate on the Avaya System Manager for
secure TLS communication between Avaya ACE and Avaya Aura® System Manager.

You must be aware of the security certificate expiry date. Allowing a certificate to expire results
in loss of service. To check the certificate expiry date, see Checking the certificate expiry
date on page 235

Before you begin

* You must know the System Manager enroliment password. The System Manager
enrollment password is configured in the System Manager console under Home >
Services > Security > Certificates > Enrollment Password.

* An Avaya ACE GUI session must be open.
Procedure
1. On the Avaya ACE GUI menu bar, choose Security > Certificate Management >
System Manager Certificates.
2. Enter the System Manager IP address or fully qualified domain name (FQDN) in
the System Manager IP/FQDN field.

© Note:
For HA deployments, enter the FQDN of the floating IP.

3. Enter the System Manager enrollment password in the System Manager
Enrollment Password field.

4. Enter the FQDN of the Avaya ACE server that will receive the certificate in the
Common Name (CN) field. For example, ace.avaya.com

While entering the FQDN :
* Do not include the protocol specifier, for example, http://, in the common name
* Do not include any port numbers or pathnames in the common name

* Do not use wildcard characters such as "*' or '?'
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* Do not use an IP address

5. Click Configure.

Secure TLS certificates are exchanged between Avaya ACE and System Manager.
This may take a minute or so to complete. During this time you may be prompted
to log out and log back in to the Avaya ACE GUI.

6. Verify that the certificate configuration is successful. On the Avaya ACE GUI menu
bar, choose Security > Certificate Management > System Manager
Certificates.

The System Manager IP should now be grayed out and the Configure button
disabled.

Adding a Foundation Toolkit service provider

Before you begin

Administration

 You must identify the Session Manager. Avaya ACE supports three options when
provisioning an Avaya Aura® Foundation Toolkit service provider:

- For legacy Avaya Aura® deployments, you can specify the IP address of a single
Enablement Services (SES) server.

- You can specify a single Session Manager using an IP address or an FQDN. If using
an FQDN, the Session Manager must be defined on the DNS using a DNS service
(SRV) record. If the FQDN cannot be resolved when the service provider is added,
the provisioning is allowed but the service provider does not come into setrvice.

- You can specify a geo-redundant Avaya Aura® Session Manager deployment using
multiple IP addresses or a single FQDN. Up to 20 Session Managers can be defined.
If using an FQDN, the Session Managers must be defined on the DNS using a DNS
service (SRV) record. If the FQDN cannot be resolved when the service provider is
added, the provisioning is allowed but the service provider does not come into
service.

« You must have the port number used for signaling. For AVAYA_FT signaling, the default
is 5061. The port number may be different for each IP address.

« If multiple Session Managers are deployed in a geo-redundant configuration, you can set
a Priority for each Session Manager. Avaya ACE will always use the highest-priority
Session Manager that is currently available. Using the same priority for multiple Session
Managers is allowed but not recommended. When multiple Session Managers have the
same priority, Avaya ACE arbitrarily chooses one.

* The Avaya ACE static IP address (for standalone configurations) or floating IP (for high
availability configurations) must be in the Trusted Hosts list on the Session Manager (or
SES) server and the Perform Origination Processing checkbox must be cleared.

* An Avaya ACE GUI session is open.
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Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Avaya Aura.

In the Name field, enter a name for the Foundation Toolkit service provider.

a r NP

Select the Disable check box to add Foundation Toolkit in a disabled state.

© Note:

You can continue to update service provider configuration after it is added in the
disabled state. Disabling the provider only makes it unavailable to handle Web
service requests for the duration for which it is disabled. However, all
configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for Avaya Aura appears.

7. In the Signaling dialog box, perform one of the following actions.

* Select Provision FQDN and then enter the Session Manager FQDN in the
Fully Qualified Domain Name field. A request is sent to the DNS. For this
request to be successful, this DNS must contain a DNS service (SRV) record
that matches this FQDN.

Go to step 12.

* Enter the IP address of the Session Manager (or SES) server in the IP
Address field.

8. In the Port field, enter the port used for signaling.
9. Inthe Signaling list, select AVAYA_FT.

10. If multiple Session Managers are deployed in a geo-redundant configuration, set a
Priority value.

11. If multiple Session Managers are deployed in a geo-redundant configuration, click
Add and then specify the IP address, Port, Signaling and Priority values for each
Session Manager. When all Session Managers have been added, continue to the
next step.

12. Click Submit.
The Avaya ACE GUI adds Foundation Toolkit to the Service provider list.
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Configuring a media server on Avaya ACE

An Avaya Media Server is required if client applications make use of any Foundation Toolkit

media services.

© Note:

The Avaya Media Server must be dedicated to Avaya ACE.

Before you begin

* The Avaya Media Server is installed. See Avaya Media Server Installation (NN44471—

300).

* An Avaya ACE GUI session is open.

* You must know the values for the following configuration parameters.

Name

Description

Media Server Address

Enter the SIP URI for the Media Server used by the
Foundation Toolkit.

Example: sip:msml@engtest99.avaya.com:
5060 ; transport=tcp where 5060 is a sample port.

© Note:

If this field is left blank, the Foundation Toolkit runs
without the presence of a Media Server.

Proactive Monitoring Interval

Enter a time interval (in seconds) between each OPTIONS
message sent to the media server or Session Manager,
where the previous OPTIONS message received a
successful response.

The OPTIONS messages are used to monitor the status of
the media server and Session Manager.

The permitted range is 20 to 900 seconds. This value must
be greater than the Reactive Monitoring Interval.

The default value is 900 seconds

Reactive Monitoring Interval

Enter a time interval (in seconds) between each OPTIONS
message sent to the media server or Session Manager,
where the previous OPTIONS message received an
unsuccessful response.

The OPTIONS messages are used to monitor the status of
the media server and Session Manager.

The permitted range is 10 to 30seconds. This value must
be less than the Proactive Monitoring Interval.

The default value is 10 seconds.
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Procedure

1. On the menu bar, select Configuration and then Services.

2. In the navigation list on the left, expand ACE > <ACE network address> >
Services.

3. Under Services, select FoundationToolkit.
4. On the Foundation Toolkit page, enter the configuration information.
5. Click Submit.

Configuring the Avaya Media Server

An Avaya Media Server is required if client applications make use of any Foundation Toolkit
media services.

© Note:
The Avaya Media Server must be dedicated to Avaya ACE.

Before you begin

» The Avaya Media Server must be installed. See Avaya Media Server Installation
(NN44471-300).

* You must be able to log in to the Avaya Media Server Element Manager.

Procedure

1. Log in to the Avaya Media Server Element Manager.
2. Configure the SIP settings.

a. Click System configuration > Signalling Protocols > SIP > General
Settings.

b. Inthe Routing area, clear Enforce SIP Route Configuration.

c. Inthe Access Control area, clear Trusted Node Access Only and click
Save.

d. Inthe Avaya Media Server Element Manager, click System configuration >
Signalling Protocols > SIP > Domains and Accounts.

e. On the SIP Domains and Accounts page, add the domain hames required for
your network. For example, add domains such as example.com and
avaya.com.
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Configuring Avaya ACE as a SIP Entity on Session Manager

About this task

Provision the Avaya ACE™ server for client applications as SIP Entities with Session
Manager.

Procedure

1. In System Manager define a SIP Entity for Avaya ACE.

a. Click Routing > SIP Entities.
b. Click New.
c. On the SIP Entity Details page, create a new SIP Entity as follows:

In FQDN or IP Address, enter the Avaya ACE IP address or for an HA
deployment, the floating IP address.

Set Type to Other.

For information on the remaining fields on this page, see the System Manager
online Help system.

d. Click Commit to save the new SIP Entity.

2. In System Manager define a trusted Entity Link between Session Manager and the
Avaya ACE™ server.

a. Click Routing > Entity Links.

b. Click New.

c. On the Entity Links page, create a new Entity Link as follows:
In Name, enter a name for the link.

Set SIP Entity 1 to a suitable instance of Session Manager.
Set Protocol to TLS.

Set Port to the Session Manager TLS port (default 5061).
Set SIP Entity 2 to the Avaya ACE SIP Entity.

Set Port to the Foundation Toolkit Secure SIP port (5063).
Select Trusted.

For information on the remaining fields on this page, see the System Manager
online Help system.

d. Click Commit to save the new Entity Link.
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Configuring Communication Manager

About this task

Communication Manager Direct IP-IP Audio Connections must be disabled for signalling
groups using Foundation Toolkit services.

© Note:

This configuration is only required if Communication Manager participates in Foundation
Toolkit call flows. This configuration procedure requires experience of configuring
Communication Manager.

Media shuffling is not supported when using Communication Manager with Foundation
Toolkit. Therefore, the Direct IP-IP Audio Connections parameter should be set to N.

Communication Manager is by default configured with a Redirection on OPTIM Failure
(ROOF) value of five seconds, this value has been chosen such that it is suitable for use
within a call center environment. This relatively short time-out period can result in
Communication Manager prematurely sending a CANCEL. As such the Redirection on
OPTIM Failure (ROOF) value should be configured to be thirty two seconds.

Procedure

1. Log in to the Communication Manager server, for example using SSH or PUTTY.
2. Enter sat to start the Communication Manager command-line sat utility.

3. Enter change signaling-group xxxwhere xxx isthe number of a signalling group
using Foundation Toolkit services.

4. Set Direct IP-IP Audio Connections to n.
5. Press F3 to save the changes.

6. Enter change trunk-group xxxwhere xxx isthe number of the trunk-group using
the Foundation Toolkit services.

7. Switch to page 2 of the trunk-group and change the value of the Redirect On OPTIM
Failure field to 32000 (the value is in milliseconds).

8. Press F3 to save the changes.

9. Enter save tr to save the translations.

Configuring an Avaya Aura AST service provider

This section contains procedures to configure an Avaya Aura® Advanced SIP Telephony (AST)
service provider. The provider interface in this case is the Avaya Aura Session Manager. AST
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signaling allows support of SIP Out-of-Dialog (OOD) REFERS for call control and IMS
sequencing of Avaya ACE in the Session Manager. Avaya ACE communicates SIP via secure
TLS to the Avaya Session Manager. Only TLS transport between Avaya ACE and Session
Manager is supported for AST signaling.

The Avaya Aura AST service provider enables Avaya ACE to become a sequenced application.
An administrator can use Session Manager to configure Avaya ACE as an IMS sequenced
application for each SIP user that the ACE AST provider is monitoring. This means that Avaya
ACE will be included in the SIP signalling path of calls to and from these users. Being in the
signalling path enables Avaya ACE to monitor all calls, even if manually initiated.

Unlike the standard SIP Provider, the Avaya Aura AST service provider never originates an
OOD SIP INVITE to a user. For example, a makeCall request is implemented by sending a
SIP REFER to the calling party to request that they originate an INVITE to the called party. The
call control is first party rather than third party and for this reason, a route address should not
be configured on an AST service provider.

Prerequisites

* 96x1 endpoints must have the call forwarding feature assigned to the user in order for
Avaya ACE to record if the user is AST capable. Refer to the 96x1 feature guide for
details.

* The following line must be added to the 96X1 46xxsettings.txt file.
SET ENFORCE_SIPS_URI 0

This file is located on the HTTP file server used for endpoint configuration. Once edited,
the endpoints must be rebooted in order to download the new settings. Refer to the Avaya
R6.2 96x1 endpoint provisioning guide for details on how to edit the HTTP configuration
files.

Configuring an Avaya Aura AST service provider procedures

The following task flow shows you the sequence of procedures you perform to configure an
AST service provider.
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Navigation

« Activating a System Manager certificate on page 46

« Adding an Avaya Aura AST service provider on page 55

« Configuring a media server on Avaya ACE on page 57

 Configuring the Avaya Media Server on page 59

« Configuring RFC4579 conferencing on Avaya ACE on page 58

e Configuring the translation rules. For information on translation rules, see

- Translation rule fundamentals on page 237
- Translation rule configuration on page 243

- Translation rule management on page 257

« Configuring Avaya ACE as a SIP Entity on Session Manager on page 59

» Configuring Communication Manager on page 60

« Configuring user sequencing on page 61

Adding an Avaya Aura® AST service provider
Before you begin

* You must specify the service provider network address. Avaya ACE supports two options
when provisioning an Avaya Aura® AST service provider:

- You can specify a single Session Manager using an IP address or an FQDN. If using
an FQDN, the Session Manager must be defined on the DNS using a DNS service
(SRV) record. If the FQDN cannot be resolved when the service provider is added,
the provisioning is allowed but the service provider does not come into service.

- You can specify a geo-redundant Avaya Aura® Session Manager deployment using
multiple IP addresses or a single FQDN. Up to 20 Session Managers can be defined.
If using an FQDN, the Session Managers must be defined on the DNS using a DNS
service (SRV) record. If the FQDN cannot be resolved when the service provider is
added, the provisioning is allowed but the service provider does not come into
service.

 You must have the port values used for signaling. For AVAYA AST signaling with TLS
transport, the default TLS port on Avaya ACE is port 5065, and the default TLS port on
Session Manager is port 5061. Verify the TLS port number of the Session Manger through
the System Manager OAM GUI.

« If multiple Session Managers are deployed in a geo-redundant configuration, you can set
a Priority for each Session Manager. A lower number represents a higher priority.

Avaya ACE will always use the highest-priority Session Manager that is currently
available. Using the same priority for multiple Session Managers is allowed but not
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recommended. When multiple Session Managers have the same priority, Avaya ACE
arbitrarily chooses one.

* An Avaya ACE GUI session is open.

Procedure

a r NP

9.

10.

56 Administration

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.

From the Type list, select Avaya Aura.

In the Name field, enter a name for the Avaya Aura service provider.

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for Avaya Aura® appears.

In the Signaling list, select AVAYA_AST.

The Transport field is automatically set to TLS. The Session Manager Port field is
settp 5061. Ensure that this is the correct port for TLS communication to the Session
Manager.

In the Signaling dialog box, perform one of the following actions.

* Select Provision FQDN and then enter the Session Manager FQDN in the
Fully Qualified Domain Name field. A request is sent to the DNS. For this
request to be successful, this DNS must contain a DNS service (SRV) record
that matches this FQDN.

« Enter the IP address of the Session Manager (or SES) server in the IP
Address field.

If multiple Session Managers are deployed in a geo-redundant configuration,
set a Priority value.

If multiple Session Managers are deployed in a geo-redundant configuration,
click Add and then specify the IP address, Port, Signaling and Priority values
for each Session Manager. When all Session Managers have been added,
continue to the next step.

To support adding media to a call, such as with MakeCall to Media or
AddPartyMedia, select the Use Media Server check box.

Click Next.

November 2012
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The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Configuring a media server on Avaya ACE

Add a media server in order to be able to perform makeCall to an RFC#4240 media service
such as ANNC or to perform an AddPartyMedia. Note that unlike the standard SIP provider,
a media server is not used for conferencing services and therefore, the RFC#4240 address
CONF is not configured with the media server. In AST, endpoints will dynamically create their
own RFC#4579 conference using Communication Manager as the conference server.

The only call flow that requires an AST provider to create a conference is addParty. For this
API to be supported, the administrator must configure the address 4579CONF with the URI of
a conference factory (usually CM). For this call flow only, the provider will create the conference
and REFER participants to it before adding the new party. If conferencing is required, perform
the procedure Configuring Avaya ACE as a SIP Entity on Session Manager on page 59.

Before you begin
* The Avaya Media Server is installed. See Avaya Media Server Installation (NN44471—
300).
* You must know the IP address and domain name of the media server.
* An Avaya ACE GUI session is open.
Procedure

1. When you have completed performing the procedure Adding an Avaya Aura AST
service provider on page 55, if you selected the Use Media Server check box, the
Terminal Details fields are displayed.

In the Terminals window, in the Type field, select Media.

In the Name field, enter a name for the media server.

In the IP address field, enter the IP address of the media server.
In the Port field, enter 5060.

In the Transport field, select UDP.

Click Add.

Click Next.

© N o gk~ wDd

The Address details fields are displayed.
In the Type field, select Media.

9. In the Name field, select ANNC.
10. In the URI field, enter sip:annc@{<domain>}
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11.

12.
13.
14.

where <domain> is the domain name of the media server.

In the Terminals field, select the name of the media server terminal created in the
previous step.

Click Add.
Click Next.

Configuring RFC4579 conferencing on Avaya ACE

Use this procedure to configure RFC4579 conferencing with the Avaya Aura® Communication
Manager and keep Avaya ACE in the signaling path.

Before you begin

* You must know the IP address and domain name of Communication Manager.

* An Avaya ACE GUI session must be open.

O Note:

In order for R6.2 96x1 endpoints to interface with the Communication Manager
ConfFactory for transfer and conferencing, the Communication Manager IP must be added
to the SET CONFERENCE_FACTORY_URI line in the 46xxsettings. txt file. This file is located
on the HTTP file server used for endpoint configuration. Once edited, the endpoints need
to be rebooted in order to download the new settings. Refer to the Avaya R6.2 96x1 endpoint
provisioning guide for details on how to edit the HTTP configuration files.

Procedure

=
= O
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© ©o N o g~ wDd PR

On the ACE menu bar, select Configuration > Service Providers.

For the AST service provider you are configuring, click Terminals.

In the Type field, select Media.

In the Name field, enter tn4579CONF.

In the IP Address field, enter the IP address of Communication Manager.
In the Port field, enter 5061.

In the Transport field, select TLS.

Click Add.

For the AST service provider you are configuring, click Addresses.

In the Type field, select Media.

. In the Name field, select 4579CONF.
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12. In the URI field, enter the conference factory URI. For example,
sip:ConfFactory@tn4579CONF.com.

13. In the Terminals field, select tn4579CONF.
14. Click Done.

Configuring the Avaya Media Server

© Note:
The Avaya Media Server must be dedicated to Avaya ACE.

Before you begin

» The Avaya Media Server must be installed. See Avaya Media Server Installation
(NN44471-300).

« You must be able to log in to the Avaya Media Server Element Manager.

Procedure

1. Log in to the Avaya Media Server Element Manager.
2. Configure the SIP settings.

a. Click System configuration > Signalling Protocols > SIP > General
Settings.

b. Inthe Routing area, clear Enforce SIP Route Configuration.

c. Inthe Access Control area, clear Trusted Node Access Only and click
Save.

d. Inthe Avaya Media Server Element Manager, click System configuration >
Signalling Protocols > SIP > Domains and Accounts.

e. On the SIP Domains and Accounts page, add the domain hames required for
your network. For example, add domains such as example.com and
avaya.com.

Configuring Avaya ACE as a SIP Entity on Session Manager
Before you begin

* You must be able to log on to the System Manager console.

* You must verify the secure TLS port value on Avaya ACE (default port 5065) and the
Session Manager (default port 5061).
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Procedure

1. In System Manager, define a SIP Entity to represent the Avaya ACE domain

name.
a. On the System Manager console under Elements, click Routing.
b. Click Routing > SIP Entities.
c. Click New.
d. Inthe Name field, assign a name to the Avaya ACE entity.
e. Inthe FQDN or IP Address field, enter the Avaya ACE IP address or fully
qualified domain name (FQDN). For an Avaya ACE HA deployment, enter the
HA IP address or FQDN.
f. Inthe Type field, select SIP Trunk.
g. See the Session Manager online help for information on the remaining fields.
h. Click Commit.
2. In System Manager, define a trusted Entity Link between Session Manager and
Avaya ACE.
a. Click Routing > Entity LInks.
b. Click New.
c. Inthe Name field, enter a name for the link.
d. Inthe SIP Entity 1 field, select a Session Manager instance.
e. Inthe Protocol field, select UDP.
f. In the Port field, set the port number to any Session Manager UDP port. For

- oa

restrictions on UDP port numbers, see the latest release notes.

In the SIP Entity 2 field, select the SIP Entity defined for Avaya ACE in step 1.
In the Port field, set the port number to the Avaya ACE SIP port 5060.

Select Trusted.

Click Commit.

Configuring Communication Manager

These settings configure Communication Manager to act as a feature server, as required by
AST. This means that Communication Manager also acts as a sequenced application so that
it becomes a peer of Avaya ACE. When you set Endpoint Manager Transfer to Y,
Communication Manager allows the endpoint to take control of the transfer flow.

Before you begin
You must be able to log on tto the System Manager console.
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Configuring an Avaya Aura AST service provider

1. On the System Manager console, under Elements, click Communication
Manager.

2. Configure the Signaling Group.

a.

o

In the navigation tree on the left, select Network and then under Network,
select Signaling Groups.

In the Signalling Group List, identify the Session Manager group number
containing the Session Manager that Avaya ACE is communicating with and
the same far end domain, and then select the check box for that group.

Click Edit.
On page 1 of the Signaling Group form, configure the following settings.

* |IMS Enabled =Y
« Direct IP-IP Audio Connections =Y
« |nitial IP-IP Direct Media =Y

3. Configure the Trunk Group.

a.
b.

In the navigation tree on the left, under Network, select Trunk Group.

Inthe Trunk Group List, select the Session Manager group number containing
the Session Manager that Avaya ACE is communicating with.

Click Edit.

On page 4 of the Trunk Group form, configure Convert 180 to 183 for Early
Media = n.

4. Configure Feature - Related System Parameters.

a.

In the navigation tree on the left, select Parameters and then System
Parameters - Features.

Select the radio button for the CM100 System and click Edit.

On page 1 of the Feature-Related System Parameters form, configure Trunk-
to-Trunk transfer = all.

On page 19 of the Feature - Related System Parameters form, configure the
following settings.

* Direct IP-IP Audio Connections =Y
» SIP Endpoint Managed Transfer =Y

Configuring user sequencing

Avaya ACE is configured as a sequenced application in System Manager. It is added to
originating and terminating application sequences with the Avaya Aura® Communication
Manager feature server.

Administration
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Procedure

1
2
3
4
5
6
7
8

10.

11

62 Administration

. Log in to System Manager interface.

. Under Elements, select Session Manager.

. On left hand side of screen, select Application Configuration > Applications.
. Click New.

. Enter an application name.

. Under SIP Entity, select the Avaya ACE SIP entity created earlier.

. Click Commit.

. Create originating and terminating sequence vectors.

a. Application Configuration > Application Sequences.
b. Click New.

c. Enter a name for the originating sequence.

d

Under Available Applications, add Communication Manager, then add Avaya
ACE.

© Note:
Communication Manager must be first, and Avaya ACE second. If the order
is not correct, use the arrow buttons to change the order.
Click Commit.
Click New.
Enter a name for the terminating sequence.

Under Available Applications, add Avaya ACE and then Communication
Manager.

Sa ™o

© Note:

Avaya ACE must be first, and Communication Manager second. If the order
is not correct, use the arrow buttons to change the order.

i. Click Commit.

Under Users, select User Management > Manage Users, and then select your
SIP user.

Under Communication Profile for that user, scroll down to Session Manager
Profile. For Originating Application Sequence, select the originating sequence
you created above. For Terminating Application Sequence, select the terminating
sequence you created above.

. Click Commit.
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Configuring an Avaya Aura SIP service provider

Configuring an Avaya Aura SIP service provider

Configuring an Avaya Aura SIP service provider procedures

The following task flow show you the sequence of procedures you perform to configure an
Avaya Aura SIP service provider.
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 Configurations required on the Avaya Aura Communication Manager (in the section

Procedures common to both Avaya Aura SIP and TR/87 service provider configuration)

» Configuring Avaya ACE as a SIP Entity on Session Manager on page 66

 Configuring ACE as a trusted host on the SES on page
« Configuring Avaya ACE SIP trunk to SES on page 67

67

 Configurations required on the Session Manager on page 84 (in the section Procedures
common to both Avaya Aura SIP and TR/87 service provider configuration)

« Disabling Initial IP-IP Direct Media on page 68
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* Configuring secure TLS communication via automated certificate exchange with Avaya
System Manager

« Adding an Avaya Aura SIP service provider on page 68

» Adding a media terminal on page 227 (in the chapter Common service provider
configuration procedures)

» Adding the media addresses on page 228 (in the chapter Common service provider
configuration procedures)

« Configuring the route address on page 230 (in the chapter Common service provider
configuration procedures)

* Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

 Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Configuring Avaya ACE as a SIP Entity on Session Manager
Procedure

1. In System Manager, define a SIP Entity to represent the Avaya ACE domain
name.

a. Onthe System Manager console under Elements, click Routing.
Click Routing > SIP Entities.

Click New.

In the Name field, assign a nhame to the Avaya ACE entity.

In the FQDN or IP Address field, enter the Avaya ACE IP address or fully
qualified domain name (FQDN). For an Avaya ACE HA deployment, enter the
HA IP address or HA FQDN.

f. Inthe Type field, select SIP Trunk.
g. See the Session Manager online help for information on the remaining fields.
h. Click Commit.

2. In System Manager, define a trusted Entity Link between Session Manager and

®oo0 o

Avaya ACE.

a. Click Routing > Entity LInks.

b. Click New.

c. Inthe Name field, enter a name for the link.

d. Inthe SIP Entity 1 field, select a Session Manager instance.
e. Inthe Protocol field, select UDP.
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f. In the Port field, set the port number to any Session Manager UDP port. For
restrictions on UDP port numbers, see the latest release notes.

In the SIP Entity 2 field, select the SIP Entity defined for Avaya ACE in step 1.
In the Port field, set the port number to the Avaya ACE SIP port 5060.

Select Trusted.

Click Commit.

oo

Configuring ACE as a trusted host on the SES

If you are deploying a SIP solution with Avaya Aura® 5.2.1 with SIP Enablement Services
(SES), you must configure Avaya Agile Communication Environment™ (ACE) as a trusted host
on SES.

Configuring Avaya ACE SIP trunk to SES

If you are deploying a SIP solution with Avaya Aura® 5.2.1 with SIP Enablement Services
(SES), you must ensure the Avaya network meets the following ACE SIP trunk to SES
requirements:

« a SIP signaling group and SIP trunk group for integration with the SES already exist on
the Communication Manager and are configured according to standard guidelines

« you must provision an additional SIP signaling group and SIP trunk group where the far-
end domain name is removed and left blank

Inbound calls from Avaya ACE have a default from header with a domain name of avaya.com.
As there is now a domain mismatch, the existing SIP signaling and trunk group cannot handle
inbound calls and therefore all inbound Avaya ACE calls use the additional trunk. Outbound
calls use the existing configuration and route based on the dialed number.

To prevent session refresh collision when the Communication Manager sends a session
refresh Invite, make sure the two trunks have the following settings:

« Trunk groups: page 2

« Inbound trunk: Preferred minimum session refresh interval (sec) can be any value
between 90 and 1800. Value must be greater than the Preferred minimum session refresh
interval value for the outbound trunk.

« Qutbound trunk: Preferred minimum session refresh interval (sec) number must not be a
multiple of the inbound trunk setting to avoid session refresh collision. Value must be less
than the Preferred minimum session refresh interval value for the inbound trunk.

« Signaling groups

- Direct IP - IP Audio Connections: setto Y
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- IP Audio Hairpinning: setto N

Disabling Initial IP-IP Direct Media

Using direct IP-IP media is recommended for the Avaya ACE and Avaya Aura SIP integration
to minimize the usage of the DSP resources on the Avaya Aura Media Gateways under
Communication Manager’s control. Currently, the Initial Direct IP-IP Media setting is not
supported for the Avaya ACE integration with Avaya Aura SIP. The Initial Direct IP-IP Media
setting must be set to n for all Avaya Aura SIP services to interact properly with Avaya ACE.

Enabling Initial Direct IP-IP Media should be reviewed as an engineering option when
deploying the Avaya Aura and Avaya ACE solution into a customer environment.

Procedure

To disable Initial IP-IP Direct Media, the following Avaya Communication Manager
configuration parameter must be set.

In the signaling-group form for the signaling group handling calls to and from Avaya
ACE, with Direct IP-IP Audio Connections settoy, setthe Initial IP-IP Direct Media
parameter to n.

Adding an Avaya Aura® SIP service provider

68

Before you begin

* You must specify the service provider network address. Avaya ACE supports three
options when provisioning an Avaya Aura® SIP service provider:

- For legacy Avaya Aura® deployments, you can specify the IP address of a single SIP
Enablement Services (SES) server.

- You can specify a single Session Manager using an IP address or an FQDN. If using
an FQDN, the Session Manager must be defined on the DNS using a DNS service
(SRV) record. If the FQDN cannot be resolved when the service provider is added,
the provisioning is allowed but the service provider does not come into service.

- You can specify a geo-redundant Avaya Aura® Session Manager deployment using
multiple IP addresses or a single FQDN. Up to 20 Session Managers can be defined.
If using an FQDN, the Session Managers must be defined on the DNS using a DNS
service (SRV) record. If the FQDN cannot be resolved when the service provider is
added, the provisioning is allowed but the service provider does not come into
service.

* You must have the port number used for signaling. For SIP signaling, the default is 5061.
The port number may be different for each IP address.
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« If multiple Session Managers are deployed in a geo-redundant configuration, you can set
a Priority for each Session Manager. A lower number represents a higher priority.

Avaya ACE will always use the highest-priority Session Manager that is currently
available. Using the same priority for multiple Session Managers is allowed but not
recommended. When multiple Session Managers have the same priority, Avaya ACE
arbitrarily chooses one.

* An Avaya ACE GUI session is open.

Procedure

Administration

a r wnN e

6.

7.

10.

11.

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.

From the Type list, select Avaya Aura.

In the Name field, enter a name for the Avaya Aura service provider.

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

Click Continue.
The Service Providers window for Avaya Aura appears.

In the Signaling dialog box, perform one of the following actions.

* Select Provision FQDN and then enter the Session Manager FQDN in the
Fully Qualified Domain Name field. A request is sent to the DNS. For this
request to be successful, this DNS must contain a DNS service (SRV) record
that matches this FQDN.

Go to step 13 on page 70.

« Enter the IP address of the Session Manager (or SES) server in the IP
Address field.

In the Port field, enter the port used for signaling.
In the Signaling list, select SIP.

In the Transport list, select TLS or UDP.

The TLS Transport type uses a secure connection, and the UDP Transport type
uses an unsecure connection. The default Transport type is TLS.

If multiple Session Managers are deployed in a geo-redundant configuration, set a
Priority value.
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12. If multiple Session Managers are deployed in a geo-redundant configuration, click
Add and then specify the IP address, Port, Signaling and Priority values for each
Session Manager. When all Session Managers have been added, continue to the
next step.

13. To support media services with Third Party Call Control (v3), select the Use Media
Server check box.

14. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Configuring an Avaya Aura TR/87 service provider

The following task flows show you the sequence of procedures you perform to configure an
Avaya Aura TR/87 service provider.

You can configure the TR/87 service provider with or without advanced services. Configuring
an Avaya Aura TR/87 service provider with advanced services allows addition of media
processing support and additional SIP signaling servers where necessary.

Secure communications requirements for TR/87

The Avaya ACE supports secure connections to the AE Services using the Transport Layer
Security (TLS) protocol. TLS encrypts data sent over connections between the servers. To
secure communications from Avaya ACE to the AE Services server, you must have the
following:

« a trusted root certificate representing the Certificate Authority (CA) that signed the AE
Services server certificate

» a CA-signed ACE certificate presented by the ACE server to the AE Services server. You
must include the common name (CN) of the Avaya ACE certificate in the authorized hosts
list on the AE Services. This certificate must be signed by a trusted CA whose root
certificate is imported into the AE Services trusted certificate list.

« the unencrypted private key associated with the Avaya ACE certificate

For ACE high availability configurations, make sure that Avaya ACE certificates are created
based on the service provider interface floating IP address and the DNS record for this IP
address.

The procedures for configuring secure communications with AE Services are in the chapter
Configure secure communication with AE Services on page 89.
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Prerequisites
To enable connectivity between Avaya ACE and AE Services, the following ports must be open

» TCP to AE Services TR/87 port 4723 from Avaya ACE
* TCP to Avaya ACE on the secure SIP port 5061
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Configuring an Avaya Aura TR/87 service provider procedures
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Navigation

* AE Services TR/87 licensing requirements on page 74

 Configure secure communication with AE Services on page 89

» Configuring AE Services on page 75

 Configuring a dial plan on AE Services on page 75

« Disabling Initial IP-IP Direct Media on page 68 (in the section Procedures common to both
Avaya Aura SIP and TR/87 service provider configuration)

* Configurations required on the Avaya Aura Communication Manager (in the section
Procedures common to both Avaya Aura SIP and TR/87 service provider configuration)

 Configurations required on the Session Manager on page 84 (in the section Procedures
common to both Avaya Aura SIP and TR/87 service provider configuration)

» Adding an Avaya Aura TR/87 service provider without advanced services on page 76

« Adding an Avaya Aura TR/87 service provider with advanced services on page 86

« Adding a media terminal on page 227 (in the chapter Common service provider
configuration procedures)

» Adding the media addresses on page 228 (in the chapter Common service provider
configuration procedures)

« Configuring the route address on page 230 (in the chapter Common service provider
configuration procedures)

« Configuring the translation rules. For information on translation rules, see

- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

 Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

AE Services TR/87 licensing requirements

The TR/87 adapter used by Avaya ACE in conjunction with the AE Services server 5.2.2 is
licensed by way of a Unified Desktop entitlement license. Earlier releases of the AE Services
are not supported.

Customers who have purchased an Avaya Aura® Enterprise Edition (EE) license get a Unified
Desktop entitlement license as part of the EE license. The Avaya Aura® Standard Edition
license does not include the Unified Desktop license. However, customers can purchase the
Unified Communications Edition add-on package which includes the Unified Desktop
entitlement license.
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Customers on pre-Standard Edition or pre-Enterprise Edition license schemes who do not want
to migrate to this licensing model can purchase the AE Services Unified Desktop license as a
separate line item.

Verifying the licensing requirements
To verify the licensing requirements, do the following:

1. Onthe Application Enablement Services Management Console, choose Licensing
>WebLM Server Access.

2. Log into the WebLM server.
3. Choose Licensing Products > Application_Enablement.
4. Verify the number of Unified CC API Desktop Edition licenses.

One license is required for each session. Sessions are based on the originating
phone number of a call or phone which has requested Avaya ACE services.

Configuring AE Services
Procedure

1. Log in to the AE Services Management Console.

2. Ensure AE Services is communicating with Communication Manager.
Click Communication Manager > Switch Connections.

3. The ASAI Link Version must be set to 5 to ensure call forwarding is reported
properly.
Click AE Services > TSAPI > TSAPI Links.

4. Ensure the default TR/87 port is turned on.

a. Click Networking > Ports.
b. Inthe DMCC Server Ports section, make sure TR/87 Port is enabled.

Configuring a dial plan on AE Services

You must ensure that AE Services has a dial plan for converting from Avaya ACE E.164
numbers to extensions on the Communication Manager.

Procedure

1. Log in to the AE Services Management Console.

2. Access the dial plan settings for the appropriate communication manager switch
connection link:
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On the Communication Manager Interface, navigate to Dial Plan > Switch
Administration

3. Configure appropriate dial string lengths, and matching patterns for that system.

© Note:

This is only necessary if there are digit conversions to be done. For example,
removing or adding a ‘+' or digits.

Adding an Avaya Aura® TR/87 service provider without advanced
services

Before you begin

* You have the IP address of the Avaya Aura® Application Enablement Services server.
The AE Services IP address is the IP for the AE Services to serve the TR/87 requests.
This is the ethO interface defined during the AE Services install. Note that if you have the
URL for the AE Services Management GUI, the Management IP is the same as the AE
Services IP.

* You have the port number used for signaling.

* You must meet the secure communication requirements before adding a service
provider.

O Important:

You must configure secure communication between Avaya ACE and AE Services before
performing this procedure to add the service provider.

+ An Avaya ACE™ GUI session is open.
About this task

O Important:

If you change any of the certificate information for an existing Avaya Aura® TR/87 service
provider, you must either delete and re-add the service provider or restart Avaya ACE for
the change to take effect. See Restart the Avaya ACE application on page 307.

O Important:

If you change any of the certificate information for an existing Avaya Aura® TR/87 service
provider because the certificate expired, you may need to restart the AE Services.
Alternatively, after you enter the new certificate information for the Avaya Aura® TR/87
service provider, shutdown Avaya ACE for more than 30 minutes so that the AE Services
clears the denial of service with bad certificates from Avaya ACE.
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Procedure

a r NP

10.
11.

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.

From the Type list, select Avaya Aura.

In the Name field, enter a name for the Avaya service provider.

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

Click Continue.
The Service Providers window for Avaya appears.

In the Signaling dialog box, enter the IP address of the AE Services server in the
IP Address field.

In the Port field, enter the port used for signaling. For TR/87 signaling, the default
is 4723.

In the Signaling list, select TR87.
When you select TR87, the Transport protocol is set to TLS.

Make sure the Use Advanced Services check box is not selected.

Click Next.
The Avaya ACE OAMP GUI takes you to the next task in the service provider
configuration.

Configuring Avaya Aura TR/87 service provider with advanced

services

In order to configure an Avaya Aura® TR/87 service provider with advanced services, perform
the following steps:

Administration
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» Configure Communication Manager. For more information, see Configuring a SIP trunk
on Communication Manager on page 78.

 Configure Session Manager. For more information, see Configurations required on the
Session Manager on page 84.

» On Avaya ACE, add an Avaya Aura® TR/87 service provider with advanced services. For
more information, see Adding an Avaya Aura TR/87 service provider with advanced
services on page 86.

Configuring a SIP trunk on Communication Manager

Configure a call back trunk between the Avaya Aura® Communication Manager and Avaya
ACE.

O Note:
A call back trunk is a SIP trunk between the PBX and Avaya ACE.

For more information, see Administering Avaya Aura® Communication Manager Server
Options and Administering Avaya Aura® Communication Manager.

Before you begin
You must have a Communication Manager installed and configured as an evolution server.

About this task

There are several ways for setting up a call back trunk on your Communication Manager. the
following steps lists one such method.

Procedure

1. Ensure thatan AAR access code is provisioned. To add an AAR code, see Changing
feature access codes on page 79.

2. Add a network group with domain name set to the domain name of the Session
Manager. See Changing an IP network region on page 79.

3. Define a node name for the associated Session Manager . See Adding a hode
name on page 80.

4. Add a SIP signaling group. See Adding a SIP Signaling group.
Ensure you set the following fields:

* Set the Far-end Domain field to the domain name of the Session Manager.
 Set Far-end Node Name to the name you defined in the previous step.

* Set far-end Listen Port to 5060.

* Set the IMS Enabled? field to n.

5. Add a SIP trunk group. See Adding a SIP trunk group on page 82.
Ensure that you set the following fields:

78 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Configuring an Avaya Aura TR/87 service provider

» Group Number to the signaling group number you created in the previous
step.

* Group Type to sip.
* Service Type to tie.

6. Add a routing pattern. See Administering a route pattern on page 82.

7. Add a dial string. See Administering AAR on page 83.

Changing feature access codes
About this task
Use the change feature-access-codes command to add the feature access codes for AAR
and ARS.

© Note:

* #83 — Used for AAR access code.
* 9 — Used for ARS access code.

Procedure
1. On the Communication Manager interface, enter change feature-access-codes
command.

2. Inthe Auto Alternate Routing (AAR) Access Code field, enter an access code
(for example, #83).

3. Inthe Auto Route Selection (ARS) - Access Code 1 field, enter an access code
(for example, 9).

4. Submit the form.
The system displays the feature access code.

Changing an IP network region
About this task

Use the change ip-network-region command to add all appropriate IP address to node-name
mappings. Administer the IP network region that are referred to in the SIP signaling group to
Session Manager (defined later).

Procedure
1. On the Communication Manager interface, enter change i1p-network-region
X, where x is an IP network region number.

2. In the Authoritative Domain field, enter the name of the domain that the network
region is responsible for. For example, MyCompany.com.

3. Inthe Name field, enter a descriptive name. For example, Main_SM_NR.
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4. Submit the form.
The system updates the changes to IP network region.

O Note:

For detailed information on administration of IP network regions, see the
‘Administering IP network regions’ section of the Administering Network
Connectivity on Avaya Aura® Communication Manager, 555-233-504.

Adding a node name
About this task

Define a node name for the IP address of the Session Manager Security Module.
procr is the main Communication Manager server Processor Ethernet IP address.

Procedure

1. On the Communication Manager nterface, enter change node-names ip
command.

2. In the Name field, enter the name associated with the |IP address of the Session
Manager Security Module, that is, SM1HostName.

3. Inthe IP Address field, enter the IP address of the Session Manager Security
Module.

4. Submit the form.
The system adds the node name.

Adding a SIP signaling group
Add a SIP signaling group for each Session Manager Security Module in the system
configuration. Use the add signaling-group xcommand to add an IMS enabled signaling
group for each Session Manager SM100 in deployment. The IMS Enabled? field on this form
determines whether the Communication Manager server operates as a feature server or
evolution server.

Procedure
1. On the Communication Manager interface, enter add signaling-group next
command.
2. Note the value of the Group Number.

3. Inthe Group Type field, select sip. By default, the value of Group Type is I SDN-
PR1. If the system does not display sip in the Group Type field, select sip from
the drop-down menu and right-click to display the associated fields on the screen.

4. Do one of the following for IMS Enabled? field:
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11.

12.

13.

14.
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a. Toconfigure Communication Manager as a feature server, in the IMS Enabled?
field, select y.

b. To configure Communication Manager as an evolution server, in the IMS
Enabled? field, select n.

In the Transport Method field, select tls or tcp depending on whether the calls
to be run are secure calls.

In the Peer Detection Enabled? field, select y.

For ASM trunks, perform the following steps:

a. Setthe Peer Detection field to n.
b. Setthe Peer Server field to SM.

© Note:

Selecting the value of Peer Detection Enabled as y causes a message
interchange between Communication Manager and the connected SIP server.
The value for Peer Server changes to SM when the SIP signaling group is put
into service.

In the Near-end Node Name field, select procr .

In the Far-end Node Name field, enter the name of the Session Manager Security
Module.

In the Far-end Network Region field, enter the same Network Region number that
you used on the change ip-network-region.

In the Far-end Domain field, enter the domain name associated with Session
Manager.

In the Enable Layer 3 Test? field, select y. The system displays the Enable Layer
3 Test? field when you enter the value in Far-end Node Name field.

O Important:

If the value of Enable Layer 3 Test? field is selected as n, the Communication
Manager does not monitor the links. This test is required for trunks connected to
Session Manager. Maintenance software takes the trunks out of service if this
test is disabled.

In the Initial IP-IP Direct Media field, select y or n depending on the requirement
of the Direct Media feature.

To configure the Communication Manager as an evolution server, in the H.323
Station Outgoing Direct Media field, select y.

Submit the form.
The system adds the SIP signaling group.
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Adding a SIP trunk group
About this task

Add a SIP trunk group to the SIP signaling group using the trunk-group x command for call
routing from the Communication Manager server to Session Manager.

For the Numbering Format field in Step 10:
» Use public numbering for a trunk that gets ARS calls.
» Use private numbering for a trunk that gets SIP calls.

Procedure

1. On the Communication Manager interface, enter add trunk-group next.
2. Inthe Group Type field, enter sip.

3. Inthe Group Name field, enter the name of the Session Manager Security
Module.

Enter a TAC as per the dac added in the dial plan analysis table, that is, *110.
In the Direction field, enter two-way.

In the Service Type field, enter tie.

N oo g A

In the Signaling Group field, enter the SIP signaling group number that you added
earlier.

8. Inthe Number of Members field, enter the number of trunk group members. The
required limit of the number of members is up to 255.

9. Go to Page 3 of the trunk-group form.

10. If you will be using a private network, enter unk-pvt in the Numbering Format field.
Otherwise, enter Public.

11. Submit the form.
The system adds the SIP trunk group.

Administering a Route Pattern
About this task

Nonenterprise number route patterns are used for calls going to non-SIP phones. This type of
Route Pattern prepends a plus (+) to 11-digit calls from UDP/AAR and ARS to be routed to
Session Manager as 12-digit E.164.

Enterprise number route patterns are used for SIP phones only. This type of route pattern does
not insert any digits or a plus.

If multiple Session Managers exist in a deployment, multiple trunk groups can be specified in
the Grp No column. Use the next option in each LAR row corresponding to the trunk group
row numbers. This option allows calls to fail over to multiple trunk groups in the event of a trunk
failure.
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Procedure

1. For nonenterprise number routing, on the Communication Manager interface, do as
follows:

a. Inthe change route-pattern x field, enter the value of x where x is the number
of the route pattern.

b. Inthe Pattern Name field, enter a Route Pattern Name (for example,
TO_SM6).

c. Inthe Grp No field, enter the trunk group number for Session Manager which
you added earlier.

d. Inthe FRL field, enter O

e. Inthe Inserted Digits field, enter p so that a plus (+) is prepended to the
digits.

f.  Submit the form.
The system adds a route pattern for nonenterprise number routing.

2. For enterprise number routing, on the Communication Manager interface, do as
follows:

a. Inthe change route-pattern x field, enter the value of x, where x is the number
of route pattern.

b. Inthe Pattern Name field, enter a Route Pattern Name (for example,
SIP_PHONE_ONLY).

c. Inthe Grp No field, enter the trunk group for the Session Manager which you
added earlier.

d. Inthe FRL field, enter O.

e. Submit the form.
The system adds a route pattern for enterprise number routing.

Administering AAR
Use the change aar analysis x command to add appropriate entries for SIP station and non-
SIP station calls. AAR routes calls within a company over the company's private network.

In the following example, two entries are used:

« 11-digit numbers starting with 1 (non-SIP station calls) are sent to Route Pattern 10 to
have a plus (+) inserted before being routed to Session Manager.

« 5-digit numbers starting with 3 (SIP station extensions) are sent to Route Pattern 11 where
they are sent to Session Manager untouched.

1. On SAT, enter change aar analysis x command where x is an AAR table number.
In this example, the value of x is 0.

2. Enter information in the AAR table, as displayed in the following table:
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Dialed String Total | Total Route Call ANI Reqd
Min Max Pattern Type

1 11 11 10 aar n

3 5 5 11 aar n

3. Submit the form.

The system saves the information for SIP station and non-SIP station calls.

Configurations required on the Session Manager

You must configure the Session Manager to proxy the trunk on to Avaya ACE.

For PBX Call Back provisioning, if an AAR link is used on Communication Manager to provision
the SIP trunk to call back to ACE, make sure that the matching digits do not conflict with the
existing or default provisioning of AAR/ARS digit conversion on the Communication Manager.
To display the “AAR Digit Conversion” on Communication Manager, use the following SAT
command:

list aar digit-conversion
For more information, see Administering Avaya Aura® System Manager release 6.2.
Procedure

1. Add Avaya ACE as a SIP entity on Avaya Aura® System Manager and create an

entity link between Avaya ACE and Session Manager. For more information, see
Adding ACE as a SIP entity on page 51.

2. Create a dial pattern. See Creating a dial pattern on page 84.

3. Create a new routing policy on Session Manager and associate it to an existing dial
pattern or regular expression. For more information, see Creating a routing
policy on page 85

Creating a dial pattern

A dial pattern specifies which routing policy or policies are used to route a call based on the
digits dialled by a user which match that pattern. The originating location of the call and the
domain in the request-URI also decide how the call gets routed.

Session Manager matches these dialled digits after you apply any administered ingress
adaptation. Session Manager tries to match the request-URI of a request to a row in the dial
pattern table. The rows considered for the match are all rows where:
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» The domain in the dial pattern table matches the domain in the request-URI.

 The originating location in the dial pattern table row matches the originating location of
the request.

- If there are no rows matching the originating location, the originating location in the
table is set to -ALL-.

- If there was no originating location, the originating location in the table is set to —
ALL.

For ACE integration we use a simple dial pattern where we route calls to the CM based on
dialled number.

Before you begin

« An Avaya Aura® System Manager GUI session must be open.

« You must know the System Manager enrollment password. The System Manager
enrollment password is configured in the System Manager console under Home >
Services > Security > Certificates > Enrollment Password.

Procedure

1. Go to the Dial Patterns page on the System Manager console and click New.
2. Create a new dial pattern with the following values:

« Pattern set to the DN prefix associated with the call back trunk on Session
Manager.

» Minset to the FLEN value which is the number of digits that must be dialed
before the AE Services proceeds with the call, to avoid overlap dialing.

* Max set to the FLEN value.
* SIP Domain set to ALL.

Creating a routing policy
Use the Routing Policies page on the SMGR GUI to create and modify routing policies.

All routing policies together form the enterprise wide dial plan.
Routing Policies can include:

« Originating location of the caller

« Dialled digits of the called party

 SIP domain of the called party

* The actual time the call occurs

Optionally, instead of dialled digits of the called party and the SIP domain of the called party,
a regular expression can be defined.
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Depending on one or multiple of the inputs mentioned above, a destination where the call
should be routed is determined. Optionally, the destination can be qualified by deny, which
means that the call will not be routed.

Session Manager uses the data configured in the Routing Policy to find the best match against
the number or address of the called party.

Before you begin
You must be able to access the Avaya Aura® System Manager GUI.
About this task
Procedure
1. Select Routing Policies under Routing.
The Routing Policies screen is displayed.
Click New.
Enter a policy name and notes in the relevant fields in the General section.
Click Select under the SIP Entity as Destination section.

Select the required destination SIP entity for this routing policy and click Select.

o gk w N

If you need to associate the Time of Day routing parameters with this Routing Policy,
click Add from the Time of Day section.

7. Select the Time of Day patterns that you want to associate with this routing pattern
and press Select.

8. Enter the relative rankings associated with each Time Range. Lower ranking values
indicate higher priority.

9. Associate existing Dial Patterns or Regular Expressions with the Routing Policy:

a. Under Dial Patterns or Regular Expressions, click Add.

b. Selectadial pattern from the pattern list or a regular expression from the regular
expression list and click Select.

10. Click Commit.

Adding an Avaya Aura® TR/87 service provider with advanced services

86

Add an Avaya Aura® TR/87 network element as a service provider on Avaya ACE to enable
communications between the Avaya Aura®network element and Avaya ACE using the TR/87
protocol and with advanced services support. Advanced services adds SIP signaling on top of
TR/87. You can define multiple SIP signaling servers.

Before you begin

« You must have the IP address of the Avaya Aura® Application Enablement Services
server. The AE Services IP address is the IP for the AE Services to serve the TR/87
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requests. This is the eth0 interface defined during the AE Services install. Note that if you
have the URL for the AE Services Management GUI, the Management IP is the same as
the AE Services IP.

 You must have the port number used for signaling.

* You must meet the secure communication requirements before adding a service
provider.

O Important:

You must configure secure communication between Avaya ACE and AE Services before
performing this procedure to add the service provider.

» Configure a call back trunk on the SIP Enablement Services (SES) or Session Manager
server and ensure that you have the values for the associated DN prefix (PBX DN
Prefix) and number of digits the PBX expects (PBX FLEN). A call back trunk is a SIP
trunk between the PBX and Avaya ACE.

© Note:

For PBX Call Back provisioning, if an AAR link is used on Communication Manager to
provision the SIP trunk to call back to Avaya ACE, make sure that the “matching digits”
do not conflict with the existing (default) provisioning of AAR/ARS digit conversion on
the Communication Manager. To display the “AAR Digit Conversion” on
Communication Manager, use the SAT command list aar digit-conversion.
Access the Communication Manager SAT to verify the use of command syntax so that
users are not confused by improper syntax. For more information, see Administering
Avaya Aura® System Manager release 6.2.

» An Avaya ACE™ GUI session is open.
About this task

O Important:

If you change any of the certificate information for an existing Avaya Aura® TR/87 service
provider, you must either delete and re-add the service provider or restart Avaya ACE for
the change to take effect. See Restart the Avaya ACE application on page 307.

O Important:

If you change any of the certificate information for an existing Avaya Aura® TR/87 service
provider because the certificate expired, you may need to restart the AE Services.
Alternatively, after you enter the new certificate information for the Avaya Aura® TR/87
service provider, shutdown Avaya ACE for more than 30 minutes so that the AE Services
clears the denial of service with bad certificates from Avaya ACE.

Procedure

1. On the menu bar, choose Configuration and then Service Providers.
2. In the Service Providers window, click Add.

3. From the Type list, select Avaya Aura.
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5.
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11.
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14.
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In the Name field, enter a name for the Avaya service provider.

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for Avaya appears.

In the Signaling dialog box, enter the IP address of the AE Services server in the
IP Address field.

In the Port field, enter the port used for signaling. For TR/87 signaling, the default
is 4723.

In the Signaling list, select TR87.

When you select TR87, the Transport protocol is set to TLS.

To support advanced services, select the Use Advanced services check box.
Click Add.

To add additional SIP signaling servers, Inthe IP address field, enter the IP address
of the server.

In the Port field, enter the port used for signaling. For SIP signaling, the default is
5060.

Click Add.

Repeat steps 12 on page 88 through 14 on page 88 for every additional SIP server
you add.

In the PBX Call Back Details dialog box:

a. Inthe PBX Access Code field, enter the number to be dialed for external calls
(if required).

b. Inthe PBX DN Prefix field, enter the DN prefix associated with the call back
trunk on the Proxy server, SES, or Session Manager.

c. Inthe PBX FLEN field, enter the number of digits that must be dialed before
the AE Services proceeds with the call, to avoid overlap dialing.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Chapter 9: Configure secure
communication with AE
Services

Avaya Agile Communication Environment™ (ACE) supports secure connections to the Avaya Aura® AE
Services using the Transport Layer Security (TLS) protocol. TLS encrypts data sent over connections
between the servers. To secure communications from Avaya ACE to the AE Services server, you must
have the required certificates.

Once you have configured secure communication with AE Services, you must be aware of the security
certificate expiry date. Allowing a certificate to expire results in loss of service. To check the certificate
expiry date, see Checking the certificate expiry date on page 235.

On the AE Services server, you must:

< add a trusted CA certificate that signs the AE Services certificate

« add atrusted CA certificate that signs the ACE certificate (this might be the same certificate as above)
< add a CA-signed AE Services certificate

« add the ACE server certificate common name (CN) to the list of trusted hosts on AE Services

On Avaya ACE server, you must:

« add a trusted CA certificate that signs the AE Services server certificate
« add a CA-signed ACE server certificate
 update the SSL configuration to use the CA-signed ACE server certificate

If a Avaya Aura® System Manager is associated with the AE Server the Avaya Aura® System Manager
will act as the Certificate Authority.

To import an Avaya Aura® System Manager signer certificate in Avaya ACE, see Activating a System
Manager certificate on page 46.

In these procedures, a single, self generated CA certificate is used to sign both the ACE and AE Services
certificates.

O Important:

A third party CA certificate can be used in either PEM Base64 ASCII encoded format or binary DER
format when being imported through the ACE IBM Integrated Solutions console by selecting the
appropriate format from the pull down menu but is required to be in PEM Base64 ASCII encoded format
to be successfully imported into the AE Services server.
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TLS vl — SSL Handshake (RFC 2246)

Secure communication between ACE and the AE Services servers following the TLSvl SSL handshake
protocol. The table below shows the expected message exchange for a successful SSL handshake.

ACE AE Services
Client Hello —
«— Server Hello
Certificate
Certificate Request
Server Hello Done

In the Certificate message the AE Services server certificate and the signing CA certificate is sent to
ACE.

In the Certificate Request message all other CAs the AE Services has stored are sent to ACE in order
that ACE may find a certificate which has been signed by one of these CA certificates.

Certificate —
Client Key Exchange

Provided ACE finds a certificate signed by one of the CA certificates, ACE sends its server certificate
to the AE Services. The commonName (CN) in the ACE certificate is verified in the “Security->Host
AA-Trusted Host” list on AE Services.

Certificate Verify —
Change Cipher Spec —
Encrypted Handshake Message
[Finished]
— Change Cipher Spec
— Encrypted Handshake Message
[Finished]
Application Data —
— Application Data

Prerequisites to configuring secure communication with AE Services

* You have the required CA certificate(s) from the third party Certificate Authority (if applicable).
* You have the ability to sign certificate request by the third party CA (if applicable).

* You have access to the AE Services Management Console.

« You have administrative access to the ACE IBM Integrated Solutions Console.

 The following parameters must be set in the AE Services Management Console.

- On the Networking > Ports page, under DMCC Server Ports, the TR/87 Port 4723 is
Enabled.

- On the Security > Host AA > Service Settings page, for the TR/87 service, the Require
Trusted Host Entry check box is checked.
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- On the Status page, in the Services Summary table, for the DMCC Service and theTSAPI
Service, the State must be ONLINE and the Cause must be NORMAL.

Configuring secure communication with AE Services procedures

The following task flow shows you the sequence of procedures you perform to secure communications
with an Avaya Aura service provider. Note, however, that depending on the procedure, alternatives are

acceptable. For example, if you obtain a CA from a CA certificate provider, you do not need to generate
the certificate following the procedures in these documents.
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Creating a directory for the OpenSSL CA files
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Creating a directory for the OpenSSL CA files

Before you begin
You must be able to log in to ACE server as root user.

About this task

Create a directory for storing the OpenSSL certificate authority (CA) files. Perform all
subsequent OpenSSL operations for ACE from this directory.
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Procedure

Result

1.

Log in as root user on the ACE server. If this is an HA deployment, log in to
HostA.

. Go to the root directory. Enter:

cd /root

. Create an empty directory. Enter

mkdir CA

Change directories. Enter
cd CA

Adirectory /root/CA is created.

Creating an OpenSSL configuration file

About this task

Create a custom configuration file that defines the OpenSSL configuration settings to be used
with the other OpenSSL procedures.

Procedure

94  Administration

1.

Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA

. Create afile called openssl . conf that defines the OpenSSL configuration settings.

Enter the following details in the file.

HOME = .

RANDFILE = $HOME/.rnd

[reql

x509_extensions = v3_ca

distinguished_name = reg_distinguished_name
string_mask = nombstr

[ req_distinguished_name ]

countryName = CA
countryName_default
countryName_min = 2
countryName_max = 2
stateOrProvinceName = ON
stateOrProvinceName_default = Some-State
localityName = OTT

organizationName = Avaya
organizationName_default = Avaya
organizationalUnitName = ACE

commonName = ACE CA

commonName_max = 64

[ v3_ca 1

CA

November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Generating a CA certificate

basicConstraints = CA:TRUE

subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always, issuer:always
keyUsage = digitalSignature,cRLSign,keyCertSign

[ usr_cert ]

basicConstraints = CA:FALSE

subjectKeyldentifier = hash

authorityKeyldentifier = keyid, issuer

keyUsage = digitalSignature,keyEncipherment
extendedKeyUsage = clientAuth,serverAuth,msSGC,nsSGC
nsCertType = client,server

Generating a CA certificate

A trusted Certificate Authority (CA) certificate is required to sign the ACE and AE Services
server certificates. In these procedures, a common CA certificate can be used to sign both the
ACE and AE Services Server certificates.

Before you begin
You must know the following certificate values according to the system.

Parameter Description

subject The certificate distinguished name (DN). Make appropriate for your site.
For example, /IC=GB/ST=Berkshire/L=Maidenhead/O=Avaya/
OU=ACE/CN=aceserver.avaya.com

The parameters are described below.

C Two character country code

ST State

L City

@) Company

ou System or server

CN Common Name. Should indicate that the certificate is a
trusted CA certificate. For example ACE-AES CA.

number of days Number of days that the certificate is valid

O Note:
Usually, certificates are valid for 1 to 2 years.
ca.private.key This file contains the encrypted private key associated with the CA
certificate.
ca.crt This file contains the CA certificate.
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Procedure

1. Log in to the ACE server as root user.

2. Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA

3. Generate the CA certificate. Enter:
openssl req -new -x509 -subj "'<subject>" -days
<number_of_days> -newkey rsa:1024 -shal -keyout
ca.private.key -out ca.crt -config openssl._conf
For example:

openssl req -new -x509 -subj *"'/C=CA/ST=0ON/L=0TT/0O=Avaya/
OU=ACE/CN=ACE-AES CA" -days 1000 -newkey rsa:1024 -shal -
keyout ca.private.key -out ca.crt -config openssl.conf

4. At the prompt for a password, enter a password for the CA certificate private key.
This password is used in step 3 of the procedure Signing the ACE certificate
request on page 99.

Creating a certificate request on the AE Services

About this task
Create a server certificate request to obtain a server certificate for the AE Services.

At the end of this procedure, the certificate request is in the pending state. You must submit
the request to a certificate authority (CA) or sign it using OpenSSL.

O Important:

AE Services permits only one active server certificate at a time. If you install more than one
server certificate and restart AE Services, the AE Services will fail to initialize.

Procedure

1. Log on to the AE Services Management Console web pages.

2. From the AE Services navigation pane, click Security, Certificate Management,
and then Server Certificates.

3. On the Server Certificates page, click Add.

4. Onthe Add Server Certificate page, select aeservices for the Certificate Alias
field.
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Signing the AE Services certificate request

5. In the Certificate Key Parameters section, enter a certificate key password used
to lock the certificate key in the Password field.

6. Re-enter the password in the Re-enter Password field.

7. In the Certificate Request Parameters section, enter a Distinguished Name
(DN).
Make the certificate distinguished name (DN) appropriate for your site. For example,
C=CA,ST=0ON,L=0TT,0=Avaya,OU=ACE,CN=aesserver.avaya.com

The parameters are described below.

Parameter Description
C Two character country code
ST State
L City
@] Company
ou System or server
CN The AE Services server fully qualified domain name
(FQDN)
8. Click Apply.

The system generates a server certificate request in PEM format. The server
certificate request is in the pending state.

9. Save the PEM encoded certificate request into a file called aes.req in the ACE
server directory created to store the OpenSSL CA. Make sure that you include the
information contained within and including the header and trailer as follows:

<encrypted data>
————— END CERTIFICATE-—---

Signing the AE Services certificate request

This procedure creates a CA-signed AE Services server certificate.

Before you begin

The aes.req file, generated on the AE Services server in the previous procedure, is located
in the CA directory on the ACE server.

Procedure

1. Log in to the ACE server as root.
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2. Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA

3. Sign the certificate request. Enter:
openssl x509 -req -in aes.req -out aes.crt -CA ca.crt -CAkey
ca.private.key -days <number_of_days> -extfile openssl.conf -
extensions usr_cert -CAcreateserial

Parameter Description

number of days Number of days that the certificate is valid. This
certificate should expire before the CA certificate that is
signing it expires.

ca.private.key This file contains the CA certificate private key.

aes.crt This file contains the signed certificate.

The output is similar to the following:

Signature ok
subject=/CN=aesha.avaya.com/0O=Avaya/OU=AES/L=0ttawa/ST=0Ontario/C=CA

Getting CA Private Key
Enter pass phrase for ca.private.key:

4. At the prompt for a password, enter a password for the CA certificate private key.
You created this password when you generated the CA certificate.

Creating a certificate request on ACE

About this task
Create a server certificate request to obtain a server certificate for ACE.

At the end of this procedure, the certificate request is in the pending state. You must submit
the request to a certificate authority (CA) or sign it using OpenSSL.

Procedure

1. Log in to the ACE server as root.

2. Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA

3. Generate the certificate request. Enter the following command.
openssl req -new -subj "/C=CA/ST=0ON/L=0TT/0=Avaya/OU=ACE/
CN=aceserver.avaya.com"™ -newkey rsa:1024 -shal -nodes -keyout
ace.private.key -out ace.req -config openssl.conf
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The parameters are described below.

Parameter Description
C Two character country code
ST State
L City
0] Company
ou System or server
CN The ACE server fully qualified domain name (FQDN)

Signing the ACE certificate request

This procedure creates a CA-signed ACE server certificate.

Procedure

Administration

1. On the ACE server, go to the directory you created for storing the OpenSSL CA

files:
cd /root/CA

. Sign the certificate request. Enter:

openssl x509 -req -in ace.req -out ace.crt -CA ca.crt -CAkey
ca.private.key -days 500 -extfile openssl.conf -extensions
usr_cert -CAcreateserial

Parameter Description

number of days Number of days that the certificate is valid. This
certificate should expire before the CA certificate that is
signing it expires.

ca.private.key This file contains the CA certificate private key.

ace.crt This file contains the signed certificate.

The output is:

Signature ok

subject=/CN=aceserver .avaya.com/0=Avaya/0OU=ACE/L=0ttawa/ST=0Ontario/C=CA
Getting CA Private Key

Enter pass phrase for ca.private._key:
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3. At the prompt for a password, enter a password for the CA certificate private key.
You created this password when you performed the procedure Generating a CA
certificate on page 95.

Importing a CA certificate into AE Services

Before you begin

* You have the trusted CA certificate file (ca.crt) that was used to sign the ACE and AE
Services server certificates on the PC logged into the AE Services Administration web page.
The file must be in PEM-encoded format.

Procedure

1. Log on to the AE Services Administration web pages.

2. From the Application Enablement Services Management Console Web pages, click
Security, Certificate Management, and then CA Trusted Certificates.

3. On the CA Trusted Certificates page, click Import.

4. On the Trusted Certificate Import page, enter a label for the trusted certificate in
the Certificate Alias field.

5. Click Browse and select the file that contains the CA certificate to be imported.
6. Click Apply to import the certificate.

7. Click CA Trusted Certificates.
The certificate is added to the list of certificates on the Trusted Certificates page.

Importing the AE Services server certificate into AE
Services

Import the signed AE Services certificate into the AE Services.

Before you begin

You have the signed AE Services certificate file aes.crt on the PC logged into the AE
Services Administration web page.

100 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Add ACE as a trusted host on AE Services

Procedure

1.

Log on to the Application Enablement Services Management Console web
pages.

From the Application Enablement Services navigation pane, click Security,
Certificate Management, Server Certificates, and then Pending Requests.

. Onthe Pending Server Certificate Requests page, enable the check box next to the

certificate request alias and click Manual Enroll.
The Server Certificate Manual Enrollment Request page opens.

. On the Server Certificate Manual Enrollment Request page, click Import.

The Server Certificates Import page opens.

In the Certificate Alias field, enter the name of the server certificate you want to
import. Select aeservices from the list of certificate aliases.

. Click Browse and select the file that contains the certificate to be imported. For

example, aes.cert.

. Click Apply to import the AE Services certificate.

The certificate is added to the Server Certificates page.

From the Application Enablement Services navigation pane, click Security >
Certificate Management > Server Certificates and make sure that the certificate
status is valid.

Add ACE as a trusted host on AE Services

Add the Avaya ACE certificate as an authorized host on AE Services to allow Avaya ACE to
access AE Services.

Procedure

Administration

1.
2.

Log on to the Application Enablement Services Management Console web page.

From the Application Enablement Services navigation pane, click Security, Host
AA, and then Trusted Hosts.

3. On the Trusted Hosts page, click Add.

The Avaya ACE certificate common name (CN) is the ACE server FQDN. Enter the
CN in the Certificate CN field.

. Set the Service Type to TR/87.

Set the User Authentication Policy to Not Required.

. Set the User Authorization Policy to Unrestricted Host.
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11.
12.
13.
14.

. Click Apply Changes.
. On the Add Trusted Host page, click Apply to confirm the change.
10.

From the Application Enablement Services navigation pane, click Security, Host
AA, and then Service Settings.

Enable the check box for Require Trusted Host Entry.
Click Apply Changes.
On the Service Settings page, click Apply to confirm the change.

Click Trusted Hosts.
The Avaya ACE certificate is added as an authorized host on the AE Services.

Importing the AE Services CA certificate into ACE

About this task

If the AE Services certificate and the ACE certificate are signed by the same certificate authority
(CA), skip directly to Step 10 on page 102, otherwise perform all the steps in sequential

order.
Procedure
1. Log on to the Application Enablement Services Management Console web page.
2. From the Application Enablement Services navigation pane, click Security >
Certificate Management > Server Certificates.
3. Select the check box for the certificate with the Alias value aeservices and then
click View.
4. In the line beginning with Issuer:, record the CN= value.
5. From the Application Enablement Services navigation pane, click Security >
Certificate Management > CA Trusted Certificates.
6. Select the check box for the certificate containing the same Issued by: value as
the CN= value recorded in step 4.
7. Click Export.
8. Onthe Trusted Certificate Export page, copy the entire contents of the Certificate
PEM text box and paste it into a text file and save the file as aesca.crt.
9. Copy the certificate text file to the ACE server.
10. Loginto the ACE IBM Integrated Solutions Console. Open a web browser and enter

102 Administration

the URL https://<hostname>:9043/admin.
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11.

12.

13.
14.
15.
16.
17.

18.
19.
20.

Import the ACE server certificate into ACE

The administrative console loads and a window opens for your user ID and
password.

From the Integrated Solutions Console left pane, select Security and then SSL
certificate and key management.

In the SSL certificate and key management window, under Related Items, click
Key store and certificates.

In the table, click CellDefaultTrustStore.

Under Additional Properties, click Signer Certificates.
Click Add.

Enter the Alias . For example, AES_CA.

Enter the File name. You must specify the path to the CA certificate on the server.
For example, /root/CA/aesca.crt.

Specify the Data Type. For a pem file, chose Base64-encoded ASCII data.
Click Apply.
Click Save.

Import the ACE server certificate into ACE

About this task

This procedure assumes you have the certificate saved on ACE as ace.crt in PEM Base64
ASCII encoded format.

Procedure

1.
2.

Administration

Log in to the ACE server as root.

Go to the directory you created for storing the OpenSSL CA files:

cd /root/CA

Convert the PEM PEM Base64 ASCII encoded certificate to PKCS12 format. Enter
the command

openssl pkcsl2 -export -in ace.crt -inkey ace.private.key -name
"ACE Certificate"” -out ace.pl2

When prompted, enter a password. The password will be used later in this
procedure.

Log into the ACE IBM Integrated Solutions Console. Open a web browser and enter
the URL https://<hostname>:9043/admin.
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The administrative console loads and a window opens for your user ID and
password.

6. From the IBM Integrated Solutions Console left pane, select Security > SSL
certificate and key management.

7. On the SSL certificate and key management window, under Related Items, click
Key stores and certificates.

8. From the list of existing key stores and certificates, click CellDefaultKeyStore.
9. Under Additional Properties, select Personal Certificates.
10. On the Personal Certificates window, click Import .
11. From the Import window, select Key Store File.
12. Enter the location of the PKCS12 format file. For example, /root/CA/ace.pl2.
13. Enter the password created in step 4 and click Get Key File Aliases.
14. SetImported certificate alias to ACE Certificate.
15. Click Apply and then Save.

Configuring ACE SSL settings

Procedure

1. From the IBM Integrated Solutions Console left pane, select Security > SSL
certificate and key management.

2. On the SSL certificate and key management window, under Related ltems, click
SSL configurations.

3. Select the ACESpecific SSL settings.

4. In the properties window for the ACESpecific SSL settings, under Default server
certificate alias and Default client certificate alias, select the alias of the imported
certificate.

5. Click OK and then Save.
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Activating the certificates (standalone)

Activating the certificates (standalone)

Both Avaya ACE and AE Services server require an application level restart in order to pick-
up the new certificates. In order to ensure a successful SSL handshake, perform the following
steps:

1. Reboot the ACE host.
2. Restart AE Services.

Procedure

1. Restart the Avaya ACE application. See Restart the Avaya ACE application on
page 307.

2. While the Avaya ACE machine is rebooting, restart AE Services.

a. Open a web browser to the AE Services Management Console web page.
In the navigation pane on the left, select Maintenance.

Select Service Controller.

Click Restart AE Server.

Click Restart.

The restart process takes a few minutes.

®oo0co

Activating the certificates (HA)

Both Avaya ACE and AE Services server require an application level restart in order to pick-
up the new certificates. In order to ensure a successful SSL handshake, perform the following
steps:

1. Stop the Avaya ACE application.

2. Restart AE Services.

3. Restart Avaya ACE.

You stop the Avaya ACE™ application by restarting the WebSphere application server. For
Avaya ACE servers deployed in high availability (HA) configuration, do not use the WebSphere
administration console to restart the application server. In an HA deployment, administration
is performed using the aceadmin.sh tool.
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Perform this procedure on either the active or idle Avaya ACE server.

Before you begin
You must be able to log in as the root user ID.

O Important:

If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root

user.

Procedure

1. Stop the Avaya ACE application.

a.
b.

Log in to one of the Avaya ACE hosts as the root user.

Change directories. Enter

cd /opt/avaya/Zace/bin

Disable the cluster service and stop the application server. Enter
./aceadmin.sh disable

Verify that the cluster service is disabled. Enter

crm status

2. Restart AE Services.

®oo0o

Open a web browser to the AE Services Management Console web page.
In the navigation pane on the left, select Maintenance.

Select Service Controller.

Click Restart AE Server.

Click Restart.

The restart process takes a few minutes.

3. Restart Avaya ACE.

a.
b.
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Log in to one of the Avaya ACE hosts as the root user.

Change directories. Enter

cd /opt/avaya/ace/bin

Enable the cluster service and start the application server. Enter
./aceadmin.sh enable

Verify that the cluster suite is enabled. Enter

crm status
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Verifying certificate configuration

Verifying certificate configuration

Procedure

Administration

1.

N o g M w

Verify the CA certificate on ACE. Open a web browser and enter the following URL
to view the WebSphere administrative console: https://<hostname>:9043/
admin

The administrative console loads and a window opens for your user ID and
password.

In the navigation pane on the left, select Security , then SSL certificate and key
management.

Under Related Items select Key stores and certificates.
Select CellDefaultTrustStore.

Under additional Properties select Signer certificates.

Verify the CA certificate (ca.crt) exists in the list of certificates.

Verify the ACE server certificate. In the navigation pane on the left, select Security
and then SSL certificate and key management.

8. Under Related Items select Key stores and certificates.

9. Select CellDefaultKeyStore.

10.
11.
12.

13.
14.
15.

16.

17.
18.
19.
20.

Under additional Properties select Personal certificates.
Verify the server certificate (ace.pl2) exists in the list of certificates.

In the navigation pane on the left, select Security , then SSL certificate and key
management.

Under Related Items select SSL configurations.
Select ACEspecific.

Verify the ACE server certificate alias is selected for Default server certificate alias
and Default client certificate alias.

Verify the CA certificate on AE Services. Open a web browser to the AE Services
Management Console web page.

In the navigation pane on the left, select Security then Certificate Management.
Select CA Trusted Certificates.
Verify CA certificate (ca-crt) exists in the list of certificates

Verify the AE Services server certificate. In the navigation pane on the left, select
Security, then Certificate Management.
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21.
22.

23.
24,
25.

Select Server Certificates.

Verify the certificate (aes.crt) with aeservices alias exists in the list of
certificates.

In the navigation pane on the left, select Security, than Host AA.
Select Trusted Hosts.

Verify the commonName (CN) used in the ACE server certificate is in the list of
Trusted Hosts.

Configuring certificates for an additional AE Services

server

To configure communication between ACE and multiple AE Services servers, perform the
following procedures with each AE Services server:

 Importing a CA certificate into AE Services on page 100

» Add ACE as a trusted host on AE Services on page 101

« Configuring AE Services on page 75
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Chapter 10: AS 5300 service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Avaya Aura® Application Server
5300 (AS5300) service provider to provide web services and enable communications between Avaya ACE
client applications and an AS 5300 system.

For information on supported services through Avaya ACE, see Reference tables on page 291.

The Avaya Aura® Application Server 5300 (Avaya AS 5300) is a unified communications solution that
integrates IP telephony, multimedia conferencing, instant messaging (IM), presence, and other
collaboration tools for the enterprise market.

The Avaya AS 5300 combines SIP multimedia client applications and services with scalable interworking,
trunking, and routing services. The AS 5300 can integrate into the customer’s private branch exchange
(PBX) environment and migrate PBX clients to IP and next generation SIP services. Because SIP is an
open standard, Avaya AS 5300 inter-works with selected Avaya systems and third party products.

For more information related to the deployment of the Avaya AS 5300, see the following:

« Avaya Aura® Application Server 5300 Planning and Engineering (NN42040-200)
» Avaya Aura® Application Server 5300 Configuration (NN42020-500)
» Avaya Aura® Application Server 5300 Using the Provisioning Client (NN42020-112)

For more documents related to the Avaya AS 5300, see : Avaya Aura® Application Server 5300
Documentation Roadmap (NN42040-101)

Prerequisites

* You must be familiar with your current Avaya Aura® Application Server 5300 configuration.

* You must be familiar with the Avaya Media Server (MS) configuration if you are providing the Third
Party Call Control (v3) service through the AS 5300 service provider.

* You must be familiar with the service audit process on Avaya ACE. See Service audits on
page 27.

Avaya ACE" and AS 5300 interworking

To interwork with ACE, the Avaya Aura® Application Server 5300 system must be running
Release 2.0 or later software.
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Supported network configurations

The AS 5300 network element must meet the following configuration requirements to interact
with Avaya ACE:

» User accounts, profiles, and endpoints are created and properly provisioned.

« SIP signaling over UDP is configured to receive Avaya ACE traffic (SIP control
messages).

» The ACE host is defined as an informational element (trusted node) on the AS 5300
network element.

» The appropriate network data configuration and management parameters are defined on
the AS 5300 system. See Table 2: Avaya AS 5300 network data configuration and
management parameters on page 110.

To support Third Party Call Control (v3), you must configure an Avaya Media Server as a media
terminal on Avaya ACE. See Avaya Media Server on page 121.

Table 2: Avaya AS 5300 network data configuration and management parameters

Addresses IP address of the ACE host and associated logical
name
External nodes (trusted device) Device name = Logical name IP address = IP
address of ACE host
Informational elements Short and long name of the Avaya ACE host Node =
(configuration data) Name of node configured for the Avaya ACE host

Port = 5060 (SIP) Trusted = True Exempt Denial of
Service Protection = False SIP Transport type = UDP

Avaya Media Server

To provide media services, such as announcements, ringback tones, and multi-party calls with
Third Party Call Control (v3) through the AS 5300 service provider, you need a media terminal.
Within Avaya ACE, you must configure the Avaya Media Server (MS) as the media terminal.
See Installation of media processing support software on Avaya Media Server on page 297.

Translation rules requirements

As part of the AS 5300 service provider configuration on Avaya ACE, you must add the
translation rules for the AS 5300 network element. Each AS 5300 service provider requires at
least one calling party translation rule with a mandatory matching pattern.
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Translation rules requirements

To interwork with an AS 5300 network, Avaya ACE supports calling party rule configuration
based on a SIP domain, a range of DNs, or both. The Avaya ACE GUI provides support for
the configuration of simple and advanced translation rules. Advanced translation rules use
regular expressions.

Translation rules are applied to the URIs coming in with a web service request before the URIs
are passed to the network element. Translation rules manipulate a URI so that Avaya ACE can
route the URI back to the service provider.

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 11: AS 5300 service provider
configuration

Configure an Avaya Aura® Application Server 5300 (AS 5300) network element as a service provider on
the Avaya Agile Communication Environment™ (ACE) to enable communications between the AS 5300
and Avaya ACE™.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites to AS 5300 service provider configuration

« You are familiar with the content of AS 5300 service provider fundamentals on page 109.

* You have the IP address of the Avaya AS 5300 network element.
A supported Avaya AS 5300 configuration is deployed and operational in your network.
* You are familiar with translation rule requirements based on your network dial plan.

* You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

AS 5300 service provider configuration procedures

The following task flow shows you the sequence of procedures you perform to configure an AS 5300
service provider.
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Figure 3: AS 5300 service provider configuration

AS 5300 service provider configuration navigation

» Adding an AS 5300 service provider on page 115

» Adding a media terminal on page 227
» Adding the media addresses on page 228
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Adding an AS 5300 service provider

« Configuring the route address on page 230

e Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

« Configuring the order of service providers on page 231

Adding an AS 5300 service provider
Before you begin

* You must know the IP address of the Avaya AS 5300 network element.
* You must know the port number used for signaling.
« An Avaya ACE™ GUI session must be open.

About this task

Add an AS 5300 network element as a service provider on Avaya ACE to enable
communications between the AS 5300 and Avaya ACE.

Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Avaya Aura Application Server 5300.

In the Name field, enter a name for the AS 5300 service provider.

a r NP

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for AS 5300 appears.

7. Inthe Signaling dialog box, enter the IP address of the AS 5300 in the IP Address
field.

8. In the Port field, enter the port used for signaling. You can accept the default 5060
if applicable to your system.
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9.

10.

11.
12.

116  Administration

To support media services with Third Party Call Control (V3), select the Use Media
Server check box.

When you enable the Use Media Server option, the appropriate defaults are applied
and the remaining fields on the Signaling dialog box are disabled. Go to 10 on
page 116.

To subscribe for presence updates from the AS 5300, in the Presence Subscription
dialog box, select the Subscription check box.

In the Server list, ensure that Signaling Server is selected.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Chapter 12: CS 1000 service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Avaya Communication Server
1000 (CS 1000) service provider to provide web services and enable communications between Avaya
ACE" client applications and a CS 1000 network.

The Avaya CS 1000 is a server-based, full-featured IP PBX available for Avaya Enterprise Unified
Communications deployments. The CS 1000 system supports traditional public switched telephony
network (PSTN) as well as Session Initiation Protocol (SIP) and H.323 communications to provide the
benefits of a converged network and the support of advanced multimedia applications and services.

For information on supported services through Avaya ACE, see Reference tables on page 291.

CS 1000 knowledge requirements

Before integrating Avaya ACE with an Avaya CS 1000, ensure that you have a working knowledge of the
following :

* voice and data communications

* Voice over IP (VolIP) concepts and terminology, including the major components of VolP, signaling
standards and protocols, quality of service, or quality of experience technologies

 operating systems, including VxWorks and Linux

« CS 1000 platform hardware and software architecture, including transmission and terminal
equipment

» programming and provisioning skills for the CS 1000 system, customer, and telephone databases,
including data block hierarchy

» command line interface and Web-based interfaces, and generation or interpretation of printouts and
reports

» programming and provisioning skills for IP Peering Networking and the Network Routing Service
(NRS)

« dialing plans, including common types of dialing plans, syntax, reports, and printouts
« CS 1000 system, software, and applications engineering
For more information on deployment of the Avaya CS 1000, see:
« Avaya Communication Server 1000E Planning and Engineering (NN43041-220)
« Avaya Communication Server 1000E Installation and Commissioning (NN43041-310)

» Avaya Communication Server 1000 IP Peer Networking Installation and Commissioning
(NN43001-313)

« Avaya Network Routing Service Installation and Commissioning (NN43001-564)
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Prerequisites

* You are familiar with your current Avaya CS 1000 configuration.

* You are familiar with Avaya Media Server configuration if you are providing Third Party Call Control
(v3) service through the CS 1000 SIP service provider or a CS 1000 TR/87 service provider with
media services support.

« You are familiar with the service audit process on Avaya ACE. For more information, see Service
audits on page 27.

Navigation

* Avaya ACE and CS 1000 interworking on page 118
» Supported network configurations on page 119

» Avaya Media Server on page 121

« Translation rule requirements on page 122

Avaya ACE and CS 1000 interworking

Supported CS 1000 software releases

Avaya ACE release 6.2 requires the following CS 1000 release baseline software loads for
interworking with ACE.

For deployments using network routing service (NRS):
* CS 1000 Rel 7.0 with patches

Deployments using Session Manager:

* CS 1000 Rel 7.5 with patches

© Note:

For information on required CS 1000 software patches, see Avaya Agile Communication
Environment Release Notes (NN10850-019).

O Note:
Avaya ACE release 6.2 does not interwork with the following CS 1000 releases:
*45
*5.0
*55
*6.0
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Supported network configurations

Supported network configurations

Avaya ACE and CS 1000 require SIP connectivity, although the CS 1000 system supports
H.323 and SIP virtual trunking. The CS 1000 SIP-enabled system connects by way of a SIP
virtual trunk. Avaya ACE communicates with CS 1000 using standard SIP or SIP Computer
Telephony Integration (CTI) TR/87 protocol. Avaya ACE provides a service provider interface
to inter-operate with the CS 1000 using either SIP or TR/87 signaling and with or without a
media server.

Avaya Media Server is required to support Audio Call and Third Party Call Control (v3) Web
services.

For CS 1000 systems that support media services, configure a CS 1000 TR/87 service provider
with media services on ACE, to enable click-to-dial functionality for calls established through
the Third Party Call Control (v3) web service. In this case, TR/87 is required to control the
phone set that initiates the call, such that the CS 1000 can place the phone off-hook without
the call originator having to answer. A SIP trunk is configured on the CS 1000 to route the call
back to the ACE server, so that the Avaya ACE application can choose an appropriate SIP
endpoint to answer the call, for example, Avaya Media Server. This enables ACE to add media
services to a CS 1000 call either at call setup or as a new participant to an existing call.

For all calls initiated by Avaya ACE to CS 1000 softphones; whether triggered by Sametime
or any other application with call capabilities; the following conditions occur:

« Calling party scenario — If a CS 1000 softphone is logged out or not fully logged in to its
CS 1000 server when a user attempts to place a call, the call does not go through.
However, the ACE server sends a BUSY indication to the application, based on
information that the ACE server has from the CS 1000 at that time.

« Called party scenario — If a CS 1000 softphone is logged out or not fully logged in to its
CS 1000 server while the user is being called from another softphone, the call appears
to go through and rings as if both phones were logged in.

SIP client support

The following SIP clients are supported when using an Avaya ACE CS 1000 SIP service
provider to generate a B2BUA call from the SIP client.

» Avaya oneX client, 11xx/12xx series set (SIP firmware) registered against the CS 1000
SIPN ISM

« third party SIP clients registered against the CS 1000 SIP3 ISM

@ Note:
CS 1000 does not support the TR/87 control of SIP end points.
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Navigation
For the supported Avaya CS 1000 network configuration requirements, see the following:

» CS 1000 TR/87 service provider configuration requirements on page 120

« CS 1000 SIP service provider configuration requirements on page 120
« Avaya Media Server on page 121

CS 1000 SIP service provider configuration requirements

To support communications with Avaya ACE using standard SIP, the CS 1000 network element
must meet the following configuration requirements:

« The CS 1000 is SIP-enabled and supports SIP signhaling over UDP.

« SIP virtual trunking is configured to receive traffic (SIP control messages) from Avaya
ACE.

* The ACE server (IP address) is configured as a gateway endpoint (trusted node) on the
primary network routing service (NRS).

* The NRS entry for the ACE server specifies the following:
- static endpoint address (static IP address of the ACE host)
- SIP support type (static SIP endpoint)
- SIP transport type (UDP)
- SIP port (5060)
* Deployment of CS 1000 release 7.5 with Session Manager requires:
- SIP Entity for a Session Manager Instance
- SIP transport type (UDP)
- SIP Port

- Security Manager IP Address on Session Manager

CS 1000 TR/87 service provider configuration requirements

To enable communications with Avaya ACE and the CS 1000 network element using both TR/
87 and SIP protocols (for example, for Third Party Call Control (v3) click-to-dial calls), configure
a CS 1000 TR/87 service provider with advanced services. To enable advanced services, you

must configure an Avaya Media Server as a media terminal on Avaya ACE. See Avaya Media
Server on page 121.
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Avaya Media Server

The CS 1000 network element must meet the following configuration requirements:

« SIP virtual trunking is configured to receive traffic (SIP control messages) from Avaya
ACE.

« SIP Computer Telephony Integration (CTI) operations are configured on the CS 1000
system to allow third-party applications to control phone operations.

« The following packages are equipped:
- SIP 406 (SIP Package)
- MS_CONYV 408 (Multimedia Systems Convergence)

« Avirtual Application Module Link (AML) and Value Added Server (VAS) are configured
on the system.

* SIP CTl is configured and enabled on the CS 1000 IP Telephony Node.

» Phones are configured to support CTI operations (receive remote control messages).
Each phone configured for CTI operations requires an AST license.

* The ACE server (IP address) is configured as a gateway endpoint (trusted node) on the
primary network routing service (NRS).

* The NRS entry for the ACE server specifies the following:
- static endpoint address (static IP address of the ACE host)
- SIP support type (static SIP endpoint)
- SIP transport type (UDP)
- SIP port (5060)

* A SIP trunk is configured on the NRS to route incoming calls back to the ACE server
(where the static endpoint address of the SIP Gateway Endpoint is the IP address of the
ACE server).

* The name and IP address are defined on the CS 1000 IP Telephony node. Define the
static IP address for stand-alone configurations or floating IP address used for network
redundancy for high availability configurations.

* Deployment of CS 1000 release 7.5 with Session Manager requires:
- SIP Entity for a Session Manager Instance
- SIP transport type (UDP)
- SIP Port
- Security Manager IP Address on Session Manager

Avaya Media Server

To provide media services such as announcements, ringback tones, and multi-party calls with
Third Party Call Control (v3) through the CS 1000 SIP or CS 1000 TR/87service provider, you
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need a media terminal. Within Avaya ACE, you must configure the Avaya Media Server (MS)
as the media terminal. See Installation of media processing support software on Avaya Media
Server on page 297.

Translation rule requirements

As part of the CS 1000 service provider configuration on Avaya ACE, you must add the
translation rules for the CS 1000 network element. Each CS 1000 service provider requires at
least one calling party translation rule with a mandatory matching pattern.

To interwork with a CS 1000 network, Avaya ACE supports calling party rule configuration
based on a SIP domain, a range of DNs, or both. The Avaya ACE GUI provides support for
the configuration of simple and advanced translation rules. Advanced translation rules use
regular expressions.

Translation rules are applied to the URIs coming in with a web service request before the URIs
are passed to the network element. Translation rules manipulate a URI so that Avaya ACE can
route the URI back to the service provider.

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 13: CS 1000 service provider
configuration

Configure an Avaya Communication Server 1000 (CS 1000) network element as a service provider on
the Avaya Agile Communication Environment™ (ACE) to enable communications between CS 1000 and
Avaya ACE". Avaya ACE provides a service provider interface to inter-operate with CS 1000 network
elements using the TR/87 or SIP protocols.

For information on supported services through Avaya ACE, see:

« Avaya ACE and CS 1000 interworking on page 118

» Reference tables on page 291
Prerequisites to CS 1000 service provider configuration

* You are familiar with the content of CS 1000 service provider fundamentals on page 117.

« A supported CS 1000 configuration is deployed and operational in your network.
* You are familiar with translation rule requirements based on your network dial plan.

* You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

O Important:
If you have multiple CS1000 network elements configured with Avaya Aura® Session Manager as the
SIP Gateway, do the following:
* Provision a separate CS1000 service provider of the required signaling type, on Avaya ACE for
each CS1000 network element.

« While provisioning, enter the Avaya Aura® Session Manager IP address in the Signaling box for
all the providers. See the following procedures for more information on provisioning CS1000
service providers on Avaya ACE.

CS 1000 service provider configuration tasks

The following work flow shows you the sequence of tasks you perform to configure an Avaya CS 1000
SIP or TR/87service provider.
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Navigation for CS 1000 service provider configuration tasks

« Verifying CS 1000 baseline requirements on page 125

* Configuring a CS 1000 SIP service provider on page 128

« Configuring a CS 1000 TR/87 service provider on page 133
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Verifying CS 1000 baseline requirements

Verifying CS 1000 baseline requirements

The Communication Server 1000 (CS 1000) system must be installed, configured correctly,

and fully operational before integration with the Avaya Agile Communication Environment
(ACE).

Verify CS 1000 baseline requirements procedures

Verify CS 1000
| Baseline |
Requirements ~ /

Verify the release
information

l

Verify the patch
information

l

Obtain package
information

l

Obtain system
license information

l

( END

\

/
. Iy
. -

Navigation for verify CS 1000 baseline requirements procedures

« Verifying the release information on page 126

« Verifying the patch information on page 126
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* Obtaining package information on page 127

« Obtaining system license information on page 127

Verifying the release information

When deploying a solution, ensure that the system software issue and release meets the
minimum requirement for the solution.

Before you begin
Ensure that you have access to the Unified Communications Manager (UCM).

About this task

You can review the system issue and release from the CS 1000 Element Manager System
Overview page.

Procedure

1. Log in to the Unified Communications Manager (UCM).
2. Check the Release number of the CS 1000 Element Manager.

Verifying the patch information

Prior to the solution deployment, verify that the CS 1000 system is equipped with the latest
dependency list (DEPLIST), Product Improvement Patches (PEPSs), plug-ins, and patches.
These software components enhance product function between product releases. The
Enterprise Solutions PEP Library (ESPL) Web site maintains the latest DEPLIST, PEPs and
other software components. Download the software components from the ESPL Web site.

Before you begin
Ensure that you have access to the Unified Communications Manager (UCM).

About this task

Us the Software link of the System branch of the Element Manager navigator to perform
patching of the Call Server or the Media Gateway.

Procedure

1. Log in to the UCM.

2. Click Patches in the left hand tree view.
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3. You can download patches from the Avaya Enterprise Solutions PEP Library (ESPL)
Web site.https://support.avaya.com/espl.

Obtaining package information

Before you begin
Ensure that you have access to the Unified Communications Manager (UCM).

Procedure

1. Log into the UCM.
2. Click the CS1000 Element Manager.
3. Navigate to Tools > Logs and reports > Equipped feature packages
4. Verify that the following patches have been added:
e For a CS 1000 SIP system: SIP 406 (SIP Package)

e For a CS 1000 SIP (CTI/TR/87) system: SIP 406 (SIP Package) and
MS_CONYV 408 (Multimedia Systems Convergence)

Obtaining system license information

When deploying an Avaya ACE solution, ensure that the CS 1000 system has sufficient license
parameters to support not only the CS 1000 system and CS 1000 system users but also any
Avaya ACE applications to be deployed within the existing customer network.

*» Associated Set (AST) licenses are required for any terminal number (TN) that sends
Application Module Link (AML) events to a client application, for example:

- Meridian Link CTI applications such as Call Recording or Screen Pop/Desktop
Computer Telephony Integration (CTI).

- Some aspects of the Contact Center 6.0 suite of applications.
- Converged Office.

- ACE services that require CTI/TR/87 operations, for example, send remote call
control (RCC) messages and the ability to monitor a directory number (DN) for
Presence and call states.

« Virtual Trunks (SIP or H.323 IP Peer access ports) are required for any calls between CS
1000 peer systems.

- SIP IP Peer access ports are required for SIP virtual trunking.
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- H.323 IP Peer access is used for H.323 virtual trunking.

Before you begin
Ensure that you have access to the Unified Communications Manager (UCM).

Procedure

Log in to the UCM .
Click CS1000 Element Manager.
Navigate to Tools > Logs and reports > System License Parameters

A w0 NP

Verify that the following licenses have been added:

* SIP CTI: Configured based on the number of devices that need to be controlled
using TR/87.

* Associates Set (AST): Configured based on the number of monitor keys
required for Presence and Call states.

Configuring a CS 1000 SIP service provider

The Communication Server 1000 (CS 1000) SIP service provider is used for services where
Avaya Agile Communication Environment (ACE) facilitates calls between endpoints, from call
establishment to termination, for example, Third Party Call (v2), Hot Desking, Event Response
Manager, the Message Drop and Blast application programming interface (API), and selected
services in an IBM Sametime Integration solution.

This topic reviews CS 1000 configuration guidelines for the Avaya ACE™ services that use
SIP.

Resources
For supported services, see the following CS 1000 documents.
« Avaya Agile Communication Environment™ Administration (NN10850-005)
« IP Peer Networking Installation and Commissioning (NN43001-313)
« Software Input/Output Reference - Administration (NN43001-611)
* Avaya Communication Server 1000 Planning and Engineering (NN43041-220)
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Configuring a CS 1000 SIP service provider procedures
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* Verifying the number of SIP virtual trunks on page 131.

« Defining Avaya ACE as an NRS endpoint on page 144.

« Activating a configuration on page 145.
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* Configuring Avaya ACE as a SIP Entity on Session Manager on page 146

» Configuring CS1000 as a SIP entity on Session Manager on page 147

» Adding a CS 1000 SIP service provider on page 132

» Adding a media terminal on page 227 (in the chapter Common service provider

configuration procedures)

130 Administration

Comments? infodev@avaya.com

November 2012


mailto:infodev@avaya.com?subject=Administration

Configuring a CS 1000 SIP service provider

« Adding the media addresses on page 228 (in the chapter Common service provider
configuration procedures)

« Configuring the route address on page 230 (in the chapter Common service provider
configuration procedures)

» Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

» Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Verifying the number of SIP virtual trunks

Using virtual routes, you can assign common characteristics to trunks belonging to the same
route, for example, zone to use for bandwidth management, associated node ID data for data
networking purposes. A route can contain one or more trunks. You can build or review routes
using Element Manager. Virtual routes for Avaya ACE services are typically configured based
on the number of concurrent calls. However, an individual customer evaluation is required prior
to any deployment to identify actual customer requirements.

Before you begin

Ensure that you have:
» Access and are able to log in to UCM.
» CS 1000 element manager configured.
« A SIP gateway configured.

Procedure

Log in to the UCM.

Click Element Manager.

Click Routes and Trunks.

On the Routes and Trunks page, expand the required customer number.

From the resulting drop down list, expand the required route number.

o 0k~ w NP

Ensure that the system has sufficient number of trunks configured.

O Note:

To configure virtual trunks, see SIP Line Fundamentals Avaya Communication
Server 1000 (NN43001-508).
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Adding a CS 1000 SIP service provider

Before you begin

« Based on the CS 1000 configuration, you must have defined the Network Routing Service
(NRS) or Session Manager as a SIP gateway. You must know the IP address of the NRS
or Session Manager.

* You must know the port number used for signaling.

» An Avaya ACE™ GUI session must be open.
About this task

Add an Avaya CS 1000 SIP network element as a service provider on Avaya ACE to enable
communication between ACE and CS 1000 using the SIP protocol.

Procedure

1.

On the menu bar, choose Configuration and then Service Providers.
The Service Providers window appears.

. Click Add.

The Service Provider dialog box appears.

3. From the Type list, select Avaya Communication Server 1000 (CS 1000).

In the Name field, enter a name for the CS 1000 service provider.

5. Select the Disable check box to add the service provider in a disabled state.

10.

132 Administration

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click continue

The Service Providers window for CS 1000 appears.

In the Signaling box, enter the IP address of the Network Routing Service (NRS)
or Session Manager Security Module in the IP Address field.

In the Port field, enter the port used for signaling. Accept the default 5060 if
applicable to your system.

In the Signaling list, select SIP.

To support media services with Third Party Call Control (v3), select the Use Media
Server check box.
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Configuring a CS 1000 TR/87 service provider

When you enable the Use Media Server option, the appropriate defaults are applied
and the remaining fields on the Signaling dialog box are disabled. Go to 11 on
page 133.

11. Click Next.
The ACE GUI takes you to the next task in the service provider configuration.

Configuring a CS 1000 TR/87 service provider

Using the Avaya Communication Server 1000 (CS 1000) TR/87 service provider, you can
enable Avaya ACE to control a Computer Telephony Integration (CTI) capable terminal on the
CS 1000 system. This solution supports telephony and other services such as click-to-dial, call
notification, presence, remote call control (RCC), Hotdesk Registration, and selected services
within Avaya ACE and IBM Sametime integrated solution.

Resources
For supported services, see the following CS 1000 documents.
« Avaya Agile Communication Environment™ Administration (NN10850-005).
« IP Peer Networking Installation and Commissioning (NN43001-313)
« Software Input/Output Reference - Administration (NN43001-611)
* Avaya Communication Server 1000 Planning and Engineering (NN43041-220)
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Configuring a CS 1000 TR/87 service provider procedures
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« Configuring SIP CTI services on page 138

« Enabling ELAN on page 140

« Verifying SIP route configuration on page 140

* Configuring IP phones for SIP CTI (TR/87) on page 140

« https://avaya.astoriaondemand.com/astoria/UC Platforms/ACE/R6.2/NN10850-005/
CS1000SIPEnNtityOnSessionManager.dita

 Configuring CS1000 as a SIP entity on Session Manager on page 147
» Adding a CS 1000 TR/87 service provider on page 141
» Adding a CS 1000 TR/87 service provider with advanced services on page 142

» Adding a media terminal on page 227 (in the chapter Common service provider
configuration procedures)

» Adding the media addresses on page 228 (in the chapter Common service provider
configuration procedures)

 Configuring the route address on page 230 (in the chapter Common service provider
configuration procedures)

» Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

« Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Adding an application module link

An application module link (AML) path is required to provide access to the call server telephony
functions. Using an AML path, internal applications can communicate with the call server by
exchanging messages. You can configure the AML communication over a dedicated MSDL
card or over the ELAN.

About this task

The Ethernet AML is the main interface that supports call control requests from SIP CTI Clients
and the CS 1000 system.

Use this procedure to check if the CS1000 system is already set up for CTI services.

O Important:

You must configure the Ethernet AML for Avaya ACE™, even if the AML is already configured
for a different application
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Procedure

1. Log in to the UCM.

2. Click CS1000 Element Manager.

3. On the left hand tree view, click Interfaces > Application Module Link.
4

. Check the port number associated with CTI. Ensure that the port number is 32 or
higher.

Ports 0—31 are reserved for other functions. Therefore, assign an available virtual
port, 32 or higher. For a small CS1000 system, the link number should be between
32 through 47 (inclusive) and for a large CS1000 system, the link number should
be between 32 through 127 (inclusive).

5. If there is no port number assigned to CTI, click Add.
6. In the Port number field, enter a number 32 or higher.

7. In the Description field, enter a suitable description for the AML, for example,
CTL.

8. Select the Link control system parameters check box to enable the Maximum
octets list.

9. From the Maximum octets list, select the maximum number of octets for each High
level Data Link Control (HDLC) frame. (The default is 512).

10. Click Save.

Adding a value added server

You must define one value added server (VAS) for each configured AML.

About this task

Because Ports 0-31 are reserved for other functions, assign an available virtual port numbered
32 or above. The port assignment for the AML and the VAS may match, but the matching is
not a requirement. However, the responses to ELAN and VSID prompts must match.

You must configure a VAS for Avaya ACE even if it is already configured for a different
application.

Use the following procedure to associate a Value Added Server (VAS) with AML over ELAN.

Procedure

1. Log in to the Unified Communications Manager (UCM).
2. Click the CS1000 Element Manager.

3. On the left hand tree view, click Interfaces > Value Added Server.
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4. Click Add > Ethernet LAN Link
5. Inthe Value Added Server ID field, enter a number 32 or higher.

6. Inthe Ethernet LAN Link field, enter a number greater than or equal to 32.
The ELAN port configured in ADAN must be greater than or equal to 32.

7. Ensure the Application Security check box is cleared.
8. Ensure that the Interval field is set to 1.

9. Ensure that the Message Count Threshold field is 9999.
The range is 10 through 9999 and the default value is 9999.

10. Click Save.

Configuring SIP CTI services

138

Using SIP CTI (TR/87) services on the CS 1000 Telephony nodes, applications can send
control messages to CS 1000 terminal devices, such as IP phones, to obtain presence
information or invoke a make call operation.

A node is defined as a collection of signaling servers and voice gateway media cards. Each
node in the network has a unique Node ID.

Before you begin
Ensure that you have:
* access to UCM.
 SIP CTI services enabled and configured.
You must know the value for the following configuration variables.

A\ caution:

The SIP CTI parameter values must match those defined in the CS 1000 system. Since
these parameters vary from customer-to-customer, you must know the engineered dialing
plan values of the customer in advance before you attempt to define SIP CTI parameters.
For example, you must know if any prefixes are used, as well as the type of dialing plan.

Parameter Value
SIP CTI Service Select the Enable CTI service check box.
[+ Note:

You must reboot the Signaling Server. As the server is out of
service during the reboot, reboot the server at a time that does

not impact service.
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Parameter Value

TLS Service Enabled Disable. After a system reboot, review this setting again. You
may have to disable this again.

Customer Number Enter the number used for the customer, for example, O.

Maximum Associations per | Select a number between 1 and 10.
DN

Place International Calls Enable if applicable.
Within This Country As
National Calls

National Prefix Enter number according to dialing plan, as appropriate.
International Prefix
Location Code Call Prefix
Special Number Prefix
Subscriber Prefix

Dialing Plan Select the dialing plan for your engineered system, for
example, CDP.

Calling Device URI format | Select phone-context=<SIP URI Map Entries>.

Home Location Code Enter the number according to dialing plan, as appropriate.
Country Code (CCC)
Area Code (Area Code)
Number of Digits to Strip
and Prefix to Insert

Procedure

Log in to the UCM.

Click CS1000 Element Manager.

On the left hand tree view, click IP network > Nodes:Servers, Media Cards.
Click node which has SIP.... displayed.

On the Node Details page, click Gateway(SIPGw)

o 0k~ w NP

Scroll down to the SIP Gateway Services section.
Enter the SIP CTI configuration values.

Click Save.

8. Follow the onscreen prompts to reboot the signaling server.
You must reboot of the signaling server in order to enable CTI services.

N
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Enabling ELAN

Before you begin
Ensure that you:
ecanlogintoa UCM
« have a Network Routing Service Manager configured

Procedure
1. In the left pane directory tree of the Element Manager, navigate to System >
Maintenance.
2. Select select by Overlay.

3. Select LD 48
The system displays the Select Group window.

4. Select AML diagnostics.
5. Select the ENL ELAN command and click Submit.

Verifying SIP route configuration

Use the command line interface (LD 16) or Element Manager to verify that the Network Calling
Name Allowed (NCNA) and Network Call Redirection (NCRD) are allowed.

Configuring IP phones for SIP CTI (TR/87)

Phones are programmed and printed on an individual basis in linked LDs 10/11/20 or using a
supported system management application such as Telephony Manager.

Function Description Required Actions
Class of Determines the calling | . Make sure that Remote Call Control is allowed
Service (CLS) | options and features (T87A). By default, this feature is denied
available to the ((T87D).
telephone.

» Make sure that Converged Desktop Multimedia
feature is Restricted (CLS = CDMR). CMDR is
the default.
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Function Description Required Actions

Associated Defines key number to| . Make sure that a Single Call Ringing (SCR) key

Set (AST) be used as the monitor|  nymper is assigned, for example, 00 for Key 0.
key. You cannot chose just any key. Some keys are

pre-assigned or reserved for other features.

« Each terminal number requires one AST.

KEY Defines telephone « Make sure that the mnemonic MARP appears
fungnon key by Key 0, the primary directory number (DN) for
assignments the phone.

» The Multiple Appearance DN Redirection Prime
(MARRP) tells the system which TN (phone)
configuration to use for call redirection
purposes, for example, where to route a call in
a busy situation.

Adding a CS 1000 TR/87 service provider

Add an Avaya CS 1000 TR/87 network element as a service provider on the Avaya ACE to
enable communications between the Avaya CS 1000 element and the Avaya ACE using the
TR/87 protocol and without advanced services support.

Before you begin

* Based on the CS 1000 configuration, you must have defined the Network Routing Service
(NRS) or Session Manager as a SIP gateway. You must know the IP address of the NRS
or Session Manager.

* You must know the port number used for signaling.
« An Avaya ACE™ GUI session must be open.

Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Avaya Communication Server 1000 (CS 1000).

In the Name field, enter a name for the CS 1000 service provider.
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Select the Disable check box to add the service provider in a disabled state.

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.
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10.
11.

12.

13.

14.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for CS 1000 appears.

In the Signaling box, enter the IP address of the Network Routing Service (NRS)
or Session Manager Security Module in the IP Address field.

In the Port field, enter the port used for signaling. Accept the default port 5060, if
applicable to your system.

In the Signaling list, select TR/87.
When you select TR87, the Transport protocol is set to UDP and the field is
disabled.

Make sure that the Use Advanced services check box is not selected.

For networks with multiple systems (for example, an IP Peer Network), in the CS
1000 HLOC field, enter a one to seven-digit Home Location Code (HLOC) for the
CS 1000, and click Add.

To remove an existing HLOC, select a HLOC from the CS 1000 HLOC box and then
click Remove.

Select the Use CS 1000 Domain Name check box. You must specify a CS 1000
domain name (which Avaya ACE appends to the outgoing TR/87 messages) so that
messages can be routed to the appropriate node on the CS 1000.

In the Domain Name field, enter the CS 1000 domain name. This domain name
must be provisioned in the NRS on the CS 1000.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Adding a CS 1000 TR/87 service provider with advanced services

142

Add an Avaya CS 1000 TR/87 network element as a service provider on the Avaya ACE to
enable communications between the Avaya CS 1000 element and the Avaya ACE using the
TR/87 protocol and with advanced services support.

Before you begin

* Based on the CS 1000 configuration, define the Network Routing Service (NRS) or Avaya
Aura® Session Manager as a SIP gateway. You must know the IP address of the NRS or
Session Manager.

« Configure the call back trunk to ACE on the NRS or Avaya Aura® Session Manager server
and obtain the values for the associated DN prefix and number of digits the PBX
expects.
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* Obtain the port number used for signaling.

« Open an Avaya ACE™ GUI session.

Procedure

Administration
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10.

11.

12.

13.

14.

On the menu bar, choose Configuration and then Service Providers.

In the Service Providers window, click Add.

From the Type list, select Avaya Communication Server 1000 (CS 1000).
In the Name field, enter a name for the CS 1000 service provider

Select the Disable check box to add the service provider in a disabled state.

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for CS 1000 appears.

In the Signaling box, enter the IP address of the Network Routing Service (NRS)
or Session Manager Security Module in the IP Address field.

In the Port field, enter the port used for signaling. Accept the default port 5060 if
applicable to your system.

In the Signaling list, select TR/87.
When you select TR87, the Transport protocol is set to UDP and the field is
disabled.

For advanced services support, In the Address pane, select the Use Advanced
services check box.

For networks with multiple systems (for example, IP Peer Network), in the CS 1000
HLOC field, enter a one to seven-digit Home Location Code (HLOC) for the CS
1000 and then click Add.

To remove an existing HLOC, select an HLOC from CS 1000 HLOC box and then
click Remove.

Select the Use CS 1000 Domain Name check box. You must specify a CS 1000
domain name (which Avaya ACE appends to the outgoing TR/87 messages) so that
messages can be routed to the appropriate node on the CS 1000.

In the Domain Name field, enter the CS 1000 domain name. This domain name
must be provisioned in the NRS on the CS 1000.

In the PBX Call Back Details window, enter the number to be dialed for external
calls (if required) in the PBX Access Code field.
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15. In the PBX DN Prefix field, enter the DN prefix associated with the call back trunk
on the CS 1000.

16. In the PBX FLEN field, enter the Flexible Length value for the route.

17. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Procedures common to both CS 1000 SIP and TR/87 service
provider configuration

The procedures in this section are common to both the CS 1000 SIP and TR/87 service
provider configuration task flows.

Defining Avaya ACE as an NRS endpoint

You must add Avaya ACE™ as a SIP endpoint in the Network Routing Service (NRS). The NRS
provides routing services to both SIP and H.323-compliant devices. Using NRS customers can
manage a single network dialing plan for SIP, H.323, and mixed SIP/H.323 networks.

You must define the Avaya ACE host in the CS 1000 IP Telephony Node. A node is defined
as a collection of signaling servers and voice gateway media cards. Each node in the network
has a unique node ID.

Before you begin
Ensure that you have:
* access to the UCM.
« CS 1000 Element manager configured.
» the NRSM configured.
You must know the value for the following configuration variables.

Variable Description
Endpoint Name IP address of ACE
Description Suitable description
Trust Node Select the check box
Static endpoint address IP address of ACE
SIP Support Static SIP endpoint
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Variable Description

SIP Mode Select the appropriate mode. You can choose from :
» Redirect mode

» Proxy mode

SIP UDP transport enabled | Select the check box

SIP UDP port The port number must match the port number used in Avaya
ACE while provisioning the CS 1000 service provider. Default
value is 5060
Procedure

1. Log in to the UCM.

2. Navigate to the Network Routing Service Manager.

3. Select Standby database from the options at the top of the page.
4

. Under Numbering Plans, Click Domain.

Domains establish the basic structure of your converged network, defined by
Service domains, L1 (UDP) and LO (CDP) domains.

5. Choose a domain from the list that appears. If none exists, click Add.

a. Enter a name in the Domain Name field, for example, cslk@avaya.com.
b. Enter an appropriate description in the Domain Description field.

6. Under Numbering Plans, Click Endpoints.

7. Inthe Limit results to Domain field, select the service domain you selected in Step
5 on page 145 from the Service Domain drop down list, select udp from the drop
down list for L1 Domains.

8. Click Add.
9. In the Add Endpoint window, enter the necessary parameter values.
10. Click Save.

Activating a configuration

After entering all the configuration details, you have to commit the updates to activate the
configuration.

Before you begin
ensure that you are logged into the NRSM.
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About this task

After you log in to the NRSM, and make the necessary changes to add ACE as an NRS
endpoint, perform the following procedure.

Procedure

1. Log in to the UCM .

2. Click Network Routing Service Manager.

3. On the top left of the NRSM page, click Cut over and then clickCommit.

Configuring Avaya ACE as a SIP Entity on Session Manager

Procedure

1. In System Manager, define a SIP Entity to represent the Avaya ACE domain

name.
a. On the System Manager console under Elements, click Routing.
b. Click Routing > SIP Entities.
c. Click New.
d. Inthe FQDN or IP Address field, enter the Avaya ACE fully qualified domain
name (FQDN). For an Avaya ACE HA deployment, enter the HA FQDN.
e. Inthe Type field, select SIP Trunk.
f. See the Session Manager online help for information on the remaining fields.
g. Click Commit.
2. In System Manager, define a trusted Entity Link between Session Manager and
Avaya ACE.
a. Click Routing > Entity LInks.
b. Click New.
c. Inthe Name field, enter a name for the link.
d. Inthe SIP Entity 1 field, select a Session Manager instance.
e. Inthe Protocol field, select UDP.
f. Inthe Port field, set the port number to any Session Manager UDP port. For

T
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restrictions on UDP port numbers, see the latest release notes.

In the SIP Entity 2 field, select the SIP Entity defined for Avaya ACE in step 2.
In the Port field, set the port number to the Avaya ACE SIP port 5060.

Select Trusted.

Click Commit.

November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Procedures common to both CS 1000 SIP and TR/87 service provider configuration

Configuring CS1000 as a SIP entity on Session Manager

Procedure

1. In Avaya Aura® System Manager, define a SIP Entity to represent the CS1000
network element.

a.

d.
e.

f.

On the Avaya Aura® System Manager console under Elements, click
Routing.
Click Routing > SIP Entities > New.

Inthe FQDN or IP Address field, enter the fully qualified domain name (FQDN)
of the signaling server node.

In the Type field, select SIP Trunk.
See the Session Manager online help for information on the remaining fields.
Click Commit.

2. In Avaya Aura® System Manager, define a trusted Entity Link between Session
Manager and the CS1000 network element.

a.

®ooo

—Ta &

Click Routing > Entity Links > New.

In the Name field, enter a name for the link.

In the SIP Entity 1 field, select a Session Manager instance.

In the Protocol field, select UDP.

In the Port field, set the port number to any Session Manager UDP port.
For restrictions on UDP port numbers, see the latest release notes.

In the SIP Entity 2 field, select the SIP Entity defined for CS1000 in step 2.
In the Port field, set the port number to the SIP port 5060.

Select Trusted.

Click Commit.

3. Add an adaptation in Avaya Aura® System Manager for the CS1000 network
element.
If you must perform a digit conversion in Session Manager to route the requests to

the CS1000 network element, you must add an adaptation in the Avaya Aura®
System Manager for the CS1000 network element.

a.
b.
C.

Administration

On the System Manager, go to Routing > Adaptation.
Create new adaptations to the CS1000 Adaptation.
Add the required incoming or outgoing call digit conversion.
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Chapter 14: CS 2100 service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Avaya Communication Server
2100 (CS 2100) service provider to provide web services and enable communications between Avaya
ACE" client applications and a CS 2100 communication system.

The CS 2100 system is a Avaya Carrier Voice over IP (VolP) super-class softswitch. For more information
about deployment of the CS 2100 system, see the CS 2100 product documentation.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites

* You must be familiar with your current Avaya CS 2100 configuration.

* You must be familiar with the service audit process triggered by service provider configuration
changes on Avaya ACE. See Service audits on page 27.

Navigation

« Avaya ACE and CS 2100 interworking on page 149
» Supported network configurations on page 149

« Translation rule requirements on page 150

Avaya ACE " and CS 2100 interworking

The Avaya CS 2100 system must be running Release SE 13 or higher software.

Supported network configurations

Avaya ACE supports inter-working with the CS 2100 system for the IBM Sametime solution.
For more information, see Avaya Agile Communication Environment™ Administration—IBM
Lotus Sametime Integration (NN10850-011).

For the supported CS 2100 network configuration requirements, see the following:

« CS 2100 TR/87 configuration requirements on page 150

* SST configuration requirements for CS 2100 on page 150
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CS 2100 TR/87 configuration requirements

To support communications with Avaya ACE using TR/87, ensure the following CS 2100
configuration requirements are met:

* The CS 2100 is SIP-enabled and supports SIP signaling over UDP.

« SIP virtual trunking is configured to receive traffic (SIP control messages) from Avaya
ACE.

 Support for Remote Call Control (RCC) is enabled:

- For SE 10, an Integrated Desktop Phone (IDP) software option control (SOC) patch
is required; for loads greater than SE 10, the IDP SOC functionality is already
available.

- For SE 10, a Call Deflection Patch is required. For loads greater than SE 10, Call
Deflection functionality is already available.

- IDP SOC codes are enabled.
- Associated office parameters are configured.

- Customer groups for Switch Computer Application Interface (SCAI) access are
configured.

- SCAI Computer Telephony Interface (CTI) link tables are data filled.

SST configuration requirements for CS 2100

To support communications with Avaya ACE, the Session Server Trunks (SST) must meet the
following configuration requirements:

« Set Avaya ACE as a Remote Call Control Server.

* Create RCC customer groups.

Translation rule requirements

As part of the CS 2100 service provider configuration on Avaya ACE, you must add the
translation rules for the CS 2100 network element. Each CS 2100 service provider requires at
least one calling party translation rule with a mandatory matching pattern.

To interwork with a CS 2100 network, Avaya ACE supports calling party and called party rule
configuration based on a SIP domain, a range of DNs, or both. The Avaya ACE GUI provides
support for the configuration of simple and advanced translation rules. Advanced translation
rules use regular expressions.
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Translation rule requirements

For each Calling Party rule, transformation must be done so that a SIP URI is generated with
the following format:

sip:<RCC-Enabled-DN>;grp=<ProfileKey>; pw=<RCC-custCrp-password>@<SST-IP-address>
where:

* <RCC-Enabled-DN> is the RCC-Enabled-DN specified in E.164 format as required by CS
2100

« <ProfileKey> is the profile key as data filled for a Customer Group Link on SST
(mandatory)

* <RCC-custGrp-password> is the RCC customer group password as data filled for a
Customer Group Link on SST, (mandatory if a password is enforced on SST)

Since CS 2100 supports TR/87 monitoring sessions only by identifying phone devices in E.164
format (for example, "+16132134567"), care must be given when provisioning Called Party
rules with various local dial plans to ensure web services (for example, Presence) function

properly.
For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 15: CS 2100 service provider
configuration

Configure an Avaya Communication Server 2100 (CS 2100) network element as a service provider on
the Avaya Agile Communication Environment™ (ACE) to enable communications between the CS 2100
and Avaya ACE™. Avaya ACE provides a service provider interface to inter-operate with CS 2100 network
elements using the TR/87 protocol.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites to CS 2100 service provider configuration
On the base configuration of CS 2100, ensure the following conditions are met:

* CS 2100 system is installed, configured, and operational (all system, customer, and individual user
parameters).

* RCC data fill is configured, IDP SOC codes are enabled, and SCAI CTI are data filled.
« SST is configured to support Avaya ACE traffic.
CS 2100 service provider configuration procedures

The following task flows show you the sequence of procedures you perform to configure a CS 2100 TR/
87 service provider.
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Navigation

» Adding a CS 2100 TR/87 service provider on Avaya ACE on page 154
« Translation rule configuration on page 243

 Configuring the order of service providers on page 231

Adding a CS 2100 TR/87 service provider on Avaya ACE"
Before you begin

» An Avaya ACE™ GUI session must be open.
About this task

Add a CS 2100 TR/87 network element as a service provider on the Avaya ACE to enable
communication between Avaya ACE and CS 2100 using the TR/87 protocol.
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Adding a CS 2100 TR/87 service provider on Avaya ACE ™

Procedure
1. On the menu bar, choose Configuration and then Service Providers.
The Service Providers window appears.

2. Click Add.
The Service Provider dialog box appears.

3. From the Type list, select Avaya Communication Server 2100 (CS 2100).
4. In the Name field, enter a name for the CS 2100 service provider.

5. Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for CS 2100 appears.

7. Inthe Signaling dialog box, enter the IP address of the CS 2100 in the IP Address
field.

8. In the Port field, enter the port used for signaling on the SST. You can accept the
default 5060 if applicable to your system.

9. In the Signaling field, TR87 is selected as the default and is the only option.
10. In the Transport field, UDP is selected and is the only option.

11. Click Next.
The Translation Rule for Service Provider window appears.

12. Click Submit to complete the add process without defining a translation rule.

© Note:

The service provider will not function without a translation rule. To complete the
process, perform the procedure to configure a translation rule. For more
information, see Translation rule requirements on page 150.
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Chapter 16: Avaya Messaging service
provider fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with a messaging server to provide
RESTful web services and enable communications between Avaya ACE™ client applications and a
messaging server.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Avaya ACE supports the following messaging servers.
« Avaya Aura® Messaging
« Avaya Aura® Communication Manager Messaging
» Avaya Modular Messaging

For more information on the supported messaging servers, see the product documentation at https://
support.avaya.com

Prerequisites
You must be familiar with your current messaging configuration.

Avaya ACE and Avaya messaging interworking

Avaya ACE supports interworking with the following messaging server releases.

» Avaya Aura Messaging release 6.1 with Service Pack 0 (v6.1.0.0.26115/
MSG-00.1.510.1-115_0006) or higher.

* Avaya Aura Communication Manager Messaging 6.2-22.0
» Avaya Modular Messaging 5.2 MM521100 Service Pack 11

For the complete Avaya Aura load lineup, see Avaya ACE and Avaya Aura interworking on
page 31.
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Avaya Messaging service provider fundamentals

Supported network configurations

The messaging server must meet the following configuration requirements to interact with
Avaya ACE:

« Avaya ACE must be configured as a trusted server on the messaging server.

« LDAP and IMAP4 ports must be configured on the messaging server to match Avaya ACE
configuration.

* The messaging server must be deployed in a standalone configuration. Avaya ACE
cannot interoperate with a messaging server in a high availability or clustered
deployment.

« In order for a given user to access the Messaging service, that user must be configured
(with a mailbox) on a messaging server and that user must be configured (with a
Messaging Contact) on Avaya ACE.

» The Messaging service supports a maximum of one mailbox per user.

« Asingle Avaya ACE can communicate with multiple messaging servers and multiple types
of messaging servers. Avaya ACE routes to the appropriate messaging server based on
the user's contact information.
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Chapter 17. Avaya Messaging service
provider configuration

Configure a messaging server as a service provider on Avaya Agile Communication Environment™ (ACE)
to enable communications between the messaging server and Avaya ACE.

For information on supported services through Avaya ACE™, see Reference tables on page 291.

Prerequisites to Avaya Messaging service provider configuration

« You are familiar with the content of Avaya Messaging service provider fundamentals on page 157

« A supported Avaya configuration is deployed and operational in your network.
Avaya Messaging service provider configuration procedures

The following task flows show you the sequence of procedures you perform to configure an Avaya
Messaging service provider.
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Procedures for configuring an Avaya Aura® Messaging server

Navigation

 Procedures for configuring an Avaya Aura Messaging server on page 161

* Procedures for configuring an Avaya Aura Communication Manager Messaging server on
page 165

 Procedures for configuring a Modular Messaging server on page 169

« Procedures for configuring an Avaya Messaging service provider on Avaya ACE on page 174

Procedures for configuring an Avaya Aura® Messaging
server

» Adding ACE as a trusted host on the Avaya Aura Messaging server on page 161

* Configuring IMAP and LDAP SSL ports on the Avaya Aura Messaging server on
page 162

« Configuring the Avaya Aura Messaging server's SSL certificate signing authority as
trusted on Avaya ACE on page 163

» Adding users with mailboxes on the Avaya Aura Messaging server on page 164

Adding ACE as atrusted host on the Avaya Aura® Messaging server
Before you begin

* You must be logged on to the Avaya Aura Messaging System Management Interface.
* You know the value for the following configuration variables.

Variable Description

Trusted Server Name | The Trusted Server name is used to authenticate
communication between ACE and the Avaya Aura Messaging
server. This value must match the Avaya ACE Messaging
service provider Super User Name.

You will configure the Avaya ACE Messaging service provider
Super User Name in a subsequent procedure.

Password The password for the Trusted Server. The Trusted Server
password is used to authenticate communication between
ACE and the Avaya Aura Messaging server. This value must
match the Avaya ACE Messaging service provider Super User
Name Password.
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Variable Description

© Note:

The password is limited to 10 characters. If you enter more
than 10 characters, the Avaya Aura Messaging server
silently truncates the password.

Machine Name / IP Host name or IP address of the ACE server. The host name
Address must be the fully qualified domain name (FQDN).

If connecting to a high availability (HA) Avaya ACE
deployment, use the Service IP address (floating IP).

Procedure
1. Onthe Administration menu, click Messaging > Server Settings > (Storage) >
Trusted Servers.
2. On the Manage Trusted Servers page, click Add a New Trusted Server.
3. On the Add Trusted Server page, enter the Trusted Server Name.
4. In the Password and Confirm Password fields, enter the Trusted Server Name
password.
5. Inthe Machine Name /P Address field, enter the host name or the valid IP address
of the ACE server.
6. Enter a descriptive name in the Service Name field. You can enter any value, but
this is a required field.
7. Ensure that LDAP Access Allowed is set to Yes.
8. Set IMAP4 Super User Access Allowed to Yes.
9. Inthe LDAP Connection Security field, select Must use SSL.
10. In the IMAP4 Super User Connection Security field, select Must use SSL.
11. Click Save.

Configuring IMAP and LDAP SSL ports on the Avaya Aura®
Messaging server

Before you begin

 You must be logged on to the Messaging System Management Interface.

« You know the value for the following configuration variables.

162 Administration

November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Procedures for configuring an Avaya Aura® Messaging server

Variable Description

IMAP4 SSL Port The port number that will be used for IMAP4 SSL
communication. The port number must match the Avaya ACE
Messaging service provider Port value.

You will configure the Avaya ACE Messaging service provider
Port in a subsequent procedure.

LDAP SSL Port The port number that will be used for LDAP SSL
communication. The port number must match the Avaya ACE
Messaging service provider LDAP Port value.

You will configure the Avaya ACE Messaging service provider
LDAP Port in a subsequent procedure.

Procedure
1. In the navigation panel on the left, select Messaging System (Storage) > System
Ports and Access.
2. Inthe IMAP4 SSL Port field, enter the port number and select Enabled.
3. Inthe LDAP SSL Port field, enter the port number and select Enabled.
4. Click Save.

Configuring the Avaya Aura® Messaging server's SSL certificate
signing authority as trusted on Avaya ACE

In order for Avaya ACE™ and the messaging server to establish SSL connectivity, the signing
authority of the messaging server's (self-signed or CA-signed) certificate must be configured
as trusted on Avaya ACE. For information on configuring certificates on Avaya Aura
Messaging, see Administering Avaya Aura® Messaging.

When Avaya ACE is initially installed, some signing authorities are automatically configured
as trusted on Avaya ACE. For example, by default Avaya ACE trusts any certificate signed by
SIP Product Certificate Authority or Avaya Product Root CA. If a messaging server is
configured with a server certificate signed by such an authority, then no further configuration
is needed on Avaya ACE or the messaging server. If a messaging server is not configured with
a server certificate that is signed by such an authority, then further configuration may be needed
on both the messaging server and Avaya ACE.

Before you begin
You must be logged on to the Messaging System Management Interface.

Procedure

1. Onthe Administration menu, click Server (Maintenance).
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2. In the navigation pane on the left, under Security, select Server/Application
Certificates.

3. Inthe certificate list, select the radio button for the certificate with the value M in the
Installed In column and click Display.

If a server certificate has not been configured on the messaging server, you must
configure one. See the Avaya Aura Messaging documentation.

4. The Server/Application Certificates — Display page displays the certificate
information. See the example screen below.

If the line beginning with Issuer: contains CN=SIP Product Certificate Authority,
or CN=Avaya Product Root CA, then no further action is needed as these signing
authorities are trusted on Avaya ACE.

If a different signing authority has been used, then it will need to be configured on
Avaya ACE as trusted. For the procedure to configure a signing authority as trusted
on Avaya ACE, see the section entitled "Trusting a CA or self-signed certificate" in
Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

Example

Avaya Aura® Messaging
System Management Interface (SMI)

Adrninistration

This Server soalaba93

#| Server/Application Certificates - Display ~
Systemn Logs
Ping
Traceroute This page displays the content of one certificate chain.

Metstat Cercificace:

Data:
Status Summary Wer=ion: 2 [0x2)
Process Status Serial Wumber: 45 (0x20)
Shaprlamn Sermar Signature &lgerithm: shalllichREAEncryption
I=suer: C=T5, 0=&vaya Inc., 0U=SIF Froduct Certificate duthority, CH=SIF Froduct Certificate Autheority
Val idiky
Wot Before: Mar 23 17:43: 32 Z010 GMT

Server Date/Time
Software Yersion
Server Configuration Mot After : Mar 19 17:44:42 2025 GMT
Metwork Configuration Subject: C=U3, 0=&vaya Inc., OU=SIF Freduct Certificace, CN=&wvaya dura Me=saging 5.0
Static Routes Subjsct Public Key Info:
Dizplay Canfiguration Public Hey Algerithm: r=aEncrypeion
S U eiEs ESA Publiz Hey: (1024 Dix)
Modulu= [1024 bit]:

Manage Updates 00:c0:0L1:6a: 97: Pd:bLl: 13: 9o: ab: 4e: Fa: ad: 13: 14:
Data Backup/Restore 22:37:c9: £ 89 £3: 2a: To: 55 £6: 6£: Po: £5: 45 fa:
Backup Mow Sc:Bb:EL:ZE: 28: Ta: ef: lo: al:ad: af: $2: gb: £c: 70:
Backup History aB:52:71:04: 9c:29: 95:02: 12 B6: 2c: ag: 92: 1£: 89:
Schedule Backup 4a:9a:cd:be:Ta:18: 8£:5c: 46: 55: 9d: De: 17: 44: 5£:

Ba:94d: e6: Th: c2: ££: 84: 54: £5: 12: 17: 74: 18: 25 as:

99:d1: e2: Sercc: 51 60:cd: af: af: 76: §2: 04: £a: B

Toial: 97 ac: Se:5d: fbicl: 9 ad: Ta: 7185 6e: §T:

cd:50: d9: a5:b: 4a: 05: Fa: 49
Expenent: B5527 [0ml000L]

Backup Lags
Wiew/Restare Data
Restore History

Adding users with mailboxes on the Avaya Aura® Messaging server

Each user of the Avaya ACE ™ messaging service must have a user ID and mailbox on the
Avaya Aura Messaging server. For information and procedures, see Administering Avaya
Aura® Messaging. Avaya documentation is available from http:/support.avaya.com.
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Procedures for configuring an Avaya Aura® Communication Manager Messaging server

Note that the mailbox number on the Avaya Aura Messaging server is used as the contact

identifier on Avaya ACE.

Procedures for configuring an Avaya Aura® Communication
Manager Messaging server

* Adding ACE as a trusted host on the Avaya Aura Communication Manager Messaging

server on page 165

* Configuring IMAP and LDAP SSL ports on the Avaya Aura Communication Manager

Messaging server on page 166

* Configuring the Avaya Aura Communication Manager Messaging server's SSL certificate

signing authority as trusted on Avaya ACE on page 167

* Adding users with mailboxes on the Avaya Aura Communication Manager Messaging

server on page 168

Adding ACE as atrusted host on the Avaya Aura® Communication
Manager Messaging server

Before you begin

* You must be logged on to the Avaya Aura Communication Manager System Management

Interface.

* You know the value for the following configuration variables.

Variable

Description

Trusted Server Name

The Trusted Server name is used to authenticate
communication between Avaya ACE and the Avaya
Communication Manager Messaging server. This value must
match the Avaya ACE Messaging service provider Super User
Name.

You will configure the Avaya ACE Messaging service provider
Super User Name in a subsequent procedure.

Password

The password for the Trusted Server. The Trusted Server
password is used to authenticate communication between
Avaya ACE and the Avaya Aura Communication Manager
Messaging server. This value must match the Avaya ACE
Messaging service provider Super User Name Password.

IP Address

IP address of the ACE server.
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Variable Description

If connecting to a high availability (HA) Avaya ACE
deployment, use the Service IP address (floating IP).

Procedure

. On the Administration menu, click Messaging.

. On the Messaging Administration page, in the navigation panel on the left, select

Server Administration > Trusted Servers.

3. On the Manage Trusted Servers page, click Add a New Trusted Server.

On the Add Trusted Server page, enter the Trusted Server Name.

5. In the Password and Confirm Password fields, enter the Trusted Server Name

password.
In the IP Address field, enter the IP address of the Avaya ACE server.

Enter a descriptive name in the Service Name field. You can enter any value, but
this is a required field.

Ensure that LDAP Access Allowed is set to Yes.

. Set IMAP4 Super User Access Allowed to Yes.
10.
11.
12.

In the LDAP Connection Security field, select Must use SSL.
In the IMAP4 Super User Connection Security field, select Must use SSL.
Click Save.

Configuring IMAP and LDAP SSL ports on the Avaya Aura®
Communication Manager Messaging server

Before you begin

« You must be logged on to the Avaya Aura Communication Manager System Management
Interface.

* You know the value for the following configuration variables.

Variable Description

IMAP4 SSL Port The port number that will be used for IMAP4 SSL

communication. The port number must match the Avaya ACE
Messaging service provider Port value.

You will configure the Avaya ACE Messaging service provider
Port in a subsequent procedure.
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Procedures for configuring an Avaya Aura® Communication Manager Messaging server

Variable Description

LDAP SSL Port The port number that will be used for LDAP SSL
communication. The port number must match the Avaya ACE
Messaging service provider LDAP Port value.

You will configure the Avaya ACE Messaging service provider
LDAP Port in a subsequent procedure.

Procedure
1. In the navigation panel on the left, select Messaging Administration > System
Administration.

2. On the Administer System Attributes and Features page, in the IMAP4 SSL Port
field, enter the port number and select Enabled.

3. Inthe LDAP SSL Port field, enter the port number and select Enabled.
4. Click Save.

Configuring the Avaya Aura® Communication Manager Messaging
server's SSL certificate signing authority as trusted on Avaya ACE

In order for Avaya ACE™ and the messaging server to establish SSL connectivity, the signing
authority of the messaging server's (self-signed or CA-signed) certificate must be configured
as trusted on Avaya ACE. For information on configuring certificates on Avaya Aura
Communication Manager Messaging, see Avaya Aura® Communication Manager Messaging
Installation and Initial Configuration.

When Avaya ACE is initially installed, some signing authorities are automatically configured
as trusted on Avaya ACE. For example, by default Avaya ACE trusts any certificate signed by
SIP Product Certificate Authority or Avaya Product Root CA. If a messaging server is
configured with a server certificate signed by such an authority, then no further configuration
is needed on Avaya ACE or the messaging server. If a messaging server is not configured with
a server certificate that is signed by such an authority, then further configuration may be needed
on both the messaging server and Avaya ACE.

Before you begin

You must be logged on to the Avaya Aura Communication Manager System Management
Interface.

Procedure

1. Onthe Administration menu, click Server (Maintenance).

2. In the navigation pane on the left, under Security, select Server/Application
Certificates.
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3. In the certificate list, select the radio button for the certificate with the value M in the
Installed In column and click Display.

If a server certificate has not been configured on the messaging server, you must
configure one before proceeding. See the Avaya Aura Communication Manager
Messaging documentation for information on how to configure certificates.

4. The Server/Application Certificates — Display page displays the certificate
information. See the example screen below.

If the line beginning with Issuer: contains CN=SIP Product Certificate Authority,
or CN=Avaya Product Root CA, then no further action is needed as these signing
authorities are trusted on Avaya ACE.

If a different signing authority has been used, then it will need to be configured on
Avaya ACE as trusted. For the procedure to configure a signing authority as trusted
on Avaya ACE, see the section entitled "Trusting a CA or self-signed certificate" in
Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

Example

AVAYA Avaya Aura® Communication Manager (CM)

system Management Interface (SMI)

Administration  Upgrade

Administration / Server (Maintenance) Thiz Server: soalabal34

Backup History ~| Server/Application Certificates - Display -~
Sechedule Backup
Backup Logs
Wiew/Restore Data
Restore Histary Cercificate:

This page displays the content of ane certificate chain,

Data:
Administrator Accounts Wezsion: 3 (0u2)
Login &ccount Polic Ferial Nuwber: 47 (0xZf)
g ¥ Fignature algerithm: shalWithRSAEncryption
Change Password

Issuer: C=UE, 0=&vaya Inc., OU=EIF Product Certificate Authority, CH=EIF Product Certificate Authority

Login Reports Wal idity

Server Access Hot Before: Mar £3 17:19:44 2010 GMT

Syslog Server Wot After : Mar 19 17:19:44 2025 GMT

Authentication File Fubject: C=UEF, 0=&wvaya Inc., O0T=FIF Product Certificate, CH=Avaya dura CMM &£.0
" Subject Public Key Info:

Firawall

Public Key algorithm: rsaBncryption

Install Root Certificata BSA Public Key: [10Z4 bit)

Trusted Certificates Modulus (1024 bit):
ServerfApplication Certificates 00:al:ef:ca:68: 55:25:bb:64: 27:dL: 52:be: e 5: 88
Certificate Alarms c#:9a:da: Te:cc: 11: da: §4: c6: 86: 50: ca:bd: 2£: 2£:

£5:fa:5e:92:a9:c2:00:b2:be: 26:09: a2 ea: §b: 1d:
Ge:rac:0c:82:87:16:47: 17:20: 54:02: 6e: Zb: aP:42:
11:52:2d:62:b5:24: £0: 02: &£: Sb:a0:b2: 93: 50 2a:
Th:bc:a?: 24:21: 15:6b: 04: 7£: 00:bb: 5«:70: 47: 54:
cl: 50 aZ: 6 2E£: 9722 faZe: Ef:be: 5d4:c0: 95 Se:
T&:c£:47:bF:Ed: w2 52 25 2 25 £2: S de: 27142

Certificate Signing Requast
SEH Eeps
Access Mask

Synchronization

Cownload Files £b: 5d:a5:3d4: 55:bf: £4: ad: b7
CM Phone Message Fils Exponent: 55537 (0x10001) w
Mezsaging Software v £ >

Adding users with mailboxes on the Avaya Aura® Communication
Manager Messaging server

Each user of the Avaya ACE ™ messaging service must have a Local Subscriber and Mailbox
Number on the Avaya Aura Communication Manager Messaging server. For information and
procedures, see Implementing Avaya Aura® Communication Manager Messaging
(18-603644). Avaya documentation is available from http://support.avaya.com.
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Procedures for configuring a Modular Messaging server

Note that the Mailbox Number on the Avaya Aura Communication Manager Messaging server
is used as the Messaging contact identifier on Avaya ACE.

Procedures for configuring a Modular Messaging server

» Adding ACE as a trusted host on the Modular Messaging server on page 169

* Configuring IMAP and LDAP SSL ports on the Modular Messaging server on page 170

» Configuring the Modular Messaging server's SSL certificate signing authority as trusted
on Avaya ACE on page 171

» Adding users with mailboxes on the Modular Messaging server on page 172

« Importing the Modular Messaging SSL certificate into Avaya ACE on page 173

Adding ACE as a trusted host on the Modular Messaging server
Before you begin

 You must be logged on to the Modular Messaging Messaging Administration interface.
This is the Messaging Store Server web console at http://<mss-ipaddress>, where
mss-ipaddress is the IP address of the Messaging Store Server.

* You know the value for the following configuration variables.

Variable Description

Trusted Server Name | The Trusted Server nhame is used to authenticate
communication between Avaya ACE and the Avaya Modular
Messaging server. This value must match the Avaya ACE
Messaging service provider Super User Name.

You will configure the Avaya ACE Messaging service provider
Super User Name in a subsequent procedure.

Password The password for the Trusted Server. The Trusted Server
password is used to authenticate communication between
Avaya ACE and the Modular Messaging server. This value
must match the Avaya ACE Messaging service provider Super
User Name Password.

Machine Name / IP Host name or IP address of the ACE server. The host name
Address must be the fully qualified domain name (FQDN).

If connecting to a high availability (HA) Avaya ACE
deployment, use the Service IP address (floating IP).
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Procedure
1. On the Administration menu, click Messaging Administration > Trusted
Servers.
2. On the Manage Trusted Servers page, click Add a New Trusted Server.
3. On the Add Trusted Server page, enter the Trusted Server Name.
4. In the Password and Confirm Password fields, enter the Trusted Server Name
password.
5. Inthe Machine Name /P Address field, enter the host name or the valid IP address
of the Avaya ACE server.
6. Enter a descriptive name in the Service Name field. You can enter any value, but
this is a required field.
7. Ensure that LDAP Access Allowed is set to Yes.
8. Set IMAP4 Super User Access Allowed to Yes.
9. Inthe LDAP Connection Security field, select Must use SSL.
10. In the IMAP4 Super User Connection Security field, select Must use SSL.
11. Click Save.

Configuring IMAP and LDAP SSL ports on the Modular Messaging

server

Before you begin

* You must be logged on to the Modular Messaging Messaging Administration interface.
This is the Messaging Store Server web console at http://<mss-ipaddress>, where
mss-ipaddress is the IP address of the Messaging Store Server.

« You know the value for the following configuration variables.

Variable Description

IMAP4 SSL Port The port number that will be used for IMAP4 SSL

communication. The port number must match the Avaya ACE
Messaging service provider Port value.

You will configure the Avaya ACE Messaging service provider
Port in a subsequent procedure.

LDAP SSL Port The port number that will be used for LDAP SSL

communication. The port number must match the Avaya ACE
Messaging service provider LDAP Port value.
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Procedures for configuring a Modular Messaging server

Variable Description

You will configure the Avaya ACE Messaging service provider
LDAP Port in a subsequent procedure.

Procedure

1. In the navigation panel on the left, select Messaging Administration > System
Administration.

2. On the Administer System Attributes and Ports page, in the IMAP4 SSL Port field,
enter the port number and select Enabled.

3. Inthe LDAP SSL Port field, enter the port number and select Enabled.
4. Click Save.

Configuring the Modular Messaging server's SSL certificate signing
authority as trusted on Avaya ACE

In order for Avaya ACE™ and the messaging server to establish SSL connectivity, the signing
authority of the messaging server's (self-signed or CA-signed) certificate must be configured
as trusted on Avaya ACE. For information on configuring certificates on Modular Messaging,
see Installing Avaya Modular Messaging on a Single Server Configuration.

When Avaya ACE is initially installed, some signing authorities are automatically configured
as trusted on Avaya ACE. For example, by default Avaya ACE trusts any certificate signed by
SIP Product Certificate Authority or Avaya Product Root CA. If a messaging server is
configured with a server certificate signed by such an authority, then no further configuration
is needed on Avaya ACE or the messaging server. If a messaging server is not configured with
a server certificate that is signed by such an authority, then further configuration may be needed
on both the messaging server and Avaya ACE.

Before you begin

You must be logged on to the Modular Messaging, Messaging Administration interface. This
is the Messaging Store Server web console at http://<mss-ipaddress>, where mss-
ipaddress is the IP address of the Messaging Store Server.

Procedure

1. In the navigation pane on the left, under Security, select Server Certificate
Management.

2. Select View Details.

If a server certificate has not been configured on the messaging server, you must
configure one before proceeding. See the Modular Messaging documentation for
information on how to configure certificates.
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3. The Server Certificate Management page displays the certificate information. See
the example screen below.

If the line beginning with Issuer: contains CN=SIP Product Certificate Authority,
or CN=Avaya Product Root CA, then no further action is needed as these signing
authorities are trusted on Avaya ACE.

If a different signing authority has been used, then it will need to be configured on
Avaya ACE as trusted. For the procedure to configure a signing authority as trusted
on Avaya ACE, see the section entitled "Trusting a CA or self-signed certificate" in
Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

Example

AVAYA

Help Log Off
LDAP Connection -~

SMTP Connection W .
Server Certificate Management

Modular Me
Messaging Admin
This server: 135.

POP3 Connection

IMAP4 Connection

Mail Delivery

Ping Another Server

Mame Server Lookup
*Software Management

This page allows management of the server certificate present on the server

Messaging Software Displa

Server Software Display Certifimpate:

Software Installation

Software ¥Yerification

Software Removal

Software Update
¥Security

Change My Password

Password Rules

Administrative Roles

Local Administrators

AAA Configuration

Subscriber Access

Change LDAP Password

Client Certificate Managen

Install Server Certificate

Security Warning

Server Certificate Manage

Certificate Signing Reques
*alarming

Alarming Configuration

SNMP MIB II Parameters

Query Originators

SAL Destinations

SNMP Community

SMNMP Users
TBackup/Restore

Backup L

Data:
WVersion: 3 (0x&)
Serial MNumber: 249551159 [(Oxees04e67)
Signature Algorithm: shalWithRISAEncryption
Issuer: C=0U3, C=ivaya Inc., OU=Messaging, CN=soalahald?.aceott.avaya.com
Validity
Not Before: Apr 10 15:23:43 2012 GMT
Not After : Mar 7 18:23:43 2037 GHNT
Subject: C=USZ, O=iwvaya Inc., O0U=Messaging, CHN=soalabazald?.aceott.avays.Ccom
Subject Public Eey Info:
Public Eey Llgorithm: rsaEncryption
RSA4 Public Key: (1024 bit)

Modulus (1024 bit):
O0:ea:da:c9:23:06: 403803 :d2:534:31:66:5b:35:
S82:51:54:87:M0oa:7di 06 fo:3f:84: 0408 Vaiel:
cl:g5:fardaral:f4:e7:3b:dd:4d:8c:14:65:e3:87:
SerciZi02iie:el:94:£4:80:75:7d:he: 56:32: 19 5d:
S52:3arefi2e:V6i04ica:84: 0783 :£5: 92449102 1 5d:
B6:95:58:553:71:hd:f1:fd:75::e9021d3 2o 19:1hE
af:9c:df:al:£5:19:3d:Zbc2: 151258 1b:46:51:08:
d2:09:77: 52 ;e5redi0e: V566 8eef i 2d: 250025
gorfl:darb0:f8:bftbe:i0e: 13

Exponent: 85537 (0x10001]

Adding users with mailboxes on the Modular Messaging server

172  Administration

Each user of the Avaya ACE ™ messaging service must have a Local Subscriber and Mailbox
Number on the Modular Messaging server, and for that Subscriber's Class of Service, the
Restrict Client Access field must be set to No. For information and procedures, see Installing
Avaya Modular Messaging on a Single Server Configuration. Avaya documentation is available
from http://support.avaya.com.
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Procedures for configuring a Modular Messaging server

Note that the mailbox number on the Avaya Modular Messaging server is used as the contact
identifier on Avaya ACE.

Importing the Modular Messaging SSL certificate into Avaya ACE

Before you begin

* You must be able to log in to the WebSphere administration console.

* You must know the value for the following configuration variables.

Variable Description

Modular Messaging | The network address of the Modular Messaging server.
server IP address

IMAP4 SSL Port The port number that used for IMAP4 SSL communication. The

port number was configured in the procedure Configuring
IMAP and LDAP SSL ports on the Modular Messaging
server on page 170

Procedure

1.

© © N o 0 b~ W

10.
11.
12.

Administration

Open a web browser and enter the following URL to view the administration
console.

https://<ACE_I1P>:9043/admin

The administrative console loads and you are prompted for your user ID and
password.

In the navigation pane on the left, select Security and then SSL certificate and
key management.

In the center pane, under Related Items, select Key stores and certificates.
In the table, click CellDefaultTrustStore.

Under Additional Properties, select Signer certificates.

At the top of the table, click Retrieve from port.

In the Host field, enter the Modular Messaging server IP address.

In the Port field, enter The Modular Messaging server IMAP4 SSL port number.
In the SSL configuration for outbound connection field, select ACESpecific.
In the Alias field, enter a name.

Click Retrieve signer information.

Verify the signer information.
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13. Click OK.

Procedures for configuring an Avaya Messaging service
provider on Avaya ACE

« Adding an Avaya Messaging service provider on page 174

 Configuring the messaging contact identifier on Avaya ACE on page 175

Adding an Avaya Messaging service provider
Before you begin

« An Avaya ACE ™ GUI session must be open.
* You know the value for the following configuration variables.

Variable Description

IP Address The IP address of the messaging server.

° Note:

- For an Avaya Aura Messaging server and an Avaya Aura
Communication Manager Messaging server, use the
System Management Interface (SMI) IP address. Do not
use the DomO or Cdom address.

- For a Modular Messaging server, use the Messaging
Store Server (MSS) IP address.

Port The port number that will be used by ACE for IMAP4 SSL
communication with the messaging server. The default port
number is 993. The port number must match the messaging
server IMAP4 SSL Port value.

Super User Name The Super User name is used to authenticate communication
between Avaya ACE and the messaging server. The Super
User Name must match the messaging server Trusted Server
Name value.

Password The password for the Super User. The Super User password
is used to authenticate communication between ACE and the
messaging server. The Password must match the messaging
server Trusted Server Name Password value.
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Procedures for configuring an Avaya Messaging service provider on Avaya ACE

Variable Description

© Note:

For an Avaya Aura Messaging server, do not create a
password with more than 10 characters. the Avaya Aura
Messaging server limits the password to 10 characters.

LDAP Port The port number used by Avaya ACE for LDAP SSL
communication with the messaging server.

The default port number is 636. The LDAP Port number must
match the messaging server LDAP SSL Port value.

Procedure

On the menu bar, select Configuration > Service Providers.
Click Add.
From the Type list, select Avaya Messaging.

In the Name field, enter a name for the Avaya Messaging service provider.

a r wbdh e

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration after it is added in the
disabled state. Disabling the provider only makes it unavailable to handle Web
service requests for the duration for which it is disabled. However, all
configuration information is preserved.

You can enable the provider at a later time.
6. Click Continue.

7. Inthe Service Providers window for Avaya Messaging, enter the IP Address of the
messaging server.

8. Enter the Port number for communication with the messaging server.
9. Inthe Super User Name field, enter a name for the Super User.
10. In the Password field, enter a password for the Super User.

11. Inthe LDAP Port field, enter the port number for LDAP connectivity between ACE
and the messaging server.

12. Click Submit.

Configuring the messaging contact identifier on Avaya ACE"

Each user of the Avaya ACE messaging service must be configured with a messaging contact
identifier. When you add a user on Avaya ACE, you perform the procedure Adding contact
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information to a user configuration. Users of the messaging service must be configured as
follows:

Variable Description

Contact Type Messaging

Contact Identifier | mbox:<messagebox_number>
where <messagebox_number> is the Mailbox Number configured on
the messaging server for each user.

Service Provider | The name configured on Avaya ACE for the Avaya Messaging service
Name provider. The Avaya ACE service provider name must correspond to
the messaging server on which this user's messagebox resides.

If multiple messaging servers are deployed, Avaya ACE uses this value
to route the request to the correct messaging server.

© Note:

A warning that the mailbox cannot be found on an active messaging provider could indicate
the following:

» The Avaya ACE Service Provider Name is not correct.
* Avaya ACE cannot establish LDAP connectivity to the messaging server.

* The mailbox number configured on Avaya ACE does not match any mailbox number
of the user's messaging server.
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Chapter 18: Avaya NES Contact Center
service provider fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Avaya NES Contact Center
network element to provide web services and enable communications between Avaya ACE client
applications and the Contact Center system.

The Avaya NES Contact Center is a call center platform that is designed to meet varied business
requirements through a suite of applications for call processing, agent handling management and
reporting, and networking third-party application interfaces.

The following subsystems work together in the Avaya NES Contact Center environment to provide
processing for a call:

« telephony system (for example, Avaya CS 1000)
» Meridian Link Services (MLS) interface
» the NES Contact Center Manager server
 Avaya or third party voice-processing system
Avaya ACE communicates with the Avaya NES Contact Center using the MLS interface.

For information on supported services through Avaya ACE, see Reference tables on page 291.

For more information related to the deployment of the Avaya NES Contact Center system, refer to the
following:

» Avaya NES Contact Center Manager Planning and Engineering Guide (297-2183-934)

» Avaya NES Contact Center Manager Contact Center Server and Operating System Requirements
Guide (297-2183-263)

Prerequisites

* You are familiar with your current Avaya NES Contact Center configuration.

* You are familiar with your current Avaya CS 1000 configuration.

* You are familiar with the service audit process on Avaya ACE. See Service audits on page 27.
Navigation

« Avaya ACE and Contact Center interworking on page 178

* Supported network configurations

« Translation rules requirements on page 178
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Avaya ACE" and Contact Center interworking

Avaya ACE communicates with the Avaya NES Contact Center using the MLS interface.

The Contact Center network element must meet the following configuration requirements to
interact with Avaya ACE:

» Must be running Avaya NES Contact Center Release 6.0 or higher

» The CS 1000 system must be running a software version that is supported to interact with
Avaya ACE.

Translation rules requirements

As part of the Avaya NES Contact Center service provider configuration on Avaya ACE, you
must add the translation rules for the Avaya NES Contact Center network element. Each
service provider requires at least one calling party translation rule with a mandatory matching
pattern.

To interwork with a Contact Center system, Avaya ACE supports calling party rule configuration
based on a range of DNs. The Avaya ACE GUI provides support for the configuration of simple
and advanced translation rules. Advanced translation rules use regular expressions.

Translation rules are applied to the URIs coming in with a web service request before the URIs
are passed to the network element. Translation rules manipulate a URI so that Avaya ACE can
route the URI back to the service provider.

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 19: Avaya NES Contact Center
service provider configuration

Configure an Avaya NES Contact Center network element as a service provider on the Avaya Agile
Communication Environment™ (ACE) to enable communications between the Avaya NES Contact Center
and Avaya ACE™.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites to the Avaya NES Contact Center service provider configuration

* You are familiar with the content of Avaya NES Contact Center service provider fundamentals on
page 177.

* You have the IP address of the Contact Center network element.
« A supported Contact Center configuration is deployed and operational in your network.
* You are familiar with translation rule requirements based on your network dial plan.

« You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

Avaya NES Contact Center service provider configuration procedures

The following task flows show you the sequence of procedures you perform to configure a Contact Center
service provider.
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Figure 4: Avaya NES Contact Center service provider configuration
Avaya NES Contact Center service provider configuration navigation

« Adding an Avaya NES Contact Center service provider on page 181

« Configuring simple translation rules on page 244

» Configuring advanced translation rules on page 251

« Configuring the order of service providers on page 231
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Adding an Avaya NES Contact Center service provider

Adding an Avaya NES Contact Center service provider

Before you begin

* You must know the IP address of the Avaya NES Contact Center network element.
 You must know the port number used for signaling.
« An Avaya ACE™ GUI session must be open.

About this task

Add an Avaya NES Contact Center network element as a service provider on Avaya ACE to
enable communications between the Avaya NES Contact Center and ACE.

Procedure

Administration

a r w0 n e

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.

From the Type list, select Avaya NES Contact Center.

In the Name field, enter a name for the Contact Center service provider

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for the Avaya NES Contact Center appears.

In the Signaling dialog box, enter the IP address of the Contact Center network
element in the IP Address field.

In the Port field, enter the port used for signaling. You can accept the default 3000
if applicable to your system.

In the Polling Interval field, enter the frequency (in seconds) at which the Contact
Center service provider wants to receive a poll message from the Contact Center

network element to make sure the link to the Contact Center is available. You can
accept the default if applicable to your system.

A value of 0 disables polling. A value between 10 and 600 (in multiples of 10)
enables polling.
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10. In the Restart Delay field, enter the amount of time (in seconds) that the Contact
Center service provider waits if it does not receive a poll message from the Contact
Center before attempting to reestablish the link to the Contact Center.

11. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Chapter 20: CUCM service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the CUCM service provider to provide
web services and enable communications between the Avaya ACE™ client applications and a Cisco
Unified Communications network.

The Cisco Unified Communications Manager (CUCM), formerly Cisco Unified CallManager and Cisco
CallManager (CCM), is the software call processing component of a Cisco Unified Communications
solution. Cisco Unified CM software is installed on a supported Cisco server or a customer-supplied server
that meets the Cisco Unified CM operating specifications. It is assumed that the Cisco Unified CM is
installed and fully operational and that the personnel responsible for Avaya ACE and Cisco Unified CM
integration have a thorough understanding of Cisco Unified CM engineering, installation, and configuration
through the completion of Cisco Unified CM training or certification.

For information on supported services through Avaya ACE, see Reference tables on page 291.

For more information on deployment of the Cisco Unified CM, see the Cisco product documentation.

CUCM knowledge requirements
Before integrating Avaya ACE with a CUCM , ensure that you have a working knowledge of the following :
* Voice and data communications.

« Internet Protocol and Voice over IP concepts and terminology, including standards and protocols,
such as Media Gateway Control Protocol (MGCP), H.323, Session Initiation Protocol (SIP),
Computer Telephony Integration (CTI), and Java Telephony Application Programming Interface
(JTAPI).

* Cisco Unified Communications solution hardware, software, and architecture.

* Cisco Unified Communications solution programming and provisioning.

« Call routing and dialing plan requirements for a Cisco Unified Communications solution.
Prerequisites

* You must be familiar with your current Cisco Unified Communications Manager configuration.

* You must be familiar with the Avaya Media Server configuration if you are providing the Third Party
Call Control (v3) service through the CUCM SIP service provider.

« You must be familiar with the service audit process triggered by service provider configuration
changes on Avaya ACE. See Service audits on page 27.
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Navigation

* Avaya ACE and Cisco Unified CM interworking on page 184

» Supported network configurations on page 184

« Translation rules requirements on page 186

Avaya ACE™ and Cisco Unified CM interworking

Avaya provides Cisco Unified CM service provider to enable communications with Cisco
Unified CM network elements using the Session Initiation Protocol (SIP), Java Telephony
Application Programming Interface (JTAPI), and Administrative Extensible Markup Language
(XML) interface (AXL) interfaces.

Cisco Unified CM must be running Release 6.0 or higher software.

Supported network configurations

For the supported Cisco Unified Communications network configuration requirements, see the
following:

* CUCM SIP service provider configuration requirements on page 184

* CUCM JTAPI service provider configuration requirements on page 185

* CUCM AXL service provider configuration requirements on page 185

CUCM SIP service provider configuration requirements

To support communications with Avaya ACE ™ using standard SIP, the Cisco Unified CM
network element must meet the following configuration requirements:

* SIP signaling over UDP is configured.
* SIP profile is configured (assigned to SIP trunk).
* SIP trunk security profile is configured (assigned to SIP trunk).

* SIP trunk is configured for Avaya ACE. Ensure that the Media Termination Point is
disabled. Avaya ACE does not actually send media, so injection of media points does not

apply.
* SIP route pattern is configured.

To support Third Party Call Control (v3), you must configure an Avaya Media Server as a media
terminal on Avaya ACE. See Avaya Media Server on page 186.
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Avaya ACE™ and Cisco Unified CM interworking

CUCM JTAPI service provider configuration requirements

To support communications with Avaya ACE™ using JTAPI, the Cisco Unified CM network
element must meet the following configuration requirements:

« Cisco Unified CM is configured to support SIP Computer Telephony Integration (CTI).
« Avaya ACE is defined as an application user that can control CTI devices.

For information on the number of CTI devices that can be monitored over a JTAPI
interface, see Limitation on the number of CTI devices monitored by Avaya ACE on
page 185.

« A device pool has been created and the all appropriate devices are assigned to it.

» The devices that Avaya ACE application can control are assigned to the Avaya ACE
application user.
Limitation on the number of CTIl devices monitored by Avaya ACE™

The following table describes the limitation on the number of CTI devices that can be monitored
by Avaya ACE over a JTAPI interface, depending on the hardware used.

Hardware Maximum number of devices | Maximum number of devices on
per CUCM JTAPI provider a CUCM node
Cisco MCS 7845 2500 2500
Other 2500 800
The default number is 2000. Although a JTAPI service provider
However, up to 2500 devices can | can support up to 2500 CTI
be configured. devices, the devices have to be

configured on different CUCM
nodes that are in a cluster
configuration. Only 800 CTI
devices are supported per CUCM
node.

CUCM AXL service provider configuration requirements

The CUCM AXL service provider has the following advantages:

» The AXL service provider allows Avaya ACE to manipulate the forwarding status even
when the device is off (if the device is off, JTAPI cannot be used).

* The JTAPI service provider can only support up to 2500 endpoints due to CUCM
limitations. There is no endpoint limitation with AXL service provider.
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To support communication with Avaya ACE™ using AXL, the CUCM network element must
meet the following configuration requirements:

A device pool has been created and all the appropriate devices are assigned to it.
* The Avaya ACE is defined as an application user.

* The devices that the Avaya ACE application can control are assigned to the Avaya ACE
application user.

Avaya Media Server

To provide media services such as announcements, ringback tones, and multi-party calls with
Third Party Call Control (v3) using the CUCM SIP service provider, you heed a media terminal.
Within the Avaya ACE, you must configure the Avaya Media Server (MS) as the media terminal.
See Installation of media processing support software on Avaya Media Server on page 297.

Translation rules requirements

As part of the CUCM service provider configuration on the Avaya ACE, you must add the
translation rules for the Cisco Unified CM network element. Each CUCM service provider
requires at least one calling party translation rule with a mandatory matching pattern.

O Important:

The translation rule requirements are more restrictive for the CUCM AXL and the CUCM
JTAPI service providers (support tel URIs only). Translation rules configured on both these
service providers must be the same. If you configure the CUCM SIP, CUCM JTAPI and
CUCM AXL service providers for the same Cisco Unified CM network element, configure
translation rules on the CUCM SIP service provider to match that of the other two service
providers. For the Call Forwarding web service to use the CUCM AXL service provider, the
CUCM AXL service provider must be set at a higher priority than the JTAPI service
provider.

To interwork with a Cisco Unified Communications network, Avaya ACE supports calling party
based on a SIP domain, a range of DNs, or both. The Avaya ACE GUI provides support for
the configuration of simple and advanced translation rules. Advanced translation rules use
regular expressions.

Translation rules are applied to the URIs coming in with a web service request before the URIs
are passed to the network element. Translation rules manipulate a URI so that the Avaya ACE
can route the URI back to the service provider.

Translation rules are applied to the URIs defined as the telephone contact information in the
ACE user profiles.
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Translation rules requirements

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257

Administration November 2012 187



CUCM service provider fundamentals

188 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Chapter 21: CUCM service provider
configuration

Configure a Cisco Unified Communications Manager (CUCM) network element as a service provider on
the Avaya Agile Communication Environment™ (ACE) to enable communications between CUCM and
Avaya ACE™. The Avaya ACE provides a CUCM service provider interface for the CUCM SIP, the CUCM
JTAPI, and the CUCM AXL network elements.

For information on supported services through the Avaya ACE, see

« Avaya ACE and Cisco Unified CM interworking on page 184

» Reference tables on page 291

Prerequisites to CUCM service provider configuration

« You are familiar with the content of CUCM service provider fundamentals on page 183.

A supported Cisco Unified CM configuration must be deployed and operational in your network.
* You are familiar with translation rule requirements based on your network dial plan.

* You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

CUCM service provider configuration tasks

The following work flows describe the sequence of tasks you perform to configure a CUCM service
provider.
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CUCM service provider configuration tasks navigation

* Verifying CUCM baseline requirements on page 190

« Configuring a CUCM SIP service provider on page 191
 Configuring a CUCM JTAPI service provider on page 195
* Configuring a CUCM AXL service provider on page 204

 Procedures common to both CUCM JTAPI and AXL service provider configuration on page 207

Verifying CUCM baseline requirements

Prior to integration with the Avaya Agile Communication Environment™ (ACE), the Cisco
Unified Communications Manager (CUCM) solution must be installed, configured correctly and
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Configuring a CUCM SIP service provider

fully operational. Before adding a CUCM service provider on Avaya ACE ™, log on to the CUCM
network element and record the baseline configuration.

CUCM configuration

Identify the CUCM configuration parameters such as host name and IP address. The Cisco
Unified CM Configuration window displays basic confirmation parameters for a selected
CUCM.

CUCM group configuration

Identify the CUCM group to which Cisco IP phones register. The Cisco network can include
one or more Cisco Unified CMs. The Cisco Unified CMs are organized logically by groups. A
group can contain from one to three Cisco Unified CM systems, which are prioritized in a list.
The first system is designated as primary, the second is secondary, and the third is backup.

CUCM device pools

In the Device Pools window, identify the device pools to which any ACE controlled IP Phones
belong.

CUCM license unit report

The CUCM License Unit Report window displays the software release. It also displays the
authorized, used and remaining number of phone and node licenses.

Configuring a CUCM SIP service provider

The Cisco Unified Communications Manager (Cisco Unified CM ) SIP service provider is used
for services where the Avaya Agile Communication Environment™ (ACE) facilitates calls
between endpoints, from call establishment to termination; for example: Third Party Call (v2).
This chapter reviews Cisco Unified CM configuration guidelines for the Avaya ACE™ services
that use the Session Initiation Protocol (SIP) interface. For supported services, see Avaya
Agile Communication Environment™ Administration (NN10850—005).

Before adding a CUCM SIP service provider on Avaya ACE, you must perform the following
tasks on the CUCM network element.

Add a SIP profile

SIP profiles are a programming convenience that enable you to assign common SIP attributes
to devices. For example, timers, Universal Resource Indicators (URI) for call features (Call
Pickup, Meet Me, Call Forward, Abbreviated Dial ), and Start and Stop Media Ports. You can
create a SIP profile that defines common SIP attributes and assign the profile to applicable
SIP trunks.

From the Cisco Unified CM interface, select Device > Device Settings > SIP Profile.

Add a SIP trunk security profile

Each SIP trunk must be assigned a SIP trunk security profile. Cisco Unified CM Administration
groups security-related settings for the SIP trunk to allow you to assign a single security profile
to multiple SIP trunks. Security-related settings include device security mode, digest
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authentication, and incoming/outgoing transport type settings. You apply the configured
settings to the SIP trunk when you choose the security profile in the Trunk Configuration
window. Installing Cisco Unified Communications Manager provides a predefined, non secure
SIP trunk security profile for auto registration. To enable security features for a SIP trunk,
configure a new security profile and apply it to the SIP trunk. If the trunk does not support
security, choose a non secure profile. Only security features that the SIP trunk supports are
displayed in the security profile settings window.

From the Cisco Unified CM interface, select System > Security Profile > SIP Trunk Security
Profile.

Add a SIP trunk

With a standard SIP solution, Avaya ACE connects to the CUCM network through a SIP trunk.
Note that Avaya ACE does not connect directly to CUCM. The SIP trunk connects to a SIP
proxy server, which is connected to the CUCM. When configuring a SIP trunk, make sure
Media Termination Point checkbox is disabled. Avaya ACE does not actually send the media,
so the injection of media points does not apply.

From the Cisco Unified CM interface, select Device > Trunk.

In the SIP Information section, assign the appropriate SIP Profile and SIP Trunk Security Profile
(defined previously).

Add a SIP route pattern

SIP route patterns determine call routing and blocking. Assign domain or IP address and SIP
Trunk, and transformational rules that are appropriate for your Avaya ACE solution.

From the Cisco Unified CM interface, select Call Routing > SIP Route Pattern.
Some commonly addressed SIP Route Pattern parameters are:

Pattern Usage: Domain routing or IP Address routing (mandatory)

Pattern: Domain, sub-domain, IP address, or IP subnetwork (mandatory)

Description: Description of route pattern (optional)

SIP Trunk: SIP trunk to which the SIP route pattern is associated (mandatory)
O Important:

You must configure at least one SIP Profile and SIP Trunk before you can configure a SIP
route pattern.
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Configuring a CUCM SIP service provider
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Navigation

» Adding a CUCM SIP service provider on page 194

» Adding a media terminal on page 227
» Adding the media addresses on page 228
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« Configuring the route address on page 230

e Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

« Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Adding a CUCM SIP service provider

Before you begin

* You must know the IP address of the CUCM network element.
* You must know the port number used for signaling.
« An Avaya ACE" GUI session must be open.

About this task

Add a Cisco Unified Communications Manager (CUCM) SIP network element as a service
provider on Avaya ACE to enable communications between CUCM and the Avaya ACE.

Procedure

1. On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Cisco Unified Communications Manager (CUCM).

In the Name field, enter a name for the CUCM service provider.

ok~ 0N

Select the Disable check box to add the service provider in a disabled state.

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for CUCM appears.

7. In the Signaling dialog box, enter the IP address of the CUCM network element in
the IP Address field.

8. In the Port field, enter the port used for signaling. You can accept the default port
5060 if applicable to your system.

194 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

10.

11.
12.

13.
14.

Configuring a CUCM JTAPI service provider

From the Signaling list, select SIP.
To support media services with Third Party Call Control (v3), select the Use Media
Server check box.

When you enable the Use Media Server option, the appropriate defaults are applied
and the remaining fields on the Signaling dialog box are disabled. Go to 12 on
page 195.

Ensure that the Refer to Display Name check box is selected.

To subscribe for presence updates from the CUCM server, in the Presence
Subscription dialog box, select the Subscription check box.

In the Server list, make sure that Signalling Server is selected.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Configuring a CUCM JTAPI service provider

This section contains procedures for configuring Avaya Agile Communication Environment™
(ACE) Call services that require the Java Telephony Application Programming Interface
(JTAPI) interface. The CUCM JTAPI service provider is used for services where Avaya ACE™
controls a Computer Telephony Integration (CTI)-capable terminal on the Cisco Unified CM
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system. This enables Avaya ACE to send control messages to the terminal to perform various
functions, such as establish calls and obtain presence information.
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Configuring a CUCM JTAPI service provider procedures
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Configuring a CUCM JTAPI service provider

Navigation

« Verifying CTl manager service status on page 199

» Verifying phone configuration on page 200

» Configuring a device pool on page 207 (in the section Procedures common to both CUCM
JTAPI and AXL service provider configuration)

« Configuring ACE as an aplication user on page 208 (in the section Procedures common
to both CUCM JTAPI and AXL service provider configuration)

« Downloading the CUCM JTAPI client software on page 200

» Adding the jtapi.jar file as a shared library on page 201

* Associating the JTAPI shared library with Avaya ACE on page 201

« Restarting the Avaya ACE application on page 307

 Restarting the Avaya ACE application (HA) on page 308

* Performing a switchover on page 311
* Adding a CUCM JTAPI service provider on page 202

* Configuring the translation rules. For information on translation rules, see

- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

 Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Verifying CTl manager service status

Within the CUCM network, a software program called the CTl Manager provides the interface
for CTI applications. The CTI Manager is installed automatically during the initial setup of the
Cisco Unified CM. Perform this procedure to verify that the CTl Manager is active.

Procedure

1. Log in to the CUCM Administration console.
2. Select System > Service Parameters > Cisco CTI Manager
3. Check the status.
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Verifying phone configuration

Enable the Allow Control of Device from CTI option on each device (phone) that Avaya ACE
will monitor and control.

Procedure

P w0 nh P

Log in to the CUCM Administration console.
Select Device > Phone. The Find and List Phones window opens.
Select a device. A corresponding Phone Information window opens.

Scroll to the bottom of the Device Information section, and enable the Allow Control
of Device from CTI check box .

Downloading the CUCM JTAPI client software

Before you begin

 You must be able to log in to the Cisco Unified Communication Manager Administration web

page.

About this task

Download the CUCM JTAPI client software library from the Cisco Unified Communication
Manager Administration web page to the Avaya ACE™ server. The name of the CUCM JTAPI
client software library is jtapi.jar.

Procedure

1.

200 Administration

o gk~ w N

Open a web browser and connect to the Cisco Unified Communication Manager
Administration web page.

Log in.

On the menu bar, select Applications.
From Applications, select Plugins.

In the Plugin search, click Find.

Identify the appropriate Cisco JTAPI plug-in for the platform where the web browser
is running, and download the file.

When the file has downloaded to your local machine, extract or execute the plug-
in.

Locate the file jtapi.jar in the /Zroot/. jtapi/lib directory.
If you do not find the file, perform a search for jtapi.jar.
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9.

10.

Configuring a CUCM JTAPI service provider

Copy the jtapi.jar file to the lib directory on the ACE server. If the directory does
not exist, create it.

Copy the file to Zopt/ I1BM/WebSphere/AppServer/profiles/AppSrv0l/
avaya/lib/.

If Avaya ACE is deployed in a HA configuration, copy the file on both Avaya ACE
hosts.

Adding the jtapi.jar file as a shared library

About this task

Shared libraries are files used by multiple applications. Use this procedure to configure the
CUCM jtapi . jar file as a shared library.

Procedure

1.

Open aweb browser. Enter the URL for the IBM WebSphere administrative console:
https://<hostname>:9043/admin

The administrative console loads and a window opens for your user ID and
password.

In the navigation pane on the left, select Environment and then Shared
Libraries.

. In the center pane, define the scope for the JTAPI shared library. In the scope box,

select Cell=Cell01.
Click New.

5. In the Name box, enter a name for the shared library. For example,

CUCM_JTAPI.

In the Classpath box, enter Zopt/ I1BM/WebSphere/AppServer/profiles/
AppSrv0l1/avaya/lib/jtapi.jar.

. Click Apply.

Associating the JTAPI shared library with Avaya ACE

About this task

To enable Avaya ACE™ services on the CUCM, you must associate the JTAPI shared library
with the Avaya ACE application. Use this procedure to associate the JTAPI shared library with
Avaya ACE.
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Procedure
1. In the navigation pane on the left, select Applications, Application Types, and
then WebSphere Enterprise Applications.
2. In the center pane, select AppCore.
3. On the AppCore page, click Shared library references.

4. On the Shared library references page, click the check box beside AppCore and
then click Reference shared libraries.

5. On the Shared Library Mapping page, select the CUCM_JTAPI library in the
Available box.

Click the arrow to move the library into the Selected box.
Click OK.
On the Shared library references page, click OK.

© © N o

On the AppCore page, click Apply.

10. In the Messages box at the top of the page, click Save.
The CUCM_JTAPI library is now available to the Avaya ACE application.

Adding a CUCM JTAPI service provider

Before you begin

* You must know the IP address of the CUCM network element.
* You must know the port number used for signaling.

* You must know the user name and password of the Application User profile defined on
the CUCM network element for communication with Avaya ACE.

« An Avaya ACE™ GUI session must be open.
About this task

Add a Cisco Unified Communications Manager (CUCM) JTAPI network element as a service
provider on Avaya ACE to enable communications between CUCM JTAPI and Avaya ACE.

Procedure

1. On the menu bar, choose Configuration and then Service Providers.

2. In the Service Providers window, click Add.

3. From the Type list, select Cisco Unified Communications Manager (CUCM).
4. In the Name field, enter a name for the CUCM service provider.

5. Select the Disable check box to add the service provider in a disabled state.
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10.
11.

Configuring a CUCM JTAPI service provider

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for CUCM appears.

In the Signaling dialog box, enter the IP address of the CUCM network element in
the IP Address field.

From the Signaling list, select JTAPI.

In the Name field, enter the associated Application User profile name defined on
the CUCM network element.

In the Password field, the password for the associated Application User profile.

Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Configuring a CUCM AXL service provider

This section contains procedures for configuring Avaya Agile Communication Environment™
(ACE) Call services that require the Administrative Extensible Markup Language (XML)
interface (AXL) interface.
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Configuring a CUCM AXL service provider

Configuring a CUCM AXL service provider procedures
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Navigation

 Configuring a device pool on page 207 (in the section Procedures common to both CUCM
JTAPI and AXL service provider configuration)

« Configuring ACE as an aplication user on page 208 (in the section Procedures common
to both CUCM JTAPI and AXL service provider configuration)
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« Adding a CUCM AXL service provider on page 206

« Configuring the translation rules. For information on translation rules, see
- Translation rule fundamentals on page 237

- Translation rule configuration on page 243

- Translation rule management on page 257

« Configuring the order of service providers on page 231 (in the chapter Common service
provider configuration procedures)

Adding a CUCM AXL service provider

Before you begin

* You must know the IP address of the CUCM network element.
* You must know the port number used for signaling.

« You must know the user name and password of the Application User profile defined on
the CUCM network element for communication with Avaya ACE.

« An Avaya ACE™ GUI session must be open.
About this task

Add a Cisco Unified Communications Manager (CUCM) AXL network element as a service
provider on Avaya ACE to enable communications between CUCM and Avaya ACE.

Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Cisco Unified Communications Manager (CUCM).

In the Name field, enter a name for the CUCM service provider.

a bk w0 NP

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for CUCM opens.

7. In the Signaling dialog box, enter the IP address of the CUCM network element in
the IP Address field.

206 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

10.

11.
12.

13.

14.

Procedures common to both CUCM JTAPI and AXL service provider configuration

From the Signaling list, select AXL.

In the Port field, enter the port used for signaling. Accept the default port 8443 if
applicable to your system.

In the Name field, enter the associated Application User profile name defined on
the CUCM network element.

In the Password field, the password for the associated Application User profile.

Click Next.
The Translation Rule for Service Provider window opens.

Add the Calling and Called Party Translation Rules for the local deployment.

The Translation Rules for the CUCM AXL service provider will likely match the
Translation Rules for a previously defined JTAPI service provider. Therefore, the
AXL service provider must be moved higher than the JTAPI service provider in the
Avaya ACE service provider GUI window in order for the Call Forwarding web
service to use the AXL service provider.

Click Submit to add the AXL service provider to Avaya ACE.

Procedures common to both CUCM JTAPI and AXL service
provider configuration

The procedures in this section are common to both the CUCM JTAPI and AXL service provider
configuration task flows.

Configuring a device pool

On the CUCM network element, you must create a device pool and assign all appropriate
devices to it.

Before you begin

You must configure the following required items for the device pool. See the CUCM
documentation for more information.

» Cisco CallManager group

« Date/time group

* Region

Procedure

1. Log in to the CUCM Administration console.
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Select System > Device Pool

Click Add a New Device Pool.

Configure the device pool information as required.
Click Save.

ok~ 0N

Configuring ACE as an aplication user

About this task
Avaya ACE must be configured as an Application User on the CUCM network element.

Procedure

Log in to the CUCM Administration console.
Select User Management > Application User.
Select Add New to create an Avaya ACE application user.

In the Application User Information section, define the Avaya ACE user.

a r NP

In the Device Information section, assign the devices (IP Phones) that Avaya ACE
controls.

6. In the Permissions Information section, allow Avaya ACE to control CTI
devices.
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Chapter 22: CS 2000 service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Communication Server 2000 (CS
2000) service provider to provide web services and enable communications between Avaya ACE™ client
applications and a CS 2000 communication system.

The CS 2000 system is a Carrier Voice over IP (VoIP) super class softswitch that supports converged
carrier networks. The CS 2000 operates in an open-standards VolP network and supports a wide range
of signaling, transport and control protocols, including H.248/Megaco, H.323, Media Gateway Control
Protocol (MGCP), Session Initiation Protocol (SIP), Session Initiation Protocol for Telephony (SIP-T), and
Bearer Independent Call Control (BICC).

For information on supported services through Avaya ACE, see Reference tables on page 291.

For more information on deployment of a CS 2000 system, see the CS 2000 product documentation.

Prerequisites

* You are familiar with your current Communication Server 2000 (CS 2000) configuration.

« You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

Navigation

* Avaya ACE and CS 2000 interworking on page 209
» Supported network configurations

« Translation rule requirements on page 210

Avaya ACE™ and CS 2000 interworking

To support communications with Avaya ACE, the CS 2000 network element must meet the
following configuration requirements:

* the CS 2000 system is running Release SN10 or higher software
» SS7 Links between the CS 2000 and ISSG
* AIN Software Optionality Control (SOC) Options

» AIN Subsystem and Triggers associated with the ACE server
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» CS 2000 lines with TERMATT and OFFHKDEL AIN Triggers
» SST support of Avaya ACE over SIP for Third Party Call Control (v2)

ISSG configuration requirements

To support communications with Avaya ACE, the IN-SIP Signaling Gateway (ISSG) must meet
the following configuration requirements:

* ACE System ID and Application Server
» SS7 Links between the ISSG and CS 2000
« Signaling Connection Control Part (SCCP)

SST configuration requirements

To support communications with Avaya ACE, the Session Server Trunks (SST) must meet the
following configuration requirements:

* ACE Remote SIP Server
* ACE Access Link Map

Translation rule requirements

As part of the CS 2000 service provider configuration on Avaya ACE, you must add the
translation rules for the CS 2000 network element. Each CS 2000 service provider requires at
least one calling party translation rule with a mandatory matching pattern.

To interwork with a CS 2000 network, Avaya ACE supports calling party and called party rule
configuration based on a SIP domain, a range of DNs, or both. The ACE GUI provides support
for the configuration of simple and advanced translation rules. Advanced translation rules use
regular expressions.

Translation rules are applied to the URIs defined as the telephone contact information in the
ACE user profiles.

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Translation rule requirements

Translation rules for Call History

When creating translation rules for Call History, you must:

« enable CallHistoryService. Presence, and ThirdPartyCall for the required role.

 add a Calling Party Translation Rule to the SST service provider that allows the pattern
sip:<digits>@<ip_domain> to translate to sip:<digits>@<sst_ip>

 add a Calling Party Translation Rule to the SST service provider that allows the pattern
sip:<digits>@<ss7_domain> to translate to sip:<digits>@<sst_ip>

 Ensure that the tel contact of the user has the highest priority among all contacts of the
Telephone Type.
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Chapter 23: CS 2000 service provider
configuration

Configure a Communication Server 2000 (CS 2000) network element as a service provider on Avaya
Agile Communication Environment™ (ACE) to enable communications between CS 2000 and Avaya
ACE". Avaya ACE provides a service provider interface to inter-operate with CS 2000 network elements
using the SIP, SIP_IN or SIP_SSL protocols.

For information on supported services through Avaya ACE, see Reference tables on page 291

Prerequisites to CS 2000 service provider configuration

* You have completed base configuration

- CS 2000 system is installed, configured, and operational (all system, customer, and individual
user parameters).

- CS 2000 system is running CS 2000 Release SN10 or higher.
- The ISSG is configured to support Avaya ACE traffic.
- SST is configured to support Avaya ACE traffic.

« CS 2000 is interoperable with Avaya ACE using the SIP protocol and the SIP_IN protocol. The SIP
protocol is configured through the SST. The SIP_IN protocol is configured through the ISSG. For
information on configuring the ISSG, see Avaya CS 2000 Session Server Lines Converged Desktop
Fundamentals, NN10437-115.

« You are familiar with the service audit process triggered by service provider configuration changes
on Avaya ACE. See Service audits on page 27.

CS 2000 service provider configuration procedures

The following task flows show you the sequence of procedures you perform to configure a CS 2000 SIP
service provider, a CS 2000 SIP_IN service provider or a CS 2000 SIP_SSL service provider.
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Navigation

« Adding a CS 2000 SIP service provider on Avaya ACE on page 217

« Adding a CS 2000 SIP_IN service provider on Avaya ACE on page 218

» Adding a CS 2000 SIP_SSL service provider on Avaya ACE on page 219
« Translation rule configuration on page 243

» Configuring the order of service providers on page 231

216 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Adding a CS 2000 SIP service provider on Avaya ACE™

Adding a CS 2000 SIP service provider on Avaya ACE "

Before you begin

» An Avaya ACE™ GUI session must be open.
About this task

Add a CS 2000 SIP network element as a service provider on the Avaya ACE to enable
communication between Avaya ACE and CS 2000 using the SIP protocol.

Procedure

1.

On the menu bar, choose Configuration and then Service Providers.
The Service Providers window appears.

. Click Add.

The Service Provider dialog box appears.

3. From the Type list, select Communication Server 2000 (CS 2000).

In the Name field, enter a name for the CS 2000 service provider.

5. Select the Disable check box to add the service provider in a disabled state.

10.
11.

12.

Administration

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for CS 2000 appears.

In the Signaling dialog box, enter the IP address of the CS 2000 SST in the IP
Address field.

In the Port field, enter the port used for signaling on the SST. You can accept the
default 5060 if applicable to your system.

In the Signaling field, select SIP from the drop-down list.
In the Transport field, UDP is selected and is the only option.

Click Next.
The Translation Rule for Service Provider window opens.

You can click Submit to complete the add process without defining a translation
rule.
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© Note:

The service provider will not function without a translation rule. To complete the
process, perform the procedure to configure a translation rule.

Adding a CS 2000 SIP_IN service provider on Avaya ACE"

Before you begin

« An Avaya ACE™ GUI session must be open.
About this task

Add a CS 2000 SIP_IN network element as a service provider on Avaya ACE to enable
communication between Avaya ACE and CS 2000 using the SIP_IN protocol.

Procedure

1.

On the menu bar, choose Configuration and then Service Providers.
The Service Providers window appears.

. Click Add.

The Service Provider dialog box appears.

3. From the Type list, select Communication Server 2000 (CS 2000).

In the Name field, enter a name for the CS 2000 service provider.

5. Select the Disable check box to add the service provider in a disabled state.

10.

218 Administration

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

. Click Continue.

The Service Providers window for CS 2000 appears.

In the Signaling dialog box, enter the IP address of the CS 2000 ISSG in the IP
Address field.

In the Port field, enter the port used for signaling on the ISSG. You can accept the
default 5060 if applicable to your system.

In the Signaling field, select SIP_IN from the drop-down list.

In the Transport field, UDP is selected and is the only option.
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Adding a CS 2000 SIP_SSL service provider on Avaya ACE ™

11. Click Next.
The Translation Rule for Service Provider window opens.

12. You can click Submit to complete the add process without defining a translation
rule.
© Note:

The service provider will not function without a translation rule. To complete the
process, perform the procedure to configure a translation rule.

Adding a CS 2000 SIP_SSL service provider on Avaya
ACE"

Before you begin

« An Avaya ACE™ GUI session must be open.
About this task

Add a Communication Server 2000 (CS 2000) SIP_SSL network element as a service provider
on Avaya ACE to enable communication between Avaya ACE and CS 2000 using the SIP_SSL
protocol.

Procedure
1. On the menu bar, choose Configuration and then Service Providers.
The Service Providers window appears.

2. Click Add.
The Service Provider dialog box appears.

3. From the Type list, select Communication Server 2000 (CS 2000).
4. In the Name field, enter a name for the CS 2000 service provider.

5. Select the Disable check box to add the service provider in a disabled state.

O Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for CS 2000 appears.
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7. In the Signaling dialog box, enter the IP address of the CS 2000 SSL in the IP
Address field.

8. In the Port field, enter the port used for signaling on the SSL. You can accept the
default 5060 if applicable to your system.

9. In the Signaling field, select SIP_SSL from the drop-down list.
10. In the Transport field, UDP is selected and is the only option.

11. Click Next.
The Translation Rule for Service Provider window opens.

12. You can click Submit to complete the add process without defining a translation
rule.

© Note:

The service provider will not function without a translation rule. To complete the
process, perform the procedure to configure a translation rule.
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Chapter 24. Tandberg service provider
fundamentals

The Avaya Agile Communication Environment™ (ACE) interacts with the Tandberg Video Communication
Server (VCS) service provider to provide web services and enable communications between Avaya ACE™
client applications and a Tandberg video communication system.

The Tandberg VCS is a client-server solution that is deployed in the customer network to facilitate video
networking and communications between H.323 and Session Initiation Protocol (SIP) video devices such
as:

* video conferencing

« desktop video

* video voice over IP (VoIP)
* PC video

For information on supported services through Avaya ACE, see Reference tables on page 291.

For more information on deployment of the Tandberg system, see the Tandberg product documentation.
Prerequisites

* You must be familiar with your current Tandberg VCS configuration.

 You must be familiar with the service audit process on Avaya ACE. See Service audits on
page 27.

Navigation

« Avaya ACE and Tandberg interworking on page 221

» Supported network configurations on page 222

« Translation rules requirements on page 222

Avaya ACE and Tandberg interworking

Avaya ACE communicates with Tandberg through SIP.

To interwork with ACE, the Tandberg VCS must be running Release 2.0 or later software. To
support presence subscriptions, the Tandberg VCS must be running Release 3.0 or later
software.
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Supported network configurations

The Tandberg network element must meet the following configuration requirements to interact
with Avaya ACE:

» SIP mode is enabled on the VCS so that the VCS can act as a SIP Proxy Server.
» The UDP transport protocol is active.
» A SIP domain has been added and configured as a trusted endpoint.

« Authentication credentials (username and password) have been defined in the VCS
database.

» Tandberg video communication devices are provisioned and have been successfully
registered as SIP endpoint to the Tandberg VCS.

« SIP trunking over UDP, between the Tandberg VCS and the ACE host, is configured to
support Avaya ACE traffic.

For click-to-video call support, the Tandberg video communication devices (for example, hard
clients) have successfully registered as SIP endpoints to the VCS.

For video soft client support, the Tandberg Movi server is installed, configured properly, and
connected to the Tandberg VCS as a SIP registrar. (Movi is a server-based PC video
conferencing solution.)

Translation rules requirements

As part of the Tandberg service provider configuration on Avaya ACE, you must add the
translation rules for the Tandberg network element. Each Tandberg service provider requires
at least one calling party translation rule with a mandatory matching pattern.

To interwork with a Tandberg network, Avaya ACE supports calling party rule configuration
based on a SIP domain, a range of DNs, or both. The Avaya ACE GUI provides support for
the simple configuration of and advanced translation rules. Advanced translation rules use
regular expressions.

Translation rules are applied to the URIs coming in with a web service request before the URIs
are passed to the network element. Translation rules manipulate a URI so that Avaya ACE can
route the URI back to the service provider.

For information on translation rules , see

« Translation rule fundamentals on page 237

« Translation rule configuration on page 243

« Translation rule management on page 257
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Chapter 25: Tandberg service provider
configuration

Configure a Tandberg Video Communication Server (VCS) network element as a service provider on the
Avaya Agile Communication Environment™ (ACE) to enable communications between Tandberg and
Avaya ACE™.

For information on supported services through Avaya ACE, see Reference tables on page 291.

Prerequisites to Tandberg service provider configuration

* You are familiar with Tandberg service provider fundamentals on page 221.

* You have the IP address of the Tandberg network element.
« A supported Tandberg configuration is deployed and operational in your network.

 For a Tandberg VCS deployed in a cluster, ensure that the configuration on the Tandberg VCS is
such that the Call routed mode is set to Always and that SIP interworking mode is set to On.

A Caution:

If you set the Call routed mode to Optimal, depending on the Tandberg VCS configuration, when
Avaya ACE and Tandberg are in a call, ACE could be dropped from the call.

* You are familiar with translation rule requirements based on your network dial plan.
Tandberg service provider configuration procedures

The following task flow shows you the sequence of procedures you perform to configure a Tandberg
service provider.
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Navigation

« Adding a Tandberg service provider on page 225

 Configuring the route address on page 230

» Configuring simple translation rules on page 244

» Configuring advanced translation rules on page 251

» Configuring the order of service providers on page 231
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Adding a Tandberg service provider

Adding a Tandberg service provider
Before you begin

* You must know the IP address of the Tandberg network element.
 You must know the port number used for signaling.
« An Avaya ACE™ GUI session must be open.

About this task

Add a Tandberg network element as a service provider on Avaya ACE to enable
communications between Tandberg and Avaya ACE.

Procedure

On the menu bar, choose Configuration and then Service Providers.
In the Service Providers window, click Add.
From the Type list, select Tandberg Video Communication Server (VCS).

In the Name field, enter a name for the Tandberg service provider.

a kr w0 nh e

Select the Disable check box to add the service provider in a disabled state.

© Note:

You can continue to update service provider configuration (including rules
configuration) after it is added in the disabled state. Disabling the provider only
makes it unavailable to handle Web service requests for the duration for which it
is disabled. However, all configuration information is preserved.

You can enable the provider at a later time.

6. Click Continue.
The Service Providers window for Tandberg appears.

7. Inthe Signaling dialog box, enter the IP address of the Tandberg in the IP Address
field.

8. In the Port field, enter the port used for signaling. You can accept the default 5060
if applicable to your system.

9. To subscribe for presence updates from Tandberg, in the Presence Subscription
dialog box, select the Subscription check box.
© Note:

Note that for an existing Tandberg service provider, when you edit the
Subscription check box, the changes take effect only after you restart the ACE
server.
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10. In the Server list, make sure that Signaling Server is selected.

11. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Chapter 26: Common service provider
configuration procedures

The following sections describe common procedures that you use while configuring network elements as
service providers on the Avaya Agile Communication Environment™ (ACE). Procedures to modify or delete
existing service providers are also described.

Navigation

» Adding a media terminal on page 227

» Adding the media addresses on page 228

 Configuring the route address on page 230

» Configuring the order of service providers on page 231

* Modifying service provider configuration on page 231

* Disabling a service provider on page 232
« Deleting a service provider on page 233

» Exporting a service provider on page 234

 Importing a service provider on page 235

» Checking the certificate expiry date on page 235

Adding a media terminal
Before you begin

* You have added a service provider that requires a media terminal.

« You have installed and configured the Avaya Media Server (MS) as a media terminal. See
Installation of media processing support software on Avaya Media Server on page 297

* You have registered Avaya ACE as a trusted node on the MS.
* You have the IP address of the MS.
* You have the port number used for the SIP signaling to the MS.
« An Avaya ACE GUI session is open.
About this task

Add a media terminal to a service provider on the Avaya ACE for call treatment. A media
terminal anchors call sessions and hosts media services added to a call.
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A media terminal represents a media server (in this case, the Avaya MS). After adding an MS
as a media terminal, you must add the media addresses associated with the MS.

Procedure

1. Ensure that the Service Providers - Terminals window is open.

2. In the Terminal Details dialog box, enter a name for this MS in the Name field to
internally identify the MS within Avaya ACE.

3. Inthe IP Address field, enter the IP address for this MS.
4. In the Port field, enter the port used for SIP signaling on this MS.

5. Click Add to add the MS.
The MS is added to the Terminals dialog box.

6. If additional Media Servers are needed, repeat 1 on page 228 through 5 on
page 228.

7. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.

Adding the media addresses
Before you begin

« You have added the Avaya Media Server (MS) as a media terminal to Avaya ACE ™.
* You have a viable domain_name in the MS.
* An Avaya ACE GUI session is open.

About this task

After you add the Avaya MS as a media terminal, you must define the services (media
addresses) associated with the MS.

Avaya provides two preconfigured services that are mandatory for the MS. These services are
SIP addresses configured on the Avaya ACE. You must add the following two services:

* ANNC provides announcements used for ringback tone and recorded announcements
» CONF provides the media path for all third party call (TPC) v3 and audio call scenarios

Additional media services are available depending on the service provider and the supported
application.

Procedure

1. Ensure that the Service Providers - Addresses window is open.
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Adding the media addresses

. In the Address Details dialog box, select ANNC from the Name drop-down list.
3. In the URI field, enter a valid SIP URI for the media address.

. In the Terminals field, select the media terminal at which this media address is

available (as defined in Adding a media terminal on page 227).

You can select one or more media terminals from the list if you want to load-share
across multiple Media Servers (by holding down the Shift key and highlighting more
than one terminal in the list).

. Click Add to add the media address.

The media address is added to the Addresses dialog box.

. Repeat 2 on page 229 through 5 on page 229 for the CONF media address.
. If applicable, repeat 2 on page 229 through 5 on page 229 to add additional media

addresses specific to the service provider and the supported application. For
example, the media address for the optional Text-to-Speech service is TTS, and its
valid SIP URI is sip:tts@<domain_name>.

O Important:

Make sure that you modify the default route address after you add the media
addresses and before you click Next in theAddresses window.

. Modify the route address. Go to Configuring the route address on page 230.

Variable Definitions

Variable Value

Name

Name of the media service. You must add the following: ANNC CONF
You can optionally add the names of other media services, for
example: TTS

Terminals

Name of the MS associated with the service as defined in Adding a
media terminal on page 227

URI

URI to identify the media service on the call server. Format must be
as follows: sip:annc@domain_name,
sip:conf@domain_name, or sip:tts@domain_name
where domain_name is the domain configured on the MS.
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Configuring the route address
Before you begin

* You have added a service provider for the route address.
* You have a valid SIP URI to identify the route address.
« An Avaya ACE™ GUI session is open.
About this task
Configure the route address to indicate from where a call is originating.

A route address represents the third party in a third party call control call. When you add a
service provider that supports third party call control, the system automatically adds a default
route address (sip:AppCore@Avaya.com). You can keep the default value or configure a valid
SIP URI for the route address. You can also specify a display name for the configured route
address.

If you add an Avaya Aura® SIP service provider, you must modify the default route address on
Avaya ACE to match the domain name used to route messages from the Session Manager to
the Communication Manager.

Procedure

1. Make sure that the Service Providers - Addresses window is open.

2. In the Addresses dialog box, select the route entry.
The details of the route address appear in the Address Details dialog box.

3. In the Display Name field, enter a name for the route address.
4. In the URI field, enter a valid URI to identify the route address.

5. Click Modify to configure the route address.
The route address is updated in the Addresses dialog box.

6. Click Next.
The Avaya ACE GUI takes you to the next task in the service provider
configuration.
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Configuring the order of service providers

Configuring the order of service providers
Before you begin

* You have added the required service providers.
« An Avaya ACE " GUI session is open.
About this task

Configure the order of the service providers to increase system efficiency. Order the service
providers in such a way that the service provider with the most restrictive rules is at the top of
the list of service providers and the service provider with the least restrictive rules is at the
bottom. Changing the order of service providers triggers an automatic service audit. For more
information, see Service audits on page 27.

If your ACE server is federated, when you change the order of service providers on your ACE
server, all web service notifications are appropriately routed according to the reordered list of
providers.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service provider(s) tab.
The Configuration - Service Provider(s) window appears.

2. Select a service provider and click Up or Down to move the service provider in the
list.

3. Repeat 2 on page 231 until you have the service providers in the appropriate
order.

Modifying service provider configuration
Before you begin

« Service providers are configured on Avaya ACE ™.
* An Avaya ACE GUI session is open.
About this task
Use this procedure to modify configuration of an existing service provider.
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Procedure

1.

On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.
A list of service providers configured on the ACE server appeatrs.

For service providers configured with a media terminal click the Terminals icon to
add or remove the media terminal associated with the service provider.
The Terminal Details dialog box opens.

For further details, see Adding a media terminal on page 227.

. Click the Addresses icon to add or remove media addresses or maodify the route

point address.
The Addresses dialog box opens.

O Important:

If you modify the route point address associated with a service provider, you must
restart the Avaya ACE application for the changes to take effect. An appropriate
GUI pop-up displays. See Restart the Avaya ACE application on page 307.

For further details, see Adding the media addresses on page 228 and Configuring
the route address on page 230.

. To modify translation rules associated with the service provider, click the Rules

icon.
The translation rule for service provider dialog box opens.

For further details on configuring translation rules see Translation rule
configuration on page 243.

For service provider configuration modifications other than the media terminal,
media addresses or translation rules, select a service provider from the list of

configured service providers and click Edit.

Depending on the service provider selected, the appropriate dialog box opens
displaying editable fields.

Make the necessary modifications and click Update.

Disabling a service provider

232

Before you begin

* You have an Avaya ACE™ GUI open.

About this task
When you disable a service provider, it is unavailable to handle service requests from client

applications. However, configuration information on the service provider (including translation
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Deleting a service provider

rules configuration) is preserved. Note that you can also continue to modify service provider
configuration, irrespective of whether the service provider is disabled or not.

When a service provider is disabled, Avaya ACE automatically:

* clears provider or terminal alarms existing at the time of disabling.
« triggers a service audit.

If your ACE server is federated, a service audit is triggered across all regions in the
federation. For information on Service Audits, see Service audits on page 27.

* routes web service requests to existing service providers.

A service provider that is disabled, can be enabled again at a later time. Enabling a service
provider also triggers a service audit. If your ACE server is federated, the service audit is
triggered across all regions in the federation. Active alarms that were cleared (at the time of
disabling the provider) are raised again if the conditions that caused the alarms still exist. In
addition, new alarms can be raised depending on service provider configuration changes that
were made to the service provider, in the disabled state.

Use this procedure to disable an existing service provider. To add a service provider in the
disabled state, see the appropriate procedures to add service providers.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.

A list of service providers configured on the ACE server appear.
2. Select the service provider you want to disable.

3. Click Disable.

When the provider is disabled, the button changes to Enable. Click this button to
enable the service provider.

Deleting a service provider
Before you begin

« You have confirmed that the network element is not providing service to client applications
of Avaya ACE.

« If your ACE server is federated, you must coordinate this activity with all remote region
administrators, because each federated ACE server will require a restart of the ACE
application. See Restart the Avaya ACE application on page 307.

« An Avaya ACE " GUI session is open.
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About this task

Delete a service provider configuration when the network element is no longer used to provide
service through Avaya ACE.

If your ACE server is federated, when you delete a local service provider, then all web service
notifications are appropriately routed to existing providers.

Deleting a service provider automatically triggers a service audit. For more information on
Service audits, see Service audits on page 27.

Procedure

1. On the menu bar, choose Configuration and then Service Providers.

2. Select the Local Service Provider(s) tab.
A list of configured service providers is displayed.

3. Inthe Service Providers window, select the service provider to delete.

4. Click Remove.

A prompt displays asking you if you want to remove the selected service provider
configuration.

5. Click OK to remove the service provider.
The service provider configuration is removed.

Exporting a service provider
Before you begin

« An open Avaya ACE™ GUI session.
« A configured service provider.
About this task

Use this procedure to export the configuration file of a service provider from the ACE server
on to your local machine. The procedure can be used to export multiple service providers
simultaneously.

Procedure

1. On the menu bar, choose Configuration and then Service Providers.

2. Select the Local Service Provider(s) tab.
A list of configured service providers is displayed.

3. Select the check box of the service provider you want to export.
4. Click Export.
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Importing a service provider

5. Click Save to save the file on your local machine.

Importing a service provider
Before you begin

« An open Avaya ACE™ GUI session.
« A service provider configuration file on your local machine.
About this task

Use this procedure to import the configuration file of a selected service provider from your local
machine on to the ACE server. The procedure can also be used to import multiple service
providers simultaneously.

Importing a service provider is another way of adding the service provider onto the ACE
server.

Importing a service provider automatically triggers a service audit. For more information on
Service audits, see Service audits on page 27.

Procedure

1. On the menu bar, choose Configuration > Service Providers .

2. Select the Local Service Provider(s) tab.
A list of configured service providers is displayed.

3. Click Import.
4. Click Browse in the resulting window.

5. Browse to the path where the configuration file is stored in your local machine and
click Open.

6. Click Submit.
A table appears showing the status of the import.

Checking the certificate expiry date

You must be aware of the security certificate expiry date. Allowing a certificate to expire results
in loss of service.
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Procedure

1. Open a web browser and enter the following URL to view the WebSphere
administrative console: https://<hostname>:9043/admin.

The administrative console loads and a window opens for your user ID and

password.

2. In the navigation pane on the left, select Security > SSL certificate and key
management.

3. In the center pane, under Related Items, select Key stores and certificates.

4. Click CellDefaultKeyStore.

5. Under Additional Properties, select Personal certificates.

6. View the date range in the Expiration column.

7. If the certificate has expired or is about to expire, click Renew.
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Chapter 27. Translation rule fundamentals

As part of service provider configuration on the Avaya Agile Communication Environment™ (ACE), you
add translation rules for each service provider as required. Translation involves applying a translation rule
to a URI coming in with a selected web service request before being passed to the service provider of a
network element. Translation rules manipulate the URI so that Avaya ACE™ can route it to the appropriate
service provider.

All translation rules must specify a matching pattern. When ACE receives a web service request for
telephony service, ACE compares the URI contained in the service request with the URI matching pattern
defined in the called or calling party rule. When a match is found, the rule is applied (routing and
transformation rules if configured).

Avaya ACE translation rules consist of routing rules and transformation rules.

Routing rules are based on the calling party URI. Each service provider must define at least one calling
party routing rule in order for ACE to route web service requests to the appropriate service provider. The
called party URI is not used for service provider routing, it is used for URI transformation when
configured.

Transformation rules are used to manipulate the calling party URI or the called party URI or both.
Transformation rules are optional and are specific to the service provider network element.

For more information on configuring translation rules (including reverse transformation rules), see
Translation rule configuration on page 243.

Avaya ACE supports a rule validation tool to validate translation rules and reverse transformation rules.
The tool is available from the ACE GUI. You can use the tool to test any new rule that you create or
modify.

After you create a new rule, or modify an existing rule you must activate the rule to allow it to be applied
to web service traffic. Avaya ACE supports activation of translation rules from the GUI. Only activated
translation rules can be used to manipulate URIs that come in with web service requests or are returned
as part of Notifications. You can also use the ACE GUI to deactivate rules.

For more information on procedures to validate, activate or deactivate rules, see Translation rule
management on page 257.

Navigation

« Calling party translation rules and web services on page 238

* Called party translation rules and web services on page 238

* Reverse translation rules and web services on page 238

* Remote translation rules on page 239
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« Translation rule validation on page 240
« Activation and deactivation of rules on page 241

Calling party translation rules and web services

As part of service provider configuration, calling party rules must be added for any address
(URI) that is the focus of a web service request. Avaya ACE™ uses calling party rules to
associate the URI in the web service request with a service provider. Service providers that
support the following web services require calling party rules:

* Presence

* Third Party Call Control

* Third Party Call Extensions
* Call Forwarding

« Call Notification

* Audio Call

« Call History

See Avaya Agile Communication Environment™ Web Services (NN10850-007) for more
information on web services.

Called party translation rules and web services

Called party rules are similar to calling party rules except they are not needed for service
provider routing. Called party rules are used for transforming called party URIs before they are
passed to the service provider. Called party rules are supported for the following services:

* Third Party Call Control

* Third Party Call Extensions
« Call Forwarding

* Audio Call

Reverse translation rules and web services

Avaya ACE also supports reverse transformation rules. Reverse transformation rules are used
when a URI must be transformed back to the required format before it is presented to a web
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Remote translation rules

service interface. This could be the case where an application sends a call notification web
service request to retrieve a calling party or a called party number to display the URI to its
application clients in a particular format.

Reverse translation rules are supported for the following services:

« Call Natification (v3.2) web service, in the following messages:
- NotifyBusy
- NotifyAnswer
- NotifyNotReachable
- NotifyCalledNumber
- NotifyNoAnswer
« Call Natification (v3.8), in the following message
- NotifyCallEvent
* CallHistory (v1) in the following message:
- getCallHistory
- getCallHistoryByProfile

Remote translation rules

Remote translation rules are rules configured on ACE servers in remote regions when Avaya
ACE is deployed in a federation. If your local ACE server is part of federated deployment, you
can view remote region translation rules on your local ACE GUI.

For more information on Federated ACE deployment, see Federated ACE fundamentals on
page 269.

If your local ACE server belongs to a federation of ACE servers in remote regions, you can
change the order of remote regions from the ACE GUI. By changing the order of remote
regions, you can change the order in which the remote translation rules are used to manipulate
URIs that either come in with web service requests or are returned as natifications to web
service clients. However, remote translation rules will only be used if none of the existing local
translation rules can be used to resolve the URIs.
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Translation rule validation

Translation rule validation involves testing the capability of a rule to transform a URI coming
in with a web service request to a format understandable by the service provider of a network

element.

For a reverse transformation rule, validation involves testing the capability of the rule to
transform URIs coming from a service provider on Avaya ACE, to a format understandable by

a web service interface or client.

The Avaya ACE provides a rule validation tool to validate simple or advanced, calling and called
party translation rules. Use the tool to validate both translation as well as reverse

transformation capabilities of the rule.

For a selected ACE web service (listed in alphabetical order on the GUI), when you provide a
valid input URI, the rule validation tool displays the translated URI and the translation rules
applied to generate the translated URIs. If none of the configured rules can be applied to

manipulate URIs, the ACE GUI displays an appropriate message.

Depending on the selected web service, the Avaya ACE rule validation tool accepts the

following URIs:

ACE web service

URIs accepted by the Rule Validation tool

Third Party Call Control (v2)

Calling URI and Called URI

Third Party Call Control (v3)

Calling URI and Called URI

Audio Call (v3)

Calling URI and Called URI

Call Notification (v3.2) Address URI
Call Notification (v3.8) Address URI
Call History (v1) Address URI

Call Forwarding

Calling URI and/or Called URI

Presence (v3)

Presentity URI

Terminal Location (v3) Address URI
Location Supplier Address URI
Subscriber (v1.0) Address URI

Translation and reverse transformation rules can be local or remote. Local rules are translation
rules added to service providers on your local ACE server. Remote rules are added to service
providers on ACE servers that belong to a federation. You can use the rule validation tool to

validate both local and remote rules.
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Activation and deactivation of rules

To distinguish between local and remote rules, the rule validation results lists the service
providers on which the rules are added and their respective ACE regions.

Activation and deactivation of rules

Activate a translation rule to enable the rule to be used by Avaya ACE to route and manipulate
URIs that either come in with web service requests or are returned as part of notifications. A
deactivated rule cannot be used to manipulate URIs.

Use the Avaya ACE GUI to activate or deactivate translation rules.

Translation rules, when configured, are by default, in the deactivated state. You can choose to
retain a rule in its deactivated state until you activate it.

O Important:

Validate all rules using the Avaya ACE rule validation tool before you activate them.
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Chapter 28: Translation rule configuration

As part of the service provider configuration on the Avaya Agile Communication Environment™ (ACE),
you add translation or reverse transformation rules for each service provider. Translation rules manipulate
URIs coming in with web service requests, before being passed on to service providers. Reverse
transformation rules manipulate URIs from service providers returned as part of notifications to clients/
web service interfaces.

Using the Avaya ACE™ GUI, you can configure simple/advanced translation and reverse transformation
rules for a service provider.

If your ACE server is federated, you can only configure new/modify existing translation rules for service
providers in your local ACE server. You can only view rules on service providers in remote ACE regions.
However, you cannot configure new rules or modify existing rules on remote service providers.

To configure simple translation rules, enter the following on the Avaya ACE GUI.

« the URI scheme that an incoming URI is matched against

 a range of digits that a dialed directory number (DN) is matched against
« digits or a string to add to the end of a URI

« leading digits or a string to add to the beginning of a URI

« number of digits to delete from a dialed DN in a URI

« domain name of the service provider

« a flag to indicate that the rule must be applied for reverse transformation
» a flag to activate the rule

If your rule cannot be defined as a simple translation rule and you are familiar with regular expressions,
you can create advanced translation rules. Advanced translation rules allow you greater flexibility in
defining rules with the usage of regular expressions.

O Important:
When you configure advanced translation rules using regular expressions, ensure that you use the Java
variant of regular expression syntax that Avaya ACE supports. For more information on this syntax, see
http://java.sun.com/j2se/1.5.0/docs/api/javalutil/regex/Pattern.html.

To configure advanced translation rules enter the following on the Avaya ACE GUI:

* a matching pattern that matches incoming URIs to service providers

« a transform URI rule indicating how the URI must be manipulated in the signaling message sent to
the service provider. In the case of a reverse transformation rule, it indicates how the URI must be
manipulated before being presented to a web service interface.
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« a flag to indicate that the rule must be applied for reverse transformation.
« a flag to activate the rule

After you configure the rules, you can order them in such a way that the most restrictive rule is at the top
of the list. Translation rules once configured, can be validated, activated or deactivated.

O Important:

After you configure translation or reverse transformation rules, you can activate them. However, before
you activate a rule, ensure that you first validate the rule using the rule validation tool provided on the
Avaya ACE GUI.

For more information on managing translation rules see Translation rule management on page 257.

The following sections describe configuration of simple and advanced translation and reverse
transformation rules.

* You are familiar with Translation rule fundamentals on page 237

* You are familiar with the service provider dial plan and your translation rule requirements.

« If your ACE server is federated, communicate your intent of adding rules with remote region
administrators, before you activate the rules. This is because activated rules will be propagated to
all federated ACE servers, when synchronized.

» Configuring simple translation rules on page 244

» Configuring advanced translation rules on page 251

Configuring simple translation rules
Before you begin

« An open Avaya ACE™ GUI session.
About this task

Configure simple translation rules to route a web service request to a particular service provider
and if necessary, transform the parameters in the request, before presenting them to the
service provider.

If the service provider supports both SIP and tel URIs, select the URI Scheme that the incoming
URI must be matched against. If the service provider supports only one URI scheme, this
scheme is displayed as the default URI scheme.

If you configure the Range From and Range To fields, the Number of Digits to Delete, Digits
to Insert, and Digits or string to append fields are optional. If you do not want to configure
optional fields, leave them empty.

Configure transformation rules if reverse transformation of the URI is required. Configure the
Digits to Insert, Number of Digits to Delete, and the Digits or string to append.

244  Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Configuring simple translation rules

If you do not configure the Range From and Range To fields, then only the Domain field must
be configured and the Number of Digits to Delete, Digits to Insert, Digits or string to
append fields must be left empty.

Avaya ACE does not allow the configuration of identical or similar rules. You cannot configure
simple rules that have identical routing and transformation rule information.

Procedure

1.

10.

Administration

Ensure that the Translation Rule for Service Provider - <service provider type :
service provider name> window is open. The Calling Party Translation Rule
window opens with the Simple Configuration dialog box.

. To add a simple rule, enter information in the appropriate fields for routing rules and/

or transformation rules.

. To configure the rule for reverse transformation, select the Reverse

Transformation check box.

To activate the rule, select the Activate Rule check box.

O Important:

To ensure the correctness of each rule that you configure, validate the rule using
the Avaya ACE rule validation tool, before you activate it.

. Click Add.

The rule appears in the list of rules. Only the first 100 characters of each rule
displays on the Avaya ACE GUI. To view the entire rule, click the rule on the
window.

Repeat 2 on page 245 to 5 on page 245 until all calling party rules are configured.

. Click Next to configure called party translation rules.

The Called Party Translation Rule window opens with the Simple Configuration
dialog box.

Repeat 2 on page 245 to 5 on page 245 until all called party rules are configured.

. After you add the required rules, order the rules so that the most restrictive rule is

at the top of the list of rules. To order rules, select a rule and click Up or Down.

Click Submit to save the rule configuration.
The Service Providers window appears. If you selected the Activate check box, ACE
applies the rules to web service traffic that it processes.
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Variable Definitions

Variable Value

URI Scheme For service providers that support both SIP and tel URIs, select
the URI scheme that the incoming URI is matched against. The
value is sip or tel. For service providers that support only one URI
scheme, the GUI populates the field with the appropriate value.

Range From The beginning of the range of digits that a dialed DN in the URI
can be matched against. If the dialed DN in the URI matches the
range defined by the rule, the call is routed to this service provider.
If the dialed DN in the URI matches the range defined by the rule,
the call is routed to this service provider. The number of digits in
the Range From field must match the number of digits in the Range
To field. The range must be defined using numerical digits, and can
be prefixed with a "+" sign if required. The maximum number of
digits is 30 and maximum value is
999999999999999999999999999999 (30 nines).

Range To The end of the range of digits that a dialed DN in the URI can be
matched against. If the dialed DN in the URI matches the range
defined by the rule, the call is routed to this service provider. The
number of digits in the Range To field must match the number of
digits in the Range From field. The range must be defined using
numerical digits, and can be prefixed with a "+" sign if required.
The maximum number of digits is 30 and maximum value is
999999999999999999999999999999 (30 nines).

Number of Digits to Number of digits to delete from a dialed DN in the URI.

Delete Always starting from the left-most digit including "+" if present. Use
this field when the dialed DN requires manipulation from the
original dialed input at the URI. Leave this field empty if you do not
want to delete any digits.

The maximum number of digits to delete cannot be larger than the
number of digits defined in the range. For example, if the range of
digits is from 111222 to 111333, then the number of digits to delete
can specify any number of digits to delete from 0 (leave the field
empty) to 6. This field only specifies the number of digits to delete,
not the specific digits.

o Important:

If a leading "+" is present, it will always be counted as the 1st
digit to delete. If the objective of rule is to keep the leading "+"
but delete other digits, add a leading "+" in the Digits to Insert
field.

Digits to Insert Specific digits to add to the beginning of the digit string.

246  Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Configuring simple translation rules

Variable Value

» The digits are inserted at the beginning of the left-most digit.

« The value can be any of the following: digits 0 to 9, characters
et gt and AtoF (A, B, C,D,E, F)

« This field is applied after the number of digits to delete has been
applied to the DN of the incoming URI.

« If there are no digits to delete, the digits to insert are pre-pended
to the DN of the incoming URI.

Digits or string to Specific digits or string to add to the end of the DN specified in the
append incoming URI. This is the last field to be applied to the DN. Some
service providers need a specific string appended to the URI. In
this case, the string to append is dependent on the specific datafill
of the provider.

Domain Domain name of the service provider. The value can be an IP
address or domain. If you provision the Domainfield only and leave
the Range From and Range To fields empty, therule is only applied
to URIs with the format sip:username@domain. If you
provision the Domain field as well as the Range From and Range
To fields, the rule is applied to URIs with the format
sip:digit@domain.

The Domain field is case sensitive.

Reverse When selected, specifies it the defined rule is applied for reverse
Transformation translation. Reverse translation rules are used to apply URI
manipulation as required by a service interface such as call
notification web service.

Activate Rule When selected, specifies that the rule must be activated. Avaya
ACE applies only activated rules to web service traffic

Procedure job aid

The following job aids provides examples of simple translation rules.

* Translation rule example for incoming URI for range and digit manipulation on
page 248

« Translation rule example based on the domain of the incoming URI on page 248

« Translation rule example for incoming tel URI to DN on page 249

« Translation rule example for incoming SIP URI on page 249

« Translation rule example for incoming E.123 tel URI on page 250

» Reverse Transformation rule example using simple configuration on page 250
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Translation rule example for incoming URI for range and digit
manipulation

Based on the rule configured below, Avaya ACE transforms the incoming URI sip:

3065@example.comto sip:2465@example.com.

Field Value
URI Scheme sip
Range From 1000
Range To 5000
Domain example.com
Number of Digits to Delete 2
Digits to insert 24

Number or string to append

<leave empty>

Reverse transformation

Deselect

Activate Rule

Select, to activate the rule.

Based on the rule configured below, Avaya ACE matches the incoming URI

Translation rule example based on the domain of the incoming URI

sip:john_smith@icompany.com to sip:john_smith@icompany.com because the domain
defined in the incoming URI matches the domain defined in the rule. In this case, ACE does

not transform the incoming URI.

Field Value
URI Scheme SIP
Range From <leave empty>
Range To <leave empty>
Domain icompany.com

Number of Digits to Delete

<leave empty>

Digits to insert

<leave empty>

Number or string to append

<leave empty>

Reverse transformation

Deselect

Activate Rule

Select, to activate the rule
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Configuring simple translation rules

Translation rule example for incoming tel URI to DN

Based on the rule configured below, Avaya ACE transforms the incoming URI tel:
6137634198 to tel :3694198; phone-context=dialstring.

Field Value
URI Scheme tel
Range From 6137630000
Range To 6137639999
Domain <leave empty>
Number of Digits to Delete 6
Digits to insert 369

Number or string to append

;phone-context=dialstring

Reverse transformation

Deselect

Activate Rule

Select, to activate the rule

Translation rule example for incoming SIP URI

Based on the rule configured below, Avaya ACE transforms the incoming URI sip:
7371@192.168.0.0to sip:7657371@192.168.0.0.

Field Value
URI Scheme SIP
Range From 6000
Range To 9000
Domain 192.168.0.0

Number of Digits to Delete

<leave empty>

Digits to insert

765

Number or string to append

<leave empty>

Reverse transformation

Deselect

Activate Rule

Select, to activate the rule
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Translation rule example for incoming E.123 tel URI

Avaya ACE supports ITU-T Recommendation E.123 (Notation for national and international
telephone numbers, e-mail addresses and Web addresses) notation for URIs. Based on the
rule configured below, Avaya ACE identifies which service provider and DN must be used for
the incoming E.123/E.164 address.

This translation rule applies to a PBX hosting lines with a DID range of +3112345000 to

+3112345999.
Field Value
URI Scheme tel
Range From +3112345000
Range To +3112345999
Domain <leave empty>
Number of digits to delete 7
Digits to insert 0
Number or string to append <leave empty>
Reverse transformation Deselect
Activate rule Select, to activate the rule

Reverse Transformation rule example using simple configuration

The following shows a reverse rule configuration example where call notification
callingParticipant values must be translated to E.164 format before being used by the called
party for makeCall operations. This manipulation could be required for an application to support
make call functionality directly from a call log or call history client interface.

An application starts callNotification on DN 4914 (calledParticipant). Based on information
provided by the serving CS1000, the callingParticipant is 8424. A calling party reverse
transformation rule is applied to provide the callingParticipant URI in E.164 format to the
application.

For to the calling party rule configuration below, Avaya ACE ™ transforms tel: 8424 to tel:
+16135558424. The callingParticipant parameter value included in call notification service
request is tel:+16135558424.

Field Value
URI Scheme tel
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Configuring advanced translation rules

Field Value
Range From 8400
Range To 8500
Domain <leave empty>
Number of Digits to Delete <leave empty>
Digits to insert +1613555
Number or string to append <leave empty>
Reverse transformation \/
Activate Rule Select, to activate the rule.

Configuring advanced translation rules
Before you begin

« An open Avaya ACE™ GUI session.
About this task

Configure advanced translation rules to route calls for a service provider or to apply URI
transformation, or both.

You must configure at least one calling party translation rule for each service provider.

Avaya ACE applies the Transform URI Rule to a URI only when a match occurs on the specified
matching pattern.

Avaya ACE does not allow the configuration of identical or similar rules. You cannot configure
advanced rules that have identical matching pattern and transformation rule information.

O Important:

Use the option of configuring advanced translation rules to enter regular expressions to
define routing rules for service providers. Use this option only if you are familiar with regular
expressions and need more flexibility to configure routing rules that are otherwise not
configurable using simple translation. When you configure advanced translation rules using
regular expressions, ensure that you use the Java variant of regular expression syntax, that
Avaya ACE supports. For more information on this syntax, see http://java.sun.com/j2se/
1.5.0/docs/api/java/util/regex/Pattern.html.

Procedure
1. Ensure that the Translation Rule for Service Provider - <service provider type:

service provider name> window is open. The Calling Party Translation Rule
window opens with the Simple Configuration dialog box.
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Translation rule configuration

ok~ 0N

10.
11.

12.

To configure advanced rules, click Switch to Advanced Configuration.
Define the rule matching pattern in the Matching Pattern field provided.
Define the rule for transformation in the Transform URI rule field.

To configure the rule for reverse transformation, select the Reverse
Transformation check box.

To activate the rule, select the Activate Rule check box.

O Important:

To ensure the correctness of each rule that you configure, validate the rule using
the Avaya ACE rule validation tool, before you activate it.

. Click Add.

The rule appears in the list of rules. Only the first 100 characters of each rule
displays on the Avaya ACE GUI. To view the entire rule, click the rule on the
window.

Repeat 2 on page 252 to 5 on page 252 until all calling party rules are configured.

To configure advanced called party translation rules, click Next.
The Advanced Called Party Translation Rule window opens with the Advanced
Configuration dialog box.

Repeat 2 on page 252 to 5 on page 252 until all called party rules are configured.

After you add the required rules, order the rules so that the most restrictive rule is
at the top of the list of rules. To order rules, select a rule and click Up or Down.

Click Submit to save changes.
The Service Providers window appears. If you selected the Activate check box,
Avaya ACE applies the rules to web service traffic that it processes.

Variable Definitions

Variable Value

Matching Pattern Regular expression for matching incoming URIs to service

providers. This field is mandatory when defining rules through the
advanced translation rules.

Transform URI Rule Regular expression resulting from the matching pattern that

indicates how the digits must be formatted in the signaling
message sent to the service provider. This field is optional. If a
transform URI rule is not defined, the original URI is passed to the
service provider in the signaling messages.
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Configuring advanced translation rules

Variable Value
Reverse When selected, it indicates that the defined rule is applied for
Transformation reverse DN translation. Reverse DN translation rules are used to

revert previously transformed digits back to the required format to
display the calling party number. Reverse translation rules are not
used for routing. They are only used to transform a DN to its
original format before passing it to a service interface.

Activate Rule When selected, specifies that the rule must be activated upon
addition or update. Avaya ACE applies only activated rules to web
service traffic.

Procedure job aids for advanced translation rules

The following job aids show examples of the configuration for advanced translation rules.

» Advanced incoming translation rule example for keeping the URI as is on page 253

* Advanced incoming translation rule example for appending a prefix to a 4 digit DN on
page 254

* Advanced incoming translation rule example for adding a prefix to a DN based on a
matching pattern on page 254

* Reverse translation rule example using advanced configuration on page 254

Advanced incoming translation rule example for keeping the URI as
IS
Based on the rule configured below, Avaya ACE transforms the incoming URI
sip:jsmith@companyx.com to sip:jsmith@companyx.com.

Field Value
Matching Pattern Asip:\S+@companyx\.com$
Transform URI Rule <leave empty>
Reverse transformation Deselect
Activate Rule Select, to activate rule.

Administration November 2012 253



Translation rule configuration

Advanced incoming translation rule example for appending a prefix
to a 4 digit DN

Based on the rule configured below, Avaya ACE transforms the incoming URI tel:1022 to tel:

3861022.
Field Value
Matching Pattern Mel:(\d\d\d\d)$
Transform URI Rule tel:386%1

Reverse transformation | Deselect

Activate Rule Select, to activate rule.

Advanced incoming translation rule example for adding a prefix to
a DN based on a matching pattern

About this task
Based on the rule configured below, Avaya ACE transforms the incoming URI tel:1022 to tel:

3861022.
Field Value
Matching Pattern ~tel:(100[0-9]|10[1-9][0-9]|1[1-9][0-9][0-9]|[2-8][0-9][0-9][0-9]|
9[0-8][0-9][0-9]|99[0-8][0-9]|999[0-9])$
Transform URI Rule tel:386%1

Reverse transformation Deselect

Activate Rule Select, to activate rule.

Reverse translation rule example using advanced configuration

An application starts callNotification on URI 4914 (calledParticipant). Based on information
provided by the serving CS1000, the callingParticipant is defined as follows: sip:8424;phone-
context=udp@cslkraptor.com;user=phone. A calling party reverse transformation rule is
applied to provide the callingParticipant URI in E.164 format to the application.

According to the calling party rule configuration below, Avaya ACE transforms sip:8424;phone-
context=udp@cslkraptor.com;user=phone to tel:16135558424.
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Configuring advanced translation rules

The callingParticipant parameter value included in call notification service requests is tel:

16135558424,
Field Value
Matching Pattern Asip:(\d\d\d\d)$;phone-
context=udp@csZlkraptor.com;user=phone
Transform URI Rule tel:001613555%1
Reverse transformation \
Activate Rule Select, to activate rule.
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Chapter 29: Translation rule management

Use the procedures in this chapter to manage translation and reverse transformation rules configured on
service providers added to the Avaya Agile Communication Environment™ (ACE) server in your local
region. If your ACE region is federated, you can view and validate remote rules (rules configured on service
providers in remote ACE servers).

After you configure translation rules, you can:

 update or delete existing translation rules.
« validate the translation (or reverse transformation capability) of rules
* activate or deactivate local rules

The Avaya ACE ™ automatically triggers a service audit when you make changes to translation rule
configurations. For more information about the audit mechanism, see Service audits on page 27.

O Important:

As an administrator, you can configure and manage translation rules added to your local Avaya ACE
region. If your ACE region is federated, you can view or validate remote rules but you cannot activate
or deactivate them.

* You understand the fundamentals of translation and reverse transformation rules.

« You understand translation rule configuration (including configuration of reverse transformation rules)
and have configured simple and advanced translation rules.

For step-by-step procedures, see Translation rule configuration on page 243.

* You understand the fundamentals of Avaya ACE in a federated deployment and the concept of
remote rules. For more information, see

Federated ACE fundamentals on page 269.

» Updating a translation rule on page 258

« Validating a translation rule on page 259

» Validating a reverse transformation rule on page 261

« Activating a rule on page 264

 Deactivating a translation rule on page 265

* Viewing translation rules of remote service providers on page 266

» Deleting a translation rule on page 267
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Updating a translation rule

Before you begin

« An open Avaya ACE™ GUI session.
About this task

Use this procedure to update existing translation or reverse transformation rules. You can
update simple or advanced, calling and called party translation rules.

O Important:

You can only modify local rules, that is, rules configured on service providers added to your
local Avaya ACE " region. You cannot modify remote rules.

Procedure

1.

258 Administration

Ensure that the Translation Rule for Service Provider - <service provider type :
service provider name> window is open. The Calling Party Translation Rule window
opens with the Simple Configuration dialog box.

To update a simple rule, click on the rule displayed, and modify information in the
appropriate fields for routing rules and/or transformation rules.

To configure the rule for reverse transformation, select the Reverse
Transformation check box.

To activate the rule, select the Activate Rule check box.

O Important:

To ensure the correctness of each rule that you configure, validate the rule using
the Avaya ACE rule validation tool, before you activate it.

. Click Update.

The updated rule appears in the list of rules. Only the first 100 characters of each
rule displays on the Avaya ACE GUI. To view the entire rule, click the rule on the
window.

Repeat 2 on page 258 to 5 on page 258 until you have updated all calling party
translation rules.

. Click Next if you want to update simple called party translation rules.

The Called Party Translation Rule window opens with the Simple Configuration
dialog box.

Repeat 2 on page 258 to 5 on page 258 until you have updated all called party
translation rules.

After you add the required rules, order the rules so that the most restrictive rule is
at the top of the list of rules. To order rules, select a rule and click Up or Down.
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Validating a translation rule

O Important:

If your ACE server is federated, when you reorder translation rules using the
Avaya ACE GUI, all web service notifications in the federation are properly routed
using the reordered rules, without requiring an ACE restart.

10. Click Submit to save the rule configuration.
The Service Providers window appears. If you selected the Activate check box,
Avaya ACE applies the rules to web service traffic that it processes.

Validating a translation rule
Before you begin

* You have successfully configured simple or advanced translation rules.
* Your ACE region is federated, if you intend to validate remote rules.
+ An Avaya ACE™ GUI session is open.

About this task

Translation involves applying a rule to a URI coming in with a web service request before being
passed to the service provider of a network element. Translation rules manipulate the URI so
that Avaya ACE can route it to the appropriate service provider.

Use the Avaya ACE GUI rule validation tool to validate the translation capability of rules.

O Important:

If your ACE region is federated, you can also validate remote rules (rules configured on
service providers added to ACE servers in remote regions).

For a selected Avaya ACE web service, when you provide valid URIs, the rule validation tool
displays the translated URIs and the rules used to generate them. Remote rules are displayed
if your Avaya ACE region is federated. You can validate a rule by viewing the translated URI
generated as a result of applying the rule.

If none of the configured rules can be used to manipulate URIs, Avaya ACE displays an
appropriate message.

Procedure
1. On the menu bar, choose Configuration, Service Providers. Click the Rule
Validation tab.
2. Ensure that the Reverse Transformation check box is deselected.

3. Select a web service from the Service Type menu. The Avaya ACE web services
are listed in alphabetical order.

Administration November 2012 259



Translation rule management

The appropriate URI entry fields are displayed.

4. Enter valid URI(s) and click Validate.
The Result pane displays the list of translated URIs, the applied translation rules,
and other details like the region and service providers on which these rules are
configured.

5. To activate a translation rule after validation, select a rule from the list that is
deactivated (Rule Active field displays No) and click the Activate button.
The Rule Active field changes to Yes.

O Important:

The Activate button is disabled if you select a remote rule from the list. You can
validate remote translation rules but you cannot activate them.

Procedure job aid

The following job aids provide examples for validation of translation rules:

« Translation rule validation example for incoming tel URI: on page 260

« Translation rule validation example for incoming sip URI: on page 261

Translation rule validation example for incoming tel URI:

As a prerequisite to this job aid, configure an advanced translation rule as follows, on an Avaya
Communication Server 1000 (CS 1000) service provider.

Matching Pattern A\d\d\d\d)$

Transform URI rule tel:$1

On the rule validation tool, ensure the following values in the fields provided.

Field Value
Reverse Transformation Check box is deselected
Service Type Select Third Party Call Control (v2)
Calling URI 1000
Called URI 2000
260  Administration November 2012
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Translation rule validation example for incoming sip URI:

The Avaya ACE GUI displays the translated URIs (calling/called) as tel : 1000 and tel - 2000

respectively. It also correspondingly displays the rule applied to generate the translated
URIs.

Translation rule validation example for incoming sip URI:

As a prerequisite to this job aid, configure an advanced translation rule as follows, on an Avaya
Communication Server 1000 (CS 1000) service provider.

Matching Pattern ~\d)$

Transform URI rule sip:user0$1@Avaya.com

On the rule validation tool, ensure the following values in the fields provided.

Field Value
Reverse Transformation Check box is deselected
Service Type Select Third Party Call Control (v2)
Calling URI 6
Called URI 7

The Avaya ACE GUI displays the translated URIs (calling/called) as
sip:userO6@Avaya.com and sip:userQ7@Avaya.com respectively. It also
correspondingly displays the rule applied to generate the translated URIs.

Validating a reverse transformation rule
Before you begin

* You have successfully configured simple or advanced reverse transformation rules.
* Your ACE region is federated, if you intend to validate remote rules.
« An Avaya ACE "™ GUI session is open.

About this task

Reverse transformation rules are used when a URI must be transformed back to the required
format before it is presented to a web service interface. This could be the case where an
application sends a call notification web service request to retrieve a calling party or a called
party number to display the URI to its application clients in a particular format.

Use the Avaya ACE rule validation tool to validate reverse transformation of rules.
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O Important:

If your Avaya ACE region is federated, you can also validate remote rules, that is, rules
configured on service provides in remote ACE regions.

For a selected Avaya ACE web service, when you provide valid URIs, the rule validation tool
displays the translated URIs and the reverse transformation rules used to generate them.
Remote rules are displayed if your ACE region is federated. You can validate a rule by viewing
the translated URI generated as a result of applying the rule.

If none of the configured rules can be used to manipulate URIs, Avaya ACE displays an
appropriate message.

Procedure

1.

On the menu bar, choose Configuration, Service Providers. Click the Rule
Validation tab.

Select the Reverse Transformation check box.

. Select a service provider from the Provider Name drop-down menu.

Only service providers that are configured with reverse transformation rules are
listed in the drop-down menu. The service provider names are prefixed with the
ACE IP address, to distinguish between 2 providers with the same name.

Enter a valid URI to be tested for reverse translation in the appropriate field and
click Validate.

The Result pane displays the translated URIs, the corresponding translation rules,
and other details like the region and service providers on which these rules are
configured.

. To activate a reverse transformation rule after validation, select a rule from the list

that is deactivated (Rule Active displays No) and click the Activate button.

O Important:

The button appears as Deactivate, if the rule is already activated. The Activate
button is disabled if you select a remote rule from the list. You cannot activate
remote rules.

Procedure job aids

262

The following job aids provide examples for validation of reverse transformation rules:

« Reverse transformation rule validation example for tel URI: on page 263

* Reverse transformation rule validation example for sip URI on page 263
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Reverse transformation rule validation example for tel URI:

Reverse transformation rule validation example for tel URI:

As a prerequisite to this job aid, configure an advanced translation rule as follows, on an Avaya
Communication Server 1000 (CS 1000) service provider.

Matching Pattern Mel:(\d\d\d\d)$

Transform URI rule $1

On the rule validation tool, ensure the following values in the fields provided.

Field Value
Reverse Transformation \/
Provider Type Communication Server 1000
Calling URI tel:1000
Called URI tel:2000

The Avaya ACE GUI displays the reverse transformed URIs (calling/called) as 1000 and 2000
respectively. It also correspondingly displays the rule applied to generate the translated
URIs.

Reverse transformation rule validation example for sip URI

As a prerequisite to this job aid, configure an advanced translation rule as follows, on an Avaya
Communication Server 1000 (CS 1000) service provider.

Matching Pattern Asip\S+H\d(\d)+@Avaya\.com$

Transform URI rule $1

On the rule validation tool, ensure the following values in the fields provided.

Field Value
Reverse Transformation \
Provider Type Communication Server 1000
Calling URI sip:user0O6@Avaya .com
Called URI sip:user07@Avaya .com
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The Avaya ACE GUI displays the reverse transformed URIs (calling/called) as 6 and 7

respectively. It also correspondingly displays the rule applied to generate the translated
URIs.

Activating arule
Before you begin

* You have configured simple and advanced calling and called party rules.
* You have validated the rules that you want to activate.
* An Avaya ACE GUI session is open.

About this task

Activate a rule for it to be used to manipulate URIs in web service requests. Only activated
rules are applied by Avaya ACE™ to web service traffic. Activating a reverse transformation
rule allows the rule to be used to manipulate URIs coming from a service provider before being
presented to a web service client.

Use this procedure to activate rules configured on a service providers added to Avaya ACE in
your local region.

New rules are by default in the deactivated state.

O Important:

You can only activate local rules, that is, rules configured on service providers in your local
ACE region. You cannot activate remote rules.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.
The list of service providers added to Avaya ACE in your local region appeatr.
2. Select a service provider from the list and click the Rules icon.

The Translation Rule for Service Provider window displays the calling party
translation rules configured for that service provider.

3. Click on the rule that is deactivated (Rule Active field is No) and select the Activate
Rule check box.

4. Click the Update button.
The Rule Active field changes to Yes.

O Important:

Clicking the Update button saves the changes temporarily. You must click the
Submit button to activate the rules.
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Deactivating a translation rule

5. Repeat 3 on page 264 until you have selected all calling party rules that you want
activated.

6. Click the Next button to view called party translation rules.

7. Repeat 3 on page 264, and 4 on page 264 until you have selected all called party
translation rules to be activated.

8. Click the Submit button to activate the rules.

Deactivating a translation rule
Before you begin

* You have configured simple and advanced calling and called party rules.
« An Avaya ACE " GUI session is open.
About this task

Use this procedure to deactivate a translation rule configured on a service provider added to
Avaya ACE ™ in your local region.

When you deactivate a translation rule, it cannot be used to manipulate URIs coming in with
a web service request. Deactivating a reverse transformation rule implies that the rule cannot
be used to manipulate URIs coming from a service provider before being presented to a web
service interface.

O Important:

You can only deactivate local rules, that is, rules configured for service providers on your
local ACE server. You cannot deactivate remote rules.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.

The list of service providers added to Avaya ACE in your local region appear.

2. Select a service provider from the list and click the Rules icon.

The Translation Rule for Service Provider window displays the calling party
translation rules configured for that service provider.

3. Select a translation rule that is active and deselect the Activate Rule check box.

4. Click the Update button.
The Rule Active field changes to No.

Administration November 2012 265



Translation rule management

O Important:

Clicking the Update button saves the changes temporarily. You must click the
Submit button to deactivate the rules.

5. Repeat 3 on page 265 and 4 on page 265 for each rule that you want to
deactivate.

6. Click the Next button to view the called party translation rules.

7. Repeat 3 on page 265 and 4 on page 265 until you have selected the called party
translation rules to be deactivated.

8. Click the Submit button to deactivate the selected rules.

Viewing translation rules of remote service providers
Before you begin

* Your ACE sever belongs to the federation of remote Avaya ACE regions.

« An Avaya ACE " GUI session is open.
About this task
Use this proﬂcﬂ:edure to view translation rules configured on remote service providers added to
Avaya ACE "~ servers that belong to the same federation.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Remote
Regions tab.
The list (collapsed initially) displays the remote regions. Expanding the list displays
the service providers in those regions.

2. Click on a service provider in the list.
The translation rules of the selected remote service provider are displayed in the
Provider Rule Details pane.
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Deleting a translation rule

Deleting a translation rule
Before you begin

* You have confirmed that the rule is no longer required.
* You have determined whether the rule is active or not.
« An Avaya ACE™ GUI session is open.

About this task

Delete a translation rule as part of service provider rule management when a rule is no longer
required or suitable.

Use this procedure to delete any type of rules: calling party, called party or reverse
transformation rules.

Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Local
Service Providers tab.
The list of service providers added to Avaya ACE in your local region appeatr.

2. Select a service provider from the list and click on the Rules icon.
The Calling Party Translation Rule window displays configured calling party
translation rules. To delete a calling party rule, go to the next step.

To delete a called party rule, click Next to display the Called Party Translation Rule
window.

3. Select the rule you want to delete and then click Remove.
A message appears that asks you to confirm the deletion.

4. To delete the rule, click Ok.
The rule is removed from the list.
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Chapter 30: Federated ACE fundamentals

The following sections explain the concept of an Avaya Agile Communication Environment™ (ACE)
federation. It contains information you must consider, before you configure Avaya ACE™ for federated
deployment.

You must familiarize yourself with the following information before you configure your ACE server to join
a federation or when you manage a federated ACE server.

 Federated ACE deployment on page 269

» ACE region on page 271
» ACE federation topology on page 273

« Considerations for service provider rule management in a federation on page 273

« User management considerations on page 275

« Considerations for proper communication between federated ACE regions on page 276

Federated ACE deployment

The federated Agile Communication Environment™ (ACE) deployment provides distributed
client applications with seamless global web service access across geographical locations.

With a federated ACE deployment, users of IBM Lotus Sametime Connect can communicate
across the globe in multi-location deployments regardless of underlying communications
infrastructure available in each ACE region. To use Avaya ACE ™ services, Sametime users
must be logged into the Sametime server in the same region where their ACE user profile is
located. The Sametime server cannot retrieve a user profile from an ACE in a remote region.
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Figure 5: ACE federation - example deployment

Supported network configurations

A federated Avaya ACE deployment is supported with the following service providers and
communication protocols.

« Avaya Communication Server 1000 (Avaya CS 1000) TR/87
+ CS 1000
* Cisco Unified Communications Manager
» Tandberg
The following Avaya ACE services are supported:
* Presence (v3)
* Call Notification
* Third Party Call Control (v2)
* User Profile

» System Monitoring
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ACE region

» Call Forwarding
» Subscriber Management

Federated Avaya ACE can be deployed using standalone or high availability Avaya ACE
systems.

ACE region

In a federated deployment, each site or location where an ACE host is deployed is referred to
as an ACE region. From its own perspective, any ACE host in a federation is considered the
local region while other hosts in the federation are considered remote regions.

An ACE federation currently supports a maximum of 4 regions.

An ACE region is defined by a name and an IP address. For considerations about choosing a
name for your ACE region and which IP address to use for exchanging information with other
ACE regions in the federation see:

» ACE region naming convention on page 271

» ACE region IP address on page 272

» ACE region federation user profile on page 272

ACE region naming convention

In a federated ACE deployment, region names are used (along with the IP address) to identify
individual ACE regions. Your local region name is how your ACE region is presented to and
known by other regions in the federation.

When naming a region, adopt a naming convention which explicitly reflects the physical,
geographical location of the region in the federation without ambiguity, such as <country>/
<city>/<location/site/building>.

For example, the region name of an ACE host located in the United Kingdom, in the city of
London, in a site called Tottenham, in Building 1, server room 1 should be: UK/London/
Tottenham/Bldgl/ServerRoom1.

Region name must be unique across the federation. The Avaya ACE GUI enforces this
uniqueness by displaying an error message if you assign a name already used by another
region in the federation.
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O Important:

Avaya ACE does not enforce a specific format for the region name syntax. Any string
containing alpha-numerical characters is accepted. A region name can contain empty
spaces.

ACE region IP address

The IP address of your ACE region is the address used to exchange information with other
remote regions in the federation.

The IP address that identifies your region depends on your local ACE server configuration.

If your local ACE server is deployed in a stand-alone configuration (without high availability
support), then your federated region IP address is the static IP address of your ACE server.

If your ACE server is deployed in high-availability (HA) configuration, then your federated
region IP address must be the web services floating IP address, through which remote regions
in the federation have connectivity with your server.

For detailed information about high availability, see Avaya Agile Communication Environment™
Planning and Installation (NN10850-004).

ACE region federation user profile

The federation user profile allows inter-region communications in a federated deployment. The
password for the federation user must be the same on all ACE systems in the federation. An
ACE system with a different password cannot communicate with other regions in the
federation. The federation user password follows the same validation rules as other ACE users
and should be managed based on existing network password policies.

A user is locked out of their account when they have exceeded the configured maximum
number of login attempts. The federation user is set by default to never lock. If the default
setting is changed, the federation user may become locked during password change activity.
If this occurs, see Unlocking a user account on page 275.

For non-federated ACE systems, to avoid a security risk, the password for the federation user
must be changed after install and then managed based on existing network password policies,
or disabled.
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ACE federation topology

ACE federation topology

When federation is enabled on your ACE server, you discover the federation topology from a
federated remote region by specifying that region's IP address. That remote region's view of
the federation is then loaded locally on your ACE server and becomes your federation view
after you submit the configuration. See Figure 6: Local federation view on page 273 for an
example of how the Avaya ACE GUI displays the view of the federation topology locally on

your ACE server. Note that your local region is always listed as the first region in your local
federation topology view.

i. Server

General Deployment | Logger Alarm | Audit Event | PM Collection

Local Region Federation

Federation View - Local : India Region [ 47152233114 )

Region Hame Address In Local View
LIK Reglan 47 152233111 YES
MA, Region 47.134.234.124 YES
India Region 47152233114 YES

aubmit Lance

Figure 6: Local federation view

Considerations for service provider rule management in a
federation

Avaya ACE service provider rules are used for routing (and optionally transforming) URIS in
web services requests to make them routable throughout the federation.

In a federated deployment, dial plans for regions, and resulting URI translation and service
provider rules configured across all ACE regions, apply globally. This is to allow Avaya ACE
to route call requests across the entire federation, to the appropriate service provider based
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on the incoming URI range. If the calling URI in a service request is found to match a URI range
defined in a remote ACE region, then the call request is routed in accordance with that remote
service provider rule.

You have full management control over only your local service provider rules, however Avaya
ACE allows you to configure the order of remote regions (and, by extension, of remote provider
rules) locally. This allows you to forward certain call requests to be processed by the associated

call server (based on the URI matching pattern in the rule) in a remote region.

All ACE servers in a federation share service provider rule information through the Avaya ACE
GUI. AvayaACEfederation-wideviewofserviceproviderrules.png provides an example of how

the Avaya ACE GUI displays remote provider rules. The illustration shows a federation made

of 3 regions and provides the perspective of the 3 regions.

UK Region - Remote regions service providers

Regian ACE W Address Prowider Hame Provider Type Regian ACE IP Addross

UK Region

ACE HA
configuratio

\

Rermote Region(s)

PC._sawme Tres SANETME

On-going synchronization of
service provider rules

e

ACP Region

@ACE HA

configuration

47104 236 148
__ 47134 2361 46

A7 134 205 146

169

Hegion ACE P Address Provider Name

NA Region - Remote regions service providers

Remote Region(s)

Provider Hamae

NA Region

ACE HA
configuration

ACP Region - remote regions service prﬁﬁm/

Remate Region(s

Provider Type

SMETIE

Figure 7: Avaya ACE federation-wide view of service provider rules

Prowider Type

Each ACE region in the federation has control over the order of remote regions and therefore
can control which remote regions handle call requests based on the calling party URI.
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User management considerations
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Figure 8: Remote service providers - remote region ordering

User management considerations

In a federated ACE deployment, each region administrator is responsible for the management
of ACE users in their own regions.

Consider the following when administering ACE users in a federated deployment:

 Ensure that the ACE user IDs you assign to users are unique both locally and across the
federation. If your users have a corporate global employee identifier, use it as the user ID
in the Avaya ACE user profile.

« Do not perform user management related activities on your local ACE server while a
federation-related alarm is active.

Unlocking a user account

Unlock a user account when you want to provide immediate login access to a user who's
account has been locked.

A user is locked out of his account when he has exceeded the configured maximum number
of login attempts.
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Unless the system administrator unlocks the account, a locked account remains inaccessible
until the configured amount of time as specified by the Lockout Period attribute has elapsed.

Before you begin
An Avaya ACE™ GUI session is open.

You have system administrator privileges.

Procedure
1. From the main menu, select Security, User Management, then List/Edit Users.
The List Users window appears.

2. Using the Search Criteria dialog box, specify the search criteria to search for the
user whose account you want to unlock. Alternatively, click Submit to display all
Avaya ACE configured users.

3. Click the User ID corresponding to the user account you want to unlock.
The Edit User window opens and gives you access to the user configuration.

4. Select the Account Policy tab.

5. Inthe Account Policy window, click Unlock Account.
A message appears asking you to confirm if you want to unlock the user account.

6. Click OK to unlock the account.
The account Lockout Status changes to Unlocked.

Considerations for proper communication between
federated ACE regions

276

Communication between ACE regions deployed in a federation can sometimes time out due
to network problems such as unusually high latency between the regions.

Avaya ACE relies on the following mechanisms to handle these network problems:

« All ACE regions within the federation are Network Time protocol (NTP) synchronized, that
is, all federated ACE servers are configured to use NTP servers. ACE servers are
normally NTP-synchronized at the time of installation of the Avaya ACE. For more
information on how to configure an NTP server on an ACE host, see Configuring a time
server on page 305

« The following timeout thresholds are appropriately configured on Avaya ACE, for your
network:

- ace.rest.client.timeout— The maximum time (in milliseconds) for which an ACE
region must wait for a response, after making a request to a remote ACE server
deployed in a federation. When this threshold is exceeded, the request will time out
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Considerations for proper communication between federated ACE regions

for the region initiating the request. The default value for this timeout threshold is
10000 milliseconds (10 seconds).

- ace.rest.global.request.timeout— The maximum time (in milliseconds) after which
Avaya ACE ceases to process a request from a remote region, because too much
time has elapsed between the time the request was made and the time the remote
ACE received it. The default configured value for this threshold is such that:
ace.remote.global.request.timeout = 1/2 (ace.remote.client.timeout).

For more information on how to configure these timeout thresholds to suit your network,
see Configuring timeout thresholds for ACE regions in a federation on page 289.
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Chapter 31: Federated ACE deployment
configuration

Configure Avaya Agile Communication Environment™ (ACE) to be part of a federated deployment to
provide distributed client applications with seamless, global web service access across geographical
locations.

Prerequisites to federated ACE deployment

* In a federated deployment, region administrators across the federation must always have knowledge
about the federation topology; they should know the name and IP address of each region in the
federation. Before you join a federation, you must have a list of all regions in the federation, including
the name and IP address of each region that forms the federation.

* You are familiar with Federated ACE fundamentals on page 269.

* If you configure an ACE region to join an existing federation, coordinate deployment activities with
all remote region administrators.

Ensure that you understand and adhere to the following rules:

- Regions must join a federation one at a time, in a coordinated manner. Multiple regions cannot
join a federation simultaneously.

- When a new region joins or leaves a federation, the overall federation topology changes.
Administrators of remote regions must verify and possibly reorder federated ACE regions
locally.

- Confirm that there are no active federation-related alarms on the federated ACE servers. If
alarms are present on the remote region nodes, they must be cleared before any region joins
the federation.

- When in a federation, ensure that you know both local and remote dial plans. You may be
required to change the order of remote region provider rules or change local service provider
rules in some cases. You must be familiar with all aspects of translation rule requirements and
management.

Federated ACE deployment procedures

This task flow shows you the sequence of procedures you perform to configure Avaya ACE™ to be part
of a federation deployment.
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Figure 9: Federated ACE deployment configuration
Federated ACE deployment tasks navigation

« Defining an ACE region on page 280

« Initially discovering the federation on page 282

« Configuring the order of remote ACE regions on page 285

» Translation rule management on page 257 (for procedures related to rule validation, deleting and
editing existing transformation rules, as required.

Defining an ACE region
Before you begin

* You are familiar with your federation deployment and have determined an adequate name
for the region. The name must be unique across the federation. See ACE region naming
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Defining an ACE region

convention on page 271 for more information about choosing a name for your ACE
region.

* If you configure your ACE region to join an existing federation, communicate your intention
as well as the new proposed name to remote region administrators.

O Important:

In a federated deployment, region administrators across the federation must always
have knowledge about the federation topology; they must always know the name and
IP address of every region that forms the federation.

* The ACE server is free of alarms.
» An Avaya ACE " GUI session is open.
About this task

Create the local ACE region to allow the ACE host to be part of an ACE federation. You create
an ACE region by enabling ACE federation locally and assigning a name to the region.

If the local region is the first region being defined in the federation, this is the only procedure
required to begin a federated deployment.

If you are creating an ACE region to join an existing federation, you must discover the
federation from a remote federated region after you define your region on your local server.

Procedure

1. On the menu bar, choose Configuration and then Server.
The Server page opens.

2. From the Deployment tab, select Local Region .

3. Set the Federation State attribute to Enabled. to enable federation mode on the
local ACE region.

4. In the Region Name field, enter the name you want to assign to the ACE region.

5. Click Submit.

If you are configuring the first region in federation, the initial configuration required
locally is complete. If you are configuring an ACE region to join an existing
federation, go back to Federated ACE deployment procedures on page 279.
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Initially discovering the federation
Before you begin

* Your local ACE region is properly configured and federation state is enabled.

* Your local service provider translation rules are valid and free of error. You can use the
rule validation tool provided on ACE GUI to validate local translation rules. For more
information, see Translation rule validation on page 240.

* Your local ACE server has no active alarms.

* You are familiar with the existing federation topology; you know how many regions belong
to the federation and their names and IP addresses.

* You have determined which remote region to discover to join the federation and you have
the IP address of the remote region at hand.

« An Avaya ACE " GUI session is open.
About this task

Initially discover the federation through a remote region to display the federation view of the
specified region. When you submit the configuration, you join the federation. When you join
the federation, subscriber data and service provider rules are propagated across the
federation. Your ACE region is added to remote regions federation view and your federation
view becomes available locally on your ACE server.

For the procedure on re-discovering the federation when your ACE server is already deployed
in a federation, see Rediscovering the federation on page 287.

O Important:

Coordinate federated deployment activities such as joining a federation with the
administrator of each remote region in the federation. Whenever a region joins an existing
federation, administrators of remote regions must verify and possibly reorder federated ACE
regions locally.

Procedure

1. On the menu bar, choose Configuration and then Server.
The Server page opens.

2. From the Deployment tab, select the Federation sub tab.

3. To initially discover a federation view, enter the IP address of the remote region in
the Address field.

4. Click Discover.

The Federation View pane displays the federation view of the remote region you
chose to discover. This allows you to view the federation and make sure the view
is valid before you actually join in.

282  Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Initially discovering the federation

5. To join the federation, click Submit.
The federation view of the remote region you discovered is now saved locally. Your
ACE region is now part of the federation and your ACE region is added to the remote

regions federation view.
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Chapter 32: Federated ACE management

The following sections contains procedures to help you manage your ACE region in a federated
deployment. You use the Avaya Agile Communication Environment™ (ACE) GUI to manage your ACE
region configuration and to display and refresh your local view of the remote federated ACE regions.

Procedures described in this module assume that your ACE host is already configured as a federated
region and is already part of federation. The individual procedures in these sections are to be performed
as and when required, to maintain and manage your federated region. For information about deploying
and ACE federation or initially joining an existing federation, see Federated ACE deployment

configuration on page 279.

» The ACE host is deployed in a federation and you are familiar with the deployment.

* You are familiar with Federated ACE fundamentals on page 269.

« Configuring the order of remote ACE regions on page 285

* Renaming an ACE region on page 286

 Rediscovering the federation on page 287

« Disabling federation on page 288

« Configuring timeout thresholds for ACE regions in a federation on page 289

Configuring the order of remote ACE regions
Before you begin

* Your ACE server is federated.
+ An Avaya ACE™ GUI session is open.
About this task

Use this procedure to view or change the order of the remote regions that belong to the
federation. By changing the order of remote regions, you change the order in which the remote
translation rules are used to manipulate URIs, either coming in with web service requests or
returned as notifications to web service clients. Remote server provider translation rules apply
when no match is found on local rules and a match is found on a remote rule.

Configuring the order of remote ACE regions is local to your ACE host and does not have
impact on other nodes in the federation.
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Procedure

1. On the menu bar, choose Configuration, Service Providers. Click the Remote
Regions tab.

The list of remote regions, the service providers in those regions, and their
corresponding details are displayed.

2. Select a remote region from the list and click Up or Down to change its order.
3. Repeat 2 on page 286 until you have the remote regions in the appropriate order.
4. Click Submit to save the changes.

Renaming an ACE region
Before you begin

* You are familiar with the ACE region haming convention on page 271.

* You are familiar with your federation deployment and have determined an adequate name
for the region

O Important:
The region name must be unique across the federation.
* Your ACE server is federated (belongs to the federation).

« If you plan to change the name of a region that is already part of a federation,
communicate your intention as well as the new proposed name to remote region
administrators. This must be done before you make changes, so remote administrators
can recognize the newly named region as legitimate in their federation view.

+ An Avaya ACE™ GUI session is open.
About this task
Rename a previously configured region when the original name is no longer suitable.

In an ACE federated deployment, each region in the federation must have a unique, explicit
name. Your region name identifies your ACE region in a federation.

After you have renamed your region, ACE automatically communicates the change to remote
regions across the federation. The federation view of remote regions is dynamically updated
to show your new region name.

Procedure

1. On the menu bar, choose Configuration and then Server.
The Server page opens.

2. Select the Deployment tab and then the Local Region sub tab.
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Rediscovering the federation

3. Inthe Region Name field, enter the name you want to assign to the region.

4. Click Submit.
The region name is communicated across the federation.

Rediscovering the federation
Before you begin
* You have determined that your local federation view contains a region that has a valid

federation view, from which you can rediscover the federation.

* You are familiar with the federation and know which regions must be part of a valid
federation view.

« An Avaya ACE " GUI session is open.
About this task

Rediscover the ACE federation when you believe that the federation information stored locally
is not valid and does not reflect current federation data.

You can only rediscover the federation from a region that is already part of your local view.

Before you proceed, ensure that at least one of the remote regions listed in your federation
view has a valid federation topology.

Procedure

1. On the menu bar, choose Configuration and then Server.
The Server page opens.

2. From the Deployment tab, select the Federation sub tab.
3. Select the remote region you want to re-discover from your local federation view.

4. Click Discover .

The Federation View pane displays the federation view of the remote region you
chose to discover. This allows you to view the federation and make sure the view
is valid before you actually join in.

5. To join the federation, click Submit.
The federation view of the remote region you discovered is now saved locally. Your
ACE region is now part of the federation and your ACE region is added to the remote
regions federation view.
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Disabling federation

Before you begin

* You have determined that the Avaya ACE host is no longer required in the federation.

* You have confirmed that there are no federation-related alarms on the ACE host. If alarms
are present, ensure that necessary action is taken to clear them, before you disable
federation.

About this task
Disable federation to remove an ACE region from a federated deployment.

O Important:

Disabling federation permanently removes all federation topology data related to federated
deployment . When federation is disabled, the ACE host is no longer part of the federation
and is permanently removed from the federation view of remote regions across the
federation.

O Important:

Coordinate federated deployment activities such as disabling a federation with the
administrator of each remote region in the federation. When a region is removed from
federated deployment, administrators of remote regions should verify that your region is
indeed removed from their federation view.

Procedure
1. On the menu bar, choose Configuration and then Server.
The Server page opens.
2. Select the Deployment tab and then the Local Region sub-tab.
3. Set the Federation State field to Disabled.

4. Click Submit.
The region is no longer part of the federation. It is removed from remote regions

federation view.
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Configuring timeout thresholds for ACE regions in a federation

Configuring timeout thresholds for ACE regions in a
federation

Before you begin

« You have successfully logged in as administrator to the IBM Integrated Solutions Console.
For more information see the section "Logging on to the WebSphere administrative
console: Linux" in the Avaya Agile Communication Environment™ Planning and
Installation (NN10850-004).

* You have a GUI session of the IBM Integrated Solutions Console open.
About this task

Communication requests between remote ACE regions in a federation may time out due to
network problems such as an unusually high latency between the regions. To prevent
communication requests from prematurely timing out, the following timeout thresholds are
configured on ACE with default values. You can, however modify these values to suit your
network.

* ace.rest.client.timeout: The default value for this timeout threshold is 10000
milliseconds (10 seconds).

e ace.rest.global.request.timeout: The default configured value for this threshold is such
that: ace.remote.global.request.timeout = 1/2 (ace.remote.client.timeout).

A\ caution:

Incorrect timeout values can severely affect the performance of Avaya ACE™ when in a
federation. You must exercise caution when modifying the timeout thresholds to values other
that their configured defaults.

Use this procedure to set the timeout thresholds to values other than their configured
defaults.

Procedure
1. From the left pane of the IBM Integrated Solutions Console, select Servers,
Application Servers.
2. Click on the link server 1.

3. On the right hand side pane, under Server Infrastructure, Java and Process
Management, click on the link Process Definition.

4. On the Configuration tab, specify new values for timeout thresholds in the Generic
JVM arguments edit box, as follows. Separate each timeout variable with a
space.

Administration November 2012 289



Federated ACE management

Variable Value

-Dace.rest.client.timeout=<timeout> Specify the timeout value to suit
your network. The default is
10000 milliseconds (10
seconds).

-Dace.rest.global.request.timeout=<timeout>| Specify the timeout value such
that
ace.remote.global.request.timeo
ut=1/2
(ace.remote.client.timeout).

5. Restart the ACE application server for the changes to take effect. See Restart the
Avaya ACE application on page 307
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Chapter 33: Reference tables

This section contains the following sets of tables:

* Tables of Avaya ACE supported services by service provider type on page 291

» Table of Avaya ACE supported RESTful services by service provider type on page 294

* Tables of Avaya ACE supported applications by service provider type on page 294

Tables of Avaya ACE supported services by service provider
type
This section contains the following tables:

« Table 3: List of web service acronyms used in the tables on page 291

« Table 4: Supported web services by service provider type (part 1 of 2) on page 292

« Table 5: Supported web services by service provider type (part 2 of 2) on page 293

Table 3: List of web service acronyms used in the tables

Acronym Definition
TPC (v2) Third Party Call (v2)
TPC (v3) Third Party Call (v3) with Avaya Media Server
TPC Ext 2.4 Third Party Call Extensions (v2.4)
Pres Presence
Msg Messaging
CNv3.2 Call Notification (v3.2)
CNv3.8 Call Notification (v3.8)
CNv4.0 Call Notification (v4.0)
Call Fwd Call Forward
Call Hist Call History
Term Loc Terminal Location
MsgDB Message Drop and Message Blast
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Table 4: Supported web services by service provider type (part 1 of 2)

Service Provider Web Services
TPC | TPC | TPC | Pres | Msg CN CN CN
(v2) | (v3) |Ext2.4 v3.2 | v3.8 | v4.0
Avaya Aura (SIP) \ /6 \2
Avaya Aura (TR/87) \ \ S \ S V
Avaya Aura (TR/87 with V1 V2
Media Server
Avaya Aura ASAI \ \ \ \ \
Application Server5300| \ V \2
(AS5300)
Avaya Aura AST \ \ \8 \ \ \
Avaya ACE (Location
Server)
CS 1000 (SIP) \ \ \2
CS 1000 (TR/87) \ d S \ S \
CS 1000 (TR/87 with 1 \2
Media Server)
Avaya NES Contact \ \ \3 \
Center
CS 2000 (SIP) \ \ S
CS 2000 (SIP_IN) \
CS 2000 (SIP_SSL)
CS 2100 (TR/87) \ V
Avaya Messaging \
Tandberg VCS \ \ \ \
CUCM (SIP) \ \ \ \2
CUCM (JTAPI) \ \° \ \ \
CUCM (AXL)
IBM Sametime 4
Turret

1 Avaya Aura (TR/87 with Media Server) support for TPC(v3) applies only to the Message
Drop and Message Blast service.

2 Call ID based. Call forwarded or redirected call notifications are not supported.

3 Limited operations. The startCallNotification(DN_Id), notifyCalledNumber, and
stopCallNoatification operations are supported.
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Tables of Avaya ACE supported services by service provider type

Service Provider

Web Services

TPC | TPC
(v2) | (v3)

TPC
Ext 2.4

Pres

Msg

CN CN
v3.2 v3.8

CN
v4.0

4 Chat presence only.

5 Limited operations. The singleStepTransfer operation is not supported.
6 Requires a media server.
8 The deviceHandoff and generateDTMF operations are not supported.

Table 5: Supported web services by service provider type (part 2 of 2)

Service Provider

Web Services

Audio
Call

Call
Fwd

Call
Hist

Term
Loc

MsgDB

Click | Click
to to
Call Dial

Turret

Avaya Aura (SIP)

\/6

\/

Avaya Aura (TR/87)

Avaya Aura (TR/87 with
Media Server)

Avaya Aura ASAI

Application Server 5300
(AS5300)

\/6

Avaya Aura AST

Avaya ACE (Location
Server)

CS 1000 (SIP)

\/6

CS 1000 (TR/87)

CS 1000 (TR/87 with
Media Server)

Avaya NES Contact
Center

CS 2000 (SIP)

CS 2000 (SIP_IN)

CS 2000 (SIP_SSL)

CS 2100 (TR/87)

Avaya Messaging

Tandberg

CUCM (SIP)
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Service Provider Web Services
Audio Call Call Term MsgDB Turret
Call Fwd Hist Loc | click | click

to to
Call | Dial

CUCM (JTAPI) \ J

CUCM (AXL)

IBM Sametime

Turret \ \

6 Requires a media server.

Table of Avaya ACE supported RESTful services by service

provider type

Table 6: Supported RESTful web services by service provider type

Service Provider Messaging RESTful Web Service

Avaya Messaging

\/

Tables of Avaya ACE " supported applications by service

provider type

This section contains the following tables:

 Table 7: Supported applications by service provider type (part 1 of 2) on page 294

 Table 8: Supported applications by service provider type (part 2 of 2) on page 295

Table 7: Supported applications by service provider type (part 1 of 2)

Service Provider Application
Lync Sametime Mobile Cost Customer
Integration | Integration Optimizer Relationship
Management
Avaya Aura (SIP) 1
Avaya Aura (TR/87) \ \ \
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Tables of Avaya ACE ™ supported applications by service provider type

Service Provider Application
Lync Sametime Mobile Cost Customer
Integration | Integration Optimizer Relationship
Management
Avaya Aura (TR/87 with
Media Server
Avaya ACE (Location
Server)
CS 1000 (SIP) V1
CS 1000 (TR/87) \ \ Y \

CS 1000 (TR/87 with
Media Server)

Avaya NES Contact
Center

CS 2000 (SIP)
CS 2000 (SIP_IN)

CS 2000 (SIP-SSL)
CS 2100 (TR/87) \
Avaya AS 5300

Avaya Messaging

Tandberg VCS \
CUCM (SIP) \
CUCM (JTAPI)

CUCM (AXL)

IBM Sametime J
Turret

1 Service availability may be restricted. For details, see Avaya Agile Communication
Environment™ — IBM Lotus Sametime Integration (NN10850-011)

Table 8: Supported applications by service provider type (part 2 of 2)

Service Provider Application
Web Browser Office Add-in IBM Business
Add-in Process
Manager
(Click to dial)
Avaya Aura (SIP) \ \
Avaya Aura (TR/87) \ \
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Service Provider Application

Web Browser Office Add-in IBM Business
Add-in Process
Manager

(Click to dial)

Avaya Aura (TR/87 with Media
Server

Avaya ACE (Location Server)
CS 1000 (SIP) \ \
CS 1000 (TR/87) \ \

CS 1000 (TR/87 with Media
Server)

Avaya NES Contact Center
CS 2000 (SIP)

CS 2000 (SIP_IN)

CS 2000 (SIP-SSL)

CS 2100 (TR/87) v \
Avaya AS 5300

Avaya Messaging

Tandberg VCS
CUCM (SIP)
CUCM (JTAPI)
CUCM (AXL)

IBM Sametime

Turret
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Chapter 34:. Installation of media
processing support software
on Avaya Media Server

The Avaya Agile Communication Environment™ uses the Avaya Media Server (MS) to provide media
services such as announcements, ringback tones, and multi-party calls with Third Party Call Control (v3)
web service, to its clients. The Avaya MS is a software based, media processing server platform designed
for generic multimedia processing. It uses standard SIP for signaling and (S)RTP to transport audio and
video, which enables it to work with a wide variety of clients and gateways.

For information on and procedures for installing the Avaya Media Server, see Avaya Media Server
Installation (NN44471-300).

Deployment options

You can provision multiple Avaya Media Servers (MS) with a service provider. Each Avaya MS requires
a separate license. The following Avaya MS deployment options are possible.

Standalone: Each Avaya MS is provisioned as a standalone server and is referenced by ACE using its
IP address.

High Availability: Two Avaya Media Servers are deployed in an active-idle configuration. The active
server services requests sent by ACE. If the active server goes down, a switchover is triggered and the
idle server becomes the active server and starst servicing the requests.

Cluster : Multiple Avaya Media Servers are deployed a cluster but are provisioned individually on ACE.
ACE sends requests to an individual Avaya MS and not to the cluster as a whole. Deploying the Avaya
Media Server in a cluster can be cost effective as only a single cluster license is required.

Hardware requirements
The recommended hardware configuration for the Avaya Media server is:
« dual quad core processor
* 4 GB RAM
* two network connections (teamed as a virtual adapter)
* 3 GB free space on the partition where the Avaya MS software will be installed

To install the Avaya media server software, create two partitions. Install the OS software on one partition.
Install the Avaya Media Server software on the second patrtition.
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Software requirements

To interact with the Avaya ACE, the Avaya Media Server network element must meet the following
configuration requirements:

« SIP signaling over UDP is defined on the Avaya MS.
* The ACE host is defined on the Avaya MS as a SIP trusted node.

To enable Avaya ACE to utilize the media processing capabilities of the Avaya Media Server, you must
install the following support software on the Avaya Media Server.

* Audio Call support: Required for voice synthesis capabilities, such as playback of a text message
as an audible speech to participants in an active conference call using the Avaya ACE Audio Call
Web service.

For more information on the Avaya ACE Audio Call Web service, see Avaya Agile Communication
Environment™ Web Services (NN10850-007).

* Ringback Tones : RFC4240 ringback tones.

* Message Drop and Blast support: Required for the Avaya ACE MsgDropBlast service. The
MsgDropBlast service provides orchestration of audio recording and call control web services to
enable automation of voice recording and broadcasting of audio messages to specified recipients.

For more information on the Avaya ACE Message Drop and Blast service, see Avaya Agile
Communication Environment™ Message Drop and Blast Administration (NN10850-025).

The following sections describe installation of the media processing supporting software on the Avaya
Media Server. The installer can be launched in graphical user interface (GUI) or command line interface
(CLI) mode.

Navigation

* Obtaining the installer file from Avaya ACE GUI on page 298

« Installing media processing support software on Avaya Media Server — CLI-based on page 301

* Installing media processing support software on Avaya Media Server — GUI-based on page 299

 Verifying installation of media processing supporting software on Avaya Media Server on
page 302

« Uninstalling media processing support applications on Avaya Media Server on page 304

Obtaining the installer file from Avaya ACE GUI

Obtain the installer file to install media processing support software on the Avaya Media Server
from the Avaya ACE™ GUI.

Before you begin

* You are able to log on to the Avaya ACE GUI.
« Ensure that you are able to log in to the Avaya Media Server as root user.
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Installing media processing support software on Avaya Media Server — GUI-based

Procedure

1. Log on to the Avaya ACE GUI.
2. Navigate to the Help, Software Downloads page.

3. Click the link button beside Avaya AMS Installer for ACE Applications (for Linux
platform) to download the installer file
Avaya AMS Installer_for_ ACE_Apps.bin to alocation on your desktop.

4. Log on to the Avaya Media Server as root user.

5. FTP the installer file to a location on the Avaya Media Server. Note down the path
to the location of this file.

Installing media processing support software on Avaya
Media Server — GUI-based

Install the media processing support software on the Avaya Media Server. This procedure
outlines the graphical user interface (GUI) based installation steps.

Before you begin

» Ensure that you are able to log in to the Avaya Media Server as root user.
* You have the VNC Viewer application installed and configured for login as root user.

© Note:

This procedure uses the VNC Viewer application as an example application to access
the Avaya Media Server and perform the install.

« You have downloaded the installer file from the Avaya ACE™ GUI. See Obtaining the
installer file from Avaya ACE GUI on page 298.

Procedure

1. Open a VNC Viewer application session to connect to the Avaya Media Server.
2. Log in as root user.

3. Change directories to the location of the installer file
Avaya AMS Installer_for ACE_Apps.bin.

4. Set execution permissions. Enter:
chmod 755 Avaya_ AMS_Installer_for_ ACE_Apps.bin

5. Run the installer.
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10.

Enter ./Avaya AMS_ Installer_for ACE Apps.bin
The installer GUI launches.

© Note:
To cancel the installation at any stage, click Quit.

. On the welcome page, click Next.
. Click Next again.

. The license agreement page displays. Accept the terms of license agreement and

click Next.

. Awindow displays prompting you to select the location of installation. The default

location is Zopt/avaya/ACE_AMS_Apps. Click Next on this window.

O Important:

Do not modify the default location of install. Otherwise you will not be able to
perform an uninstall.

Click Yes on the warning message that appears.
The installer displays the constituent applications to be installed.

o Avaya - Installation of ACE AMS Apps - 0%
8 Select the packs you want to install:
AVA A P Mote: Grayed packs are required.
" Base 2474
¥ Decs L91K
#  AudioCall 134.06 K
¥ RFC4240 Tones 64,78 MB
¥ MsgDropBlast 12,75 MB
rDescription
| The base files required for installation
Total space Required: 77.69 MB
| Available space: 16.34 CB
(@reviows) (Blet) (O it )

© Note:

All software packages are installed by default. Selective installation is not
supported.

11. Click Next. The installation begins.

On successful completion of installation, an appropriate message displays.

12. Click Next and then click Done.
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Installing media processing support software on Avaya Media Server — CLI-based

Next steps
Verifying installation of media processing supporting software on Avaya Media Server on

page 302

Installing media processing support software on Avaya
Media Server — CLI-based

Install the media processing support software on the Avaya Media Server. The command line
interface (CLI) mode is useful when installing, for example, on a Linux server.

Before you begin

 Ensure that you are able to log in to the Avaya Media Server as root user.

» You have downloaded the installer from the Avaya ACE™ GUI. See Obtaining the installer
file from Avaya ACE GUI on page 298.

Procedure

1.
2.

Administration

Open an SSH session to connect to the Avaya Media Server.

Change directories to the location of the installer file
Avaya AMS_Installer_for_ACE_Apps-bin.

. Set execution permissions. Enter:

chmod 755 Avaya AMS Installer_for_ ACE _Apps.bin

Run the installer.
Enter ./Avaya AMS_Installer_for ACE Apps.bin

The installer launches in command line interface (CLI) mode.

O Note:

You can cancel the installation at any stage by entering the appropriate number
on the command line.

. When prompted, enter 1 to continue.

The terms of license agreement are displayed.

. Click Enter until prompted, to scroll through the license agreement.
. At the prompt, enter 1 to accept the license agreement.

. You are prompted to select the target path of installation. The default location is /

opt/avaya/ACE_AMS_Apps. Press Enter.
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O Important:

Do not modify the default location of install. Otherwise you will not be able to
perform an uninstall.

9. At the prompt, enter 1 to continue.
The installation begins. The system displays the constituent packages installed.
press 1 to continue, 2 to cquit, 3 to redisplay

1
[ Starting to unpack ]

[ Processing package: Base (1/5) 1]

[ Processing package: Docs (2/5) 1]

[ Processing package: AudioCall (3/5) ]

[ Processing package: RFC4240 Tones (4/5) ]
[ Processing package: MsgDropBlast (5/5) ]
[ Unpacking finished
[
L

Console installation done ]
og and installation files can be found under : /opt/avaya/ACE_AMS Apps/

Next steps

Verifying installation of media processing supporting software on Avaya Media Server on
page 302

Verifying installation of media processing supporting
software on Avaya Media Server

Verify installation of the media processing support software on the Avaya Media Server, from
the Element Manager graphical user interface (GUI).

Before you begin

 You are able to log on to the Element Manager GUI of the Avaya Media Server.

Procedure

1. Log on to the Element Manager GUI of the Avaya Media Server.

2. On the left-hand-side tree view, under System Configuration, click Server
Profile.

3. Ensure that the VoiceXML Interpreter checkbox is selected.

4. On the tree view, under Applications, click Custom Applications.

Ensure that all the following applications are displayed and their status is
AVAILABLE.

 aceDropBlast-Blast
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Verifying installation of media processing supporting software on Avaya Media Server

 aceDropBlast-Drop
 aceDropBlast-DropAndLeave
 aceDropBlast-Record
 aceDropBlast-Review

» msgdb

* playTextMessage

« playVoiceXMLMessage

AVAYA

Avaya Media Server

| Managing: birmas111, 47.152.233.111 -
) Home > Apphcalions » Custom Applications

= System Status — |

Element Status - -

Clusier Elatue Custom Applications

Alarms

+ Logs Edt
+ Monitoring 0 . n— —

~ Applications | Application Name +  Stalus ‘State

Operational State 10 sceDropBlast-Blast AVAILABLE UNLOCKED

Signaling Translations

2 ] aceDropBiast-Cron AVAILABLE UNLOCKED

Packaged Applications 30 %‘E.%P_'.Qﬁﬁ.'é}l. AVAILABLE UNLOCKED
= Cluster Conflguration R

High Awallahility 4 [ sceDropBlast-Record AVAILABLE UNLOCKED

2‘-‘“‘“ Dsglgnztion 5[0 aceDropflact Review  AVAILABLE UNLOCKED

licati i

L::u::ai:::csl::mﬂs 6] msadh AVAILABLE UNLOCKED

Advanced Settings 70 playTedMessage AVAILABLE UNLOCKED
= System Configuration gl pladvoiceXmiMessans AVAILABLE UNMLOCKED

Quick Setup

Server Profile
+ Metwork Settings
+ Signaling Protocols
+ Media Processing
+ Application Interpreters

Figure 10: Example view of installed media processing software on the Custom
Applications window

5. Under Applications again, click Signaling Translations. Ensure that the installed
software are also displayed in the Signaling Translations window.

© Note:
If the applications are not displayed, it indicates an unsuccessful install.

View the installation log file Zopt/avaya/ACE_AMS Apps/ace-ams-apps-
install . log on the Avaya Media Server, for more information.
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Uninstalling media processing support applications on
Avaya Media Server

Uninstall media processing support application on the Avaya Media Server. Uninstallation is
always command line interface (CLI) based.

Before you begin

* You are able to log on to the Avaya Media Server as root user.

Procedure

1. Log on to the Avaya Media Server as root user.

2. Changed directories to the location of installation. Enter:
cd /opt/avaya/ACE_AMS_Apps
3. Run the uninstall tool. Enter:
-/uninstall _sh.
4. Atthe prompt, a message displays asking if you want to continue with the
uninstallation. Enter 1 to continue.
The uninstallation starts, indicating the percentage of completion.

When uninstallation completes successfully, an appropriate message displays.
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Chapter 35: Configuring a time server

Before you begin

* You know the IP address of the NTP server. You can configure multiple NTP servers.
About this task

Configuri
However
joining a

ng a network time protocol (NTP) server is normally performed during installation of Linux.
you can also can use this procedure to ensure that your ACE host is NTP synchronized before
federation.

Since the Linux operating system (OS) software is packaged with Avaya ACE, this procedure describes
how to configure an NTP server on a Linux ACE host.

Procedure

1

2.
3.

10.

11.

. Log in to one of the ACE hosts as the root user ID.
Open the NTP configuration file Zetc/ntp.conT in a text editor.

Configure the primary NTP server. Edit the following line and insert the appropriate IP
address.

server <primary_NTP_server_IP> prefer

Configure a secondary NTP server (optional). Edit the following line and insert the appropriate
IP address.

server <secondary NTP_server_IP>

If you are configuring an NTP server for the first time, add the following line.
driftfile /etc/ntp/ntp.drift

Save and close the file.

In order to synchronize with the NTP server, you must restart the NTP service. First, stop the
NTP service. Enter

service ntpd stop

Enter the following command.
ntpd -q

. Configure the NTP service for run level init. Enter
chkconfig --level 35 ntpd on

Start the NTP service. Enter
service ntpd start

Verify that the NTP service is running. Enter
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pgrep ntpd
The process ID for ntpd should be returned.
12. Verify that the NTP service is synchronized with the NTP server. Enter
ntpq -p
The delay and offset values should be nonzero. The jitter value must be less than 100.
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Chapter 36: Restart the Avaya ACE
application

This section contains procedures for restarting the Avaya Agile Communication Environment™ (ACE)
application.

 Restarting the Avaya ACE application on page 307

 Restarting the Avaya ACE application (HA) on page 308

Restarting the Avaya ACE application

Use this procedure to restart a standalone deployment of the Avaya ACE™ application.

O Important:
This procedure is for standalone deployments only.

To restart Avaya ACE in a HA deployment, see Restarting the Avaya ACE application
(HA) on page 308.

Before you begin
You must be able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root
user.

About this task

Restart the Avaya ACE application by rebooting the Avaya ACE machine from the command
prompt.

O Important:
After you restart the application server, you must open a new browser session to view the

Avaya ACE GUI. This ensures that the data displayed on the GUI is refreshed and up-to-
date.
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It is important to note that session information is not maintained through an application restart.
As a result, the following behavior can be expected:

 Any calls set up using the ThirdPartyCall v3 web service are terminated at the next long
call audit. The long call audit can be disabled on the Avaya Media Server or the audit
period may be customized up to a maximum of one hour. For more information, see the
section "Configuring SIP general server settings" in Avaya Media Application Server and
Interactive Communications Portal Commissioning (NN44471-301). Any changes to
settings must be done on all Avaya Media Servers used by the system.

« Calls set up using a SIP service provider remain active until the next long call audit, if the
SIP service provider implements long call auditing.

« Calls set up using a non-SIP service provider before restart remain active.
« If the SIP terminal sends a re-INVITE, the call is terminated.
« Calls in the process of being setup during the restart do not complete successfully.

« Call events such as natifications and status messages related to calls setup prior to the
restart, are not successful.

* Presence notification and status must be re-subscribed.
« Calls initiated during the restart are not successful.
Procedure

1. Log in to the Avaya ACE host as the root user ID.
2. At the prompt, enter reboot.

Restarting the Avaya ACE application (HA)
Before you begin

« Perform this procedure on either the active or idle server.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using

a dash ensures that you have the correct environment when entering commands as the
root user.

About this task

For ACE servers deployed in high availability (HA) configuration, perform administrative tasks
using the aceadmin.sh tool.
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Restarting the Avaya ACE application (HA)

O Important:

After you restart the application server, ensure that you close all existing browser sessions.
You must open a new browser session to view the Avaya ACE GUI. This ensures that the
data displayed on the GUI is refreshed and up-to-date.

Procedure

1. Log in to one of the Avaya ACE hosts as the root user.

2. Change directories. Enter
cd /opt/avayaZace/bin

3. Disable the cluster service and stop the application server. Enter
./aceadmin.sh disable

4. Verify that the cluster service is disabled. Enter
crm status

5. Enable the cluster service and start the application server. Enter
./aceadmin.sh enable

6. Verify that the cluster suite is enabled. Enter
crm status
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Chapter 37. Performing a switchover

This section contains procedures for performing a switchover and verifying the integrity of the system after
a switchover.

* Performing a manual switchover on page 311

« Verifying the HA service status on page 314

» Verifying database status on page 315

Performing a manual switchover

You can perform a manual switchover after installation to verify that both Avaya ACE hosts in
an HA deployment are installed correctly. You can also perform a manual switchover
periodically to test the high availability services and to ensure the viability of the idle ACE host.
You can execute the switchover command on either the active or the idle ACE host.

O Important:

The WebSphere deployment manager resides on HostA. The deployment manager
provides a central point of administrative control for the WebSphere application servers on
both the active and idle nodes. Configuration changes are synchronized across both
nodes.

When HostA switches to idle mode and is rebooted, the unavailability of the deployment
manager has no impact on the application server on the active node. However, during the
reboot, you cannot log in through the administration console to configure WebSphere. The
deployment manager is restarted during the HostA reboot. Once the boot sequence is
complete, the deployment manager is once again available.

© Note:

After a switchover, licensing alarm display is unstable and may be incorrect for
approximately 10 minutes. Delay any licensing alarm management activity for 10 minutes
after a power cycle or switchover.

Before you begin

* You must be able to log in with the root user.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.
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When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

« Ensure that there are no active alarms related to redundancy. The redundancy alarms
are:

- Database not synchronized

- Mate server not reachable

- Unable to associate mate server
- Idle server down

« The HA service is running on both Avaya ACE™ hosts. Perform the procedure Verifying
the HA service status on page 314.

* The database is running on the idle host. On the idle host, perform the procedure Verifying
database status on page 315.

About this task
Perform a switchover to change the current active ACE host.

Procedure

1. Log in to one of the ACE hosts using the root user ID.
2. Change directories. Enter
cd /opt/avayaZace/bin
3. Display the status information. Enter
./aceadmin._.sh fullstat

The following is a sample output of the command when run on HostA, the active
node:

INFO: The Application server serverl is started on HostA.
INFO: The Application server server2 is started on HostA.
INFO: The Nodeagent server is started on HostA.

INFO: The DM server is installed on HostA.

INFO: The DM server is started on HostA.

INFO: Appcore is started on NodeOl.

INFO: Appcore is started on Node0O2.

INFO: AppUtilities is started on NodeOl.

INFO: AppUtilities is started on NodeO2.

INFO: This machine is currently the active node.

4. Perform a switchover. Enter
./aceadmin.sh switchover

312 Administration November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administration

Performing a manual switchover

The following is a sample output of the command when run on HostA:
INFO: Initiating HA cluster service switchover

More information may be found in the log file
/var/avaya/ace/log/cluster/aceadmin. log

HostB is the active node now.

Example

The following tables show the HA status indicators for both active/idle hosts. Note that the
deployment manager runs only on HostA.

Table 9: HA status indicators before switchover: HostA Active and HostB Idle

Indicator HostA - Active | HostB - Idle Command to check status
Avaya ACE Started Started aceadmin.sh fullstat
Enterprise
Application
WebSphere Started Started aceadmin.sh fullstat
Application Server
Node Agent Started Started aceadmin.sh fullstat
Deployment Started N/A aceadmin.sh fullstat
Manager
ACE floating IP Registered N/A To check if the floating IP is

registered to this server:
ip addr list

© Note:

Check the eth0:0 line in the
output of the ip command.
To check which node the floating
IP is bound to:
crm status

Table 10: HA status indicators when switchover is complete: HostA Idle and HostB

Active
Indicator HostA - Idle HostB - Active Command to check

status

Avaya ACE Started Started aceadmin.sh

Enterprise fullstat

Application

WebSphere Started Started aceadmin.sh

Application Server fullstat
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Indicator HostA - Idle HostB - Active Command to check
status
Node Agent Started Started aceadmin.sh
fullstat
Deployment Started N/A aceadmin.sh
Manager fullstat
ACE floating IP N/A Registered To check if the floating IP

is registered t this server:
ip addr list

o Note:

Check the eth0:0 line
in the output of the ip
command.
To check which node the
floating IP is bound to:
crm status

Verifying the HA service status

Before you begin
You must be able to log in as the root user ID.

O Important:

If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root

user.
About this task

Check the status of the cluster service. The status command can be executed on the active

or idle ACE host.

Procedure

1. Log in to one of the ACE hosts using the root user ID.

2. Verify the state of the cluster service. Enter
crm status

A sample output is shown below:

2 Nodes configured, 2 expected votes
2 Resources configured.
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Verifying database status

Online: [ HostA HostB ]

Resource Group: HAService
FloatinglP (ocf::heartbeat: IPaddr2): Started HostA
acestatus (Isb:acestatus): Started HostA

The output indicates that both nodes Host A and Host B are Online. The active
node is HostA and the services are started on HostA, the active node.

Verifying database status

About this task

Use this procedure to check if the MySQL database is running. If the database is stopped, you
must restart it.

Procedure

1. Log in to the active ACE host as the root user ID.

2. Check the status of the database. Enter
service mysqgl status

3. If you want to stop the database, enter
service mysql stop

4. To start the database, enter
service mysqgl start
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