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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROMANYONE OTHER THAN AVAYA, AN AVAYAAFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
Avaya Aura is a registered trademark of Avaya Inc.
Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: New in this release

The following sections detail what's new in the Avaya Agile Communication Environment™ Secure
Communication Fundamentals (NN10850-006), for release 6.2.
Certificate management with SMGR

See Certificate management using SMGR on page 35 for details on managing certificates with Avaya
Aura® System Manager as the certificate authority.
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Chapter 2: Introduction

Avaya Agile Communication Environment™ Secure Communication Fundamentals (NN10850-006)
provides information on how certificates are used for secure communication as well as some procedures

for managing certificates using OpenSSL and the IBM certificate management tools.

Prerequisites

« Familiarity with the secure communication requirements of your Avaya ACE ™ deployment.

Documentation

This document is a part of the Avaya ACE documentation suite. Avaya ACE documents provide
information on Avaya ACE fundamentals and planning, ordering ACE software, as well as ACE

installation and administration. The documents also contain information on Avaya and third-
party system solution integration, Web service application programming interfaces (APIs),
security, fault and performance management, and troubleshooting. You can also find

information on core applications or APIs delivered with the base software like Message Drop

and Message Blast API.
Avaya ACE release 6.2 documents

Title Description

Audience

Overview

Avaya Agile Communication Provides a high-level description of
Environment™ Overview ACE including solution architecture,
services and features, hardware,
software, as well as the packaged
applications that ACE supports.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication Provides a list of documents in the
Environment * Documentation | Avaya ACE documentation suite for
Roadmap the release.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Installation, upgrades, migrations, and configurations

Secure Communication Fundamentals
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Title

Description

Audience

Avaya Agile Communication
Environment™ Planning and
Installation

Describes network planning when
integrating Avaya ACE with other
applications. The document also
contains information and step-by-
step procedures for installing and
upgrading Avaya ACE software
components.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ using VMware in

Describes the procedures for
deploying the Avaya ACE vAppliance

Sales Engineers,
Solution

the Virtualized Environment on VMware. Architects,
Deployment Guide Implementation
(NN10850-065) Engineers,
Support
Personnel
Maintenance and Troubleshooting
Avaya Agile Communication Contains troubleshooting information | Solution
Environment™ Troubleshooting | and procedures for Avaya ACE. Architects,
Implementation
Engineers,
Support
Personnel
Avaya Agile Communication Describes how the fault and Solution
Environment™ Performance performance management system Architects,
and Fault Management collects alarms and events that are | Implementation
generated by Avaya ACE. The Engineers,
document also describes how to Support
monitor Avaya ACE, as well as how to | Personnel

troubleshoot different issues.

Administration and system prog

ramming

Avaya Agile Communication
Environment™ Service Provider
Administration

Provides information about the initial
configuration, administration, and
ongoing management of Avaya ACE
service providers. The Avaya ACE
host supports a web-based GUI that
allows administrators to perform alll
tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment Secure
Communication Fundamentals

Provides information on how
certificates are used for secure
communication. It also contains
procedures that describe how to
manage certificates using OpenSSL,

Implementation
Engineers,
Support
Personnel

10 Secure Communication Fundamentals
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Documentation

Title Description Audience
IBM certificate management tools,
and Avaya Aura® System Manager.
Avaya Agile Communication Provides information about the user | Implementation
Environment™ User and management on Avaya ACE. The Engineers,
Security Administration Avaya ACE host supports a web- Support
based GUI that allows administrators | Personnel
to perform all tasks related to system
administration, configuration, fault
management, performance
management, and user
management.
Avaya Agile Communication Provides information about the Implementation
Environment™ Message Drop | administration of Avaya ACE Engineers,
and Message Blast Message Drop and Message Blast Support
Administration service. Personnel
Administering Avaya WebLM Provides administration, Implementation
(stand-alone) configuration, and troubleshooting Engineers,
information for the web-based licence | Support
manager (WebLM). Personnel
Application developer
Avaya Agile Communication Describes the web services Solution
Environment™ Web Services supported by Avaya ACE. Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer
Avaya Agile Communication Describes the RESTful web services | Solution
Environment™ RESTful Web supported by Avaya ACE. Architects,
Services Implementation
Engineers,
Support
Personnel,
Application
developer
Avaya Agile Communication Provides a general overview of the Solution
Environment " Foundation Avaya ACE Foundation Toolkit. Architects,
Toolkit Overview Implementation
Engineers,
Support
Personnel,
Application
developer

Secure Communication Fundamentals
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Title

Description

Audience

Avaya Agile Communication
Environment™ Foundation
Toolkit Developer's Guide

Describes the administration and
maintenance of the Foundation
Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication

Application Guide

Environment™ Sample Java SE

Describes the sample Java SE
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide

Describes the sample web
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Basic
Java SE Application Guide

Describes the Basic Java SE sample
applications that are delivered with
the Foundation SDK.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Web
Application Guide Addendum
Implicit Sequencing .

Describes how sample web
applications can be run in an implicit
sequencing scenario.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Release Notes

The Avaya ACE release notes describe operational considerations for a specific release of
Avaya ACE. You can download this document from https://support.avaya.com. You must
review the release notes for the Avaya ACE release before you install or upgrade the Avaya

Secure Communication Fundamentals
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Downloading ACE documents from support site

ACE software. In addition, use this document as a helpful reference for the ongoing support
and use of Avaya ACE.

Obtaining documents

You can obtain the Avaya ACE documentation for the current release as well as the previous
releases from:

 Avaya support web site at https://support.avaya.com. See Downloading ACE documents
from support site on page 13.

« the Avaya ACE GUI Help menu after a successful installation of the Avaya ACE
software.

Downloading ACE documents from support site

Use the following procedure to download ACE documents from the Avaya support site.

Procedure

1.

On your web browser, enter the Avaya support site URL, https://
support.avaya.com.

. Click Downloads & Documents.

Enter Avaya Agile Communication Environmentinthe Enter Your Product
Here field.

In the Choose Release drop down menu, select the release.

5. In the Select the content type section, select Documents and click Enter.

In the resultant page, do one of the following:

« Filter the documents displayed based on the type of document you require. To
filter, select the type of document you want from the list.

* Click Select All to display all the documents pertaining to the release.

From the documents displayed, click the document you want.

Secure Communication Fundamentals November 2012 13
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Avaya ACE" professional services and support

Avaya ACE combines industry-leading consulting and design services with the right mix of
custom development and communications integration capabilities, providing communications
solutions that meet business needs now and in the future.

« Consulting and solution design: Help customers understand and desigh communications
solutions holistically, ensuring all elements of the solution are addressed and aligned.

* Solution development and customization: Ensure the enterprise's unique requirements
are met.

« Solution integration and implementation: Ensure the solution is deployed and integrated
within the network and communications infrastructure and applications effectively, to
achieve organizational and business goals.

« Project management and ongoing solution maintenance: Help enterprises manage and
maintain their network and communications infrastructure.

 Business optimization: Ensure the deployed solution delivers maximum performance.
Avaya Global Services

Avaya Global Services delivers world-class support in three areas: Avaya Professional
Services, Avaya Support Services, and Avaya Operations Services.

Avaya Professional Services

Avaya Professional Services consultants are technically proficient, possess strong business
acumen and have developed vertical industry specialization to help you address the challenges
of today’s converged voice, video and data communications environments. At the same time,
we actively help you look for ways to optimize your communications environment to better
enable your people, increase your business agility, and drive costs out of your operations.

Avaya Support Services

Avaya Support Services are backed by global resources, including more than 5,800 industry-
certified service desk and backbone engineers and 34 regional network operations centers
delivering 24x7 monitoring, diagnostics and problem resolution, as well as support in 14
languages.

Avaya Operations Services

Avaya Operations Services are available for customers that want to out-task the proactive
management and monitoring of their communications infrastructure. These services can be
delivered by Avaya directly or may be private-labeled and co-delivered by Avaya authorized
partners.

14  Secure Communication Fundamentals November 2012
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Chapter 3: Overview

Several tools are available for managing certificates. This document provides an overview of how
certificates work to create a trust relationship between a client and server.

The document includes some procedures for managing certificates using:
» the OpenSSL version installed on Avaya Agile Communication Environment™ (ACE).
« IBM certificate management tools.
« Avaya Aura® System Manager as certificate authority.

You can manage certificates based on the procedures in this document; however customers might use
their own certificate authority and procedures or they might use a third party certificate authority. Use the
following information only as needed.

Avaya ACE™ supports secure connections to web services, applications, and service providers using the
Transport Layer Security (TLS) protocol or its predecessor the Secure Socket Layer (SSL) protocol. These
protocols encrypt data sent over TCP connections using X.509 certificates for trust and authentication
purposes.

Depending on the web service, application, or service provider, Avaya ACE acts either as a client or server.
For example, when Avaya ACE communicates with the Avaya Aura® TR/87 service provider, Avaya ACE
is a client. When you access the Avaya ACE web pages using HTTPS, Avaya ACE acts as a server.

Avaya ACE is configured with certificates signed by a Certificate Authority (CA-signed certificate). Based
on the customer’s security requirements, the certificate authority might be managed by the customer or
by a third party.

When you install Avaya ACE, you have HTTPS web access to the Avaya ACE using an auto-generated
certificate. However, there are situations where you must manage certificates as follows:

« A certificate is required that is not auto-generated; for example, when you add an Avaya Aura TR/
87 service provider or a trust relationship between WebSphere Application Server (WAS) nodes.

* You have a requirement to use a CA-signed certificate.
* You have reason to believe that a private key is compromised.

Secure Communication Fundamentals November 2012 15
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Advantages and disadvantages of different types of
certificate management

« Certificates based on a customer-managed certificate authority on page 16

« Third party certificate authority-managed certificates on page 16

Certificates based on a customer-managed certificate authority

Advantages of certificates based on a customer-managed certificate authority are as follows:

* Managing certificates centrally allows some level of accountability. If private key security
is compromised then all the information to access systems and change the certificates
used can be kept for quick disaster recovery.

» The same CA certificate can be applied to all clients and then this is used to trust multiple
different server certificates.

Disadvantages of certificates based on a customer-managed certificate authority are as
follows:

» The extra complexity of properly managing chains of trust from a CA certificate might not
be justified if only a few clients and servers are going to use secure communication.

* Client machines still have to have a trusted CA certificate applied to them, possibly in
multiple trust stores depending on the client application.

Third party certificate authority-managed certificates

Advantages of third party certificate authority-managed certificates are as follows:

« As with a customer-managed certificate authority, certificates and their uses are
managed. Third party companies provide tools to facilitate certificate management.

« Client software will most likely already trust the CA certificate provided by the third party
so only a small number of servers need to be managed while the clients of these servers
will just work.

16 Secure Communication Fundamentals November 2012
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TLS/SSL security

Disadvantages of third party certificate authority-managed certificates are as follows:

* Third parties charge for their service. This might not be justified if the communication is purely
internal to the company.

TLS/SSL security

You can find more information on SSL (a Netscape Communications standard) and TLS
(currently RFC5246) on the web. Included here is a brief explanation of how the protocols
create trust between computers based on X.509 certificates and then encrypt the traffic across
the created link.

Certificate trust relationships and setups

To allow secure communication between two endpoints, SSL defines a client and server as
follows:

1. The client initiates communication with the server. The server responds to the client
with a certificate.

2. The client has a list of trusted certificates against which it checks the server
certificate. The server certificate might not be in the client's trusted list directly but
the server certificate might be signed by another certificate which is in the client's
list.

3. If the client trusts the server certificate, then the communication can proceed.

4. In this scenario, the server does not care about any clients that connect to it, so it
implicitly trusts the client.

Depending on the communication requirements, the server might also require the client to
provide a certificate so that the server also trusts the client. If this is the case, the same
mechanism operates in the reverse direction.

Other certificates often sign certificates to create a chain of trust that leads back to a root
certificate. Certificate authorities publish these root certificates so they are sometimes called
CA certificates. You can generate a CA certificate by having a certificate sign itself creating a
self-signed certificate. You can then use this CA certificate to sign a certificate request, and as
a result, create a new certificate trusted by the CA certificate.

When you create a certificate request, the two outputs are the certificate request and the private
key. The private key is the counterpart to the certificate. It allows the certificate owner to decrypt
messages that are encrypted by clients using the public key embedded in the certificate.

Secure Communication Fundamentals November 2012 17
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See the following examples of valid certificate combinations:

« Figure 1: Certificate setup with no certificate authority (CA) on page 19

* Figure 2: Simple certificate setup as used by HTTPS traffic on page 20

* Figure 3: Certificate setup with a single CA for two-way certificate authentication on

page 21
* Figure 4: Certificate setup with two CAs for two-way certificate authentication on
page 22
18 Secure Communication Fundamentals November 2012
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Certificate trust relationships and setups

Certificate trust relationship

AN N

Self-signed ;
certificate  |.g o Frivate key
(with fo'r self-
embedded signed
certificate

private key)

Certificate setup on client and server

Client Server
trusts self-signed certificate
Self-signed Private key
certificate to for self-
send to signed
client certificate

Figure 1: Certificate setup with no certificate authority (CA)
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Certificate trust relationship

CA Private key

certificate for CA
certificate

Certificate A ;
(with - Private key

embedded _fpr

public key) certificate A

Certificate setup on client and server

Client Server

trusts CA certificate

Certificate A
to send to
client

Private key
for
certificate A

Figure 2: Simple certificate setup as used by HTTPS traffic
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Certificate trust relationship

Certificate trust relationships and setups

-
certificate certificate
trusts

b

Private key -«—p Private key
Certificate A for Certificate B
certificate A certificate B
Certificate setup on client and server
Client Server
trusts CA certificate trusts CA certificate
Certificate B Private key Certificate A Private key
to send to for to send to
server certificate B client certificate A

Figure 3: Certificate setup with a single CA for two-way certificate authentication
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Certificate trust relationship

CA
certificate A

Private key
for CA
certificate A
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CA
certificate B

Private key
for CA
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Chapter 4. Certificate management using
OpenSSL

This section provides information on how to manage certificates for Avaya Agile Communication
Environment™ using the OpenSSL version installed with Avaya ACE™.

O Important:

Several tools are available for managing certificates. The procedures documented in this chapter
provide a way to manage certificates using the OpenSSL version installed with Avaya ACE.

Prerequisites
You are familiar with certificate creation and management using OpenSSL.

Navigation

« Creating a directory for the OpenSSL CA files on page 23

» Creating an OpenSSL configuration file on page 24

» Generating a CA certificate on page 25

» Creating a certificate request on page 26

« Signing the ACE certificate request on page 27

* Unencrypting the private key on page 28

Creating a directory for the OpenSSL CA files

Before you begin
You must be able to log in to ACE server as root user.

About this task

Create a directory for storing the OpenSSL certificate authority (CA) files. Perform all
subsequent OpenSSL operations for ACE from this directory.

Procedure

1. Log in as root user on the ACE server. If this is an HA deployment, log in to
HostA.

2. Go to the root directory. Enter:
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cd /root

3. Create an empty directory. Enter
mkdir CA

4. Change directories. Enter
cd CA

Result
A directory /root/CA is created.

Creating an OpenSSL configuration file

About this task

Create a custom configuration file that defines the OpenSSL configuration settings to be used
with the other OpenSSL procedures.

Procedure

1. Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA

2. Create afile called openssl . conf that defines the OpenSSL configuration settings.
Enter the following details in the file.

HOME = .

RANDFILE = $HOME/.rnd

[reqal

x509_extensions = v3_ca

distinguished_name = reg_distinguished_name
string_mask = nombstr

[ req_distinguished_name ]

countryName = CA
countryName_default
countryName_min = 2
countryName_max = 2
stateOrProvinceName = ON
stateOrProvinceName_default = Some-State
localityName = OTT

organizationName = Avaya

organizationName_default = Avaya
organizationalUnitName = ACE

commonName = ACE CA

commonName_max = 64

[ v3_ca 1]

basicConstraints = CA:TRUE

subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always, issuer:always
keyUsage = digitalSignature,cRLSign,keyCertSign

[ usr_cert ]

basicConstraints = CA:FALSE

subjectKeyldentifier = hash

authorityKeyldentifier = keyid, issuer

CA
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Generating a CA certificate

keyUsage = digitalSignature,keyEncipherment
extendedKeyUsage = clientAuth,serverAuth,msSGC,nsSGC
nsCertType = client,server

Generating a CA certificate

A trusted Certificate Authority (CA) certificate is required to sign the ACE and AE Services
server certificates. In these procedures, a common CA certificate can be used to sign both the
ACE and AE Services Server certificates.

Before you begin
You must know the following certificate values according to the system.

Parameter Description

subject The certificate distinguished name (DN). Make appropriate for your site.
For example, /IC=GB/ST=Berkshire/L=Maidenhead/O=Avaya/
OU=ACE/CN=aceserver.avaya.com

The parameters are described below.

C Two character country code

ST State

L City

@) Company

ou System or server

CN Common Name. Should indicate that the certificate is a
trusted CA certificate. For example ACE-AES CA.

number of days Number of days that the certificate is valid

O Note:
Usually, certificates are valid for 1 to 2 years.
ca.private.key This file contains the encrypted private key associated with the CA
certificate.
ca.crt This file contains the CA certificate.
Procedure

1. Log in to the ACE server as root user.

2. Go to the directory you created for storing the OpenSSL CA files:
cd /root/CA
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3. Generate the CA certificate. Enter:

openssl req -new -x509 -subj "'<subject>" -days
<number_of days> -newkey rsa:1024 -shal -keyout
ca.private.key -out ca.crt -config openssl.conf

For example:
openssl req -new -x509 -subj "'/C=CA/ST=0ON/L=0TT/0O=Avaya/
OU=ACE/CN=ACE-AES CA"™ -days 1000 -newkey rsa:1024 -shal -
keyout ca.private.key -out ca.crt -config openssl.conf

4. At the prompt for a password, enter a password for the CA certificate private key.
This password is used in step 3 of the procedure Signing the ACE certificate
request on page 27.

Creating a certificate request

Before you begin

* You have the openssl.conf file. See Creating an OpenSSL configuration file on page 24.

About this task
Create a certificate request and the associated unencrypted private key.

Procedure

1. Go to the directory you created for storing the OpenSSL CA files:
cd CA

2. Create a certificate request. Enter:
openssl req -new -subj "<subject>" -newkey rsa:1024 -shal -
nodes -keyout ace.private.key -out ace.req -config
openssl.conf

Parameter Description

subject Make appropriate for your site. In particular, set the CN
to the FDQN of the ACE for which this certificate is
destined. For example, /C=GB/ST=Berkshire/
L=Maidenhead/O=Avaya/OU=ACE/
CN=acel.avaya.com

ace.private.key This file contains the unencrypted private key associated
with the certificate that will be created based on this
certificate request.

ace.req This file contains the certificate request.
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Signing the ACE certificate request

For example:

openssl req -new -subj "/C=GB/ST=Berkshire/L=Maidenhead/
O=Avaya/OU=ACE/CN=acel.avaya.com'” -newkey rsa:1024 -shal -
nodes -keyout ace.private._key -out ace.req -config

openssl .conf

Signing the ACE certificate request

This procedure creates a CA-signed ACE server certificate.

Procedure

1. On the ACE server, go to the directory you created for storing the OpenSSL CA
files:

cd /root/CA

2. Sign the certificate request. Enter:
openssl x509 -req -in ace.req -out ace.crt -CA ca.crt -CAkey
ca.private.key -days 500 -extfile openssl.conf -extensions
usr_cert -CAcreateserial

Parameter Description

number of days Number of days that the certificate is valid. This
certificate should expire before the CA certificate that is
signing it expires.

ca.private.key This file contains the CA certificate private key.

ace.crt This file contains the signed certificate.

The output is:

Signature ok
subject=/CN=aceserver .avaya.com/0O=Avaya/OU=ACE/L=0ttawa/ST=0Ontario/C=CA
Getting CA Private Key
Enter pass phrase for ca.private._key:

3. At the prompt for a password, enter a password for the CA certificate private key.
You created this password when you performed the procedure Generating a CA

certificate on page 25.
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Unencrypting the private key

Before you begin

* You have the openssl.conf file. See Creating an OpenSSL configuration file on

page 24.

* You have a certificate request with an encrypted private key.

About this task
Unencrypt the private key.

Procedure

1. Go to the directory you created for storing the OpenSSL CA files:

cd CA

2. Unencrypt the private key. Enter:
openssl rsa —in <input> -out <output>

Parameter

Description

input

the encrypted private key

output

the unencrypted private key

3. At the prompt for a pass phrase, enter the password for the certificate private key.
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Chapter 5: Certificate management using
the IBM Integrated Solutions
Console for ACE

You can manage certificates on using the IBM Integrated Solutions Console. Procedures documented in
this section are based on IBM WebSphere documentation. IBM WebSphere product documentation is
available online at the following location: http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp.

O Important:

Several tools are available for managing certificates. The procedures documented in this chapter
provide a way to manage certificates using the IBM Integrated Solutions Console available with the IBM
WebSphere application server.

Prerequisites

« You have access to the IBM Integrated Solutions Console to administer Avaya ACE".
* You have the required user permissions or administrator privileges.

* If your Avaya ACE server is deployed behind a firewall, ensure that you can connect to the Internet
from a machine that also has connectivity to Avaya ACE. Internet access is required to communicate
with a CA authority to receive keys or, in cases where a self-signed certificate is used, to exchange
a public key with clients.

* If you use a host name to define the certificate Common Name, you must have a Domain Name
Server (DNS) configured.

Navigation

« Creating a key store using the IBM Integrated Solutions Console on page 30

« Creating a certificate request using the IBM Integrated Solutions Console on page 31

* Receiving a CA-signed certificate using the IBM Itegrated Solutions Console on page 33
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Certificate management using the IBM Integrated Solutions Console for ACE

Creating a key store using the IBM Integrated Solutions
Console

Before you begin
* You have access to the IBM Integrated Solutions Console to administer your WAS-based

Avaya ACE".

* You have a directory where you store the key store files for your applications. For
example, /opt/1BM/WebSphere/AppServer. Note that for an Avaya ACE HA
deployment, the key store must be on HostA.

About this task

Use the IBM Integrated Solutions Console to create a key store that can be referenced by
Secure Sockets Layer (SSL) configurations or key sets.

Procedure

1. Fromthe IBM Integrated Solutions Console left pane, select Security and then SSL
certificate and key management.

2. Onthe SSL certificate and key management window, in the Related Items list, click
Key store and certificates.
The console displays a list of existing key stores and certificates.

3. Click the New button to open a new key store configuration. Fill in the General
Properties for the key store configuration. Provide the values in the appropriate
fields as follows.

Table 1: Supported attributes for the creation of a new key store

Supported key store Required value
attribute
Name The name you want to assign to the new key
store.
Path The path to the location where to save the new

key store on disk. The type of key store must be
appended to the path in the form of an extension.
For example, in the case of a PKCS12 key store,
the path must include the extension .p12.

Password The password you wish to assign to protect the
key store.
Confirm password Confirm the password assigned to the key
store.
Type PKCS12
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Creating a certificate request using the IBM Integrated Solutions Console

4. Click OK.

5. The Console displays a dialog asking you if you want to save your changes to the
master configuration. Click Save.
The new key store is added to the list of key stores and certificates.

Creating a certificate request using the IBM Integrated
Solutions Console

Before you begin

« You are logged on to the IBM console.
* You are familiar with the concept of PKI system.

* You created a key store to hold your certificate request. Note that for an Avaya ACE HA
deployment, the key store must be on HostA.

* You have the means in place to communicate with the Certificate Authority (to send your
certificate request over the internet) if you are using a third party certificate authority.

About this task

Create a Certificate Authority (CA) signed certificate when you want to use a Public Key
Infrastructure (PKI) system. When you use a CA-signed certificate, the Certificate Authority
issues and manages the digital certificates required on both the server and client.

The creation of a CA-signed certificate consist in filling in a certificate requests with all the
required information then forwarding the content of the request file to a CA of your choice. The
CA uses information provided in the request to return a certificate by mail and provides the
instructions on how to install the CA-signed certificate.

O Important:

Certificate Revocation List (CRL) or Online Certificate Status Protocol (OCSP) are not
supported.

Procedure
1. Fromthe IBM Integrated Solutions Console left pane, select Security and then SSL
certificate and key management.

2. Onthe SSL certificate and key management window, in the Related Items list, click
Key stores and certificates.

3. From the list of existing key stores and certificates, click CellDefaultKeyStore and
then select Personal certificate requests.

4. From the Personal Certificate Requests window, click New to create a new
certificate request.
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Fill in the General Properties fields with the required information as follows.

Table 2: Attributes for the creation of a new key store

Certificate request Required value
fields

File for certificate request | The path and file name for the certificate request file.
For example /root/CA/ace.req.

Key label The alias that represents the personal certificate
request in the key store.

Key size The key size in bits. The default value is 1024.

Common Name (CN) The server fully qualified domain name (FQDN).

Organization The organization portion of the FQDN.

5. Click OKand then Save.

The new ACE certificate request is added to the list of Personal certificate requests.
For example, ace.req.

The new certificate is located in the folder specified in the File for certificate
request field.

O Important:

If you are using a third party certificate authority, you must follow their process to
acquire a CA-signed certificate.

Receiving a CA certificate using the IBM Integrated
Solutions Console

Before you begin
You have generated a CA certificate or obtained a third party CA certificate.

Procedure
1. If the certificate was not created on the ACE server, copy the certificate text file to
the ACE server.
2. Log into the ACE IBM Integrated Solutions Console.

3. From the Integrated Solutions Console left pane, select Security and then SSL
certificate and key management.

4. In the SSL certificate and key management window, under Related ltems, click
Key stores and certificates.
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Receiving a CA-signed certificate using the IBM Itegrated Solutions Console

In the table, click CellDefaultTrustStore.
Under Additional Properties, click Signer certificates.
Click Add.

Enter the Alias. For example systemCA.

© © N o v

Enter the File name. You must specify the path to the CA certificate on the server.
For example /root/CA/ca.crt.

10. Specify the Data type.
If the CA certificate is a pem file then chose Base64-encoded ASCII data.
If the CA certificate is a binary file then chose Binary DER data.

© Note:
A pem file format is:
----- BEGIN CERTIFICATE-----
<visible encrypted data>
----- END CERTIFICATE-----
A binary file does not display the beginning or end of the certificate.
11. Click Apply.

12. Click Save.

Receiving a CA-signed certificate using the IBM ltegrated
Solutions Console

Use the IBM Integrated Solutions Console to install the signed certificate you requested and
received from the Certificate Authority.

The details of the steps in this procedure vary depending on the Certificate Authority you deal
with. The following procedure takes you through the generic steps to add the signer certificate
into the appropriate key store when you receive it from the Certificate Authority.

Before you begin

You have received the signed certificate you requested from the CA. Typically, you should have
received instructions from the CA on how to download the keys. Some Certificate Authority
provide platform-specific procedures on key installation. Follow those instructions to install the
keys. The following procedure steps assume you have received the certificate file from the CA
and that you have already saved that file locally on the Avaya ACE disk.
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Procedure
1. From the IBM Integrated Solutions Console left pane, select Security > SSL
certificate and key management.

2. On the SSL certificate and key management window, under Related Items, click
Key stores and certificates.

3. From the list of existing key stores and certificates, click CellDefaultKeyStore and
then select Personal Certificate Requests.

4. From the key store configuration window, click Personal Certificates.

5. On the Personal Certificates window, click Receive certificate from certificate
authority.

6. On the Receive certificate from CA window, provide the following information.

Field Value
Data type The default is Base64-encoded ASCII
data.
Certificate file name The path and file name for the

certificate that is generated by the
certificate authority. For example, /
root/CA/ace.crt.

7. Click OK and then Save.
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Chapter 6: Certificate management using
SMGR

If an Avaya Aura® System Manager is associated with Avaya ACE™, the System Manager acts as the
certificate authority for ensuring HTTPS connection.

This section provides information on how to manage certificates for Avaya Agile Communication
Environment™ using the Avaya Aura® System Manager as Certificate Authority.

You can have only one System Manager certificate installed at any given instant of time. If you have an
existing System Manager certificate, delete it and configure a new one. You can delete an existing
certificate either from the GUI or from the command line. For information, see

« Deleting certificates from the command line on page 37

« Deleting certificates from the GUI on page 36

If you are migrating from an earlier version of Avaya ACE, ensure that you configure the System Manager
certificate only after you successfully migrate to Avaya ACE release 6.2. For more information on
migration, see Avaya Agile Communication Environment™ Planning and Installation Guide, (NN10850—
004).

Activating a System Manager certificate

Use this procedure to configure the Avaya ACE certificate on the Avaya System Manager for
secure TLS communication between Avaya ACE and Avaya Aura® System Manager.

You must be aware of the security certificate expiry date. Allowing a certificate to expire results
in loss of service. To check the certificate expiry date, see Checking the certificate expiry date

Before you begin

* You must know the System Manager enroliment password. The System Manager
enrollment password is configured in the System Manager console under Home >
Services > Security > Certificates > Enrollment Password.

* An Avaya ACE GUI session must be open.
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Procedure

1. On the Avaya ACE GUI menu bar, choose Security > Certificate Management >
System Manager Certificates.

2. Enter the System Manager IP address or fully qualified domain name (FQDN) in
the System Manager IP/FQDN field.
© Note:
For HA deployments, enter the FQDN of the floating IP.

3. Enter the System Manager enroliment password in the System Manager
Enrollment Password field.

4. Enter the FQDN of the Avaya ACE server that will receive the certificate in the
Common Name (CN) field. For example, ace .avaya.com

While entering the FQDN :
« Do not include the protocol specifier, for example, http://, in the common name
* Do not include any port numbers or pathnames in the common name
* Do not use wildcard characters such as "' or '?'
* Do not use an IP address

5. Click Configure.

Secure TLS certificates are exchanged between Avaya ACE and System Manager.
This may take a minute or so to complete. During this time you may be prompted
to log out and log back in to the Avaya ACE GUI.

6. Verify that the certificate configuration is successful. On the Avaya ACE GUI menu
bar, choose Security > Certificate Management > System Manager
Certificates.

The System Manager IP should now be grayed out and the Configure button
disabled.

Deleting certificates from the GUI
Before you begin

* You must be able to log in to Websphere with administrator privileges.
« You must install Avaya ACE Release 6.2

About this task

Use this procedure to delete Avaya Aura® System Manager certificates using the Avaya ACE
GUL.
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Deleting certificates from the command line

Procedure

1. On the Avaya ACE GUI, go to Security > Certificate Management > System
Manager Certificates.

2. Click Delete.

© Note:
If the delete procedure fails with the following error message, delete the certificate
from the command line. For information on how to delete the certificate from the
command line, see Deleting certificates from the command line on page 37.
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& hIA

Reload | | Desete Coanfigura

Deleting certificates from the command line

Before you begin
You must be able to log in to the ACE server as root user.

You must be able to log in to Websphere with administrator privileges.

You must install Avaya ACE Release 6.2.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root
user.
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About this task

If you are using Avaya Aura® System Manager as a certificate authority for Avaya Aura® service
providers, you must configure the System Manager certificate.

You can have only one System Manager certificate configured at any given time. Use this
procedure to delete an existing certificate.

Procedure

1. Log in to the ACE server with root user ID.

2. Change directories. Enter:
cd /opt/avayaZace/bin

3. Delete existing certificate. Enter:
./deleteCertificates.sh <WAS admin> <WAS pswd>

where, <WAS admin> is the username with administrator privileges on
Websphere.

<WAS pswd> is the password associated with <WAS admin>.

Next steps

Configure a new Avaya Aura® System Manager certificate through the Avaya ACE GUI. For
more information, see Activating a System Manager certificate on page 35.

Checking the certificate expiry date

You must be aware of the security certificate expiry date. Allowing a certificate to expire results
in loss of service.

Procedure

1. Open a web browser and enter the following URL to view the WebSphere
administrative console: https://<hostname>:9043/admin.

The administrative console loads and a window opens for your user ID and

password.

2. In the navigation pane on the left, select Security > SSL certificate and key
management.

3. In the center pane, under Related Items, select Key stores and certificates.

4. Click CellDefaultKeyStore.

5. Under Additional Properties, select Personal certificates.

6. View the date range in the Expiration column.
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Checking the certificate expiry date

7. If the certificate has expired or is about to expire, click Renew.
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