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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE ( “AVAYA”).

Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
LicenseInfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

Avaya Aura is a registered trademark of Avaya Inc.

Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.

Avaya Agile Communication Environment™ Foundation Toolkit Overview November 2012     3

http://support.avaya.com/Copyright
http://support.avaya.com/Copyright
http://support.avaya.com
http://support.avaya.com
http://support.avaya.com
http://support.avaya.com


4     Avaya Agile Communication Environment™ Foundation Toolkit Overview November 2012
Comments? infodev@avaya.com

mailto:infodev@avaya.com?subject=Avaya Agile Communication Environment™ Foundation Toolkit Overview


Contents

Chapter 1: New in this release........................................................................................... 7
Chapter 2: Introduction...................................................................................................... 9

Foundation Runtime Services................................................................................................................... 9
Foundation SDK........................................................................................................................................ 10
Security features....................................................................................................................................... 10

Chapter 3: Deployment options......................................................................................... 13
High availability......................................................................................................................................... 14
Scalability.................................................................................................................................................. 15

Chapter 4: Session Initiation Protocol (SIP) and the Avaya Aura® network................. 17
User agents............................................................................................................................................... 17
SIP servers................................................................................................................................................ 18

Chapter 5: Foundation Runtime Services......................................................................... 19
Chapter 6: Foundation SDK............................................................................................... 21
Chapter 7: Language support............................................................................................ 23
Index..................................................................................................................................... 25

Avaya Agile Communication Environment™ Foundation Toolkit Overview November 2012     5



6     Avaya Agile Communication Environment™ Foundation Toolkit Overview November 2012



Chapter 1: New in this release

The following sections detail what’s new in the Avaya Agile Communication Environment™ Foundation
Toolkit Overview (NN10850-057) for release 6.2.

Port number changes

• The port that the client applications use to connect to Foundation Server on Avaya ACE™ is changed
from 8080 to 8280.

 Note:
The HTTP port, 8280, is closed by default. However, you can manually enable it. For more
information, see Avaya Agile Communication Environment™ User and Security Administration
(NN10850-010).

• The TLS port on Avaya Aura® Session Manager is changed from 5060 to 5061. For more information,
see Avaya Agile Communication Environment™ Foundation Toolkit Developer Guide
(NN10850-057).

Binding URL
The application binding url to the Avaya ACE server should be:

• https:// ACE_IP:9444/foundation/cometd for a secure channel
• http://ACE_IP:8280/foundation/cometd for a non-secure channel

where, ACE_IP is the IP address of the Avaya ACE server.

For more information, see Avaya Agile Communication Environment™ Foundation Toolkit Developer
Guide (NN10850-057).

Connecting to Foundation Server on Avaya ACE
To connect to the foundation server on Avaya ACE release 6.2, ensure that the client applications use 6.2
software libraries which are available in 6.2 Software Development Kit (SDK).

Replace jars
If you are migrating to Avaya ACE release 6.2, you must replace the existing foundation jars with the 6.2
foundation jars available in 6.2 AAFT SDK.
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Chapter 2: Introduction

Avaya ACE™ Foundation Toolkit allows integration of applications within the Avaya Aura® network for
midsize to large enterprises.

Leveraging the revolutionary Session Initiation Protocol (SIP) architecture of Avaya Aura®, and deployed
within Avaya Agile Communication Environment™, Foundation Toolkit enables fast and easy deployment
of communications capabilities such as voice, messaging, and presence. As a result, productivity and
business agility can be increased.

With Foundation Toolkit, corporate application developers, third-party independent software vendors, and
system integrators, who have a basic, but not extensive, knowledge of SIP, can take advantage of the
functionality of the Avaya communication solutions. Foundation Toolkit enables custom integration with a
broad range of communications, business, Call Center, Call Recording and Click-to-Dial solutions.

Foundation Toolkit has two components: the Foundation Runtime Services and the Foundation SDK.

Foundation Runtime Services
The Foundation Runtime Services are the server-side part of the Foundation Toolkit. The
Foundation Runtime Services are installed on the Avaya ACE™ server as an Avaya Aura®

Foundation Toolkit service provider. For information on Foundation Toolkit installation, see
Avaya Agile Communication Environment™ Service Provider Administration (NN10850–005).

The Foundation Runtime Services expose the functionality of Avaya Aura® as services to client
applications, so client applications can make and receive calls, or manipulate call flows. The
interfaces to the Foundation Runtime Services allow you to control SIP calls, inject media into
calls and route calls through a series of applications. The Foundation Runtime Services, in
combination with Avaya Aura® Session Manager, allow your applications to:

• Initiate, reject and accept SIP call flows

• Inject media into a SIP call flow, for example:

- Play messages, tones and music

- Collect DTMF tones

- Create two-party calls

- Create multiparty conference calls

• Record parties in calls

• Route and proxy calls onward according to a user’s configuration
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• Apply call forwarding, call restrictions, call permissions and other enterprise rules and
policies

• Route calls to voice mail

Installing and administering the Foundation Runtime Services
The Foundation Runtime Services are installed by the Agile Communication Environment™
Installer.

The Foundation Runtime Services are administered and monitored through the Agile
Communication Environment™ Web-based graphical user interface.

Foundation SDK
The Foundation SDK includes the Foundation Toolkit client-side libraries, which connect client
applications to the server part of the Foundation Toolkit. The Foundation Toolkit client-side
libraries expose the Foundation Toolkit API, which can be used to access the Foundation
Toolkit services. The Foundation Toolkit API is documented through extensive Javadoc and
the Avaya Agile Communication Environment™ Foundation Toolkit Developer's Guide.

The Foundation SDK also includes sample applications and provides recommendations for
the development and testing of Foundation Toolkit client applications.

Using the Foundation SDK you can:

• Integrate applications within an Avaya Aura® enterprise network

• Integrate telephony applications quickly, with only a basic understanding of SIP

• Develop telephony applications which are triggered sequentially when a user makes or
receives a call.

• Develop applications to control calls with features such as call barring, click-to-dial,
interactive voice response (IVR), voice mail and call redirection.

• Integrate media services such as conferencing, collecting DTMF, playing tones and
announcements, and recording and playing back calls.

• Deploy telephony and enterprise applications within a Java EE container or as standalone
Java SE client applications.

Security features
Foundation Toolkit has the following security features:

• Client applications can connect to the Foundation Runtime Services with a secure HTTPS
connection.

Introduction
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System Manager acts as the certificate authority for the HTTPS connection.

During configuration of the Foundation Toolkit service provider, System Manager key
stores and trust stores are obtained for the Foundation Runtime Services, and client
authentication is enabled.

• Client applications are treated as trusted elements in the Avaya Aura® network. For
example, user identities asserted in SIP messages sent by a client application are trusted
by Session Manager.

• SIP communication with Session Manager is over TLS.

Security features
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Chapter 3: Deployment options

1 Foundation Runtime Services

2 Client application built using the Foundation SDK

Foundation Toolkit consists of a server and a client-side library, connected by a persistent HTTP (Comet)
connection. The server is deployed as an Avaya Agile Communication Environment™ service provider
and is linked into the Avaya Aura® network through Avaya Aura® Session Manager. Each Session Manager
in a network can be linked to one or more servers. The example in the diagram is a simple deployment.
Foundation Toolkit can be the access point for many different applications, each with a set of client
interfaces.

The Avaya Aura® network environment
The Avaya Aura® environment must include Avaya Aura® Session Manager and Avaya Aura® System
Manager. The environment could also contain Avaya products such as Avaya Aura® Communication
Manager and Avaya Media Server. Foundation Toolkit supports Communication Manager configured as
a feature server and Communication Manager configured as an evolution server.

Session Manager is the core component within the Avaya Aura® Enterprise Edition solution, responsible
for routing of all SIP traffic, including sequencing of applications. It integrates all the SIP elements across
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the entire enterprise network within a company. Session Manager authenticates users, provides number
translation and dynamic routing and also sequences applications for a user. The applications sequenced
by Session Manager are provided by other feature servers such as Foundation Toolkit or Communication
Manager. For example Session Manager may sequence a Call Barring application implemented as a
Foundation Toolkit client application.

System Manager delivers a set of shared, secure management services and a common console across
multiple products in the Avaya Aura® network, including the central administration of routing policies, and
a common format for logs and alarms.

High availability
The High Availability feature is supported in the active-idle model for this release of Foundation
Toolkit. In this model Foundation Toolkit is deployed on two servers which share a floating IP
address. On failure of the active Foundation Toolkit server the idle server takes ownership of
the IP address. See the Avaya ACE™ documentation for more information on the active-idle
model.

Deployment options
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Scalability

1 Foundation Runtime Services.
Foundation Toolkit supports multiple Session Managers in an Avaya Aura
system. A Foundation Toolkit service provider can be configured with Multiple
Session Managers IP addresses and priorities or with a FQDN that is already
configured on a DNS server. Initial outbound requests from Foundation Toolkit
go to the Session Manager with highest priority.

2 Client application built using the Foundation SDK.
The client application has connections to several instances of the Foundation
Runtime Services.

To support larger networks, you can use a separate Avaya ACE™ server for each Session
Manager user community. The client application must establish and manage separate
connections with each Avaya ACE™ server.

Scalability
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Chapter 4: Session Initiation Protocol (SIP)
and the Avaya Aura® network

SIP is a general-purpose protocol for establishing, renegotiating and terminating a call between two or
more parties. The protocol does not define the format of the call, which could be voice, video, or instant
messaging. The call is established across an Avaya Aura® network composed of user agents for
processing the call and SIP servers for routing the call. In the Avaya Aura® network, Avaya Aura® Session
Manager is the SIP server, Foundation Toolkit and Communication Manager may act as SIP Servers.

User agents
User agents (UAs) are applications and devices which invoke call features. The user agent
client (UAC) and user agent server (UAS) are endpoints in the Avaya Aura® network. Avaya
Aura® Session Manager is the outbound proxy for all SIP messages sent between a UAC and
a UAS in an Avaya Aura® network. The user agent server (UAS) generates responses to the
requests received. Examples of user agents are:

• The Avaya one-X software installed on a 9620 SIP telephone.

• The Avaya Modular Messaging voice mail application.

• A PSTN Gateway.

A back-to-back user agent (B2BUA) is an application located between two UAs. The B2BUA
receives, reformulates and then resends SIP messages onwards. For the originating-side the
B2BUA acts as a user agent server . For the destination-side the B2BUA processes the request
as a user agent client. The B2BUA controls the call. Examples of uses for B2BUAs are:

• Playing IVR to the calling party before allowing the call to proceed.

• Terminating a call when credit runs out.

• Dialling two participants and putting them in a call (Click-to-Call).

• Playing music to a caller until a call center line is available.

Dialogs
Within SIP a dialog is a relationship between two UAs. A dialog is initiated by sending an
INVITE request.

A dialog can be inbound or outbound. A UAS receives inbound dialogs. A UAC sends outbound
dialogs.
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Calls
A call is a collection of one or more connected dialogs. The connection could be a dialog chain
of B2BUAs starting with a UAC and ending with a UAS or a number of dialogs using the same
media session, as in a conference call. The call is the container for all media sessions and
dialogs invoked between users.

Sessions
A session is the means by which two users communicate and is outside of the control of SIP.
The session could be a media session, such as audio, or another communication channel such
as instant messaging. Once SIP has established a session the content of the communication
takes place independently. SIP becomes involved again when the call needs to be terminated,
or the call flow redirected in some way.

SIP servers
SIP servers can perform the following functions:

• The registrar server registers a user agent’s current network address so the user agent
can be located as the destination party in a call.

• The SIP proxy server forwards SIP requests and responses to the destination UA, or the
next SIP server in the route.

Session Initiation Protocol (SIP) and the Avaya Aura® network
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Chapter 5: Foundation Runtime Services

The Foundation Runtime Services enables you to control a SIP call, route a SIP call through a series of
applications and integrate media into the call. The Foundation Runtime Services are accessed through
the Foundation Toolkit API.

The Foundation Runtime Services are deployed as an Avaya ACE service provider and are configured
as a SIP Element in Session Manager.

Making and receiving a call
The following service can be used by a client application to make and receive calls:

• Virtual Endpoint Service: to initiate and terminate calls and to change call flows.

Routing a call through a series of applications
Session Manager can route calls through a sequence of applications during call initiation. The following
services can be used to be create applications that are sequenced by Session Manager:

• Proxy Routing Service: to proxy, redirect or reject calls.
• B2BUA Routing Service: to terminate calls, route the call onward or inject media into a call, for

example collecting DTMF signals and playing announcements.

Integrating media into the call
The following service can be used for media operations during calls:

• Media Service: to provide media to a call, for example creating a conference, recording a call, or
collecting DTMF signals.

 Note:
The Media Service can be used in combination with the B2BUA Routing Service and the Virtual
Endpoint Service.

Other services

• Registration Service: to create and remove a user address and to query the registration of the
user.

• Inbound Dialog Service: to listen for incoming calls.
• Registration Event Service: to respond when a user is registered or unregistered.
• Dialog State Event Service: to respond when a dialog changes state, for example from confirmed to

terminated.
• Application Binding Service: to create connections to an Avaya ACE™ server and monitor the state

of the connection.
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Chapter 6: Foundation SDK

The Foundation SDK supports developers in creating Foundation Toolkit client applications for Avaya
Aura®. These client applications are connected to Avaya Aura® Session Manager through an Avaya ACE™

server. The client applications can make, receive and interact with calls and also manipulate endpoint
registration within Session Manager.

To simplify the task of configuring a development workstation, the Foundation SDK includes the following
items:

• Java sample runtime applications, which demonstrate how to use the Foundation Toolkit API. The
sample applications which are provided with the Foundation SDK are implemented so that the most
important aspects of the Foundation Toolkit are covered. The samples serve as a basis or framework
for new production applications, and can be extended with specific business logic and capabilities
for specific vertical or niche markets.

- Web applications which can be deployed on a Web server, preferably Apache Tomcat. The Web
applications are provided as WAR files.

- Java SE applications which can be started in a Java runtime environment (no application server
is required). These Java SE applications are provided as JAR files.

• Source code of the sample runtime applications. The source code:

- Is written in a well structured format.

- Provides extensive explanatory comments.

• The Avaya Agile Communication Environment™ Foundation Toolkit Sample Web Applications Guide
and the Avaya Agile Communication Environment™ Foundation Toolkit Sample Java SE Applications
Guide, describing the following:

- How to set up the Eclipse IDE. This includes IDE configuration aspects such as how to setup a
project, how to start the Web server from within the IDE, and how to debug the code.

- How to deploy the sample web applications to the Web server.

- How the sample applications are implemented, including application structure, the services
invoked by the applications, how the applications interact with calls, and how the sample
application relates to the Foundation Toolkit API:
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Chapter 7: Language support

Foundation Toolkit is an English language product.
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