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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions
thereto.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROMANYONE OTHER THAN AVAYA, AN AVAYAAFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Avaya grants you a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The applicable
number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity
is specified in the documentation or other materials available to you.
“Designated Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users.

License types

CPU License (CP). End User may install and use each copy of the
Software on a number of Servers up to the number indicated in the
order provided that the performance capacity of the Server(s) does not
exceed the performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a larger
performance capacity without Avaya’s prior consent and payment of an
upgrade fee.

Named User License (NU). You may: (i) install and use the Software
on a single Designated Processor or Server per authorized Named
User (defined below); or (ii) install and use the Software on a Server so
long as only authorized Named Users access and use the Software.
“Named User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate function, or a
directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
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holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support website: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
Avaya Aura is a registered trademark of Avaya Inc.
Avaya ACE is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: New in this release

The following sections detail what's new in the Avaya Agile Communication Environment™
Planning and Installation (NN10850-004), for release 6.2.

Software delivery

The Avaya ACE release 6.2 application, the Websphere application server on which Avaya
ACE is deployed, and Red Hat Enterprise Linux (RHEL) which is the supported operating
system, are available as iso files downloadable from PLDS at https://plds.avaya.com/
poeticWeb/session/home.htm. For more information, see Software ordering and licensing on
page 27.

Avaya ACE release 6.2 requires newer versions of RHEL and Websphere

Avaya ACE release 6.2 supports Red Hat Enterprise Linux server operating system (OS)
version 6.0 and the IBM WebSphere Application Server (WAS) software version 8.0.

Avaya ACE is now supported on commercial hardware

Avaya ACE can now be deployed on any commercial off the shelf (COTS) hardware that satisfy
the requirements criteria listed in Hardware requirements on page 25.

This ensures Avaya ACE can be deployed on a wide variety of commercial servers.

Avaya ACE HA no longer requires power fencing

Avaya ACE software no longer requires automated power cycling. There is no requirement for
the usage of power fencing hardware.

Port Changes

» The Avaya ACE OAMP port has changed to 9449. For more information, see Logging on
to the Avaya ACE GUI on page 102.

« Communication ports are secure by default. However, you can enable the HTTP ports
manually. For more information, see Avaya Agile Communication Environment™ User and
Security Administration (NN10850-010).

Role-based authorization

Avaya ACE no longer supports the creation and management of user groups. Authorization
(access control) of resources is now achieved by creating roles and assigning roles to Avaya
ACE users. Roles encompass licenses and corresponding access permissions to resources
such as Avaya ACE Web services and packaged applications or hot deployed client
applications. Roles exist on Avaya ACE as role profiles. Role profiles are assigned to users
that require these access permissions. Role hierarchy like for example, creating child roles
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New in this release

from parent roles is not supported. Avaya Agile Communication Environment™ User and
Security Administration (NN10850-010).

Avaya ACE authentication

Avaya ACE now supports the optional use of Active Directory credentials for user
authentication. You can also enable Avaya ACE access for client systems and supported client
devices by way of the trusted Web site. For more information, see Avaya Agile Communication
Environment™ User and Security Administration (NN10850-010).

Operating System hardening guidelines

For information on RHEL hardening guidelines, see Security guidelines in Avaya ACE on
page 157.

Avaya ACE feature limitations

This release does not support the following features referenced in the document:
» Packaged applications
« Session history REST interface
* Unified contacts REST interface
 Aura adapter
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Chapter 2:

The Avaya Agile Communication Environment™ Planning and Installation (NN10850-004) describes

Introduction

network planning when integrating the Avaya ACE™. This document also contains information and step-
by-step procedures to install and upgrade the Avaya ACE ™ software components.

Documentation

This document is a part of the Avaya ACE documentation suite. Avaya ACE documents provide
information on Avaya ACE fundamentals and planning, ordering ACE software, as well as ACE
installation and administration. The documents also contain information on Avaya and third-

party system solution integration, Web service application programming interfaces (APIs),
security, fault and performance management, and troubleshooting. You can also find

information on core applications or APIs delivered with the base software like Message Drop

and Message Blast API.

Avaya ACE release 6.2 documents

Title

Description

Audience

Overview

Avaya Agile Communication
Environment  Overview

Provides a high-level description of
ACE including solution architecture,
services and features, hardware,
software, as well as the packaged
applications that ACE supports.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Documentation
Roadmap

Provides a list of documents in the
Avaya ACE documentation suite for
the release.

Sales Engineers,
Solution
Architects,
Implementation
Engineers,
Support
Personnel

Installation, upgrades, migrations, and configurations

Avaya Agile Communication
Environment™ Planning and
Installation

Describes network planning when
integrating Avaya ACE with other
applications. The document also

contains information and step-by-

Sales Engineers,
Solution
Architects,
Implementation

Planning and Installation
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Title Description Audience
step procedures for installing and Engineers,
upgrading Avaya ACE software Support
components. Personnel

Avaya Agile Communication
Environment™ using VMware in

Describes the procedures for
deploying the Avaya ACE vAppliance

Sales Engineers,
Solution

troubleshoot different issues.

the Virtualized Environment on VMware. Architects,
Deployment Guide Implementation
(NN10850-065) Engineers,
Support
Personnel
Maintenance and Troubleshooting
Avaya Agile Communication Contains troubleshooting information | Solution
Environment™ Troubleshooting | and procedures for Avaya ACE. Architects,
Implementation
Engineers,
Support
Personnel
Avaya Agile Communication Describes how the fault and Solution
Environment™ Performance performance management system | Architects,
and Fault Management collects alarms and events that are | Implementation
generated by Avaya ACE. The Engineers,
document also describes how to Support
monitor Avaya ACE, as well as howto | Personnel

Administration and system prog

ramming

Avaya Agile Communication
Environment™ Service Provider
Administration

Provides information about the initial
configuration, administration, and
ongoing management of Avaya ACE
service providers. The Avaya ACE
host supports a web-based GUI that
allows administrators to perform all
tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment Secure
Communication Fundamentals

Provides information on how
certificates are used for secure
communication. It also contains
procedures that describe how to
manage certificates using OpenSSL,
IBM certificate management tools,
and Avaya Aura® System Manager.

Implementation
Engineers,
Support
Personnel

Planning and Installation
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Documentation

Title

Description

Audience

Avaya Agile Communication
Environment™ User and
Security Administration

Provides information about the user
management on Avaya ACE. The
Avaya ACE host supports a web-
based GUI that allows administrators
to perform all tasks related to system
administration, configuration, fault
management, performance
management, and user
management.

Implementation
Engineers,
Support
Personnel

Avaya Agile Communication
Environment™ Message Drop
and Message Blast
Administration

Provides information about the
administration of Avaya ACE
Message Drop and Message Blast
service.

Implementation
Engineers,
Support
Personnel

Administering Avaya WebLM
(stand-alone)

Provides administration,
configuration, and troubleshooting
information for the web-based licence
manager (WebLM).

Implementation
Engineers,
Support
Personnel

Application developer

Avaya Agile Communication
Environment™ Web Services

Describes the web services
supported by Avaya ACE.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment 'Foundation
Toolkit Overview

Provides a general overview of the
Avaya ACE Foundation Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Foundation
Toolkit Developer's Guide

Describes the administration and
maintenance of the Foundation
Toolkit.

Solution
Architects,
Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication
Environment™ Sample Java SE
Application Guide

Describes the sample Java SE
application that is delivered with the
Foundation SDK.

Solution
Architects,
Implementation

Planning and Installation
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Title Description Audience

Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication Describes the sample web Solution
Environment™ Sample Web application that is delivered with the | Architects,
Application Guide Foundation SDK. Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication Describes the Basic Java SE sample | Solution
Environment™ Sample Basic | applications that are delivered with | Architects,
Java SE Application Guide the Foundation SDK. Implementation
Engineers,
Support
Personnel,
Application
developer

Avaya Agile Communication Describes how sample web Solution
Environment” Sample Web applications can be run in an implicit | Architects,
Application Guide Addendum | sequencing scenario. Implementation
Implicit Sequencing . Engineers,
Support
Personnel,
Application
developer

Release Notes

The Avaya ACE release notes describe operational considerations for a specific release of
Avaya ACE. You can download this document from https://support.avaya.com. You must
review the release notes for the Avaya ACE release before you install or upgrade the Avaya
ACE software. In addition, use this document as a helpful reference for the ongoing support
and use of Avaya ACE.

Obtaining documents

You can obtain the Avaya ACE documentation for the current release as well as the previous
releases from:

» Avaya support web site at https://support.avaya.com. See Downloading ACE documents
from support site.

« the Avaya ACE GUI Help menu after a successful installation of the Avaya ACE
software.

14  Planning and Installation November 2012
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Avaya ACE professional services and support

Avaya ACE professional services and support

Avaya ACE™ combines industry-leading consulting and design services with the right mix of
custom development and communications integration capabilities. Avaya ACE provides
communications solutions that meet business needs of an organization.

Avaya ACE can be used in :

» Consulting and solution design: Helps customers understand and design communications
solutions holistically, ensuring all elements of the solution are addressed and aligned.

« Solution development and customization: Ensures the unique requirements of an
enterprise are met.

« Solution integration and implementation: Ensures the solution is deployed and integrated
within the network and communications infrastructure and applications effectively to
achieve organizational and business goals.

* Project management and ongoing solution maintenance: Helps enterprises manage and
maintain their network and communications infrastructure.

* Business optimization: Ensures the deployed solution delivers maximum performance.
Avaya Global Services
Avaya Global Services delivers world-class support in three areas:

» Avaya Professional Services:

Avaya Professional Services consultants are technically proficient, possess strong
business acumen and have developed vertical industry specialization to help you address
the challenges of the current converged voice, video, and data communications
environments. At the same time, Avaya Professional Services actively help you look for
ways to optimize your communications environment to better enable your people,
increase your business agility, and lower your operation costs.

« Avaya Support Services:

Avaya Support Services are backed by global resources, including more than 5,800
industry-certified service desk and backbone engineers and 34 regional network
operations centers delivering 24x7 monitoring, diagnostics and problem resolution, as
well as support in 14 languages.

* Avaya Operations Services:

Avaya Operations Services are available for customers who want to outsource the
proactive management and monitoring of their communications infrastructure. These
services can be delivered by Avaya directly or private-labeled and co-delivered by Avaya
authorized partners.
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Chapter 3: Avaya ACE architecture

Avaya is a leader in the telecom industry with a history of delivering world class products to customers.
Avaya is leveraging this leadership and its telecom infrastructure expertise in a service oriented
architecture (SOA). The Avaya Agile Communication Environment™ (ACE) permits integration of
telecommunications functions into existing applications and business processes to create new

capabilities.

This section provides an overview of Avaya ACE architecture.

Avaya ACE network interfaces

Figure 1. Avaya ACE architecture on page 18 shows the system architecture in which Avaya
ACE operates. Avaya ACE provides a simplified service based architecture to facilitate client
access into more complex networks and systems. Avaya ACE provides a bridge between the
web based application layer and the network communication layer. Avaya ACE provides the
telephony services requested through SOA applications while abstracting the details of the
underlying network server architecture.
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Figure 1: Avaya ACE architecture

The Application layer comprises the set of SOA based Web Services available to clients hosted
in either a private or a public network. The clients invoke Avaya ACE enabled features through
web based applications and processes. If the web server determines that a service request is
Avaya ACE enabled, the web server forwards the request to Avaya ACE. Avaya ACE requests
that come in from the application network are all mapped to a specific Web Services Description
Language (WSDL), an XML based language for defining Web Services. Requests from the
application layer are referred to as coming from the Web Services interface.

Clients communicate through the Web Services interface using SOAP messages. SOAP is a
protocol for exchanging XML-based messages over computer networks, normally using HTTP/
HTTPS. SOAP forms the foundation layer of the Web Services protocol stack providing a basic
messaging framework upon which abstract layers can be built. The Web Services interface
connects the SOAP clients to Avaya ACE and carries traffic containing SOA service requests.
It also includes the SOAP interface with the Sametime server to provide service access and
“telephony” Presence status to the Sametime server.

Requests are not constrained to coming from the clients. Requests can also be initiated by the
network servers. For example, when the Presence service is available from Avaya ACE and
a monitored client changes their state, a network server notifies Avaya ACE of the change.
Requests that come from the network servers are referred to as coming form the Service
Provider interface.

The Service Provider interface connects with the Network Servers such as an Avaya IP PBXs
(for example, Avaya Aura or the Avaya CS 1000) or third party servers (for example, the Cisco
UCM or Tandberg), providing the enhanced IP telephony services. The Sametime service is

18 Planning and Installation November 2012
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Avaya ACE management network interfaces

also included on this interface using an IBM proprietary VP (Virtual Places) protocol to provide
online presence updates to Avaya ACE from the Sametime server.

Avaya ACE management network interfaces

Java Management Extensions (JMX) is a Java technology that supplies tools for managing
and monitoring applications, system objects, devices, and service oriented networks. JMX runs
on the Avaya ACE host. The Avaya ACE GUI connects over HTTPS and provides a secure
management interface. Avaya ACE also supports JConsole access through RMI to enable
management using third party software tools such as IBM Tivoli.

The WebSphere administrative console also connects over HTTPS to perform WebSphere
administrative tasks.
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Chapter 4. Software components

The following sections provide a brief overview of the software components that must be installed to enable
Avaya Agile Communication Environment™ services. It also describes the software packaging.

Navigation

« Avaya ACE software components on page 21

* Avaya ACE application software on page 22

* IBM WebSphere Application Server on page 22

* IBM WebSphere Application Server documentation on page 23

*« MySQL database on page 23
« Linux operating system on page 23

« Software packaging on page 23

Avaya ACE software components

Figure 2: Avaya ACE software components on page 22 shows the Avaya ACE software
components when installed on a Linux host.

You can deploy Avaya ACE in a standalone or high availability (HA) configuration. In the HA
configuration, the software components are also installed on a redundant host.
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Figure 2: Avaya ACE software components

Avaya ACE application software

The Avaya ACE application software is delivered on a DVD, for deployment on the IBM
WebSphere Application Server.

For information on packaging, see Software packaging on page 23.

IBM WebSphere Application Server

22

The IBM WebSphere Application Server provides the environment to run Web-enabled e-
business applications. Avaya ACE"™ runs on the WebSphere Application Server version 8.0.
WebSphere creates a hode that can be managed through the administration console. The
node runs Avaya ACE in an Application Server Java virtual machine (JVM).

For more information on WebSphere as used by Avaya ACE, see IBM WebSphere

fundamentals on page 31.

Planning and Installation
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MySQL database

IBM WebSphere Application Server documentation

Avaya ACE is deployed on the IBM WebSphere Application Server Network Deployment
Version 8.0. The Network Deployment version of WebSphere allows for multiple application
servers distributed across a network of physical hosts. Currently, multiple active Avaya ACE
servers are not supported but you can deploy an idle host for high availability. On the idle ACE
host, the WebSphere Application Server is in the started state and running. The Avaya ACE
application is also running, but is unavailable for web service requests from clients.

For the most recent WebSphere documentation, see the IBM Redbooks website.

MySQL database

Avaya ACE"™ stores user profile data, call session information and service provider
configuration information in a database. The default configuration for Avaya ACE is a local
deployment of a MySQL 5.5.8 database. For information on MySQL, go to http://mysqgl.com/.

Linux operating system

The supported Linux operating system (OS) for Avaya ACE is Red Hat Enterprise Linux server
OS release 6.0 for a 64-bit x86 architecture. For information on Red Hat, see http://
www.redhat.com/.

For the OS requirements when installing Avaya ACE on a Linux server, see Installing RHEL
6.0 on page 55.

For hardware requirements, see Hardware requirements for Avaya ACE on page 25.

Software packaging

The following Avaya ACE application and related software are available as iso images that you
can download from the Avaya Product Licensing Delivery System (PLDS) web site:

* Red Hat Enterprise Linux 6.0 (supported operating system)
» Avaya ACE Software and Installation Tools

* IBM WebSphere Application Server version 8.0 (supported application server).
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Chapter 5: Hardware requirements

The following sections describe the hardware requirements criteria for deployment of Avaya Agile
Communication Environment™ (ACE) on the Linux operating system.

AWarning:

Running other applications on the Avaya ACE™ server that compete for system resources such as CPU

and memory, may result in Avaya ACE performance degradation or failure of the Avaya ACE
application.

Navigation

» Hardware requirements for Avaya ACE on page 25
 Mirrored RAID array on page 26

» Checking hardware requirements on page 70

Hardware requirements for Avaya ACE

Avaya ACE software can be deployed on any server base model that satisfies the following
minimum requirements criteria for optimal performance.

For 1+1 resiliency, two servers are required. Ensure that both servers have identical
configuration.

© Note:
If required, you can order the HP DL360 G7 servers from Avaya.

The product registration form is available on the Avaya Support Web site. Click Product
Registration Form.

© Note:

Avaya ACE in high availability (HA) does not support power fencing. There is therefore no
requirement of fencing devices for automated power cycling.

Hardware component Description
Processor Intel E5620 (2.4 GHz)
Dual quad core processors
Memory 24 GB on-board memory
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Hardware requirements

Hardware component Description
Internal storage 3 x 300 GB 10K SAS drives in RAID5
configuration
Other « 1 DVD RW drive (SATA internal)
» 4 1000BaseT Ethernet ports

Mirrored RAID array

26

A RAID array distributes data across several physical disks that appear to the operating
system/user as a single disk. Several different arrangements are possible, which have their
own trade-offs on protection against data loss, capacity, and speed. RAID levels 0, 1, and 5

are most commonly used.

Avaya ACE requires RAID for fault tolerance. If the ACE server has two disks, configure them
for RAID 1 (mirrored disks). RAID 1 uses two or more disks, each of which store the same
data. This ensures that data is not lost as long as one disk survives. The total capacity of the

array is just the capacity of a single disk.

If the ACE server has three or more disks, configure them for RAID 5. RAID 5 uses block-level
striping with parity data distributed across all member disks. In RAID 5, the yield is SIZE
multiplied by (Number of Disks — 1) where SIZE is the size of the smallest disk in the array.
For example, an array of four 1 TB disks would have a total storage capacity of 3 TB (1 X (4

— 1))

The Avaya ACE RAID 5 configuration is a hardware RAID and not a software RAID 5 so there

is no need to configure it within the RHEL install.

O Important:
Verify the RAID 5 configuration at boot time.

Planning and Installation
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Chapter 6: Software ordering and licensing

This section describes the options available when ordering Avaya Agile Communication Environment™
(ACE) software.

Once you have determined your software requirements, you can order the software and generate alicense
file using one of the following tools:

« Avaya Product Licensing and Delivery System (PLDS)
« Avaya Keycode Retrieval System (KRS)

Product Licensing and Delivery System

Product Licensing and Delivery System (PLDS) is an online, web-based tool for managing
license entitlements and electronic delivery of software and related license files. PLDS
provides customers, Avaya Partners, distributors, and Avaya Associates with easy-to-use tools
for managing license entitlements and electronic delivery of software and related license files.
Using PLDS, you can perform operations such as license activations, license upgrades, license
moves, and software downloads.

WebLM is a web-based application for managing licenses and is installed as part of Avaya
ACE. Before you can perform a license activation in PLDS, you must obtain the WebLM host
ID from the ACE server. After you obtain the license file, you use WebLM to install and manage
your licenses.

When you place an order for a PLDS-licensed software product, the license entitlements on
the order are automatically created in PLDS. Once these license entitlements are created, you
receive an e-mail notification from PLDS. This e-mail notification includes a license activation
code (LAC). Using the LAC, you can quickly find and activate the newly purchased license
entitlements in PLDS. You can then download the license file. The license file is an Extensible
Markup Language (XML) file. It contains information regarding the product, major release, and
license features and capacities.

A 30-day grace period applies to new installations or upgrades. You have 30 days from the
day of installation to install a license file.

For more information on PLDS, see Getting Started with Avaya PLDS - Avaya Partners and
Customers at https://plds.avaya.com.
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Software ordering and licensing

Registering for PLDS

Before you begin
You must have valid SSO ID and password.

Procedure

1. Log into Avaya Product Licensing Delivery System (PLDS) page at http://
plds.avaya.com.
The PLDS site will redirect you to the Avaya single sign-on (SSO) web page.

2. Log in with your SSO user credentials.
The PLDS registration page will appear.

3. If you are registering:

 as an Avaya Partner, enter the partner Link ID.

If you do not know your Partner Link ID, send an e-mail to
prmadmin@avaya.com

* as a customer, enter one of the following:
- Company Sold-To
- Ship-To number
- License activation code (LAC)

4. Click Submit.
Avaya will send you the PLDS access confirmation within one business day..

Downloading software from Product Licensing Delivery System

Before you begin

You must be a registered user of the Product Licensing Delivery System (PLDS) site. To
register, see Regqistering for PLDS on page 28.

Procedure

1. Enter http://plds.avaya.com in your Web browser to access the Avaya PLDS Web
site.

2. Enter your SSO login ID and password to log on to the PLDS Web site.

3. Select Assets from the Home page and select View Downloads.

4. Enter the name of the customer in the %Name field.
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Keycode Retrieval System

Alternately, click Search Companies, and select from the list displayed.
5. Search by one of the following methods:
a. If you use the Search by Download tab:
* Click the drop down menu in the Applications field.

* Select the application and click Search Downloads.
b. If you use the Suggested Downloads tab:
Suggested Downloads defines the best download options for the customer.

» Review the displayed list of suggested downloads.
* Click the download icon for the required application.
When the security alert displays, select Yes.
Review the displayed message and Click to download your file now.

On the Security Warning page, click Install.

© © N o

Select the location to save the software and click Save.

10. Verify that the download has completed successfully.

When the installation is complete, PLDS displays the downloads again with a
checkmark next to the downloads that have been completed successfully.

Keycode Retrieval System

If you are using the Keycode Retrieval System (KRS), then installation of Avaya ACE “includes
creating and installing a keycode for your specific deployment. Keycodes are built from product
equipment codes (PECs) and the Avaya ACE server system ID. The PECs that can be included
in a keycode are determined by the purchase order (PO) for Avaya ACE. Once the PO has
been finalized, the PO information is transferred to the Keycode Retrieval System (KRS). The
KRS has a public Web page where you can generate a keycode file. Once you generate the
keycode in KRS, you must transfer the keycode to the Avaya ACE host and install it.

For a standalone deployment, create one keycode using the Avaya ACE system ID. The
keycode must contain one instance of the Linux Base Software PEC.

For a high availability deployment, create one keycode using the Avaya ACE system ID from
one of the Avaya ACE servers. The keycode must contain two instances of the Linux Base
Software PEC. Install the same keycode on both servers.

If at some future time, you want to enable additional services, or increase the user capacity
for a service, you must install a new keycode. You can return to the KRS web site, modify your
keycode, and generate a new one.
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You can access the Key Retrieval System web page from the Avaya support page at
www.avaya.com/krs.
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Chapter 7. IBM WebSphere fundamentals

This section provides a basic description of the IBM WebSphere components. The Avaya Agile
Communication Environment™ (ACE) runs on WebSphere Application Server version 8.0.

The overview information provided here has been extracted from the WebSphere documentation at the
IBM Information Center web site (http://publib-b.boulder.ibm.com/Redbooks.nsf/portals/WebSphere) and
from the following IBM Redbooks:

* WebSphere Application Server V8.0: Technical Overview

* WebSphere Application Server V8.0: Planning and Design

* WebSphere Application Server V8.0: System Management and Configuration
Navigation

« IBM WebSphere Application Server Network Deployment on page 31

* IBM WebSphere components on page 32

« WebSphere application server on page 34
* WebSphere administration on page 35

IBM WebSphere Application Server Network Deployment

Avaya ACE" is installed on the WebSphere Network Deployment software. Figure 3: Avaya
ACE WebSphere topology on page 32 illustrates a typical high availability (HA) topology as
viewed from the WebSphere administrative console. This topology shows a Node 01 and Node
02 in Cell 01.

The application server Java Virtual Machine (JVM) is named as follows on both Nodes.
« serverl for Avaya ACE core
« server2 for Avaya ACE packaged applications

To facilitate HA management, Node 01 is also referred to as HostA and Node 02 is also referred
to as HostB.
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Figure 3: Avaya ACE WebSphere topology

IBM WebSphere components

The IBM WebSphere organizational components include JVMs, nodes, and cells.

The application server is the primary runtime component in all configurations and is where an
application actually executes. A node is a grouping of application servers for configuration and
operational management on one machine. Nodes are generally associated with a physical
machine. It is possible to have multiple nodes on a single machine, but nodes cannot span
machines. A cell is a grouping of nodes into a single administrative domain.

Figure 4: IBM WebSphere components: Avaya ACE on Linux on page 33 shows the Avaya
ACE"™ WebSphere components in a high availability deployment, for Avaya ACE on Linux
operating system.
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On both HostA and HostB, the WebSphere component structure is duplicated. Note that the
Deployment Manager runs only on HostA. The Avaya ACE Enterprise Application is named
AppCore and runs on the Application Server serverl, on Node 01 in Cell 01.

WebSphere application server

The WebSphere application server runs the Avaya ACE™ in a Java virtual machine (JVM) and
provides the required services. Runtime environments are built using profiles. Each profile
contains files specific to that runtime, such as logs and configuration files. Each profile is stored
in a unique directory path selected at profile creation time. The default is for the profiles to be
stored in a subdirectory of the installation directory, but they can be located anywhere.

Configuration of the application server profile for the Avaya ACE takes place during installation.
After installation, the WebSphere administrative tools are used for administration.

Application server containers

Containers provide runtime support for applications. WebSphere Application Server 8.0
provides the following container support.

Web container

The Web container processes servlets, JSPs (processed as servlets), and other types of
server-side includes. Each application server runtime has one logical Web container, which
can be modified but not removed. Requests are received by the Web container through the
Web container inbound transport chain. The chain consists of a TCP inbound channel that
provides the connection to the network, an HTTP inbound channel that serves HTTP 1.0 and
1.1 requests, and a Web container channel over which requests for servlets and JSPs are sent
to the Web container for processing. Requests for HTML and other static content that are
directed to the Web container are served by the Web container inbound chain. Although the
Web container can serve static content, a more likely scenario is that you will use an external
Web server to receive client requests and a Web server plug-in to forward requests for servlets
to the Web container.

EJB container

The Enterprise JavaBeans container provides all of the runtime services that are needed to
deploy and manage enterprise beans. It is a server process that handles requests for both
session and entity beans. The container provides many low-level services, including threading
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WebSphere administration

and transaction support. From an administrative viewpoint, the container manages data
storage and retrieval for the contained enterprise beans. A single container can host more than
one EJB Java archive (JAR) file.

Portlet container

The portlet container processes JSR168 compliant portlets. The portlet container is an
extension to the Web container.

Session initiation protocol container

The SIP container processes applications that use at least one SIP servlet written to the JSR
116 specification. The SIP container is an extension to the Web container.

WebSphere administration

WebSphere Application Server’s administration model is based on the JMX framework. JMX
enables you to wrap hardware and software resources in Java and expose them in a distributed
environment. JMX also provides a mapping framework for integrating existing management
protocols, such as SNMP, into JIMX’s own management structures.

Each application server has an administration service that provides the necessary functions
to manipulate configuration data for the server and its components. The configuration is stored
in a repository. The repository is a set of XML files that are stored in the server’s file system.

Deployment manager

The deployment manager process provides a single, central point of administrative control for
all elements in the cell. It hosts the Web-based administrative console application.
Administrative tools that need to access any managed resource in a cell usually connect to
the deployment manager as the central point of control. In a distributed server environment,
the deployment manager maintains a master configuration repository that contains all of the
cell's configuration data. The configuration repository at each node is a synchronized subset
of the master repository. The node repositories are read-only for application server access.
Only the deployment manager can initiate their update and push out configuration changes
from the cell master configuration repository. It manages through communication with the node
agent process resident on each node of the cell.
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Administration console

The administrative console is a Web-based interface that provides configuration and operation
capability. The administrator connects to the application using a Web browser client. Users
assigned to different administration roles can manage the application server and certain
components and services using this interface. The administrative console groups
administrative tasks into the following categories:

* Servers

* Applications

* Resources

* Security

* Environment

» System administration
» Users and groups

» Monitoring and tuning
« Troubleshooting

* Service integration

« UDDI

WebSphere provides a set of commands in the <install>/bin directory that allows you to perform
a subset of administrative functions. For example, you can use the startServer command
to start an application server.

Node agent

The node agent is an administrative process and is not involved in application serving
functions. It hosts important administrative functions such as:

* File transfer services
« Configuration synchronization
* Performance monitoring

The node agent aggregates and controls all of the managed processes on its node by
communicating with:

» The deployment manager to coordinate configuration synchronization and to perform
management operations on behalf of the deployment manager.

« Application servers and managed Web servers to manage (start or stop) each server and
to update its configuration and application binaries as required.
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WebSphere administration

Only one node agent is defined (and run) on each node.
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Chapter 8: Port Usage

After you successfully install Avaya Agile Communication Environment™, you can configure ports on your
ACE hostto secure all network traffic using the Secure Socket Layer (SSL) protocol. The following sections
list the ports used by Avaya ACE™ for communication with Web service interfaces, service provider
interfaces, ACE Core management interfaces, and the ACE high availability interfaces.

For more information onAvaya ACE port management, see Avaya Agile Communication Environment
User and Security Administration (NN10850-010).

Navigation

« Port usage for Avaya ACE Web service interfaces on page 39

« Port usage for Avaya ACE Core service provider interfaces on page 41

« Port usage for Avaya ACE Core management interfaces on page 43

« Port usage for Avaya ACE Core High Availability interfaces on page 44

Port usage for Avaya ACE Web service interfaces

In the following figure, web service requests from client applications are termed Inbound and
responses, for example, notifications, from Avaya ACE Core are termed Outbound.
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Inbound

ACE Core Client

1

ACE Core Server

Outbound

Figure 5: Web Services: Communication flow

Table 1: Web service interfaces: Port usage

Service Direction Source Source Destination | Destination| TCP/
port port UDP
ACE Web | Inbound Avaya Client Avaya 9080 TCP
Services ACECore defined ACECore
using clients? server
HTTP>
ACE Web | Inbound Avaya ACE | Client Avaya ACE | 9443 TCP
Services Core defined Core server
using clients?
HTTPS
AppUtilities | Inbound AppUtilities | 1024— Avaya ACE | Administrat | TCP
REST clients? 65535 Core server | or defined.
services Default is
using HTTP 9081
AppUtilities | Inbound AppUtilities | 1024— Avaya ACE | Administrat | TCP
REST clients? 65535 Core server | or defined.
services Default is
using 9445
HTTPS
Call/ Outbound ACE Core | 10000 ACE Core | 1024 - TCP
Presence server? client 65535
Notification
Call/ Outbound ACE Core | 10001 ACE Core | 1024 - TCP
Presence server? client 65535
Notification
(SSL)
Call/ Outbound ACE Core | 1024 - ACE Core | Client TCP
Presence server 65535 client® defined
November 2012
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Port usage for Avaya ACE Core service provider interfaces

Service Direction Source Source Destination | Destination| TCP/
port port UDP
Notification during
(HTTP) registration
Legend:

[1] Avaya ACE Core clients are applications that communicate with Avaya ACE using
WSDL, like the Sametime, OCS, and customer created applications.

[2] Clients connect to the identified port. Outbound events are then sent to the client using
this port.

[3] Clients requiring HTTP based notification for Presence and Call Notification must register
a destination address including the port, with ACE Core, during notification registration. This
port must be open and available for ACE Core to connect to and deliver notifications to.
[4] AppUltilities clients are applications that communicate with Avaya ACE using WADL,
RESTful Web services, like Mobility, Flare and other customer developed applications.

[5] HTTP port is disabled by default. However you can enable it by running the
configureHttp.sh tool. For more information, see Avaya Agile Communication
Environment™ User and Security Administration, (NN10850—010).

Port usage for Avaya ACE Core service provider interfaces

Outbound

ACE Core Server

) |

Inbound

Figure 6: Service provider interfaces: communication flow

Table 2: Service provider interfaces: Port usage

Service Direction Source Source Destination | Destination| TCP/
port port UDP
SIP TR/87 | Outbound | ACE Core | 1024 — Telephony | 5060 UDP
server 65535 switch/
server
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Service Direction Source Source Destination | Destination| TCP/
port port UDP
Inbound Telephony | 1024 — ACE Core | 5060
switch/ 65535 server
server
SIP (AES) | Outbound | ACE Core | 1024 — SIP 5060 TCP
server 65535 Telephony
switch/
server
TR/87 Outbound | ACE Core | 1024- TR/87 4723 TCP
(AES) server 65535 Device
NES Outbound ACE Core | 1024— MLS 3000 TCP
Contact server 65535
Center
Sametime | Outbound ACE Core | 1024— IBM 1516 TCP
(VP server 65535 Sametime
Protocol) server
Non secure | Outbound ACE Core 1024— LDAP 389 TCP/
port for server 65535 service LDAP
LDAP
Secure port | Outbound | ACE Core | 1024— LDAP 636 TCP/
for LDAP server 65535 service LDAP
Messaging | Outbound ACE Core | 1024- Messaging | 993 TCP
server 65535 server
Aura ASAI | Outbound ACE Core | 1024- Communic | 8765 TCP/
server 65535 ation TLS
Manager
Non secure | Outbound ACE Core | 1024- Turret 80 TCP/
port for server 65535 HTTP
Turret
Secure port | Outbound ACE Core | 1024— Turret 443 TCP/
for Turret server 65535 HTTP
S
Aura SIP Outbound ACE Core | 1024— Session 5061 TCP/
TLS, Aura server 65535 Manager TLS
AST, Avaya
Aura
Foundation
Toolkit
November 2012
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Port usage for Avaya ACE Core management interfaces

Inbound

ACE Core Client

1

ACE Core Server

Outbound

Figure 7: ACE Core management interfaces: Communication flow

Table 3: ACE Core management interfaces: Port usage

Port usage for Avaya ACE Core management interfaces

Service Direction Source Source Destination | Destination| TCP/
port port UDP

HTTPS Inbound Client Web | Client ACE Core | 9449 TCP
browser defined server

HTTP Inbound Client Web | Client ACE Core | 9080 TCP
browser defined server

HTTPS Inbound Client Web | Client ACE Core | 9445 TCP
browser defined server

HTTP Inbound Client Web | Client ACE Core | 9081 TCP
browser defined server

WebLM Inbound WebLM Client ACE Core | 52233 TCP

Manageme Manageme | defined server

nt nt

ACE JMX Inbound JMX client | 1024 — ACE Core | 9999, TCP

Manageme application | 65535 server 14000

nt Service (using RMI)

(using RMI)

MySQL Inbound Database Client ACE Core | 3306 TCP

Client client defined server

interface (MySQL)

SNMP Inbound SNMP 1024 — ACE Core 161 UDP
Client 65535 server

SNMP Outbound | ACE Core | 1024 — SNMP Trap | 162 UDP

Traps server 65535 client

November 2012
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Service Direction Source Source Destination | Destination| TCP/
port port UDP

NTP Outbound ACE Core 1024 — NTP server | 123 TCP

server 65535
SSH Inbound SSH Client | 1024 — ACE Core | 22 TCP
65535 server

Optional Outbound | ACE Core | 1024-6553 | NFS server | 111 TCP

NFES for server 5

remote

backup and

restore

(Portmap

service)

Port usage for Avaya ACE Core High Availability interfaces

Outbound

ACE Core Server A

1

ACE Core Server B

Inbound
Figure 8: ACE Core High Availability interfaces: Communication flow

Table 4: ACE Core High Availability interfaces: Port usage

Service Direction Source Source | Destination| Destination| TCP/
port port UDP
Data Sync | Outbound | ACE Core | 1024 - ACE Core | 873 TCP
Server A 65535 Server B
Inbound ACE Core | 1024 — ACE Core | 873
Server B 65535 Server A
MySQL Outbound | ACE Core | 1024 — ACE Core | 3306 TCP
Replication Server A 65535 Server B
Inbound ACE Core | 1024 — ACE Core | 3306
Server B 65535 Server A
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Port usage for Avaya ACE Core High Availability interfaces

Service Direction Source Source Destination | Destination| TCP/
port port UDP
Node Sync | Outbound | ACE Core | 1024 — ACE Core | 8879 TCP
Agent Server A 65535 Server B
SOAP
( ) Inbound ACE Core | 1024 - ACE Core | 8879
Server B 65535 Server A
Node Sync | Outbound | ACE Core | 1024 — ACE Core | 8878 TCP
Agent server A 65535 Server B
Inbound ACE Core | 1024 — ACE Core | 8878
Server B 65535 server A
Corosync Outbound | ACE Core | 1024- ACE Core | 5405 UDP
Server A 65535 Server B
Inbound ACE Core 1024— ACE Core | 5405
Server B 65535 server A
Websphere | Outbound | ACE Core | 1024— ACE Core | 8880 TCP
SOAP Server A 65535 Server B
Connector
address Inbound ACE Core | 1024- ACE Core | 8880
Server B 65535 Server A
Websphere Websphere | 1024— 7272 TCP/
Node Manageme | 65535 WAS
Discovery nt
Address
Remote ACE Server | 1024—- ACE Server| 514 TCP
Shell 65535
November 2012
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Chapter 9: High availability network

Avalilability refers to the ability of the user community to access the system. High availability (HA) refers
to the implementation of system features that ensure operational continuity during a given measurement
period.

For High Availability, the Avaya Agile Communication Environment™ architecture supports the deployment
of an active host and a host server in the idle state. The idle state refers to an ACE host with both the
WebSphere Application Server and the Avaya ACE™ application running, but unavailable to handle web
service requests from client applications.

In the event of a failure condition on the active host, a failover to the idle host occurs. The switchover to
the idle host is significantly faster than to a redundant standby host. A faster switchover ensures minimal
loss of web service traffic (for example, loss of new web service subscriptions) between client applications
and Avaya ACE, during the failover period.

The Avaya ACE HA capability is provided by the combination of Corosync and Pacemaker. The HA
configuration consists of two physical hosts in a non-revertive configuration that use the Corosync and
Pacemaker components to detect failures and trigger failovers.

The HA network configuration uses separate networks for Avaya ACE Web service traffic and HA
management traffic (between the high availability nodes).

O Important:

The network wiring specifications have changed from the 3.x release. Ensure that the wiring in your
Avaya ACE 6.2 system matches the wiring shown in Figure 9: High availability network on
page 48.

Navigation

« HA cluster service on page 47
« High availability network requirements on page 48
* Failure detection and failover on page 51

HA cluster service

HA (High Availability) cluster service provides a high-availability (clustering) solution for Linux,
which promotes reliability, availability, and serviceability. Avaya ACE uses Corosync as the

cluster messaging layer combined with Pacemaker as the cluster resource manager. Cluster
Glue provides a set of libraries, tools and utilities for the Corosync/Pacemaker cluster stack.

The high availability (HA) cluster service provides failover capability for applications. For Avaya
ACE, the HA cluster service controls the binding of floating IP addresses to the active cluster
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node. The HA cluster service enables failover from one cluster node to another when a node
becomes inoperative.

Corosync is a daemon that provides cluster infrastructure (communication and membership)
services to its clients. This allows clients to know about the presence or absence of peer
processes on other machines and to easily exchange messages with them. Pacemaker, the
cluster resource manager used with Corosync, provides the functionality for starting, stopping
the services (for management of services with advanced configuration).

High availability network requirements

Figure 9: High availability network on page 48 shows the network connectivity for Avaya
ACE hosts in high availability. A dedicated LAN is established between the two hosts for cluster
administration and monitoring of the corosync signal, on the ethl Ethernet ports using an
Ethernet crossover cable.

This configuration prevents interference of the corosync signal if congestion occurs during high
traffic periods on the other interface. Interference of the corosync signal will result in an
inadvertent HA cluster service failover to the idle host. Web service traffic is routed to Avaya
ACE on the ethO ports.

etho interface Network ‘ | Network

1. WebService | Switch#1 ‘ | Switch #2
Requests !
OAMrequests | —
3. Service provider
connectivity HALAN
: :
eth0 ethi eth0 eth1
Avaya ACE Avaya ACE
Node Node

Figure 9: High availability network

The following section shows an example configuration where the ethl ports (with private IPs)
on the two nodes are directly connected with a crossover cable:

NodeA EthO : 135.27.110.35 Gateway : 135.27.110.1 NetMask : 255.255.255.0
NodeB EthO : 135.27.110.36 Gateway : 135.27.110.1 NetMask : 255.255.255.0

Floating IP : 135.27.110.37
NodeA Ethl: 10.10.10.35 Gateway - 10.10.10.35 NetMask : 255.255.255.0
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High availability network requirements

NodeB Ethl : 10.10.10.36 Gateway : 10.10.10.35 NetMask : 255.255.255.0

© Note:
Note that the ethO port IPs and the HA floating IP are on the same subnet.
For hosts that cannot be connected using a single crossover cable, the ethl ports are

connected using a network switch. Figure 10: High Availability network for nodes connected
using an external network switch on page 49 shows the network connectivity.

ethD network Network ‘

Network | HALAN (ethi)
interface Switch #1 Switch#2 | 1. Cluster
1. WebService Administration

Requests 2, Clorosync
2. OAMrequests signal
3. Service provider
connectivity
etho eth0
Avaya ACE Avaya ACE
Node eth1 Node cth1
HA LAN
Network
Switch #3

Figure 10: High Availability network for nodes connected using an external network switch
The following section shows an example configuration where the ethl ports on the two nodes
are connected through a network switch:

NodeA EthO : 135.27.110.35 Gateway : 135.27.110.1 NetMask : 255.255.255.0
NodeB EthO : 135.27.110.36 Gateway : 135.27.110.1 NetMask : 255.255.255.0

Floating IP : 135.27.110.37
NodeA Ethl: 47.134.235.70 Gateway : 47.134.235.1 NetMask : 255.255.255.0
NodeB Ethl : 47.134.235.71 Gateway : 47.134.235.1 NetMask : 255.255.255.0

Address distribution

Figure 11: HA network interface configuration on page 50 shows the IP address distribution
for Avaya ACE hosts in high availability.
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/ ACEHOST h

Cluster
Membership

Avaya ACE
Application

& F a9

< <Yy
A\.ratya ACkE HA LAN
networ £

. StaticIP
StaticIP
Floating IP

Figure 11: HA network interface configuration

In a high availability deployment, five IP addresses are required. Table 5: High availability IP
addressing scheme on page 50 shows the address distribution. Two fixed IP addresses are
assigned to each ACE host. The host name associated with the static IP address of each
machine is used as its cluster member node name.

Table 5: High availability IP addressing scheme

Host HA LAN Avaya ACE network

Active Static IP Static IP
Floating IP (web services IP)

Idle Static IP Static IP

The HA cluster has one floating IP address that is always associated with the active host.
During a switchover, the Pacemaker component of the Linux-HA relocates the floating address
to the active node. The floating IP address is also referred to as the Web services address.
The address is used by service providers for web access to SOAP clients and network server
traffic.

The host names and IP addresses must be resolvable through DNS. If the DNS service is not
utilized or the host names and IP addresses are not resolvable through DNS, the host names
and IP addresses must be included in the Zetc/hosts file.

If an application is running on a server that is separated from Avaya ACE by a firewall, the
firewall must be open to the static IP address for each Avaya ACE host and the floating IP
address.
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Failure detection and failover

Failure detection and failover

Failure scenarios can be categorized in three areas:

* LAN disconnect
» Avaya ACE OAM status file
» Avaya ACE floating IP address

O Important:

If a failover occurs when an Avaya ACE GUI session is open, you may view multiple
instances of the certificate error (depending on your web browser), requiring you to manually
close all instances before you log in to the Avaya ACE GUI. Proceed to view the certificate
and install it at the default location on your system. You may be required to also configure
the advanced internet options on your browser to disable warnings about invalid site
certificates. This allows the system to successfully import the certificate and prevent these
pop-ups, even after repeated failovers.

Itis important to note that session information is not maintained through a failover or switchover
from the active to the idle host. As a result, if a failover or switchover occurs, the following
behavior can be expected:

* Any calls set up using the ThirdPartyCall v3 web service are terminated at the next long
call audit. The long call audit can be disabled on the Avaya Media Server or the audit
period may be customized up to a maximum of one hour. Any changes to settings must
be done on all Media Servers used by the system.

« Calls set up using a SIP service provider remain active until the next long call audit, if the
SIP service provider implements long call auditing.

« Calls set up using a non-SIP service provider before the failover or switchover remain
active.

« If the SIP terminal sends a re-INVITE, the call is terminated.

« Calls in the process of being setup during the failover do not complete successfully.
« Call Notification must be re-subscribed.

* Presence Notification and status must be re-subscribed.

* Calls initiated during the failover or switchover period are not successful.

LAN disconnect failover

If the active host disconnects from the LAN, pacemaker releases the floating IP address from
the active host and assigns it to the mate host thereby causing a failover.
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If there is a LAN disconnect on the idle node, the IDLE node down alarm is raised. If the alarm
persists even after the the LAN cable has been replugged , the active node will attempt to
restart the Web application server on the idle node every 6 minutes.

Avaya ACE OAM status file failover

The HA cluster service monitors the health of the Avaya ACE™ application on the active node.
As long as Avaya ACE system checks are successful, the /var/adm/status file is time-
stamped. If the time-stamp is older than 30 seconds, or the file is not present, a failover is
initiated. The idle node registers the floating IP addresses and becomes the active node.

The status file system check fails when Web service and/or the MySQL database is not
accessible.

Floating IP address failover

The cluster service monitors the Avaya ACE floating IP address. If the IP address becomes
unresponsive, or it is unbound from the interface, a failover will be initiated and the Cluster
Failover alarm is raised.

WebSphere management after switchover

The WebSphere deployment manager resides on HostA. The deployment manager provides
a central point of administrative control for the WebSphere application servers on both the
active and idle nodes. Configuration changes are synchronized across both nodes.

When HostA switches to idle mode and is rebooted, the unavailability of the deployment
manager has no impact on the application server on the active node. However, during the
reboot, you cannot log in to the WebSphere administrative console. The deployment manager
is restarted during the idle host reboot. Once the boot sequence is complete, the deployment
manager is once again available.

If HostA fails and cannot recover, then the deployment manager is not restarted and the
WebSphere administrative console remains unavailable. This does not affect the Avaya ACE™
service or the ability to launch the Avaya ACE GUI and make provisioning changes.

52  Planning and Installation November 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Planning and Installation

Split brain

Split brain

Split brain occurs when a subset of computers in a cluster operates autonomously. In a two-
node cluster, a split brain situation leads to the breakdown of communication between the two
nodes with each node trying to grab the floating IP addresses or resources.

Avaya ACE HA is a two node cluster. A split brain condition might occur when the crossover
cable connecting the two nodes is removed. The crossover cable creates a dedicated LAN
connection between the two HA nodes in Avaya ACE HA.

Recovering from a split brain condition
Perform the following steps to recover from a split brain condition:
1. Reconnect the crossover cable.

2. Perform the procedure Recovering the HA service from an unmanaged state on
page 100.

3. If the previous step does not resolve the issue, reboot one of the nodes.
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Chapter 10: Installing RHEL 6.0

The supported Linux operating system (OS) for Avaya Agile Communication Environment™ is the Red

Hat Enterprise Linux (RHEL) server OS release 6.0 for a 64-bit x 86 architecture. For information on Red

Hat, go to http://www.redhat.com/.

Before you begin

* Obtain the required version of RHEL iso file from the Avaya PLDS website. See Downloading

software from Product Licensing Delivery System on page 28.

* Burn the iso image onto a DVD.

« Ensure that you know the value for the following parameters.

© Note:

If you are migrating from a previous RHEL installation, ensure that you record these values from

the previous installation so that they can be used for the current installation.

For the ethO network interface:

Variable

Value

IP Address

Server host name

Network Mask

Gateway IP address

DNS IP Addresses (Primary, Secondary)
(optional)

NTP server IP addresses

For the eth1 network interface (applicable for servers in high availability):

Variable

Value

IP Address

Network Mask

Gateway IP address

DNS IP Addresses (Primary, Secondary)
(optional)
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Procedure

10.
11.
12.
13.

1. Insert the RHEL DVD and start the installation.
2. At the first prompt, click Enter.

3.
4

. Click Next to select the default language.

At the GUI welcome screen, click Next.

The default language is U.S. English.

Click Next to select the default keyboard.
The default keyboard is US English.

. Select Basic Storage devices and click Next.

Enter your hostname in the Hostname field and click Configure Network.
In the Wired tab, do the following:

a. Select System eth0 and click Edit.
b. Select Connect Automatically.

In the IPv4 Settings tab, do the following:

a. Change Method to Manual.

b. Click Add and under Addresses, enter the machine IP, Netmask, and Gateway.

c. Enter the IP address of the Primary DNS server and the Secondary DNS server.

d. Enter the search domain you are using in the Search Domains field and click Apply.

For HA deployments, perform the following additional steps:
In the Wired tab, do the following:

a. Select System eth1 and click Edit.
b. Select Connect Automatically.

In the IPv4 Settings tab, do the following:
a. Change Method to Manual.
b. Click Add and under Addresses, enter the machine IP, Netmask, and Gateway.

© Note:

If you are connecting the two HA hosts using a crossover cable, for the machine IP, enter
any private IP address.

You do not need a gateway address if you are connecting the two hosts using a crossover
cable. Thus you can use non-routable IP addresses on the ethl port.

Click Close.
Click Next to enter the Time Zone Configuration page.
Select the city closest to your time zone and click Next.

Enter a password for root user and enter it again to confirm. Click Next.
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14. In the Disk Partitioning pages, Click Create Custom Layout and click Next.

15. If you are reinstalling, you must clean up existing partitions. Select the uppermost existing
partition, select Delete.

16. Atthe warning page, click Delete again.

17. Repeat the following steps for each of the ten recommended partitions.
© Note:

« Use the disk partition recommendations listed in Disk partitions on page 58.
« Allocate the partition size for / or root in the end.
« Assign additional space that may be available to root.

a. Click Create.
Select Standard partition and click Create.
c. Enter the name of the directory in the Mount point field.
For example, /var/1og.
d. From the pull down menu select ext4 for File System Type.
e. Enter the recommended size for the directory chosen.
For example, /var/1og should be 83980MB for a 3X300GB, RAID5 system with 24GB
RAM.
f.  Select Fill to maximum allowable size and click OK.

18. The installer prompts you to confirm the partitioning options that you selected. Click Write
changes to disk.

19. On the boot loader configuration page, select Install boot loader on /dev/sda and click
Next.

20. In the package group selection page, select Basic Server . Select Customize now at the
bottom of the page and click Next.

In the Servers tab,

a. Select E-mail Server and click Optional Packages.
b. Select sendmail, and sendmail-cf.

c. Deselect postfix. It may still get installed.

d. Click Close.

In the Development tab,

Select Additional Development, Development tools, and Server Platform
Development.

21. Click Next to start the installation.
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Next steps

After Red Hat Enterprise Linux (RHEL) 6.0 is installed successfully, perform the post installation activities.
See Post installation tasks on page 59.

For recommended OS hardening procedures, see Security guidelines in Avaya ACE on page 157

Disk partitions

The following disk partitions are required. Note that these partition requirements are based on
the hardware specifications listed in Hardware requirements for Avaya ACE on page 25 for

the current release.

System Configuration

HDD (count X size)

3X300GB

RAID type RAID 5
RAID Virtual Drive Size (GB) 558.731
Total RAM (GB) 24
System configuration in partition table System A

Mount File Allocation | Size (MB) Allocation Rule
point system (%) System A
type
swap na 12291 50% of installed RAM
Total Partition disk size (GB) | 546.7
(Virtual Drive Size — swap)

/ extd 6.0% 33589 | Allocation () x
(Total Virtual Drive Size —
swap)

/boot ext4 0.5% 2800 Allocation (%) X i
(Total Virtual Drive Size —
swap)

/boot/efil | vfat 0.09% 512 Allocation (%) X i
(Total Virtual Drive Size —
swap)

/home ext4 8.0% 44790 Allocation (%) x i
(Total Virtual Drive Size —
swap)

Ivar ext4 9.0% 50383 Allocation (%) X

swap)

(Total Virtual Drive Size —
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Post installation tasks

Mount File Allocation | Size (MB) Allocation Rule
point system (%) System A
type

Ivar/log ext4 15.0% 83980 Allocation (%) x i
(Total Virtual Drive Size —
swap)

(Minimum 1G)

/var/avaya/ | ext4 25.0% 139964 Allocation (%) X ;

acellog (Total Virtual Drive Size —
swap)

(Minimum 5G)

lopt extd 16.0% 89573 Allocation (%) x i
(Total Virtual Drive Size —
swap)

ftmp ext4 5.0% 27988 Allocation (%) X i
(Total Virtual Drive Size —
swap)

/innodata | ext4 10% 55984 Allocation (%) x i
(Total Virtual Drive Size —
swap)

finnolog ext4 5.5% 30788 Allocation i i
() x (Total Virtual Drive
Size — swap)

« 1: create the /boot/efi partition only if using Extensible Firmware Interface (EFI)
machines like the IBM 3550.

* The size option for all partitions is fixed size.

* An NFS mount for Zopt or /var/avaya/ace/log is not allowed.

* The system logging partition (/var/l1og) must have at least 1 GB of free space.

» The Avaya ACE logging location (/opt/avaya/Zace/l1og) must have at least 5 GB of
free space.

» The /opt partition must have at least 10 GB of free space.

» The /tmp partition must have at least 500 MB of free space.

Post installation tasks

Before you begin
You must be able to log in to the server as root user.
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About this task
Perform the following tasks to prepare your system for installing Avaya ACE release 6.2.

Procedure

1.
2.

Log in to the server as root user.

If you are installing Avaya ACE on a Dell Optiplex 990 system, ensure that the
version of glibc rpm installed with RHEL Linux 6.0 is glibc-2.12-1.47 or later.
To find the current version of glibc, at the command prompt, enter:

rpm —q glibc

© Note:

See Red Hat documentation to install the required version of the glibc service,
if needed.

. To conserve resources, turn off the Linux graphical user interface (GUI). To turn off

the GUI:
a. Open the Zetc/inittab file for editing.
b. Change 1d:5:initdefault: to id:3:initdefault:
c. Save and close the file.
d. Reboot the machine.

Disable automatic updates for Redhat Enterprise Linux. If automated updates is
enabled, unscheduled server restarts may occur.

. To maintain the availability and the call processing capacity of the ACE processing

platform, do not install additional third party software. If you require additional
software to be installed for corporate maintenance or security, please seek guidance
from your Avaya engineering representative.

Disable SELinux:

a. Open the file Zetc/selinux/config. If the file does not exist, SELinux is
disabled.

b. Ensure the line SELINUX=is set to disabled.

c. Save the file.

d. Atthe command line prompt, enter the command setenforce O.

Remove mysqgl-libs and its dependencies to avoid version conflict with the Avaya
ACE mysql server. At the command prompt, enter:

rpm —e postfix mysql-devel mysqgl mysqgl-libs

Configure the Network Time Protocol (NTP) server. See Configuring a time
server on page 63.
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Post installation tasks

9. Ensure that the following Linux services are installed and that they are installed in

the correct mode. These services are needed for a successful installation of Avaya

ACE.

© Note:

If these services are not installed, see RHEL documentation to selectively install
Linux services. See http://www.redhat.com/.

crond

Enables scheduling of jobs
(commands or shell scripts)
to be run automatically at a
certain time or date.

To check if crond is installed, at the prompt, enter:

rpm —q cronie

To ensure the service is installed in the correct
mode, at the prompt, enter:

chkconfig --level 2345 crond on
See Linux runlevels on page 64 for more
information on runlevels.

ntpd

Enables synchronization of
server time with time servers
using the Network Time
Protocol (NTP).

To check if ntpd is installed, at the prompt, enter:

rpm —q ntp

To ensure the service is installed in the correct
mode, at the prompt, enter:

chkconftig --level 345 ntpd on
See Linux runlevels on page 64 for more
information on runlevels.

logrotate

Allows automatic rotation,
compression, removal, and
mailing of log files.

To check if logrotate is installed, at the prompt,
enter:
rpm -q logrotate

rsync

Enables synchronizing of
files and directories from one
location to another while
minimizing data transfer
using delta encoding when
appropriate.

To check if rsync is installed, at the prompt, enter:

rpm —q rsync

To ensure the service is installed in the correct
mode, at the prompt, enter:

chkconfig --level 345 rsync on
See Linux runlevels on page 64 for more
information on runlevels.

. Turn off the following services:

apmd atd

autofs avahi-daemon
cpuspeed gpm

iptables ip6tables
kudzu Im_sensors
mdmonitor mdmpd
nfslock pcmcia
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portmap rhnsd
rpcgssd snmpd
vsftpd xfs

At the prompt, enter: chkconfig --del <servicename>, where <servicename>
is the name of the service that must be turned off.

11. Synchronize your system time with the NTP server. Enter:

ntpdate <IP address>, where <IP address> is the IP address of your NTP
server.

12. If you are using NFS, turn on the portmap service.
Enter. chkconfig --level 35 portmap on

13. For the Websphere installation to complete successfully and also for Avaya ACE to
support the prescribed traffic numbers , the maximum open file descriptors should
be 30000. At the prompt, enter ulimit —n.

If the command does not return 30000, do the following:

a. Open the file Zetc/security/limits.conf

b. Append the following lines to the end of the file:

* soft nofile 30000
* hard nofile 30000

14. For HA deployments, verify the network script files:

a. Open the file Zetc/sysconfig/network-scripts/ifcfg-ethO

b. Set DEFROUTE to yes. If the DEFROUTE parameter does not exist, create
the parameter and set it to yes.

c. Save and close the file.
Open the file Zetc/sysconfig/network-scripts/ifcfg-ethl

Set DEFROUTE to no.If the DEFROUTE parameter does not exist, create the
parameter and set it to no.

f. Save and close the file.

© Note:
Perform this step on both hosts.

15. Reboot the system for the updates to take effect.
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Configuring a time server

Configuring a time server

Before you begin

* You know the IP address of the NTP server. You can configure multiple NTP servers.
About this task

Configuring a network time protocol (NTP) server is normally performed during installation of
Linux. However you can also can use this procedure to ensure that your ACE host is NTP
synchronized before joining a federation.

Since the Linux operating system (OS) software is packaged with Avaya ACE, this procedure
describes how to configure an NTP server on a Linux ACE host.

Procedure

1.
2.
3.

10.

11.

Log in to one of the ACE hosts as the root user ID.
Open the NTP configuration file Zetc/ntp.conf in a text editor.

Configure the primary NTP server. Edit the following line and insert the appropriate
IP address.

server <primary NTP_server_IP> prefer

. Configure a secondary NTP server (optional). Edit the following line and insert the

appropriate IP address.
server <secondary NTP_server_I1P>

If you are configuring an NTP server for the first time, add the following line.
driftfile /etc/ntp/ntp.drift

. Save and close the file.

In order to synchronize with the NTP server, you must restart the NTP service. First,
stop the NTP service. Enter

service ntpd stop

Enter the following command.
ntpd -q

. Configure the NTP service for run level init. Enter

chkconfig --level 35 ntpd on

Start the NTP service. Enter
service ntpd start

Verify that the NTP service is running. Enter
pgrep ntpd
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12.

The process ID for ntpd should be returned.
Verify that the NTP service is synchronized with the NTP server. Enter
ntpq -p

The delay and offset values should be nonzero. The jitter value must be less than
100.

Linux runlevels

64

The term runlevel refers to a mode of operation in computer operating systems that implement
Unix System V-style initialization. A runlevel is a software configuration of the system that
allows only a selected group of processes to exist. Init can run the system in one of eight

runlevels.

at a time.

These runlevels are 0-6 and S or s. The system runs in only one of these runlevels
Typically these runlevels are used for different purposes. Runlevels 0, 1, and 6 are

reserved. For Redhat Linux the runlevels are:
Init Name Description
Level

0 Halt Shuts down the system.

1 Single-User Mode Mode for administrative tasks.

2 Multi-User Mode Does not configure network interfaces
and does not export networks
services.

3 Multi-User Mode with networking Starts the system normally.

4 Not Used or User defined For special purposes.

5 Start the system normally with Runlevel 3 + display manager.

appropriate display manager

6 Reboot Reboots the system.
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Chapter 11: Software installation

Install the Avaya Agile Communication Environment™ (ACE) software.

Prerequisites
To install Avaya ACE, ensure the following:
* you have installed the supported hardware platform.
* you have installed the supported version of the Linux operating system (OS).

O Important:
The current version of the Avaya ACE software is supported only on the Linux OS.

» you must have knowledge of the network requirements for a high availability deployment. The
requirements are described in High availability network on page 47

AWarning:

Running other applications on the Avaya ACE server that compete for system resources such as CPU
and memory, may result in performance degradation or failure of the application.

Additional prerequisites for remote installation
If you install Avaya ACE remotely, additionally ensure the following.

« An on-site administrator is available to assist you with the tasks that require physical access to the
server, like for example, installing RHEL 6.0.

« Your remote computer has VPN access to the Avaya ACE server to facilitate installation using an
SSH session.

O Important:

VPN is the only approved method of remote access. If VPN access is not already set up, co-
ordinate with your on-site administrator to set it up manually.

Software installation procedures
This work flow shows the sequence of tasks you perform to install the Avaya ACE software.
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« High availability network on page 47

« Avaya ACE installation on page 67

« License management with KRS on page 113
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Chapter 12. Avaya ACE installation

Before you begin

« The hardware must meet the minimum requirements for Avaya ACE. To check the hardware, perform
the procedure Checking hardware requirements on page 70

 You must configure the Linux operating system as described in Installing RHEL 6.0 on page 55.

* You must perform the pre installation prerequisites as listed in Pre installation tasks on page 69.

 You must be able to log in as root user.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a dash
ensures that you have the correct environment when entering commands as the root user.

Avaya ACE installation procedures
This task flow shows you the sequence of procedures you perform to install Avaya ACE on Linux.

These procedures use the Avaya ACE install tool to install and configure WebSphere and the Avaya ACE
software. There are procedures for standalone and high availability deployments.

A\ caution:

« Do not change the Websphere configuration settings once the ACE installation is complete. Changing
the Websphere settings may lead to unpredictable behavior of Avaya ACE.

« After installing ACE, clear the Web browser cache. Not clearing the cache may lead to unpredictable
behavior of Avaya ACE.
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Pre installation tasks

Pre installation tasks

Avaya ACE release 6.2 and the Websphere application server on which Avaya ACE is
deployed, are available as iso files downloadable from PLDS at https://plds.avaya.com/
poeticWeb/session/home.htm .

Before you begin

« You must be able to access the Avaya PLDS website. See Registering for PLDS on
page 28.

* You must be able to log on to ACE host as root user.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.
Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task

The Avaya ACE and Websphere iso files must be mounted on a directory before installing
Avaya ACE. Use the following procedure to download the iso files from the PLDS site and
mount them.

Procedure

1. Log on to the ACE host as root user.

2. Download the Avaya ACE iso file, Iinux-iso-6.2.0.iso to the /home
directory. See Downloading software from PLDS on page 28.

3. Download the Websphere iso file, ACE-WASND-8.0.0.3-64-v2.iso, to the /home
directory. See Downloading software from PLDS on page 28.

4. Create a directory to mount the ACE iso file. At the prompt, enter:
mkdir —p /opt/media/ace

5. Create a directory to mount the Websphere iso file. At the prompt, enter:
mkdir —p /opt/media/was

6. Mount the ACE iso. Enter:
mount -o loop /home/linux-iso-6.2.0.iso /opt/media/ace/

7. Mount the Websphere iso. Enter:
mount -o loop /home/ACE-WASND-8.0.0.3-64-v2.iso /opt/media/was/
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Checking hardware requirements
Before you begin

 You must configure the Linux operating system as described in Installing RHEL 6.0 on
page 55.

* You must perform the pre installation prerequisites as listed in Pre installation tasks on
page 69.

* You must be able to log in as root user.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task

Use this procedure to ensure that your hardware meets the minimum requirements. The
hardware check is also run as part of Avaya ACE " installation. If your hardware does not meet
the minimum requirements, the installation will fail.

Procedure

1. Log in to the ACE host as root user.

2. Run the check hardware tool. Enter:
/opt/mediaZace/ACEHardwareCheck.sh

Installing Avaya ACE in a standalone deployment

From the current release, you can choose the authentication mechanism Avaya ACE uses for
authenticating users during the installation procedure itself.

Avaya ACE can be installed in three different modes based on the authentication mechanism
used:

* WA mode

When Avaya ACE is installed in IWA mode, it will use Kerberos authentication. Kerberos
negotiates authenticated, and optionally encrypted, communications between two points
anywhere on the Internet. It is not dependent on which side of the firewall the clients are
located and is thus the right mechanism to secure communications internal as well as
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external to enterprise. See Installing Avaya ACE in IWA mode on page 71 to install
Avaya ACE in IWA mode.

* LDAP mode

Use this mode if you have Microsoft Active Directory or other user repositories which store
enterprise user profile details. See Installing Avaya ACE in LDAP mode on page 74 to
install Avaya ACE in LDAP mode.

* ACE database mode

Use this mode if you want Avaya ACE installed in a non-IWA, non-LDAP configuration.
See Installing Avaya ACE in non IWA, non LDAP mode on page 77.

In IWA and LDAP mode the user is authenticated against his Enterprise credentials as stored
in the enterprise user repositories.

In ACE database mode, the user is authenticated against his credentials as stored in the Avaya
ACE database.

© Note:

You can change the authentication mechanism post installation by running the
reconfigureACE. sh script. See Avaya Agile Communication Environment™ User and
Security Administration, ( NN10850010).

Installing Avaya ACE in IWA mode

Use the following procedure to install Avaya ACE on a single host server with Kerberos
authentication enabled.

Before you begin
Ensure that:

« you perform the pre installation tasks. See Pre installation tasks on page 69.

e you can log in as the root user.
« the Avaya ACE server is DNS resolvable.
« you define the installation parameters. You will be prompted for their values.

See |WA installation parameters on page 94 for a description of parameters needed
for IWA authentication.

Variable Description Value
WebSphere This is the user name and password with
primary administrator privileges for WebSphere.
administrative This is the top level WebSphere user ID
account user and has full privileges. Use this password
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Variable Description Value
credentials to log in to the WebSphere administrative
password console.
Database The password for the database user ID
password root. This procedure sets the
password.
HTTPS port The port number for secure default value is 9445
number for App communication with App Ultilities
Utilities The port number is validated to ensure
that you do not choose a reserved port
number. For a list of reserved port
numbers refer to Port Usage on page 39

Procedure

10.

Log in to the Avaya ACE host as the root user.

Run the installation tool. Enter
opt/mediaZace/launch.sh

. You receive a message that the installation files are being prepared.

You receive a prompt to view the Avaya ACE user license agreement. Enter Yes or
No.

. You receive a prompt to accept the license. You must accept the license to continue

the installation. Enter
Yes

. You receive a prompt to specify the host type. Enter

Standalone

. When you see the following message, press Enter.

IT you are installing WebSphere from a DVD, you may insert the
disc now, and it will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...

. At the following prompt, PATH to WebSphere installation files [/opt/

avaya/ace-6.2.0]:
enter/opt/media/was

. At the prompt, enter the WebSphere primary administrative account password.

Enter it again to confirm.

. At the prompt, enter the password for the database root user. Enter it again to

confirm.

When prompted to enter the HTTPS port number for AppUtilities, choose one of the
following:
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Choose one of the following.
 Press Enter to accept the default value of 9445.
« Enter a port number of your choice and press Enter.

11. Atthe prompt, Install with Integrated Windows Authentication?
(Y/N) [N]
Enter Y.

12. Atthe prompt, Do you want to configure multiple domains?,
enter Y or N appropriately.

13. When prompted for the following parameters, enter the values:

Variable

Location of the keytab file

Kerberos realm name

Active Directory host name

Secure or unsecure communication between AD and Avaya ACE.

Port number to be used for Active Directory communication.

Kerberos domain name

Base Distinguished Name of AD

FQDN of the ACE machine

User DN in AD

Password of User.

© Note:

If you are installing in multiple domains, you must enter the above values for each
domain.

14. A summary of the parameters is displayed.

« Enter N, to return to the original prompt where you can re-enter the
configuration variables.

 Enter Y to accept the choices.
15. Installation continues. You receive messages as the installation proceeds.

16. You receive a message that setup of Avaya ACE is complete.

Result

The Avaya ACE installation log file is located at /var/avaya/Zace/log/install/
ACE_install.log.
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The WebSphere installation log files are located at:

/opt/1BM/WebSphere/AppServer/logs/install/log. txt
/opt/1BM/WebSphere/AppServer/profiles/Dmgr0l/logs/iscinstall.log

/opt/1BM/WebSphere/AppServer/profiles/Dmgr01/logs/wsadmin.traceout

Next steps

Verify the installation. See Logging on to the Avaya ACE GUI on page 102.

Installing Avaya ACE in LDAP mode

Install Avaya ACE on a single host server in LDAP mode.

Before you begin

* Perform the pre installation tasks. See Pre installation tasks on page 69.

« Define the following parameters. You will be prompted for these values during the

installation.

Variable

Description

Value

WebSphere primary administrative
account password

This is the password for the
WebSphere admin user ID.
This is the top level
WebSphere user ID and has
full privileges. Use this
password to log in to the
WebSphere administrative
console.

Database password

The password for the
database user ID root. This
procedure sets the
password.

HTTPS port number for App Utilities

The port number for secure
communication with App
Utilities

The port number is validated
to ensure that you do not
choose a reserved port
number. For a list of reserved
port numbers refer to Port
Usage on page 39

default value
is 9445

Base Distinguished Name (DN)

LDAP stores user details in a
tree structure. Base DN
specifies the location on the
tree from which a search for
the user is initiated during

For example,

if

DN=myDomai
n.com, a base
DN will be
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Variable Description Value

authentication. ADN is made | dc=myDomai
of value=attribute pairs. n,dc=com

Binding User The bind DN is the user onthe
LDAP server permitted to
search the LDAP directory
within the defined search
base. The role of the bind DN
is to query the directory for
authenticating users. When
the DN is returned, the DN
and password are used to
authenticate the user.

o Important:

Do not use the user
credentials that has been
used for Kerberos Keytab file

creation.

Binding user password password associated with the
binding user.

Type of communication between Communication between the

Active Directory and Avaya ACE active directory and Avaya
ACE can be either secure or
non secure.

Port number for communication The default port number for

secure communication is 636
and the default port for
unsecure communication is
389.

About this task

If the server is not DNS resolvable, then it must be resolvable through Zetc/hosts. For a
server that is not DNS resolvable, the hosts file must look similar to the following example.

Do not remove the following line, or various programs
that require network functionality will fail.

127.0.0.1 localhost. localdomain localhost

47.134.235.214 ACEhostname.ca.avaya.com ACEhostnhame

Ensure that the host only resolves to one IP address and that the IP address is not
127.0.0.1.

Procedure

1. Log in to the Avaya ACE host as the root user.

2. Run the installation tool. Enter
/opt/media/Zace/launch._sh
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3. You receive a message that the installation files are being prepared.
You receive a prompt to view the Avaya ACE user license agreement. Enter Yes or
No.
4. You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter
Yes
5. You receive a prompt to specify the host type. Enter
Standalone
6. When you see the following message, press Enter.
IT you are installing WebSphere from a DVD, you may insert the
disc now, and 1t will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...
7. Atthe following prompt, PATH to WebSphere installation files [/opt/
avaya/Zace-6.2.0]:
enter Zopt/media/was
8. At the prompt, enter the WebSphere primary administrative account password.
Enter it again to confirm.
9. At the prompt, enter the password for the database root user. Enter it again to
confirm.
10. When prompted to enter the HTTPS port number for AppUtilities, choose one of the
following:
Choose one of the following.
 Press Enter to accept the default value of 9445.
* Enter a port number of your choice and press Enter.
11. Atthe prompt, Install with Integrated Windows Authentication?
(Y/N) [N]
Enter N.
12. Atthe prompt, Fetch users from Enterprise LDAP Repository? (Y/N)
[N]
Enter Y.
13. When prompted for the type of repository you have installed, enter the appropriate
number.
14. When prompted for the type of communication, enter Y if using secure
communication and N otherwise.
15. Enter the port number for LDAP communication. The default secure port is 636 and
the default unsecure port is 389.
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16. Enter the IP address or the FQDN of the machine on which the user repository is
installed.

17. Enter a Base Distinguished Name (DN) when prompted for it.
A sample base DN could be:
DC=myDomain,DC=com

18. Enter the user DN and password of any user in the repository when prompted for
the binding username and password.

A sample user DN could be:
CN=johnsmith,CN=Users,DC=myDomain,DC=com
19. A summary of the parameters is displayed.

» Enter N, to return to the original prompt where you can re-enter the
configuration variables.

 Enter Y to accept the choices.
20. Installation continues. You receive messages as the installation proceeds.

21. You receive a message that setup of Avaya ACE is complete.

Result

The Avaya ACE installation log file is located at /var/avaya/Zace/log/install/
ACE_install.log.

The WebSphere installation log files are located at:

/opt/1BM/WebSphere/AppServer/logs/install/log. txt
/opt/1BM/WebSphere/AppServer/profiles/DmgrO0l/logs/iscinstall.log
/opt/1BM/WebSphere/AppServer/profiles/Dmgr01/logs/wsadmin.traceout

Next steps
Verify the installation. See Logging on to the Avaya ACE GUI on page 102.

Installing Avaya ACE in non IWA, non LDAP mode

Use this procedure to install Avaya ACE in a non IWA, non LDAP mode.

Avaya ACE will automatically authenticate the users against the user credentials stored in the
ACE database.

Before you begin

* Perform the pre installation tasks. See Pre installation tasks on page 69.

« Define the following parameters. You will be prompted for these values during the
installation.
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Variable Description Value
WebSphere This is the user name and password with
primary administrator privileges for WebSphere.
administrative This is the top level WebSphere user ID
account user and has full privileges. Use this password
credentials to log in to the WebSphere administrative
password console.
Database The password for the database user ID
password root. This procedure sets the
password.
HTTPS port The port number for secure default value is 9445
number for App communication with App Utilities
Utilities The port number is validated to ensure
that you do not choose a reserved port
number. For a list of reserved port
numbers refer to Port Usage on page 39

About this task

If the server is not DNS resolvable, then it must be resolvable through Zetc/hosts. For a
server that is not DNS resolvable, the hosts file must look similar to the following example.

Do not remove the following line, or various programs
that require network functionality will fail.

127.0.0.1 localhost.localdomain localhost

47.134.235.214 ACEhostname.ca.avaya.com ACEhostname

Ensure that the host only resolves to one IP address and that the IP address is not
127.0.0.1.

Procedure

1. Log in to the Avaya ACE host as the root user ID.

2. Run the installation tool. Enter
/opt/mediaZace/launch.sh

3. You receive a message that the installation files are being prepared.

You receive a prompt to view the Avaya ACE user license agreement. Enter Yes or
No.

4. You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter

Yes

5. You receive a prompt to specify the host type. Enter
Standalone

6. When you see the following message, press Enter.

IT you are installing WebSphere from a DVD, you may insert the
disc now, and 1t will be auto-mounted. Otherwise, you will be
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10.

11.

12.

13.

14.

15

Result

Installing Avaya ACE in a standalone deployment

prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...

. At the following prompt:

PATH to WebSphere installation files [/opt/avaya/ace-6.2.0]:
enter, /opt/media/was

At the prompt, enter the WebSphere primary administrative account password.
Enter it again to confirm.

At the prompt, enter the database root password. Enter it again to confirm.

When prompted to enter the HTTPS port number for AppUltilities, choose one of the
following:

 Press Enter to accept the default value of 9445.
* Enter a port number of your choice and press Enter.

At the prompt, Install with Integrated Windows Authentication?
(Y/N) [N], enter N.

At the prompt, Fetch users from Enterprise LDAP Repository? (Y/N)
[N], enter N.

A summary of the port numbers is displayed.

« Enter N to return to the original prompt where you can re-enter the configuration
variables.

 Enter Y to accept the choices.
Installation continues. You receive messages as the installation proceeds.

. You receive a message that setup of Avaya ACE is complete.

The Avaya ACE installation log file is located at /var/avaya/Zace/log/install/
ACE_install.log.

The WebSphere installation log files are located at:

/opt/1BM/WebSphere/AppServer/logs/install/log. txt
/opt/1BM/WebSphere/AppServer/profiles/DmgrO0l/logs/iscinstall.log
/opt/1BM/WebSphere/AppServer/profiles/Dmgr01/logs/wsadmin.traceout

Next steps
Verify the installation. See Logging on to the Avaya ACE GUI on page 102.
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Logging on to the WebSphere administrative console

The administration console is the graphical user interface where you perform WebSphere
administration tasks.

About this task

 You must know the user ID and password to log in to the WebSphere administrative
console. After installation, the default user ID is admin. The password for the admin user
ID was defined during installation.

* You must know the IP address to specify in the URL:

- For a standalone deployment, use the IP address of the Avaya ACE host.
- For an HA deployment, you must specify an IP address on Host A.
* You must have cookies and javascript enabled in your browser.
Procedure

Open a web browser and enter the following URL to view the administrative console:

https://<ACE_IP>:9043/admin

The administrative console loads and you are prompted for your user ID and
password.

Verifying WebSphere application server status
About this task

After a standalone ACE installation, verify that the state of the WebSphere application server
is started. The state of the application server can be one of the following.

Icon State
; Application server is running.
Application server is in the process of changing from a Stopped state to
a Started state. Application server is starting to run but is not fully running
yet.
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Icon State
“ Application server is not running.
Application is in the process of changing from a Started state to a
EE Stopped state. Application has not stopped running yet.

1 Status cannot be determined. An application with an unavailable status
[E:l might, in fact, be running but have an unavailable status because the
server running the administrative console cannot communicate with the
server running the application. The node agent may be stopped or
failed.

Procedure

1. Open the WebSphere administration console.
2. In the navigation pane on the left, select Servers , then Server Types, and then
WebSphere Application Servers.

The status of the Avaya ACE application server instances (serverl and server?2) is
indicated in the center pane.

Defining HostA and HostB in a high availability
deployment

About this task

When you deploy Avaya ACE™ in a high availability (HA) configuration, the two ACE hosts are
defined as HostA and HostB. There are some configuration differences between the two
hosts.

When you are performing an installation procedure that must be repeated on both hosts,
always perform the procedure on HostA first.

Host ID
HostA Host name:
IP address:
HostB Host name:
IP address:
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Installing Avaya ACE in a HA deployment

While installing Avaya ACE in High Availability (HA) deployment, you can select the
authenticating mechanism.

You can install Avaya ACE in three different modes based on the authentication mechanism
used:

* WA mode

When Avaya ACE is installed in IWA mode, it will use Kerberos authentication. Kerberos
negotiates authenticated, and optionally encrypted, communications between two points
anywhere on the Internet. It is not dependent on which side of the firewall the clients are
located and is thus the right mechanism to secure communications internal as well as

external to enterprise. See Installing Avaya ACE in IWA mode on page 71 to install Avaya
ACE in IWA mode.

* LDAP mode

Use this mode if you have Microsoft Active Directory or other user repositories which store
enterprise user profile details. See Installing Avaya ACE in LDAP mode on page 74 to
install Avaya ACE in LDAP mode.

* ACE database mode

Use this mode if you want Avaya ACE installed in an non-IWA, non-LDAP configuration.
See Installing Avaya ACE HA in non IWA, non LDAP mode on page 90.

In IWA and LDAP mode, the user is authenticated against his Enterprise credentials as stored
in the enterprise user repositories.

In ACE database mode, the user is authenticated against his credentials as stored in the Avaya
ACE database.

© Note:

You can change the authentication mechanism post installation by running the
reconfigureACE. sh script. See Avaya Agile Communication Environment™ User and
Security Administration, ( NN10850010).
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Installing Avaya ACE HA in IWA mode

Install ACE in high availability 1+1 configuration servers. This procedure contains the steps for
installing HostA and HostB.

Before you begin

 Perform the pre installation tasks. See Pre installation tasks on page 69.

* Ensure that the ntpd service is started. To verify NTP status, use the command:
service ntpd status.

To start the service, use the command: service ntpd start.

* Define the installation parameters. You will be prompted for their values. See WA
installation parameters on page 94 for details.

« Ensure the Avaya ACE server is DNS resolvable.

Procedure

1. Log in to the Avaya ACE host HostA using the root user.

2. Run the installation tool. Enter
opt/mediaZace/launch.sh

3. You receive a message that the installation files are being prepared.
You receive a prompt to view the Avaya ACE user license agreement.

Enter Yes or No.

4. You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter

Yes

5. You receive a prompt to specify the host type. Enter
HostA

6. You receive a prompt to specify the host name or IP address of HostB. Enter the
host name or IP address.

7. You receive a prompt that the installer will continue when HostB is ready.
8. Log into Host B as root user.

9. Run the installation tool. Enter
opt/mediaZace/launch.sh

You receive a message that the installation files are being prepared.

10. You receive a prompt to view the Avaya ACE user license agreement.
Enter Yes or No.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter

Yes

You receive a prompt to specify the host type. Enter
HostB

You receive a prompt to specify the host name or IP address of HostA. Enter the
host name or IP address.
The installation pauses on HostB and continues on HostA.

On HostA, when you get the following message, press Enter.

IT you are installing WebSphere from a DVD, you may insert the
disc now, and 1t will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...

At the following prompt:

PATH to WebSphere installation Ffiles [/opt/avaya/ace-6.2.0]:

enter /opt/media/was

The installation tool lists the operations to be performed and the installation
begins.
You receive prompts to enter the configuration variables listed below:

Variable

HostB system account root password.

WebSphere primary administrative account password.

Database Password

The HA IP address for HostA.

The HA IP address for HostB

Avaya ACE floating IP address

The ACE network gateway IP address

The HTTPS port number for AppUtilities

At the prompt, Install with Integrated Windows Authentication?
(Y/N) [N]
Enter Y.

At the prompt, Do you want to configure multiple domains?, enter Y
and N appropriately.

You will be prompted for the following parameters.
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20.

21.
22.

23.

24,

25.
26.

Result

Installing Avaya ACE in a HA deployment

Variable

Kerberos realm name

Active Directory host name

Secure or unsecure communication between AD and Avaya ACE.

Port number to be used for Active Directory communication.

Kerberos domain name

Base Distinguished Name of AD

FQDN of the ACE machine

User DN in AD

Password of User.

O Note:

If you are installing in multiple domains, you must enter the above values for each
domain.

The installation tool displays a summary of the configuration properties you entered
and you receive a prompt to confirm. Do one of the following:

« If you are satisfied with the values, enter y.

« If you want to change a value, enter n. You return to the original prompt where
you can re-enter the configuration variables.

Installation continues. You receive messages as the installation proceeds.

You receive a message that setup of the Avaya ACE is complete on HostA. The
installation resumes on HostB.

On Host B, at the following prompt:
PATH to WebSphere installation files [/opt/avaya/ace-6.2.0]:

enter Zopt/media/was

On HostB, you receive a prompt to enter the HostA system account root password.
Enter the password.

Installation continues. You receive messages as the installation proceeds.

You receive a message that setup of the Avaya ACE is complete.

The Avaya ACE installation log file is located at /var/avayaZace/log/install/
ACE_install._log.
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The WebSphere installation log files are located at:

/opt/1BM/WebSphere/AppServer/logs/install/log. txt
/opt/1BM/WebSphere/AppServer/profiles/Dmgr0l/logs/iscinstall.log

/opt/1BM/WebSphere/AppServer/profiles/Dmgr01/logs/wsadmin.traceout

Next steps

Verify the installation. See Logging on to the Avaya ACE GUI on page 102.

Installing Avaya ACE HA in LDAP mode

Install ACE in high availability 1+1 configuration servers. This procedure contains the steps for

installing HostA and HostB.

Before you begin

* Perform the pre installation tasks. See Pre installation tasks on page 69.

 Ensure that the ntpd service is started. To verify NTP status, use the command:

service ntpd status.

To start the service, use the command: service ntpd start.

 You must know the values for the following configuration parameters. You will be

86

prompted for these values during the installation.

Variable

Description

Value

Host type

You must specify if the host is HostA or
HostB.

Host name or IP
address

You must provide the host name or IP
address for ACE Host A and HostB.

Host system
account password

You must provide the root password for
ACE HostA and HostB.

HA IP address of
HostA

The HA IP address for HostA.

HA IP address of
HostB

The HA IP address for HostB.

Avaya ACE floating
IP address

The Avaya ACE floating IP address.

ACE network
gateway IP

The ACE network gateway IP address is
used to check the node's connectivity to
the network by pinging the IP. If the node
is not connected to the network, the
installation procedure does not proceed
further. This ping test is conducted in
failover situations also.

Planning and Installation

Comments? infodev@avaya.com

November 2012


mailto:infodev@avaya.com?subject=Planning and Installation

Installing Avaya ACE in a HA deployment

Variable Description Value
WebSphere This is the password for the WebSphere
primary admin user ID. This is the top level
administrative WebSphere user ID and it has full

account password | privileges. Use this password to log in to
the WebSphere administrative console.

Database The password for the database user ID,
Password root. This procedure sets the password.
Use the same password on HostA and
HostB.
HTTPS port The port number for secure default value is 9445
number for App communication with App Utilities
Utilities The port number is validated to ensure

that you do not choose a reserved port
number. For a list of reserved port
numbers refer to Port Usage on page 39

Base Distinguished | LDAP stores user details in a tree

Name (DN) structure. Base DN specifies the location
on the tree from which a search for the
user is initiated during authentication. A
DN is made of value=attribute pairs.

Binding User The bind DN is the user on the LDAP
server permitted to search the LDAP
directory within the defined search base.
The role of the bind DN is to query the
directory for authenticating users. When
the DN is returned, the DN and password
are used to authenticate the user.

Binding user password associated with the binding
password user.
Type of This can be secure or unsecure.

communication
between the Active
Directory and
Avaya ACE.

Port number used | the default secure port number is 636 and
for communication | default unsecure port number is 389.

About this task

The server must be either DNS resolvable or resolvable through Zetc/hosts. If the server is
not resolvable, you will be prompted for the IP address and host name of HostA and HostB.
When prompted for the host name, enter the fully qualified domain name.

Procedure

1. Log in to the Avaya ACE host HostA as the root user.
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2.

Run the installation tool. Enter
opt/mediaZace/launch.sh

. You receive a message that the installation files are being prepared.

You receive a prompt to view the Avaya ACE user license agreement. Enter Yes or
No.

4. You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter
Yes
5. You receive a prompt to specify the host type. Enter
HostA
6. You receive a prompt to specify the host name or IP address of HostB. Enter the
host name or IP address.
7. You receive a prompt that the installer will continue when HostB is ready.
8. Log into Host B as root user.
9. Run the installation tool. Enter
opt/mediaZace/launch.sh
10. You receive a message that the installation files are being prepared.
You receive a prompt to view the Avaya ACE user license agreement.
Enter Yes or No.
11. You receive a prompt to accept the license. You must accept the license to continue
the installation. Enter
Yes
12. You receive a prompt to specify the host type. Enter
HostB
13. You receive a prompt to specify the host name or IP address of HostA. Enter the
host name or IP address.
The installation pauses on HostB and continues on HostA.
14. On HostA, when you see the following message, press Enter.
IT you are installing WebSphere from a DVD, you may insert the
disc now, and it will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...
15. Atthe following prompt: PATH to WebSphere installation files [/opt/
avaya/ace-6.2.0]:
enter /Jopt/media/was
16. The installation tool lists the operations to be performed and the installation
begins.
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17.

18.

19.

20.

21.

22.

23.

24,

Installing Avaya ACE in a HA deployment

You receive prompts to enter the configuration variables listed below.

Variable

HostB system account root password.

WebSphere primary administrative account password.

Database Password

The HA IP address for HostA.

The HA IP address for HostB

Avaya ACE floating IP address

The ACE network gateway IP address

The HTTPS port number for AppUtilities

IP address of LDAP user repository

LDAP port number (secure or unsecure) used for communication with Avaya
ACE.

At the prompt, Install with Integrated Windows Authentication?
(Y/N) [N]

Enter N.

Atthe prompt, Fetch users from Enterprise LDAP Repository? (Y/N)
N1,

Enter Y.

When prompted for the type of repository you have installed, enter the appropriate
number.

When prompted for the type of communication, enter Y if using secure
communication and N if communication is not secure.

Enter the port number for LDAP communication. The default secure port if 636 and
the default unsecure port is 389.

Enter the IP address or the FQDN of the machine on which the user repository is
installed.

Enter the base Distinguished Name (DN) when prompted for it.
A sample base DN is:
DC=myDomain,DC=com

Enter the User DN and password of any user in the repository when prompted for
the binding username and password.

A sample user DN is:
CN=johnsmith,CN=Users,DC=myDomain,DC=com
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The installation tool displays a summary of the configuration properties you entered
and you receive a prompt to confirm.

If you are satisfied with the values, enter Y.

If you want to change a value, enter N. You return to the original prompt where you
can re-enter the configuration variables.
25. Installation continues. You receive messages as the installation proceeds.

26. You receive a message that setup of the Avaya ACE is complete on HostA. The
installation resumes on HostB.

27. On HostB, you are prompted for the IBM WebSphere disk. Insert the IBM
WebSphere disk into the drive.

28. Press Enter.

29. On HostB, you receive a prompt to enter the HostA system account root password.
Enter the password.

30. Installation continues. You receive messages as the installation proceeds.

31. You receive a message that setup of the Avaya ACE is complete.

Result

The Avaya ACE installation log file is located at /var/avaya/Zace/log/install/
ACE_install.log.

The WebSphere installation log files are located at:
/opt/1BM/WebSphere/AppServer/logs/install/log. txt

/opt/1BM/WebSphere/AppServer/profiles/DmgrO0l/logs/iscinstall_log
/opt/I1BM/WebSphere/AppServer/profiles/Dmgr0l1/logs/wsadmin.traceout

Next steps
Verify the installation. See Logging on to the Avaya ACE GUI on page 102.

Installing Avaya ACE HA in non IWA, non LDAP mode

90

Use this procedure to install Avaya ACE in high availability 1+1 configuration in a non IWA,
non LDAP authentication mode.

Avaya ACE will automatically authenticate the users against the user credentials stored in the
ACE database.

Before you begin

* Perform the pre installation tasks. See Pre installation tasks on page 69.

 Ensure that the ntpd service is started. To verify NTP status, use the command:
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service ntpd status.

To start the service, use the command: service ntpd start.

« Define the following configuration parameters. You will be prompted for these values

during the installation.

Variable

Description

Value

Host type

You must specify if the host is HostA or
HostB.

Host name or IP
address

You must provide the host name or IP
address for ACE Host A and HostB.

Host system
account password

You must provide the root password for
ACE HostA and HostB.

HA IP address of
HostA

The HA IP address for HostA.

HA IP address of
HostB

The HA IP address for HostB.

Avaya ACE floating
IP address

The Avaya ACE floating IP address.

ACE network
gateway IP

The ACE network gateway IP address is
used to check the node's connectivity to
the network by pinging the IP. If the node
is not connected to the network, the
installation procedure does not proceed
further. This ping test is conducted in
failover situations also.

WebSphere
primary
administrative
account password

This is the password for the WebSphere
admin user ID. This is the top level
WebSphere user ID and it has full
privileges. Use this password to log in to
the WebSphere administrative console.

that you do not choose a reserved port
number. For a list of reserved port
numbers refer to Port Usage on page 39

Database The password for the database user ID,
Password root. This procedure sets the password.
Use the same password on HostA and
HostB.
HTTPS port The port number for secure default value is 9445
number for App communication with App Utilities
Utilities The port number is validated to ensure
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About this task

The server must be either DNS resolvable or resolvable through Zetc/hosts. If the server is
not resolvable, you will be prompted for the IP address and host name of HostA and HostB.
When prompted for the host name, enter the fully qualified domain name.

Procedure

1.
2.

10.

11.

12.

13.

Log in to the Avaya ACE host HostA as the root user.

Run the installation tool. Enter
opt/media/Zace/launch.sh

. You receive a message that the installation files are being prepared.

You receive a prompt to view the Avaya ACE user license agreement. Enter Yes or
No.

. You receive a prompt to accept the license. You must accept the license to continue

the installation. Enter
Yes

. You receive a prompt to specify the host type. Enter

HostA

. You receive a prompt to specify the host name or IP address of HostB. Enter the

host name or IP address.
You receive a prompt that the installer will continue when HostB is ready.

Log into Host B as root user.

Run the installation tool. Enter
opt/mediaZace/launch.sh

You receive a message that the installation files are being prepared.

. You receive a prompt to view the Avaya ACE user license agreement.

Enter Yes or No.

You receive a prompt to specify the host type. Enter
HostB

You receive a prompt to specify the host name or IP address of HostA. Enter the
host name or IP address.

The installation pauses on HostB and continues on HostA.

On HostA, when you see the following message, press Enter.

IT you are installing WebSphere from a DVD, you may insert the
disc now, and it will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...

At the following prompt, PATH to WebSphere installation files [/opt/
avaya/ace-6.2.0]:
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enter Zopt/media/was

14. The installation tool lists the operations to be performed and the installation
begins.
You receive prompts to enter the configuration variables listed below.

Variable

HostB system account root password.

WebSphere primary administrative account password.

Database Password

The HA IP address for HostA.

The HA IP address for HostB

Avaya ACE floating IP address

The ACE network gateway IP address

The HTTPS port number for AppUstilities. The default port is 9445

15. Atthe prompt, Install with Integrated Windows Authentication?
(Y/N) [N]
Enter N.

16. Atthe prompt, Fetch users from Enterprise LDAP Repository? (Y/N)
N1,
Enter N.

17. The installation tool displays a summary of the configuration properties you entered
and you receive a prompt to confirm. Do one of the following:
If you are satisfied with the values, enter Y.
If you want to change a value, enter N. You return to the original prompt where you
can re-enter the configuration variables.

Installation continues. You receive messages as the installation proceeds.

You receive a message that setup of the Avaya ACE is complete on HostA. The
installation resumes on HostB.

18. On HostA, when you see the following message, press Enter.

IT you are installing WebSphere from a DVD, you may insert the
disc now, and it will be auto-mounted. Otherwise, you will be
prompted for the location of WebSphere installation files if
it cannot be auto-detected. Press enter to continue...

19. At the following prompt, enter, ZJopt/media/was
PATH to WebSphere installation files [/opt/avaya/ace-6.2.0]:
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20. On HostB, you receive a prompt to enter the HostA system account root password.
Enter the password.

21. Installation continues. You receive messages as the installation proceeds.

22. You receive a message that setup of the Avaya ACE is complete.

Result

The Avaya ACE installation log file is located at /var/avaya/Zace/log/install/
ACE_install.log.

The WebSphere installation log files are located at:

/opt/1BM/WebSphere/AppServer/logs/install/log. txt
/opt/1BM/WebSphere/AppServer/profiles/DmgrO0l/logs/iscinstall._log
/opt/1BM/WebSphere/AppServer/profiles/Dmgr0l/logs/wsadmin.traceout

Next steps
Verify the installation. See Logging on to the Avaya ACE GUI on page 102.

IWA installation parameters

The following parameters are needed to configure IWA authentication on Avaya ACE.

Parameter Description Example

keytab file A keytab file is used to c:\users\mykeytabfile.keytab

« register the fully qualified
domain name (FQDN) of
Websphere for Kerberos
authentication

« configure the Active
Directory that is running the
domain controller, to the
associated Key
Distribution Center (KDC).

For information on
generating a keytab file, see
Avaya Agile Communication
Environment™ User and
Security Administration,
NN10850-010.

Kerberos realm name Realm is the Active Directory | MYDOMAIN.COM
domain specified in
UPPERCASE.
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Parameter Description Example
Active Directory (AD) host full computer name of the myADdomain.mydomain.co
name machine on which AD is m

installed.
Base Distinguished name A base DN specifies the DC=mydomain,DC=com
(DN) of AD search base for user lookup

in the Active Directory while
authenticating.

Fully qualified domain name | Enter the floating IP as the | mymachine.mydomain.com
(FQDN) of ACE machine ACE FQDN in case of HA
deployments.

User DN in AD User DN specifies the CN=administrator,CN=Users
location of the user in the AD | , DC=mydomain,DC=com
tree.

Password of AD user Password of AD user.

Verifying an HA installation

About this task

After an HA installation, verify that the HA cluster service is running and that the Avaya ACE™
application is started. After installation, HostA is the active Avaya ACE host. In this procedure,
you will log on to HostA.

Procedure

1. Log on to HostA using the root user ID.

2. Verify the state of the HA cluster service. Enter
crm status

A sample output is shown below:

2 Nodes configured, 2 expected votes
2 Resources configured.

Online: [ HostA HostB ]

Resource Group: HAService
FloatinglP (ocf::heartbeat: IPaddr2): Started HostA
acestatus (Isb:acestatus): Started HostA

The output indicates that both nodes Host A and Host B are Online. The active
node is HostA and the services are started on HostA, the active node.

3. Change directories. Enter
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cd /opt/avayaZace/bin

4. Verify the state of the ACE application. Enter
./aceadmin._sh fullstat

A sample output displayed on the active node, is shown below:

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

The Application server serverl is started on HostA.
The Application server server2 is started on HostA.
The Nodeagent server is started on HostA.

The DM server is installed on HostA.

The DM server is started on HostA.

AppCore is started on NodeOl.

AppCore is started on Node0O2.

AppUtilities is started on NodeOl.

AppUtilities is started on NodeO2.

This machine is currently the active node.

Performing a manual switchover

You can perform a manual switchover after installation to verify that both Avaya ACE hosts in
an HA deployment are installed correctly. You can also perform a manual switchover
periodically to test the high availability services and to ensure the viability of the idle ACE host.
You can execute the switchover command on either the active or the idle ACE host.

O Important:

The WebSphere deployment manager resides on HostA. The deployment manager
provides a central point of administrative control for the WebSphere application servers on
both the active and idle nodes. Configuration changes are synchronized across both

nodes.

When HostA switches to idle mode and is rebooted, the unavailability of the deployment
manager has no impact on the application server on the active node. However, during the
reboot, you cannot log in through the administration console to configure WebSphere. The
deployment manager is restarted during the HostA reboot. Once the boot sequence is
complete, the deployment manager is once again available.
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Performing a manual switchover

© Note:

After a switchover, licensing alarm display is unstable and may be incorrect for

approximately 10 minutes. Delay any licensing alarm management activity for 10 minutes
after a power cycle or switchover.

Before you begin

* You must be able to log in with the root user.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

 Ensure that there are no active alarms related to redundancy. The redundancy alarms
are:

- Database not synchronized

- Mate server not reachable

- Unable to associate mate server
- Idle server down

» The HA service is running on both Avaya ACE™ hosts. Perform the procedure Verifying
the HA service status.

» The database is running on the idle host. On the idle host, perform the procedure Verifying
database status.

About this task

Perform a switchover to change the current active ACE host.

Procedure

1. Log in to one of the ACE hosts using the root user ID.
2. Change directories. Enter
cd /opt/avayaZace/bin

3. Display the status information. Enter
-/aceadmin_sh fullstat

The following is a sample output of the command when run on HostA, the active
node:

INFO: The Application server serverl is started on HostA.
INFO: The Application server server2 is started on HostA.
INFO: The Nodeagent server is started on HostA.

INFO: The DM server is installed on HostA.
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INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

4. Perform a switchover. Enter

The DM server is started on HostA.

Appcore is started on NodeOl.

Appcore i1s started on NodeO2.

AppUtilities is started on NodeOl.

AppUtilities is started on NodeO2.

This machine is currently the active node.

./aceadmin.sh switchover

The following is a sample output of the command when run on HostA:

INFO:

Initiating HA cluster service switchover

More information may be found in the log file

/var/avaya/ace/log/cluster/aceadmin.log

HostB

Example

is the active node now.

The following tables show the HA status indicators for both active/idle hosts. Note that the
deployment manager runs only on HostA.

Table 6: HA status indicators before switchover: HostA Active and HostB Idle

Indicator HostA - Active | HostB - Idle Command to check status
Avaya ACE Started Started aceadmin.sh fullstat
Enterprise
Application
WebSphere Started Started aceadmin.sh fullstat
Application Server
Node Agent Started Started aceadmin.sh fullstat
Deployment Started N/A aceadmin.sh fullstat
Manager
ACE floating IP Registered N/A To check if the floating IP is

registered to this server:
ip addr list

© Note:

Check the eth0:0 line in the
output of the ip command.
To check which node the floating
IP is bound to:
crm status
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Managing Websphere security

Table 7: HA status indicators when switchover is complete: HostA Idle and HostB Active

Indicator HostA - Idle HostB - Active Command to check
status

Avaya ACE Started Started aceadmin.sh

Enterprise fullstat

Application

WebSphere Started Started aceadmin.sh

Application Server fullstat

Node Agent Started Started aceadmin.sh
fullstat

Deployment Started N/A aceadmin.sh

Manager fullstat

ACE floating IP N/A Registered To check if the floating IP

is registered t this server:
ip addr list

© Note:

Check the eth0:0 line
in the output of the ip
command.
To check which node the
floating IP is bound to:
crm status

Managing Websphere security

About this task

After installation, you can add WebSphere user IDs and define the access privileges for each
user ID. The default password for the WebSphere primary administrative account password is
set during installation. After installation, you can use this user ID to log in to the WebSphere
administrative console.

For more information on WebSphere security, see Websphere documentation, at the IBM
Information Center.

O Important:
Do not change the WebSphere user ID ClusterAdm default password.
The Avaya ACE" installation process creates the default user ID ClusterAdm. This user ID
is assigned only operational privileges for use during a high availability switchover. In order

to maintain the capability to perform a switchover, do not change the default password for
the ClusterAdm user ID.

Planning and Installation November 2012 99


http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp
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Procedure

1. Open a Web browser and enter the following URL for the administrative console:

https://<hostname>:9043/admin

The administrative console loads and a window opens for your user ID and
password.

2. In the navigation pane on the left, select Security and then Global security.
Use the security screen to manage WebSphere security.

Recovering the HA service from an unmanaged state

100

About this task

Use this procedure to restore the HA service when it goes into an unmanaged state. A sample
output of an HA service in unmanaged state is shown below:

2 Nodes configured, 2 expected votes
2 Resources configured.

Online: [ HostA HostB ]

Resource Group: HAService

FloatinglP (ocf::heartbeat: IPaddr2): Stopped

acestatus (Isb:acestatus) Started (unmanaged) FAILED[ HostA HostB ]

Clone Set: pingdclone [pingd]

Started: [ HostB HostA ]

Failed actions:

acestatus_stop_0 (node=HostA, call=-1, rc=1, status=Timed Out): unknown error

Procedure

1. Log in to one of the ACE hosts using the root user ID.

2. At the prompt, enter :
crm_resource cleanup HAService

The system displays the following output:
Cleaning up FloatinglP on HostA
Cleaning up FloatinglP on HostB
Cleaning up acestatus on HostA
Cleaning up acestatus on HostB

Waiting for 5 replies from the CRMd..... OK
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Chapter 13: Getting started

The following sections contain procedures to help you get started using the Avaya Agile Communication
Environment™ system.

Navigation

» Web-based graphical user interface on page 101

« Logging on to the Avaya ACE GUI on page 102

* Accessing online help from the Avaya ACE GUI on page 103
» Downloading web service WSDL and supporting files from Avaya ACE GUI on page 104

* Downloading software from the Avaya ACE GUI on page 105

« Configuring a time server on page 63

Web-based graphical user interface

The Avaya ACE host supports a Web-based graphical user interface (GUI) that allows
administrators to perform all tasks related to system administration, configuration, and user
and license management.

The Avaya ACE GUI is available after you install Avaya ACE and is accessible as soon as the
Avaya ACE application is started. The Avaya ACE GUI provides in context online help
information which describes supported configuration attributes. You launch context help by
clicking the question mark icon located at the top right corner of each GUI window.

To access the Avaya ACE GUI over a secure connection (HTTPS), point your browser to your
ACE host by specifying the following URL:

https://<ACE IP address>:9449/oamp/

The Avaya ACE Web-based graphical user interface is supported on the following browsers:
* Microsoft Internet Explorer 7
* Microsoft Internet Explorer 8
* Microsoft Internet Explorer 9
* Mozilla Firefox 3.x
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O Note:
The first time you log in to the Avaya ACE GUI, you will be prompted to change the access
password.

Logging on to the Avaya ACE GUI

Before you begin

* You must know the IP address of the Avaya ACE host.

* If you login to Avaya ACE as a system administrator for the first time, you must know the
default user name and password. If you login for the first time as a user other than the
root administrator, you should know the login credentials associated with your user
account. Otherwise, contact your system administrator.

* Web Server cookies must be enabled.
« Your browser must be enabled for cookies and Javascript.

About this task

Use this procedure to log on the Avaya ACE web-based graphical user interface (GUI). Initial
login credentials for the root system administrator are:

e username: admin

* password: agile

O Important:

You cannot log on to the Avaya ACE GUI if the /tmp/ partition is full. There must be a
minimum 1 MB of free space.

O Important:

After you install Avaya ACE, you may receive a certificate error the first time you log on to
the GUI. The error format depends on your web browser. Select the appropriate option to
continue to the ACE GUI web page.

O Important:
For security, Avaya ACE enforces a password change on the root user's initial login.

Procedure

1. Open an instance of a web browser and connect to the Avaya ACE GUI at the
following address:
https://<ACE_host_I1P>:9449/0amp

The ACE GUI User Authentication page appears.
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Accessing online help from the Avaya ACE GUI

AWarning:

If your Web Server cookies and/or your browser cookies are disabled, the ACE
GUI User Authentication page does not appear. An appropriate message
displays. You must enable the cookies and attempt login.

2. Log on to Avaya ACE. Enter your user ID in the Username field.

3. Enter your ACE user password in the Password field. Click Reset if you need to
clear both fields.

4. After you enter the username and password, click Login.

O Important:

On initial login as the root administrator user, you will be prompted to change the
default password to a new password.

The Avaya ACE GUI displays the Login Information page.

Accessing online help from the Avaya ACE GUI

Before you begin

« You must have an Avaya ACE™ GUI session open.

About this task

You can access contextual, web-based online help from the Avaya ACE GUI by clicking the
help icon located on that window of the GUI.

O Important:

The help icon appears as a question mark within a circle and is located in the top right corner
of each ACE GUI window.
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AVAYA Agile Communication Environment™
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Figure 12: Example of the help icon on Avaya ACE GUI

When you click the online help icon on a particular GUI window, help information relevant only
to that window is launched. When the help set is open, you can scroll up or down on any help
page or use links where provided.

Procedure

1. OnanyAvaya ACE GUI window, click on the help icon located at the top right corner
of window.

The online help information displays in a separate browser window.

2. To close the help, close the browser window on which the help is displayed.

Downloading web service WSDL and supporting files from
Avaya ACE GUI

Before you begin

« You must have an Avaya ACE™ GUI session open.
About this task

View or download Web Service Definition Language (WSDL) and supporting files for web
services supported by Avaya ACE. In addition to core services, you can also download WSDLs
for the Avaya ACE Message Drop and Blast Packaged API, that enables automation of voice
recording and broadcasting of audio messages to specific recipients.

For information on Avaya ACE core services, see Avaya Agile Communication Environment™
Web Services (NN10850-007).

For information on Message Drop and Blast, see Avaya Agile Communication Environment™
Message Drop and Blast Administration (NN10850-025).
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Downloading software from the Avaya ACE GUI

Procedure
1. On the Avaya ACE GUI menu bar, click Help, and then Web Service WSDL
Download.
2. Choose one of the following options:

» Choose ACE core to view/download WSDLs for Avaya ACE core web
services.

» Choose Message Drop and Blast to view/download WSDLs for Message
Drop and Blast.

The corresponding WSDL Download page opens.

3. Toviewthe WSDL file for a specific Avaya ACE web service, click the Display button
against that web service.
The WSDL file for that web service is displayed in a new browser window.

4. Choose one of the following options:

« To download WSDLs and supporting files for an ACE web service, click the
Download button against that web service.

* Click the Download All button to download a zipped file containing WSDLs
and supporting files for all supported web services.

A pop-up window opens when you click the Download button. The options depend
on the browser you are using.

Downloading software from the Avaya ACE GUI
Before you begin

» You must have an Avaya ACE™ GUI session open.
About this task

The Software Downloads window provides you with a convenient location on the Avaya ACE
GUI to download supporting software for Avaya ACE.

Use this procedure to download software from the GUI. Downloading the software may take
a few minutes over slower data links.

Procedure

1. From the menu bar on the Avaya ACE GUI, choose Help, and then Software
Downloads.
The Software Downloads window opens, listing software that you can
download.
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2. Click the Link button against the software you wish to download.
A pop-up window opens when you click the button. The options depend on the web
browser you are using.
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Chapter 14: License management with
WebLM

License management with WebLM procedures

The task flow shows you the sequence of procedures you perform to install a license file and manage
licenses using Avaya WebLM.

Avaya WebLM is used to manage license files generated using the Product Licensing and Delivery System
(PLDS). For more information on PLDS, see Getting Started with Avaya PLDS - Avaya Partners and
Customers at https://plds.avaya.com.

This document provides the procedures for logging on to the Avaya WebLM server from the Avaya ACE
GUI and installing a license file. For additional information on license management with Avaya WebLM,
see Administering Avaya WebLM (standalone). This document is delivered as part of the Avaya ACE
documentation suite.
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Obtaining the WebLM host ID

You must have the WebLM host ID to activate the software license in PLDS.
Procedure

1. Log in to the Avaya ACE GUI.

2. Log in to the WebLM GUI from the Avaya ACE GUI. See Logging in to WebLM on
page 109 for details on how to log in to WebLM GUI.

3. On the WebLM GUI, click Server Properties on left navigation tree.
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Activating license entitlements in PLDS

4. Record the MAC address that is displayed in the Primary Host ID field.

Activating license entitlements in PLDS

About this task

To enable Avaya ACE services, you must install a license. You generate a license using the
Avaya Product Licensing and Delivery System (PLDS). For a description of PLDS, see
Software ordering and licensing on page 27. Store the license file obtained from PLDS on your
local machine.

Logging in to WebLM

Before you begin
You must know the WebLM user name and password.

O Note:

The default user name is admin and the password is weblmadmin. After you log in for the
first time with the default user ID and password, you are prompted to change the
password.

Procedure
Log in to the ACE GUL.

On the main menu bar, click Configuration > Server

On the Server page, select the Licensing tab.

P w0 P

On the Licensing page, under WebLM Server Configuration, click Launch
WebLM Server Page.

The WebLM login page opens in a new window.
5. Enter the WebLM User Name and Password.
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Installing a license file

Use this functionality to install a license file on the WebLM server. If you are reinstalling a
license file on a WebLM server on which the PLDS generated license file is installed, you must
remove the license file generated by PLDS from the WebLM server before you install the new
license file. Use the Uninstall functionality to remove the license from the WebLM server.

Before you begin
* Obtain the license file from the Avaya PLDS Web site.
Procedure

1. Log into the WebLM GUI. See Logging in to WebLM on page 109.

2. In the left navigation pane, click Install license.

3. On the Install license page, enter the path to the license file. You can also click
Browse to select the license file.

4. Click Install to install the license file.
WebLM displays a message on the successful installation of the license file.

Related topics:
Install license field descriptions on page 110
Troubleshooting WebLM license installation on page 111

Install license field descriptions

110

Use this page to install the license file of a product on the WebLM server.

Field/Button Description
Enter license path Specify the complete path where you saved
the license file.
Browse Opens the dialog box that allows you to
select the license file.
Install Installs the product license file.
Planning and Installation November 2012
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WebLM administration

Troubleshooting WebLM license installation

The installation of license file fails for various reasons.
Some of the reasons of unsuccessful installation of the license file are:

WebLM finds an invalid digital signature on the license file
If you get such an error, request for a re-delivery of the license file from PLDS.

Current capacity use exceeds capacity in installed license

Apply for a new license from PLDS with increased capacity. Install the newly obtained
license.

WebLM administration

The document Administering Avaya WebLM (standalone) contains procedures for:
* troubleshooting license file installation
» administering the WebLM server

« viewing and configuring licenses

The document Administering Avaya WebLM (standalone) is delivered as part of the Avaya
ACE documentation suite.
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Chapter 15: License management with KRS

To enable Avaya Agile Communication Environment™ (ACE) services, you must install a keycode. You
generate a keycode from the Key Retrieval System (KRS). For a description of the KRS, see Software

ordering and licensing on page 27.

Tips on using the KRS web site
When using KRS, note the following:
« the use of the browser's Back button is not supported and leads to unpredictable results
« the Cancel button always returns you to step one of the current function
« the Thank you screen is always the confirmation that the changes are accepted
« mandatory fields are marked with a blue star (*)

Keycode management procedures
The task flow shows you the sequence of procedures you perform to manage keycodes.
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Creating a Keycode Retrieval System user account

Creating a Keycode Retrieval System user account

This procedure creates a KRS user account. You must create a user account before you can
manage Avaya Agile Communication Environment™ (ACE) keycodes.

O Important:

After the Online Registration is complete it will take approximately 5 business days to
validate your registration information and provide access to restricted keycodes.

About this task

To perform the procedures in this section, you must have internet access and permission to
open the Avaya suport home page at https://support.avaya.com.

Procedure

1. Open a web browser and go the Avaya support KRS page at www.avaya.com/
krs.

2. On the Login Now page, click Sign Up.

3. On the Register Now page, provide the required information to create your
account.

Note that the e-mail address you provide becomes your user ID.

Registering an Avaya ACE system in KRS

In order to generate a keycode for the Avaya ACE™ system, you must register your system
with the Keycode Retrieval System (KRS).

About this task

* You must have a KRS account in order to log in to the KRS web page. Perform the
procedure Creating a Keycode Retrieval System user account on page 115 to create a
KRS account.

« During this procedure, upload the ACE system ID file to the KRS web site. This file is
automatically generated during Avaya ACE installation and is stored in the following
location on the Avaya ACE host: /opt/avaya/Zace/etc/
AgileCommEnv_sysid.xml
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In a high availability (HA) deployment, the identical files are created on both Avaya ACE
hosts. Register the HA system using one of the files. You can use either file.

« During this procedure, you must create a unique site name for your Avaya ACE
system. KRS does not impose any requirements for the site name. If you are installing
multiple Avaya ACE instances, you may want to standardize the site name format for your
organization.

Procedure

o

1. Start an FTP session with the Avaya ACE host.

2. Navigate to the directory where the Avaya ACE system ID file is located.
3.
4

Transfer the file Agi leCommEnv_sysid.xml to your local machine.

. Open a web browser and enter the address of the KRS support page at

www.avaya.com/Krs.
Log in to KRS.

6. On the Keycode Retrieval System page, in the Product Family box, click on the

arrow to display the list of products and then choose Agile Communication
Environment.

7. The Product Registration page opens. Note that the page title is displayed in the
orange bar below Keycode Retrieval System.

On the Product Registration page, do not enter any values in the Site Name box or
the System ID box. Simply click Create.

8. The Product Registration page displays the Site Name box. Enter a unique name
for your ACE system and then click Continue
This is the unique site name that identifies your ACE system.

9. The Product Registration page displays the System ID File box. Click Browse and
navigate to the location of the system ID file Agi leCommEnv_sysid.xml on your
local machine.

10. Select the file and click Open.
11. On the Product Registration page, click Continue.
12. The Product Registration page displays boxes for City, Country, and State/Prov.
Enter the information for your site and click Continue.
13. A summary of the information you entered is displayed. Click Save.
14. The Thank You page is a confirmation that registration is complete.
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Generating a keycode in KRS

Generating a keycode in KRS

This procedure uses the KRS web site to generate the keycode file that you must then install
on the Avaya ACE host.

For a standalone deployment, create one keycode using the Avaya ACE system ID. The
keycode must contain one instance of the Linux Base Software PEC.

For a high availability deployment, create one keycode using the Avaya ACE system ID from
one of the Avaya ACE servers. The keycode must contain two instances of the Linux Base
Software PEC. Install the same keycode on both servers.

About this task

* You must know the site name for the Avaya ACE system where you will install the
keycode. The site name is defined when you perform the procedure Registering an Avaya
ACE system in KRS on page 115

© Note:

The site name you define during registration is referred to as the System ID, Site ID,
or Site ID/Host ID in the KRS keycode generation screens. Use the site name value
for these fields.

* You must know the purchase order number that lists which Avaya ACE PECs you have
purchased. You can use multiple purchase orders to generate a keycode. You can
generate multiple keycodes from a single purchase order.

* You must know the PECs that you will use when generating the keycode. For more
information, see Software ordering and licensing on page 27.

Procedure

1. Onthe KRS web page, in the side bar on the left, click Generate Keycode.

2. The Generate Keycode page displays an Enter System Id box. Enter the Site ID
(Site name) you defined during the registration process and then click Continue.

3. The Generate Keycode page displays instructions for step 2 of the keycode
generation process. Scroll down to the Search for Purchase Order boxes.

4. Enter the purchase order number in the Customer PO# box and then click Go to
PO.

5. The Generate Keycode page displays instructions for step 3 of the keycode
generation process. A table displays the Purchase Order Details.

If the PO was created specifically for this ACE instance, and the total content will
be used for this keycode, click Add All.

OR
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10.
11.
12.
13.

If you will use a subset of this PO, specify the quantity for each PEC in the QTY
Taken column.

. Click Continue.

. The page displays the Search for Purchase Order boxes and a summary table of

the PO items added so far.

You can specify another purchase order. Enter the purchase order number and click
Go to PO. Repeat step 4 and specify the PECs to add to the keycode.

OR
If you have finished specifying PECs for this keycode, click Go To Summary.

. The summary page displays a table containing the purchase order items that will

be used in the generation of the keycode. Click Generate Keycode.

. Once the keycode has been generated, the Retrieve Keycode page opens. This

page displays the details of the current keycode and the contents of the keycode
file. Click Download Keycode.

In the File Download dialog, click Save.

In the Save As dialog, specify the location to save the file and then click Save.
Start an FTP session with the Avaya ACE host.

Transfer the keycode file to the Avaya ACE host.

Installing a keycode on the Avaya ACE host

118

You must install the keycode to enable Avaya ACE services. For a high availability deployment,
install the same keycode on both servers.

About this task
You must be able to log in to the Avaya ACE host and open a console window.

« On a Linux system, you must be logged in as root.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using
a dash ensures that you have the correct environment when entering commands as the
root user.

Procedure

1.

Change directories. Enter cd /Zopt/avaya/Zace/bin
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Viewing the current keycode on the Avaya ACE host

2. Install the keycode. Enter cfsutils -load /<path>/<file_name>
where

« <path> is the path to where the keycode is located

O Important:
You must specify the path.

« <file_name> is the name of the keycode file

The file is renamed and moved.

Viewing the current keycode on the Avaya ACE host

View the details of the keycode currently installed on the Avaya ACE host.

About this task
You must be able to log in to the Avaya ACE host and open a console window.

You must be logged in as root.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a

dash ensures that you have the correct environment when entering commands as the root
user.

Procedure

1. Change directories. Enter cd Zopt/avayaZace/bin

2. Display the keycode information. Enter cfsutils -list
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Adding a service or service users to an existing keycode in

KRS

You can add additional services or service users to an existing keycode. You must modify the
keycode in KRS and then generate a new keycode.

About this task

» You must know the KRS Site Name of the Avaya ACE™ instance where you are adding
service units. The Site Name was defined when Avaya ACE was registered in KRS.

* You must know the PO number containing the additional PECs that you have
purchased.

« You must know the type and quantity of PECs that you will add to the keycode. For
information on ACE PECs, see Software ordering and licensing on page 27.

Procedure

1.
2.
3.

Open a web browser and go the KRS page at www.avaya.com/krs.
Log in to KRS.

In the Product Family box, click on the arrow to display the list of products and then
choose Agile Communication Environment.

In the side bar on the left, click Retrieve Keycode.

5. Onthe KRS Retrieve History page enter the site name in the Site Name/Product ID

10.

box and then click Search.
KRS displays the details for the current keycode.

In the side bar on the left, click Generate Keycode.

Enter the site name in the Site Name box and then click Continue.

. The KRS page displays a Search for Purchase Order table. Enter the purchase

order number in the Customer PO # box.

. Atable displays the Purchase Order Details.

If the PO was created specifically for this Avaya ACE instance, and the total content
will be used for this keycode, click Add All.

OR

If you will use a subset of this PO, specify the quantity for each PEC in the QTY
Taken column.

Note that for an existing keycode, do not specify an additional base software
PEC.

Click Continue.
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11.
12.

13.

14.

15.
16.
17.
18.

Adding a service or service users to an existing keycode in KRS

The KRS page displays your selections. Click Continue.

The KRS page displays the Search for Purchase Order table again. If you want
to add additional PECS from another purchase order, enter the purchase order
number in the Customer PO # box and go back to step 11 and add PECs.

OR
If you are finished adding PECs, click Go to Summary.

The KRS page displays a summary of the keycode with the new PECs highlighted.
You can now generate a new keycode file. Click Generate Keycode.

Once the keycode has been generated, the Retrieve Keycode page opens. This
page displays the details of the current keycode and the contents of the keycode
file. Click Download Keycode.

In the File Download dialog, click Save.
In the Save As dialog, specify the location to save the file and then click Save.
Start an FTP session with the Avaya ACE host and transfer the keycode file.

Install the new keycode on the Avaya ACE host. Perform the procedure Installing
a keycode on the Avaya ACE host on page 118.
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Chapter 16: Backup and restore
fundamentals

The following sections describe the backup process and the location of the backup and restore
configuration files for the Avaya Avaya Agile Communication Environment™ (ACE) deployed on Linux .

Avaya ACE"™ runs an automated backup daily. In a standalone deployment, the automated backup runs
at 05:00. In a High Availability (HA) deployment, the automated backup runs on both ACE hosts at different
times. On Host A, it runs at 05:00. On Host B, it runs at 17:00. Backup files are copied to the mate host.

The automated backup process backs up:
* the ACE database.
« the ACE configuration files specified in the backup_files.conf file.

* the ACE network configuration files specified in the backup_network.conf file.

Backup and restore configuration

The backup files created by the backup process are stored on the ACE host at the location
specified by the location = setting in the backup_options.conf file. The default location
is /opt/avaya/ace/backups/. The configuration file must specify a value for location =.
You also have the option of specifying a remote location by setting the remote_location =
parameter. You can specify an NFS mount point or an rsync server.

The backup configuration files
e backup_files.conf
« backup_network.conf
« backup_options.conf
are located at /opt/avayaZace/cfg/.
Backup logs are written to the file /var/avaya/ace/log/instal 1/ACE_install.log.

On a standalone system, you can only perform a restore on the machine where the backup
file originated. On a HA system, you can use a backup file from either HA host to restore the
HA system where the backup file originated. You cannot use a backup file to install Avaya ACE
on new machines.
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Chapter 17: Backup and restore

The following sections contain procedures to backup and restore the ACE system.

O Important:

« Restore operations can not be performed using backup files created from an earlier Avaya ACE™
software release. After an ACE software upgrade, you cannot perform a restore using backup files
created before the upgrade.

 The restore procedure will not restore the parameters provided during installation, for example,
Websphere admin password, mysqgl root password, to the values they had when the backup was
taken. If you need the parameters to have the values when the backup was taken, ensure that you
enter these values during the new installation.

« If you are performing a restore operation after a fresh installation of Avaya ACE:

- All previously opened HTTP ports will be closed. If you need the HTTP ports to be open, you
must enable or open them. See Communication Port Management in Avaya Agile
Communication Environment™ User and Security Administration (NN10850-010).

- you must re-configure the WebLM license file. See License management with WebLM on
page 107

 Configuring backup file location and retention on page 125

e Backing up to an NFS mount point on page 126

« Backing up to a remote rsync server on page 127

« Performing a manual backup on page 129

 Restoring the Avaya ACE database and the configuration files from a backup file on page 130

« Restoring the Avaya ACE network configuration files from a backup file on page 132

« Disaster recovery on page 133

Configuring backup file location and retention
Before you begin

* You must be able to log in as the root user ID.
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O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using
a dash ensures that you have the correct environment when entering commands as the
root user.

About this task

You can configure the location where backup files are stored locally on the ACE host and how
long backup files should be retained. The default location is Zopt/avaya/ace/backups.
The backup retention default setting is 10 days.

Procedure

1.
2.

Log in to one of the ACE hosts using the root user ID.

Change directories. Enter
cd /opt/avayaZace/cfg

. Open the backup_options.conf file for editing.

To change the location where backup files are stored, edit the parameter
location=.

. To change the file retention period, edit the parameter

DAYS_TO_RETAIN_BACKUP-=.

. Save and close the file.

Backing up to an NFS mount point

Before you begin
You are able to log in to the Avaya ACE™ host as the root user ID.

About this task

Use this procedure to save backup files to an NFS mount point. Backup up files will be stored
both locally and at the NFS mount point. This procedure can be performed only from an ACE
server that runs on Linux.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root

user.
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Backing up to a remote rsync server

Procedure

1. Log into the ACE host as the root user ID.

2. Change directories. Enter
cd /opt/avaya/Zace/cfg/

3. Open the backup_options.conf file for editing.

4. Uncomment the remote backup location parameters by removing the # character
from the beginning of the following two lines.

remote_location=
remote_protocol=

5. For the remote_location= parameter, specify the NFS mount point as
remote_location=/backup/ace/remote.

6. For the remote_protocol= parameter, specify nfs.

7. Save and close the file.

Backing up to a remote rsync server
Before you begin

« You must create the directories<backup_directory>/mysql and<backup_directory>/
config on the remote rsync server.

* You must be able to log in as the root user ID.

O Important:

If direct root login has been disabled, you must log in and change to the root user
ID.

When changing to the root user ID, always use the command syntax su - root.
Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task

Use this procedure to save backup files to a remote rsync server. Backup files will be stored
both locally and on the remote server. This procedure can only be performed from an ACE
server running on Linux.

Procedure

1. Log in to the ACE host as the root user ID.
2. Change directories. Enter
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cd /opt/avaya/ace/cfg/

3. Open the backup_options.confT file for editing.

10.
11.

12.
13.

14.
15.

16.
17.

18.
19.
20.

21.

Delete the comments on the remote backup location parameters by removing the
# character from the beginning of the following two lines.

remote_location=

remote_protocol=

For the remote_location= parameter, specify the rsync server. You must specify the
user, node, and location, using the format <user>@<node>:<location>. For
example enter remote_location=backup_user@nasl.somewhere.com:/
backups/ace.

For the remote_protocol= parameter, enter rsync.

. Save and close the file.

. Create a public/private ssh key to enable auto-login to the remote rsync server.

Enter
ssh-keygen -t rsa

. At the prompt for a passphrase, press Enter. Do not enter a passphrase.

The following two files are created: /root/.ssh/i1d_rsa.pub and /
root/.ssh/id_rsa.

Copy the file /root/.ssh/id_rsa.pub to the remote rsync server.

Log in to the remote rsync server as the user that you are going to use for
backups.

Change directories to the home directory of the user.

Check if a /.ssh directory exists. If it does not exist, create it. Enter
mkdir .ssh.

Change directories. Enter cd .ssh

Open the file authorized_keys for editing. If the file does not exist, create the
file.

Open the /root/_.ssh/id_rsa.pub file that was copied from the ACE host.

Copy the contents of the Zroot/.ssh/id_rsa.pub file and paste it into the
authorized_keys file.

Save and close the authorized_keys file.
Close the /root/ .ssh/id_rsa.pub file.

Set the permissions on the authorized_keys file. Enter chmod 600
authorized keys.

Set the permissions on the .ssh directory. Enter chmod 700 .ssh.
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Performing a manual backup

22. Return to the console window on the ACE host. Set up the connection to the remote
rsync server by logging in from the ACE host. Enter ssh
<backup_user>@<rsync_server_IP>.

Performing a manual backup

Before you begin

If you use the command ACE_backup.sh -a, the backup runs using the default settings and
you do not receive any prompts for input. If you want to specify a non-default location for the
backup files using the command ACE_backup . sh, you will be prompted for:

« the path to the location where you want to store the backup files
« a database user ID and password (the user must have backup privileges)
« You are able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.
Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task

Avaya ACE™ runs an automated backup daily at 5:00 AM. In a HA deployment, the automated
backup runs on both ACE hosts. The automated backup process backs up:

* the ACE database.
« the ACE configuration files specified in the backup_files.conf file
« the ACE network configuration files specified in the backup_network.conf file

The backup files created by the backup process are stored in the location specified by the
location= setting in the backup_options.conf file. The default location is Zopt/Avaya/
ace/backups. You can specify the location when performing a manual backup by using the
command ACE_backup . sh with no options.

The backup configuration files backup_Ffiles.conf, backup_ network.conf and
backup_options.conf are located at /opt/avaya/ace/cfg/.

Use this procedure to manually initiate a backup event. In a HA deployment, you can perform
a manual backup on the active or idle server. The backup files are copied to the mate host.

Procedure

1. Log in to one of the ACE hosts using the root user ID.
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2. Change directories. Enter
cd /opt/avayaZace/bin

3. Initiate a backup.

* To create a backup using the default location setting, enter ./
ACE_backup.sh -a

« To create a backup and specify the location, enter . /ACE_backup.sh

4. If you chose to specify a location for the backup, then, at the prompt, enter the path
to the location at which you want to store the backup files.

5. Atthe prompt, enter the database user name. The default is the root database user.
If you enter another user name, the user must have backup privileges.

6. At the prompt, enter the database user password.
When you enter the database password, the backup process begins.

Restoring the Avaya ACE database and the configuration
files from a backup file

Before you begin

« Before proceeding with a restore, you must decide on the restore point you want to return
to and identify the appropriate backup file. Backup files are stored in the location specified
in the backup_options.conf file. The default location is Zopt/avaya/ace/
backups/.

* You must be able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.
When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task

Using the restore tool, you can restore the Avaya ACE™ database and configuration files,
including those used to enable authentication.

The Avaya ACE database and the configuration files are backed up to a single file. Each backup
file name contains a time stamp. The backup files use the format acebackup-
<timestamp>.tar.gz

On a standalone system, you can only perform a restore on the machine where the backup
file originated. On an HA system, you can use a backup file from either HA host to restore the
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Restoring the Avaya ACE database and the configuration files from a backup file

HA system where the backup file originated. You cannot use a backup file to install Avaya ACE
on new machines.

The restore tool stops the Avaya ACE application. In an HA deployment, it stops the HA service.
After the restore is complete, the restore tool returns Avaya ACE to an operational state. In an
HA deployment, only one ACE host will be restored. The restored database and configuration
files are replicated on the mate host.

Procedure

1.
2.

N o g A

10.
11.

Log in to the ACE host where the backup file is located using the root user ID.

Change directories. Enter
cd /opt/avayaZace/bin

Run the restore tool. Enter
./ACE_restore.sh

You are asked if you want to restore the configuration files. Enter y or n.
You are asked if you want to restore the database. Enter y or n.
At the prompt, specify the path to the backup file you want to use.

At the prompt, enter the file name of the backup file. Specify the appropriate backup
file based on the time stamp.

The path and file information you entered is displayed and you are prompted to
confirm. If the information is correct, enter y to start the restore. Entering n returns
you to the earlier prompts where you can re-enter a path or file name.

If you are restoring the database, enter the database user name and password. The
default user is root. If you specify another user, the user must have restore
privileges.

At the prompt, enter the Websphere administrator password.

At the prompt, enter the password associated with the user DN if using IWA
authentication, or the password of bind user DN if using LDAP authentication.

O Note:

The user DN is the distinguished name of the user created in Active Directory
solely for the purpose of creating a keytab file.

The bind user DN is the distinguished name of the binding user on the LDAP
server permitted to search the LDAP directory within the defined search base.

See Avaya Agile Communication Environment™ User and Security
Administration for information on authentication mechanisms used in Avaya
ACE".
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© Note:

If you have configured multiple domains with IWA authentication, you will be
prompted for the password of the secondary user DN also.

12. Whenthe restore tool is finished, you receive a message that the restore is complete
and the ACE system has returned to an operational state. In an HA deployment,
the restored database and configuration files are replicated on the mate host.

Restoring the Avaya ACE network configuration files from a
backup file

Before you begin

« Before proceeding with a restore, you must decide on the restore point you want to return
to and identify the appropriate backup file. Backup files are stored in the location specified
in the backup_options.conf file. The default location is Zopt/avaya/ace/
backups/.

* You must be able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.
When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

About this task
Restore the Avaya ACE network configuration from a backup file.

Each backup file name contains a time stamp and specifies a host type. The network
configuration backup files use the format acenetwork-<timestamp>-
<host type>.tar.gz

host_type can be HostA, HostB, or Standalone. The host_type identifies the source of the
backup file and the restore target. You must perform the restore on the machine where the
backup file originated.

O Important:

You must use the appropriate backup file to restore a HA ACE host type. Use the HostA file
to restore HostA and the HostB file to restore HostB.
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Disaster recovery

Procedure

1. Log in to the ACE host using the root user ID.

2. Change directories. Enter
cd /opt/avayaZace/bin

3. Disable the cluster service. Enter
./aceadmin.sh disable

4. Verify that the cluster service is disabled. Enter
crm status

5. The disable option disables the cluster service, stops the application server on the
active ACE host, and unregisters the floating IP addresses. Verify that the Avaya
ACE application (Appcore and Appuitilities) is stopped on both cluster nodes. Enter

./aceadmin.sh fullstat

6. Extract the backup file. Enter
tar -xvzf /<path>/acenetwork-<timestamp>-<host_type>.tar.gz
-C /

7. If this is an HA deployment, repeat on the mate ACE host using the appropriate
backup file.

8. Reboot the ACE host.

For a standalone deployment, perform the procedure Rebooting the Avaya ACE
host from the command line on page 135.

For a HA deployment, perform the procedure Rebooting both HA Avaya ACE hosts
from the command line on page 136.

Disaster recovery
Before you begin

* A monitor, USB keyboard, and a mouse must be on-site before field services personal
can assist in disaster recovery.
» Customer Specbook specifying IP addresses, passwords and network configuration.
» The three Avaya ACE™ software disks:
- Red Hat Enterprise Linux
- Avaya ACE Software and Installation Tools
- IBM WebSphere
» Avaya ACE backup files.
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About this task

This procedure contains the steps you must perform to restore the Avaya ACE in a disaster
recovery scenario.

O Important:

During this procedure, you will restore the network configuration files and restart network
services. Ensure you have Terminal Console access available prior to executing the network
configuration restore. If preferred, you can execute the procedure from a Terminal Console
instead of using ssh.

Procedure

1. Replace the hardware. See Avaya Agile Communication Environment™ Planning
and Installation (NN10850-004), for a description of recommended Avaya ACE
hardware.

2. Perform the installation of the Red Hat Linux OS as described in Avaya Agile
Communication Environment™ Planning and Installation (NN10850-004).

3. Restore the network configuration files.

a. Copy the Avaya ACE network configuration backup file to /Ztmp on the
ACE server using SecureFTP.

O Important:

In an HA deployment, the Avaya ACE network configuration backup
files are ACE host specific. Use the HostA file to restore HostA and
the HostB file to restore HostB.

b. ssh to the ACE server as root.
c. Extract the backup file. Enter

tar -xvzf /tmp/acenetwork-<timestamp>-
<host_type>.tar.gz -C /

d. Repeat on the mate ACE host.
e. Reboot the ACE host.

For a standalone deployment, perform the procedure Rebooting the
Avaya ACE host from the command line on page 135.

For a HA deployment, perform the procedure Rebooting both HA hosts
from the command line during system recovery on page 137.

4. Install ACE and WebSphere as described in Avaya Agile Communication
Environment™ Planning and Installation (NN10850-004)

For HA deployments, before starting a new installation, you must remove the ACE
installed on the mate node also :

a. Log into the mate node as root user.
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Rebooting the Avaya ACE host from the command line

b. Change directories. Enter cd /Zopt/avayaZace-<release_#>/bin,
where <release_#> is the Avaya ACE software release number.
c. Perform cleanup. Enter ./cleanSys.sh force.

5. Restore ACE. Perform the procedure Restoring the Avaya ACE database and the
configuration files from a backup file on page 130.

6. Restore any custom applications.

Rebooting the Avaya ACE host from the command line

Use this procedure to reboot the Avaya ACE™ host from the command line.

O Important:
This procedure applies to standalone deployments.

For HA deployments, you must remove the Avaya ACE host from the HA cluster before
rebooting.

© Note:

After a power cycle or switchover, licensing alarm display is unstable and may be incorrect
for approximately ten minutes. Delay any licensing alarm management activity for ten
minutes after a power cycle or switchover.

Before you begin
You must be able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root
user.

Procedure

1. Log in to the Avaya ACE host as the root user ID.

2. Reboot the host. Enter
reboot

The host reboots. Connection to the host will be lost during the reboot.
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Rebooting both HA Avaya ACE hosts from the command
line
Use this procedure to reboot both Avaya ACE™ hosts during system maintenance.

O Important:
Connection to the host is lost during a reboot.

Always reboot the idle host before you reboot the active host. Simultaneously rebooting both
hosts causes a system outage.

O Note:

After a power cycle or switchover, licensing alarm display is unstable and may be incorrect
for approximately ten minutes. Delay any licensing alarm management activity for ten
minutes after a power cycle or switchover.

Before you begin
You must be able to log in as the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When logging in as the root user, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands.

About this task
Procedure

1. Determine the idle ACE host.

a. Loginto any host.
b. Atthe command prompt, enter
crm status.

2. Login to the idle host as root user.
3. Reboot the idle ACE host. At the command prompt, enter reboot.

4. Perform a switchover. At the command prompt, enter ./aceadmin.sh
switchover.

The active host becomes idle and the idle host becomes active.
5. Log in to the idle ACE host as the root user.
6. Reboot the idle host. Enter reboot.
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Rebooting both HA hosts from the command line during system recovery

7. Perform a switchover. Enter
./aceadmin.sh switchover.

8. Verify the status of the active and idle hosts. At the command prompt, enter
crm status.

Rebooting both HA hosts from the command line during
system recovery

Use this procedure to reboot both HA Avaya ACE™ hosts.

© Note:
After a power cycle or switchover, licensing alarm display is unstable and may be incorrect
for approximately ten minutes. Delay any licensing alarm management activity for ten
minutes after a power cycle or switchover.
Before you begin

You must be able to log in as the root user.

O Important:

« If direct root login is disabled, log in and change to the root user ID.

* When logging in as the root user, always use the su - root command. Using a dash
ensures that you have the correct environment when entering commands.

« Perform this procedure only during emergency system recovery. Rebooting both hosts
simultaneously under any other circumstance leads to system outage. An example of
an emergency situation is cluster formation failure.

» Connection to the host will be lost during reboot.

Procedure

1. Log in to one of the ACE hosts as the root user.
2. Log in to the second ACE host as the root user.
3. Reboot both ACE hosts simultaneously. On both ACE hosts enter reboot.

Example
Example output.
[root@acegnps2 ~]# reboot

Broadcast message from root (pts/3) (Tue Apr 8 16:12:43 2008):
The system is going down for reboot NOW!
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Broadcast message from root (pts/3) (Tue Apr 8 16:12:43 2008):
The system is going down for reboot NOW!

Broadcast message from root (pts/3) (Tue Apr 8 16:12:43 2008):
The system is going down for reboot NOW!

[root@acegnps2 ~]#

<communication lost at this point>
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Chapter 18: Avaya ACE Migration

The current version of Avaya Agile Communication Environment™ (ACE) is supported on the Red Hat
Enterprise Linux server operating system release 6.0 for a 64-bit x86 architecture. Upgrade from a
previous release of Avaya ACE™ is essentially a migration in which you perform a back up of existing
database and configuration data, install RHEL 6.0, change the network wiring, install the current release
of Avaya ACE, and then migrate the backed up database and configuration data. .

O Important:
Migration to the current release of Avaya ACE is supported only from release 3.0.2.
If Avaya ACE is deployed as part of a Federated Avaya ACE network, you can migrate each federation

node independently. Federated Avaya ACE nodes running different release software will continue to
communicate.

O Important:

The current release of Avaya ACE is not compatible with any AES releases prior to AES release 5.2.3
or AES release 6.1. Before you migrate your ACE you must first upgrade your AES to AES release
5.2.3 SP1 on System Platform 1.1.1 (patch 1.1.1.97.2) or AES release 6.1 SP2 (6.1.0.20). See the AES
documentation for information on upgrading AES.

O Important:

If you provisioned certificates for an Aura TR/87 service provider, and you are migrating to the current
release of Avaya ACE from a previous release, note that certificate management has changed on the
current release of Avaya ACE .

* If you provisioned a single Aura TR/87 service provider: once you have completed the migration,
your Aura TR/87 service provider will be enabled by default.

* If you provisioned multiple Aura TR/87 service providers all of which share the same ACE
Certificate: once you have completed the migration, all your Aura TR/87 service providers will be
enabled by default.

O Important:

If you configured a Cisco Unified Communications Manager (CUCM) JTAPI network element as a
CUCM JTAPI service provider on Avaya ACE, you must preserve the jtapi - jar file by transferring
the file to a remote location while you install the new operating system.

Save the file in Zopt/1BM/WebSphere/AppServer/profiles/AppSrv0l/avaya/lib/ . If the
11b directory does not exist, create it .

If you have not preserved the file, download another copy from Cisco once the migration is complete.
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Once the migration is complete, re-configure the CUCM JTAPI network element. Perform the
procedures under CUCM JTAPI service provider configurationin Avaya Agile Communication
Environment™ Service Provider Administration (NN10850-005).

O Important:

The log file collection settings for performance management logs and the debug logger are not migrated.
Also, the scheduling information for cleanup of historical alarms and audit events are not migrated.
Ensure that you review and record your current log collection settings and scheduling information before
performing the migration.

For information on Avaya ACE logs, see Avaya Agile Communication Environment™ Fault and
Performance Management (NN10850-009).

For information on Audit Events, see Avaya Agile Communication Environment™ Service Provider
Administration (NN10850-005).

For information on alarms and troubleshooting procedures, see Avaya Agile Communication
Environment™ Troubleshooting (NN10850-026).

© Note:

If you use Avaya ACE with IBM Lotus Sametime, you must update the telephony provider module after
you migrate Avaya ACE. See procedure Installing the telephony provider module on the Sametime
server in Avaya Agile Communication Environment™ Service Provider Administration
(NN10850-005).

© Note:

If the Avaya ACE MsgDropBlast service was deployed and in use prior to the migration, then after the
migration, you must manually configure this service again. Note that MsgDropBlast is automatically
installed along with the current release of Avaya ACE, but needs to be manually configured. For more
information see Avaya Agile Communication Environment™ Message Drop and Message Blast
Administration (NN10850-025).

O Note:

If the Avaya ACE Foundation Toolkit application was deployed and in use prior to the migration, you
must uninstall it before you begin the migration. After the migration, the Foundation Toolkit will be
installed as part of Avaya ACE installation.

O Important:

The network wiring specifications have changed from the 3.x release. Ensure that the wiring in your
Avaya ACE 6.2 system matches the wiring shown in Figure 9: High availability network on page 48.
For more information, see High availability network on page 47.

Procedures to migrate Avaya ACE

The following task flows show the sequence of procedures you perform to migrate to the current release
of Avaya ACE.
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Navigation

« Pre migration steps on page 142

« Disabling federation membership on page 143

» Backing up the Avaya ACE database and configuration data on page 144

» Backing up the AIE database and configuration on page 144
« Installing RHEL 6.0 on page 145
« Installing Avaya ACE on page 145

» Migrating Avaya ACE database and configuration data on page 145

 Post migration steps on page 147
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« Discovering and joining the federation on page 148

« Validating the order of federated regions on page 149

« Rolling back the migration on page 149

Pre migration steps

About this task

Ensure that the following conditions are met, before migrating a 3.0.2 system to the current
release of Avaya ACE.

O Important:

If you upgrade your hardware, you must maintain the same Avaya ACE host name and IP
address. In order to migrate your database and configuration data, the networking
information must remain the same.

Procedure

1. For customers using WebLM for license management:

a. Ensure that the existing 3.0.2 licenses are valid and resolve all licensing alarms
in the existing system.
b. Obtain the licenses for Avaya ACE release 6.2.

O Important:
If migrating to a new hardware configuration, you must provide the MAC
address on the new configuration when obtaining the license.

For more detail on License management with WebLM, refer to the Chapter
License management with WebLM on page 107.

2. Check the hardware requirements of the machine and ensure that the minimum
hardware requirements for the current release of Avaya ACE are met.

« For an overview of the hardware requirements, see Hardware requirements on
page 25.

« To determine if your current hardware meets the minimum requirements, run
the diagnostic tool for your operating system. see Checking hardware

requirements on page 70

3. If you are using Avaya Aura® System Manager as a certificate authority for Avaya
Aura® service providers, configure the System Manager certificates after you
migrate successfully to Avaya ACE release 6.2.

If you have already configured the System Manager certificate, you must delete it

and configure a fresh certificate through the GUI after you migrate toAvaya ACE
release 6.2 .
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Disabling federation membership

For more information on certificate management, see Avaya Agile Communication
Environment™ Secure Communication Fundamentals, (NN10850-006).

Disabling federation membership

If your Avaya Agile Communication Environment™ (ACE) host is federated, you must first
disable federation on the host, before you upgrade or uninstall Avaya ACE ™.

Before you begin

« Your Avaya ACE server must be federated (federation must be enabled).

« You must be familiar with the existing federation topology. You must know how many
regions are already a part of the federation, and you must know their names and IP
addresses.

* You must know the ordering of remote Avaya ACE regions within the federation. You will
need this information to confirm that the ordering has not changed after an upgrade or
rollback.

* Your Avaya ACE server must be free of alarms, including federation-related alarms.
* An Avaya ACE GUI session must be open.
About this task

Disabling federation removes your local Avaya ACE region from the federated deployment.
Federation topology data related to federated deployment is also removed. Your Avaya ACE
host no longer belongs to the federation and is removed from the federation view of all remote
regions across the federation.

O Important:

Coordinate removal of your Avaya ACE region from a federation with the administrator of
each remote region in the federation. When your Avaya ACE region is removed from
federated deployment, administrators of remote regions must verify that your region is
indeed removed from their federation view.

Procedure

On the menu bar, choose Configuration and then Server.

1.

2. On the Server page, select the Deployment tab and then the Local Region tab.
3. Set the Federation State field to Disabled.
4,

Click Submit.

The region is no longer part of the federation. Itis also removed from remote regions
federation view.

Planning and Installation November 2012 143



Avaya ACE Migration

Backing up the Avaya ACE database and configuration
data

About this task

Before you start the migration, you must perform a backup of the database and configuration
files for the existing version of Avaya ACE.

To migrate to Avaya ACE release 6.2, you must first install RHEL version 6.0, install Avaya
ACE release 6.2, and then migrate the backed up database and configuration data to complete
the migration process. Therefore, you must have a current backup file.

You can use a backup file created as part of the regular backup process, or you can create a
new backup file immediately prior to the migration. You must transfer the backup file off the
Avaya ACE host to a remote location while you install the new operating system.

For information and procedures on Avaya ACE backup and restore, see Backup and
restore on page 125.

Backing up the AIE database and configuration

144

Use this procedure to create a backup of the database and configuration data of Application
Integration Engine (AIE) 3.x.

Before you begin

* Ensure that you are able to log in to the AIE GUI as root user.
« Ensure that you know the AIE database password.

Procedure

1. Log in to the AIE GUI as root user.

2. On the menu bar, go to Administration > Maintenance.
The AIE Server Maintenance window is displayed.

3. On the AIE Server Maintenance window, enter the AIE database password in the
Database Password text box.

4. Click Create to create backup.
You will receive a confirmation message if the backup is done successfully. Note
the name of the file.

5. Click View to view all the backup files and click the file with the name you noted
down in the previous step.
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Installing RHEL 6.0

6. Alternately, click on Download the latest backup file link.

7. On the resulting pop up window, select Save. Note the path where you have saved
the file. You will need to transfer this to theAvaya ACE server during migration.

Installing RHEL 6.0

About this task

The supported operating system is the Red Hat Enterprise Linux server operating system
version 6.0 for a 64-bit x86 architecture.

To install Avaya ACE release 6.2, you must first uninstall the existing version of the Linux
operating system and then install RHEL 6.0.

Before you begin, ensure that your system satisfies the Linux installation requirements that
are specific to Avaya ACE as described in Installing RHEL 6.0 on page 55.

. ™
Installing Avaya ACE
About this task
After you install RHEL 6.0, install Avaya ACE.

For an HA deployment, you must first configure the HA network.

See High availability network on page 47.

To install the Avaya ACE release 6.2, see:

Avaya ACE installation on page 67.

Migrating Avaya ACE database and configuration data

After you install the current release of Avaya ACE™, perform this procedure to migrate database

and configuration data from the backup file. For HA deployment, migrate this data on the active
host.

Before you begin
Ensure that:

* you are able to log in as the root user ID.
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O Important:

If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.
Using a dash ensures that you have the correct environment when entering commands

as the root user.

« you have transferred the stored Avaya ACE backup file onto the Avaya ACE host. There
is no directory path requirement for the file. The upgrade tool locates the file and performs

a restore operation.

« you define the following parameters. You will be prompted for these values during the

migration.

Parameter

Value

WebSphere primary administrative
account user name

This the WebSphere admin user ID.

WebSphere primary administrative
account password

This is the password for the WebSphere admin
user ID. This is the top level WebSphere user ID
and has full privileges. Use this password to log
in to the WebSphere administrative console.

Database username

This is the root user ID.

Database password

The password for the root database user.

Name of the backup file

Name of the backup file containing the Avaya
ACE release 3.0.2 database and configuration
data.

Location of the backup file

Location where the backup file containing the
Avaya ACE release 3.0.2 database and
configuration data is stored on the local ACE
host.

Authentication type

The authentication type can be internal or
external. Internal authentication uses the Avaya
ACE database credentials to authenticate while
external authentication uses Enterprise
credentials to authenticate.

For more information, see Avaya Agile
Communication Environment™ User and
Security Administration, (NN10850-010).

© Note:

You can change the authentication type
assigned to a user through the Avaya ACE
GUI user management pages.

Procedure

1. Log in to the Avaya ACE host as the root user ID.
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Post migration steps

2. Change directories. Enter:
cd /opt/avayaZace/install

3. Run the migrate tool and follow the prompts. Enter:
-/migrate30to62.sh

Post migration steps

After a successful migration from Avaya ACE release 3.0.2, perform the following steps to
create roles and assign licenses correctly.

O Important:

If you are using Avaya Aura® System Manager as a certificate authority for Avaya Aura®
service providers, configure the System Manager certificates after you migrate successfully
to Avaya ACE release 6.2. For more information on certificate management, see Avaya

Agile Communication Environment™ Secure Communication Fundamentals, (NN10850—
006).

O Note:

After migration, the new system will be ERROR mode since the system will still have the

licenses of the previous release, which are not valid in the Avaya ACE release 6.2
system.

O Important:

License and role management has changed in the current release of Avaya ACE. Perform
the following steps to ensure a smooth transition.

1. Verify manually that the user groups from Avaya ACE previous release have been
properly translated to roles in the current release of Avaya ACE .

2. Ensure that the users belonging to the user group configured for Restful session
control in the previous release are assigned the role Restful_session_control in the
current release of Avaya ACE.

© Note:

In Avaya ACE release 3.0.2, the Restful session control user group is configured
through the AIE GUI on the Applications > Resources > Resource
Configuration page.

3. Verify manually that membership information has been migrated correctly.
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4. Set permissions to roles created by the migration script. See Avaya Agile
Communication Environment™ User and Security Administration (NN10850—010).

5. Apply the newly obtained release 6.2 license. Refer to the chapter License
management with WebLM on page 107 for details on license management.

To make administration of roles and licenses easy, you can perform the following steps:

1. Create new roles and apply the appropriate licenses to the roles. See Avaya Agile
Communication Environment ~ User and Security Administration (NN10850-010)
for tips on how to create roles.

2. Delete the old roles that were created by the migration script.

Discovering and joining the federation

In an attempt to join a federation, you must initially discover the federation through a remote
region, to display the federated view of the specified region. When you actually join the
federation, service provider rules are automatically synchronized across the federation. Your
Avaya ACE™ region is then added to the federation view of remote regions and the federation
view becomes available locally on your Avaya ACE server

O Important:

Before you proceed, ensure that at least one of the remote regions listed in your federation
view has a valid federation topology.

About this task

* Your Avaya ACE host must be successfully enabled for federation.

* You must have determined the IP address of a region in the federation (with a valid
federation view) from which you can discover the federation.

* You must be familiar with the federation topology and must know which regions belong
to the federation.

* An Avaya ACE GUI session must be open.

Procedure

1. On the menu bar, choose Configuration and then Server.

2. Select the Deployment tab and then the Federation tab.

3. Enter the IP address of the region (with a valid federation view) you want to discover
from, in the Address box.

4. Click Discover.

The Federation View pane displays the federation view of the remote region you
chose to discover. This allows you to view the federation and ensure the view is
valid before you actually join in.
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Validating the order of federated regions

5. To join the federation, click Submit.
The federation view of the remote region you discovered is now saved locally. Your
Avaya ACE region has now joined the federation and is simultaneously added to
the remote regions federation view.

Validating the order of federated regions

Discovering and joining back a federation after an Avaya ACE upgrade or rollback, can result
in changes to federation topology and ordering of federated regions. The order of remote
regions within the federation determine the order in which the remote translation rules are used
to manipulate URIs that are a part of web service requests or notifications.

Use this procedure to validate the ordering of the federated ACE regions to ensure that it is
the same before and after an Avaya ACE upgrade or rollback.

About this task
* You must be aware of the topology and ordering of federated Avaya ACE regions before
you started the Avaya ACE software upgrade.
* An Avaya ACE GUI session must be open.

Procedure

1. Onthe menu bar, select Configuration > Service Providers.

2. Click the Remote Regions tab.
The list of remote regions, the service providers in those regions, and their
corresponding details are displayed.

3. Ensure that the ordering of federated Avaya ACE regions is the same as it was
before the Avaya ACE upgrade.

If you need to change the order of remote regions in the federation, see Avaya Agile
Communication Environment™ Service Provider Administration (NN10850-005).

Rolling back the migration

About this task

Perform this procedure if the migration to the current release of Avaya ACE is not
successful.
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To roll back the migration, you must first install the Red Hat Linux operating system OS release
5.4 for a 64-bit x86 architecture, install Avaya ACE release 3.0.2, and then restore the backup
file generated prior to migration.

Use the Red Hat documentation to install and configure the Linux OS.

Use the 3.x version of the Avaya Agile Communication Environment™ Planning and Installation
Guide, (NN10850-004), to install Avaya ACE release 3.0.2.

Transfer the backup file to the Avaya ACE host and perform a restore.

For information and procedures on restoring Avaya ACE, see Avaya Agile Communication
Environment™ Planning and Installation Guide (NN10850-004).
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Chapter 19: Uninstall Avaya ACE™

When working with Avaya support, you may be directed to uninstall Avaya Agile Communication
Environment™ (ACE) and WebSphere.

Uninstall Avaya ACE™ procedures

The following task flow shows you the sequence of procedures you perform to uninstall Avaya ACE.
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Disabling federation membership

Navigation

« Disabling federation membership on page 143

» Checking the high availability host type for Linux on page 154
¢ Uninstalling Avaya ACE and WebSphere on page 154
» System cleanup after uninstalling Avaya ACE on page 155

Disabling federation membership

If your Avaya Agile Communication Environment™ (ACE) host is federated, you must first
disable federation on the host, before you upgrade or uninstall Avaya ACE™.

Before you begin

* Your Avaya ACE server must be federated (federation must be enabled).

* You must be familiar with the existing federation topology. You must know how many
regions are already a part of the federation, and you must know their names and IP
addresses.

« You must know the ordering of remote Avaya ACE regions within the federation. You will
need this information to confirm that the ordering has not changed after an upgrade or
rollback.

* Your Avaya ACE server must be free of alarms, including federation-related alarms.
* An Avaya ACE GUI session must be open.
About this task

Disabling federation removes your local Avaya ACE region from the federated deployment.
Federation topology data related to federated deployment is also removed. Your Avaya ACE
host no longer belongs to the federation and is removed from the federation view of all remote
regions across the federation.

O Important:

Coordinate removal of your Avaya ACE region from a federation with the administrator of
each remote region in the federation. When your Avaya ACE region is removed from
federated deployment, administrators of remote regions must verify that your region is
indeed removed from their federation view.

Procedure

. On the menu bar, choose Configuration and then Server.

1
2. On the Server page, select the Deployment tab and then the Local Region tab.
3. Set the Federation State field to Disabled.

4. Click Submit.
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The region is no longer part of the federation. Itis also removed from remote regions
federation view.

Checking the high availability host type for Linux

About this task

When you deploy Avaya ACE™ in high availability (HA) configuration, the first host installed is
designated as Host A, and the second as Host B. When you upgrade, or rollback an upgrade
on ACE hosts in HA configuration, you must first upgrade or rollback Host A. Use this procedure
to determine which host is designated as Host A.

Procedure

1. Log in to the Avaya ACE host.

2. Open a console window and enter cat /etc/host_type
The file contains information on the host type — Host A or Host B.

Uninstalling Avaya ACE and WebSphere

Use this procedure to uninstall Avaya Agile Communication Environment™ (ACE) and
WebSphere.

If Avaya ACE is deployed in a high availability configuration, you must uninstall HostB first.

Before you begin

* You must be able to log in with the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root.

Using a dash ensures that you have the correct environment when entering commands
as the root user.

 You must know the WebSphere primary administrative account password.

« If Avaya ACE is deployed in a federation, you must disable the federation membership of
the Avaya ACE host before uninstalling.
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System cleanup after uninstalling Avaya ACE

Procedure

1. Log in to the Avaya ACE host with the root user ID.

2. Change directories. Enter:
cd /opt/avaya/Zace/install

3. Run the uninstall tool to uninstall Avaya ACE and WebSphere. Enter:
./uninstall_sh

4. You receive a prompt to confirm the uninstallation. Enter Yes.
5. You receive a prompt to enter the WebSphere primary administrative account

password. Enter the password and then enter it again to confirm.

The uninstallation proceeds. When the uninstallation process is finished, you will
receive a message indicating that setup is complete. The log file is located at /var/
avaya/ace/log/install/ACE_install _log

System cleanup after uninstalling Avaya ACE

The system cleanup tool removes all Avaya ACE™ files and configuration settings from an ACE
host. Use the cleanup tool to:

* revert an Avaya ACE host to its original state, prior to the installation of Avaya ACE.
« complete a failed uninstall

Before you begin

You must be able to log in with the root user ID.

O Important:
If direct root login has been disabled, you must log in and change to the root user ID.

When changing to the root user ID, always use the command syntax su - root. Using a
dash ensures that you have the correct environment when entering commands as the root
user.

About this task
The system cleanup tool performs the following actions:
* removes cluster service packages and configuration
« removes HA configuration data
* removes rsh-server
e removes configuration for mate host network communication
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* removes MySQL server and client

« restores root user shell profile

* removes IBM WebSphere directories
» removes ACE files and directories

The system cleanup tool does not delete the Avaya ACE log files in /var/avaya/ace/log/
and it does not delete any backup files located in the default backup directory. The backup files
are moved to Zopt/avaya/backups .

The command can be used with a -force option. When the -force option is used, the
cleanup tool does not check if Avaya ACE is installed on a mate node (HA deployment).

Procedure

1. Log in to the Avaya ACE host with the root user ID using SSH.

2. Change directories. Enter cd /opt/avaya/ace-<release_#>/bin where
<release_#> is the Avaya ACE software release number.

3. Run the cleanup tool. Enter ./cleanSys.sh

4. You receive a prompt to continue with the cleanup. Enter Yes
You will receive a message when the cleanup is complete.
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Appendix A: Security guidelines in Avaya
ACE

OS Hardening is the process by which you can address security weaknesses in operating systems.

System hardening makes the computer system more reliable, secure, efficient and thereby helps in
optimizing performance.

There are various methods of hardening Linux systems are: applying a patch to the kernel, closing open
network ports, setting up intrusion-detection systems, firewalls, and intrusion-prevention systems. There
are also hardening scripts and tools that can be used to harden the operating system.

This chapter provides information about the hardening guidelines for Avaya Agile Communication
Environment™, including guidelines for:

« Firewall on page 157

* Network access on page 162

 Session Inactivity on page 162

Firewall

Firewall software provides protection to a server from the network. Red Hat Enterprise Linux
(RHEL) has two firewall packages: iptables and iptables—ipv6.

Iptables is used to set up, maintain, and inspect the tables of IPv4 packet filter rules in the
Linux kernel, while the iptables—ipv6 control the IPv6 network packet filtering code.

Use RHEL iptables to configure the firewall on Avaya Agile Communication Environment™.

The following sections lists the recommended firewall rules.

@ Note:
For a list of default ports on Avaya ACE, see the Port Matrix document.

Related topics:
List of IPs for Avaya ACE on page 158
List of firewall rules on page 158
Preventing DoS attacks on page 160
Controlling the firewall on page 161
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List of IPs for Avaya ACE

One of the ways of hardening a system is to allow access to only known IPs.
For Avaya ACE to work properly, ensure that the following IPs are allowed access.

IPs needed for standalone deployments of Avaya ACE

* Service IP
* Local host

IPs needed for high availability deployments of Avaya ACE

* Service IP

* Local host

* Floating IP

* Mate ServicelP
e Mate HA IP

List of firewall rules

You can use the iptables command to list the existing firewall rules.
The command displays the rules in three chains or tables:

* INPUT: for incoming connections or packets

« OUTPUT: for outgoing connections or packets

« FORWARD: for forwarding packets from one host to another

You must be able to log in to the Avaya ACE server as the root user.

Task Command

List firewall rules iptables --list --line-numbers --numeric
including line numbers | You can use the shortened version of the command:
iptables —nL --line-numbers

Start the firewall service iptables start
Stop the firewall service iptables stop
Restart the firewall service iptables restart
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Task

Command

© Note:

Restarting the iptables service reloads the default iptables
rules.

Allow access to an IP

iptables -A INPUT -s IP_Address -j ACCEPT
where IP_Address is the IP to be enabled.

For example:

iptables -A INPUT -s 10.10.10.2 -j ACCEPT

Allow access to a port

iptables -A (INPUT | OUTPUT | FORWARD)-j
ACCEPT —p (tcp | udp) (--sport | --dport)
Port_Number

where Port_Number is the port number to be enabled.

For example:

iptables —A INPUT —j ACCEPT —p tcp --dport
5060

Disable access to a port

iptables -D (INPUT | OUTPUT | FORWARD)-j
REJECT —p (tcp | udp) (--sport | --dport)
Port_Number,

where Port_Number is the port number to be enabled.

For example:

iptables -D INPUT —j REJECT —p tcp --dport
5060

Remove a port from the
firewall

iptables -D (INPUT | OUTPUT | FORWARD)-j
(ACCEPT | REJECT) —p (tcp | udp) (--sport |
--dport) Port_Number

where Port_Number is the port number to be enabled.

For example:

iptables -D INPUT —j ACCEPT —p tcp --dport
5060

Give access to a range
of ports

iptables -A (INPUT | OUTPUT | FORWARD)-j
(ACCEPT | REJECT) —p (tcp | udp) (--sport |
--dport) Staring_Port_Number:
Ending_Port_Number

where Starting_Port_Number is the from port number and
Ending_Port_Number is the to port number.

For example:

iptables —A INPUT —j ACCEPT —p tcp --dport
5060:5100

Disable access to a
range of ports

iptables -A (INPUT | OUTPUT | FORWARD)-j
(ACCEPT | REJECT) —p (tcp | udp) (--sport |
—-—-dport) Staring_Port Number:
Ending_Port_Number

Planning and Installation

Firewall

November 2012 159



Security guidelines in Avaya ACE

Task

Command

where Starting_Port_Number is the from port number and
Ending_Port_Number is the to port number.

For example:

iptables —A INPUT —j REJECT —p tcp --dport
5060:5100

Allow access to
established
connections

iptables -A INPUT -m conntrack --ctstate
ESTABLISHED,RELATED -j ACCEPT

Save the iptables rules
in a file

iptables—save > File_Name

where File_Name is the file containing the iptables rules.
For example:

iptables—save > /root/rules.fw

Restore the iptables
rules from a file

iptables-restore < File_ Name

where File_Name is the file containing the iptables rules.
For example:

iptables-restore < /root/rules.fw

Preventing DoS attacks

160

A Denial of Service (DoS) attack refers to an attempt to make a machine or service unavailable
to the users. Dos attacks are difficult to defend against and potentially costly as DoS attacks
can cause outages of web sites and network services for organizations large and small.

About this task

Use the following rules to prevent DoS attacks:

Procedure

1. iptables -1 INPUT -p protocol --dport port_number -i
interface -m state --state NEW -m recent --set

2. iptables -1 INPUT -p protocol --dport port_number -i

interface -m state --state NEW -m recent --update --seconds

time_interval --hitcount count -j DROP

where,

« protocol is the transmission protocol used. For example, tcp.

« port_number is the port number that must be protected from DoS attacks.

« interface is the network interface involved. For example, ethO.
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e count is the number of requests that is allowed in the time_interval.

Example

The following rules will block all IP addresses which try to connect to port number 25
continuously within 4 SMTP connection within 60 seconds.

iptables -1 INPUT -p tcp --dport 25 -i ethO -m state --state NEW -m
recent --set

iptables -1 INPUT -p tcp --dport 25 -1 ethO -m state --state NEW -m
recent --update --seconds 60 --hitcount 4 -j DROP

Controlling the firewall

Using the same set of iptables commands as in List of firewall rules on page 158 , you can
configure the firewall.

Before you begin

You must be able to log in as root user.

About this task

Use one of the following options to configure the firewall.

Procedure

1. Log in to the Avaya ACE server as root user.

2. Perform these steps from the command line interface:

© Note:

If the file /etc/sysconfig/iptables exists, these rules overwrite the existing
rules.

a. Verify that the firewall is stopped. Enter:
service iptables status

b. Place the firewall rules in a script and invoke the script from the Linux command
line interface.

c. Ensure that the new port settings are correct. Enter:
iptables —nL or service iptables status

d. Enter:
service iptables save
e. Enter:

service iptables start

Planning and Installation November 2012 161



Security guidelines in Avaya ACE

3. (Optional): Reboot the server and the verify that the firewall is started and the port
settings are correct.

4. If the firewall is not running after reboot,
a. Ensure that you can start the firewall from the command line.

b. If you can start the firewall from the command line, enter the command:
chkconfig --level 35 iptables on.

c. Reboot.

Network access

Disable telnet and ftp as these network services are insecure.
Instead use ssh, sftp, and scp.

To remove services, use the chkconfig command.

For example, to remove telnet, use the command:

chkconfig --del telnet

Session Inactivity

You can configure inactivity timeouts for Avaya ACE.

Use the Linux command line interface to modify the default timeouts.
About this task

To set the timeout interval to 300 seconds, enter the following commands:

@ Note:
The Zetc/bashrec file will apply the timeout across the system.

« echo “TMOUT=300" >> /etc/bashrc
o echo “readonly TMOUT” >> /etc/bashrc
« echo “export TMOUT” >> /etc/bashrc
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