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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya'’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Download - Failed to start @ WatChAOg..........cocuuiiiiiiiiecie e e e e e s 95
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Download - Image CheCKSUM EITOI.........uu ittt e e e e e e 95

Download - Largest mem blk DL_SYSMEM_RESERVED...........couiiiiiiiiiiiiiieeieeee e 95
Download - NBU BIOCK ChECKSUM EITOF.......uiiiiiaeiieiiiiiiieiie ettt e e e e e e e e e eeaeaeeea e s 95
Download - NBU DL PROGRAM_STATUS ERROR........uutiiiiiiiieeee et e e e 96
Download - TFTP timeout OR image file NOt fTOUNd............cccooiiiiiiiii e 96
Download - tipXfer fail@.........ccuuiiieeeiiiece e e e e 96
FSH - Error Calling taskLOCK() retUIMS EFTOF.......cooiiiiiiiiiiiiiie ettt 96
FSH - Error Failed to erase flash SECION. ... 97
FSH - Error Failed to [0CK flaSh SECION..........uuiiiiiiee e 97
FSH - Error Failed to program flash...........coo e 97
FSH - Error Failed to unlock flash SECION.........coiuiiiiiiiiii e 97
FSH - Error Failed to write t0 flash addresSs..........oooiuiiiiiiiii e 98
FSH - Time to Download the Image NUMbDEr SECONS.........cciiiiiiiiiiiiiiii e 98
FSH - Time to Program the Image to flash number Seconds.............cccuviiiiiiiiieeee e 98
Reset - Error Failed t0 get the RESET SEM.....c.iiiiiiiiiiiiie e 98
FIash DriVEr WarNiNG MESSAGES. ....cciuuretteiiittiteeiaitteteesatttet e e s atbb e e e e s s bt e e e e s bbe e e e s e s bbeeeeaansbb e e e e aanbbeeeeeaanrreas 99
Download - image type image image version programmed successfully..........ccccovvivrieereeeniiiiicnnns 99
Flash Driver information MESSATES. .....cc.uuuuiiiiiiiiei e e e i e e et e e e e e e e s e e eeeeaeeea e s s e s s b e rreseeaeaeeesasaannnes 99
DOSFS - ErTor File NOL CIOSEA. ... ...ttt ettt e e e e e e e e e e e aaeaes 99
Chapter 20: Hello MOdUIE MESSAQES....ccciii i e e e e e 101
Hello MOdUIE CrItICAl MESSAGES. ... .ueeiiieiiiiiiie ittt e ettt e e e s bbbt e e e s rabb et e e e s abbe e e e e s abbeeeeeaae 101
Hello Module unable to communicate with neighbor(s) unit reset.........cccccveveeeee i 101
HEIO MOAUIE EITON MESSAGES. .. uvveieiieeeeeeie i ittt e e e e e e e s e e et e et e e aee e e s e s ettt e e e e eeaeeeeeasesanntasbeaeeeeaaaaaeas 102
Stack cable Down 1 iS MISCONTIQUIEE. .........uuuiiiiiiiiiiaiii it e e e 102
Stack cable Down 2 iS MISCONTIQUIEE. .........uuuiiiiiiiiieaiei et e e e e 102
Stack cable Up 1 iS MISCONTIGUIEA. .......coiuuiiiiiiiiiii e e e 102
Stack cable Up 2 iS MISCONTIGUIEA. ........oiuviiiiiiiiiiiie et 102
Hello Module iNfOrmMation MESSAQGES. .. .. uuuriiiieeee e i iieitie et e e e e s e e se s e e e e aee e s e s an st rereaeeaeeesaeannnnrnrenes 103
Downstream stack direction is down cable removed or neighbor powered off...............cccovvvveeeen.n. 103
Downstream stack direction iS MiS-CONfIQUIEd............cooiiiiiiiiiiiiiii e 103
Downstream stack direction is up cable inserted or neighbor powered ON.............ococcviiiiiieeinaenn. 103
Upstream stack direction is down cable removed or neighbor powered off............ccccociiiiiie 104
Upstream stack direction iS MiS-CONIQUIEM...........cccviiiiriiiiiiieii e 104
Chapter 21: IGMP MESSAGES ..ottt ettt ettt et e e e e e e e e e e e e et s bbb e s e e e e e e e e e e eaaeeeas 105
IGMP CIItICAl MESSAGES. .. eeeiieiit ettt e e e e e e oo bbbttt et e e e e e e e e e st bbb e e e et e e e e e e e e aeaannnbbsbneeeeeas 105
IGMP Initialization failed Error coOde errCOde. .........ueiiiiiiaiiiiiiieeieeee e 105
IGIMP WAINING MESSAUES. ...t eteetiitetee e ettt e e ettt e e ettt e e e e aa b et e e e ok b et e e e e aa b b et e e e ek b et e e e e aabb et e e e e nnbb e e e e e anbbeeeeeannes 105
IGMP Error sending database from Unit UNIt............oooiiiiiiiiii e 105
IGMP Error sending group database from UNit UNItH............ceeviieeeiiiiiiiiiieecccee e 105
IGMP INfOrMALION MESSAGES. .. . uutiiiiiiiieiee e e e e i e e ettt e e et e e e e e e e e e et eereeaaeeeaasaaaasteeaaeareaaeeeeessaaasnsenrneeeeees 106
IGMP Added reserved MUltiCaSt AddreSS. .......ccuiiii i 106
IGMP Exceeded reserved multicast address range #Addr numResAddrEntries+1 * #VLANs
NUMACEIVEVLANS MaXRESEIVEARANGE. ... ..ceiiiiieee e i i ettt e e e e e e e e e e e e e e e e e e e e e s e s st s raraaaaaeaaas 106
IGMP Maximum number of igmp enabled interfaces reached.............ccccvveevevieeeeiiiicceee e, 106
IGMP No hardware resource available.................ooiiiii e 107
IGMP Proxy disabled 0N VLAN VIANH ...ttt e e e e e e e e e 107
IGMP Proxy enabled 0N VLAN VIANH.........ooiiiii ettt 107
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IGMP Query Time set to NUM 0N VLAN VIANH........oooiiiiiiiiiiee e 107

IGMP Removed reserved MUltiCast addreSS. ........ccoiiiiiiiiiiiiiiiee e 108

IGMP Robust Value set to num on VLAN VIAN# ... 108

IGMP Snooping disabled on VLAN VIBNH ...t 108

IGMP Snooping enabled on VLAN VIANH...........coooiiii e 108

IGMP SSM RANGE ChANGET. ... ...eiiiiiiiiiiie ittt et ettt e e e e e e st eee s anneeeas 108

IGMP Unable to add reserved multicast 8ddreSS...........cccoiiiriiiiiiiiiieeeiieee e 109

IGMP Unknown Multicast Filter disabled.............cooiiiii e 109

IGMP Unknown Multicast Filter enabled..............cooii e 109

IGMP V1 rOULET POIS MEASK......eiiiriiiiiiieiiie ettt s e e s s e e e nenee e e 109

IGMP V2 FOULET POIES MASK. ...eeieeiiittiiee ettt ettt e sttt e e s st e e e s bt e e e s sbbe e e e e s snbaeeeeeasaeeeeesane 110

Chapter 22: IMC MESSAGES . ....cieeeieeeeeieee ettt ettt et et e e e e e e e e e e e e e s e e s s bbbbbaeeeseeeees 111
IIMC CIIEICAI MESSAGES. ... ettetee ettt ettt e ekttt e e ekt e e e e h b et e e e ek et e e e st e e e e e e bt et e e e e annbe e e e e nnes 111

IMC buffers of size buffer size have been exhausted buffer pool size pool size...........ccccoeevnnnnnne 111

(O P o] KT i S | 0 (ST = o [ U RPPPR 113
[P INfOrMALION MIESSAGES. .. eteiiiee ittt e ettt ettt e ettt e e ekttt e e e sttt e e e e et bb et e e e antbeeeeesantaeeeeeaasbaeeeesannaeeeeeanns 113

IPT BootP Disabled (response not received from SEIVET)........c.uuvieiiiiiiiiiiiieii e 113

IPT IP Address changed by BOOTP SEIVET.........uuiiiiiiiiiee ittt 113

GateWay 1P ChANGEA. ... e 113

SEACK 1P ChANGEA. ...t e et e e e e s sabae e e e an 114

V1 (ol g ol =Yg T [T PRSP 114
Chapter 24: IPFIX MESSAGES . ...outiiiiiiieee ettt ettt e e e e e e e e e e e e e e e e ar e 115
IPFIX INfOrMEALION MESSAGES. ...ccitteeieeiiitiet ettt ettt e et e e et e e e ekt e e e e st e e e e e e st et e e e e annb e e e e e nnes 115
IPFIX €NabIe fAIIUIE... ..ottt e st e e e e e e e aaes 115

IPFIX enable fail Since NSNA €NabIe.........cooiiiiiiiiiiii e 115

Chapter 25: IPMC MESSAGES .....uttiiiiieaeeeee ettt e e e e e e e e e e e e e e e e e be e 117
IPMC WAIMING MESSAGES. ...cutteeteeiitteeeee ittt e e sttt e e s st e e e e sk s e et e s s b e et e a1k b e e et e e s bb e et e e e asbn e et e e asb s e e e e s nnnnneeeas 117
IGMP Maximum number of igmp enabled interfaces reached.............ccocceoiiiiiii 117

IPMC iNfOrmMation MESSAGES. ... ..eeeiiiiieiiie ittt st e e s e e e e e s sene e s ssne e s sene e e sneeens 117
IGMP No hardware reSoUrce available.... ... 117

IGMP SSM RANGE ChANGET. ... ...eiiiiiiiiiiie ettt e et e e e st e e s annneeeas 118

Chapter 26: IPSG MESSAGES . ....cciiiiiiiiiieiiieiitb bttt ettt e e e e e e e e e e e e e e e e e e s s b bbb a e seeeees 119
IPSG INfOrMALION MESSAGES. ......tteieeiiitie ettt e et e e ekt e e e e s bt e e e e b e e e e e et et e e e e b e e e e e annnes 119
Cannot disable IP Source Guard on Unit Unit# POrt POrt#..........cccueveeiiiiiiiieiiiieee e 119

IP Source Guard disabled on Unit Unit# POrt POrt#H..........occveeeiiiiiieeeiie e 119

IP Source Guard enabled on Unit unit# POIt POrtH.........c..uvviieiiiiee s e e e e e e e e 119

IPSG Insufficient resources available to enable IPSG on port unit# port#........cccccceeeeeeiiiiiiiinennnnn. 120

IPSG nvRam file error paraml paramz2 Parama3...........ccoouereeeriiirrieenaireee e e s 120

IPSG Reached Max. IP entries supported on thisS port POrt#...........cc.evveiiiiieiieniiiiie e 120

IPSG Reached Max. IP entries supported on this port unit# port#.............cococeevoiiiiiiciiinciieeee, 120

IPSG Resource allocated for POIS UNItH POMH........cooiiiiiiieiiiiiiiie et 121

Chapter 27: IPVO MESSAUES. .. uuutiiiiiiiiiiiieeeieae e e ettt e et e e e e e e e e e e e e e e e e e a s annes 123
IPV6 INfOrMALION MESSAGES. ... tieeieeiiiteie ettt ettt ettt e st e e e e e e s e st e e s e e e e e e e e e e ennneas 123
Duplicate address deletion failed ipV6_adadress..........cooiiiiiieiiiiiiiieiiiieee st 123

Duplicate address detection succeeded ipV6_address...........ccoiiiiiiiiiiiiiiieiiiiiee e 123

IPv6 Forwarding disabled due to inadequate liICENSE...........coocviiiiiiiiiic e 124

Chapter 28: L3 Manager MESSAQgES . .uuuuuuuuuaaiieaaeeeeaeteeeeeeeattnnnnnaaaaaaaeaaaeeeeeeeerernnnnnnns 125
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L3 Manager iNfOrmMation MESSAUES. ......uuteiiirieiieiiiiretee ittt ettt e e st e e e e e e s et e e s as e e e e e b rr e e e e e nnnrees 125

ECMP features disabled due to inadequate liCENSE. ........cuuviiiiiiiiiiee e 125

Failed ARP add ip addr OXFFFFFFFF to HW hw error Code............cocoiiiiiiiiiiii e 125

Failed MVLAN( vid ) L3 ip @ddr ip MaSK.......cccuiiiiiieiiiiee e 125

Failed to create IP intf vid ip addr in HW hW €rror COUE........coiuuiiiiiiiiiiiii e 126

Failed route add <ip addr/ip mask> to HW <hw error Code>...........cccooiiviiiiiiiiiineeiiiiiee e 126

IP blocking NOW 1 2 (1=0ON 220FF).....iiiiiiiiieiie ettt ettt 126

Maximum number of dynamic routes reached..............cooiiiiiiiiiiiiiic e 126

Chapter 29: LACP MESSAQES . ..uuuuuiiiiieieeeeeeeee ettt a e et e e e e e e e aaeaee e e st aaaaaeaeaaaaeeeees 129
LACP iNfOrMatION MESSAGES. .. eieiiutiiiiieiitiiiee ettt e e e sttt e e e ettt e e e s bt e e e s st be et e e e abbeeeeesanbaeeeeeaabbeeeeessnnbeeeeeanns 129

LAC MLT error on far @Nd. 0 = 0 = 0..eeveieiiiiiiieiiie ettt 129

LAC No more trunk group available for LAC. 0 - 0 - O..ccooiiiiiiiiiiiie e 129

Chapter 30: MLT MBS SAQES. ...uuuuuuuuiiaiiieeeeeeeetee et eeettt e e e e e aaeaaeeaeeeeaasr e e aaaeaaaaeeeees 131
MLT INOIMELION MESSAGES. .. e eveeiiieie ittt ettt s e e st e s e e et e e snn e e s ne e e e nnneeesnneeeneneeees 131

MLT ID# failed configuration verification. Error # error NUML.......c..oeeiiiiieiieiiiiiiee e 131

IMLT NV BB ©ITOT ..tttk b e st et e st e et e b e e s 131

Chapter 31: MDA MESSAGES ...ci i it eiuiutiiiiittitte ettt ettt et e e e e e e e e e e e e s s s s s s bbbbbeee e e e e e eeeaaeeeaaeeeas 133
MDA INTOIMALION MESSAGES. ......ueeiiiiiii ettt s e e st e e et e e e s sea e e e sie e e s snne e e sneeeas 133

%S card iNSerted (IN UNIT Z0S)......c.uuie it e e s e s e e e snneeaas 133

%s card removed (FrOM UNIE Z0S)......ccei ittt e e e et e e e e b e e e e enneee 133

Warning %s card unsafely removed (from UNit 20S).........ccoiiiiiiiiiiiiiiiee i 133

Warning failed to connect to %S card (i UNIt 20S).......ccoeeiiiiiiiiiiiiiieiee e 134
Chapter 32: MUltiCONTig MESSAQES....cciii i e e e e e e e e e e ees 135
MultiConfig iNfOrMatioN MESSAGES. .......ccviiiiiriie ettt e e e e 135
Backup configuration block # block_NUMDBEr iN USE........coccuiiiiiiiiiiii e 135

Backup configuration restored from primary configuration block # block_number...............c.c......... 135

Backup configuration updated for next active configuration block # block_number........................ 135

Backup Configuration Version iS UPAATEA. ..........c.uuriiiiiiiiiieeiiie ettt 136
Configuration saved to nv block # block_number...............cooo 136

Error loading backup configuration block # block_number............ccocooiiiiiiin e 136

Error loading configuration DIOCK Q0d...........oouuiiiiiiiii e 136

Error loading primary configuration block # block_nUMDBET.........c..cooiiiiiiieii e 136

Error saving configuration to block # block_number...........c.ccoeviii 137

Invalid Configuration BIOCK NUMDET 90d..........ccuviiiiiiiii e 137

Invalid Configuration Magic NUMDET ... 137

Invalid Configuration Version NUMDET ... 137

Loading configuration block # BIOCK_NUMDET..........ueiiiiiiiiie s 138

Primary Configuration files are corrupted. Restored to default............cccoooiiiieiii i, 138

Primary Configuration Version is UPated............ccueiiiiiiiiiiieiiiiie et 138

Restore Backup Configuration to Manufacture Default..............ccccoviiiiiiiiiiiiiiiecee e 138

Restore Primary Configuration to Manufacture Default....................cocooiiiii e, 139

Toggle the Agent Primary IMage.........cooi ittt e et e et e e e s sbbeeea e 139
Chapter 33: NUQC MESSATES......cciiiiiiiiiiiiiiiiiiaas e e e e e e e e ee e et eeeettanaaaa s e e e e e eeaaeeeeeeeesssannnnnnn s 141
NUQC INfOIMALION MESSAGES. .. . eeteeiiitieeee ittt e e ettt e e et e e ettt e e e et et e e e e et et e e s e bt e e e e aab et e e s e nbe e e e e e nnnreas 141

N (U@ T O B 15T o] L= o F TP PPPTRTTR 141

NUQC - ENADIEA. ...ttt e e sttt e e s 141

NUQC - Execution of the cli template failed. ..o 141
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NUQC - Execution of the cli template SUCCEUEM............cooiiiiiiiiiiiii e 142

Chapter 34: OSPF MESSAQES . .uuuuuiiii i i i i e e eee ettt e e e e e e e e e e e e e e e et eaaaaaaaaeeeeeeennnnns 143
OSPF INfOrMAtION MESSAGES. ... teiiiei ittt ettt e et e e e e et bt e e e e et b bt e e e et bt e e e e snbb e e e e e anbeeeeeannnees 143
Ospf Area Mismatch RxArea ra.rb.rc.rd IntfArea ia.ib.ic.id. ... 143
Ospf Auth Failed IPAAAr 18.0D.0C.I0. .....ooiiiiiie e 143
Ospf Auto Virt Link Failed area al.a2.a3.84 rtid rL.r2.r3.14 . ...ccooiiiiiiiiiiiceeeee e 143
Ospf Cost Exceeds Limit Skip route Lsid 11.12.13.14 Adv-rtr al.a2.83.84..........ccoocveeeiiiiiieeeiiiiieen 144
Ospf Enable Failed as Resource Unavailable...............c.coooiii e 144
Ospf Hello: Rld Same as Neighbor: rtid <r1.r2.r3.r4>, IpAddr <il.i2.i3.i4>.......ccccoveiiiiiiiiiiiniiinnnn, 144
(OS] o) I o LAV Y oo [T @1 g = T o = PSPPSRI 145
Ospf Invalid packet received: Pkt type <OSpfPacketTyPe>........ccocviiiiiiiiieiiiiiieeece e 145
Ospf License Is Missing, Disable OSPF ... 145
Ospf Nbr State Change: rtid <ra.rb.rc.rd> ipa <ia.ib.ic.id> state <neighborState>........................... 145
Ospf Netmask Mismatch in Hello IpAddr ia.iD.iC.id............cccoiiii 146
Ospf Option Mismatch in Hello IpAddr ia.ib.ic.id RxOption optionVal IntfOption optionVal.............. 146
Ospf Virt Nbr State Change: rtid <rl1.r2.r3.r4>, virtAreald <v1.v2.v3.v4>, state <neighborState>... 146
Chapter 35: PIM MESSAUES. .. uuutiiiiiiiiiiiiiiiee e ettt e e e e e e e e e e e e e e e e s s s s annes 147
PIM INTOIMATION MESSAUES. ... eeieiiutiiieee ittt ettt e e ettt e e e et et e e e st et e e e e ek b e et e e e s bbbt e e e s aabee e e e e aabbe e e e e e anneeeeenan 147
PIM E-BSR CRANQJE. ... ..ot 147
Pim Invalid paCKet rECEIVEM. .........oooiiii e 147
Pim License IS MiSSiNg DiSADIE PIM......c.ouuiiiiiiiiiiiee ettt enneee e 147
1Y (oTo [T O g T T o To = PRSP 148
Pim NI State Change UP... ..ottt e e e e s snre e e e e 148
PIM Neighbor Status Change DOWN. ..........uuiiiiiiiiiie ettt e e et r e e s e e e e e 148
PIM RP tYPE STALE......ooiiiiii e 149
Pim UNICaSt rOULE CRANGE........oi it 149
Pim Virt NDr State Change Up........ueeiieiiiiiiiee ettt e et e e e e sab e e e s abaeeeeeannes 149
Pim Virt NDbr State ChanQge DOWN.........c.uuiiieiiiiie ettt e e et e et e e e e e nntre e e e e anbeeeeeenneees 149
Chapter 36: POE MESSATES. ...cciiiiiiiiiii ettt e e e e 151
POE iNfOrmation MESSAJES. .......coiiiiiiiiie it e et e s s e e e 151
POE Main POWEr USAGE Off.......ooiiiiiii ittt 151
POE Main POWET USAGE ON....eiiiiiiiiiiiiee ettt ettt e e e sttt e e e st e e s annba e e e e s nneeeee s 151
POE MOAUIE RESEL.......eiiiiiiii ettt ettt ekt e bt ea et e e snne e enee s 151
POE Port Detection Status port# Status POWETSTAIUS. .........vvveeiiiiireeeiiiie e 152

PoE The PoE power limit for port unit port has been changed to x Watts based on IP phone
(o [TY o0}V YT~ 11 0o [ PRSP 152
PoE The PoE priority for port unit port has been changed to x based on IP phone discovery settings 152
PoE The PoE power limit for port unit port has been restored to previous value x Watts................ 153
PoE The PoE priority for port unit port has been restored to previous value X............cccccvveviiinnnenn. 153
The IP phone PoE limit has been changed to x Watts due to the stack modules configuration....... 153
Chapter 37: POrt MirrOring MESSAQES . ....uuuuiiiiiieiiiiiieeeeieiit e e e e e ee e e e e e eatae e e e ae et eeaeeaananns 155
Port Mirroring infOrmMation MESSAGES. ......iuueiiieiiiiie ettt e ettt e et e e e s e e e s enba e e e s anbbeeeesannaeeeens 155
PM in port mirroring the old data were modified - feature Allow Traffic in mirror port was added.... 155
PM in port mirroring the old data were modified - feature Many to Many was added...................... 155
PM in port mirroring the old data were modified - feature Many to One was added........................ 156
PM in port mirroring the old data were modified - feature Many to One with 128bits was added.... 156
PM in port mirroring the old data were modified - mode type was out of range................ccccvvvvnnen. 156
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PM in port mirroring the old data were modified - monitored portA was out of range...................... 157

PM in port mirroring the old data were modified - monitored portB was out of range...................... 157
PM in port mirroring the old data were modified - NVRAM file structure was changed.................... 157
PM in port mirroring the old data were modified - probe port was out of range...........cccccveviiinenenn. 158
PM some port mirroring messages were stored to be displayd with delay...........ccccccvviiiiiieiiiinnnn, 158
PM unable to create mirror for instance instance number due to lack of available filter resources. 158
Chapter 38: QOS MESSATES. ... uuiuiiiiiiiiiiiiiie e e e e ettt e et et e e e e e e e e e e e e aae e e s s s s anan 159
QOS CIILICAI MESSAGES. ... ettt ettt ettt e e oo bttt o4 e ab et e e 1k et e e s ekt e e e s anbb e e e e e nnneeee s 159
802.1p user priority mapping modifications NOt SUPPOIEM. ..........ccovvriiiiieiiiii e 159
Access assignment modifications NOt SUPPOIEM..........c.euviiiiiiieiiee e e e e 159
Access element modifications NOt SUPPOIEd.........ccoeiiiiiiiiiiiiiiiei e 159
Base action modifications NOt SUPPOITEA. ..........uiiiiiiiiiieiiiiiii et 160
Classifier block modifications NOt SUPPOIEd.......cooiiiiiiiiiiiieeie e 160
Classifier component modifications NOt SUPPOIEd. ..........eviiiiiiiiiiiiiiiii e 160
Composite filter set addition failure comp filter Set UnKNOWN...........ccooviiiiiiiic 160
Composite filter set addition failure replication failure.............ccooiiiiii e 161
Composite filter set addition failure seed filter Set UNKNOWN...........cooiiiiiiiiiiiiiei e, 161
Composite filter set creation failure replication failure.............ccccooiiiiii i 161
Composite filter set creation failure seed filter Set UNKNOWN.............oeeiiiiiiiiiiiii e 161
Composite filter set deletion failure comp filter set unknown..............ccocoiii 162
Composite filter set deletion failure seed filter sSet UNKNOWN............ccooviiiiiiiiiic e 162
CoS shaping modifications NOt SUPPOITEA. .......covuuriiiiiiiiiiie ettt 162
Count action modifications NOt SUPPOITEd........eeiiieeeeiii i e e e reaaeee s 162
Data model version attribute value Not SUPPOIEA............uuuiieiiiiiiiiiiiii e 163
DSCP mapping modifications NOt SUPPOITEA..........cuurriieiiiiiiieeiiiie et 163
Filter manager internal error @NCOUNTEIEd. ...........cooiiiiiiiiiiii e 163
Filter manager request parameter iINVAlId.............coooiiiiiiiiiiie e 163
Incompatible data model version values (referenced clfr data)...........cccccveveveeeeeeiicicieeeeeee 164
Incompatible data model version values (referenced meter data).............cccccvvveeeieeeeee i, 164
Inconsistent classifier component ( clfr comp# ) state detected............ocovvveeeiiiiieii e 164
Interface action extension identifier INVAlId.............ocueiiiii e 164
Interface action modifications NOt SUPPOITET.........coiiiiiiiiiiiiiiii e 165
Interface application modifications NOt SUPPOITEA...........ccvviiiiiiiiiiieiie e 165
Interface assignment modifications NOt SUPPOIMEd........cceeieiiiiiiiiiiiiiic e 165
Interface queue modifications NOt SUPPOIEd........ceiiiieeiiiiiiiiiieeee e e 165
Interface shaping modifications NOt SUPPOITEA..........ccvveiiiiiiiiiiie e 166
Invalid classifier ID SPECITIEU. ..........eiiiiiiii e 166
Invalid classifier reference (UNKNOWN ClaSS).........c..ooiiiiiiiiiiiii e 166
Invalid datapath identifier SPECIfIEd...........eoiriirii e 166
Invalid master block member value SPECIfied............uuuiiiiiiiiiii e 167
Invalid option specified for BcastFrames attribute............ccvviiiiiiiiiiei e 167
Invalid option specified for KnownIpMcast attribDUte..............eeeiiiiiiiiiiiiice e 167
Invalid option specified for KnownMcastFrames attribULe. ... 167
Invalid option specified for KnownNonlpMcast attribute...............ccocoi e, 168
Invalid option specified for KnownUcastFrames attribute.............cocovveiiiieiiiiciiee e 168
Invalid option specified for NONIPPKE attribULE. ..........oviiiiiiiie e 168
Invalid option specified for UnknownMcastFrames attribute.............ccccvveiiiiiiiiii e, 168
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Invalid option specified for UnknownNonIpMcast attribULe. ............ooooiiiiiiiiiiiie e 169

Invalid option specified for UnknownUcastFrames attribute..............ccccooviiiiieiiiiiieece e 169
Invalid resetToDefaults value SPeCIfied.............cociiiiiiii e 169
Invalid unknown access assignment entry state encountered ( entry state )......ccccceeveeeeevviiicnvnnnnen. 169
Invalid unknown access element entry state encountered (entry state )..........cccccvvvieeireieeeeneiiiinnns 170
Invalid unknown action entry state encountered ((€ntry State )........cceveeeeeeiiiiiiiiiiiiiiieeeee e 170
Invalid unknown classifier block entry state encountered ((entry State )........ccccceeevviiiiiiiiiiieneeenennn, 170
Invalid unknown CoS shaping entry state encountered ( entry State )........cccccevriirveeriiiieeee e, 170
Invalid unknown DSCP mapping entry state encountered ( entry State ).........cocceeiiiiieeeeiiiiieeeennns 171
Invalid unknown entry state (class class# ) encountered (entry State )........cocvveeeiiiiiieeeiiiiieeeennns 171
Invalid unknown interface action entry state encountered (entry state )......cccccceeevveiiciiiiieineeeeeeenn, 171
Invalid/unknown interface app entry state encountered (<entry state>).........ccccceevviiiieeeiiiiineeeinnnnn, 171
Invalid unknown interface assignment entry state encountered ( entry state )..........cccoeeviiviviienneen. 172
Invalid unknown interface queue entry state encountered ( entry State )........ccccevveiiiviiiiiineeneeennnn. 172
Invalid unknown interface shaping entry state encountered ( €NtrY# ).....coocveeieiiiiiieieiiiiieeee e 172
Invalid unknown IP filter entry state encountered ((€ntry State )......cccveviiiieiieiiiiiiie e 173
Invalid unknown Layer 2 filter entry state encountered ((entry state ).......ccccccvveeeeeiiiivciiiiiiieeneeeeeenen 173
Invalid unknown meter entry state encountered ((€ntry State )..........ccoovvviiiiiiiiieeiee e 173
Invalid unknown policy entry state encountered ( entry State )........cccvveviiiieiieiiiiiiiee e 173
Invalid unknown queue set assignment entry state encountered ( entry state )...........oooeevvivieeeenn. 174
Invalid unknown queue shaping entry state encountered ((€ntry State )........cccccvvvveveeriiiieeeeiniiinnen. 174
Invalid unknown queuing discipline enum specified ( queuing disCipling ).......ccccccevviiiiiiiiiiiieeenns 174
Invalid unknown role combination entry state encountered ((entry State ).....cccccceevvevecviviieeieeeeeeennn, 175
Invalid unknown System filter entry state encountered ((entry state ).......cccccveeeeiiiiiiiiiiiiiieieeeeeeee, 175
Invalid unknown token bucket entry state encountered (entry State ).........cccceeeeriiiiiiiiiiiiieenneeeen, 175
Invalid unknown user policy entry state encountered ( entry State ).........cccovveviiiiiiiniiiiieee e 175
Invalid unknown 802.1p user priority mapping entry state (entry state ).........cccoccveveeriiiieeeeiiinnnn. 176
IP classifier modifications NOt SUPPOITE.........ciiiiiiiiiie e 176
Issue detected restoring QPA data from NV (Class ClasSH ).....uuvvvurririieeieiiiiiiiiieeieeee e 176
Issues detected with QoS operational mode disable (IfCS# IfCS)....ocoiiiiiiiiiiiiiiiieii e 176
Issues detected with QoS operational mode enable (IfCS# IfCS).......ccoviiiiiiiiiiiiiieee 177
Layer 2 classifier modifications NOt SUPPOIEd........coieiiiiiiiiiiiiiiiiiii e 177
Meter modifications NOt SUPPOIEM............ooiiiiiiiiie e 177
Modify the pattern data or use the correct data format.............ccveroiiiriciiice e 177
Policy modifications NOt SUPPOIEA.......c.c.vueiieiiiiiiie ettt e e et e e e e eeeeeanes 178
Post-join policy installation issue detected (IfC IfCH )...oovvviiiiiiiiii e 178
Potential inconsistent access elem state (Undo fail) detected............cccuvveeiieiiiiiiiiiiiiiiiieeeeee, 178
Potential inconsistent block state (Undo fail) detected..............cooviiiiiiiiiiiiieiiiecc e 178
Queue set assignment modifications NOt SUPPOIEd..........uvvveeiiiiiiieiiiiii e 179
Queue shaping modifications NOt SUPPOITEM........cciiiiiiiiiieiiiiiie et 179
Resource alloc event timeout (tgt all apps except Q0S AgENt rCV VENt )......uvvevveeeeeeeeiiiiciiiiineenen 179
Role combination modifications N0t SUPPOIEA...........uuviiiiiieieeiiiiiiiee e e e e 179
Specified filter information NOt FOUNG............ooiiiiiiiiii e 180
Specified filter manager resource INVAlIG.............ooiiiiiiii e 180
Specified filter manager resource uninitialized................cocooiiiiiiii i 180
Specified policy identifier (COOKIE) INVALI. ........coouuriiiiiiiiii e 180
System classifier modifications NOt SUPPOITEA..........uuviiiiieeeiiriiiiiiee e e e e e e 181
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Token bucket modifications NOt SUPPOITEM. ........oouuiiiiiiiiiiie e e e 181

Unable to complete requested access asgn system operation ( 0per type ).....ccccuvvvveeeeeeeeeeennnninnnns 181
Unable to complete requested policy system operation ( operation type ).......ccceevvvveeeeriiiieeeenininnn, 181
Unable to compress specified POlICY CIItEIIA...........ciriiiiiiieiie e 182
Unable to create action fOr aCCESS ElEMENT...........cciiiiiiiiiiiie e 182
Unable to create classifier block entry for access element............occuvvvveiiiiiiiie i 182
Unable to create classifier component entry for access element..........ccccovvvvvveiiiiieic e 182
Unable to create DS MF classifier for access €lement...........coocuiviiiiiiiie i 183
Unable to create L2 MF classifier for access element............coiiiiiiiiiiiiiii e 183
Unable to install access element - component Creation iSSUE...........ccovvviirreeenieee s 183
Unable to locate corresponding DS L2 aCCESS €leMENTS.........coeiiiiiiiiiiiiiiiies e 183
Unknown access assignment entry specified ( €Ntry# )...ocveveeo e 184
Unknown access element entry Specified ( @NIIYH ). 184
Unknown action entry SPeCified (( @NIIYH )...coiiuiiei i 184
Unknown classifier block entry Specified (( @NIrY#H ).....ooeeeiiiiiiii e 184
Unknown classifier component entry specified ( €NtrY#H# ).....coooviiiiiiiiine e 185
Unknown CoS shaping entry specified ( €Nntry# COS )...covouiiieeiiiiiieeeiiiie e 185
Unknown count action entry Specified (( €NTIYH )u.eevieee e 185
Unknown DSCP mapping entry SPeCified (( €NIIYH )....coooueeiieiiiiiiie et 185
Unknown entry (class class# ) SPeCified ((ENIIYH )....vvoiiieeiieieie et 186
Unknown incompatible token bucket reference specified..............ccccoiiiiiii 186
Unknown interface application entry specified ( €Ntry# ).....ccueeeieiiiiiii e 186
Unknown interface assignment entry specified ( €Ntry# ... 186
Unknown interface queue entry specified (IfC qUEUE Id ).......cooiiiiiiiiiiiiii e 187
Unknown interface shaping entry specified ( €Nry# ).......ooooiiiiiiiiiii e 187
Unknown IP classifier entry Specified ( €NTIYH ... 187
Unknown Layer 2 classifier entry specified ( @Ntry# )........ccoooiiiiiiiiii e 187
Unknown meter entry SPeCIfied ( €NIIYH )...oc.eei i 188
Unknown policy entry SPeCified ( @NTIYH ). 188
Unknown queue set assignment entry specified ( €Ntry# ).......ooooiiiiiiiiiiiee e 188
Unknown queue shaping entry specified ( €ntry# QUEUE ).......c.cccueveeiiiiiireeniiiiee e 188
Unknown role combination entry specified (role comb id )........coocviiiiiiiiiiiiiniie e 189
Unknown System classifier entry specified ( @Ntry# )........ccoooiiiiiiiiii e 189
Unknown token bucket entry Specified ( ENIIYH ). ...t 189
Unknown unsupported ROWSEatus SPECIfIEd.........coiiiiiiiiiiiiiiice e 189
Unknown user policy entry SPeCIfied (( €NIIYH )..ovoi it 190
Unknown 802.1p user priority mapping entry specified ( €NIrY#H ).....ooovvieeeiiiiieeeeiee e 190
Unsupported IPv4 Options value SPECIfI@d............uviiiiiiiiiiiiiiie e 190
User policy modifications NOt SUPPOITEA..........cocueiiiiiiiiiii e 190
QOS WAINING MESSATES. ... eeeetuttteteeiitteete e ittt eteesaateeeeeeaasbe e e e e a1 bae et e e s asbe e et e e s bbb et e e s aabbb et e e s aabbe e e e s annbbeeeesannnaeeas 191
Access assignment modification support IMIted.............eueeivieieeeiiiiiie e 191
Access assignment name contains unacceptable characters..........ccoocooeeiiiie i, 191
Access assignment name length outside of acceptable lImitS............ccccvvveiiiii e 191
Access assignment name not acceptable - reServed..........cccooiiiiii 191
Access assignment template still in use (SIbliNgS ACtIVE)..........ccoiiiiiiiiiiiiii e 192
Access element block label contains unacceptable characters..........ccoocvvviiiiii s 192
Access element block label length outside of acceptable limitS............cocceeeiiiiiiie e, 192
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Access element cluster count ( cluster count ) exceeds limit ( cluster limit )..........ccccoooviiiiiiiiiennen. 192

Access element cluster is referenced (addition prohibited).............cccciiiiee 193
Access element cluster is referenced (deletion prohibited)............oooviiiiiiii e, 193
Access element name contains unacceptable Characters.. ... 193
Access element name length outside of acceptable lIMitS...........oooviiiiiiiiiiii e 193
Access element name Not acceptable - FESEIVEU..........oiviiiiiiiieiiiie et 194
Attempt to create an element that already exists (prohibited)............oooooiiiii 194
Attempt to delete modify non-existing element (pProhibited)...........ooooviiiiiiiiiii e 194
Attempt to delete referenced NSNA filter set (prohibited)..........cuvviiiiiiiiiii 194
Attempt to manipulate system-owned interface (prohibited)............cccoviiiniieni i 195
Attempt to manipulate user policy data rejected (disabled)............cccoevieiiiiiiiiiii e, 195
Base action entry referenced by clfr block (deletion prohibited)............cceeoeeiiiiiiiiiiiiiiiieeee s 195
Base action entry referenced by meter (deletion prohibited)..............oeeeiiiiiiii 195
Base action entry referenced by policy (deletion prohibited)............cooocviiiiiiii e 196
Base action modification prohibited due to action Usage.............ccoeiiiiiiiiiiiiii 196
Base action extension identifier INVAlId. ... 196
Buffer configuration inconsistency detected (local buffer conf stack buffer conf).........ccccccevveeeeenn. 196
Classifier block component set ID out-of-range ( clfr cOmp SEtID ).uvvvvvvivveeeeiiiiiiiiiiieeeee e, 197
Classifier block number out-of-range ( BIOCK# ).......ooooiiiiiiiie e 197
Classifier block precedence value Nt SUPPOIEA.......cooi ittt 197
Classifier component set ID out-of-range ( ClfSr cOmpP SEID )..cuvvveeiiiiiiiiiiiiiiee e 197
Classifier conflict (duplicate clfr data in block) detected.............ccocvveriiiiiiiic e 198
Classifier content incompatible with target INtErface(S)......uuveeeiiiiiciiiiiiii e 198
Classifier set block reference out-of-range ( clfr SEtblOCK# )......ooooviiiiiiiiiiiiie e, 198
ClasSifier tyPe UNKNMOWIN.........oiiiiiiiie ittt s e e e s e e e e e nnes 198
Clfr content (system) incompatible with target iNterface(S).........uvvveiiiiiiiieiiiiiie e 199
Composite filter set addition failure data CONSISIENCY ISSUE...........cocouiiiiiiiiiiie e 199
Composite filter set addition failure data iNValid.............cccooiiiii e 199
Composite filter set addition failure resources unavailable................ccccooiii 200
Composite filter set creation failure MAC data not allowed............occveeviiiiiiiiie e 200
Composite filter set creation failure data iINValid...............coooiiiiiiiii e 200
Composite filter set deletion failure base set target iINValid............cc.eeeeiiiiiiiiiiiiiiicceeeeeee 200
Composite filter set deletion failure data iNvalid................cooiiii e 201
Composite filter set destruction failure data iNValid..............ccccoriiiiiici e 201
Composite filter set membership limits exceeded. ... 201
Conflicting action SOUICES UELECLEU. ... ..uuiiiii it eneees 202
Conflicting master block member information detected............cccvveiiiiiiiiiiii e 202
Conflicting policy role policy interface index data detected.............cccoeevviiieiiiiiiie e 202
CoS shaping not supported with specified INterface............ooooiiiiiiii 202
Count action entry referenced by meter (deletion prohibited)............ccooiiiiiiiiii e 203
Count action entry referenced by policy (deletion prohibited)............ccccociiiiiiiiii e, 203
DAPP resources not available (UNit UNIHE ). .....eeeeiiice e 203
DAPP with statistics tracking in use (QoS disable prohibited).............oooiiiiiiii 203
Default ifc assignment failure port# port(s) ifc QoS-disabled...........ccoocvviieiiiiie e 204
Destination MAC address and mask values OUt-Of-SYNC...........ccooouiiiiiiiiiiiiiiiiiece e 204
Different classifier component masks keys in block detected.............ccocoveviiiiiiiiiice e, 204
DSCP remarking not supported for IPV6 (Gre€n action)...........coeivueeeeeeiiiiieeesiiiieeeessiieee e eiieeee e 204
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DSCP remarking not supported for IPv6 (in-profile action)............ccccovvviieiiiiiiiec e 205

DSCP remarking not supported for IPV6 (MatCh action).............ccueveeriiiiiieiiiiiiieeeciee e 205
DSCP remarking not supported for IPv6 (non-match action).............ccoccoviiiiiiiic i, 205
DSCP remarking not supported for IPv6 (out-of-profile action)...........ccccecvveriiiiiiic e 205
DSCP remarking not supported for IPV6 (red aCtion)..........ccuuvieiiiiiiieeiiiiiiie e 206
DSCP remarking not supported for IPV6 (Yellow aCtion)..........c.uuviiiiiiiiiieiiiiiie e 206
Dst IP addr matching not supported with IP addr type data...........c.occuvvvreiiiiiiiiiie e 206
Dst Layer 4 port min max values invalid (max must be =t0 mMin)..........cccocciiiiiiiien 206
Dst MAC addr matching not supported with address type data..............ccceeviiiiiiiciiiicie e 207
Duplicate access asgn name type index detected (prohibited)...........cc.coceriiiiiiiiiiic i, 207
Duplicate classifier class values in Set deteCted..........cuvviiiiiiiiiiiei e 207
Duplicate set values in BloCK deteCted. .........oouviiiiiiiiiiie e 207
Egress interface and egress mask are mutually eXCIUSIVE.............ocooviiiiiiiii e 208
Element enable prohibited. Please delete and re-enter data............ccoocvvveeiiiiiiie i 208
Element label contains unacceptable characters..............ccoooiiiiiii e 208
Element label length outside of acceptable limits (max 16 Chars)..........ccccoocvveviiicicii e, 208
Evaluation precedence conflict (Traffic Prof filter set data)..........cccccovvviiiiiiiiii e 209
Evaluation precedence conflict detected (NSNA filter set data)..........ccccvvveveeieeeiiiiiiiiiiieee e, 209
Evaluation precedence conflict detected (UBP filter set data)...........ccoooiiiiiiiiiiiiiiiieieiiiieeee, 209
Evaluation precedence value required but NOt SPECIfied............cooiiiiiiiiiiiiiii e 209
Filter control block resources exhauStea. ............ocuii i 210
Filter creation issue detected - in-profile action COMPONENT...........cccviiiiiiiriiicre e 210
Filter creation issue detected - match action COMPONENT............uvviiiiiieeeee i 210
Filter creation issue detected - metering COMPONENT.........ccuuiiiiiiiiieee e 210
Filter creation issue detected - non-match action COMPONENT...........ccuviiiiiiiiiiiiei e 211
Filter creation issue detected - out-of-profile action COMPONENT..........ccuvvveiiiiiiiieiiii e 211
Filter manager memory resources exXNauSted............ccccooiiiiiiiiiiii i 211
Filter manager metering or policy rule space exhausted............ccccvcviiiiiiiiii i 211
Filter manager metering resources eXhauSIEd..........ccuuviieiiiiiiiieiiiiee e 212
Filter manager statistics tracking resources exhausted..............cooviiiiiieiiiiiiiie e 212
Filter set requirements incompatible with target interface............cccoooviiii 212
First TrTCM Meter Index must be in range 1-5000.........ccoiiiiiiiiiiiiiiieee e 212
Flow ID filtering not supported for IPVA....... ..o e 213
Flow 1D out-Of-range ( FIOW 1D )...coviiiiiieeiieie et 213
In-profile action contains CoNfliICtiNg data............cuviiiiiiiiiiie e 213
Ifc app modification issue (inconsistent default gateway data)............cccooeveeieeiiiiiiiin i 213
Ifc app modification issue (inconsistent DHCP Server data)............cocvveriiiieeeeiniiiiees e 214
Ifc app modification issue (iInconsiStent ifTYPE AatA)..........cvveiiiiriieiiiiiiie e 214
Ifc app support not currently available on interface (IfC# ). 214
Ifc assignment issue - prec conflict (policy policy# disabled).............cccoiiiniiiiii 214
Inadequate resources available for application poliCy Criteria.........cccveeeeeriiiiiiiiiiiiiiee e 215
Incompatible base action extension SPECIfIEd............ooiiiiiiiiiiiiii e 215
Incompatible classifier reference (agent-defined CIfr)...........ooeiiiiiiii 215
Incompatible in-profile action (TrUSLE IfC)..........uviiiiiiiiie e 215
Incompatible in-profile action (UNreStricted ifC)...........coviiiii i 216
Incompatible in-profile action (UNrUSLEd ifC).........coiiiiiiiiii e 216
Incompatible match action (UNFrEeSrCted IfC).........uiiiiiiiiiie i 216
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Incompatible match action (UNIrUSLE IfC).........evviiiiiiiieie e 216

Incompatible non-match action (UNrestricted IfC)..........eoiiririeiiiii e 217
Incompatible non-match action (truSted ifC)...........cooiiiiiiii e 217
Incompatible non-match action (UNrestricted ifC).........cocvviiiiieiii e 217
Incompatible non-match action (UNTrUSEEA 1fC).......eviiiiiiiiiie e 217
Incompatible out-of-profile action (truStEd IfC).........ocuveiiiiiiiiiie e 218
Incompatible out-of-profile action (UNreStricted ifC)...........uveiriiiiiiiiii e 218
Incompatible out-of-profile action (UNIrUSLE IfC)..........oeeiiiiiiiiiii e 218
Incompatible StorageType specified (re ClasSifier)...........coi e 218
Inconsistent action criteria detected across block Members............ccccovviiiii 219
Inconsistent labels detected for members of sSame BIOCK...........ccccoviiiiiiiiiii 219
Inconsistent labels detected for members Of SAMe Set.........cccviiiiiiiiii 219
Inconsistent MAC data detected across filter set members. ... 219
Inconsistent metering criteria detected across block members. ..., 220
Inner VLAN ID filtering requires double tag.............ccociiiiiiiiiii e 220
Inner VLAN ID min max values invalid ( min VLAN ID ! max VLAN ID )....cococviiiiiiniiieiiecneee e, 220
Insufficient HW resources to support port role aSSOCIAtION. ...........eveeiiiiiieer e 220
Insufficient policy space available to support access assignMENt..........ccoviieieeriiiiieee i 221
Insufficient resources available to support policy installation.............cooiiiiiiiiii e, 221
Interface action entry referenced by Dase aCtioN.............evviiiiiiiii i 221
Interface Application data in use (QoS disable prohibited).............cccooiiiiiiiii 221
Interface application Undo failure (8PP @PPH )...ovveeeeeiiiiiiee ettt 222
Interface assignment failure - precedence conflict detected...........cccoovviiiiiiiiii i 222
Interface capabilities incompatible with policy data.............cccveiiiiiiiiiiiii e 222
Interface resources inadequate to support application enable..............cccv 222
Interface shaping and CoS shaping conflict (same ifc specified)...........cccoiiiiiiiiiiiii e, 223
Interface shaping and queue shaping conflict (same ifc specified)............ccccoriiiiiiin. 223
Interface shaping not supported with specified iNterface...........ccccooveeriieiii e 223
Interfaces QoS-disabled ( port# on unit# ) - restoration ISSUE...........ccevviiiiiieiiiiiiie e 223
Invalid 802.1p user priority value specified ( Priority Value ).......cc.eeveiiiiiieiiiiiiiee e 224
Invalid access element type option SPECITIEA. .........oiuriiiiiiiiiiie e 224
Invalid access assignment type option SPECITIEd..........ooiiiiiiiiiiii e 224
INVaAlid ClaSSIfIEr FEIEIENCE. ... . eii i e et e et e e 224
Invalid classifier reference (unknown incompatible Set)..........ccuvviiiiiiiiii e 225
Invalid classifier reference (UNKNOWN INSTANCE)..........uviiiiiiiiiiiiiiiie e 225
Interface data out-of-sync in Policy and User POlIiCY €Ntres...........cooviiiiieeiiiiiiee e 225
Invalid DAPP state transition detected (Prohibited)..............ceiiiiiiiiiii e 225
Invalid destination MAC address length SPecified.............uuueiiiiiiiiiiiii e 226
Invalid destination MAC address mask length Specified............ocovviiiiiiiiiiii e 226
Invalid DSCP value specified ( DSCP VAIUE )......c.oooiiiiiiiiieiiie e 226
Invalid drop precedence value specified ( PreCEAENCE ).....cueiiuiiiiiiiiiiiiie e 226
Invalid egress interface SPECIfied (IfCH )..uveiiiiiiii e 227
Invalid egress interface type specified (<IifC tYPe>)......cuuriiiiiiiiiieie e 227
Invalid egress mask value SPECIfIEU. ..........uveeiiiiiiiiii e 227
Invalid EtherType value specified ( Ether Type OXXXXX ..o 227
Invalid expired session data SPECITIEU. .........c.cuiiiiiie i 228
Invalid filter set priority Value deteCted..........oouviiiiiiiiiiie e 228
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Invalid track statisticS value SPECITIEU. .........ocuriiiiiii e 228

Invalid interface found in egress mask ( egrees mask Dith )........ccccovviiiiiiiii e 228
Invalid interface index data SPeCified (IFCH )......iouuiriiiiiiiie e 229
Invalid interface index data specified (IfC INAEX )...ooiiiiiiiiiiiiiiiee e 229
Invalid interface index data (system-owned) SPecCified............ccooiiiiiiiiiiiiiii e 229
Invalid IP destination address prefix deteCted.........ooiiviiiiiiiiiiie e 229
Invalid IP source address prefiXx deteCA. .......coiviiiiiiiiii e 230
Invalid maximum inner VLAN ID value specified ( VLAN ID )...cooiiiiiiiiiiiiiiiieeeeeeeeiieeee e 230
Invalid minimum inner VLAN ID value specified ( VLAN ID )..cooiiiiiiiiiiiieieeee e 230
Invalid maximum VLAN ID value specified ( VLAN ID ).ooouiiiiiiiiiiieeiieee e 230
Invalid metering data (bucket size) specified for interface(S).......cvveeviiiiieiiiiie e 231
Invalid metering data (granularity) specified for iNterface(S).........couvurrieiiiiiiiie e 231
Invalid metering data (rate) specified for iINterfaCe(S).........uuuuiiurriieiiiiie e 231
Invalid metering data (sSrTCM trTCM) specified for iNnterfaCce(S).........vvveviiiieeeiiiiieieeec e 231
Invalid minimum VLAN ID value specified ( VLAN ID ).oooiiiiiiiiiiiiieieee e 232
Invalid mix of IP address data (Dst IP type) in set detected..........cveveeiiiiiiiiiiiiiiiieee e 232
Invalid mix of IP data (IPv4 IPV6) in Set deteCted..........cuiiiiiiiiiieiiiiiiee e 232
Invalid mix of IP and non-IP data in set deteCted...........ccooiiiiiiiiiiiii e 232
Invalid option specified for PatternlpVersion attribute..............cooiiiiiiiiiinc e 233
Invalid pattern data length (untagged format) Specified...........cocvvieiiiiiiie i 233
Invalid pattern data string length Specified. ... 233
Invalid pattern format data SPECIfied..........cvviiiiie i 233
Invalid pattern position string length SPecified..............ooiiiiiiii 234
Invalid port detected in specified POrt MASK............ooiiiiiiiiii e 234
Invalid set drop precedence value SPECIiEd.............cciiiiiiiiiiiiiii e 234
Invalid shaping data (bucket size) specified for INtErfaCce(S).........uvvveriiiiiieiiii e 234
Invalid shaping data (granularity) specified for interface(s)...........cocoevoriiiiiiiiiii e 235
Invalid shaping data (minimum rate granularity) Specified............cccoooeiiiiiinn e 235
Invalid shaping data (minimum rate maximum rate) specified..........ccccvieiiiii i 235
Invalid shaping data (Minimum rate) SPECIfied...........ccoiiiiiiiiiiiii e 235
Invalid shaping data (rate) specified for INtErfaCe(S)...... . uuuiiririieiiiiiiee e 236
Invalid source MAC address [ength SPeCIfied...........cooiiiiiiiiiiiii e 236
Invalid source MAC address mask length SPecCified...........ocuvviiiiiiiiiiiii e 236
Invalid statistics counter identification SPeCIfied...........ooouiiiiiiiiii 236
Invalid StatiStics traCKiNg VAIUE.........ouveiiiiii et 236
INValid STAtISICS TYPE VAIUE......eeiiiiiiiiii e e et e e et e e e s st e e e e e nnbeaeeeeanes 237
Invalid unknown bandwidth type SPECIfIEd............coiiiiiiiiiii e 237
Invalid unsupported buffering capabilities value Specified. ..o 237
Invalid unsupported copy-to-cpu option SPECIfied. ... ..o 237
Invalid unsupported DAPP enable value SPecCified.............cccviiiiiiiiiiic e 238
Invalid unsupported DAPP maximum IPv4 ICMP length specified...........ccccveeiiiiiiiiiiiiiice e, 238
Invalid unsupported DAPP maximum IPv6 ICMP length specified...........ccccceeviiiiiiiiiiiiie e 238
Invalid unsupported DAPP minimum TCP header length specified...........ccccccvoeiiiiiinni 238
Invalid unsupported default gateway address length specified............cccccviiiiiiiiie e, 239
Invalid unsupported default gateway address Specified............ccociiiiiiii e 239
Invalid unsupported destination IP address length specified...........ccccocveriiciiin e 239
Invalid unsupported DHCP server address length specified..........ccoovviiiiiiiiii e, 239

Logs Reference February 2013 17



18

Invalid unsupported DHCP server address SPECIfied..........ccvvviieiiiiiiiiiiiiieee e 240

Invalid unsupported interface type SPECITIEU........ccoiiiiiie i 240
Invalid unsupported mirror frame option SPecCified.............cccoiiiiiii i 240
Invalid unsupported NT application mode value Specified...........ccccoocveiriiiiniii e 240
Invalid unsupported packet type value SPeCified............coouiiiiiiiiiiiii e 241
Invalid unsupported QoS system operational mode value specified.............c.occviieiiiiiieiiiiiee e, 241
Invalid unsupported queue configuration value SPEeCIfied...........cccovveiiiiiiiiiiii e 241
Invalid unsupported role assoc compatibility SPecified...........ccocviiiiiiiiiiii e 241
Invalid unsupported source IP address length specified..............cccoooiiiiii 242
Invalid unsupported Trusted processing mode value Specified............ccccvvieiiieiniiene e 242
Invalid unsupported UBP support level value Specified..............oooiiiiiiiiiiiiic e 242
Invalid unsupported VLAN tag value specified ( VLAN g )...cvvvvieriiiiiiiieiiiiieee e 242
Invalid update DSCP value specified (not currently SUPPOIE)........cccoeeeriiiiiiiiiiiiiiiiieee e 243
Invalid update priority value SPECIfIEd............eiiiiiiiiiie i 243
Invalid update VLAN Id specified ( VLAN 10 )...o.ooii e 243
Invalid user priority match selection specified ( priority Value ).........coocoveiiiiiiiiiiii e 243
IPv4-only filter criteria mixed With IPV6 CHEEIIa..........cueiiiiiiiii e 244
IP classifier entry still referenced (deletion prohibited)............cooeiiiiiiiiiii e 244
IP destination address and mask values OUt-0f-SYNC...........occcuiiiiiiiiiiiii e 244
IP destination Layer 4 port maximum value out-of-range ( dest Port#...........cccceeeeeeeeniiiniiiiiiiieeeen. 244
IP destination Layer 4 port minimum value out-of-range ( dest POrt# ).......coccovveeiiiiiiiiiiiiieeeee 245
IP protocol value out-of-range (1P ProtOCOR# ).......cvvoiiiiiiiiieiiiei s 245
IP source address and mask values OUL-0f-SYNC.......uuuuiriiiiieiiiiiciiiiie e e e e e 245
IP source Layer 4 port minimum value out-of-range ((SrC POrt# ).......ocoveiviirieiiiiee e 245
IP source Layer 4 port minimum value out-of-range ( SIC POI# )......ooveiiiiiiiiiiieiee e 246
Issue with classifier component Mask deteCted............ccoiiiiiiiiiiiiiiiei e 246
Layer 2 classifier still referenced (deletion prohibited)..............cocooiiii 246
Layer 4 port filtering with IPv6 requires UDP TCP Next Header...........ccccevveiiiiciiec e 246
Layer 4 port range could not be reduced SUffiCiently............coooiiiiiii 247
Meter (from clfr block) usage in multiple policies prohibited.............ccoccieiiiiie e, 247
Meter (from policy) usage in multiple policies Prohibited............ccovviiiiiiiiiii e 247
Meter entry referenced by clfr block (deletion prohibited)...........cccccoiiiiiiiiiii 247
Meter entry referenced by meter (deletion prohibited)..............cocoiiii i 248
Meter entry referenced by policy (deletion prohibited)...........ccccoooiiiiiiii 248
Meter identifier out-Of-range ( MELET I )...oeiiuiiiiie i e 248
Metering not supported with DS L2 access CONtrol liStS..........eoveiiiiiieiiiiiiiiee s 248
Mirroring (requested via action) not configured COMECtlY...........ocvvviiiiiiiiiiiii e 249
Modification of action (non-match usage) prohibited............coooiiiiii e 249
No resources available for classifier port range Checking.............cooiiiiiiiiiiiiiiiieee e 249
Non-match action contains conflicting data.............coouiiiiiiiiiii e 249
Non-match action not available for use with filter SetS...........ccccviiii i 250
Non-match action support not available on certain iNterfaces..........ccocvvveeiiiie e 250
Non-QoS interfaces may not be assigned to a role combiNatioN.............cecovviiieeiiniiec e 250
Non-supported action option (green action) SPECIfied.............eeeeiiiiiiiiiiiiii e 250
Non-supported action option (in-profile action) specified..............cccoociiiiiii 251
Non-supported action option (match action) Specified...........ccccoviiiiiii e 251
Non-supported action option (out-of-profile action) specified............ccccooveveiiiiiiii e 251
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Non-supported action option (policy non-match action) specified...........ccccccvviiiiiiiiiiiiic s 251

Non-supported action option (red action) SPECIIEU..........coiiriiiieiiiiiiiee e 252
Non-supported action option (yellow action) specified...............cccoviiiiiiiii e 252
NT application mode enable failure - inadequate rESOUICES............ccvvriireriiieiiiee e 252
Non-unique precedence order value detected (prohibited)..........cuvvvvieeeeeiiiiiii e 252
Non-volatile QoS data discarded during reStOratioN. ...........uevieiiiriieee e 253
Non-volatile storage commit delay t00 [Arge.........cooouviiiiiiiiiie e 253
NSNA filter set assignNMENT TAIIE. .........oouiiiiiii e 253
NSNA filter set count ( set count ) exceeds limit ( Set imit )..........ocoeiiiiiiiiiii e, 253
NSNA filter set data in use (Q0S disable prohibited).............ccceviiiiiiii 254
NSNA filter set data in use (Q0S reset prohibited)...........uuuviviiiiie e 254
NSNA filter set element count exceeds available reSOUICES............coooviiiiiiiiiiicii e 254
NSNA filter set template dOES NOT EXIST........cciiiiiiiieiiiriiie e e e 254
NSNA system port tranSition FAIE. ...........ooiiiiiii e 255
Only one frame type supported per ClasSIfier........ ..o 255
Out-of-profile action contains conflicting data............ccccocvveriiiiiii e 255
Out-of-range CoS index value ( COS iNAEX VAIUE )....ccoeiiiiiiieiiiiiiie ettt 255
Out-of-range queue index value ( queue index ) for iN-USe qQUEUE SEtL...........ccceveeiiiiiiieeeiiiieee e, 256
Out-of-range queue index value ( queue index ) for pending qUEUE Sel..........ccceevviiiiieeiiiiieeeneee, 256
Packet redirection support limited by target iNnterfaces...........ccocvviveiiiiiiieii e 256
Pattern matching data in excess of bytes# bytes sSpecified...........cccceeiiiiiiiiiiii e 256
Pattern matching (Dst IP) not supported with IP addr type data...........ccccceeviiviiieiiniiieieeeee 257
Pattern matching (Dst MAC) not supported with address type data..........cccceeeviiveeieniiiiieeeniiieeenn 257
Pattern matching (IP) not supported with non-IP addr type data...........ccoccuveveeiiiiiiiieiiiiice e, 257
Pattern matching not supported with other classification data..............ccccccovviiiiiiiinic 257
Pattern modifier data specified without actual pattern data............cccooevvveiiiiiiiee e 258
Pattern position and data strings must be same l1ength.............cccii 258
Policies with session data must be port-based. ... 258
Policy action out-0Of-range ((ACHONH )......uiiiiiiiiiiie e 258
Policy content incompatible with target interfaCce(S)........uuuveiiiiieeeiiiiiicie e 259
Policy mask availability issue (Space exhausted)............cccuviiiiiiiiiiiiii e 259
Policy modification SUPPOIT TIMItEA. ..........eviiiiiiiiee e 259
Policy non-match action out-of-range ( non-match action# )............ccccocoiiiiiiiiiii i, 259
Policy precedence value out-of-range for target interface(S).........ocvvvervreriiieiiiic e 260
Policy requirements exceed available resources (SIOt SIOt# )........oooevviiiiiiiiiiie e, 260
Policy statistics index out-of-range ( StatS INAEX )......ueiiiiiiiiiie e 260
Policy precedence conflict detected with NonN-Q0S appliCatioN............evvveiiiiiiiiiiiieie e 260
Policy with this filtering values is already installed on this precedence............cccccceevviieeeciiiiineeennns 261
Post-join ACL installation issue detected (ifC IfCH ).......ooiriiiiiiiiii e 261
Post-join filter set installation issue detected (ifC IfCH# ).......ovviiiiiiiiiii e 261
Post-join traffic-profile installation issue detected (ifC ifCH# )...veeviiiriiiiiii e, 261
Potential inconsistent access asgn state (Undo fail) detected............cccocvveeieeieieee e, 262
Potential inconsistent ifc assignment state (Undo fail) detected.............c.eeeeeeiiiiiiiiiiiiiiiiiiieeeee, 262
Potential inconsistent policy state (Undo fail) detected...........ccvvviiiiiiiiii i 262
Precedence value OUE-Of-TANGE. .........oooiii e 262
Provided metering information iNCOMPIETE...........ccooiiiiiiie e 263
QoS policies may not be applied to uplink or daisy chain ports ( POrt# ).......ccceeeeevieiiciiiiieiineeeeeeen, 263
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Queue configuration inconsistency detected (local queue conf stack queue conf )..........ccccoeenene 263

Queue set assignment distribution across stack failed...........c.occvveiiiiiiccii e 263
Queue set unacceptable - pending range excludes iN-USE QUEUES...........cooiuurieeriiiiieeiiniiieeeeeeinees 264
Queue set value modification Prohibited...........coiiiiiiiii e 264
Rate granularity limited to increments of 1 Mbps or 64 KDPS.......ccvvviiiiiiiiiiiiie e 264
Rate (min) granularity limited (increments of 1 Mbps or 64 KBPS).......ccvvvveviiiiiieeiiiieeeeeee e 264
Referenced block (by policy) deletion prohibited............occciiiiiiiiiii e 265
Referenced set (by block) modifications pronibited...............oooiiiiiiiiiiii e 265
Referenced set (by policy) modifications prohibited...............ccooiiiiiii e 265
Remote QoS-disable request failure ( POrt# on UNIt UNIH ).....ooovviiiiiiiiiiccee e 265
Request invalid - QoS interface apps enabled on iNterface(S)........oovvveereiiiiiieiiiiiiee e 266
Request invalid - specified interface currently QoS-disabled............cccccveiiiiiiiiiiiiie e 266
Request temporarily denied - QoS support is currently disabled...............ccoocoviiiiii 266
Requested attribute usage is currently NOt SUPPOIEA.........c.vvvieeiiiiiieieiiiiie et 266
Requested filter manager support unavailable.................cocoi 267
Requested reserve data iNVAlIA.............oooiioiiii e 267
Required bandwidth information NOt SPECIfIEd.........cooiiiiiiiiii e 267
Resources exhausted (maximum class entries reached)..........cccvvveviiieiiiiiiee e 267
Resources exhausted (OUL-Of-MEMOIY)........uiiiiiiiiiiii et e e e e e 268
Role combination associated with interface (deletion prohibited).............cccooiiiiie, 268
Role combination contains unacceptable Characters............coocvvviiiiiiiiiiiie e 268
Role combination referenced by policy (deletion prohibited)............cooooviiiiiiiiiiie 268
Role (interface) capabilities incompatible with policy data.............ccovviiiiieiiiiiiie e 269
Source MAC address and mask values OUt-0f-SYNC...........c.ooiiiiiiiiiiiiiiece e 269
Specified filter criteria is iNvalid INCONSISIENT............oiiiiiiiiii s 269
Specified policy components (classifiers) CONfliCtiNg.........cooouvviiiiiiiiiii e 269
Specified queue set information INValid................ocooiiiii e 270
Specified token bucket criteria OUt Of FANGE..........ceiiiiiiiiiie e 270
Src Layer 4 port min max values invalid (max must be =10 MiN)........ccccceviiiiieeiiiiie e, 270
SITCM meter issue - CIR must be the same in both meters...........cccooviiiiiic, 270
SITCM meter issue - EBS must be greater than CBS............ccooiiiiiiiiic e 271
SITCM trTCM meter issue - diff algorithms in associated Meters...........ccoovvvvvveriiiieiie e 271
SITCM trTCM meter issue - referenced meter incompatible UNKNOWN.............ccoiiiiiiiiiiiieiiie. 271
SITCM trTCM meter issue - to0 many cascaded MELEIS.........cccoviivieriiieriie e 271
Specified Destination Layer 4 min max range NOot SUPPOIEd........cvveeeeeiiiiiiiiiiiiiiieieee e e s essnenineeee e 272
Specified inner VLAN ID min max range NOt SUPPOIEU.........uueeieeiiiirieesiiiiiieeseiieeeessiieeeessnneeeee s 272
Specified metering operation NOt SUPPOITEA..........eiiiiiiiiiieeiiiiie et e e 272
Specified metering statistics entry already in-use (DY POICY).........uueeiiiiiiiiiiiii e 272
Specified policy components (classifiers) CONflICHING.........cuuviiiiiiiiiiii e 273
Specified policy statistics entry already in-use (DY MEEr).........ooovviiiiiiiiiiii e 273
Specified Source Layer 4 min max range NOt SUPPOIEU.........cccuvurrrieiirreeeeeeeeiieiiieeeeereeaee e e e e snnenes 273
Specified token bucket refresh interval Not SUPPOIEd..........ociiiiiiiiiiiiiiieeee e 273
Specified token bucket size (burst Size) NOt SUPPOITEA.........eeeiiiiieeiiiiiiiiiiieee e 274
Specified user policy interface currently QoS-disabled............ccooviiiiiiiii 274
Specified VLAN ID min max range NOt SUPPOIEU. .......uuuriieiiiiieiieiiiiie ettt 274
System classifier still referenced (deletion prohibited).........c.eeoiiiiiiiiiiiii e 274
TCP Control Flag filter criteria requireS TCP ProtOCOL.........ccuviiieiiiiiiieeiiiiiee et 275

Logs Reference February 2013



Token bucket algorithm identifier INVAlId.............oocieiiiii e 275

Token bucket algorithm identifier unknown UNSUPPOIEd........cooieiiiiiiiiiiiiiiiii e 275
Token bucket minimum rate outside limits (64 - 10230000 KDPS).......ccuvvieiiiiiiieeiiiiieeeeiiieee e 275
Token bucket entry referenced by meter (deletion prohibited)............cccociiiiiii 276
Token bucket entry referenced by shaper (deletion prohibited).............cccveiiiiiiiiii e 276
Token bucket rate outside limits (64 - 10230000 KBPS).....uuuiiiiiieeiiiiiiiiiiiieiieeee e e e 276
Token bucket size not compatible with committed fill rate.............coovviiiiiiiii e, 276
trTCM meter issue - PBS must be greater than CBS............oooiiiiiiiii e 277
trTCM meter issue - PIR must be greater than CIR............cccooiiii e 277
Traffic Prof filter set elem count exceeds available reSOUICES............cccoviieiiiieiiiic e 277
Traffic Prof filter set policy count ( policy count ) exceeds limit ( policy limit ).......cccccevveeeeeiiiiiiinnnn. 277
Traffic Prof filter set rule count ( rule count ) exceeds limit (rule limit )..........cccoooiiiiiiiieiiee e, 278
Trusted processing mode change rejected - inadequate reSOUICES..........c.oocurrieeriiiiereesiiieee e 278
Unable to add block member ( block elem# component set id ) to existing policy.............cccuvvvenee. 278
Unable to apply existing policy data to interface ((UNit# POIt# ).........cccoeiiiiiiiiiiiiiice e 278
Unable to apply existing user-based policy data to NEW USEr.........ccccovcvvreriieeiiieeiiee e 279
Unable to apply filter set to ports (unsupported capabilitieS)..........coovviiiiiiiiiii e 279
Unable to apply newly-defined UBP filter set to @XiStiNg USEr..........ocuveiieiiiiiiieeiiiiiiee s 279
Unable to apply pre-defined UBP filter SEt t0 NEW USEI..........cooiiiiiiiiiiiiiiec e 279
Unable to compress classification criteria in set adequately...........ccccoeiiiiiiiiiiiii 280
Unable to create out-of-profile action for access assignment............coccvviiiiiiiiciiecccec e 280
Unable to create count action (meter) for access assigNMEeNt...........ccevvrereriieeniiee e 280
Unable to create count action (policy) for access assignMEeNt..........coocvveeeiiiiiiee e 280
Unable to create count action (secondary meter) for aCCeSS asgn........ccuvvveeeeveeeeeeiiiiiiiiiiiieeeeeeeeeens 281
Unable to create metering data for acCess asSigNMENT..........cooiiiiiieiiiiiiieenie e 281
Unable to create non-match comMPONENES fOr ACL........ccoiiiiiiieiiiiiie et 281
Unable to create token bucket data for acCess aSSIGNMENT.........ccuvviiiiiiiiiieeriiiiee e 281
Unable to create policy data for acCess asSIgNMENT..........ccoveiiriiiiiiieriii e 282
Unable to create secondary metering data for access assignment..........cccovvveeeeiiiiieeeeiniieeee s 282
Unable to create secondary token bucket data for aCCesSs asgn..........coccvvveeeiiiiiiieeiiiiiiee e 282
Unable to create yellow action for acCess asSigNMENT...........coiiuriiieriiiiiieiie e 282
Unable to deactivate policy associated with iNnterface...........coocuvvviiiiiiiiiiii e 283
Unable to delete block member ( block element# component set id ) from existing policy.............. 283
Unable to delete UBP filter set on interface ifC#.........c..uvviiiiiiiiiiii e 283
Unable to derive suitable filter set element eval preCedence..........cuuvvveeeeiiiiiiiiiiiiiiee e 283
Unable to determine clfr interface(s) compatibility............cccoiiiiiiiiiiee e 284
Unable to disable ARP Spoofing support on interface (ifC# )......cooeiiiiiieiiiiii e 284
Unable to disable BPDUBIkr support on interface (IfC# ).......coooureiieiniiiiieiiiieee e 284
Unable to disable DHCP Snooping support on interface (ifC# )........ccccoviiiiiiiiiiiicce, 284
Unable to disable DHCP Spoofing support on interface (ifC# )......ccccovovveriiiciiiiciie e 285
Unable to disable DNSPort support on interface (IfC# )......uvvviiiiiiieii e 285
Unable to disable existing policy data on interface (UNit# POrt# )......cccceeeviiieiiieiiiiiiee e 285
Unable to disable FTPPort support on interface (IfCH# ).......ooouvviiiiiiiiiieiiieeeee e 285
Unable to disable Nachia support on interface (ifCH )......ccuviiiiiiiiiiii e 286
Unable to disable policy data for access assignment...........ccccooiiiiiiiiiiiiiie e 286
Unable to disable SQLSIam support on interface (IfCH )......ooveivieiiiiiiiiie e 286
Unable to disable SynFinScan support on interface (ifC# ).......ovveiiiiiiiiiiii e 286
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Unable to disable Xmas support 0N interface (IfCH ).......ooovuriiiiiiiiieiii e 287

Unable to enable ARP Spoofing support on interface (ifCH ).......oovvreeeiiiiiieeiiiiiee e 287
Unable to enable BPDUBIkr support on interface (ifC# ). 287
Unable to enable DHCP Snooping support on interface (ifC# ).......ccccvoveiiiiiiiic e 287
Unable to enable DHCP Spoofing support on interface (IfC# )....ooooiiieeiiiiiiiiii e, 288
Unable to enable DNSPort support on interface (IifC# )...oovvveeeiiiiieee e 288
Unable to enable FTPPort support on interface (IfCH# ).......coouiiiiiiiiiiiiiie e 288
Unable to enable Nachia support on interface (IfCH )......oocuveieeiiiiiiieiiie e 288
Unable to enable policy data for access assignmMeNt...........ccccooiiiiiiiii i 289
Unable to enable SQLSlam support on interface (IfCH# ).....oooiiuiiieiiiie e 289
Unable to enable SynFinScan support on interface (ifC# ).....oouvevei e 289
Unable to enable Xmas support on interface (IfCH# )....ooooiiiiiieiiiiiii e 289
Unable to install access assignment - COMPONENt Creation ISSUE............covuvrererriiieeeeniiiieeeseineeees 290
Unable to manipulate DAPP support (no applicable interfaces)..........ccccovviiiiiiiiiiciiiice e 290
Unable to modify access assignment - component modify ISSUE............cccuriiiiiiiiic e 290
Unicast ( Interface# ) and Non-Unicast ( interface# ) interfaces in conflict.............ccccocoiiiiieiinnne 290
Unknown incompatible access element SPECIfied..........ccuuvviiiiiiiiiiiiiiiii e 291
Unknown incompatible action component SPeCIfied.............uuiiiiiiiiiiiiiiiie e 291
Unknown incompatible classifier block Specified...........cocoiiiiiiii e 291
Unknown incompatible classifier set SPeCified.............oioiiiiiiiiiiii e 291
Unknown incompatible in-profile action specified...............ocoii 292
Unknown incompatible in-profile (green) action Specified..........c.cccocviiiiiiiiiicni e 292
Unknown incompatible match action Specified.............coiviiiiiiiiiii e 292
Unknown incompatible metering component SPecified............cooiiiieriiiiiiie e 292
Unknown incompatible metering statistics entry SPeCified...........cccccoviiiiiiiiiiie e 293
Unknown incompatible out-of-profile action Specified..............cooiviiiiiiii e 293
Unknown incompatible out-of-profile (red) action specified..............ccccoooiiiiii 293
Unknown incompatible out-of-profile (yellow) action specified............ccccocveiiiiiiiciiie e 293
Unknown incompatible policy statistics entry SPeCified...........ccouvviiiiiiiiiiiiiiee e 294
Unknown incompatible policy non-match action Specified...........cccceviiiiieiiiiiiie e 294
Unknown incompatible queue Set SPECITIEU.........cciiiiiii e 294
Unknown incompatible role combination SPECIfied...........ccuuviiiiiiiiiiiiiiii e 294
Unknown incompatible token bucket reference specified...............cccoviiiiii 295
Unknown out-of-range interface index value (IfCH# )........oooiiiiiiiiiiii e 295
Unknown out-of-range interface index value (ifC iNdeX ).....uvvurieeeiiiiiiciiiieieeeeee e 295
Unknown unsupported StorageType SPECITIEU........c.iiuuiiiiiiiiiiiee e 295
Unknown unsupported interface application type Specified..........c.cvvviiiiiiiiiieiiii e 296
Unknown unsupported interface class specified (ifC ClaSS )......uuuveeiiiiiiiiiiiiiiiiie e 296
Unknown unsupported IP Flag SPeCified............cooiiiiii e 296
Unknown unsupported TCP Control Flag SPeCified............cccoiiiiiiiiiiiiiciec e 296
Unknown queue set queue reference deteCted........ ..o 297
Unsupported IP address type SPECIfIEU. .......c.uuuiiiiiiiiiie e 297
Unsupported pattern offset data SPECITIEU. ........coiiriiiieiiiiiiie e 297
Unsupported unknown QoS agent configuration attribute (attribute# )........ccccccoiiiiiiiiiiiiiiinen, 297
Update priority value and update DSCP value out-0f-SYNC...........ccccviiiiiiiiii e 298
Update priority value per ingress DSCP currently not SUPPOIted..........ocvvveeeiiiiieie i 298
User Policy (UBP) filter set in use (QoS disable prohibited)............cccceiiiiiiiiiii e 298
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User Policy (UBP) filter set in use (Q0S reset prohibited)............ccooeiiiiiiiiiiii e 298

User Policy data referencing interface (operation prohibited)...........c.ccoveeiiiiiiiiiii e 299
User policy filter set count (<set count>) exceeds limit (<Set limit>).........ccccceiiiiiiiiiiiiiiieeee 299
User policy filter set element count exceeds available reSources...........ccooovvviiiiiiiic e, 299
User policy group contains invalid unacceptable characters..........cccooovvveiiiiiii i 299
User policy group length outside of acceptable IMitS..........oooiiiiiiiiiii e 300
User policy name contains invalid unacceptable CharacCters.............cccvvvvvveeiiiiieec e 300
User policy name length outside of acceptable lIMitS...........oooiiiiiiiii e 300
User priority specified with untagged frames (iNvalid)..........c..oooiiiiiiiiiiii e 300
VLAN ID min max values invalid ( min VLAN ID ! max VLAN ID )...oooouiiiiiiiiiiieieee e 300
VLAN range could not be reduced SUfICIENIY.........c..oiiiiiiiiii e 301
QOS INTOIMALION MESSAGES. ... eietiitiiii ettt e e ettt e e e ettt e e e sttt e e e st be e e e s s teeeeeeaasbaeeeeeanbbeeeeesanbeeeeeeannnneeeesanes 301
802.1p user priority value modification prohibited..............ccoiiiiiiiiii e 301
Access assignment distribution across stack failed. ... 301
Access element distribution across stack failed...............ccooii 302
Agent configuration distribution across stack failed.............ccccvoiiiiii 302
Base action distribution across Stack failed............ocoveiiiiiiiiiei e 302
Capabilities determined by agent (NOt-Writable).............coiiiiiiiiiiii e 302
Classifier block distribution across stack failed...............cccooiiiiiiii e 303
Classifier component distribution across stack failed.................ooeeiiiii e, 303
COS mapping distribution across stack failed............ooooriiiii 303
CoS shaping distribution across stack failed.............cooiiiiiiiiiiii 303
Count action distribution across stack failed.............ocveiiiei 304
DAPP-detected DoS attack blocked unit unit# (many Ports)..........ccocecciiririereeee e 304
DAPP-detected DoS attack blocked unit unit# port POrt#...........oocuviiiiieiiiieei e 304
DAPP support diSable fAilUIE...........oii e e e e e e 304
DAPP support €nable fAIIUME...........e ettt e e e e e e e e e e e e e e e e annenees 305
Data distribution class class# across stack failed..............cooviiiiiiiii e 305
DSCP mapping distribution across stack failed.............cooiiiiiiiiiii e 305
DSCP value modification prohibited..............cooiiiiiiiiii e 305
Duplicate entry detected (Prohibited)..........uveiiiiiiiii e 306
Element deletion prohibited (permanent read-only SyStem entry).........c..eeeeeeeeeeeriiiiiiiiiiiieeeeeeeeeeeee 306
Element [abel not acceptable - FESEIVE. ... ....ciii i 306
Element may only be modified not created or deleted...........ooeeeeiiiiiiiiiiiiiiiiiieee e 306
Element modification prohibited (read-only or SYyStem eNntry)..........cccccvviieiiieeeeeee e 307
INAEX VAIUE OUL-OF-TANGE. ....ciiiiiieie sttt ettt e e s ettt e e e s st e e s annba e e e s anneeeeens 307
Invalid drop action option specifiedinvalid drop action option specified.............ccccceveiiiiiiieniiinnnn. 307
Invalid entry creation attempted (INAEX INUEXH ).....c.uviiieiiiiii e 307
Invalid update DSCP value specified ( DSCP VAIUE )....cooouviiiiiiiiiiiiciiiie e 308
Interface action distribution across stack failed..............coooiiiiiiiiii 308
Interface application distribution across stack failed.............cccooviiiiiiii 308
Interface assignment distribution across stack failed...........ccocviieiiiiiiieii e 309
IP classifier distribution across stack failed................oooiiiiiiii 309
IP protocol value TCP or UDP needed with Layer 4 port filtering...........ooccuiiiiieeiiiiiiieeeeen 309
Issue detected during QO0S Stack SYNCHIONIZALION. ..........eeiiiiiiiiiieiiiiee e 309
Issue detected enabling disabling DSCP table usage (POIM#)........coovuuriiiiiiiiiiieiieee e 310
Issue detected setting native DSCP table VAlUES...........ooouiiiiiiiiii e 310

Logs Reference February 2013 23



Layer 2 filter distribution across stack failed................oooiiiiiiii e 310

Meter distribution across Stack faIlEd..........cooiiiiiiiiiii e 310
Non-unique element label detected (prohibited)..............oooiiiiii 311
NSNA filter set delete operation fAlEd...........cocvii i e 311
NSNA filter set install operation failed. ..o 311
NSNA filter set update operation failed..............oooiiiiiiiiiiii e 311
Policy distribution across Stack falEd............coiiiiiiiiiiiiii e 312

QoS inter-module communication iISSUE deteCIed. .........couiii i 312
Queue data distribution across stack failed..............ooouiiiiiiiii 312
Queue set value modification Prohibited...........cooiiiiiiiii e 312
Queue shaping distribution across stack failed.............ccooiiiiiiiii 313

Role combination length outside of acceptable lIMItS............cooiiiiiiiii e 313

Role combination distribution across stack failed.............ccooiiiiiiii 313
Simultaneous operations involving access asgn ifcs prohibited.............ccvveeiiiiiiii e 313
Simultaneous operations involving policy blocks ifcs prohibited................cccoiiiis 314
Simultaneous operations involving policies and blocks prohibited.............c.ccoociiiiiiiiins 314
Simultaneous operations involving policies and ifcs prohibited............ccocveeiiiii i 314
System filter distribution across stack failed. ... 314
Token bucket data distribution across stack failed...............cccoiiiiiiiii 315
Traffic Prof filter set delete operation failed...............ooouiiiiiiiii e 315
Traffic Prof filter set install operation failed...............ccociiiiii e 315
Traffic Prof filter set update operation failed.............ccooiiiiiiiiii e 315
Unknown unsupported attribute specified (@ttribute )........occvviieiiiiii e 316

User policy distribution across stack failed............oouueiiiiiiiii e 316

User policy filter set delete operation failed............ccvviiiiiiiiii e 316

User policy filter set install operation failled.............ocuiiioiiiiii e 316

User policy filter set update operation failed.............coooiiiiiiiiiii e 317
Chapter 39: QUuick INStall MESSAQES.......uiiiiiiiiiii e 319
Quick Install INfOrMAtION MESSAGES. .. .eeeiiueiiiie ittt e et e sttt e e e st e e e s abes e e e e sannbseeeesnnnaeeeens 319
QuickInstall console CONfIGUIAION EITON...........uviiiiiiiii ettt 319
QuickInstall:console CoONfIgUIatioN SUCCESS. ........ciiurriieiiiiiiie ittt 319
Quickinstall USB config file NOt fOUNG.............ooiii e 319
Quickinstall USB file config error at ine INE#H...........cooiviiiiii e 320
Quicklinstall USB file config error - file exceed 200 lINES.........oooviiieiiiiiieeiiee e 320
Quicklinstall USB file config error - file exceed 4096 DYLES.........ccoiiiiiieiiiiiiiee e 320
QUICKINSTAIlZUSB fil& CONTIZ SUCCESS.....eiiiiiiiiiieiiiee ittt 320
Chapter 40: RADIUS ClieNt MEeSSAQES.......ccciiiiiiiiiiiiiiiiis s e e e e e e e e e e et e e e e e e e aaeeees 321
RADIUS Client iNfOrmation MESSAGES. ......uueiiieiiiiiiiee ittt ettt ettt e bbbt e e s e e s st b e e e e s annneeeeas 321
Allowed connection atteMPL frOM USEI.......coiuiiiiieiiiiii et 321
Disallowed connection ACCESS REJECE fOF USEI.......uuuiiiiiiiiiiie ettt 321
Disallowed connection Invalid SVCTYPE fOF USEI........cuuuiiiiiiiiiiieeei et 321
Chapter 41: SFTP MESSA0ES ...ttt it it e e eeiee ettt s e e e e e e e e e e e e e et eeeeat s s e e aaaaeaaeaaaeeesnennnnnns 323
SFTP INfOrMAatioN MESSAGES. ... .tieiieiitiiie ettt e et e e e et e e e e anbb e e e e e sba e e e e e nnnbeas 323
SSHC DSA AUthentiCatioN FAIIUIE...........uiiiieieiiei et 323
SSHC RSA AUthentiCatioN fAIIUIE...........eiiiiii it 323
SSHC server CONNECHION TAIIUIE. .........eiiiiiiie e 324
Chapter 42: SLA MONITOr MESSAQES . .uuuiiiiiieeeeeeieeeieeeeett s s e e e e e e e e e e e e e aeeeeaa e aaaaaaees 325
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SLA MONItor INfOrMatioON IMESSAUES. .....ccciiriiiiieiitii ittt ettt e et st e e e e e e s e e e s annnneees 325

SLAMon Agent CLI timeout value OUL OF FTANGE. ........cuuviiiiiiiiie e 325
SLAMON AGent diSADIEM............ooi e 325
SLAMON AGENE ENADIEA. ......oeiiiiiii ittt 325
SLAMon Agent inconsistent UDP port data SPeCified..........ccuuvieiiiiiiiiiiiiiiieee e 326
SLAMon Agent operation is restricted CLI-ONIY...........cooiiiiiieiiiiiie e 326
SLAMON AQENT tEIMINALEU. ... .eeiieeitiei ettt e e e e e s e e e s e e e nnnneeees 326
SLAMon Agent terminated — command/frame processing issue detected...........c.oooivviiiieenneennn. 326
SLAMon Agent terminated NTR test exception detected. ..., 327
SLAMon Agent terminated - resources unavailable...............cccooiiiiiiiii 327
SLAMon Agent terminated - RTP test exception detected...........oovvvvvieiiiiiiiii e 327
Chapter 43: SIMLT M ESSAgES . ittt teeeeeeeeeeetieetttttt i aaa e s s e e e eeeeeaeeeeeeeaesrannn e aaaaaeeaaeeeeeeeennnnns 329
SMLT INTOIMATION MESSAUES. ... etteiiutieite e ittt et e e r ettt e e et et e et b et e e s b e e e e s e bbbt e e s s et e e s s bbb et e e s e e e e e annreeees 329
SLPP Warning - PDU was received on Vlan Vlanld Unit UnitNo Port POrtNo ................cccccoceeeene 329
SMLT IMC invalid cmMd L— StKCMIA.......ueeeiieiiiiiie e e e annees 329
SMLT IIMC EX BITON ..ttt ettt ettt s et e e et e e e e e e e e e e e e e e e e e e e e e e e e e enneas 329
SMLT input parameter error MIE POt VIAN..........eiiiiiiie e 330
SMLT Stack db ex event NUM -0 —0%22221111.......cccuiiiieiiiiiiee et 330
SMLT stackEventNotify Invalid MSg Cmd = 0 — O...cooiiiiiiiiiiieiieieee e 330
SMLT Stack inactive event 0-0- MOAMASK.........coiiiiiiiiiii s 330
SMLT Stack joined event NUM - 0 — 0%3333LL10.....ccciiiiiiiiiiiiiiiee e e e e e e e e e e e e s e s errereeeee s 330
SMLT Stack leaved event 0 - 0 - MOAMASK..........oooiriiiiiiiiiee e 331
SMLT STP enabled on IST trunk trkNO StP groUP GIP....ueverreeereeeeeeeie it e e e e e e e s es e ereeeeeeee s 331
SMLT Warning - LAC SMLT with more than 8 links - Key - COUNL..........cceeeiiiiiiiiiiiieee e 331
SMLT Warning - smitEnable Software License Error- 0 — O.....coocvvieeiiiiieieeiiiiiee e 331
SMLT Warning - SMLT mismatched Lac_Sys_ID error shutdown all SMLT 1ac po..........cccceeeernnen. 332
Chapter 44: SNMP ServVer MESSAQJES . ..cciuuuuieeeiieiiiiie e e ettt e e e e et e e e e eaa e e e e e e eerraan 333
SNMP SEIVEr WaAINING MESSAGES. .. iuuveertetiuttteteeaatttetaesatteereesasteeeaeaastreaeeaassteeaesaastteeesaansbeeeesaasreeeessansees 333
TraP SSCITUNIIDOWN. ...ttt ettt e s e e e e et e e et e e s e e e e s e e s 333
SNMP Server iNfOrmMation MESSAGES. .....c.oiiiiiuiiiiiieet e et e e e e e e e e e e e s ab bbb e et eaaaaaeaasaaannnnbssreeeaaaaaeas 333
AULNENtICAtION FAITUIE TIAP. ... teeiie ittt e e aene e e as 333
BPDU received on port with BPDU-Filtering enabled............cueeiiiiiiiiiiiiie e 333

(070] [0 IS =T A I = PP SRRPP 334

DAI ARP packet with invalid IP MAC binding dropped on untrusted port unit# port#...................... 334

DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not allowed on untrusted port).. 334

DHCP Snoop DHCP binding table is full additional DHCP clients will not be added to the binding 33
LE2 10 = T T PP TP PP P PPPPPTOPPPTPIN 5

DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not allowed on untrusted port).. 335
DHCP Snoop DHCP OFFER dropped on untrusted port unit# port# (not allowed on untrusted port) 335
DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port unit# port# because MAC

Addr( MACaddress ) is associated to port UNith POrt#H..........cccvvreeeieeieeeee e 336
DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port unit# port# (MAC

Addr( MACaddress ) does not exist in binding table)...........ccoiiiiiii e 336
DHCP Snoop DHCP snooping binding table restored successfully from TFTP address................. 337
DHCP Snoop DHCP snooping binding table restored successfully from USB unit unit#................. 337
PI—“%P Snoop DHCP snooping binding table restore from TFTP address A.B.C.D IPv6_address 337
=11 [ To PSP PRR PSPPI
DHCP Snoop DHCP snooping binding table restore from USB unit unit# failed...............ccccccoeonee. 337
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DHCP Snoop DHCP snooping binding table saved successfully to TFTP address............ccceeenneee. 338

DHCP Snoop DHCP snooping binding table saved successfully to USB unit unit#......................... 338
DHCP Snoop DHCP snooping binding table save to USB unit unit# failed..............cccccooiiiiiiniennn. 338
DHCP Snoop DHCP snooping entry with MAC MacAddress not restored (invalid Vlan vlan# )...... 338
DHCP Snoop DHCP snooping entry entry number not restored due to MAC conflict..................... 339
DHCP Snoop DHCP snooping entry entry number not restored due to expired lease.................... 339
DHCP Snoop DHCP snooping entry with MAC MacAddress not restored on invalid interface unit# 339
010 - 2O
DHCP Snoop DHCP snooping entry entry number not restored due to parsing failure................... 340
DHCP Snoop NTP is not synchronized; external save restore of DHCP snooping entries not

01T o] =SSP 340
=To oI N [=TTo | gl ool gl e SR I = T o RO T TP PRR 340
ENtErpriSE SPECITIC TraD. .. it iutiiiie ettt ettt ettt e e ettt e e e sttt e e e s ssbb e e e s abbe e e e e s anbeeeeeeane 340
IPSG Insufficient resources available to enable IPSG on port unit# port#.........ccccceeeeiviiiciiinveennnn. 341
IPSG Maximum IP entries on port unit# port# has been reached..............cccceiiiiii e, 341
(101 QB0 1 o I = o PP PP P P OPPPPPP PP 341
LINK U TTBP. ¢t st s e s e e e e s e e e sene e 341
PIM Neighbor Status Change Up........cccviiiiiieiiieiieee et 342
PIM Neighbor status Change DOWN...........ueiiiiiiiiiie ettt e et e e e st ee e s s nnbeeeeeeanes 342
Trap bsAdacPortConfigNOLIfICALION. .........iueiiii it ee s 342
Trap bsAdacPortOperDisabledNOtIfICAtION.............coiiiiiiiiiii e 343
Trap bsnConfigurationSaVedTONVIAIM...........uuiiiiiiiiiiae it e e e e e e e eeeeeeeas 343
Trap DSNEAPACCESSVIOIALION. ......ueiiiiiiiie ettt e e e e e e e e e e e e e e e e e e e e e nnneeneeees 343
Trap DSNEAPUDPFAIIUIE. ... ...t e e e e e e e s e s e r e e e e e e e e e s eeannnsennneeeeees 343
Trap bsnLacPortDisabledDUeTOLOSSOfVLACPDU.......ccoiiiiiiiiiiiiiie et 343
Trap bsnLacPortEnabledDueTORECEIPIOTVLACPDU........cciiiiiiieiiiiiiee e 344
Trap bSNStackCoONTIGQUIATIONEITON..........eiiiiiiiiie ettt 344
Trap bsnStackManagerReCoNfiQUIAtION............uuuuiiiiiiiii e 344
Trap bsnTrialLicenseExpiration Trial license license# has expired. Disable licensed features to

AVOId NEIWOTK INTEITUPTION. ....itteieee ittt e s e s e e e e ees 344
Trap bsnTrialLicenseExpiration Trial license license# will expire in # days day(s)..........ccccevvvreeeeeen. 345
Trap bspePethPsePortCurrentStatuSNOLIfICAtION. ...........uueiiiiiiiieiii e 345
Trap bsUnicastStormControlAboveHIghWatermark...........cceveeiiiiiiiiiiiie e 345
Trap bsUnicastStormControlBeloWLOWWALEIMAIK...........covicuriiiiiiiiieee e e e 345
Trap bsveVrrpTrapState TIANSITION. ... ...eeiie i e e e e e e e 346
Trap DAPP - DOS AttaCKk DELECLEA. .......c.viiiiei it e 346
Trap Device has entered Forced Stack Mode ( MAC AdAress )......cooviiiiviiiiiiiiiieeeeen e 346
Trap €NtCONTIGCNANGE. ... .. ettt e e e e e et bbbttt e e e e e e e e e e e e nnbbbbeeeeaaaaaaaeas 346
TraP TAITINGATRIN. ...ttt e e ekt e e sttt e e e st e e e s aaneeeee s 346
Trap lldpRemTableChange AQEOULS = COUNT.........cuuiiiiiieiiiie et 347
Trap lldpRemTableChange Deletes = COUNL.........uuuiiiiiiiiiiie e seeeeee s 347
Trap lldpRemTableChange DropS = COUNL.......ccuiiiiiiiieiiiiiite st e et e e e e st e e e e enbeee e e e ennneas 347
Trap lldpRemTableChange INSEItS = COUNT..........uiiiiiiiiiee e 347
Trap lldpXMedTopologyChangeDetected Subtype = subtype Class = Class........ccccveeeviiieiiniiiiinnns 348
TP NEWROOT. ...ttt ettt e e e e e oottt t e e e e e e s e e e e e ettt e e e e e e s e senen e 348
Trap ntnQosPolicyEvolLocalUbpSesSIONFAIlUre. ..........cuviiiiiiiiiiieie e 348
Trap OSPIITAUINFGIUIE.......ooiiiie ettt e e nnneeeeas 348
RTINS 0111 @o] ) ile ] =l g (o] PRSPPI 348
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Trap OSPIFSIAIECRANGE. ..ot 349

Trap 0SPINDIStAtECRANGE. ...ttt e e e e et e e e e e e e e e e e annae 349

Trap OSPIVIIFAUTNFAIUIE. ...t e e e e e e e e e e e 349

Trap OSPIVI I CONTIGEITOr. ...t e e e e e e e e s e e e e e e e eeeeeeeennnsnsreneeees 349

Trap OSPIVIrIfStAtECNANGE. ... .eii e e et e e et e e e abbe e e e e 349

Trap OSPIVINDIStAtECNANGE. ... eeiii it e et e e e e e e e e e ennees 350

Trap pethMainPowerUsageOffNOIfICAtION............ooiiiiiiiiii e 350
Trap pethMainPowerUsageOnNNOLIfICAION...........ooiiiiiiiiiiiiie e 350
Trap pethPsePortONOINOLIfICAtION. ... 350
RN oI (][ o TN F= 1 o PSPPSR 350
Trap RSTP EITON EVENT. ...ttt e e e e et e e e e e e s e eeas 351
Trap RSTP GENETAI EVENL.....cciiiiiiiiiiiiiiiiie ettt e e et e e e et e e e e st e e e e e nbaeeeeeannnes 351
Trap RSTP NEW ROOL........ouiiiiiiiiiiiiii e 351
Trap RSTP ProtOCOlI MIGIatiON.........coiiuueiiieiiiiiiie ittt e s e e e annnes 351
Trap RSTP ToOpology Change..........c..oooiiiiiii e 351

TraP SECHTUNIEDOWN. .....eeeiiiieite ettt ettt e st e e e e s nn e e e e e e nne e e nereeen 352

Trap SSEtrSDHSMAaCACCESSVIOIALION. .......iuveiiieiiiiiiie ettt e e nrbeeeeeennes 352

Trap SSEtrSDSMAaCACCESSVIOIALION. .......cuveiiiei ittt e e st e e e e e nnaeeeeeeanes 352

Trap SSEIrSDSMACREMOVED. .......coiiiiiiieii ittt e s 352

Trap SSEtrSHSMacCTabIECIEAIEA. .......o.eviiieiiiiee e 352

Trap s5EtrShsMacTableClearedFOrPOrt. ..o e e 353

Trap SLPP POt DOWN EVENT......ouiiiiiiiiiiieiii ittt e e e e 353
Trap SMIE ISt LINK DOWN....coiiiiiiiie ittt sttt e e e st e e e s nnb e e e s ansnae e e e s annneeeeean 353

Trap SMIEISE LINK Uittt sttt e ettt e e s sttt e e e sttt e e e s anntn e e e anneeeeas 353

Trap SMIT LINK DOWN....cooiiiiiii ettt e e e e e e e e e s e e e e e b e e e e nnees 353

TrAP SMIE LINK Uittt e et e e e e e e s e e bbbt e et e e e e e e e e e e saannnbesseeeaaaaaeeaanan 354

TrAP SSCITHOTSWEP. ...ceeeeieieiii ittt ettt e e e e e e e e e et e e e e e e e e 354

;T o2 (o] o o] (o0 | VA @4 g =T o To = TSR 354

Trap UDPEAPSESSIONENG. ......ooiiiiiiiiie ettt et e et e e e nnb e e e s abbeeeeeannes 354
Trap UDPEAPSESSIONSIAIT. .....ciiiiiiie ettt e et e e st e e e e st e e e e e nnbbeeeeeannees 354
Trap VITPTIAPNEWMESTEL .......ciiiiiiiiite e e e e e 355
Chapter 45: SNTP MESSATES......cciiiiiiieieeiii e et e e e e e e ettt e e e e e e e e e e e e e eeeasra s 357
SNTP CIEICAI MESSAGES. ... eieuieieiitieeitee ettt ettt s e e st e e bt e s ne e e e nere e e nn e e e nereeenenees 357
SNTP Could NOt SYNC 10 NTP SEIVEIS.....eiiiiiiiiiiie ittt e e e et e e e e annees 357
SNTP INfOrMALION MESSAGES. ... i itteiie ettt ettt e ettt e e e ettt e e e s st et e e e s asbeeeeeeatbeeeeesanbeeeeeeansbeeeeesanes 357
SNTP: First Synchronization SUCCESSTUL.........uuuiiiiiiiiiie e 357
Chapter 46: SSCP MESSAQES . uuuuuiiiiiieeeeeeeiiei ittt s s e e e e e e e e eeeeeaeeasarara e aaaaaaaaaeeereennnnes 359
SSCP INfOrMALION MESSAGES. .. . eetteiiuiitiite ettt ettt et e st e e s e bbbt e e e s b bt e e s e ab et e e e e s be e e e e e anbbeeeeeannnees 359
SSCP connection attempt failed got bad interval values from NSNAS..........ccoccciiiiiiieiineee e 359
SSCP connection attempt failed incompatible SSCP VErSIONS...........cooviiiiiieiiiiiiie e 359
SSCP connection attempt failed NSNAS already CONNECIEd...........cuvvvveiiiiiiiiiiiic e 359
SSCP connection attempt failed NSNAS not configured...........c.euveeiiiiiiiiiiiiieeee e 360
SSCP connection attempt SUCCEEURT. ..........uuuiiiiiiiiiiee et e e e e e e e e e e e e eeeeas 360
SSCP connection 10St corrupt data StrEAM...........uuuiiiiiiiiie e e e e e e e ae e e e e e ennenes 360
SSCP connection lost inactivity timer @XPIrEU...........uueiiiiiiiiiie e 360
SSCP connection lost memory allocation failure............cooiiiiii e 361
SSCP connection lost message processing failure............oooiiiiiiiii e 361
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SSCP connection lost NSNAS closed the CONNECHION.........coouuiiiiii e 361

Chapter 47: SSH MESSAQES.....cveiiiiiiiiiiii ettt e e e e e e e e e e et aaaaaaeaaaees 363
SSH INTOIMALION MESSAGES. ... eeieiieiitii ittt s bbbt e e et bbbt e e e s bbb et e e s e abb et e e e asbb et e e s annbeeeeas 363
SSH_CLIENT Key couldnt be saved for host ip address...........cooiiiiieiiiiiiiie e 363
SSH CLIENT SSH Connection to IP ip address was closed because parent console session
CONSO0IE SESSION 1D WAS CIOSEU. ....eeiiiiiiiiiie ettt et e e et e e e nees 363
SSH QISADIEM. ...t anaees 363
SSH DSA KEY AEIBLEM. ....cee ittt e et e e e st e e e s st e e e e s nnbaeeeeean 364
SSH DSA KEY generation COMPIELEd. ..........oiiiiiiiiiiieiiiiie ettt 364
SSH enabled iN NON-SECUIE MOE...........ooiiiiiiiii e 364
SSH enabled iN SECUME MOTE.........uuiiiiiiiee e e e e e 364
SSH Maximum number of ssh sessions has been reached...........occovvviiiiiii 364
SSH RSA KEY generation COMPIELEd. ..........eviiiiiiiiiiiiiiie et 365
SSH RSA KEY OVEIWIIEEEN. ...eeeiiiiiiie ettt ettt et e e s sttt e e e s st e e s e nbb e e e e annbaeeeeeannneas 365
SIS o =TS o] o T oo 1 WU £ 1o o o] o S PP 365
SSH System is generating DSA KEY WAL .......cociiiiiiiiiiiiiiec et 365
SSH TFTP DSA KEY COMPIETE.....eeiiieiiiiiiee ettt 365
SSH TFTP RSA KEY COMPIETE........ueiiiiiii e 366
SSH USB DSA KEY COMPIELE.... .ttt e et e e e e aees 366
SSH USB RSA KEY COMPIELE. ...ttt ettt e et e e e e e e e e e e 366
SSH session closed by ip address remote host. Connection time h hours m minutes.................... 366
Successful SSH coNNECtion t0 iP AAIESS. .....coivriiiieiriii et e e 367
Chapter 48: SSHC MESSAUES......cciieiiiiiiiiiiiie it e e e e e e ettt e e e e e e e e e e e e e e e eaeas 369
SSHC INfOrMEALION MESSAGES. ...ei et itiiiie ettt e ettt e e e sttt e e e st bt e e e s atb b e e e e s sbbeeeeessnbaeeeeean 369
SSHC DSA Key generation faIlUIE..........uuiii ittt 369
SSHC DSA KEY SAVE TAIIUIE.......eieiie ettt e et e e e e e e e e e e nees 369
SSHC DSA key upload TFETP AIIUIE........ccoiiiiiciie e 369
SSHC DSA key upload USB failUre..........cooiiiiiiiiiii et 370
SSHC RSA Key generation faIlUIE. ..........ueiiiiiiiii et 370
SSHC RSA KEY SAVE TAIIUIE. ...ttt e e 370
SSHC RSA key upload TFTP faIIUME. .....c.iuiiiiieiiiiee ettt 370
SSHC RSA key upload USB faIlUre..........coouiiiiieiiiiiiie sttt 371
Chapter 49: SSL MESSATES........uuiiiiiiiiie i 373
SSL INfOrMALION MESSAGES. ... uviieiiiie ittt ss e e st e e s e e e sare e e s ne e e snee e e seneeaas 373
SSL certificate creation COMPIETEA. ...........cviiiiiiii e 373
SSL certificate Creation fAlE............ooiiiiie e 373
SSL CertifiCate UEIBTEM. .....c..viiiiiii e 373
SSL AISADIEA. ...t e e e e e e e e 373
SSL ENADIEA. ...t 374
SO SEIVEI TS ...ttt ettt oo ettt e e e e e et et e e e e e e e e e e e 374
Chapter 50: StaCk Manager MESSAQES . ....ciiiiiiiiiieeee ittt e e e e e e e e aa s 375
Stack Manager CrItICAI MESSAGES. ... .ieiitiiiie et e ettt e ettt e ettt e e e e s e e e e e s stbee e e e e atbeeeeesasbaeeeeesnsbeeeeesanes 375
application-name failed DB-exchange stack failed t0 fOrm...........ccccoviiiiiinii e 375
Stack Manager Warning MESSBUES. ... ..ueeiiuuietieiitieetee it tee st e e e s b et e e s b b et e e s s be e e e e e s asbe et e e s abbeeeeesannnnees 375
application-name failed DB-exchange stack formation delayed.................ccccooiiiiiiiiiiiiiiies 375
Front-panel Ul selected use rear-panel base non-base SWItCh...........cccoveviiiiiiiiiec i 376
QOS filter-limiting mode modified and UNIt FESEL..........coiiuiiiiiiiiiiii e 376
28 Logs Reference February 2013



Stack operation mode modified to Hybrid and unit reSet............ccooviiiiiiiiiiii e 376

Stack sync failed stack failed t0 FOrM.........c.uuiiiiii s 376
Stack synchronization failed Exp value Act value Missing Value............cccooovieiiiiiiiiie e 377

The base (unit# number ) has left the stack. Unit# number is now the base..............ccccoeiiiins 377
Stack Manager iNfOrMatioN MESSAGES. .. ...ciiuuiiee ittt et e et e e et e e e s s b e e e e e nbbeeeeanneeeas 377
BECOME_TEMP_BU event sent unit mask value appl mask value.............cccccceeiiiiiiiiineeeene, 377
Change of active config block and or reset failed block-number............c.occovviiiii e 378
DISTRIBUTE_DB event sent unit mask value appl mask value.............ccccouiiiiiiiiiieeeen 378
Filter limiting mode not supported on 5510-XX unit cannot join Stack..............cccccoviciiiininceenn. 378
JOIN event sent unit mask value appl Mask VaIUE.............cccooviiiiiiii e 378
LEAVE event sent unit mask value appl mask Value...........cccoooiiiiiiiiiiiii e 379
MODULE_INACTIVE event sent unit mask value appl mask value.............cccccccveeeeiiiiiiiiiiiiieeeee. 379
More than value UNItS dISCOVETEU. ..........uuiiiiiiiiie ittt 379
Multiple Dase UNILS AETECTEM. .........uiiiiie it et e s e e aaes 379
Multiple Waverunner units detected when base is a Flagship........ccccoiiiiiiii e, 380
REMOVE_DATA event sent unit mask value appl mask value............ccccueeieiiiiiiiiiiniiiiee e 380
Stack operation mode modified to Pure and UNit FESEL............ccuuiiiiiiiiiiie e 380

This unit has wrong F W version expected version actual VErsion..........ccccccvveiviiiiiieiiiiieee e 380

This unit has wrong S W version expected version actual VErSioN............ccccovvveeieeiniiieee e 381
Wrong QOS Agent buffer setting expected value actual value unit cannot join stack...................... 381
Chapter 51: Stack MONItOr MESSAQES......cccciiiiiiieeecieee e e e e e e e e e e 383
Stack MONItOr CHEICAl MESSAGES. .....eveeiiei ittt ettt e st e e st e e e s abb e e e s anneeeee s 383
Task task-Name IS SUSPENUEM. .........uuiiiiiiiiiie ettt e et e e e st e e e s snbe e e e e asaeeeeeaas 383
Task whose index is taskID taskID IS SUSPENUED...........uuueiiiiiiieaiiiiiiie e 383
Stack Monitor INfOrMatioN MESSAGES. .....ccei ittt e e e e e e e ettt e e e e e e e e e e s e ananbbebeeeeeaaaeas 384
application_name failed DB-exchange stack formation delayed..............cccocveiiiiiiiinii e, 384
Hello Module unable to communicate with neighbor(s) unit reSet..........ccoceeiiiiiiiiiii e 384

IMC buffers of size size have been exhausted buffer pool Size Siz€.......ccccccevvviiiiciiiiiiiiii s 384
Stack synchronization failed stack formation delayed............cccevviiiiiiiiiiiiii e 385
Task whose index is Index1 Index2 iS SUSPENAEQ..........cooiiiiiiiiiiiiiiie e 385
Task task_Name IS SUSPENUEM. .........uueiiiiiiiii ettt e e e e e e et r e e e e e e e e e e e e annes 385

The number of stack units is number instead of expected NUMDEr...........ccoociiiiii e, 385
Chapter 52: TACACS MESSAQRS ... i iiiiiiii e e ettt e e et e e et e e e e e e e e e e e e e e err s 387
TACACS iNfOrMALION MESSAGES. .. eeeeiuttiiiee ittt e s ittt e ettt e e e st e e e e s s st et e e s asbe e e e e aansbeeeeaaanbbeeeesanbeeeeeaannees 387
TACACS+ accounting diSADIEM. .........ocviiiieiitie et 387
TACACS+ accounting €NADIE.........ooiiiiiiii e 387
TACACS+ authentication on serial port disabled...............ooiiii e 387
TACACS+ authentication on serial port enabled...............ooiiiiiiiiiiiiii e 388
TACACS+ authentication on telnet disabled.............coovviiiii e 388
TACACS+ authentication on telnet enabled..............cocviiiiiiii e 388
TACACS+ authenticated serial cCoNNECioN ClOSE.............ocoiiiiiiiiiiiiiie e 388
TACACS+ authenticated telnet SESSION ClOSEU. ........cciiiiiiiiiiiiiie e 389
TACACS+ authenticated telnet session max retries exceeded............ooovriiiiieiiiiiie e 389
TACACS+ authorization diSADIE..........cooiiiiiiei e 389
TACACS+ authorization enabled..............coviiiii s 389
TACACS+ unsuccessful QUthENTICALION. ........c.eviiiiiiiii e 390
TACACS+ successful aUthentiCatioN.............oocuiiiiiiiii e 390
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Chapter 53: TelNet SErVer MESSAJES. .. . uuuiiiiiiiiiiiiiieeee e et e e e e e e aaaaeeeas 391

Telnet Server Warning MESSATES. ... ...cocuuii ittt see e s e e e s eae e e s ree e s asa e e s esee e s seneeesneaeas 391
Reset initiated DY CONSOIE.........oiiiiiiie e 391
Reset initiated through SSH DY 1P @QUIESS......cooiiiiiiiei i 391
Reset initiated through telnet by [P addreSS.......ooi i 391
Reset to default initiated DY CONSOIE.........oiiiiiiiiii e 392
Reset to default initiated through telnet by IP @ddress..........evveeiiiiiiiiiiiii e 392
Stack RO password changed from [P add.............cooiiiiiiiiiiiiiiii e 392
Stack RO password changed from Serial CONM.........oouuiiiiiiiiiiieeiiiiee e 392
Stack RW password changed from 1P add...........cooiiiiiiiiiiiiecc e 393
Stack RW password changed from Serial CONN............ioiiiiiiiieiiee e 393
Switch RO password changed from 1P @dd............oocuiiiiiiiiiic e 393
Switch RO password changed from serial CONN............uuiiiiiiii e 393
Switch RW password changed from [P @dd.............ueeiiiiiiiiiiiii e 394
Switch RW password changed from Serial CONN..........ooiiiiiiiiii e 394

Telnet Server iNforMationN MESSAGES. ......iuuuiiie ittt ettt st e e st e e e st e e e s anreeeeen 394
Connection closed (failed [0gin) IP AddreSS........coiiiiiiieiiiiie et 394
Connection closed (inactivity [0gout) IP address...........ccooviiiiiiiiiiiieeiiee e 395
Connection closed (Iogin timeout) IP address..........oooa i 395
Connection closed (I0ost cONNECEION) 1P @AIESS. .....coiuviiiiiiiiiiiiee e 395
Connection closed (User 0gout) [P addreSsS.........uuuuiiriiiiieeeiisiiiiiiieiee e e e ee e e e e e s s ereeaeeeeeeennnene 395
Disallowed connection attempt from [P address..........coooiiiiiiieiiiiiieeeiiiee e 396
Disallowed connection attempt - too many telnet SESSIONS. .........ccuviiieiiiiiiiee e 396
Failed 10gin from [P @OAIESS.........uviiiiiiiiiii ettt 396
Failed login from Serial CONNECTION. ..........uuiiiiiiiiie e e e e e eaeaae e e as 396
Failed login(radius auth) from 1P @dd............cccooiiiiiiiii e 397
Failed login(radius auth) from Serial CONN...........ccoiiiiiiiiiie e 397
Login timeout Serial CONNECTION..........iiiiiiiie et et e e e st e e e e s snbeeeeeeanes 397
Session closed (inactivity 10goUL) 1P @d0rESS. .....cciiiiiiiieiiiiiiie et 397
Session closed (inactivity 10goUL) 1P @dOIESS.......coiiiiiiiiiiiiii et 398
Session closed (10Sst cONNECHION) [P @UrESS.....ccooiiiiiiiiiie et e e e e 398
Session closed (USEr 10goUL) [P AOArESS. ......ouiiiiiiiieeiei ettt 398
Session closed (user logout) Serial CONNECHION. .........uuuiiiiiiiieeeiee e e e e e e rreeeeeeeeeannns 398
Session opened fromM [P AOAIESS. .. ..uiiiiiiiiiie et e et e e e e nnbaeeeeean 399
Session opened from Serial CONNECHION. ..........uiie i 399
Session opened(radius auth) from IP @dd...........cueviiiiiiiiii e 399
Session opened(radius auth) from Serial CONN...........ooiiiiiiiiiiii e 399
Successful conNection fromM [P AdUIrESS.......cooiiiiiiiiiiiii e 400

Chapter 54: Unicast Storm Control MeSSAgES.......uuiiiiiiiiiiiii e a e 401

Unicast Storm Control information MESSAQGES. ... .uuuuiiiiiiee e e i i et e e e e e e e e e s e s areaaeeas 401
Unicast unblock unit port unit_port level level watermark watermark............ccccccooviiiiiinniiine e, 401
Unicast block unit port unit_port level level watermark watermark............c.cccvveeiiiiineeiniiieee e, 401
USC Install SET fail unit port unit_port Status = STAtUS..........ceeiiiiiiieeiiiiii e 401
USC Install TEST fail unit port unit_port Status = StAtUS..........ccuviiiiiiiiiiie e 402
USC Unlnst SET failed for port port Status = StAtUS. ........ccuvviiiiiiiiiiie e 402

Chapter 55: VLACP MESSAGES . ...ccuuuuuiiiiiiiiiieiieteee et ee e e e e e e e e e e e s s s s s s s bbbbbbss e e e e e rereaaeaaaaeeeas 403

VLACP INfOrMALION MESSAUES. .. e teeetiiiiitittetieeee e e e e e e e e e et bt e et e eaaaa e e e s e s e sbabeeeeeeeaaaeaaaaaaasnnbbbbeeeeaaeaaeaasaaaannes 403
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Port unit# port# blocked by VLACP until end-partner connection reestablished..................cc.cco..... 403

Port unit# port# reenabled DY VLACP ........ e 403

Chapter 56: VLAN MESSAQES . .uuuuuuiiiiieieeeeeieeeteeeeeetatt s s e s e e e e e aeaaeeeeaeseaaasa s s aaaaeaaeaaeeeees 405

VLAN INfOrMEALION MESSAGES. ... eteiieei ittt ettt ettt e e ettt e e e e ettt e e e e bbbt e e e e st bt e e e e anbe e e e e e abbeeeeeannnees 405

Cli add vlan vlan id members POt MASK..........cuiiiiiiiiie e 405

Cli create vIan VIan id TYPE POM........ueiiiiiiiiiie ettt e s e e e s e e e e e s anreeee e e 405

Cli delete vlan vian id members POrt MASK..........cooiiiiiiiiiiii e e e e 405

Cli delete vian vIan id tYPE POIT.......ooi ittt e e 406

Cli set aUtOPVIA dISADIE........coci i e e e e e e e e s e e eereeaaeeeeeeannnne 406

Cli St QULOPVIA BNADIE........eiiii e e e et e e e e e e e nnaeas 406

Cli set management VIAN VIAN id............ooiiiiiii e 406

Cli set ports port mask tagging diSabIe............oooiiiiiiiiii e 406

Cli set ports port mask tagging €nable............c..oviiiiiiiiii i 407

Cli set pvid vlan id Ports POrt MASK..........c.oooiiiiiiiii e 407

Cli set vlan vlan id members POrt MASK............coviiiiiiiiiiie e e 407

Cons activate VIaN VIAN i.........oooiiiiiiieiic e 407

Cons add vlan vlan id POt UNIt POI.........oiiueeiieiiiieiie et e s e e e s e e e e s nnneeeeens 407

Cons create vIan VIan id tYP POI.....c.eriiiieiiii et 408

Cons delete vian vlan id POrt UNIt POIM........oeii oottt e e e e e e e e e e e e e e e anns 408

Cons delete vian vIan id tYPE POIT........coi it 408

CoNs Set AULOPVIA ISADIE. ... ..ueeiiiieeee et e e e e e e e e s e e e aeee e e s s e s nnnbeereeeeeeeees 408

CONS Set AULOPVIA ENADIE. ...t 408

Cons set management VIaN VIAN id..........c..eoiiiiiiiiiii e 409

Cons set port unit POrt PVId VIAN id..........eeiiiiiii e 409

Cons set port unit port tagging diSabIe.............uuiiiiii 409

Cons set port unit port tagging ENabIE.............eiiiiiiii 409

Chapter 57: VRRP MBS SaAQgES....ciiiiiiii ittt e e e e e e e 411

VRRP INfOrMAtiON MESSAGES. .. . ueeiieiiiiiiiie ittt e ettt e e et e e e s ettt e e st e e e e nb et e e s anbeeeeeeansbeeeesannbbeeeeeanees 411

VRRP Feature globally disabled due to misSing lICENSE...........ccoiiiiiiiiiiiiiiec e 411

VRRP VR VR Id VLAN Id Received mismatching advertisement interval ( advertisement interval) 411

VRRP VR VR Id VLAN Id Received mismatching advertisement type ( advertisement type )......... 412
VRRP VR VR Id VLAN Id Received mismatching fast advertisement interval ( fast advertisement

11 (=T A7 1) U U PP 412

VRRP VR VR Id VLAN Id Received mismatching virtual IP address ( received virtual ip address ) 412

VRRP VR VR Id VLAN Id Received unknown VRRP packet type ( vrrp packet type )..........cccee. 413

Chapter 58: WEB MBS SAQ0ES . ...ciuuiuiiiiiiiiiiii e ettt s e e e ettt e e e et e e e e e et e e e e e et e e e e e eaaaaeeas 415

WEB INfOIMMATION MESSAUES. .. . etieiitiiieeeiitiiite e e ettt e e s ettt e e sttt et e e e astta et e e aasbteeee e e seeeeeesanseseeeeassteeeesannsneeeens 415

User allowed (radius authentication pass) to log in from Web from Src IP...........ccoooins 415

User disallowed (radius authentication fail) to log in from Web from Src IP.........ccccccciiiiiiiiiiinnnn. 415

Web authentication fail from [P adareSS.........ooiiiiiiiiiiiiii e 415

Web authentication from 1P @QUIESS.......coiiiiiiii it 416

Web connection from [P adOrESS.......cooiiiiiiieiiieit e 416

Web diSCONNECt from 1P @AArESS. .......ciiiiiieiii et 416

Web server attempting to open socket for port HTTP POIt........ccuviiiiiiiiiieieee e 416

Web server starts service on Port HTTP POI.......ccoiiiiiiiiiiiiiiieeeiiee e 417

Web timeout from [P AdrESS. .......ooiiiiiiii e 417

Logs Reference February 2013 31



32 Logs Reference February 2013



Chapter 1: Purpose of this document

Log messages record the various errors generated by the system during operation. This document is a
consolidated reference of log messages generated by the system on the following platforms:

* Avaya Ethernet Routing Switch 2000 Series
» Avaya Ethernet Routing Switch 3000 Series
» Avaya Ethernet Routing Switch 4000 Series
» Avaya Ethernet Routing Switch 5000 Series
* Avaya Virtual Services Platform 7000 Series

Logs Reference February 2013 33



Purpose of this document
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Chapter 2: New in this release

The following sections describe what's new in this document.

Features
There are no new features. This document consolidates system messages for the following platforms:
* Avaya Ethernet Routing Switch 2000 Series
» Avaya Ethernet Routing Switch 3000 Series
« Avaya Ethernet Routing Switch 4000 Series
» Avaya Ethernet Routing Switch 5000 Series
 Avaya Virtual Services Platform 7000 Series
Other changes
This release adds support for ERS 3000 Series.
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New in this release
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Chapter 3: Logs fundamentals

The following sections describe how to view, reference, and troubleshoot system logs.

Viewing system logs

You can view System logs using the ACLI.

Procedure steps

1. Log into the Privileged Exec mode.

2. Enter the show logging command.

3. Observe the displayed information.
Variable Definitions

Parameter Description
Critical Display the critical log messages.
Serious Display the warning log messages.
Informational Display the information log messages.

Looking up logs in this document

This document contains various log messages generated by the system, for example: ADAC,
ASCII, and AUR. You can use the following two methods to find the log messages in this

document:

» Browse the log messages in the bookmark and the TOC section of this guide, where they
are listed in alphabetical order

« Search for log messages using the Find option in the Toolbar (Ctrl+F)

Logs Reference
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Logs fundamentals

The log messages are included in this guide based on the following three types of severity:
« Critical — These messages indicate a state of crisis or emergency in the system
* Warning — These messages indicate a potential crisis
« Information — These messages display the status of the task performed on the system

Troubleshooting

If applicable, each log entry provides remedial action(s) that you can perform.

38 Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 4. ADAC messages

ADAC warning messages

ADAC: ADAC of Nortel IP Phones not functional

TypelSeverity Source Description Remedial Action

Serious ADAC ADAC is not working. No action required.

ADAC: Error registering CDT handlers

Type/Severity| Source Description Remedial Action
Serious ADAC The system detected an error | No action required.
when registering the CDT

handlers.

ADAC information messages

ADAC Error applying main VLAN QoS configuration

Type/Severity Source Description Remedial Action

Information ADAC The system detected an No action required.
error while applying QoS
or VLAN global
configuration.
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ADAC messages

ADAC Error applying VLAN QoS configuration for unit port unit#

port#

Type/Severity

Source

Description

Remedial Action

Information

ADAC

The system detected an
error while applying QoS or
VLAN configuration from
unit or port.

No action required.

ADAC Error forcing administrative state to disable enable

Type/Severity

Source

Description

Remedial Action

Information

ADAC

The system detected an
error when forcing the
administrative state to
disable/enable.

No action required.

ADAC Error removing main VLAN QoS configuration

TypelSeverity

Source

Description

Remedial Action

Information

ADAC

The system detected an
error while removing QoS
or VLAN global
configuration.

No action required.

ADAC Error removing VLAN QoS configuration for unit port unit#

port#
Type/Severity Source Description Remedial Action
Information ADAC The system detected an No action required.
error while removing QoS
or VLAN configuration to
unit or port.
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ADAC information messages

ADAC Forced administrative state to disable enable

Type/Severity

Source

Description

Remedial Action

Information

ADAC

The administrative state of
ADAC feature is forced to
disable/enable.

No action required.

ADAC System operationally disable enable

Type/Severity

Source

Description

Remedial Action

Information

ADAC

The system is operating
with ADAC as disabled/
enabled.

No action required.
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ADAC messages
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Chapter 5. ASCIl messages

ASCIl information messages

ASCII failed

Typel/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file
contains syntax errors or
inconsistent/incorrect
configuration data.

Attempt to load the ASCII
configuration file manually
from a console and look for
error messages.

ASCII finished successfully

Type/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file is
successfully loaded and
processed during manual
configuration.

No action required.

ASCII finished successfully at load on boot

Type/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file is
successfully loaded and
processed at boot time.

No action required.
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ASCIl messages

ASCII transfer failed

Type/Severity Source Description Remedial Action
Information ACG The ASCII configuration file | Check if the TFTP server is
could not be transferred accessible.
from the TFTP server (or Confirm that the ASCII
USB port on the switch) configuration file exists on the
during manual server (or on the USB port on
configuration. the switch).
Ensure that the ASCII
configuration file contains
appropriate permissions.

ASCII transfer failed at load on boot

Type/Severity | Source Description Remedial Action

Information ACG The ASCII configuration file | Check if the TFTP server is
could not be transferred from | accessible.

the TFTP server (or USB port | Confirm that the ASCII

on the switch) at boot time. | configuration file exists on the
server (or on the USB port on
the switch).

Ensure that the ASCII
configuration file contains
appropriate permissions.

ASCII transfer OK

Type/Severity Source Description Remedial Action

Information ACG The ASCII configuration file | No action required.
was successfully
transferred from the TFTP
server (or USB port on the
switch) during manual
configuration.

44  Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

ASCII information messages

ASCII transfer OK at load on boot

Type/Severity

Source

Description

Remedial Action

Information

ACG

ASCII config file was
transferred successfully from
TFTP server (or USB port on
ERS45xx and ERS5xxx) at
boot time.

No action required.
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ASCIl messages
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Chapter 6: AUR messages

AUR warning messages

AAUR - Warning Agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

error.

Agent image check sum

No action required.

AAUR - Warning Slave agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Slave agent image check
sum error.

No action required.

DAUR - Warning Diag image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Diag image check sum

error.

No action required.
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AUR messages

DAUR - Warning Slave diag image check sum ERROR

Type/Severity Source Description Remedial Action
Serious AUR Slave diag image check No action required.
sum error.

AUR information messages

AAUR-Info AAUR default

Type/Severity | Source Description Remedial Action

Information AUR AAUR default. No action required.

AAUR-Info AAUR disable

Type/Severity | Source Description Remedial Action
Information AUR The AAUR is disabled. No action required.

AAUR-Info AAUR enable

Type/Severity Source Description Remedial Action
Information AUR The AAUR is enabled. No action required.
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AUR information messages

AAUR-Info Agent transfer finished

Type/Severity

Source

Description

Remedial Action

Information

AUR

The agent transfer is
completed.

No action required.

AAUR-Info Receive request for agent image start transfer

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system received request
for an agent image and the
transfer is started.

No action required.

AAUR-Info Receiverequest for agentimage. Unable to start transfer

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system received request
for an agentimage. Unable to
start transfer.

No action required.

AAUR-Info Send request for new agent image

TypelSeverity

Source

Description

Remedial Action

Information

AUR

The system is sending
request for a new agent
image.

No action required.

Logs Reference

February 2013 49



AUR messages

AAUR-Info Slave refuse transfer

Type/Severity

Source

Description

Remedial Action

Information

AUR

Slave refuse transfer.

No action required.

AAUR-Info The hardware is not compatible with the
Image_version_number version

Type/Severity

Source

Description

Remedial Action

Information

AUR

The hardware is not
compatible.

No action required.

AAUR - Warning Agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Agent image check sum
error.

No action required.

AAUR-Warning Cannot get FLASH resource

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system cannot get the
flash resource.

No action required.

AAUR - Warning Slave agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Slave agent image check
sum error.

No action required.
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AUR information messages

AUR-Info AUR disable

Type/Severity Source Description Remedial Action

Information AUR AUR is disabled. No action required.

AUR-Info AUR enable

Type/Severity Source Description Remedial Action

Information AUR AUR is enabled. No action required.

AUR-Info AUR Restored to default

Type/Severity Source Description Remedial Action

Information AUR AUR is restored to default. | No action required.

AUR-Info New unit has different HW config Using cfg from the new
unit

Type/Severity Source Description Remedial Action

Information AUR The new unit has a different | No action required.
HW configuration.

DAUR - Info Diag transfer finished

Type/Severity Source Description Remedial Action

Information AUR Diag transfer finished. No action required.
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AUR messages

DAUR - Info Receive request for diag image start transfer

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system received
request for the diag image
and started transferring.

No action required.

DAUR - Info Receive request for diag image. Unable to transfer

Type/Severity

Source

Description

Remedial Action

Informatin

AUR

Received request for diag
image, unable to start
transfer.

No action required.

DAUR - Info Send request for new diag image

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system is sending
request for new diag image.

No action required.

DAUR - Info Slave refuse transfer

Typel/Severity

Source

Description

Remedial Action

Information

AUR

Slave refuse transfer.

No action required.

DAUR - Info Start receive image

52

Type/Severity

Source

Description

Remedial Action

Information

AUR

The image is being
received.

No action required.
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AUR information messages

DAUR - The hardware is not compatible with the
Image_version_number version

Type/Severity Source Description Remedial Action
Information AUR The hardware is not No action required.
compatible.

DAUR - Warning Diag image check sum ERROR

Type/Severity Source Description Remedial Action

Serious AUR Diag image check sum No action required.
error.

DAUR - Warning Slave diag image check sum ERROR

Typel/Severity Source Description Remedial Action
Serious AUR Slave diag image check No action required.
sum error.

User disallowed (radius authentication fail) to log in from Web from
Src IP

Type/Severity Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct
address has failed username and password to

authentication through the | gain access.
Radius server.
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AUR messages

54  Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 7. Audit messages

Audit warning messages

Audit data initialized (bad checksum)

Typel/Severity

Source

Description

Remedial Action

Serious

Audit

The audit data is corrupt.

No action required.

Audit data initialized (bad magic number)

Type/Severity

Source

Description

Remedial Action

Serious

Audit

The audit data is corrupt.

No action required.
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Chapter 8: Avaya Energy Saver messages

Avaya Energy Saver information messages

NES activated by schedule

Type/Severity

Source

Description

Remedial Action

Information

AES

The Avaya Energy Saver is
activated by the AES
schedule.

No action required.

NES deactivated by schedule

Type/Severity

Source

Description

Remedial Action

Information

AES

The Avaya Energy Saver is
deactivated by the AES
schedule.

No action required.

NES globally disabled

Type/Severity

Source

Description

Remedial Action

Information

AES

The Avaya Energy Saver is
disabled.

No action required.
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Avaya Energy Saver messages

NES globally enabled

Type/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
enabled.

NES manually activated

Type/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
manually activated.

NES manually deactivated

Type/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
manually deactivated.

NES not applying schedule because SNTP not synchronized

Type/Severity Source Description Remedial Action
Information AES The Avaya Energy Saver | Check the availability of the
cannot be activated, as the | SNTP server, and wait for
internal clock is not the clock to be synchronized
synchronized with SNTP with SNTP Server.
Server.
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Avaya Energy Saver information messages

NES time is synchronized applying schedule

Type/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver No action required.
schedule is applied, as the
clock is synchronized with
the SNTP.
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Chapter 9: Bay Secure messages

Bay Secure critical messages

Bay Secure Resource Error error# line line# resource ID

Type/Severity

Source

Description

Remedial Action

Critical

Bay Secure

The system detected an
error when operating with
the task resource.

No action required.

Bay Secure warning messages

BaySec Not enough resource on port port# . Check QOS cfg

policy on port. (This is
generated by an error in
creating the Filter Manager
database information for a
policy and installing that
policy to the hardware)

TypelSeverity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error when reserving the
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Bay Secure messages

Bay Secure error line line# # of octets read from NVRAM

Type/Severity

Source

Description

Remedial Action

Serious

Bay Secure

The system is facing
problem in reading the data
saved in the NVRAM.

Activate the default
configuration.

Bay Secure MAC DA filtering not enough resources

MAC DA filtering address.
(This is generated by an
error in creating the Filter
Manager database
information for a policy and
installing that policy to the
hardware)

Type/Severity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error when trying to add a

Bay Secure Policy Error error type line line# O

62
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Type/Severity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error in getting or setting a
policy.
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Bay Secure information messages

Bay Secure information messages

BaySec Exceeded number MAC addresses on unit# port#

TypelSeverity

Source

Description

Remedial Action

Information

Bay This message appears

Secure | when the system is trying to
set too many security roles
on a port.

No action required.

Bay Secure Exceeded number per-port MAC addresses on port

unit# port#

Type/Severity

Source

Description

Remedial Action

Information

Bay The maximum number of
Secure MAC addresses that can be

learned on a port is

No action required.

reached.
Bay Secure intruder
Type/Severity Source Description Remedial Action
Information Bay The system detected an | No action required.
Secure | intruder.

Bay Secure intruder MAC

Type/Severity

Source

Description

Remedial Action

Information

Bay Secure

The system detected an
intruder.

No action required.
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Bay Secure messages

Bay Secure per-port addresses deleted

Type/Severity Source Description Remedial Action

Information Bay An auto-learned address is | No action required.
Secure | deleted (This warning
appears only on the BU or
stand-alone switch).

MAC security table full

Type/Severity Source Description Remedial Action
Information Bay The MAC security table is No action required.
secure | full.
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Chapter 10: CDT messages

CDT critical messages

cam driver initialization failed (code= error type argument= line# )

Type/Severity

Source

Description

Remedial Action

Critical

CDT

The CAM driver initialization
critically failed, as the
system resources were
unavailable.

Restart the system.

cam processing aborted (code= error type argument=line#)

Type/Severity

Source

Description

Remedial Action

Critical

CDT

The system could not
process the MAC address,
due to repeated internal
failures.

No action required.
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CDT messages

CDT warning messages

call to cdt api function due to lock timeout (code= error type total
failures= number errno= error code)

Type/Severity

Source

Description

Remedial Action

Serious

CDT

The system detected an

error caused by failure in the

mutual exclusion lock
mechanisms.

No action required.

CDT information messages

cam driver initialized

Type/Severity

Source

Description

Remedial Action

Information

CDT

The system initialized the
CAM driver.

No action required.

CDT MAC address mac_address was removed because LAG trunk
trunked has disaggregated.

66

Type/Severity

Source

Description

Remedial Action

Information

CDT

for a LAG trunk was
deleted because the
specific LAG trunk is
disaggregated.

The static MAC address

No action required.
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CDT information messages

CDT MAC address mac_address was removed because port
port_no has aggregated in LAG

Type/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a port is deleted,
because the specific port
is aggregated in a LAG

No action required.

CDT The static FDB entry MAC mac_address VLAN vilan Id trunk

trunkld was deleted because LAG has disaggregated

Typel/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a LAG trunk was
deleted because the
specific LAG trunk has
disaggregated.

No action required.

CDT The static FDB entry MAC mac_address VLAN vlan id was
deleted because Unit Port unit port has aggregated

Type/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a port was deleted as
the specific port has
aggregated in a LAG.

No action required.
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Chapter 11: CFGSO messages

CFGSO warning messages

CFGSO - Warning Invalid Msg Id

Typel/Severity

Source

Description

Remedial Action

Serious

CFGSO

The system detected an
invalid message Id.

No action required.

CFGSO information messages

CFGSO - Error: Failed to create watchdog timer

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to create
a watchdog timer.

No action required.

CFGSO - Error: Failed to get an imc buffer

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to get an
IMC buffer.

No action required.
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CFGSO messages

CFGSO - Error: Failed to save data to NBU

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to save
data to NBU.

No action required.

CFGSO - Error: Failed to start watchdog timer

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to start
the watchdog timer.

No action required.

CFGSO - Error: File not read

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system could not read
the file.

No action required.

CFGSO - Error: File not write

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system could not write
the file.

No action required.

CFGSO - Warning Watchdog timer expire

Type/Severity Source Description Remedial Action
Error CFGSO | The watchdog timer No action required.
expired.
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Chapter 12. Config messages

Config information messages

CFG - Could not acquire FLASH sem

Type/Severity

Source

Description

Remedial Action

Information

CFG

An extreme concurrency
faced when you copy or
auto-synchronize the
configuration.

Retry the last command.

Logs Reference

February 2013

71



Config messages

72 Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 13: DAI messages

DAl information messages

DAI ARP packet with invalid IP MAC binding dropped on untrusted

port unit# port#

Type/Severity

Source

Description

Remedial Action

Information

DAI

The system detected a
potential attacker on the
network. The ARP packet is
ingressed on a DAI
untrusted port with a
hardware MAC address and
IP address that does not
match any entries in the
DHCP binding table. This
violates the DAI integrity
check and the packet is
dropped.

Isolate the offender.
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Chapter 14. DHCP Relay messages

DHCP Relay information messages

Error disabling global DHCP relay errCode

Typel/Severity

Source

Description

Remedial Action

Information

DHCPR

The DHCP relay cannot
be globally disabled as
the appropriate filter could
not be uninstalled (other
DHCP application is using
it).

Redo the QoS filter
allocations, and retry to
disable the DHCPR.

Error enabling global DHCP relay errCode

Type/Severity

Source

Description

Remedial Action

Information

DHCPR

The DHCP relay cannot
be enabled globally as the
appropriate filter cannot
be installed (other DHCP
application has already
installed it).

Redo the QoS filter
allocations, and retry to
enable the DHCPR.
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Chapter 15 DHCP Snooping messages

DHCP Snooping information messages

DHCP packet with mismatch MAC address dropped on un-trusted
port unit# port# mac(MAC ADDRESS)

address not matching with
the DHCP client hardware
MAC address ingressed on
an DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.

Type/Severity Source Description Remedial Action
Information DHCP | DHCP packet with the Isolate the offender.
Snoop | ethernet source MAC

DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not

allowed on untrusted port)

Type/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP ACK reply
packet ingressed

Snoop port. This

and the packet is
dropped.

an untrusted DHCP

violates the DHCP
Snoop integrity check

Isolate the offender.
on
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DHCP Snooping messages

DHCP Snoop DHCP binding table is full additional DHCP clients will
not be added to the binding table

Type/Severity Source Description Remedial Action
Information DHCP Snoop The maximum number | Scale down the number
of DHCP bhinding of DHCP clients.

entries (1024)
reached. Any
additional DHCP client
entries will not be
added to the binding
table.

DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Type/Severity Source Description Remedial Action

Information DHCP Snoop DHCP NAK reply packet | Isolate the offender.
ingressed on an DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is
dropped.

DHCP Snoop DHCP OFFER dropped on untrusted port unit# port#
(not allowed on untrusted port)

Type/Severity Source Description Remedial Action

Information DHCP Snoop DHCP OFFER reply Isolate the offender.
packet ingressed on an
DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.
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DHCP Snooping information messages

DHCP Snoop DHCP packet dropped on port unit# port# - static entry
with the same MAC in binding table

Type/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP packet
ingressed on the
specified port is
dropped as a static
entry with the same
MAC address as the
DHCP client MAC
address is found in the
binding table. This
violates the DHCP
Snoop integrity check
and the packet is
dropped.

No action required.

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# because MAC Addr( MACaddress ) is associated to port

unit# port#

Typel/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP RELEASE or
DECLINE packet with
the DHCP client
hardware MAC address
and client port from the
binding table ingressed
on a different DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is
dropped.

Isolate the offender.
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DHCP Snooping messages

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# (MAC Addr( MACaddress ) does not exist in binding
table)

Type/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP RELEASE or
DECLINE packet with
the DHCP client
hardware MAC address
is not found in the
binding table ingressed
on a DHCP Snoop
untrusted port. This
violates the DHCP
Snoop integrity check
and the packet is
dropped.

Isolate the offender.

DHCP Snoop DHCP REQUEST dropped on un-trusted port unit#
port# due to source MAC address(MAC ADDRESS) not matching
DHCP client

80

Type/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP packet with the
ethernet source MAC
address not matching
with the DHCP client
hardware MAC address
ingressed on an DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is
dropped.

Isolate the offender.
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DHCP Snooping information messages

DHCP Snoop NTP is not synchronized; external save restore of
DHCP snooping entries not possible

Type/Severity Source Description Remedial Action
Information DHCP | The external actions Make sure time source is
SNOOP | (Restore or Save) not properly set to (S)NTP and

possible, as the Unit (S)NTP | the server is synchronized.
server is not synchronized.

DHCP Snoop DHCP snooping entry entry number not restored due
to MAC conflict

TypelSeverity Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored due to MAC
conflict.

DHCP Snoop DHCP snooping entry entry number not restored due
to parsing failure

Type/Severity | Source Description Remedial Action
Information DHCP Binding entry could not be Check and modify the
SNOOP | restored due to various external-save file for
parsing failures. unexpected modifications in
entry syntax.
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DHCP Snooping messages

DHCP Snoop DHCP snooping binding table saved successfully to
USB unit unit#

Type/Severity| Source Description Remedial Action

Information DHCP External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.

DHCP Snoop DHCP snooping entry with MAC MacAddress not
restored on invalid interface unit# port#

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | Check the unit/port
SNOOP | restored due to an invalid | combinations in the
interface (unit/ port external-save file with your
combination read from actual topology, and modify
external file is no longer the external-save file if
available or invalid necessary.
altogether).

DHCP Snoop DHCP snooping binding table saved successfully to
TFTP address

Type/Severity | Source Description Remedial Action

Information DHCP | External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.
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DHCP Snooping information messages

DHCP Snoop DHCP snooping binding table save to USB unit unit#
failed

Type/Severity | Source Description Remedial Action

Information DHCP External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.

DHCP Snoop DHCP snooping binding table save to TFTP address
A.B.C.D IPv6_address failed

Type/Severity Source Description Remedial Action

Information DHCP SNOOP | External-save/restore No action required.
was unsuccessful on the
mentioned target.

DHCP Snoop DHCP snooping binding table restored successfully
from USB unit unit#

Type/Severity | Source Description Remedial Action
Information DHCP External-save/restore was Check TFTP connection or the
SNOOP | unsuccessful on the USB target for availability.
mentioned target.

DHCP Snoop DHCP snooping binding table restore from TFTP
address A.B.C.D IPv6_address failed

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful on the the USB target for
mentioned target. availability.
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DHCP Snooping messages

DHCP Snoop DHCP snooping entry with MAC MacAddress not

restored (invalid Vlan vlian#)

invalid VLAN.

Type/Severity Source Description Remedial Action
Information DHCP External-save entry could | Check the current VLANSs
SNOOP not be restored due to an | with the one found in the

external-save file (for the
specified entry) and modify
the VLAN if necessary.

DHCP Snoop DHCP snooping binding table restore from USB unit

unit# failed

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP | unsuccessful. the USB target for

availability.

DHCP Snoop DHCP snooping binding table restored successfully

from TFTP address

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP | unsuccessful. the USB target for availability.

DHCP Snoop DHCP snooping entry entry number not restored due

to expired lease

expired.

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be No action required.
SNOOP | restored as the lease

84 Logs Reference

Comments? infodev@avaya.com

February 2013



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 16: Download messages

Download warning messages

Error accessing Image File

Type/Severity

Source

Description

Remedial Action

Serious

Console

The system could not find
the image file.

Enter a valid image file name

Error Bad Image Checksum

Type/Severity

Source

Description

Remedial Action

Serious

Console

The system indicated a
Bad Image Checksum.

Enter a different image.

Error reading Image File

Type/Severity

Source

Description

Remedial Action

Serious

Console

The system could not read
the image file.

Enter a valid image.
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Download messages

Failed to Create a Watchdog

Type/Severity Source Description Remedial Action
Serious Console The system failed to Report the error.
create a watchdog.

Failed to Read Image from Memory

Type/Severity Source Description Remedial Action
Serious Console | The system failed to read Retry the process again.
image from memory.

Memory Allocation Error

Type/Severity Source Description Remedial Action
Serious Console | The system failed to get Report the error.
memory buffer.

Not Enough Memory

Typel/Severity| Source Description Remedial Action

Serious Console | This message appears when| Report the error.
there is not enough buffer

TFTP Failed

Type/Severity Source Description Remedial Action

Serious Console | The system failed to getan | Check the TFTP server.
image through the TFTP.
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Chapter 17: EAP messages

EAP information messages

Allowed connection attempt from user :

Type/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - allowed connection
attempt for user starting with
the given name.

No action required.

Disallowed connection Access Reject for user

Type/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - disallowed
connection attempt for user
starting with given name due
to invalid user credentials.

Correct the user-configuration
at the radius server when
needed; also make sure the
username and password
entered are correct.

Disallowed connection Invalid SvcType for user

Type/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - disallowed
connection attempt for user
starting with given name due
to invalid service type.

Send correct svc-type from
radius-server when needed.
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EAP messages

EAP Failed qpa-RoleAssociation unitPort iflndex macHi xx-xx
macLo XX-XX-XX-XX

given unit port (ifindex) for
given MAC address

Type/Severity| Source Description Remedial Action
Information EAP-Filter | The EAP User Based Policy | Show QoS agent; make sure
Manager | Role Association failed at the | the UBP is enabled; or enable

as needed; Show QoS diag
and check if filters are
available.

EAP GVlan Disabled for unitPort ifindex - GVlan( vid ) in different

stg(id)
Type/Severity Source Description Remedial Action
Information EAP-VLAN | The EAP failed to apply Show VLAN; show
(QDT) Guest VLAN since new interfaces; show spanning-
Guest VLAN ID is in a tree commands ; reconfigure
different spanning tree VLANS in spanning tree
group than the current port | groups as needed, and re-
VLAN; GVLAN disabled for | enable EAP on the port.
that port.
EAP Invalid RAV ID
Type/ Source Description Remedial Action
Severity
Information EAP-VLAN | The EAP failed to apply show VLAN VID; show
(QDT) Radius Assigned VLAN interfaces; show spanning

since it is not an active
VLAN at the switch.

tree commands; And make
sure the VLAN is active.
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EAP information messages

EAP Invalid Vlan ID vid configured for port num

Type/Severity | Source Description Remedial Action
Information EAP The EAP VLAN ID receivedis | Show VLAN VID; show
not active for that port. interfaces; show spanning-

tree commands ; make sure
that the VLAN is active; then
re-authenticate at the port.

EAP Mac AuthFail - unitPort <unit-portnum> macHi <xx-xx>macLo
<XX-XX-XX-XX>

Type/Severity | Source Description Remedial Action

Information EAP EAP Debug only - Eng Menu | No action required.
- EAP removed MAC on
given port for given mac
address on aborting PAE
state machine - Not Used

EAP Unable to Reserve EapAdmin Filter Resources rc retCode
unitPort ifindex

Type/Severity | Source Description Remedial Action

Information | EAP-Filter | The EAP Filter Reservation | Show QoS diag and check if
Manager | Failed (5520 and 5530) with | filters are available; adjust the
the given filter manager resource usage if required.
return code for the given unit
port (iflndex) upon admin
change from authorised to
unauthorised or auto
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EAP messages

EAP Unable to Reserve Filter Resources rc retCode unitPort ifIndex
Force- Unauthorised

Type/Severity Source Description Remedial Action

Information EAP-Filter | The EAP Filter Reservation | Show QoS diag and check if
Manager | Failure (5520 and 5530) with | filters are available; adjust the
given filter manager return | resource usage if required.
code for given unit-port
(ifindex); port is now set to
force unauthorised and is
blocking.

EAP Unable to UnReserve EapAdmin Filter Resources rc retCode
unitPort ifindex

Type/Severity | Source Description Remedial Action
Information | EAP-Filter | The EAP Filter Release Show QoS diag and check if
Manager | Failure with the given filter filters are available; try filter
manager return code for allocations again and disable

given unit port (ifindex) upon | or enable EAP.
admin change to force
authorised.

EAP Unableto UnReserve Filter Resources rc retCode unitPort unit-
portnum

Type/Severity Source Description Remedial Action

Information EAP-Filter | The EAP is unable to Show QoS diag and check if
Manager | release filters with given filters are available; adjust
filter manager return code | the resource usage if

for given unit port required.

(ifindex).
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Chapter 18. EXxception messages

Exception critical messages

Sw Exception

and is suspended. The
exception information is
logged and can be accessed
through the CLI.

Type/ Source Description Remedial Action
Severity
Critical Exception | A task caused an exception | The Exception information

contains the problem task, the
exception type, the register
values, the exception stack
trace and memory of the
related DRAM area. With this
information, you can find out
the cause of the exception.
(The most common method is
to follow the stack trace).
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Chapter 19: Flash Driver messages

Flash Driver critical messages

Download - DL_CKSUM_ACK_ERROR

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears
when the image on NBU
fails checksum validation.

Retry or download another
image.

Download - DL_PROGRAM_STATUS_ACK_ERROR

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears
when all NBUs succeed in
programming the image.

Retry or reboot the switch

Download - DL_START_PROGRAM_FLASH_ACK_ERROR

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears when
not all NBUs succeed in
programming image.

Retry or reboot the switch.
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Flash Driver messages

Download - Error Failed to get the dl resource.

Type/Severity Source Description Remedial Action
Critical Flash Driver | The system failed to access | Retry or reboot the switch
flash for the image
download.

Download - Error Watchdog expire No Ack from NBUs download
MSG # message ID

Type/Severity Source Description Remedial Action

Critical Flash Driver | Tthe watchdog timer Retry or reboot the switch
expired waiting for
acknowledgements from
the NBUs during the image
programming.

Download - Failed to get buffer

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system failed to obtain | Retry or reboot the switch
the data buffer for
downloading the image.

Download - Failed to malloc for buffer

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system does not have | Retry or reboot the switch.
enough memory to
download the image in to it.
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Flash Driver critical messages

Download - Failed to start a watchdog

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system failed to start | Retry or reboot the switch
the watchdog timer for
image programming
process.

Download - Image Checksum Error

Type/Severity Source Description Remedial Action

Critical Flash Driver | This message appears Retry or download another
when the Checksum in the | image.

image is not the same as the
computed one.

Download - Largest mem blk DL_SYSMEM_ RESERVED

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system does not have | Retry or reboot the switch.
enough memory to
download the image into it.

Download - NBU Block Checksum Error

Typel/Severity Source Description Remedial Action

Critical Flash Driver | The image on NBU failed | Retry or download another
the Checksum validation. | image.
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Flash Driver messages

Download - NBU DL_PROGRAM_STATUS ERROR

Type/Severity Source Description Remedial Action
Critical Flash Driver | This message appears Retry, download another
when not all NBUs image, or reboot the stack.
succeed in programming
the image.

Download - TFTP timeout OR image file not found

Type/Severity Source Description Remedial Action

Critical Download | The system detected an Retry or reboot the switch
Task error: TFTP timeout

Download - tftpXfer failed

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system detected an Retry or reboot the switch.
error in fetching the
download resource.

FSH - Error Calling taskLock() returns Error

TypelSeverity Source Description Remedial Action

Critical Flash Driver | This message appears Retry or reboot the switch.
when the task is unable to
disable the context
switching for the flash
access.
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Flash Driver critical messages

FSH - Error Failed to erase flash sector

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system is unable to
erase the flash sector to
program the agent image.

Retry or reboot the switch.

FSH - Error Failed to lock flash sector

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system is unable to lock
the flash sector in order to
prevent programming or
erasing.

Retry or reboot the switch.

FSH - Error Failed to program flash

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system is unable to
write the image on flash.

Retry or reboot the switch.

FSH - Error Failed to unlock flash sector

TypelSeverity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to unlock
the flash sector in order to
allow programming or
erasing.

Retry or reboot the switch.
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Flash Driver messages

FSH - Error Failed to write to flash address

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system could not
program the flash memory.

Reboot the switch.

FSH - Time to Download the Image number seconds

Type/Severity | Source Description Remedial Action
Critical Download | This message indicates the | No action required.
Task time needed to download the

image.

FSH - Time to Program the Image to flash number seconds

Type/Severity | Source Description Remedial Action
Critical Download | This message indicates the | No action required.
Task time needed to program the

image.

Reset - Error Failed to get the Reset sem

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to get
ownership of the reset
semaphore to prevent
reset during download.

Retry the operation.
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Flash Driver warning messages

Flash Driver warning messages

Download - image type image image version programmed

successfully

Type/Severity | Source Description Remedial Action
Serious Download | This is an informational No action required.
Task message.

Flash Driver information messages

DosFs - Error File not closed

Typel/Severity

Source

Description

Remedial Action

Information

The system detected an
error in closing the file.

Retry the operation.
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Chapter 20: Hello Module messages

Hello Module critical messages

Hello Module unable to communicate with neighbor(s) unit reset

Typel/Severity Source Description Remedial Action
Critical Hello This message appears No action required.
Module under the following

instances: When both
stack port directions are
physically up but unable to
communicate with the
neighboring unit(s); When
one stack port direction is
unable to communicate
with its neighbor and the
other stack port direction is
not connected.The
message is stored in a
non-volatile memory; the
presence of the message
means the unit was reset.
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Hello Module messages

Hello Module error messages

Stack cable Down 1 is misconfigured

port is mis-configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the first downstream
Module | when the first downstream | port to the first upstream port

of the neighbor.

Stack cable Down 2 is misconfigured

downstream port is mis-
configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the second
Module | when the second downstream port to the

second upstream port of the
neighbor.

Stack cable Up 1is misconfigured

is mis-configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the first upstream
Module | when the first upstream port | port to the first downstream

port of the neighbor.

Stack cable Up 2 is misconfigured
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port is mis-configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the second
Module | when the second upstream | upstream port to the second
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Hello Module information messages

Type/Severity Source Description Remedial Action

downstream port of the
neighbor.

Hello Module information messages

Downstream stack direction is down cable removed or neighbor
powered off

Typel Source Description Remedial Action
Severity
Information Hello The Downstream stack Connect the downstream port
Module | direction is down, cable to the upstream port of the
removed or neighbor neighbor. Also check if the
powered off. neighbor is powered on.

Downstream stack direction is mis-configured

Typel/Severity Source Description Remedial Action
Information Hello This message appears Connect the downstream port
Module | when a downstream portis | to the upstream port of the
mis-configured. neighbor.

Downstream stack direction is up cable inserted or neighbor
powered on

Type/Severity Source Description Remedial Action

Information Hello The Downstream stack No action required.
Module | direction is up, cable
inserted and neighbor
powered on. Physical link is
up now.
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Hello Module messages

Upstream stack direction is down cable removed or neighbor
powered off

Type/Severity Source Description Remedial Action
Information Hello The upstream stack Connect the upstream port to
Module | direction is down, cable the downstream port of the
removed or neighbor neighbor. Also check if the
powered off. neighbor is powered on.

Upstream stack direction is mis-configured

Type/Severity Source Description Remedial Action
Information Hello This message appears Connect the upstream port to
Module | when an upstream port is the downstream port of the
mis-configured. neighbor.
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Chapter 21.:

IGMP messages

IGMP critical messages

IGMP Initialization failed Error code errCode

Typel/Severity

Source

Description

Remedial Action

Critical

IGMP

The IGMP initialization failed
due to unavailable system
resources.

Restart the system.

IGMP warning messages

IGMP Error sending database from unit unit#

Type/Severity

Source

Description

Remedial Action

Serious

IGMP

The IGMP database cannot
be sent to a unit in the
stack.

No action required.

IGMP Error sending group database from unit unit#

Type/Severity

Source

Description

Remedial Action

Serious

IGMP

The IGMP Group database
cannot be transmitted from

No action required.
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IGMP messages

Type/Severity

Source

Description

Remedial Action

one unit to the other in the
stack.

IGMP information messages

IGMP Added reserved multicast address

Type/Severity

Source

Description

Remedial Action

Information

IGMP

This message appears when
the unknown multicast
allowed address is
successfully registered on
the switch.

No action required.

IGMP Exceeded reserved multicast address range #Addr
numResAddrEntries+1 * #VLANs numActiveVLANSs

maxReservedRange
Type/Severity | Source Description Remedial Action
Information IGMP The maximum number of No action required.

registered unknown allowed
multicast addresses are
reached.

IGMP Maximum number of igmp enabled interfaces reached

Type/Severity

Source

Description

Remedial Action

Serious

ipmc (igmp)

The IGMP-enabled
interfaces reached the
maximum limit of 256.

Disable the IGMP on
interfaces that no longer
need to be IGMP-enabled.
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IGMP information messages

IGMP No hardware resource available

Type/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP Hardware
Resource Allocation
Failed.

Redo the QoS filter
allocations.

IGMP Proxy disabled on VLAN vlan#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

Tthe IGMP proxy is disabled
for a VLAN.

No action required.

IGMP Proxy enabled on VLAN vilan#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

The IGMP proxy is enabled
for a VLAN.

No action required.

IGMP Query Time set to num on VLAN vlan#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

The “Query Time” parameter
is modified for a VLAN.

No action required.
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IGMP Removed reserved multicast address

Type/Severity Source Description Remedial Action

Information IGMP The unknown allowed No action required.
multicast address is
unregistered on the switch.

IGMP Robust Value set to num on VLAN vilan#

Type/Severity | Source Description Remedial Action

Information IGMP The “Robust Value” parameter | No action required.
is modified for a VLAN.

IGMP Snooping disabled on VLAN vilan#

Type/Severity Source Description Remedial Action

Information IGMP The IGMP snooping is No action required.
disabled for a VLAN.

IGMP Snooping enabled on VLAN vilan#

Typel/Severity | Source Description Remedial Action

Information IGMP The IGMP snooping is No action required.
enabled for a VLAN.

IGMP SSM Range changed

Type/Severity Source Description Remedial Action

Information IGMP The group range for IP No action required.
IGMP SSM has changed.
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IGMP information messages

IGMP Unable to add reserved multicast address

Type/ Source Description Remedial Action
Severity
Information IGMP This message appears when | No action required.

an unknown multicast address
registration fails.

IGMP Unknown Multicast Filter disabled

Type/Severity| Source Description Remedial Action

Information IGMP The “Unknown Multicast No | No action required.
Flood” feature is disabled
from the user interface.

IGMP Unknown Multicast Filter enabled

Typel Source Description Remedial Action
Severity
Information IGMP This message appears when | No action required.

the “Unknown Multicast No
Flood” feature is enabled
from the user interface.

IGMP V1 router ports mask

Type/Severity | Source Description Remedial Action

Information IGMP This message appears when | No action required.
the list of IGMP version 1
router ports are modified.
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IGMP V2 router ports mask
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Type/Severity

Source

Description

Remedial Action

Information

IGMP

This message appears when
the list of IGMP version 2
router ports are modified.

No action required.
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Chapter 22: IMC messages

IMC critical messages

IMC buffers of size buffer size have been exhausted buffer pool size
pool size

Type/Severity | Source Description Remedial Action

Critical IMC This message appears when | Restart the system.
memory buffers used for
communication between
units in a stack are
exhausted. The <buffer size>
> varies and is measured in
bytes.The <pool size> can
vary for different buffer sizes
and different models (ERS
25XX [ 45XX | 55XX /
56XX).
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Chapter 23: IP messages

IP information messages

IPT BootP Disabled (response not received from server)

Typel/Severity | Source Description Remedial Action

Information IPT This message appears when | No action required.
the BootP mode is disabled
after the stack is reset and for
10 minutes no BootP/DHCP
messages are received (DUT
stops sending BootP
Requests).

IPT IP Address changed by BOOTP Server

Type/Severity | Source Description Remedial Action

Information IPT The switch or the stack has | No action required.
received the IP address from
the BOOTP Server.

Gateway IP changed

Type/Severity Source Description Remedial Action
Information IPT This message indicates that | No action required.
the Gateway IP has
changed.
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Stack IP changed

Type/Severity Source Description Remedial Action
Information IPT This message indicates that | No action required.
the Stack IP has changed.
Switch IP changed
Type/Severity | Source Description Remedial Action
Information IPT This message indicates that | No action required.

114

the Switch IP has changed.

Logs Reference

Comments? infodev@avaya.com

February 2013


mailto:infodev@avaya.com?subject=Logs Reference

Chapter 24:

IPFIX messages

IPFIX information messages

IPFIX enable failure

Type/Severity

Source

Description

Remedial Action

Information

IPFIX

This message indicates that
the task cannot start.

No action required.

IPFIX enable fail since NSNA enabled

Type/Severity

Source

Description

Remedial Action

Information

IPFIX

This message appears when
the NSNA should be
disabled to enable the
IPFIX.

Disable the NSNA.
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Chapter 25:

IPMC messages

IPMC warning messages

IGMP Maximum number of igmp enabled interfaces reached

Type/Severity

Source

Description

Remedial Action

Serious

ipmc (igmp)

The IGMP-enabled
interfaces reached the
maximum limit of 256.

Disable the IGMP on
interfaces that no longer
need to be IGMP-enabled.

IPMC information messages

IGMP No hardware resource available

Typel/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP Hardware
Resource Allocation
Failed.

Redo the QoS filter
allocations.
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IGMP SSM Range changed
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Type/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP global
allowable SSM range is
changed.

No action required.
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Chapter 26:

IPSG messages

IPSG information messages

Cannot disable IP Source Guard on Unit unit# Port port#

Type/Severity

Source

Description

Remedial Action

Information

ipsg

The IPSG cannot be disabled
on the specified unit/port.

Disable the MLT (if it enabled)
and try again. If it fails, then
reboot the switch.

IP Source Guard disabled on Unit unit# Port port#

Type/Severity

Source

Description

Remedial Action

Information

ipsg

The IP Source Guard has
been disabled on the
specified Unit Port.

No action required.

IP Source Guard enabled on Unit unit# Port port#

Type/Severity

Source

Description

Remedial Action

Information

ipsg

The IP Source Guard has
been enabled on the
specified Unit Port.

No action required.
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IPSG Insufficient resources available to enable IPSG on port unit#
port#

Type/Severity | Source Description Remedial Action

Information ipsg There are no enough Verify Qos masks and filter
resources available to enable | usage using the command:
the IPSG on the specified Show qos diag. Disable /
port. delete any QoS policy or
application which is no longer
needed on that port.

IPSG nvRam file error paraml1 param2 param3

Type/Severity | Source Description Remedial Action
Information ipsg The system detected an error | Retry again and if it fails, then
while trying to access the reboot the switch.

IPSG NVRAM file param1=0
(open error), param1=1
(write error), param1=2 (read
error).

IPSG Reached Max. IP entries supported on this port port#

Type/Severity | Source Description Remedial Action
Information ipsg The port reached the Scale down the number of
maximum number of IP IPSG clients.
entries.

IPSG Reached Max. IP entries supported on this port unit# port#

Type/Severity | Source Description Remedial Action
Information ipsg The unit/port reached the Scale down the number of
maximum number of IP IPSG clients.
entries.
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IPSG information messages

IPSG Resource allocated for Ports unit# port#

Type/Severity | Source Description Remedial Action

Information ipsg The resources necessary for | Retry and if it fails, then reboot
the specified ports cannot be | the switch.

allocated by the QoS
application.
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Chapter 27:

IPv6 messages

IPv6 information messages

Duplicate address deletion failed ipv6_address

Typel/Severity

Source

Description

Remedial Action

Information

IPV6

The Duplicate Address
Detection procedure found
a duplicate for the
IPv6_address on the link.

Change the link-local ID for the
IPV6 interface if the
ipv6_address is in link-local
scope. Remove and assign a
different ipv6_address if the
ipv6_address is in global
scope.

Duplicate address detection succeeded ipv6_address

Detection procedure is
successfully completed for the
ipv6_address, and no
duplicate is found on the link.

Typel Source Description Remedial Action
Severity
Information IPV6 The Duplicate Address No action required.
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IPv6 Forwarding disabled due to inadequate license
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Type/Severity

Source

Description

Remedial Action

Information

IPV6

The IPV6 Forwarding

mode is automatically
disabled as there is no
valid license.

Install a valid license and
enable the IPV6 forwarding.
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Chapter 28: L3 Manager messages

L3 Manager information messages

ECMP features disabled due to inadequate license

Type/Severity

Source

Description

Remedial Action

Information

L3Mgr

This message appears if the
ECMP is enabled and the
license is not available.

Acquire License for ECMP to
enable this feature.

Failed ARP add ip addr OxFFFFFFFF to HW hw error code

Type/Severity

Source

Description

Remedial Action

Information

L3Mgr

The configuration of L3
ARP(1) into hardware failed.

Try deleting the ARP from the
software and check if the
hardware configuration is
successful after re-learning
the ARP.

Failed MVLAN(vid ) L3 ip addr ip mask

Type/Severity

Source

Description

Remedial Action

Information

L3Mgr

The system failed to
configure or restore the
primary or secondary
management VLAN from the
NVRAM. It indicates
parameter (IP address or

Re-configure with correct
values if the message
appears during provisioning
the message on the screen.
Re-configure the
management VLAN IP/Mask
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Type/Severity

Source

Description

Remedial Action

Mask) with an incorrect or
conflicting value if appeared
during provisioning the
message on screen.

if the message appears
during ERS device startup.

Failed to create IP intf vid ip addr in HW hw error code

Typel/Severity

Source

Description

Remedial Action

Information

L3Mgr

The interface and the L3
interface(0) configuration
failed.

Check by toggling routing on
the VLAN to which the
interface belongs, if it still fails
then use global routing

toggling.

Failed route add <ip addr/ip mask>to HW <hw error code>

Type/Severity

Source

Description

Remedial Action

Warning

L3Mgr

The configuration of L3
interface(0) into hardware
failed.

No action required.

IP blocking now 1 2 (1=ON 2=0FF)

Type/Severity

Source

Description

Remedial Action

Information

L3Mgr

The IP status is blocked on
the unit when it leaves a
stack.

No action required.

Maximum number of dynamic routes reached

Type/Severity

Source

Description

Remedial Action

Information

L3Mgr

The maximum number of
total routes (static or

Reconfigure the network so
that the routes on the ERS
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L3 Manager information messages

Type/Severity

Source

Description

Remedial Action

dynamic) supported on the
platform are reached.

device remain within the
maximum allowed.
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Chapter 29: LACP messages

LACP information messages

LAC MLT erroronfarend.0-0-0

Type/Severity

Source

Description

Remedial Action

Information

LAC

The LACP link is selected by
the system, but not
participating in trafic rx/tx.

Check LACP settings on both
sides. Disable/re-enable
LACP on ports.

LAC No more trunk group available for LAC.0-0-0

Type/Severity

Source

Description

Remedial Action

Information

LAC

All trunk group IDs are
already allocated.

Check if an unnecessary trunk
ID is used.
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Chapter 30: MLT messages

MLT information messages

MLT ID# failed configuration verification. Error # error num

Type/Severity

Source

Description

Remedial Action

Information

MLT

The MLT #(1-32) verification
check failed.

Change the configuration and
re-enable the MLT.

MLT NV File error

Type/Severity

Source

Description

Remedial Action

Information

MLT

The system failed to read or
write to the NVRAM file.

Run the diagnostics to see if
the NVRAM is still correct.
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Chapter 31: MDA messages

MDA information messages

%s card inserted (in unit %s)

Parameters Type/ Source Description Remedial Action
Severity
MDA model | Information MDA | This message appears | No action required.
description when an MDA card is
Module ID — inserted.
stack only

%s card removed (from unit %s)

Parameters Typel Source Description Remedial Action
Severity
MDA model | Information MDA | This message appears | No action required.
description when MDA card is
Module ID — removed.
stack only

Warning %s card unsafely removed (from unit %s)

Parameters Typel Source Description Remedial Action
Severity

MDA model | Information MDA | This message appears | No action required.

description when an MDA card is
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Parameters Typel/ Source Description Remedial Action
Severity
Module ID — removed without first
stack only being disabled.

Warning failed to connect to %s card (in unit %s)

134

Parameters Type/ Source Description Remedial Action
Severity
MDA model | Information MDA | This message appears | Check the MDA card
description when the system physical connection.
Module ID — detects MDA card
stack only physical connection

issues.
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Chapter 32: MultiConfig messages

MultiConfig information messages

Backup configuration block # block_number in use

Type/Severity

Source

Description

Remedial Action

Information

config

The back up configuration is
in use.

No action required.

Backup configuration restored from primary configuration block #

block_number

Type/Severity

Source

Description

Remedial Action

Information

config

Copy the back up primary
configuration to the backup
configuration.

No action required.

Backup configuration updated for next active configuration block #

block_number

Typel/Severity

Source

Description

Remedial Action

Information

config

The back up configuration
will be used for the next
active configuration.

No action required.
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Backup Configuration Version is updated

Type/Severity Source Description Remedial Action

Information config The back up configuration | No action required.
version is updated.

Configuration saved to nv block # block_number

Type/Severity Source Description Remedial Action

Information config This message appears No action required.
when the configuration is
saved to block n.

Error loading backup configuration block # block_number

Type/Severity | Source Description Remedial Action

Information config The system failed to load the | No action required.
backup configuration.

Error loading configuration block %d

Type/Severity | Source Description Remedial Action

Information config The system failed to load No action required.
configuration from block n.

Error loading primary configuration block # block_number

Type/Severity | Source Description Remedial Action

Information config The system failed to load the | No action required.
primary configuration.
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MultiConfig information messages

Error saving configuration to block # block_number

Type/Severity

Source

Description

Remedial Action

Information

config

The system failed to save the
configuration to block n.

No action required.

Invalid Configuration Block Number %d

Type/Severity

Source

Description

Remedial Action

Information

config

Invalid configuration block
number entered.

No action required.

Invalid Configuration Magic Number

Type/Severity

Source

Description

Remedial Action

Information

config

The number that identifies
the block number is
incorrect and is not as
expected.

No action required.

Invalid Configuration Version Number

Type/Severity

Source

Description

Remedial Action

Information

config

The block version number is
not recognized.

No action required.
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Loading configuration block # block_number

Type/Severity | Source Description Remedial Action
Information config This message appears when | No action required.
the configuration is loaded
from block n.

Primary Configuration files are corrupted. Restored to default

Type/Severity Source Description Remedial Action

Information config | The default primary No action required.
configuration is restored.
This message may also be
generated after initializing
all configuration from diags,
in which case, no negative
impact has occurred.

Primary Configuration Version is updated

Type/Severity Source Description Remedial Action

Information config The primary configuration No action required.
version is updated.

Restore Backup Configuration to Manufacture Default

TypelSeverity Source Description Remedial Action
Information config The manufactured default | No action required.
back up configuration is
restored.
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MultiConfig information messages

Restore Primary Configuration to Manufacture Default

Type/Severity

Source

Description

Remedial Action

Information

config

The manufactured default
primary configuration is
restored.

No action required.

Toggle the Agent Primary Image

Type/Severity

Source

Description

Remedial Action

Information

config

The NVRAM block can be
toggled between 1 and 2.

No action required.
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Chapter 33: NUQC messages

NUQC information messages

NUQC - Disabled

Typel/Severity | Source Description Remedial Action
Information NUQC | The NUQC feature is No action required.
disabled.
NUQC - Enabled
Type/Severity | Source Description Remedial Action
Information NUQC | The NUQC feature is No action required.

enabled.

NUQC - Execution of the cli template failed

Type/Severity

Source

Description

Remedial Action

Information

NUQC

failed.

The NUQC script execution

Verify the syntax of the NUQC
script.
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NUQC - Execution of the cli template succeded
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Type/Severity

Source

Description

Remedial Action

Information

NUQC

The NUQC script executed
succesfully.

No action required.
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Chapter 34. OSPF messages

OSPF information messages

Ospf Area Mismatch RxAreara.rb.rc.rd IntfAreaia.ib.ic.id

Type/Severity Source Description Remedial Action

Information ospf(drpmagr) An OSPF Area mismatch | show ip ospf interface

is detected between the | VLAN <VID>; reconfigure
OSPF packet Area ID OSPF Area ID at the

and the interface Area switch or at the neighbor
ID. to match.

Ospf Auth Failed IpAddr ia.ib.ic.id

Type/Severity Source Description Remedial Action
Information ospf(drpmar) OSPF authentication show ip ospf interface
failed at the given VLAN <VID>; reconfigure
Interface IP Address OSPF authType and
when verifying the OSPF | related information at the
packet. switch or at the neighbor
to match.

Ospf Auto Virt Link Failed area al.a2.a3.a4 rtid r1.r2.r3.r4

Type/Severity Source Description Remedial Action
Information ospf(drpmgr) OSPF auto creation of Show IP OSPF virtual-link
virtual link failed as it to see if any of the existing
ones need to be removed;
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Type/Severity

Source

Description

Remedial Action

exceeds the maximum 4
allowed.

worst case, bounce
OSPF to see if this clears
it.

Ospf Cost Exceeds Limit Skip route Lsid 11.12.13.14 Adv-rtr

al.a?2.a3.a4

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

OSPF LSA Calculated
cost exceeds limit of
OxFFFFFF.

Show IP OSPF
redistribute and show
route-map; check metric;
correct as needed; may
need actions at the
neighbor.

Ospf Enable Failed as Resource Unavailable

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

The system detected an
OSPF Hardware
Resource Allocation
Failure in the ERS5510
Mode.

Re-do QoS filter
allocations and restart the
switch or OSPF or global
routing.

Ospf Hello: RlId Same as Neighbor: rtid <rl.r2.r3.r4>, IpAddr

<il.i2.i3.i4>
Type/Severity Source Description Remedial Action
Information ospf(drpmgr) Ospf Hello received at | Show IP OSPF at the
given Interface has the | switch and at the
same Routerld as the neighbor; ensure the
switch. router IDs are different.
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OSPF information messages

Ospf HW Mode Change:

Type/Severity Source Description Remedial Action

Information ospf(drpmgr) | The OSPF Hardware No action required.
Mode changed to the
given new mode.

Ospf Invalid packet received: Pkt type <ospfPacketType>

Type/Severity Source Description Remedial Action
Information ospf(drpmgr) The OSPF Link State Either Isa is too small (<20
Update packet received | bytes) or too big (>
is invalid; packet is (1500-64 for headers); or
dropped. wrong number of Isas;

retry bouncing OSPF at
the neighbor or redo parts
of neighbor configuration.

Ospf License Is Missing, Disable OSPF

Type/Severity Source Description Remedial Action

Information ospf(drpmar) OSPF License is Show license; Check for
missing; inconsistency | available licenses; A valid
expected if the OSPF is | license is needed for the
enabled in the NVRAM | OSPF functionality.
configuration.

Ospf Nbr State Change: rtid <ra.rb.rc.rd> ipa <ia.ib.ic.id> state
<neighborState>

Type/Severity Source Description Remedial Action

Information ospf(drpmgr) OSPF Nbr State No action required.
Change: for given

Logs Reference February 2013 145



OSPF messages

Type/Severity

Source

Description

Remedial Action

Neighbor Router ID,
Address and State.

Ospf Netmask Mismatch in Hello IpAddr ia.ib.ic.id

TypelSeverity

Source

Description

Remedial Action

Information

ospf(drpmgr)

There is an OSPF
Netmask Mismatch
between the netmask of
IP Address in the hello
packet and the netmask
of the Interface IP
Address.

show VLAN IP VID
<VLANID> at the switch
and the neighbor -
reconfigure IP address/
mask as needed to
match.

Ospf Option Mismatch in Hello IpAddria.ib.ic.

IntfOption optionVal

id RxOption optionVal

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

OSPF Hello option
Mismatch for stub or
nssa area selection in
the packet vs that of the
interface area.

show ip ospf interface
VLAN <VID> to find
areald of interface; show
ip ospf area <arealD> to
check if area type ;
reconfigure these as
needed.

Ospf Virt Nbr State Change: rtid <rl.r2.r3.r4>, virtAreald
<v1l.v2.v3.v4>, state <neighborState>

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

OSPF Virtual Neighbor of
given routerID and
arealD changed to a
given state.

No action required.
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Chapter 35: PIM messages

PIM information messages

Pim E-BSR change

Type/Severity

Source

Description

Remedial Action

Information

PIM

A BSR with higher priority is
detected. Logged only on
BSR that changes.

Check priority of the
configured BSRs.

Pim Invalid packet received

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM Control packets
received are not conforming
to the PIMv2 RFC 2362.

Check if sending router
conforms to PIMv2
specifications, or if packets
are being corrupted in the
network.

Pim License Is Missing Disable PIM

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM is a licensed feature.
PIM can only be configured,
but cannot be activated
without a license.

Contact the support
personnel for an appropriate
license.
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Pim Mode Change

Type/Severity

Source

Description

Remedial Action

Information

PIM

Change from PIM SM mode
to SSM or vice-versa.

Check and ensure that a
proper mode has been
selected. Will lead to change
in IP Multicast traffic flows in
VLANSs where mode has

been changed.

Pim Nbr State Change Up

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_UP: A new
neighbor is detected. It
occurs when a PIM Hello
message is received from an
active PIM router. This can
result in a change in IP
multicast traffic flow if this
neighbor is towards RP or
BSR espcially if combined
with change in unicast
routing.

If the same neighbor is
repeatedly appearing and
disappearing, this is due to
congestion in the link towards
this neighbor. Check to see if
unicast routing is also being
affected as well as CPU
utilization.

PIM Neighbor status change Down

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_DOWN: An
existing neighbor has timed
out. This occurs when PIM
Hello messages are not
received from a neighbor
within 3.5 times the query
interval for an active PIM
interface. This may lead to
changes in the IP Multicast
traffic flow.

Check if the neighbor router is
functional and is sending out
PIM Hellos.
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PIM information messages

Pim RP type state

Type/Severity | Source Description Remedial Action
Information PIM This message indicates the | If changing to static RP,
change from dynamic to ensure this is configured in the
static RP or the other way entire PIM domain. Also, BSR
around. information will be lost and will
need to be re-configured if
moving to Dynamic RPs.

Pim Unicast route change

Type/Severity | Source Description Remedial Action

Information PIM Unicast route towards a Check unicast routing / ARP
source or RP has changed. | tables and ensure that these
This can result in changes in| are correct.

IP multicast traffic flow.
Indicates if the route towards
source or RP has been
modified or deleted.

Pim Virt Nbr State Change Up

Type/Severity | Source Description Remedial Action
Information PIM PIM_NBR_UP: A virtual Check the multicast routes
neighbor has been and ensure proper flows,
configured. especially if used with static
unicast routes.

Pim Virt Nbr State Change Down

Typel/Severity | Source Description Remedial Action
Information PIM PIM_NBR_DOWN: A No action required.
configured virtual neighbor is
deleted.
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Chapter 36: PoE messages

PoE information messages

PoE Main Power Usage Off

Typel/Severity | Source Description Remedial Action
Information PoE The power usage drops No action required.
below the previously set
threshold.

PoE Main Power Usage On

Type/Severity | Source Description Remedial Action
Information PoE Power consumption No action required.
exceeded the configured
threshold.

PoE Module Reset

Type/Severity | Source Description Remedial Action

Information PoE The PoE controller has been | No action required.
reset.
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PoE Port Detection Status port# Status powerStatus

Type/Severity

Source

Description

Remedial Action

Information

PoE

The system reports the

current PoE port status each

time a status change
occurs.

No action required.

PoE The PoE power limit for port unit port has been changed to x
Watts based on IP phone discovery settings

Type/Severity

Source

Description

Remedial Action

Informatiion

PoE

The PoE power limit is
changed according to the
PoE IP phone settings,
because of the IP phone
discovery mechanism.

No action required.

PoE The PoE priority for port unit port has been changed to x based
on IP phone discovery settings

152

Type/Severity

Source

Description

Remedial Action

Information

PoE

The PoE priority changed
according to the PoE IP
phone settings, because
of the IP phone discovery
mechanism.

No action required.
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PoE information messages

PoE The PoE power limit for port unit port has been restored to
previous value x Watts

Type/Severity Source Description Remedial Action

Information PoE The PoE power limit is No action required.
restored to the previous
value, because of the IP
phone disconnection.

PoE The PoE priority for port unit port has been restored to previous
value X

Typel/Severity Source Description Remedial Action

Information PoE The PoE power priority is | No action required.
restored to the previous
value, as the IP phone is
disconnected.

ThelP phone PoE limit has been changed to x Watts due to the stack
modules configuration

Type/Severity | Source Description Remedial Action

Information PoE As a global parameter, the IP | No action required.
phone PoE limit has
dynamically changed to x
Watts value in stack
configuration, as being the
maximum common value
supported on all units from
stack.
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Chapter 37: Port Mirroring messages

Port Mirroring information messages

PM in port mirroring the old data were modified - feature Allow
Traffic in mirror port was added.

Type/Severity

Source

Description

Remedial Action

Information

PMT

The Feature Allow Traffic in
mirror port was added. In the
upgrade situations when
current image file will be
replaced by the other image
file in port mirroring module
some features are possible to
be added.

No action required.

PM in port mirroring the old data were modified - feature Many to

Many was added.

Type/Severity

Source

Description

Remedial Action

Information

PMT

The Many to Many feature
was added. In upgrade
situations when current
image file will be replaced by
the other image file in port
mirroring module some
features are possible to be
added.

No action required.
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PM in port mirroring the old data were modified - feature Many to
One was added.

Type/Severity | Source Description Remedial Action

Information PMT The Many to One feature No action required.
was added. In upgrade
situations when the current
image file will be replaced by
the other image file in port
mirroring module some
features are possible to be
added.

PM in port mirroring the old data were modified - feature Many to
One with 128bits was added.

Type/Severity | Source Description Remedial Action

Information PMT The Many to One feature with | No action required.
128bits was added. In
upgrade situations when the
current image file will be
replaced by the other image
file in port mirroring module
some features is possible to
be added.

PMin port mirroring the old data were modified - mode type was out
of range.

Type/Severity | Source Description Remedial Action

Information PMT The mode type data saved in | No action required.
NVRAM is out of range for
one port mirroring instance
(ERS 2500, ERS 4000, ERS
55xx) or for one of the four
port mirroring instances
(ERS56xX).
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Port Mirroring information messages

PM in port mirroring the old data were modified - monitored portA
was out of range.

Type/Severity | Source Description Remedial Action

Information PMT The monitored port A data No action required.
saved in the NVRAM is out of
range for one port mirroring
instance (ERS 2500,ERS
4000,ERS 55xx) or for one of
the four port mirroring
instances (ERS56xx).

PM in port mirroring the old data were modified - monitored portB
was out of range.

Typel/Severity | Source Description Remedial Action

Information PMT The monitored port B data | No action required.
saved in the NVRAM is out of
range for one port mirroring
instance (ERS 2500, ERS
4000, ERS 55xx) or for one
of the four port mirroring
instances (ERS 56xx).

PM in port mirroring the old data were modified - NVRAM file
structure was changed.

Type/Severity | Source Description Remedial Action

Information PMT NVRAM file structure was No action required.
changed. This message
appears when the
downgrade/upgrade of
images is completed.
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PMin port mirroring the old data were modified - probe port was out
of range.

Type/Severity | Source Description Remedial Action

Information PMT The probe port data saved in | No action required.
the NVRAM is out of range
for one port mirroring
instance (ERS 2500, ERS
4000, ERS 55xx) or for one
of the four port mirroring
instances (ERS 56xx).

PM some port mirroring messages were stored to be displayd with
delay.

TypelSeverity Source Description Remedial Action

Information PMT This message appears No action required.
when the SYSLOG task
runs before the port
mirroring initialization
function is called from the
PORT MIRRORING task.
This message is written first
and is succeeded every time
by the other port mirroring
messages.

PMunableto create mirror for instance instance number due to lack
of available filter resources

Type/Severity Source Description Remedial Action
Information PM Port mirroring initialization | Disable other features
failed due to lack of which are using the filter
hardware filters. resources. Use show qos

diag command to find
which applications are using
the filter resources.
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Chapter 38: QoS messages

QoS critical messages

802.1p user priority mapping modifications not supported

Typel/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; the specified | agent or reset the unit.
modifier option is not
supported.

Access assignment modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The Specified | agent, or reset the unit.
modifier option is not
supported.

Access element modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an | Try again later, reset the
Internal error; The QoS agent or reset the

specified modifier option is | unit.
not supported.
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Base action modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
modifier option is not
supported.

Try again later, reset the QoS
agent, or reset the unit.

Classifier block modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The
specified modifier option is
not supported.

Try again later, reset the QoS
agent, or reset the unit.

Classifier component modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
maodifier option is not
supported.

Try again later, reset the QoS
agent, or reset the unit.

Composite filter set addition failure comp filter set unknown
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Type/Severity

Source

Description

Remedial Action

Critical

QoS

One of the components in
the specified composite
filter set does not exist.

Try again later, reset the QoS
agent or reset the unit.
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QoS critical messages

Composite filter set addition failure replication failure

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system failed to clone
the composite filter
member.

Try again later, reset the QoS
agent, or reset the unit.

Composite filter set addition failure seed filter set unknown

Type/Severity

Source

Description

Remedial Action

Warning

QoS

The seed filter for the
specified composite filter
set does not exist.

Try again later, reset the QoS
agent or reset the unit.

Composite filter set creation failure replication failure

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system failed to clone
the filter set.

Try again later, reset the QoS
agent, or reset the unit.

Composite filter set creation failure seed filter set unknown

TypelSeverity

Source

Description

Remedial Action

Critical

QoS

The seed filter for the
specified composite filter set
does not exist.

Try again later, reset the QoS
agent or reset the unit.
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Composite filter set deletion failure comp filter set unknown

Type/Severity Source Description Remedial Action
Critical QoS One of the components in | Try again later, reset the QoS
the specified composite agent, or reset the unit.
filter set does not exist.

Composite filter set deletion failure seed filter set unknown

Type/Severity | Source Description Remedial Action

Critical QoS The seed filter for the Try again later, reset the QoS
specified composite filter set | agent, or reset the unit.
does not exist.

CoS shaping modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Count action modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an | Try again later, reset the QoS
internal error; The agent or reset the unit.

specified modifier option is
not supported.
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QoS critical messages

Data model version attribute value not supported

Type/Severity Source Description Remedial Action
Critical QoS Data versions 1 and 2 are | Try again later, reset the QoS
currently supported in the | agent or reset the unit.
system.

DSCP mapping modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent or reset the unit.

specified modifier option is
not supported.

Filter manager internal error encountered

Type/Severity Source Description Remedial Action
Critical QoS Internal filter manager error. | Try again later, reset the QoS
agent or reset the unit.

Filter manager request parameter invalid

Typel/Severity | Source Description Remedial Action
Critical QoS Invalid parameter detected | Try again later, reset the QoS
during processing on the agent or reset the unit.
filter manager level.
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Incompatible data model version values (referenced clfr data)

Type/Severity Source Description Remedial Action

Critical QoS The data model version of | Try again later, reset the QoS
the classifier is unknown. agent or reset the unit.

Incompatible data model version values (referenced meter data)

Type/Severity Source Description Remedial Action
Critical QoS The data model version of | Try again later, reset the QoS
the meter is unknown agent or reset the unit.

Inconsistent classifier component ( clfr comp# ) state detected

Type/Severity| Source Description Remedial Action
Critical QoS Unable to commit changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Interface action extension identifier invalid

Typel/Severity | Source Description Remedial Action
Critical QoS The interface action Enter a valid interface action
extension identifier is extension.
invalid.
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QoS critical messages

Interface action modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option not
supported.

Interface application modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Interface assignment modifications not supported

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Interface queue modifications not supported

Typel/Severity Source Description Remedial Action

Critical QoS The system detected an | Try again later, reset the QoS
internal error; the specified | agent or reset the unit.
modifier option is not
supported.
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Interface shaping modifications not supported

Type/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal error; specified agent, or reset the unit.
modifier option not
supported.

Invalid classifier ID specified

Type/Severity | Source Description Remedial Action
Critical QoS Unable to find the specified | Enter a valid classifier ID or if
classifier ID in the Filter you are sure it exists try
Manager database. reseting the QoS agent or the
unit.

Invalid classifier reference (unknown class)

Type/Severity Source Description Remedial Action
Critical QoS There are 30 supported Specify a valid classifier
classes, check class.

documentation for a full
support class description.

Invalid datapath identifier specified

Type/Severity Source Description Remedial Action

Critical QoS Invalid/Unknown datapath | Try again later, reset the QoS
identifier detected. Internal | agent or reset the unit.
Filter Manager error.
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QoS critical messages

Invalid master block member value specified

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The master block member
value can only have two
values: True or False.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for BcastFrames attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

BcastFrames attribute must
be true or false. QPA internal
error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for KnownlpMcast attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

KnownlpMcast attribute
must be true or false. QPA
internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for KnownMcastFrames attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

KnownMcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.
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Invalid option specified for KnownNonlpMcast attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

KnownNonlpMcast attribute
must be true or false. QPA
internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for KnownUcastFrames attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

KnownUcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for NonIpPkt attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

NonlpPkts attribute must be
true or false. QPA internal
error.

Try again later, reset the
QoS agent or reset the unit.

Invalid option specified for UnknownMcastFrames attribute

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

UnknownMcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.
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QoS critical messages

Invalid option specified for UnknownNonlpMcast attribute

Type/Severity Source Description Remedial Action

Critical QoS UnknownNonlpMcast Try again later, reset the QoS
attribute must be true or agent or reset the unit.
false. QPA internal error.

Invalid option specified for UnknownUcastFrames attribute

Type/Severity | Source Description Remedial Action
Critical QoS UnknownUcastFrames Try again later, reset the QoS
attribute must be true or agent or reset the unit.
false. QPA internal error.

Invalid resetToDefaults value specified

Type/Severity Source Description Remedial Action

Critical QoS ResetToDefaults must be | Try again later or reset the
“true” when trying to reset | unit.

the QoS agent. This also
goes for the partial reset.

Invalid unknown access assignment entry state encountered ( entry
state)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid or agent, or reset the unit.
inconsistent state.
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Invalid unknown access element entry state encountered ( entry
State )

Type/Severity Source Description Remedial Action

Critical QoS Unable to make any Try again later, reset the QoS
changes due to of the invalid | agent or reset the unit.
or inconsistent state.

Invalid unknown action entry state encountered ( entry state)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent action entry
state.

Invalid unknown classifier block entry state encountered ( entry
state)

Type/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown CoS shaping entry state encountered ( entry state)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid or agent or reset the unit.
inconsistent state.
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QoS critical messages

Invalid unknown DSCP mapping entry state encountered ( entry

State )

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Unable to make changes
because of an invalid/
inconsistent DSCP mapping
entry state.

Try again later, reset the QoS
agent or reset the unit.

Invalid unknown entry state (class class# ) encountered ( entry

state)

TypelSeverity

Source

Description

Remedial Action

Critical

QoS

Unable to make the
changes because of an
invalid/inconsistent state.

Try again later, reset the QoS
agent, or reset the unit.

Invalid unknown interface action entry state encountered ( entry

state)

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Unable to make changes
because of an invalid
state.

Try again later, reset the QoS
agent or reset the unit.

Invalid/unknown interface app entry state encountered (<entry

State>)

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Unable to make the
changes because of an

Try again later, reset the QoS
agent, or reset the unit.
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Type/Severity Source Description Remedial Action

invalid or inconsistent
state.

Invalid unknown interface assignment entry state encountered
( entry state)

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes | Try again later, reset the
because of an invalid/ QoS agent or reset the
inconsistent state. unit.

Invalid unknown interface queue entry state encountered ( entry
State )

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the
because of an invalid/ QoS agent or reset the unit.

inconsistent interface queue
entry state.

Invalid unknown interface shaping entry state encountered
(entry#)

Typel/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try later, reset the QoS agent
because of an invalid or or reset the unit.
inconsistent state.
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QoS critical messages

Invalid unknown IP filter entry state encountered ( entry state )

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown Layer 2 filter entry state encountered ( entry state)

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the
because of an invalid/ QoS agent or reset the unit.
inconsistent state.

Invalid unknown meter entry state encountered ( entry state )

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown policy entry state encountered ( entry state)

Typel/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.
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Invalid unknown queue set assignment entry state encountered
( entry state)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown queue shaping entry state encountered ( entry
state)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown queuing discipline enum specified ( queuing
discipline)

Type/Severity Source Description Remedial Action

Critical QoS Only the following queuing | Enter a valid/supported
disciplines are valid: FIFO, | queuing discipline.
Priority Queuing, Fair
Queuing, Weighted Fair
Queuing and Weighted
Round Robin Queuing.
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QoS critical messages

Invalid unknown role combination entry state encountered ( entry
State )

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent role combination
state.

Invalid unknown System filter entry state encountered ( entry state)

Type/Severity | Source Description Remedial Action

Critical QoS Invalid entry state detected. | Try again later, reset the QoS
Unable to commit changes. | agent or reset the unit.

Invalid unknown token bucket entry state encountered (entry state)

TypelSeverity Source Description Remedial Action
Critical QoS Unable to make changes | Try again later, reset the
because of an invalid/ QoS agent or reset the unit.
inconsistent state.

Invalid unknown user policy entry state encountered ( entry state )

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make the changes | Try again later, reset the QoS
because of an invalid or agent, or reset the unit.
inconsistent state.
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Invalid unknown 802.1p user priority mapping entry state ( entry
State )

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the
because of an invalid/ QoS agent or reset the unit.

inconsistent 802.1p user
priority state.

IP classifier modifications not supported

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent or reset the unit.
modifier option not
supported.

Issue detected restoring QPA data from NV (class class#)

TypelSeverity Source Description Remedial Action

Critical QoS Unable to restore the QPA | Resetthe QoS agent or reset
data from NVRAM (possible | the unit.
corrupt table(s)).

Issues detected with QoS operational mode disable (ifcs# ifcs)

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes Check log for possible
(disable QoS) because of | related details on the issue
the specified interface for and remove the
configuration. conflicting configurations.
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QoS critical messages

Issues detected with QoS operational mode enable (ifcs# ifcs)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Check log for possible related
(enable QoS) because of the | details on the issue and
specified interface remove the conflicting
configuration. configurations.

Layer 2 classifier modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent or reset the unit.

specified modifier option
not supported.

Meter modifications not supported

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent or reset the unit.
modifier option not
supported.

Modify the pattern data or use the correct data format

Type/Severity Source Description Remedial Action

Critical QoS UnknownlpMcast attribute | Try again later, reset the QoS
must be true or false. QPA | agent or reset the unit.
internal error.
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Policy modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
Internal error; The specified | agent or reset the unit.
modifier option not
supported.

Post-join policy installation issue detected (ifc ifc#)

Type/Severity | Source Description Remedial Action
Critical QoS Unable to configure policies | Try again or check stack
after a join stack event. health. Further conclusions

can be drawn is this message
appears either on base, non-
base, all or some units in
stack.

Potential inconsistent access elem state (Undo fail) detected

Type/Severity Source Description Remedial Action
Critical QoS The system detected Try again later, reset the QoS
inconsistent access agent, or reset the unit.
element state on the non
base unit.

Potential inconsistent block state (Undo fail) detected

Typel/Severity Source Description Remedial Action
Critical QoS Inconsistent block state Try again later, reset the QoS
detected on non base unit. | agent or reset the unit.
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QoS critical messages

Queue set assignment modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
Internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.

Queue shaping modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.

Resource alloc event timeout (tgt all apps except QoS Agent rcv

event)

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

Filter Manager failed to
allocate the necessary
resources in time.

Reset the unit.

Role combination modifications not supported

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.
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QoS messages

Specified filter information not found

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Failed to find the
corresponding classifier in
the datapath filter manager
table.

Check that the entry queried
exists, if so try reseting the
QoS agent or the unit.

Specified filter manager resource invalid

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Filter manager detected an
invalid unit.

Try again later, reset the QoS
agent or reset the unit.

Specified filter manager resource uninitialized

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Unable to initialize the
resource support.

Reset the unit.

Specified policy identifier (cookie) invalid

180

TypelSeverity

Source

Description

Remedial Action

Critical

QoS

Filter Manager was unable
to find the corresponding
cookie for the specified

policy.

Try again later, reset the QoS
agent or reset the unit.

Logs Reference

Comments? infodev@avaya.com

February 2013



mailto:infodev@avaya.com?subject=Logs Reference

QoS critical messages

System classifier modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent or reset the unit.
modifier option not
supported.

Token bucket modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an | Try again later, reset the QoS
internal error; The agent or reset the unit.

specified modifier option
not supported.

Unable to complete requested access asgn system operation (oper
type)

Typel/Severity | Source Description Remedial Action
Critical QoS The system failed to enable | Check log for related details
or disable the access on the issue. Try again later,

assignment on the base or reset the QoS agent, or reset
non-base unit (in the stack). | the stack.

Unable to complete requested policy system operation ( operation
type)

Type/Severity Source Description Remedial Action
Critical QoS The operation failed either | Try again later, reset the QoS
on base or on non-base agent, reset the unit or check
unit. stack health.
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QoS messages

Unable to compress specified policy criteria

Type/Severity Source Description Remedial Action
Critical QoS Unable to compress the rule | Try again later, reset the QoS
and/or mask for the agent or reset the unit.

specified filter. Filter
Manager internal error.

Unable to create action for access element

Type/Severity Source Description Remedial Action
Critical QoS Creation of action for the Try again later, reset the
specified access element | QoS agent or reset the unit.
failed.

Unable to create classifier block entry for access element

Type/Severity | Source Description Remedial Action
Critical QoS Creation of the classifier Try again later, reset the QoS
block entry failed. agent or reset the unit.

Unable to create classifier component entry for access element

Typel/Severity Source Description Remedial Action
Critical QoS Creation of the classifier Try again later, reset the QoS
component entry failed. agent or reset the unit.

182 Logs Reference February 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS critical messages

Unable to create DS MF classifier for access element

Type/Severity Source Description Remedial Action
Critical QoS DS(IP) MF Classifier Try again later, reset the QoS
creation failed. agent or reset the unit.

Unable to create L2 MF classifier for access element

Type/Severity Source Description Remedial Action
Critical QoS Creation of the L2 MF Try again later, reset the QoS
classifier failed. agent or reset the unit.

Unable to install access element - component creation issue

Type/Severity Source Description Remedial Action
Critical QoS The Access element Try again later, reset the
installation failed. QoS agent or reset the
unit.

Unable to locate corresponding DS L2 access elements

Typel/Severity Source Description Remedial Action
Critical QoS The corresponding Try again later, reset the QoS
DS(IP)/L2 classifier(s) does | agent or reset the unit.
not exist.
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QoS messages

Unknown access assignment entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS Internal QPA error, the Try again later, reset the
access assignment entry QoS agent, or reset the
does not exist. unit.

Unknown access element entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
count action entry does not
exist.

Unknown action entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; the agent or reset the unit.
action entry does not
exist.

Unknown classifier block entry specified ( entry#)

TypelSeverity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.

classifier component entry
does not exist.
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QoS critical messages

Unknown classifier component entry specified ( entry# )

Type/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.

classifier component entry
does not exist.

Unknown CoS shaping entry specified ( entry# CoS)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal QPA error; The agent or reset the unit.
interface shaping entry does
not exist.

Unknown count action entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
count action entry does not
exist.

Unknown DSCP mapping entry specified ( entry#)

TypelSeverity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.
DSCP mapping entry does
not exist.
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QoS messages

Unknown entry (class class# ) specified ( entry#)

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal QPA error; The

specified entry does not
exist.

Try again later, reset the QoS
agent, or reset the unit.

Unknown incompatible token bucket reference specified

Type/Severity

Source

Description

Remedial Action

Critical

QoS

Referenced token bucket
not found.

Enter an existing/compatible
token bucket.

Unknown interface application entry specified ( entry#)

Type/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal QPA error; The
interface application entry
does not exist.

Try again later, reset the QoS
agent, or reset the unit.

Unknown interface assignment entry specified ( entry#)

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal QPA error; The
interface assignment entry
does not exist.

Try again later, reset the
QoS agent or reset the unit.
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QoS critical messages

Unknown interface queue entry specified (ifc queue id)

Type/Severity Source Description Remedial Action

Critical QoS The system detected an | Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
interface queue entry does
not exist.

Unknown interface shaping entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
iternal QPA error; The agent or reset the unit.
interface shaping entry does
not exist.

Unknown IP classifier entry specified ( entry#)

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The IP agent or reset the unit.
classifier does not exist.

Unknown Layer 2 classifier entry specified ( entry#)

Typel/Severity Source Description Remedial Action

Critical QoS The system detected an | Try again later, reset the QoS
internal QPA error; The 12 | agent or reset the unit.
classifier does not exist.
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QoS messages

Unknown meter entry specified ( entry#)

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The meter | agent or reset the unit.
component entry does not
exist.

Unknown policy entry specified ( entry#)

Type/Severity| Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.

classifier component entry
does not exist.

Unknown queue set assignment entry specified ( entry#)

Type/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
gueue set does not exist.

Unknown queue shaping entry specified ( entry# queue )

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.
count action entry does not
exist.
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QoS critical messages

Unknown role combination entry specified (role comb id)

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The role | agent or reset the unit.
combination entry does not
exist.

Unknown System classifier entry specified ( entry#)

Type/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal QPA error; the agent or reset the unit.
system classifier does not
exist.

Unknown token bucket entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
token bucket does not
exist.

Unknown unsupported RowStatus specified

Typel/Severity | Source Description Remedial Action

Critical QoS The status is unknown or Try again later, reset the QoS
unsupported for the current | agent or reset the unit.

entry. Valid statuses are (the
supported ones depend on
the QO0S component): active,
create and go, create and
wait, destroy, not in service,
not ready.
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QoS messages

Unknown user policy entry specified ( entry#)

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The user | agent, or reset the unit.
policy entry does not exist.

Unknown 802.1p user priority mapping entry specified ( entry# )

Type/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.

802.1p user priority mapping
entry does not exist.

Unsupported IPv4 Options value specified

Type/Severity Source Description Remedial Action
Critical QoS Invalid IPv4 option Try again later, reset the QoS
detected. agent or reset the unit.

User policy modifications not supported

Typel/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option not
supported.

190 Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS warning messages

QoS warning messages

Access assignment modification support limited

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Access assignment entries
under system control may
be deleted but not modified.
The same goes for
templates.

Create a different access
assignment entry with the
wanted parameters.

Access assignment name contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed.

Enter valid characters for the
access element block label.

Access assignment name length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for the
access assignment name is
16.

Enter an access assignment
label within the limit.

Access assignment name not acceptable - reserved

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The label is reserved in the
system.

Enter a different label.
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QoS messages

Access assignment template still in use (siblings active)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete an access
assignment entry if it has one
or more active siblings in
use.

Remove the sibling(s) first.

Access element block label contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed.

Enter valid characters for the
access element block label.

Access element block label length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for
the access element block
name is 16.

Enter a smaller access
element block label.

Access element cluster count ( cluster count ) exceeds limit

( cluster limit)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The cluster limit of the
access element depends on
the target hardware
platform.

Check the documentation for
the maximum number of
access elements allowed.
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QoS warning messages

Access element cluster is referenced (addition prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The access-list can not be
modified if it is currently
referenced (assigned).

Remove the referee before
requesting any
modifications.

Access element cluster is referenced (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Access element can not be
removed if it is currently
referenced.

Remove the conflicting
element first.

Access element name contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed.

Enter valid characters for the
access element's label.

Access element name length outside of acceptable limits

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The maximum length for the
access element name is 16.

Enter a smaller access
element label.
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QoS messages

Access element name not acceptable - reserved

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The label is reserved in the
system.

Enter a different label.

Attempt to create an element that already exists (prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

An entry with the same
characteristics already
exists in the system.

Remove the existing entry if
necessary.

Attempt to delete modify non-existing element (prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

You cannot remove or
modify an inexistent
element.

If this is a modification
attempt create a new
element.

Attempt to delete referenced NSNA filter set (prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The NSNA filter set cannot be
deleted if it is referenced by a
non-QoS application.

Remove the corresponding
reference before deleting the
NSNA filter set.
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QoS warning messages

Attempt to manipulate system-owned interface (prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Modification of the system-
owned interfaces is
prohibited.

Enter a different interface
index.

Attempt to manipulate user policy data rejected (disabled)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

All user based policy data

the UBP support is disabled.

modifications are prohibited when

Enable the UPB
support.

Base action entry referenced by clfr block (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a base action
if it's referenced by a
classifier block.

Remove the classifier block
first.

Base action entry referenced by meter (deletion prohibited)

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a base action
if it's referenced in a meter.

Remove the meter first.
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QoS messages

Base action entry referenced by policy (deletion prohibited)

Type/Severity | Source Description Remedial Action

Serious QoS Cannot delete a base action | Remove the policy first.
if it's referenced by a policy.

Base action modification prohibited due to action usage

Type/Severity Source Description Remedial Action
Serious QoS Cannot modify a base Remove the QoS entries that
action if it's in use. are using the base action
first.

Base action extension identifier invalid

Type/Severity Source Description Remedial Action

Serious QoS The specified base action Enter a valid base action
extension identifier is invalid | extension identifier.

Buffer configuration inconsistency detected (local buffer conf stack
buffer conf)

Type/Severity Source Description Remedial Action
Serious QoS The buffering configuration | Try again later, reset the QoS
is not the same on all units | agent or reset the unit.
in stack.
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QoS warning messages

Classifier block component set ID out-of-range ( clfr comp set ID)

Type/Severity Source Description Remedial Action
Serious QoS Set ID must be between 1 | Enter a valid classifier block
and 55000. component setlD.

Classifier block number out-of-range ( block# )

Type/Severity Source Description Remedial Action
Serious QoS Classifier block number Enter a valid classifier block
must be between 1 and number.
55000.

Classifier block precedence value not supported

Type/Severity | Source Description Remedial Action
Serious QoS Classifier block precedence | Check documentation and use
range depends on the a valid classifier block
platform. precedence or ignore option.

Classifier component set ID out-of-range ( clfsr comp set ID)

Typel/Severity Source Description Remedial Action
Serious QoS Set ID must be between 1 | Specify a valid set ID.
and 55000.
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QoS messages

Classifier conflict (duplicate clfr data in block) detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

A classifier with the same
characteristics already
exists in the specified
block.

Remove the existing classifier
or use a different block.

Classifier content incompatible with target interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The classifier element
options not supported by the
specified interface(s).

Change the classifier content
and try again or change the
interface(s).

Classifier set block reference out-of-range ( clfr setblock# )

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Classifier set/block id must
be between 1 and 55000.

Enter a valid classifier set/
block id.

Classifier type unknown
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Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The valid classifier types are
individual and block.

Specify a valid classifier
type.
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QoS warning messages

Clfr content (system) incompatible with target interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system classifier
element options not
supported by the specified
interface(s).

Change the system classifier
content and try again or
change the interface(s).

Composite filter set addition failure data consistency issue

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected
inconsistent data; Following
are the possible reasons:
Filter set duplication,
Conflicting MAC data (the
same filter set cannot be
added with or without MAC
data).

Check the parameters, and
resolve if any possible invalid
values.

Composite filter set addition failure data invalid

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected invalid
data; Following are the
possible reasons: Source
MAC address and mask
length with different values,
Seed name must be
specified, and within the
limited length, Clone name
must be specified, and
within the limited length
(0-16).

Check the parameters and
resolve if any possible invalid
values.
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QoS messages

Composite filter set addition failure resources unavailable

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to add any more
members to the specified
filter set as the resources
are unavailable.

Check for and remove the
resources that are not
needed.

Composite filter set creation failure MAC data not allowed

Type/Severity

Source

Description

Remedial Action

Serious

QoS

MAC data is not allowed in
the base composite filter set.

Remove the MAC data filter or
classifier.

Composite filter set creation failure data invalid

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected invalid
data; Following are the
possible reasons: Source
MAC address and mask
length with different values,
Seed name must be
specified; and within the
limited length, Clone name
must be specified, and within
the limited length.

Check the parameters, and
resolve if any possible invalid
values.

Composite filter set deletion failure base set target invalid

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The base composite filter

be deleted without

set is on target. The base
composite filter set can not

Remove the filter set
dependencies if any before
deleting the base filter set.
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QoS warning messages

Type/Severity Source Description Remedial Action

destroying the entire
composite filter set.

Composite filter set deletion failure data invalid

TypelSeverity Source Description Remedial Action
Serious QoS The system detected invalid | Check the parameters and
data; Following are the resolve, if any possible
possible reasons: Source invalid values.

MAC address and mask
length with different values,
Seed name must be
specified and within the
limited length, Clone name
must be specified and within
the limited length (0-16).

Composite filter set destruction failure data invalid

Type/Severity | Source Description Remedial Action
Serious QoS The system detected invalid | Check the parameters and
data detected; Following is | resolve, if any possible invalid
the possible reason: The values.

Clone name must be
specified and within the
limited length (0-16).

Composite filter set membership limits exceeded

Type/Severity Source Description Remedial Action
Serious QoS The maximum number of | Enter at the most 16
composite membersina | composite members in a filter
filter set is 16. set.

Logs Reference February 2013 201



QoS messages

Conflicting action sources detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Multiple actions specified
from different sources (via
policy match action, policy
meter or classifier block) A
combination of sources if
prohibited.

Remove conflicts by using a
single action source.

Conflicting master block member information detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Multiple master blocks
detected.

Enter a single master block.

Conflicting policy role policy interface index data detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Both role and interface index
were specified.

Enter either a role or an
interface index.

CoS shaping not supported with specified interface

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified interface is
unable to support the CoS
shaping.

Enter a different interface.
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QoS warning messages

Count action entry referenced by meter (deletion prohibited)

Type/Severity| Source Description Remedial Action
Serious QoS Cannot delete a count action | Remove the meter first.
entry if it's referenced by a
meter.

Count action entry referenced by policy (deletion prohibited)

Type/Severity Source Description Remedial Action
Serious QoS Cannot delete a count Remove the policy first.
action if it's referenced by a
policy.

DAPP resources not available (unit unit#)

Type/Severity Source Description Remedial Action

Serious QoS Some of the resources Check for and remove
required are not available on | unneeded resources.
all the interfaces.

DAPP with statistics tracking in use (QoS disable prohibited)

Type/Severity Source Description Remedial Action
Serious QoS Cannot disable the QoS Disable DAAP or change it;s
system if DAAP with enabled state before
tracking statistics is enable. | disabling QoS.
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QoS messages

Default ifc assignment failure port# port(s) ifc QoS-disabled

Type/Severity Source Description Remedial Action
Serious QoS Unable to set the specified | Reset the QoS agent or reset
port to it's default state. the unit.

Destination MAC address and mask values out-of-sync

Type/Severity | Source Description Remedial Action
Serious QoS The destination MAC Modify the destination MAC
address and mask do not address or mask.

correspond (at least one
address bit not included in
mask is set).

Different classifier component masks keys in block detected

Type/Severity Source Description Remedial Action

Serious QoS Examines classifier criteria | Use a compatible interface
to determine whether the or change the conflicting
specified data is supported | filter criteria.

in the context of the target
interface(s).

DSCP remarking not supported for IPv6 (green action)

Typel/Severity | Source Description Remedial Action

Serious QoS Match action (green) Enter a different match action
containing DSCP remarking | or a different classifier.
cannot be used on a filter
with 1pv6 fields.
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QoS warning messages

DSCP remarking not supported for IPv6 (in-profile action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

In-profile action containing
DSCP remarking cannot be
used on a filter with Ipv6
fields.

Enter a different in-profile
action or a different classifier.

DSCP remarking not supported for IPv6 (match action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Match action containing
DSCP remarking cannot be
used on a filter with Ipv6

fields.

Enter a different match action
or a different classifier.

DSCP remarking not supported for IPv6 (non-match action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Non-match action
containing DSCP remarking
cannot be used on a filter
with Ipv6 fields.

Enter a different non-match
action or a different
classifier.

DSCP remarking not supported for IPv6 (out-of-profile action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Out-of-profile action
containing DSCP remarking
cannot be used on a filter
with Ipv6 fields.

Enter a different out-of-profile
action or a different
classifier.
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DSCP remarking not supported for IPv6 (red action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Match action (red) containing
DSCP remarking cannot be
used on a filter with Ipv6
fields.

Enter a different match action
or a different classifier.

DSCP remarking not supported for IPv6 (yellow action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Match action (yellow)
containing DSCP remarking
cannot be used on a filter with
Ipv6 fields.

Enter a different match action
or a different classifier.

Dst IP addr matching not supported with IP addr type data

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Filters with pattern matching
(Dst IP) cannot be used with
data of the IP address type .

Separate the conflicting
elements into multiple filters.

Dst Layer 4 port min max values invalid (max must be =to min)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum destination
port must be bigger than
the minimum destination
port.

Correct destination port range
limits.
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QoS warning messages

Dst MAC addr matching not supported with address type data

Type/Severity Source Description Remedial Action

Serious QoS Destination MAC address Separate the conflicting
matching and the address | elements into multiple filters.
type matching is prohibited
in the same classifier
element.

Duplicate access asgn name type index detected (prohibited)

Type/Severity | Source Description Remedial Action
Serious QoS Multiple entries with the Enter a different name, type,
same name, type, or index | index compared to the ones
are prohibited. already installed in the
system.

Duplicate classifier class values in set detected

Type/Severity | Source Description Remedial Action

Serious QoS A classifier with the same Remove the existing classifier
class already exists in the or use a different set-id.
specified set-id.

Duplicate set values in block detected

Type/Severity Source Description Remedial Action
Serious QoS The specified set value Enter a different set value or
already exists in classifier | remove the existing one.
block.
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Egress interface and egress mask are mutually exclusive

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Invalid egress mask.

Enter both options (egress
unicast and egress non-
unicast) with the same port.

Element enable prohibited. Please delete and re-enter data

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Request rejected as no
underlying policies are
configured.

Delete and re-enter valid
data.

Element label contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed

Enter valid characters for the
access element's label.

Element label length outside of acceptable limits (max 16 chars)

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The maximum length for QoS
labels if 16 characters.

Enter a smaller label in order
for it to be accepted by the
system.
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QoS warning messages

Evaluation precedence conflict (Traffic Prof filter set data)

Type/Severity Source Description Remedial Action
Serious QoS The system detected a Check for the available
Precedence conflict - precedence, and remove the
multiple entries cannot resources that are not
occupy the same needed if any.
precedence on the same
port.

Evaluation precedence conflict detected (NSNA filter set data)

Type/Severity Source Description Remedial Action
Serious QoS Unable to make changes | Check the availability of the
due to the detected resource on the specified port,
precedence conflict. or use a different interface
index.

Evaluation precedence conflict detected (UBP filter set data)

Type/Severity | Source Description Remedial Action
Serious QoS Unable to make the required | Check the availability of
changes. resources on the specified

port or use a different
interface index.

Evaluation precedence value required but not specified

Type/Severity Source Description Remedial Action
Serious QoS A precedence must be Enter a specific or the next
assigned to the access available precedence.

classifier (similar to the
policy), else it cannot be
installed on the interface.
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Filter control block resources exhausted

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Not enough resources to
create the specified filter
control block.

Check for and remove
unneeded resources.

Filter creation issue detected - in-profile action component

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting in-
profile action component.

Identify and remove the

conflicting component(s).

Filter creation issue detected - match action component

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting
match action component.

Identify and remove the

conflicting component(s).

Filter creation issue detected - metering component

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting
meter component.

Identify and remove the

conflicting component(s).
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QoS warning messages

Filter creation issue detected - non-match action component

Type/Severity | Source Description Remedial Action

Serious QoS Unable to create filter Identify and remove the
because of a conflicting non- | conflicting component(s).
match action component.

Filter creation issue detected - out-of-profile action component

Type/Severity| Source Description Remedial Action

Serious QoS Unable to create filter Identify and remove the
because of a conflicting out- | conflicting component(s).
of-profile action component.

Filter manager memory resources exhausted

Type/Severity | Source Description Remedial Action
Serious QoS Not enough resources or Check for and remove the
inconsistent memory. unneeded resources.

Filter manager metering or policy rule space exhausted

Type/Severity Source Description Remedial Action

Serious QoS There is ho more space Check for and remove
available for rule allocation. | unneeded resources.
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Filter manager metering resources exhausted

Type/Severity | Source Description Remedial Action
Serious QoS The filter manager meter Check for and remove
support reached it's limit. unneeded meters.

Filter manager statistics tracking resources exhausted

Type/Severity | Source Description Remedial Action
Serious QoS The statistics tracking/ Check for and remove
counter table is full. unneeded statistics related
entries.

Filter set requirements incompatible with target interface

Type/Severity Source Description Remedial Action
Serious QoS The requirements are not | Enter a different interface or a
compatible with the target | compatible set of
interface. requirements.

First TrTCM Meter Index must be in range 1-5000

TypelSeverity Source Description Remedial Action
Serious QoS The maximum valid index | Specify a valid index.
for the first TrTCM meter is
5000
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QoS warning messages

Flow ID filtering not supported for IPv4

Type/Severity| Source Description Remedial Action
Serious QoS Flow ID is supported only for | Enter a Ipv6 address or
IPV6. specify the address type
(must be Ipv6).

Flow ID out-of-range ( Flow ID)

Type/Severity Source Description Remedial Action

Serious QoS Invalid flow ID specified. Enter a flow ID between
0x00-0xfffff (1048575).

In-profile action contains conflicting data

Type/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified in-profile action, separate them into different
conflicting data detected. in-profile actions.

Ifc app modification issue (inconsistent default gateway data)

Type/Severity Source Description Remedial Action
Serious QoS Modification is prohibited as | Remove the entry and add a
an inconsistent default new one with the modified
gateway data is detected. | default gateway value.
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Ifc app modification issue (inconsistent DHCP server data)

Type/Severity Source Description Remedial Action
Serious QoS Modification is not allowed | Remove the entry and add a
as the system detected new one to the modified
inconsistent DHCP server DHCP server.
data.

Ifc app modification issue (inconsistent ifType data)

Type/Severity Source Description Remedial Action
Serious QoS Modification is not allowed | Remove the entry and add a
as an inconsistent interface | new one with the modified
type data is detected. interface type data.

Ifc app support not currently available on interface (ifc#)

Type/Severity Source Description Remedial Action
Serious QoS Interface application support | Enter a different interface
is not available on the index.

specified interface as it is
incompatible or disabled.

Ifc assignment issue - prec conflict (policy policy# disabled)

Typel/Severity | Source Description Remedial Action

Serious QoS The interface assignment Analyze the conflict and
change needs to install a choose an appropriate
policy on a precedence that | solution (the interface

is already occupied by a assignment or the policy).
different one, as a result the
conflicting policy was
disabled.
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QoS warning messages

Inadequate resources available for application policy criteria

Type/Severity | Source Description Remedial Action

Serious QoS The resources potentially Check log for the possible
consumed by a legacy filter | related details on the issue.
set are not available on the | Check the available
specified interface (on the resources.

base or the non-base unit).

Incompatible base action extension specified

Type/Severity Source Description Remedial Action

Serious QoS The storage types are not | Check the documentation if
compatible. For example necessary and use

only system-level entries compatible entries.

can reference other system-
level entries.

Incompatible classifier reference (agent-defined clfr)

Type/Severity | Source Description Remedial Action
Serious QoS It's forbidden to reference an | Create a similar user defined
system/agent defined classifier element.
classifier element.

Incompatible in-profile action (trusted ifc)

Typel/Severity Source Description Remedial Action

Serious QoS The specified in-profile Enter a different in-profile
action is not supported on | action or change interface
the associated interface group assignment.

type (trusted).
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Incompatible in-profile action (unrestricted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified in-profile
action is not supported on
the associated interface
type (unrestricted).

Enter a different in-profile
action or change interface
group assignment.

Incompatible in-profile action (untrusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified in-profile
action is not supported on
the associated interface
type (untrusted).

Enter a different in-profile
action or change interface
group assignment.

Incompatible match action (unrestricted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action is not
supported on the associated
interface type (unrestricted).

Enter a different action or
change interface group
assignment.

Incompatible match action (untrusted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action is not
supported on the
associated interface type
(untrusted).

Enter a different action or
change interface group
assignment.
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QoS warning messages

Incompatible non-match action (unrestricted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified non-match
action is not supported on the
associated interface type
(unrestricted).

Enter a different non-match
action or change interface
group assignment.

Incompatible non-match action (trusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified non-match
action is not supported on
the associated interface
type (trusted)

Enter a different non-match
action or change interface
group assignment.

Incompatible non-match action (unrestricted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified hon-match
action is not supported on the
associated interface type
(unrestricted).

Enter a different non-match
action or change interface
group assignment.

Incompatible non-match action (untrusted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified hon-match
action is not supported on
the associated interface
type (untrusted).

Enter a different non-match
action or change interface
group assignment.
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Incompatible out-of-profile action (trusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on
the associated interface
type (trusted).

Enter a different out-of-profile
action or change interface
group assignment.

Incompatible out-of-profile action (unrestricted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on
the associated interface
type (unrestricted).

Enter a different out-of-profile
action or change interface
group assignment.

Incompatible out-of-profile action (untrusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on the
associated interface type
(untrusted).

Enter a different out-of-profile
action or change interface
group assignment.

Incompatible StorageType specified (re classifier)

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The policy and classifier
have incompatible storage

system-level entries can
reference other system-
level entries.

types. As a general rule only

Enter a compatible classifier
or create a new one.
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QoS warning messages

Inconsistent action criteria detected across block members

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The action options within a
block entry must be
consistent. For instance you
cannot specify an action and
a meter for a block in the
same time.

Enter only an action or a meter
across block.

Inconsistent labels detected for members of same block

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The members of the same
classifier-block must have
the same label.

Enter the same label for all
members.

Inconsistent labels detected for members of same set

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Entries of the same set
must have the same
labels.

Enter the same labels for all
members in the set or
separate the conflicting
components into multiple
sets.

Inconsistent MAC data detected across filter set members

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Inconsistent MAC data
detected across the filter
sets; Following are the
possible reasons: Different
users are on the same
interface with different MAC

Check for and remove the
possible MAC data conflicts.
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Type/Severity | Source Description Remedial Action

data length, Different users
on the same interface with
the same MAC data source.

Inconsistent metering criteria detected across block members

Typel/Severity | Source Description Remedial Action

Serious QoS Invalid metering option Enter a valid meter or ignore
specified. QPA internal error. | option.

Inner VLAN ID filtering requires double tag

Type/Severity Source Description Remedial Action
Serious QoS Inner VLAN ID is used in Remove inner VLAN ID
double tagged packets. option or specify double

tagged mode.

Inner VLAN ID min max values invalid ( min VLAN ID ! max VLAN
ID)

Type/Severity | Source Description Remedial Action
Serious QoS Max inner VLAN ID value Correct inner VLAN ID range
must be bigger that min limits.
value.

Insufficient HW resources to support port role association

Type/Severity | Source Description Remedial Action
Serious QoS Not all the resources Check for conflicts and
required for the interface remove the un-needed
assignment change are resources if any.
available.
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QoS warning messages

Insufficient policy space available to support access assignment

Type/Severity Source Description Remedial Action
Serious QoS Not enough resources to Check the policy resource
support the policy availability and try to remove
installation on base or non- | any resources that are not
base unit. needed.

Insufficient resources available to support policy installation

Type/Severity Source Description Remedial Action
Serious QoS Not all the resources Modify either the interfaces
required for the policy are | or the demanding
available on the base or resources.
non-base unit(s).

Interface action entry referenced by base action

Type/Severity Source Description Remedial Action
Serious QoS Cannot modify or delete an | Remove the base action
interface action if it is first.
referenced by a base
action.

Interface Application data in use (QoS disable prohibited)

Type/Severity | Source Description Remedial Action
Serious QoS Cannot disable the QoS Disable all the Interface
system if there are Interface | Applications before disabling
Applications in use. QosS.
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Interface application Undo failure (app app#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to perform the
“Undo” action due to the the
specified interface
application.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Interface assignment failure - precedence conflict detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The interface assignment
change needs to install a
policy on a precedence
already occupied by a
different one.

Remove or disable if possible
the conflicting policy.

Interface capabilities incompatible with policy data

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The policy and the
specified interface have
different version
capabilities.

Enter either a compatible
interface or adapt the policy to
match the required interface.

Interface resources inadequate to support application enable

222

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The resources required for
interface application support
are not available on the

specified interface.

Check log for related details
onthe issue, or use a different
interface.
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QoS warning messages

Interface shaping and CoS shaping conflict (same ifc specified)

Type/Severity Source Description Remedial Action

Serious QoS Interface shaping and CoS | Enter different interfaces for
shaping can not be applied | the two shaping types.

to the same interface at the
same time.

Interface shaping and queue shaping conflict (same ifc specified)

Type/Severity Source Description Remedial Action

Serious QoS Both Interface and queue Enter different interfaces for
shaping can not be applied | the two shaping types.

to the one interface at the
same time.

Interface shaping not supported with specified interface

Type/Severity Source Description Remedial Action
Serious QoS The specified interface is Enter a different interface.
unable to support the
shaping.

Interfaces QoS-disabled ( port# on unit#) - restoration issue

Type/Severity | Source Description Remedial Action
Serious QoS Failed to disable the Policy/ | Check for the conflicting
Interface. entries, try again later, reset
the QoS agent or reset the
unit.
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Invalid 802.1p user priority value specified ( priority value)

Type/Severity Source Description Remedial Action
Serious QoS The only valid user priorities | Specify a valid user priority.
values are between 0 and
7.

Invalid access element type option specified

Type/Severity Source Description Remedial Action

Serious QoS There are 4 supported Remove the classifier block
access element types: ACL, | first.

APP, MMC, and UDC;
Check through the
documentation for further
clarifications on the issue.

Invalid access assignment type option specified

Type/Severity Source Description Remedial Action
Serious QoS The access assignment Check the documentation and
type option specified is use a supported access
invalid. assignment type.

Invalid classifier reference

Typel/Severity Source Description Remedial Action
Serious QoS The only valid classifiers | Specify a valid classifier type.
type are: ip, 12 and
system.
224  Logs Reference February 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS warning messages

Invalid classifier reference (unknown incompatible set)

Type/Severity Source Description Remedial Action
Serious QoS The referenced classifier Enter an existing classifier
set must exist prior to being | set or create a new one.
used.

Invalid classifier reference (unknown instance)

Type/Severity Source Description Remedial Action
Serious QoS The referenced classifier Enter an existing classifier
element (ip, 12 or system) element or create a new
must exist prior to being one.
used.

Interface data out-of-sync in Policy and User Policy entries

Type/Severity Source Description Remedial Action

Serious QoS The interface data Specify the same interface
associated with the policy data.
and the session must be the
same.

Invalid DAPP state transition detected (prohibited)

Typel/Severity | Source Description Remedial Action

Serious QoS Can only move between Disable DAPP before
disabled and enabled, not changing the enabled state.
between different enable
modes.
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Invalid destination MAC address length specified

Type/Severity | Source Description Remedial Action

Serious QoS Destination MAC address Specify a valid MAC address.
length is bigger than 6.

Invalid destination MAC address mask length specified

Type/Severity Source Description Remedial Action
Serious QoS Destination MAC address | Specify a valid MAC address
mask length is bigger than | mask.
6.

Invalid DSCP value specified ( DSCP value)

Type/Severity Source Description Remedial Action
Serious QoS The valid DSCP values are | Enter a valid DSCP value in
between 0 and 63. the range specified.

Invalid drop precedence value specified ( precedence)

Typel/Severity Source Description Remedial Action

Serious QoS Valid drop precedence Specify a valid drop
values are low and high. precedence value.
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QoS warning messages

Invalid egress interface specified (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index does
not exist.

Check the platform's/stack's
port range and use a valid
interface index.

Invalid egress interface type specified (<ifc type>)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Interface can not be
associated with action
specifications(prohibited).

Enter a different port.

Invalid egress mask value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The egress mask must be
either null or 64 in length.

Specify a valid egress
mask.

Invalid EtherType value specified ( Ether Type OxXXXX)

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

EtherType must be between
0x0-OxFFFF.

Specify an EtherType value
between 0x0-OxFFFF.
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QoS messages

Invalid expired session data specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The session data provided
does not exist or has
expired.

Specify a current session
data.

Invalid filter set priority value detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The filter set priority must be
within 1 to 255.

Check the log for related
details on the issue. Try again
later, reset the QoS agent, or
reset the stack

Invalid track statistics value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The only valid tracking
statistics values are
disabled, individual and
aggregate.

Assign a valid tracking
statistics value.

Invalid interface found in egress mask ( egrees mask bit#)

228

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The Interface doesn't exist
or is not supported.

Enter a different interface/
port number.
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QoS warning messages

Invalid interface index data specified (ifc#)

Type/Severity Source Description Remedial Action

Serious QoS The interface index not in Check unit/stack limitations.
range (1-1024).

Invalid interface index data specified (ifc index )

Type/Severity Source Description Remedial Action
Serious QoS The interface index does not | Check the port range of the
exist. platform or stack, and use a
valid interface index.

Invalid interface index data (system-owned) specified

Type/Severity Source Description Remedial Action
Serious QoS Only system-owned policies | Enter an interface that is not
can reference system- system-owned.
owned interfaces.

Invalid IP destination address prefix detected

Typel/Severity | Source Description Remedial Action

Serious QoS The specified destination Enter the correct prefix.
address prefix exceeds the
maximum allowed for ipv4
addresses (32).
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Invalid IP source address prefix detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified source
address prefix exceeds the
maximum allowed for ipv4
addresses (32).

Enter the correct prefix.

Invalid maximum inner VLAN ID value specified (VLAN ID)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum inner VLAN
ID is 4094 .

Specify a valid VLAN ID
value.

Invalid minimum inner VLAN ID value specified (VLAN ID)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The inner VLAN ID must
be greater than 1.

Enter an VLAN ID greater than
1.

Invalid maximum VLAN ID value specified (VLAN ID)

230

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum VLAN ID is
4094.

Specify a valid VLAN ID
value.
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QoS warning messages

Invalid metering data (bucket size) specified for interface(s)

Type/Severity Source Description Remedial Action
Serious QoS The current metering Change the target interface or
bucket size is not modify the metering bucket
supported on the current | size.
interface.

Invalid metering data (granularity) specified for interface(s)

Type/Severity| Source Description Remedial Action
Serious QoS The metering granularity is not| Change the target interface
supported on the current or modify the metering
interface. granularity.

Invalid metering data (rate) specified for interface(s)

Type/Severity Source Description Remedial Action
Serious QoS The metering rate is not Change the target interface or
supported on the current | modify the metering rate.
interface.

Invalid metering data (srTCM trTCM) specified for interface(s)

Typel/Severity Source Description Remedial Action
Serious QoS The metering type is not | Change the target interface or
supported on the current | modify the metering type.
interface.
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Invalid minimum VLAN ID value specified (VLAN ID)

Type/Severity | Source Description Remedial Action

Serious QoS The VLAN ID must be bigger | Enter an ID bigger than 1.
than.

Invalid mix of IP address data (Dst IP type) in set detected

Type/Severity | Source Description Remedial Action
Serious QoS Different filter criteria can be | Separate the conflicting
specified in the same elements into multiple

classifier but they must be classifier sets.
compatible. Conflict(s)
detected when validating Dst
IP/type data.

Invalid mix of IP data (IPv4 IPv6) in set detected

Type/Severity Source Description Remedial Action
Serious QoS Different filter criteria can be | Separate the conflicting
specified in the same elements into multiple

classifier but they must be | classifier sets.
compatible. IPv4 and Ipv6
data are mutually exclusive.

Invalid mix of IP and non-IP data in set detected

Typel/Severity Source Description Remedial Action
Serious QoS Even though different Separate the IP and non-IP
classifier element types can | pattern data in different
be specified in the same classifier sets.

classifier they must be
compatible. IP and non-IP
data are mutually exclusive.
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QoS warning messages

Invalid option specified for PatternlpVersion attribute

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Valid PatternlpVersion are
non-ip, ipv4, ipvé.

Enter a valid version or
remove option.

Invalid pattern data length (untagged format) specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Pattern data length does not
correspond with the
specified data format
(untagged).

Modify the pattern data or use
the correct data format.

Invalid pattern data string length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Patter data string length must
be between 0 and 128.

Specify a valid length.

Invalid pattern format data specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Supported formats:
untagged, tagged or double
tagged.

Specify a supported format
data.
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Invalid pattern position string length specified

Type/Severity | Source Description Remedial Action

Serious QoS Patter position string length | Specify a valid length.
must be between 0 and 128.

Invalid port detected in specified port mask

Type/Severity Source Description Remedial Action
Serious QoS An unknown/invalid portwas | Inspect the mask and remove
detected in the specified the invalid port(s).
port mask.

Invalid set drop precedence value specified

Type/Severity Source Description Remedial Action
Serious QoS The drop precedence can Check the documentation if
have two values, low or necessary and use a valid
high. drop precedence value.

Invalid shaping data (bucket size) specified for interface(s)

Typel/Severity Source Description Remedial Action
Serious QoS The shaping bucket size is | Change the target interface or
not supported on the modify the shaping bucket
current interface. size.
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QoS warning messages

Invalid shaping data (granularity) specified for interface(s)

Type/Severity Source Description Remedial Action
Serious QoS The shaping granularity is | Change the target interface or
not supported on the modify the shaping
current interface. granularity.

Invalid shaping data (minimum rate granularity) specified

Type/Severity Source Description Remedial Action
Serious QoS The minimum shaping rate | Modify the minimum shaping
granularity is invalid or not | rate granularity to a valid or
supported. supported value.

Invalid shaping data (minimum rate maximum rate) specified

Type/Severity Source Description Remedial Action
Serious QoS The limits of the shaping rate | Change the shaping rate
are not in order; the limits.

minimum rate must be
lesser than the maximum
rate.

Invalid shaping data (minimum rate) specified

Type/Severity | Source Description Remedial Action
Serious QoS The minimum shaping rate is | Change the target interface or
not supported on the current | modify the minimum shaping
interface. rate.
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QoS messages

Invalid shaping data (rate) specified for interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The shaping rate is not
supported on the current
interface.

Change the target interface
or modify the shaping rate.

Invalid source MAC address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Source MAC address
length is greater than 6.

Specify a valid MAC address.

Invalid source MAC address mask length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Source MAC address mask
length is greater than 6.

Specify a valid MAC address
mask.

Invalid statistics counter identification specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The statistics counter

identifier provided is invalid.

Enter a valid statistics tracking
identifier.

Invalid statistics tracking value

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Invalid policy tracking
statistics. The supported

Specify a supported policy
tracking statistics.
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QoS warning messages

Type/Severity

Source

Description

Remedial Action

types are: individual
aggregate or disabled.

Invalid statistics type value

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The only valid statistics types
are individual and
aggregate.

Enter a valid statistics type or
ignore option.

Invalid unknown bandwidth type specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Two bandwidth types are
supported: absolute and
relative.

Enter a valid bandwidth
type.

Invalid unsupported buffering capabilities value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The buffering capabilities
are not supported.

Check platform
documentation and use a
compatible buffering setting.

Invalid unsupported copy-to-cpu option specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The copy-to-CPU can have
two values, true or false. It's
possible that the only
supported value for the target
entry is false.

Check the documentation if
necessary and use a valid
copy-to-CPU option.
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QoS messages

Invalid unsupported DAPP enable value specified

Type/Severity| Source Description Remedial Action
Serious QoS DAAP can be enabled with or| Specify a valid enable value or
without status. disable DAAP.

Invalid unsupported DAPP maximum IPv4 ICMP length specified

Type/Severity | Source Description Remedial Action
Serious QoS The maximum IPv4 ICMP Enter a valid/supported length
length must be between 0 in that range.
and 1023.

Invalid unsupported DAPP maximum IPv6 ICMP length specified

Type/Severity Source Description Remedial Action
Serious QoS The maximum Ipv6 ICMP Enter a valid/supported
length must be between 0 | length in that range.
and 16383.

Invalid unsupported DAPP minimum TCP header length specified

Typel/Severity | Source Description Remedial Action
Serious QoS The minimum TCP header Enter a valid/supported length
length must be within 0 to in the specified range.
255.
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QoS warning messages

Invalid unsupported default gateway address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The default gateway address
length must be 4 (IPv4) and
16 (IPv6).

Specify a valid default
gateway address length.

Invalid unsupported default gateway address specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The default gateway
provided is not a valid
interface application IP

Specify a valid IP default
gateway address.

address.

Invalid unsupported destination IP address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Destination address is too
short/long.

Enter a proper address with
length 4 (ipv4) or 16 (ipv6).

Invalid unsupported DHCP server address length specified

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The DHCP server address
length must be 4 (IPv4) and
16 (IPv6).

Specify a valid DHCP server
address length.
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QoS messages

Invalid unsupported DHCP server address specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The DHCP address provided
is not a valid interface
application IP address.

Specify a valid IP DHCP
server address.

Invalid unsupported interface type specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The valid interface types for
the interface applications are
access and core.

Enter one of the valid interface
types.

Invalid unsupported mirror frame option specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The mirror frame option can
have two values, true or
false. It's possible that the
only supported value for the
target entry is false.

Check the documentation if
necessary and use a valid
mirror frame option.

Invalid unsupported NT application mode value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The only supported
AutoQoS modes are
disabled, pure and mixed.

The only supported AutoQoS
modes are disabled, pure
and mixed.
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QoS warning messages

Invalid unsupported packet type value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Invalid value specified.
Packet-types supported:
etherll, llc, snap.

Specify a supported packet
type.

Invalid unsupported QoS system operational mode value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

If the current platforms
supports QoS system
disabled state then the
operational mode can be
either disabled or enabled.
Otherwise the QoS system
operational mode can only
be enabled.

Specify a supported QoS
operational mode regarding
the current platform.

Invalid unsupported queue configuration value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set value must be
between 1 and 8.

Specify a queue set value in
the range described.

Invalid unsupported role assoc compatibility specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The supported role
association are loose and
strict.

Specify a supported/valid role
association.
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QoS messages

Invalid unsupported source IP address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Source address is too
short/long.

Enter a proper address with
length 4 (ipv4) or 16 (ipv6).

Invalid unsupported Trusted processing mode value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Trusted processing modes
can be patrtial or full. Any
other modes are invalid or
unsupported.

Specify a valid trusted
processing mode.

Invalid unsupported UBP support level value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

There are 4 user based
policies levels supported,
the first one being
“disabled”.

Enter a valid user based policy
support.

Invalid unsupported VLAN tag value specified ( VLAN tag )

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

Invalid VLAN tag, it must be
tagged, untagged or not
specified (ignore).

Enter an appropriate VLAN
tag (tagged, untagged or
ignore).
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QoS warning messages

Invalid update DSCP value specified (not currently supported)

Type/Severity Source Description Remedial Action
Serious QoS The specified update Check the documentation if
DSCP value is currently necessary and use a
not supported. supported update DSCP
value.

Invalid update priority value specified

Type/Severity | Source Description Remedial Action
Serious QoS The only valid update Enter a valid update priority
priorities values are between | value.
Oand 7.

Invalid update VLAN Id specified ( VLAN Id )

Type/Severity| Source Description Remedial Action
Serious QoS The update VLAN Id must be | Enter a valid update VLAN Id
between 1 and 4094. in that range.

Invalid user priority match selection specified ( priority value )

Typel/Severity| Source Description Remedial Action
Serious QoS The user priority value must be | Enter a valid user priority
between 0 and 7 or all. value.

Logs Reference February 2013 243



QoS messages

IPv4-only filter criteria mixed with IPv6 criteria

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Ipv4 and IPv6 fields detected
in the same filter.

Separate IPv4 and Ipv6
options in two filters.

IP classifier entry still referenced (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete an ip classifier
element if it's referenced in a
classifier.

Remove the classifier first.

IP destination address and mask values out-of-sync

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The destination address and
prefix do not correspond (at
least one address bit not
included in mask is set).

Modify the address or mask.

IP destination Layer 4 port maximum value out-of-range (dest port#

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum IP protocol
destination port value must
be between 0 and 65535.

Enter a valid maximum IP
protocol destination port in the
range specified.
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QoS warning messages

IP destination Layer 4 port minimum value out-of-range ( dest
port#)

Type/Severity Source Description Remedial Action

Serious QoS The minimum IP protocol | Enter a valid minimum IP
destination port value must | protocol destination port in the
be between 0 and 65535. | range specified.

IP protocol value out-of-range ( IP protocol#)

Type/Severity Source Description Remedial Action
Serious QoS The IP protocol must be Enter a valid IP protocol
between 0 and 255. value.

IP source address and mask values out-of-sync

Typel/Severity | Source Description Remedial Action

Serious QoS The source address and Modify the address or mask.
prefix do not correspond (at
least one bit not included in
mask is set).

IP source Layer 4 port minimum value out-of-range ( src port#)

Type/Severity Source Description Remedial Action
Serious QoS The minimum IP protocol | Enter a valid minimum IP
source port value must be | protocol source port in the
between 0 and 65535. range specified.
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IP source Layer 4 port minimum value out-of-range ( src port#)

Type/Severity Source Description Remedial Action
Serious QoS The minimum IP protocol | Enter a valid minimum IP
source port value must be | protocol source port in the
between 0 and 65535. range specified.

Issue with classifier component mask detected

Type/Severity Source Description Remedial Action
Serious QoS Unable to create the Identify and separate the
classifier data mask conflicting elements into
structure form the multiple classifier blocks.
classifier data provided.

Layer 2 classifier still referenced (deletion prohibited)

Type/Severity Source Description Remedial Action
Serious QoS Cannot delete a classifier if | Remove the classifier-
it is referenced in a block/policy first.
classifier-block or policy.

Layer 4 port filtering with IPv6 requires UDP TCP Next Header

Typel/Severity Source Description Remedial Action
Serious QoS Port filtering is supported | Specify next header: 6 for
only for TCP and UDP TCP or 17 for UDP or drop port
protocols. filtering usage.
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QoS warning messages

Layer 4 port range could not be reduced sufficiently

Type/Severity | Source Description Remedial Action

Serious QoS The port range could not be | Modify the port range.
reduce sufficiently for it's
installation to be supported.

Meter (from clfr block) usage in multiple policies prohibited

Type/Severity | Source Description Remedial Action
Serious QoS The meter specified in Specify a different meter/
classifier block is already classifier block, create a new
used by a policy. one or remove the conflicting
policy.

Meter (from policy) usage in multiple policies prohibited

Type/Severity | Source Description Remedial Action
Serious QoS The meter specified is Specify a different meter,
already used by a policy. create a new one or remove
the conflicting policy.

Meter entry referenced by clfr block (deletion prohibited)

Typel/Severity | Source Description Remedial Action
Serious QoS Cannot delete a meter if it's | Remove the classifier block
referenced in a classifier first.
block.
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Meter entry referenced by meter (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a meter if it's
referenced by another.

Delete the other meter first.

Meter entry referenced by policy (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a meter if it's
referenced by a policy.

Remove the policy first.

Meter identifier out-of-range ( meter id )

Type/Severity

Source

Description

Remedial Action

Serious

QoS

If it is a user entry the meter
identifier must be between 1
and 55000. For a system
entry the range is
55001-65535.

Enter a valid meter identifier.

Metering not supported with DS L2 access control lists

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Metering is not supported for
ACLs DS(IP) or L2.

Enter DS/L2 classifier element
or drop metering option.
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QoS warning messages

Mirroring (requested via action) not configured correctly

Type/Severity Source Description Remedial Action
Serious QoS The metering is not Inspect and correct the
configured correctly. necessary entries, check
documentation if necessary.

Modification of action (non-match usage) prohibited

Type/Severity Source Description Remedial Action

Serious QoS The action can not be Remove the policy or create a
modified currently as itis | new action.

associated with a policy
and not an individual
classifier.

No resources available for classifier port range checking

Type/Severity Source Description Remedial Action
Serious QoS The resources required are | Modify either the port range
not available on all the or the demanding
ports in the specified resources.
range.

Non-match action contains conflicting data

Type/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified non-match action, | separate them into different
conflicting data detected. non-match actions.
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QoS messages

Non-match action not available for use with filter sets

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The non-match action drop
must be deferred for access
assign type NSNA, user
based policy and traffic

profile.

Remove the non-match
action option.

Non-match action support not available on certain interfaces

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Non-match actions can
only be applied to certain
interfaces.

Specify a compatible interface
or drop the non-match action.

Non-QoS interfaces may not be assigned to a role combination

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Interface type is prohibited.
For example cascade
(internal) ports should not be
associated with a
roleCombination since
classification is prohibited
on these interfaces.

Enter an interface compatible
with QoS.

Non-supported action option (green action) specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage
type is not compatible with
the action criteria type
specified (green action).

Enter a compatible action.
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QoS warning messages

Non-supported action option (in-profile action) specified

Type/Severity | Source Description Remedial Action
Serious QoS Failed to validate the in- Check documentation and
profile action that is use a valid in-profile action.

associated. Certain actions
may be required or
forbidden.

Non-supported action option (match action) specified

Type/Severity Source Description Remedial Action
Serious QoS Failed to validate the match | Check documentation and
action that is associated. use a valid match action.

Certain actions may be
required or forbidden.

Non-supported action option (out-of-profile action) specified

Type/Severity | Source Description Remedial Action
Serious QoS Failed to validate the out-of- | Check documentation and
profile action that is use a valid out-of-profile

associated. Certain actions | action.
may be required or
forbidden.

Non-supported action option (policy non-match action) specified

Typel/Severity | Source Description Remedial Action
Serious QoS Failed to validate the non- Check documentation and
match action that is use a valid non-match

associated. Certain actions | action.
may be required or
forbidden.
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QoS messages

Non-supported action option (red action) specified

Type/Severity | Source Description Remedial Action

Serious QoS Action criteria or storage type | Enter a compatible action.
is not compatible with the
action criteria type specified
(red action).

Non-supported action option (yellow action) specified

Type/Severity | Source Description Remedial Action

Serious QoS Action criteria or storage Enter a compatible action.
type is not compatible with
the action criteria type
specified (yellow action).

NT application mode enable failure - inadequate resources

Type/Severity Source Description Remedial Action
Serious QoS The required resources for | Check for and remove
AutoQos to become enable | unneeded resources and try
are not available. again.

Non-unique precedence order value detected (prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS There is already an Enter a different precedence/
existing mask on the interface or remove the

specified precedence on | conflicting mask.
the current interface.
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QoS warning messages

Non-volatile QoS data discarded during restoration

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Certain QoS data was
discarded (possible
because of an upgrade).

Check the QoS data and
complete it manually.

Non-volatile storage commit delay too large

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum non-volatile
storage commit delay is
604800.

Enter a smaller commit delay
value.

NSNA filter set assignment failed

Type/Severity Source Description Remedial Action
Serious QoS Unable to assign the NSNA | Check log for related details
filter set. on the issue. Try again later,

reset the QoS agent, or
reset the stack.

NSNA filter set count ( set count ) exceeds limit ( set limit)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum number
NSNA filter set rules is 75.

Separate the filters into
different multiple NSNA filter
sets.
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QoS messages

NSNA filter set data in use (QoS disable prohibited)

Type/Severity | Source Description Remedial Action

Serious QoS Cannot disable the QoS Remove the NSNA filter set
system if there still are NSNA | first.
filter sets in use.

NSNA filter set data in use (QoS reset prohibited)

Type/Severity Source Description Remedial Action
Serious QoS The QoS engine cannot be | Disable or remove all the
reset if the NSNA filter sets | NSNA filter sets before
are in use. resetting the QoS engine.

NSNA filter set element count exceeds available resources

Type/Severity Source Description Remedial Action
Serious QoS The limit of the NSNA filter | Check the documentation for
set element count depends | the maximum number of
on the target hardware NSNA filter set elements
platform. allowed.

NSNA filter set template does not exist

Typel/Severity Source Description Remedial Action
Serious QoS The specified NSNA filter | Enter an existing NSNA filter
set template does not set template.
exist.
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QoS warning messages

NSNA system port transition failed

Type/Severity Source Description Remedial Action

Serious QoS Unable to assign the Verify if the interface is NSNA
specified interfaces to the | enabled; the available
provided NSNA role, as the | resources and other possible
interface is not NSNA- sources of conflict. Check
enabled. documentation if necessary.

Only one frame type supported per classifier

Type/Severity | Source Description Remedial Action
Serious QoS The maximum frame types | Separate the frame types into
supported in a classifier is multiple system classifiers.
one.

Out-of-profile action contains conflicting data

Type/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified out-of-profile separate them into different
action, conflicting data out-of-profile actions.
detected.

Out-of-range CoS index value ( COS index value)

Type/Severity Source Description Remedial Action
Serious QoS The valid CoS index range is| Enter a CoS index value
Oto7. within the specified valid
range.
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QoS messages

Out-of-range queue index value (queue index ) for in-use queue set

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set must be
between 1 and the runtime
default queue set.

Check the agent default
gueue set and modify the
value accordingly.

Out-of-range queue index value ( queue index ) for pending queue

set

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set must be
between 1 and the runtime
default queue set.

Check the agent default
gueue set and modify your
value accordingly.

Packet redirection support limited by target interfaces

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Target interfaces are
version 2 (Currently, all
version 2 interfaces
support redirection for all
packet types or none) and
do not support redirection
for non-unicast packets.

Enter a different interface/port
number.

Pattern matching data in excess of bytes# bytes specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum pattern data
length is 16 for 45XX and 32
for the rest of the platforms.

Separate the pattern matching
data into multiple system
classifiers so it fits the
maximum length specified.
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QoS warning messages

Pattern matching (Dst IP) not supported with IP addr type data

Type/Severity | Source Description Remedial Action
Serious QoS System classifiers with Separate the conflicting
pattern matching (Dst IP) elements into multiple
cannot be used with IP classifier sets.
address type data.

Pattern matching (Dst MAC) not supported with address type data

Type/Severity | Source Description Remedial Action

Serious QoS System classifiers with Separate the conflicting
pattern matching (Dst MAC) | elements into multiple
cannot be used with address | classifier sets.

type data.

Pattern matching (IP) not supported with non-IP addr type data

Type/Severity Source Description Remedial Action
Serious QoS IP pattern matching (ipv4 | Remove IP patter matching
or ipv6) used with or non-IP type data from the

UnknownNonlpMcast,Non | system classifier.
IpMcast or NonlpPkt
option.

Pattern matching not supported with other classification data

Typel/Severity | Source Description Remedial Action

Serious QoS System classifiers with Separate the conflicting
pattern matching can only be | elements into multiple
used with default ip or/and 12| classifier sets.
classifiers in the same
classifier set.
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QoS messages

Pattern modifier data specified without actual pattern data

Type/Severity Source Description Remedial Action

Serious QoS Pattern-related attributes | Remove pattern-related
have been set but pattern | attributes or specify patter

data is not specified. data to avoid confusion.

Pattern position and data strings must be same length

Type/Severity | Source Description Remedial Action
Serious QoS Different lengths detected: Use pattern position and data
pattern position and data strings of the same length.
strings.

Policies with session data must be port-based

Type/Severity | Source Description Remedial Action
Serious QoS Session policies must be Modify the user policy entry or
port-based. remove the session data.

Policy action out-of-range ( action#)

Typel/Severity | Source Description Remedial Action

Serious QoS If this is a user policy the Specify a valid action id.
action id must be between 1
and 55000. For a system
entry the range is
55001-65535.
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QoS warning messages

Policy content incompatible with target interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The classifier(s) filter
options used in the policy
are not compatible with the
target interface.

Enter a different interface or
adapt classifier/policy.

Policy mask availability issue (space exhausted)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to find next available
mask precedence for the
specified port.

Check for and remove
unneeded resources on that
port.

Policy modification support limited

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Policies under system
control can be deleted but
not modified. For user
policies only certain
modification are supported
(if-group, port, name).

To change a different option
remove policy and create a
new one.

Policy non-match action

out-of-range ( non-match action#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

If this is a user policy the
non-match action id must be
between 1 and 55000. For a
system entry the range is
55001-65535.

Specify a valid hon-match
action id.
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Policy precedence value out-of-range for target interface(s)

Type/Severity| Source Description Remedial Action
Serious QoS Precedence limits differ based | Enter a precedence
on the underlying hardware compatible with the hardware
support. limits for the specified
interface or use a different
one.

Policy requirements exceed available resources (slot slot#)

Type/Severity Source Description Remedial Action

Serious QoS Not all the resources Modify either the interfaces or
required for the policy are | the demanding resources.
available on the base or
non-base unit(s).

Policy statistics index out-of-range ( stats index )

Type/Severity | Source Description Remedial Action
Serious QoS Invalid policy tracking Specify a supported policy
statistics. The supported tracking statistics.

types are: individual
aggregate or disabled.

Policy precedence conflict detected with non-QoS application

Typel/Severity Source Description Remedial Action

Serious QoS A non-QoS application is | Enter a different precedence.
already using the
precedence specified.
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QoS warning messages

Policy with this filtering values is already installed on this
precedence

Type/Severity | Source Description Remedial Action
Serious QoS An identical policy detected | Enter the existing policy.
on the same precedence and
port.

Post-join ACL installation issue detected (ifc ifc#)

Type/Severity Source Description Remedial Action
Serious QoS ACL installation failed after | Try again or check the stack
a join stack event. health. Further conclusions

are drawn as this message
appears either on base, non-
base, all or some units in
stack.

Post-join filter set installation issue detected (ifc ifc#)

Typel/Severity Source Description Remedial Action
Serious QoS Filter set installation failed | Try again or check the stack
after a join stack event. health. Further conclusions

are drawn as this message
appears either on base, non-
base, all or some of the units
in stack.

Post-join traffic-profile installation issue detected (ifc ifc#)

Type/Severity Source Description Remedial Action
Serious QoS Traffic-profile installation Try again or check the stack
failed after a join stack health. Further conclusions
event. are drawn as this message
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Type/Severity Source Description Remedial Action

appears either on base, non-
base, all or some of the units
in stack.

Potential inconsistent access asgn state (Undo fail) detected

Typel/Severity | Source Description Remedial Action
Serious QoS Inconsistent access assign | Try again later, reset the QoS
state detected on the non agent, reset the unit or check
base unit. the stack health.

Potential inconsistent ifc assignment state (Undo fail) detected

Type/Severity | Source Description Remedial Action

Serious QoS Inconsistent interface Try again later, reset the QoS
assignment state detected on | agent or reset the unit.
non base unit.

Potential inconsistent policy state (Undo fail) detected

Type/Severity Source Description Remedial Action

Serious QoS Inconsistent policy state Try again later, reset the QoS
detected on non base unit. | agent or reset the unit.

Precedence value out-of-range

Type/Severity | Source Description Remedial Action
Serious QoS Precedence range depends | Check documentation and
on the platform. use a valid precedence.
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QoS warning messages

Provided metering information incomplete

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Insufficient or invalid
information provided.

Specify a valid meter.

QoS policies may not be applied to uplink or daisy chain ports

(port#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

ESU Policies cannot be
applied on daisy chain
ports.

Enter different ports.

Queue configuration inconsistency detected (local queue conf

stack queue conf)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set is not same on
all units in stack.

Try again later, reset the QoS
agent or reset the unit.

Queue set assignment distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to make changes
across the stack.

Try later or check stack
health.
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Queue set unacceptable - pending range excludes in-use queues

Type/Severity Source Description Remedial Action

Serious QoS Cannot configure as a Enter an available queue set.
default queue set one that
is currently used by a traffic
shaping.

Queue set value modification prohibited

Type/Severity | Source Description Remedial Action

Serious QoS The queue set may not be Verify that the queue set being
modified since the queue set | specified is indeed the original
association is created when | queue set.

the queue set is defined.

Rate granularity limited to increments of 1 Mbps or 64 Kbps

Type/Severity Source Description Remedial Action

Serious QoS There are only two rate Enter a rate with one of the
granularities supported: 1 | supported granularities.
Mbps and 64 Kbps.

Rate (min) granularity limited (increments of 1 Mbps or 64 Kbps)

Typel/Severity Source Description Remedial Action

Serious QoS There are only two rate Enter a rate with one of the
granularities supported: 1 supported granularities.
Mbps and 64 Kbps.
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QoS warning messages

Referenced block (by policy) deletion prohibited

Type/Severity Source Description Remedial Action
Serious QoS Cannot delete a classifier- | Remove the policy first.
block if it's referenced in a
policy.

Referenced set (by block) modifications prohibited

Type/Severity Source Description Remedial Action
Serious QoS No modifications can be Remove block, perform
made to a classifier set modifications and recreate
referenced in a classifier- classifier-block.
block.

Referenced set (by policy) modifications prohibited

Type/Severity Source Description Remedial Action
Serious QoS No modifications can be Remove policy, perform
made to a classifier set modifications and recreate
used by a policy. policy.

Remote QoS-disable request failure ( port# on unit unit#)

Typel/Severity | Source Description Remedial Action
Serious QoS Failed to disable the Policy/ | Check for the conflicting
Interface. entries, try again later, reset

the QoOS agent, reset the unit
or check the stack health.
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Request invalid - QoS interface apps enabled on interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Request is denied as the
interface applications are
enabled on this port.

Enter a different interface or
disable the interface
application on this port.

Request invalid - specified interface currently QoS-disabled

Type/Severity

Source

Description

Remedial Action

Serious

QoS

All request are denied when
the target interface is QoS
disabled.

Enter a different interface
index.

Request temporarily denied - QoS support is currently disabled

Type/Severity

Source

Description

Remedial Action

Serious

QoS

All request are denied when
QoS overall is disabled.

Enable QoS overall before
committing any request.

Requested attribute usage is currently not supported

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The requested attribute is
not compatible — attribute
value support is limited.

Eliminate option or use a
different attribute.
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QoS warning messages

Requested filter manager support unavailable

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The requested operation is
nor supported on the current
hardware.

Change/drop the request.

Requested reserve data invalid

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Trying to remove an entry
that is not actually reserved.

Check if the specified entry
wasn't already removed.

Required bandwidth information not specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue bandwidth
parameter has not been
provided.

Specify the queue bandwidth
parameter based on the
bandwidth allocation attribute.

Resources exhausted (maximum class entries reached)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum entries
allowed for the class you are
trying to configure an entry
has been reached.

Check for and remove the
related QoS entries that are
not needed.
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Resources exhausted (out-of-memory)

Type/Severity | Source Description Remedial Action
Serious QoS Memory allocation for the Check for and remove the
new entry failed. QoS entries that are not
needed.

Role combination associated with interface (deletion prohibited)

Type/Severity | Source Description Remedial Action
Serious QoS Cannot remove a role Associate a different interface
combination if it's associated | role combination to the
with an interface. interface before requesting
the removal.

Role combination contains unacceptable characters

Type/Severity | Source Description Remedial Action
Serious QoS A valid role combination Enter valid characters for the
contains letters, digits, access element's label.

special characters (period,
line, plus, underline but not
on the first position) and '$'
but only as the first
character.

Role combination referenced by policy (deletion prohibited)

Type/Severity | Source Description Remedial Action
Serious QoS Cannot remove a role Remove the policy first.
combination if it's referenced
by a policy.
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QoS warning messages

Role (interface) capabilities incompatible with policy data

Type/Severity Source Description Remedial Action
Serious QoS The policy and the Enter either a role with
specified role(the compatible interface(s) or
component interfaces) adapt the policy to match the
have different version required version.
capabilities.

Source MAC address and mask values out-of-sync

Type/Severity Source Description Remedial Action

Serious QoS The source MAC address Modify the source MAC
and mask do not correspond | address or mask.

(at least one address bit not
included in mask is set).

Specified filter criteriais invalid inconsistent

Type/Severity Source Description Remedial Action
Serious QoS Invalid/inconsistent filter Identify and remove the
criteria detected in inconsistent/invalid data.
classifier.

Specified policy components (classifiers) conflicting

Type/Severity | Source Description Remedial Action
Serious QoS All the masksffilters must Separate conflicting
correspond. classifiers into multiple
policies.
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Specified queue set information invalid

Type/Severity Source Description Remedial Action

Serious QoS Invalid information Correct queue information
regarding queue set (queue | and try again.

number must be in
supported range and the
egress flag must be set).

Specified token bucket criteria out of range

Type/Severity Source Description Remedial Action
Serious QoS Unsupported meter rate Enter a supported meter
range specified. rate range.

Src Layer 4 port min max values invalid (max must be = to min)

Type/Severity Source Description Remedial Action
Serious QoS The maximum source port | Correct source port range
must be bigger than the limits.
minimum destination port.

srTCM meter issue - CIR must be the same in both meters

Type/Severity Source Description Remedial Action
Serious QoS Different CIRs detected in | Enter the same CIR for both
the two meters. meters.
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QoS warning messages

srTCM meter issue - EBS must be greater than CBS

Type/Severity Source Description Remedial Action
Serious QoS The burst size is not Enter a EBS that is greater
consistent. than CBS.

srTCM trTCM meter issue - diff algorithms in associated meters

Type/Severity | Source Description Remedial Action
Serious QoS Meter types and rate values | Associate a single algorithm
are not synchronized . for a meter.

sITCMtrTCM meter issue - referenced meter incompatible unknown

Type/Severity Source Description Remedial Action
Serious QoS The referenced meter is Check for and remove any
compatible (SrTCM/ArTCM | conflicts or incompatible
issue). data.

sITCM trTCM meter issue - too many cascaded meters

Type/Severity Source Description Remedial Action
Serious QoS Meter cascade level is Enter only two meter cascade
limited to two. levels.
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Specified Destination Layer 4 min max range not supported

Type/Severity | Source Description Remedial Action
Serious QoS The destination port range is| Check the documentation if
not supported. necessary and adaptitto a
supported port range.

Specified inner VLAN ID min max range not supported

Type/Severity | Source Description Remedial Action
Serious QoS Inner VLAN ID range not Check the documentation if
supported. necessary and adapt it to a
supported port range.

Specified metering operation not supported

Type/Severity Source Description Remedial Action
Serious QoS The metering operation is | Create and use a compatible
not supported on the target | meter.
hardware.

Specified metering statistics entry already in-use (by policy)

Typel/Severity Source Description Remedial Action
Serious QoS Installing a meter with the Enter a different statistics
same statistics entry already | entry or remove the
in use by a policy is not policy(s).

allowed, even though
sharing a counter entry
across meters is supported.
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QoS warning messages

Specified policy components (classifiers) conflicting

Type/Severity | Source Description Remedial Action
Serious QoS All the masks/filters must Separate conflicting
correspond. classifiers into multiple
policies.

Specified policy statistics entry already in-use (by meter)

Type/Severity Source Description Remedial Action

Serious QoS The same statistics entry is | Enter a different statistics
already associated with a entry or remove the meter.
meter. This is currently not
allowed. Sharing a count
entry across policies is
supported.

Specified Source Layer 4 min max range not supported

Type/Severity Source Description Remedial Action
Serious QoS The source port range is not| Check the documentation if
supported. necessary and adapt it to a
supported port range.

Specified token bucket refresh interval not supported

Typel/Severity Source Description Remedial Action
Serious QoS The refresh interval must | Enter the correct refresh
be 8. interval.
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Specified token bucket size (burst size) not supported

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The only supported token
bucket sizes are 2"n K

and 14.

where n must be between 2

Enter one of the valid token
bucket sizes.

Specified user policy interface currently QoS-disabled

Type/Severity

Source

Description

Remedial Action

Serious

QoS

You cannot configure a user
policy entry if the target
interface is QoS disabled.

Choose a different interface.

Specified VLAN ID min max range not supported

Type/Severity Source Description Remedial Action
Serious QoS VLAN ID range not Check the documentation if
supported. necessary and adapt it to a
supported port range.

System classifier still referenced (deletion prohibited)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a system
classifier element if it's
referenced in a classifier.

Remove the classifier first.
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QoS warning messages

TCP Control Flag filter criteria requires TCP protocol

Type/Severity | Source Description Remedial Action

Serious QoS TCP Control Flag filter Add the TCP protocol option.
criteria must be used with
TCP protocol filter criteria.

Token bucket algorithm identifier invalid

Type/Severity Source Description Remedial Action
Serious QoS Invalid token bucket Specify a valid token bucket
algorithm identifier. identifier.

Token bucket algorithm identifier unknown unsupported

Type/Severity Source Description Remedial Action
Serious QoS Scheduling algorithm not Specify an existing and valid
found. algorithm identifier.

Token bucket minimum rate outside limits (64 - 10230000 Kbps)

Type/Severity | Source Description Remedial Action
Serious QoS The minimum bucket rate Enter a bucket rate bigger
must be in the range than 64Kbps and smaller than
specified. 10230000 Kbps.
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Token bucket entry referenced by meter (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a token bucket
entry if it's referenced in a
meter.

Remove the meter first.

Token bucket entry referenced by shaper (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a token
bucket if it's referenced in a
shaper.

Remove shaper first.

Token bucket rate outside limits (64 - 10230000 Kbps)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The token bucket rate must
be between 0 and 32Gbps.

Enter a rate value within that
range.

Token bucket size not compatible with committed fill rate

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

For cos/queue shaping
only MinRate and Rate are
set so BurstSize must be
>= Rate only when
MinRate = 0.

Enter a valid token bucket
size.
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QoS warning messages

trTCM meter issue - PBS must be greater than CBS

Type/Severity

Source

Description

Remedial Action

Serious

QoS

PBS is not grater that CBS.

Modify options so that PIR is

grater than CIR.

trTCM meter issue - PIR must be greater than CIR

Type/Severity

Source

Description

Remedial Action

Serious

QoS

PIR is not greater than
CIR.

Modify options so that PIR is

grater than CIR.

Traffic Prof filter set elem

count exceeds available resources

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Although the element
count is within the
documented limit, the
actual resources
necessary may not be
available due to the
runtime configuration.

Check for and remove the
resources that are not
needed.

Traffic Prof filter set policy count ( policy count ) exceeds limit

( policy limit)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The traffic profile filter set
policy limit depends on the
target hardware platform.

Check the documentation for
the maximum number of traffic
profile filter set policies
allowed.
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Traffic Prof filter set rule count (rule count ) exceeds limit ( rule
limit )

Type/Severity Source Description Remedial Action
Serious QoS The maximum number of Separate the excess into
rules for a traffic profile filter | multiple traffic profile filter
set is 75. sets.

Trusted processing mode change rejected - inadequate resources

Type/Severity Source Description Remedial Action

Serious QoS Unable to commit trusted Check for and remove
processing mode transition | unneeded resources.
form partial to full. Not
enough resources
available.

Unable to add block member ( block elem# component set id ) to
existing policy

Type/Severity | Source Description Remedial Action
Serious QoS Failed to install the specified | Check for available resources,
classifier-block. interface capabilities or
possible conflicts.

Unable to apply existing policy data to interface (unit# port#)

Type/Severity Source Description Remedial Action
Serious QoS The interface assignment Check the available/not
change needs to add the needed resources.
port to an existing policy.
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QoS warning messages

Unable to apply existing user-based policy data to new user

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to clone
the policy and the meter
data that is associated with
the current user.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack

Unable to apply filter set to ports (unsupported capabilities)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The filter set cannot be
applied to the specified
ports as the required
interface capabilities are
not compatible with all the
interfaces.

Check the interface
capabilities, and adapt the
port mask for the operation to
succeed.

Unable to apply newly-defined UBP filter set to existing user

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to apply
the defined user based policy
filter set to the existing user.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to apply pre-defined UBP filter set to new user

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to apply the user
based policy to a new user.

Check log for related details on
the issue. Try again later, reset
the QoS agent, or reset the
stack.
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Unable to compress classification criteria in set adequately

Source Remedial Action

QoS

Type/Severity Description

Separate the conflicting
elements into multiple
classifier sets.

Failed to compress the
combination of classification
data elements from the

Serious

individual classifiers.

Unable to create out-of-profile action for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create out-of-
profile action for access
assignment on base or non-
base unit.

Check the log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.

Unable to create count action (meter) for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to count action (from
meter) for access
assignment on base or non-
base unit (if the stack is
preset).

Check log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.

Unable to create count action (policy) for access assignment

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

Failed to count action (from
policy) for access
assignment on base or non-
base unit.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.
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QoS warning messages

Unable to create count action (secondary meter) for access asgn

Type/Severity | Source Description Remedial Action

Serious QoS Failed to create the count Check log for related details
action component for ACL. | on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create metering data for access assignment

Type/Severity Source Description Remedial Action

Serious QoS Failed to create metering Check log for the related
data for access assignment | details on the issue. Try
on base or non-base unit. again later, reset the QoS
agent or reset the stack.

Unable to create non-match components for ACL

Type/Severity | Source Description Remedial Action

Serious QoS Failed to create a non-match | Check log for related details
action component for ACL. | on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create token bucket data for access assignment

Typel/Severity Source Description Remedial Action

Serious QoS Failed to create the token | Check log for the related
bucket data for the access | details on the issue. Try
assignment on base or again later, reset the QoS
non-base unit. agent or reset the stack.
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Unable to create policy data for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create policy data
for access assignment on
base or non-base unit.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create secondary metering data for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create secondary
metering data for ACL.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create secondary token bucket data for access asgn

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to create a
secondary token bucket
component for ACL.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create yellow action for access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create yellow action
component for ACL.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.
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QoS warning messages

Unable to deactivate policy associated with interface

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The resource policy
deallocation failed.

Try again later, reset the QoS
agent or reset the unit.

Unable to delete block member (block element# component setid)
from existing policy

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to remove the
specified classifier-block .

Check for existing
references, possible conflicts
or try again later.

Unable to delete UBP filter set on interface ifc#

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to remove the user

specified interface.

based policy filter set on the

Check log for related details
on the issue. Try again later,
reset the QoS agent, or
reset the stack.

Unable to derive suitable filter set element eval precedence

Type/Severity

Source

Description

Remedial Action

Serious

QoS

A precedence must be
assigned to a filter set; else it
cannot be installed on the
interface.

Check the available un-
needed resources, try again
later, reset the QoS agent or
reset the unit.
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Unable to determine clfr interface(s) compatibility

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to make changes
because the system failed to
determine classifier/
interface(s) compatibility
version.

Enter a different classifier/
interface, try again later,
reset the QoS agent or reset
the unit.

Unable to disable ARP Spoofing support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the ARP Spoofing support on
the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to disable BPDUBIkr support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to disable BPDUBIkr
policy data on the specified
interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent or reset
the stack.

Unable to disable DHCP Snooping support on interface (ifc#)

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the DHCP Snooping support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent or reset
the stack.
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QoS warning messages

Unable to disable DHCP Spoofing support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the DHCP Spoofing support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to disable DNSPort support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the DNSPort policy data on
the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to disable existing policy data on interface ( unit# port#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

change needs to remove
the port form an existing
policy. This operation
failed.

The interface assignment

Check for and remove any
conflicts regarding the
interface.

Unable to disable FTPPort support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the FTPPort policy data on
the specified interface.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.
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QoS messages

Unable to disable Nachia support on interface (ifc#)

Type/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the Nachia policy | on the issue. Try again later,
data on the specified reset the QoS agent, or
interface. reset the stack.

Unable to disable policy data for access assignment

Type/Severity | Source Description Remedial Action
Serious QoS Failed to disable the policy | Check log for related details
data. on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to disable SQLSlam support on interface (ifc#)

Type/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the SQLSlam policy | on the issue. Try again later,
data on the specified reset the QoS agent, or
interface. reset the stack.

Unable to disable SynFinScan support on interface (ifc#)

Typel/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the SynFinScan on the issue. Try again later,
policy data on the reset the QoS agent, or reset
specified interface. the stack.
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QoS warning messages

Unable to disable Xmas support on interface (ifc#)

Type/Severity | Source Description Remedial Action
Serious QoS The system failed to disable | Check log for related details
the Xmas policy data on the | on the issue. Try again later,
specified interface. reset the QoS agent, or reset
the stack.

Unable to enable ARP Spoofing support on interface (ifc#)

Type/Severity | Source Description Remedial Action

Serious QoS The system failed to enable | Check log for related details
the ARP Spoofing support | on the issue. Try again later,
on the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable BPDUBIkr support on interface (ifc#)

Type/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related
enable the BPDUBIkr details on the issue. Try
policy data on the again later, reset the QoS
specified interface. agent, reset the stack, or
use a different interface.

Unable to enable DHCP Snooping support on interface (ifc#)

Type/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the DHCP Snooping support | on the issue. Try again later,
on the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.
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Unable to enable DHCP Spoofing support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the DHCP Spoofing support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable DNSPort support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the DNSPort policy data on
the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, reset
the stack, or use a different
interface.

Unable to enable FTPPort support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the FTPPort policy data on
the specified interface.

Check log for related details
on the issue. Try again later,
resetthe QoS agent, reset the
stack, or use a different
interface.

Unable to enable Nachia support on interface (ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the Nachia policy data on the
specified interface.

Check log for related details on
the issue. Try again later, reset
the QoS agent, reset the stack,
or use a different interface.
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QoS warning messages

Unable to enable policy data for access assignment

Type/Severity Source Description Remedial Action
Serious QoS Failed to enable the policy | Check log for related details
data. on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to enable SQLSlam support on interface (ifc#)

Type/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the SQLSIlam policy data on | on the issue. Try again later,
the specified interface. resetthe QoS agent, reset the
stack, or use a different
interface.

Unable to enable SynFinScan support on interface (ifc#)

Type/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the SynFinScan policy data | on the issue. Try again later,
on the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable Xmas support on interface (ifc#)

Typel/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the Xmas policy data on the | on the issue. Try again later,
specified interface. reset the QoS agent, reset the
stack, or use a different
interface.
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QoS messages

Unable to install access assignment - component creation issue

Type/Severity

Source

Description Remedial Action

Serious

QoS

Unable to create many of the | Check for the available or not
access assignment needed resources.
components like: base
action, token bucket entry,
count action, meter, policy.

Unable to manipulate DAPP support (no applicable interfaces)

Type/Severity

Source

Description Remedial Action

Serious

QoS

The target interfaces data Enter an existing interface
does not exist. data.

Unable to modify access assignment - component modify issue

Type/Severity | Source Description Remedial Action
Serious QoS Unable to make changes as | Check the log for a more
one of the modifications detailed information on the
required for an access issue. Try again later, reset the
assignment component QoS agent, or reset the
failed. stack.

Unicast ( Interface# ) and Non-Unicast ( interface# ) interfaces in

conflict

Type/Severity

Source

Description Remedial Action

Serious

QoS

The interface number for Enter the same interface/port
unicat and non-unicast does | number.
not correspond.
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QoS warning messages

Unknown incompatible access element specified

Type/Severity Source Description Remedial Action

Serious QoS The access element Specify a compatible access
specified does not exist or | element.

the storage type is not
compatible.

Unknown incompatible action component specified

Type/Severity Source Description Remedial Action
Serious QoS Specified action doesn't Enter an existing action or
exists or it's system/agent | create a new one.
entry.

Unknown incompatible classifier block specified

Type/Severity | Source Description Remedial Action
Serious QoS The classifier block does not | Enter an existing classifier
exist. block or create a new one.

Unknown incompatible classifier set specified

Type/Severity Source Description Remedial Action
Serious QoS The specified classifier set| Enter an existing classifier
does not exist. set or create a new one.
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QoS messages

Unknown incompatible in-profile action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The in-profile action
specified is unknown or
incompatible.

Check log for other possible
details on the issue. Verify that
the in-profile action exists and
is compatible with the entry.

Unknown incompatible in-profile (green) action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage
type is not compatible with
the action criteria type
specified (in-profile green).

Enter a compatible in-profile
action.

Unknown incompatible match action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action does not
exist.

Enter an existing action or
create a new one.

Unknown incompatible metering component specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The metering component is
unknown or not compatible.

Verify that the metering
component exists and also
that the storage types of the
entries are compatible.
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QoS warning messages

Unknown incompatible metering statistics entry specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unknown or incompatible
statistics with policy storage

type.

Enter different statistics type.

Unknown incompatible out-of-profile action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The out-of-profile action
specified is unknown or
incompatible.

Check log for other possible
details on the issue. Verify
that the out-of-profile action
exists and is compatible with
the entry.

Unknown incompatible out-of-profile (red) action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage
type is not compatible with
the action criteria type
specified (out-of-profile red).

Enter a compatible out-of-
profile action.

Unknown incompatible out-of-profile (yellow) action specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage type
is not compatible with the
action criteria type specified
(out-of-profile yellow).

Enter a compatible out-of-
profile action.

Logs Reference

February 2013

293



QoS messages

Unknown incompatible policy statistics entry specified

Type/Severity | Source Description Remedial Action
Serious QoS Unknown or incompatible Enter different statistics type.
statistics with policy storage
type.

Unknown incompatible policy non-match action specified

Type/Severity | Source Description Remedial Action
Serious QoS The specified non-match Enter an existing non-match
action does not exist. action or create a new one.

Unknown incompatible queue set specified

Type/Severity Source Description Remedial Action
Serious QoS The queue set specified is | Use an existing queue set.
unknown.

Unknown incompatible role combination specified

Type/Severity | Source Description Remedial Action
Serious QoS Referenced role must Make sure the role
exist/be stable prior to entry | combination exists or create a
creation/modification. new one.
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QoS warning messages

Unknown incompatible token bucket reference specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The token bucket specified
is not valid.

Check the documentation
and use a valid token
bucket.

Unknown out-of-range interface index value ( ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index does not
exist.

Check the platform's/stack's
port range and use a valid
interface index.

Unknown out-of-range interface index value (ifc index )

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index does
not exist.

Check the port range of the
platform or the stack, and
use a valid interface index.

Unknown unsupported StorageType specified

TypelSeverity

Source

Description

Remedial Action

Serious

QoS

The supported storage types
are: volatile, non-volatile,
permanent, read-only and
other. Also, take into account
that certain actions/entries
require certain storage

types.

Check the documentation if
necessary and use a
compatible/valid storage

type.
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QoS messages

Unknown unsupported interface application type specified

Type/Severity | Source Description Remedial Action
Serious QoS The interface application Check documentation and
type provided is unknown or | use a valid interface
unsupported. application type.

Unknown unsupported interface class specified (ifc class)

Type/Severity | Source Description Remedial Action
Serious QoS The valid interface classes | Enter a valid/supported
are trusted, untrusted and interface class.
unrestricted.

Unknown unsupported IP Flag specified

Type/Severity | Source Description Remedial Action
Serious QoS The specified IP Flag is not | Check documentation if
supported. necessary and enter a valid IP
Flag.

Unknown unsupported TCP Control Flag specified

Typel/Severity | Source Description Remedial Action
Serious QoS The specified TCP Control | Check documentation if
Flag is not supported. necessary and enter a valid
TCP Control Flag.
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QoS warning messages

Unknown queue set queue reference detected

Type/Severity | Source Description Remedial Action
Serious QoS The specified queue (set) Enter an existing queue/
does not exist. gueue set.

Unsupported IP address type specified

Type/Severity Source Description Remedial Action

Serious QoS Unsupported address type | Enter a ipv4 or ipv6
provided. (It should not get | address.
here) Internal error.

Unsupported pattern offset data specified

Type/Severity | Source Description Remedial Action

Serious QoS Position data and pattern Change or separate the
data cannot be processed pattern data into multiple
correctly into an appropriate | system classifiers.

mask.

Unsupported unknown QoS agent configuration attribute
(attribute#)

Type/Severity Source Description Remedial Action

Serious QoS The attribute you are trying | Remove the attribute.
to configure is not
supported/recognized by
the QoS agent.
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QoS messages

Update priority value and update DSCP value out-of-sync

Type/Severity

Source

Description

Remedial Action

Serious

QoS

If the priority update is set to
be done based on DSCP-to-
user priority map
(egressmap) the DSCP
value must be specified.

Change the update priority
type or specify a DSCP
value.

Update priority value per ingress DSCP currently not supported

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Priority update based on
802.1p priority-to-DSCP
map (ingressmap) is not
currently supported.

Change the update priority
type.

User Policy (UBP) filter set in use (QoS disable prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS Cannot disable the QoS

system if there still are user
policies in use.

Remove the user policies
first.

User Policy (UBP) filter set in use (QoS reset prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot reset the QoS
engine if the user policy
filter sets are still in use.

Remove or disable the user
policy filter sets before re-
setting the QoS engine.
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QoS warning messages

User Policy data referencing interface (operation prohibited)

Type/Severity Source Description Remedial Action
Serious QoS There are non-QoS Remove all references
applications that have before performing other
created entries that operations.
reference this interface.

User policy filter set count (<set count>) exceeds limit (<set limit>)

Type/Severity Source Description Remedial Action
Serious QoS The user policy filter set limit| Check documentation for the
depends on the target maximum number of user
hardware platform. policy filter sets allowed.

User policy filter set element count exceeds available resources

Type/Severity Source Description Remedial Action
Serious QoS The policy filter set Check the documentation
element count limit for the maximum number of
depends on the target policy filter set elements
hardware platform. allowed.

User policy group contains invalid unacceptable characters

Typel/Severity Source Description Remedial Action
Serious QoS Only printable characters Enter valid characters for the
are allowed. policy group.
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QoS messages

User policy group length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum user policy
group length is 64.

Separate the entries into
multiple policy groups.

User policy name contains invalid unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters
are allowed.

Enter valid characters for the
policy label.

User policy name length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for a
policy name is 64.

Enter a policy name within
the specified limit.

User priority specified with untagged frames (invalid)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

User priority appears in
tagged frames.

Drop either priority or
untagged option.

VLAN ID min max values invalid ( min VLAN ID ! max VLAN ID)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Max VLAN ID value must
be bigger that min value.

Correct the VLAN ID range
limits.
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QoS information messages

VLAN range could not be reduced sufficiently

Type/Severity Source Description Remedial Action

Serious QoS The VLAN range could not | Modify the VLAN range.
be reduce sufficiently for it's
installation to be supported.

QoS information messages

802.1p user priority value modification prohibited

Type/Severity Source Description Remedial Action
Information QoS Since the COS-to-DSCP | Verify that the COS being
default assignment specified is indeed the original

association is created at CoOs.
initialization, the CoS may
not be modified.

Access assignment distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to carry out the Try later or check the stack
access assignment health.
distribution across the
stack.
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QoS messages

Access element distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to access the
element distribution across
the stack.

Try later or check stack
health.

Agent configuration distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Unable to commit changes
across the stack.

Base action distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit base
action distribution across the
stack.

Try later or check the stack
health.

Capabilities determined by agent (not-writable)

Typel/Severity

Source

Description

Remedial Action

Information

QoS

The interface type
capabilities cannot be
modified.

Eliminate option.
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QoS information messages

Classifier block distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

Classifier component distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

COS mapping distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit COS
mapping distribution across
the stack.

Try later or check stack
health.

CoS shaping distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to make CoS
shaping distribution across
the stack.

Try later or check the stack
health.
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QoS messages

Count action distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check stack
across the stack. health.

DAPP-detected DoS attack blocked unit unit# (many ports)

Type/Severity Source Description Remedial Action

Information QoS A Denial of Service attack No action required.
was blocked on the specified
unit and on multiple ports.

DAPP-detected DoS attack blocked unit unit# port port#

Type/Severity | Source Description Remedial Action

Information QoS A Denial of Service attack No action required.
was blocked on the specified
unit and port.

DAPP support disable failure

Typel/Severity| Source Description Remedial Action
Information QoS Unable to commit changes | Try again later, reset the QoS
(disable DAAP) across the agent, reset the unit or check
stack. stack health.
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QoS information messages

DAPP support enable failure

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try again later, reset the QoS
(enable DAAP) across the | agent, reset the unit or check
stack. stack health.

Data distribution class class# across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check the stack
across the stack. health.

DSCP mapping distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit DSCP | Try later or check stack
mapping distribution health.
across the stack.

DSCP value modification prohibited

Typel/Severity | Source Description Remedial Action
Information QoS Since the gset/dscp-to- Verify that the DSCP being
gueue assignment specified is indeed the original
association is created when | DSCP or eliminate option if
the gset (queue set) is not an Ipv4/IPv6 packet.

defined including the
creation of an element per
DSCP value, the DSCP may
not be modified. Also, only
IPv4/IPv6 packets can have
the DSCP value updated.
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QoS messages

Duplicate entry detected (prohibited)

Type/Severity

Source

Description

Remedial Action

Information

QoS

The QoS entry already
exists.

Use the existing entry if
possible.

Element deletion prohibited (permanent read-only system entry)

Type/Severity

Source

Description

Remedial Action

Information

QoS

" System-owned policies
cannot be deleted via the
normal commands. Some of
them may be removed
through certain “disable”
commands. "

Check the documentation if
necessary and use the
appropriate disable
command(s) where possible.

Element label not acceptable - reserved

Type/Severity

Source

Description

Remedial Action

Information

QoS

The label is reserved in the
system.

Enter a different label.

Element may only be modified not created or deleted

Type/Severity

Source

Description

Remedial Action

Information

QoS

The specified element can
only be modified. Possible
entries: COS-to-DSCP
assignment default values
created at initialization;
default DSCP-to-queue
assignments and default
CoS-to-queue assignments
created when a new queue
set is defined.

Modify the existing entry if
necessary.
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QoS information messages

Element modification prohibited (read-only or system entry)

Type/Severity Source Description Remedial Action
Information QoS You cannot modify or Create a similar entry with
remove a read-only or the proper modifications if
system entry. necessary.

Index value out-of-range

Type/Severity Source Description Remedial Action

Information QoS Invalid QoS entry index Enter a different entry index.
value. Either system index
for a non-system entry, or
index out of the supported
range.

Invalid drop action option specifiedinvalid drop action option
specified

Typel/Severity | Source Description Remedial Action
Information QoS The valid/supported drop Check the documentation if
options are drop, don't drop | necessary and use a
and deferred. Take into compatible/valid drop action

account that for certain action | option.
types the deferred option is
not valid.

Invalid entry creation attempted (index index#)

Type/Severity | Source Description Remedial Action
Information QoS Creation of the specified QoS | Modify the existing entry if
entry is not allowed necessary.

(modifications may be
supported) — possible
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QoS messages

Type/Severity | Source Description Remedial Action

entries: COS-to-DSCP
assignment default values
created at initialization;
default DSCP-to-queue
assignments and default
CoS-to-queue assignments
created when a new queue
set is defined.

Invalid update DSCP value specified ( DSCP value)

TypelSeverity Source Description Remedial Action
Information QoS The valid DSCP values are | Enter a valid DSCP value (in
between 0 and 63. the specified range).

Interface action distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to perform action Try later or check stack
distribution changes across | health.
the stack.

Interface application distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to carry out the Try later or check the stack
interface application health.
distribution across the
stack.
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QoS information messages

Interface assignment distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
(interface assignment)
across the stack.

Try later or check stack
health.

IP classifier distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

IP protocol value TCP or UDP needed with Layer 4 port filtering

Type/Severity

Source

Description

Remedial Action

Information

QoS

Port filtering can only be
used with TCP or UDP
protocols.

Specify the IP protocol to
avoid any confusions.

Issue detected during QoS stack synchronization

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Delays are exhausted and
the stack synchronization
could not be verified.

Try later or check the stack
health.
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QoS messages

Issue detected enabling disabling DSCP table usage (port#)

Type/Severity

Source

Description

Remedial Action

Information

QoS

" Failed to set on the specified
interface the port mode for
usage of the global DSCP
mapping table. "

Try again later, reset the QoS
agent or reset the unit.

Issue detected setting native DSCP table values

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to set the native/
default DSCP table values.

Reset the QoS agent or reset
the unit.

Layer 2 filter distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

Meter distribution across stack failed
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Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.
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QoS information messages

Non-unique element label detected (prohibited)

Type/Severity | Source Description Remedial Action
Information QoS The same label is used to Enter a different label.
identify a different entry of the
same type.

NSNA filter set delete operation failed

Type/Severity| Source Description Remedial Action

Information QoS Unable to carry out the delete | Try later or check stack
operation on the NSNA filter | health.
set across the stack.

NSNA filter set install operation failed

Type/Severity Source Description Remedial Action

Information QoS Unable to carry out the install | Try later or check the stack
operation on the NSNA filter | health.
set across the stack.

NSNA filter set update operation failed

Typel/Severity Source Description Remedial Action
Information QoS Unable to update the NSNA | Try later or check the stack
filter set operation across health.
the stack.
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Policy distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check stack
across the stack. health.

QoS inter-module communication issue detected

Type/Severity Source Description Remedial Action
Information QoS Unable to make changes Check ifatimeoutissue, else
across the stack. If the try later or check the stack

request failed because of | health.
an RPC timeout, then this is
due to a processing delay
on the remote unit.

Queue data distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit queue Try later or check stack
data distribution across the | health.
stack.

Queue set value modification prohibited

Typel/Severity | Source Description Remedial Action

Warning QoS The queue set may not be | Verify that the queue set being
modified since the queue set | specified is indeed the original
association is created when | queue set.

the queue set is defined.
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QoS information messages

Queue shaping distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit queue
shaping distribution across
the stack.

Try later or check the stack
health.

Role combination length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Information

QoS

The maximum role
combination length
supported is 32.

Enter a valid role
combination.

Role combination distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit role
combination distribution
across the stack.

Try later or check stack
health.

Simultaneous operations involving access

asgn ifcs prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the specified
access assignment/
interface(s) used by the
policy are in progress.

Try again later after all the
pending operations are
completed.
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Simultaneous operations involving policy blocks ifcs prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the interface
used by the block/policy
are in progress.

Try again later after all the
pending operations are
finished.

Simultaneous operations involving policies and blocks prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the specified block
used by the policy are in
progress.

Try again later after all the
pending operations finished.

Simultaneous operations involving policies and ifcs prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Interfaces directly
associated with a policy
must be stable (active, not
being created/deleted).

Try again later after all the
pending operations finished.

System filter distribution across stack failed

TypelSeverity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.
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QoS information messages

Token bucket data distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes| Try later or check stack
across the stack. health.

Traffic Prof filter set delete operation failed

Type/Severity| Source Description Remedial Action

Information QoS Unable to carry out the delete | Try later or check the stack
operation on the traffic profile | health.
filter set across the stack.

Traffic Prof filter set install operation failed

Type/Severity Source Description Remedial Action
Information QoS Unable to carry out the Try later or check the stack
installation on the traffic health.
profile filter set across the
stack.

Traffic Prof filter set update operation failed

Typel/Severity Source Description Remedial Action

Information QoS Unable to carry out the Try later or check the stack
update operation on the health.

traffic profile filter set
across the stack.
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Unknown unsupported attribute specified ( attribute )

Type/Severity

Source

Description

Remedial Action

Information

QoS

The specified attribute is not
supported or unknown for
the class you are trying to
configure an entry

Check the documentation if
necessary and use a
supported attribute for that
QoS class.

User policy distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit user
policy distribution across
the stack.

Try later or check the stack
health.

User policy filter set delete operation failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.

User policy filter set install operation failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.
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QoS information messages

User policy filter set update operation failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.
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Chapter 39: Quick Install messages

Quick Install information messages

QuicklInstall console configuration error.

Type/Severity | Source Description Remedial Action
Information Quick Quick Install could not use Use from console
Install the configuration from the configuration or retry the
console menu. menu with install command.

QuickInstall:console configuration success.

Type/Severity | Source Description Remedial Action
Information Quick Quick Install successfully No action required.
Install executed the configuration
from the console menu.

QuicklInstall USB config file not found.

Type/Severity Source Description Remedial Action
Information Quick Install | Quick Install could not Put a file to USB script and
locate the USB file. set it to default if you want to
run Quick Install.
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QuickInstall USB file config error at line line#

Type/Severity Source Description Remedial Action
Information | Quick Install| Quick Install detected an Correct the detected error at
error in the script at the the specified line on the USB
given line. script and set it to default.

Quicklinstall USB file config error - file exceed 200 lines.

Type/Severity Source Description Remedial Action
Information Quick The scriptfile istoo large and | Remove some of the
Install exceeds the limit of 200 comments and the
lines. unnecessary lines.

QuicklInstall USB file config error - file exceed 4096 bytes

Type/Severity | Source Description Remedial Action
Information Quick The script file is too large and | Remove some of the
Install exceeds the limit of 4096 comments and the
bytes. unnecessary lines.

QuickInstall:USB file config success.

Type/Severity Source Description Remedial Action

Information | Quick Install| The script file from the USB | No action required.
is successfully executed by
the Quick Install.
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Chapter 40: RADIUS Client messages

RADIUS Client information messages

Allowed connection attempt from user

user starting with the given
name.

Typel/Severity Source Description Remedial Action
Information RADIUS RADIUS: allowed No action required.
Client connection attempt for the

Disallowed connection Access Reject for user

user starting with the given
name due to invalid user
credentials.

Type/Severity Source Description Remedial Action
Information RADIUS | RADIUS - disallowed Correct the user-
Client connection attempt for the | configuration at the radius

server; and retry entering
valid user credentials.

Disallowed connection Invalid SvcType for user

user starting with the given
name due to invalid service

type

Type/Severity Source Description Remedial Action
Information RADIUS RADIUS - disallowed Send the correct svc-type
Client connection attempt for the | from the radius server when

needed.
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Chapter 41. SFTP messages

SFTP information messages

SSHC DSA Authentication failure

Typel/Severity | Source Description Remedial Action
Information SFTP Failed to authenticate to the | Upload the key to TFTP/USB
Client SFTP server using the and add it to the server's
current DSA key as the "authorized keys" list.

current public DSA key of the
switch/stack was not added
to the SFTP server's
"authorized keys" list..

SSHC RSA Authentication failure

Type/Severity Source Description Remedial Action

Information SFTP Client | Failed to authenticate to | Upload the key to

the SFTP server using the | TFTP/USB and add it to
current RSA key as it was | the server's "authorized
not added to the SFTP keys" list.

server's "authorized keys"
list..
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SSHC server connection failure

Type/Severity Source Description Remedial Action

Information SFTP Client | Failed to connect to SFTP | Check the connectivity to
server; following a SFTP server. However, this
command involving SFTP. | error occurs when you
attempt any authentication;
it is not caused by
authentication failures.
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Chapter 42: SLA Monitor messages

SLA Monitor Information Messages

SLAMon Agent CLI timeout value out of range

Type/Severity

Source

Description

Remedial Action

Information

SLAMon

The specified SLA Monitor
agent CLI timeout value lies
outside the acceptable range
(60 seconds to 600

Specify an in-range value for
the agent CLI timeout.

seconds).
SLAMon Agent disabled
Typel/Severity | Source Description Remedial Action
Information SLAMon | SLA Monitor agent state No action required.

change detected — agent
disabled.

SLAMon Agent enabled

TypelSeverity

Source

Description

Remedial Action

Information

SLAMon

SLA Monitor agent state
change detected — agent
enabled.

No action required.
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SLAMon Agent inconsistent UDP port data specified

Type/Severity

Source

Description

Remedial Action

Information

SLAMon

Agent UDP (command) port
and agent-to-agent
communication UDP port
values conflict with each
other. The port values must
be unique.

Utilize defaults or specify
unique agent UDP port
values.

SLAMon Agent operation is restricted CLI-only

Typel/Severity

Source

Description

Remedial Action

Information

SLAMon

The requested operation is
only supported through the
platform CLI.

Utilize the platform CLI to
perform the requested
operation.

SLAMon Agent terminated

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent task logic has
been terminated.

System reset required.

SLAMon Agent terminated — command/frame processing issue

detected

Type/Severity

Source

Description

Remedial Action ‘

Critical

SLAMon

The agent command/packet
receive logic detected an
error, causing the agent
operation to be terminated.

System reset required.
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SLA Monitor Information Messages

SLAMon Agent terminated NTR test exception detected

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent NTR test support
detected a failure during test
processing, causing agent
operation to be terminated.

System reset required.

SLAMon Agent terminated - resources unavailable

TypelSeverity

Source

Description

Remedial Action

Critical

SLAMon

Resources required for
agent initialization are not
available, causing agent
operation to be terminated.
An invalid configuration,
such as when the same port
values are specified for
agent-server and agent-
agent communication, can
also impact resource
availability.

System reset required.

SLAMon Agent terminated - RTP test exception detected

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent RTP test support
detected a failure during test
processing, causing agent
operation to be terminated.

System reset required.
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Chapter 43: SMLT messages

SMLT information messages

SLPP Warning - PDU was received on Vlan Vlanld Unit UnitNo Port
PortNo .

Type/Severity Source Description Remedial Action

Information SMLT | The system detected an Check for the correct port
SLPP error when the SLPP | configuration

packet sent is received back
on a different VLAN.

SMLT IMC invalid cmd 1- StkCmd

Type/Severity | Source Description Remedial Action
Information SMLT An invalid SMLT Imc Restart the system.
command received in the
stack.

SMLT IMC tx error

Type/Severity | Source Description Remedial Action
Information SMLT The system failed to transmit | Restart the system.
the IMC message in the
stack.
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SMLT input parameter error mlt port vlan

Type/Severity Source Description Remedial Action

Information SMLT The system failed to enable | Check for the correct VLAN
the SMLT as the IST ports | membership of the IST ports.
are not a part of the VLAN.

SMLT Stack db ex event num -0 —0*22221111

Type/Severity | Source Description Remedial Action

Information SMLT Log SMLT db exchange No action required.
events.

SMLT stackEventNotify Invalid Msg Cmd -0-0

Type/Severity | Source Description Remedial Action

Information SMLT The system received an Restart the system.
invalid stack related event.

SMLT Stack inactive event 0-0- modMask

Type/Severity | Source Description Remedial Action

Information SMLT Log SMLT unit inactive No action required.
events.

SMLT Stack joined event num - 0 — 0*33331111

Type/Severity | Source Description Remedial Action
Information SMLT Log SMLT stack Join No action required.
events.
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SMLT information messages

SMLT Stack leaved event 0 - 0 - modMask

Type/Severity

Source

Description

Remedial Action

Information

SMLT

Log SMLT stack leave

events.

No action required.

SMLT STP enabled on IST trunk trkNo stp group grp

Type/Severity

Source

Description

Remedial Action

Information

SMLT

STP enabled on the IST

trunk error.

Disable the STP on IST trunk
ports.

SMLT Warning - LAC SMLT with more than 8 links - key - count

Type/Severity

Source

Description

Remedial Action

Information

SMLT

LAC/SMLT with more than 8

links with specified key

count.

Do not configure more than 8
links in the SMLT over the LAC
configuration.

SMLT Warning - smltEnable Software License Error-0-20

TypelSeverity

Source

Description

Remedial Action

Information

SMLT

This is a SMLT related
warning indicating, software
License error.

Check if a valid software
license is available.
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SMLT Warning - SMLT mismatched Lac_Sys_ID error shutdown all
SMLT lac po
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Type/Severity

Source

Description

Remedial Action

Information

SMLT

This is an SMLT related
warning indicating, SMLT
system ID mismatch.

The SMLT system ID did not
match. Configure the correct
system ID.
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Chapter 44. SNMP Server messages

SNMP Server warning messages

Trap s5CtrUnitDown

TypelSeverity

Source

Description

Remedial Action

Serious

L3, MLT

Unit down.

No action required.

SNMP Server information messages

Authentication Failure Trap

TypelSeverity

Source

Description

Remedial Action

Information

SNMP

Authentication Failure.

No action required.

BPDU received on port with BPDU-Filtering enabled.

Type/Severity

Source

Description

Remedial Action

Information

STP

BPDU received on port with
BPDU-Filtering enabled.

No action required.
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Cold Start Trap

Type/Severity

Source

Description

Remedial Action

Information

SNMP

Cold Start

No action required.

DAI ARP packet with invalid IP MAC binding dropped on untrusted

port unit# port#

Type/Severity

Source

Description

Remedial Action

Information

DAI

ARP packet ingressed on a
DAI untrusted port with a
hardware MAC address and
IP address does not match
any entries in the DHCP
binding table. This violates
the DAI integrity check and
the packet is dropped.

Isolate the offender.

DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Snoop untrusted port. This
violates the DHCP Snoop
integrity check and the
packet is dropped.

Type/Severity Source Description Remedial Action
Information DHCPSNO | DHCP ACK reply packet | Isolate the offender.
oP ingressed on an DHCP
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SNMP Server information messages

DHCP Snoop DHCP binding table is full additional DHCP clients will
not be added to the binding table

Type/Severity Source Description Remedial Action
Information DHCPSNO | The maximum number of Scale down the number of
OoP DHCP binding entries (1024) | DHCP clients.

is reached. Any additional
DHCP client entries will not be
added to the binding table.

DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Typel/Severity Source Description Remedial Action
Information DHCPSNO | DHCP NAK reply packet | Isolate the offender.
OoP ingressed on an DHCP

violates the DHCP Snoop
integrity check and the
packet is dropped.

Snoop untrusted port. This

DHCP Snoop DHCP OFFER dropped on untrusted port unit# port#
(not allowed on untrusted port)

Type/Severity Source Description Remedial Action
Information DHCPSNO | DHCP OFFER reply Isolate the offender.
OoP packet ingressed on an

DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.
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DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# because MAC Addr( MACaddress ) is associated to port
unit# port#

Type/Severity

Source

Description

Remedial Action

Information

DHCPSNO | DHCP RELEASE or

oP

DECLINE packet with the
DHCP client hardware
MAC address and client
port from the binding table
ingressed on a different
DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.

Isolate the offender.

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# (MAC Addr( MACaddress ) does not exist in binding
table)
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Type/Severity

Source

Description

Remedial Action

Information

DHCPSNO
OoP

DHCP RELEASE or
DECLINE packet with the
DHCP client hardware
MAC address is not found
in the binding table
ingressed on a DHCP
Snoop untrusted port. This
violates the DHCP Snoop
integrity check and the
packet is dropped.

Isolate the offender.
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SNMP Server information messages

DHCP Snoop DHCP snooping binding table restored successfully
from TFTP address

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful. the USB target for availability.

DHCP Snoop DHCP snooping binding table restored successfully
from USB unit unit#

Typel/Severity | Source Description Remedial Action
Information DHCP External-save/restore was Check TFTP connection or the
SNOOP | unsuccessful on the USB target for availability.
mentioned target.

DHCP Snoop DHCP snooping binding table restore from TFTP
address A.B.C.D IPv6_address failed

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful on the the USB target for

mentioned target.

availability.

DHCP Snoop DHCP snooping binding table restore from USB unit

unit# failed

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP | unsuccessful. the USB target for

availability.

Logs Reference

February 2013 337



SNMP Server messages

DHCP Snoop DHCP snooping binding table saved successfully to

TFTP address

Type/Severity

Source

Description

Remedial Action

Information

DHCP
SNOOP

External-save/restore
occurred successfully on the
mentioned target.

No action required.

DHCP Snoop DHCP snooping binding table saved successfully to

USB unit unit#

mentioned target.

Typel/Severity| Source Description Remedial Action
Information DHCP External-save/restore No action required.
SNOOP | occurred successfully on the

DHCP Snoop DHCP snooping binding table save to USB unit unit#

failed

Type/Severity

Source

Description

Remedial Action

Information

DHCP
SNOOP

External-save/restore
occurred successfully on the
mentioned target.

No action required.

DHCP Snoop DHCP snooping entry with MAC MacAddress not
restored (invalid Vlan vlan#)

Type/Severity Source Description Remedial Action
Information DHCP External-save entry could | Check the current VLANSs
SNOOP not be restored due to an | with the one found in the
invalid VLAN. external-save file (for the

338 Logs Reference

Comments? infodev@avaya.com

February 2013


mailto:infodev@avaya.com?subject=Logs Reference

SNMP Server information messages

Type/Severity Source Description Remedial Action

specified entry) and modify
the VLAN if necessary.

DHCP Snoop DHCP snooping entry entry number not restored due
to MAC conflict

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored due to MAC
conflict.

DHCP Snoop DHCP snooping entry entry number not restored due
to expired lease

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored as the lease
expired.

DHCP Snoop DHCP snooping entry with MAC MacAddress not
restored on invalid interface unit# port#

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | Check the unit/port
SNOOP | restored due to an invalid | combinations in the
interface (unit/ port external-save file with your
combination read from actual topology, and modify
external file is no longer the external-save file if
available or invalid necessary.
altogether).
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DHCP Snoop DHCP snooping entry entry number not restored due
to parsing failure

Type/Severity | Source Description Remedial Action
Information DHCP Binding entry could not be Check and modify the
SNOOP | restored due to various external-save file for
parsing failures. unexpected modifications in
entry syntax.

DHCP Snoop NTP is not synchronized; external save restore of
DHCP snooping entries not possible

TypelSeverity Source Description Remedial Action
Information DHCP | The external actions Make sure time source is
SNOOP | (Restore or Save) not properly set to (S)NTP and

possible, as the Unit (S)NTP | the server is synchronized.
server is not synchronized.

Egp Neighbor Loss Trap

Type/Severity | Source Description Remedial Action
Information SNMP Egp Neighbor Loss. No action required.

Enterprise Specific Trap

Type/Severity | Source Description Remedial Action
Information SNMP Enterprise Specific Trap. No action required.
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SNMP Server information messages

IPSG Insufficient resources available to enable IPSG on port unit#
port#

Type/Severity| Source Description Remedial Action
Information IPSG Insufficient resources No action required.
available to enable IPSG on
port.

IPSG Maximum IP entries on port unit# port# has been reached

Type/Severity | Source Description Remedial Action
Information IPSG Maximum IP entries on port | Scale down the number of IP
has been reached. entries on port.

Link Down Trap

TypelSeverity Source Description Remedial Action
Information IFMGR, Link Down. No action required.
SNMP
Link Up Trap
Type/Severity Source Description Remedial Action
Information IFMGR, Link up. No action required.
SNMP
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PIM Neighbor status change Up

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_UP: A new
neighbor is detected, This
occurs when a PIM Hello
message is received from an
active PIM router. This may
result in change in IP
multicast traffic flow if this
neighbor is towards RP or
BSR espcially if combined
with change in unicast
routing.

If the same neighbor is
repeatedly appearing and
disappearing, this is due to
congestion in the link towards
this neighbor. Check if unicast
routing and CPU utilization is
also being affected.

PIM Neighbor status change Down

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_DOWN: An
existing neighbor has timed
out. This occurs when PIM
Hello messages are not
received from a neighbor
within 3.5 times the query
interval for an active PIM
interface. This may lead to
changes in the IP Multicast
traffic flow.

Check if the neighbor router is
functional and is sending out
PIM Hellos.

Trap bsAdacPortConfigNotification
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Type/Severity

Source

Description

Remedial Action

Information

ADAC

ADAC Port Configuration.

No action required.
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SNMP Server information messages

Trap bsAdacPortOperDisabledNotification

Type/Severity

Source

Description

Remedial Action

Information

ADAC

ADAC Port operation
disabled.

No action required.

Trap bsnConfigurationSavedToNvram

Type/Severity Source Description Remedial Action
Information CONFIG | The configuration is saved | No action required.
DATA to NVRAM.

Trap bsnEapAccessViolation

Type/Severity

Source

Description

Remedial Action

Information

EAP

EAP access violation.

No action required.

Trap bsnEapUbpFailure

Typel/Severity

Source

Description

Remedial Action

Information

EAP

EAP UBP failure.

No action required.

Trap bsnLacPortDisabledDueToLossOfVLACPDU

Type/Severity

Source

Description

Remedial Action

Information

LAC

Lac Port Disabled Due To
Loss Of VLACPDU

No action required.
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Trap bsnLacPortEnabledDueToReceiptOfVLACPDU

Type/Severity | Source Description Remedial Action

Information LAC LAC Port Enabled as the No action required.
VLACPDU was received.

Trap bsnStackConfigurationError

Type/Severity Source Description Remedial Action
Information STK Stack Configuration Error. | No action required.
MONITOR

Trap bsnStackManagerReconfiguration

Type/Severity Source Description Remedial Action
Information STKMGR | Stack manager re- No action required.
configuration.

Trap bsnTrialLicenseExpiration Trial license license# has expired.
Disable licensed features to avoid network interruption

Type/Severity Source Description Remedial Action
Information SOFTLIC | The trial license has Disable the licensed features
expired. to avoid network
interruption.
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SNMP Server information messages

Trap bsnTrialLicenseExpiration Trial license license# will expire in

# days day(s)

Type/Severity

Source

Description

Remedial Action

Information

SOFTLIC

This message indicates that
the trial license will expire.

No action required.

Trap bspePethPsePortCurrentStatusNotification

Type/Severity

Source

Description

Remedial Action

Information

POL

Peth Pse Port Current
Status.

No action required.

Trap bsUnicastStormControlAboveHighWatermark

Type/Severity

Source

Description

Remedial Action

Information

DRIVER

Unicast Storm Control
reached the high watermark
level.

No action required.

Trap bsUnicastStormControlBelowLowWatermark

Type/Severity

Source

Description

Remedial Action

Information

DRIVER

Unicast Storm Control has
gone below low watermark
level.

No action required.
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Trap bsveVrrpTrapStateTransition

Type/Severity

Source

Description

Remedial Action

Information

VRRP

VRRP Trap State Transition.

No action required.

Trap DAPP - DoS Attack Detected

Type/Severity

Source

Description

Remedial Action

Information

QPAV2

The system detected a DAPP
- DoS attack.

No action required.

Trap Device has entered Forced Stack Mode ( MAC Address)

Type/Severity

Source

Description

Remedial Action

Information

IPT

Device has entered
Forced Stack Mode.

No action required.

Trap entConfigChange

Typel/Severity | Source Description Remedial Action
Information ENTMIB | Ent Config Change. No action required.
Trap fallingAlarm
Type/Severity | Source Description Remedial Action
Information RMON | Falling Alarm. No action required.
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SNMP Server information messages

Trap lldpRemTableChange Ageouts = count

Type/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange
Ageouts Number

No action required.

Trap lldpRemTableChange Deletes = count

Type/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange
Deletes Number.

No action required.

Trap lldpRemTableChange Drops = count

Type/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange
Drops Number

No action required.

Trap lldpRemTableChange Inserts = count

Type/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange Inserts
Number

No action required.
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Trap lldpXMedTopologyChangeDetected Subtype = subtype Class

= class
Type/Severity Source Description Remedial Action
Information 802.1AB | The system detected a No action required.
LidpXMed Topology
Change.
Trap newRoot
Type/Severity Source Description Remedial Action
Information NNCLI | New root. No action required.

Trap ntnQosPolicyEvolLocalUbpSessionFailure

TypelSeverity

Source

Description

Remedial Action

Information

QPAV2

QoS Policy Evol Local UBP
Session Failed.

No action required.

Trap ospflfAuthFailure

Type/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Interface
Authentication failed.

No action required.

Trap ospflfConfigError

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Interface
Configuration Error.

No action required.
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SNMP Server information messages

Trap ospflfStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Interface state
changed.

No action required.

Trap ospfNbrStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Neighbor State
Change.

No action required.

Trap ospfVirtlifAuthFailure

Type/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Virtual Interface
Authentication failed.

No action required.

Trap ospfVirtlifConfigError

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

The system detected an
OSPF Virtual Interface
Configuration Error.

No action required.

Trap ospfVirtlfStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Virtual Interface State
Change.

No action required.
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Trap ospfVirtNbrStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Virtual Neighbor State
Change.

No action required.

Trap pethMainPowerUsageOffNotification

Type/Severity

Source

Description

Remedial Action

Information

POL

Peth Main Power Usage
Off.

No action required.

Trap pethMainPowerUsageOnNotification

Type/Severity

Source

Description

Remedial Action

Information

POL

Peth Main Power Usage On.

No action required.

Trap pethPsePortOnOffNotification

Typel/Severity | Source Description Remedial Action
Information POL Peth Pse Port On Off. No action required.
Trap risingAlarm
Type/Severity | Source Description Remedial Action
Information RMON | Rising alarm. No action required.
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SNMP Server information messages

Trap RSTP Error Event

Type/Severity Source Description

Remedial Action

Information NNRST | RSTP Error Event.

No action required.

Trap RSTP General Event

Type/Severity Source Description

Remedial Action

Information NNRST | RSTP General Event.

No action required.

Trap RSTP New Root

Type/Severity Source Description

Remedial Action

Information NNRST RSTP New Root.

No action required.

Trap RSTP Protocol Migration

Typel/Severity Source Description

Remedial Action

Information NNRST RSTP Protocol Migration.

No action required.

Trap RSTP Topology Change

Type/Severity Source Description

Remedial Action

Information NNRST RSTP Topology Change.

No action required.
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Trap s5CtrUnitDown

Type/Severity

Source

Description

Remedial Action

Warning

L3, MLT

Unit down.

No action required.

Trap s5EtrSbsMacAccessViolation

Type/Severity

Source

Description

Remedial Action

Information

BAYSECURE, | MAC access violation.

DCE

No action required.

Trap sSEtrSbsMacAccessViolation

Type/Severity

Source

Description

Remedial Action

Information

BAYSECURE, | MAC access violation.

DCE

No action required.

Trap s5EtrSbsMacRemoved

Typel/Severity

Source

Description

Remedial Action

Information

NNCLI

MAC removed.

No action required.

Trap sSEtrSbsMacTableCleared

Type/Severity

Source

Description

Remedial Action

Information

NNCLI

MAC Table Cleared.

No action required.
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SNMP Server information messages

Trap sSEtrSbsMacTableClearedForPort

Type/Severity

Source

Description

Remedial Action

Information

NNCLI

The MAC table cleared for
the Port.

No action required.

Trap SLPP Port Down Event

Type/Severity

Source

Description

Remedial Action

Information

SMLT

SLPP Port Down Event.

No action required.

Trap Smit Ist Link Down

Type/Severity

Source

Description

Remedial Action

Information

SMLT

SMLT IST Link Down.

No action required.

Trap Smit Ist Link Up

Typel/Severity

Source

Description

Remedial Action

Information

SMLT

SMLT IST Link Up

No action required.

Trap Smit Link Down

Type/Severity

Source

Description

Remedial Action

Information

SMLT

SMLT Link Down.

No action required.

Logs Reference

February 2013 353



SNMP Server messages

Trap Smit Link Up

Type/Severity | Source Description

Remedial Action

Information SMLT SMLT Link Up.

No action required.

Trap s5CtrHotSwap

Type/Severity Source Description Remedial Action
Information MCMGR, Hot Swap. No action required.
DRPMGR

Trap topologyChange

Type/Severity Source Description

Remedial Action

Information NNCLI | Topology Change.

No action required.

Trap ubpEAPSessionEnd

Typel/Severity | Source Description

Remedial Action

Information QPAV2 | EAP Session end.

No action required.

Trap ubpEAPSessionStart

Type/Severity | Source Description

Remedial Action

Information QPAV2 | EAP Session Start.

No action required.
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SNMP Server information messages

Trap vrrpTrapNewMaster

Type/Severity

Source

Description

Remedial Action

Information

VRRP

VRRP Trap New Master.

No action required.
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Chapter 45: SNTP messages

SNTP critical messages

SNTP Could not sync to NTP servers.

TypelSeverity Source Description Remedial Action
Critical SNTP The SNTP could not Try synchronizing to a valid
synchronize with any of the | NTP server. Make sure that
two NTP servers. the SNTP is connected to the

NTP servers you are trying to
synchronize with.

SNTP information messages

SNTP: First synchronization successful.

TypelSeverity Source Description Remedial Action

Information SNTP | The SNTP is synchronized | No action required.
with one of the NTP
servers.
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Chapter 46: SSCP messages

SSCP information messages

SSCP connection attempt failed got bad interval values from
NSNAS.

Type/Severity Source Description Remedial Action

Information SSCP SSCP connection attempt | Show NSNA; check timer
failed, as it received bad | intervals; ensure that the timer
interval values from the values are configured at the
NSNAs. switch and SNAS.

SSCP connection attempt failed incompatible SSCP versions.

Type/Severity Source Description Remedial Action
Information SSCP | The SSCP connection Show NSNA; show NSNA
attempt failed, incompatible | NSNAS and at the SNAS;
SSCP versions. check SSCP version and
make sure that they match.

SSCP connection attempt failed NSNAS already connected.

Type/Severity Source Description Remedial Action
Information SSCP SSCP connection attempt | Check the switch-SNAS
failed, the NSNAS are connectivity; re-do it and
already connected. establish clean connection;
show NSNA NSNAS.
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SSCP connection attempt failed NSNAS not configured.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection
attempt failed, NSNAS not
configured.

Show NSNA; show NSNA
NSNAS; if no SNAS
configured, configure it at the
switch; configure switch
information at the SNAS.

SSCP connection attempt succeeded.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection
attempt succeeded.

No action required.

SSCP connection lost corrupt data stream.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection is lost,
corrupt data stream.

The Message length
provided is greater than
allowed (2K) ; itis
unexpected; so, SNAS is
disconnected; re-do the
switch-SNAS connection.

SSCP connection lost inactivity timer expired.

Typel/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection is
lost, inactivity timer
expired.

Connection to the SNAS lost;
ensure that it is not
unexpected; show NSNA;
show NSNA NSNAS; check
the network connectivity and if
SNAS is pingable.
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SSCP information messages

SSCP connection lost memory allocation failure.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection is
lost, memory allocation
failure.

There is a potential memory
leak in the system; check the
NSNA and other application
statuses; and thru' eng-
debug-menu VxWorks
stack-sizes for any overflow;
may need to bounce NSNA
or other applications; or
restart the switch.

SSCP connection lost message processing failure.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection is
lost, message processing
failure.

A bad message is sent from
the SNAS; ill-formatted or
other errors; SNAS is
disconnected; re-do SNAS
configuration at the switch and
retry.

SSCP connection lost NSNAS closed the connection.

Type/Severity

Source

Description

Remedial Action

Information

SSCP

The SSCP connection is
lost, NSNAS closed the
connection.

Connection to the SNAS is
lost; ensure it is not
unexpected; show NSNA;
show NSNA NSNAS; check
the network connectivity and if
SNAS is pingable.
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Chapter 47 SSH messages

SSH information messages

SSH _CLIENT Key couldnt be saved for host ip address

Typel/Severity | Source Description Remedial Action
Information SSH New host's key could not be | Remove other host's keys to
Client saved as NVRAM is full or create space on NVRAM, and
defective. try again.

SSH CLIENT SSH Connection to IP ip address was closed because
parent console session console session ID was closed

Type/Severity Source Description Remedial Action

Information SSH Client | SSH Connection is closed | No action required.
as the console session,
from which SSH Client
was launched closed. (for
example, ssh DUT, then
ssh PC, then close ssh to
DUT session)

SSH disabled
Type/Severity | Source Description Remedial Action
Information SSH The SSH is disabled No action required.
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SSH DSA key deleted

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH DSA key deleted.

No action required.

SSH DSA KEY generation completed

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH DSA key
generation completed.

No action required.

SSH enabled in non-secure mode

Type/Severity

Source

Description

Remedial Action

Information

SSH

secure mode.

The SSHis enabled in a non-

No action required.

SSH enabled in secure mode

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH is enabled in the
secure mode.

No action required.

SSH Maximum number of ssh sessions has been reached

Type/Severity

Source

Description

Remedial Action

Information

SSH

The maximum number of
SSH session is reached.

No action required.
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SSH information messages

SSH RSA KEY generation completed

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH RSA key is

successfully generated.

No action required.

SSH RSA key overwritten

Type/Severity Source Description Remedial Action
Information SSH The SSH RSA key is No action required.
overwritten.
SSH session login using port
Type/Severity | Source Description Remedial Action
Information SSH Login session. No action required.

SSH System is generating DSA KEY wait ...

Type/Severity

Source

Description

Remedial Action

Information

SSH

The system is generating the
DSA key.

No action required.

SSH TFTP DSA key complete

Type/Severity

Source

Description

Remedial Action

Information

SSH

TFTP.

Download the SSH DSA key
through the completed

No action required.
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SSH TFTP RSA key complete

Type/Severity

Source

Description

Remedial Action

Information

SSH

SSH RSA key is

through TFTP.

successfully downloaded

No action required.

SSH USB DSA key complete

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH DSA key
downloading through the
USB is completed.

No action required.

SSH USB RSA key complete

Type/Severity

Source

Description

Remedial Action

Information

SSH

The SSH RSA key is

through the USB.

successfully downloaded

No action required.

SSH session closed by ip address remote host. Connection time h

hours m minutes

Type/Severity

Source

Description

Remedial Action

Information

SSH Client

Remote host closed the
SSH session.

No action required.
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SSH information messages

Successful SSH connection to ip address

Type/Severity

Source

Description

Remedial Action

Information

SSH Client

SSH connection
completed successfully.

No action required.
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Chapter 48. SSHC messages

SSHC information messages

SSHC DSA key generation failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH generate the DSA key.
Client)

SSHC DSA key save failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH save the DSA key.
Client)

SSHC DSA key upload TFTP failure

Type/Severity

Source

Description

Remedial Action

Information

SSHC (SFTP

and SSH Client)

SSHC Client failed to
upload the DSA key to
TFTP.

Check the TFTP server
connection, and try
again.
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SSHC DSA key upload USB failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Create space on memory
and SSH upload the DSA key to | stick or replace the
Client) the USB as, the memory | memory stick, and try
stick is full or corrupted. | again.

SSHC RSA key generation failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH generate the RSA.
Client)

SSHC RSA key save failure

Type/Severity Source Description Remedial Action

Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH save the RSA key.
Client)

SSHC RSA key upload TFTP failure

Typel/Severity Source Description Remedial Action

Information SSHC (SFTP | SSHC Client failed to Check TFTP server
and SSH upload the RSA key to connection, and try again.
Client) TFTP.
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SSHC information messages

SSHC RSA key upload USB failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Create space on memory
and SSH upload the RSA key to stick or replace the
Client) the USB as, the memory | memory stick, and try
stick is full or corrupted. | again.

Logs Reference February 2013 371



SSHC messages

372 Logs Reference February 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 49: SSL messages

SSL information messages

SSL certificate creation completed

Typel/Severity

Source

Description

Remedial Action

Information

SSL

SSL certificate creation
completed.

No action required.

SSL certificate creation failed

Type/Severity

Source

Description

Remedial Action

Information

SSL

SSL certificate creation
failed.

Retry.

SSL certificate deleted

Type/Severity Source Description Remedial Action
Information SSL SSL certificate deleted. No action required.
SSL disabled
Type/Severity Source Description Remedial Action
Information SSL SSL is disabled. No action required.
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SSL enabled
Type/Severity | Source Description Remedial Action
Information SSL SSL is enabled. No action required.
SSL server reset
Type/Severity | Source Description Remedial Action
Information SSL SSL server reset. No action required.
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Chapter 50: Stack Manager messages

Stack Manager critical messages

application-name failed DB-exchange stack failed to form

name> did not exchange its
database successfully.

Typel/Severity Source Description Remedial Action
Critical Stack The stack did not form, as | Reboot the stack.
Manager | the application <application-

Stack Manager warning messages

application-name failed DB-exchange stack formation delayed

to exchange its database.

Typel/Severity Source Description Remedial Action
Serious Stack The application Reboot the unit if it is
Manager | <application-name> failed | unsuccessful in joining the

stack.
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Front-panel Ul selected use rear-panel base non-base switch

button.

Type/Severity Source Description Remedial Action
Serious Stack The stack has been reset | No action required.
Manager | using the front-panel push-

QOS filter-limiting mode modified and unit reset

the unit rebooted.

Type/Severity Source Description Remedial Action
Serious Stack The QOS filter-limiting No action required.
Manager | mode was modified and

Stack operation mode modified to Hybrid and unit reset

Type/Severity Source Description Remedial Action
Serious Stack Operational Mode was No action required.
Manager automatically changed
and unit was restarted.

Stack sync failed stack failed to form

failed.

Typel/Severity Source Description Remedial Action
Serious Stack The stack did not form as | Reboot the stack.
Manager | the stack synchronization
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Stack Manager information messages

Stack synchronization failed Exp value Act value Missing value

Type/Severity Source Description Remedial Action
Serious Stack Stack synchronization Reboot the unit if it is
Manager | failed on the unit. Missing | unsuccessful in joining the
value yields the stack.
application(s) that caused
failure.

The base (unit# number ) has left the stack. Unit# number is now
the base

Type/Severity Source Description Remedial Action
Serious Stack The Base unit has left the | Examine the base unit that left
Manager | stack, a new unit has the stack.
replaced it.

Stack Manager information messages

BECOME_TEMP_BU event sent unit mask value appl mask value

Type/Severity Source Description Remedial Action

Information Stack The unit on which this No action required.
Manager | message is logged has
become the temporary
base unit.
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Change of active config block and or reset failed block-number

Type/Severity Source Description Remedial Action

Information Stack Active configuration block | No action required.
Manager | was changed and the unit
was restarted.

DISTRIBUTE_DB event sent unit mask value appl mask value

Type/Severity Source Description Remedial Action

Information Stack The DISTRIBUTE_DB No action required.
Manager event is sent during the
stack formation process.

Filter limiting mode not supported on 5510-XX unit cannot join stack

Type/Severity Source Description Remedial Action
Information Stack Filter limiting mode is Modify the Filter Limiting
Manager | different than the base mode on the base unit or

unit's mode. Some modes | remove the ERS 55XX.
are not supported in the
ERS 55XX..

JOIN event sent unit mask value appl mask value

Typel/Severity Source Description Remedial Action
Information Stack The Join event is sent No action required.
Manager | during the stack formation
process.
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Stack Manager information messages

LEAVE event sent unit mask value appl mask value

the stack. The 'unit mask' is
a bit mask representation of
the unit that left the stack.

Type/Severity Source Description Remedial Action
Information Stack The unit on which this Make sure that the unit
Manager | message is logged has left | removal is intended.

MODULE_INACTIVE event sent unit mask value appl mask value

representation of the unit
that left the stack.

Type/Severity Source Description Remedial Action
Information Stack A unit has left the stack. The | Make sure that the unit
Manager | 'unit mask'is a bit mask removal is intended.

More than value units discovered

Type/Severity Source Description Remedial Action
Information Stack Too many units are in the Remove the extra unit(s).
Manager | stack.

Multiple base units detected

unit.

Typel/Severity Source Description Remedial Action
Information Stack The system detected more | Reconfigure the extra base
Manager | than one configured base unit(s) to non-base units.
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Multiple Waverunner units detected when base is a Flagship

Type/Severity Source Description Remedial Action
Information Stack Too many ERS56XX units | Remove the extra 56 XX
Manager | are in stack. unit(s) or make 56XX the
base unit.

REMOVE_DATA event sent unit mask value appl mask value

Type/Severity Source Description Remedial Action

Information Stack The application could not No action required.
Manager | exchange its database
successfully.

Stack operation mode modified to Pure and unit reset

Type/Severity Source Description Remedial Action

Information Stack Operational Mode was No action required.
Manager | automatically changed and
unit was restarted.

This unit has wrong F W version expected version actual version

TypelSeverity Source Description Remedial Action

Information Stack The unit did not join the Download the correct F/W
Manager | stack because the F/W is | or configure the unit to
different than base unit's F/ | automatically download it
W. from the base unit.
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Stack Manager information messages

This unit has wrong S W version expected version actual version

Type/Severity Source Description Remedial Action

Information Stack The unit did not join the You should download the
Manager | stack because the S/W is correct S/W or configure the
different than the base unit's | unit to automatically

SIW . download it from base unit.

Wrong QOS Agent buffer setting expected value actual value unit
cannot join stack.

Type/Severity Source Description Remedial Action

Information Stack The QOS buffer setting on | Modify the QOS buffer setting
Manager | this unit is different than on the unit.

that of the base unit's
setting.
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Chapter 51: Stack Monitor messages

Stack Monitor critical messages

Task task-name is suspended

TypelSeverity Source Description Remedial Action
Critical Stack One of the tasks running on | No action required.
Monitor | the device encountered a

critical error and was
suspended.

Task whose index is tasklID taskID is suspended

Type/Severity Source Description Remedial Action
Critical Stack One of the tasks running on | No action required.
Monitor | the device encountered a

critical error and was
suspended.

Logs Reference

February 2013 383



Stack Monitor messages

Stack Monitor information messages

application_name failed DB-exchange stack formation delayed

Type/Severity

Source

Description

Remedial Action

Information

Stack Monitor

The application name
in the Stack Monitor
failed the DB exchange
for three times
simultaneously.

No action required. The
Stack Manager will wait
for 3 minutes after a
DB-exchange failure
and then restart the
stack formation
process. The logs are
saved to NVRAM for
future reference.

Hello Module unable to communicate with neighbor(s) unit reset

Type/Severity

Source

Description

Remedial Action

Information

Stack Monitor

The Hello module is
unable to communicate
with the neighbor(s), as
the stack port
direction(s) are
logically down for more
than 5 minutes.

No action required.The
switch/stack reboots
itself. The logs are saved
to NVRAM for future
reference.

IMC buffers of size size have been exhausted buffer pool size size

384

Type/Severity

Source

Description

Remedial Action

Information

Stack Monitor

Stack Monitor detected a
depleted IMC (Inter-Module
Communication) buffer
pool.

No action required. The
switch/stack reboots itself.
The logs are saved to
NVRAM for future
reference.
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Stack Monitor information messages

Stack synchronization failed stack formation delayed

Type/Severity Source Description Remedial Action
Information Stack Monitor | The Stack Manager did | No action required. The
not receive an switch/stack reboots itself.
acknowledgement after | The logs are saved to
sending the Join NVRAM for future

message to all the Non | reference.
Base units for three times
in a row.

Task whose index is Index1 Index2 is suspended

Type/Severity Source Description Remedial Action
Information Stack Monitor | Stack Monitor detected No action required. The
that a task has been switch/stack reboots
suspended for more than | itself. The logs are saved
5 minutes. to NVRAM for future
reference.

Task task_name is suspended

Type/Severity Source Description Remedial Action
Information Stack Monitor | Stack Monitor detected No action required. The
that a task has been switch/stack reboots itself.
suspended for more than | The logs are saved to
5 minutes. NVRAM for future
reference.

The number of stack units is number instead of expected number

Type/Severity Source Description Remedial Action

Information Stack The number of units in the | Check if any units are down
Monitor stack differs from the one or unresponsive. Also check
if the Stack Monitor is
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Type/Severity Source Description Remedial Action
configured in Stack misconfigured ( that is the
Monitor. configured number of units is

different from the real
number of units in stack)
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Chapter 52: TACACS messages

TACACS information messages

TACACS+ accounting disabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

Command logging

(accounting) is disabled.

No action required.

TACACS+ accounting enabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

Command logging

(accounting) is enabled.

No action required.

TACACS+ authentication on serial port disabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
disabled on the serial
console.

No action required.
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TACACS+ authentication on serial port enabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
enabled on serial console.

No action required.

TACACS+ authentication on telnet disabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
disabled on telnet.

No action required.

TACACS+ authentication on telnet enabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
enabled on telnet.

No action required.

TACACS+ authenticated serial connection closed

TypelSeverity

Source

Description

Remedial Action

Information

TACACS

TACACS authenticated
serial console session was
closed.

No action required.
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TACACS information messages

TACACS+ authenticated telnet session closed

Type/Severity Source Description Remedial Action

Information TACACS | Telnet session No action required.
authenticated through
TACACS closed.

TACACS+ authenticated telnet session max retries exceeded

Type/Severity Source Description Remedial Action
Information TACACS | The maximum number of No action required.
retries for a TACACS
authenticated telnet session
exceeded.

TACACS+ authorization disabled

Type/Severity | Source Description Remedial Action
Information TACACS | Command authorizationis | No action required.
disabled.

TACACS+ authorization enabled

Typel/Severity | Source Description Remedial Action

Information TACACS | Command authorization is | No action required.
enabled.
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TACACS+ unsuccessful authentication

Type/Severity

Source

Description

Remedial Action

Information

TACACS

User authentication failed.

No action required.

TACACS+ successful authentication

390

Type/Severity

Source

Description

Remedial Action

Information

TACACS

User authentication
succeeded.

No action required.
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Chapter 53: Telnet Server messages

Telnet Server warning messages

Reset initiated by console

Typel/Severity

Source

Description

Remedial Action

Serious

Console

Reset is initiated through a
serial connection.

No action required.

Reset initiated through SSH by IP address

Type/Severity Source Description Remedial Action
Serious Telnet Reset initiated through the | No action required.
Server SSH connection.

Reset initiated through telnet by IP address

Type/Severity Source Description Remedial Action
Serious Telnet Reset is initiated through a | No action required.
Server telnet connection.
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Reset to default initiated by console

Type/Severity

Source

Description

Remedial Action

Serious

Console

Reset to the default
settings initiated through
serial connection.

No action required.

Reset to default initiated through telnet by IP address

Type/Severity Source Description Remedial Action
Serious Telnet Reset to default settings No action required.
Server initiated through the telnet
connection.

Stack RO password changed from IP add

Type/Severity | Source Description Remedial Action
Serious Telnet Stack RO (Read Only) No action required.
Server password changed from
telnet or SSH session.

Stack RO password changed from serial conn

392

Type/Severity

Source

Description

Remedial Action

Serious

Console

Stack RO (Read Only)
password changed from the
serial connection session.

No action required.
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Telnet Server warning messages

Stack RW password changed from IP add

Type/Severity Source Description Remedial Action
Serious Telnet Stack RW (Read Write) No action required.
Server password changed from

telnet or SSH session.

Stack RW password changed from serial conn

Type/Severity

Source

Description

Remedial Action

Serious

Console

Stack RW (Read Write)
password changed from the
serial connection session.

No action required.

Switch RO password changed from IP add

Type/Severity Source Description Remedial Action
Serious Telnet Switch RO (Read Only) No action required.
Server password changed from

telnet or SSH session.

Switch RO password changed from serial conn

Typel/Severity

Source

Description

Remedial Action

Serious

Console

Switch RO (read-only)
password changed from the
serial connection session.

No action required.
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Switch RW password changed from IP add

Type/Severity

Source

Description

Remedial Action

Serious

Telnet Server

Switch RW (Read Write)
password changed from
the telnet or the SSH
session.

No action required.

Switch RW password changed from serial conn

Type/Severity

Source

Description

Remedial Action

Serious

Console

Switch RW (Read Write)
password changed from
the serial connection
session.

No action required.

Telnet Server information messages

Connection closed (failed login) IP address

login attempts failed.

Type/Severity Source Description Remedial Action
Information Telnet The connection was Enter a valid username and
Server disconnected after three password.
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Telnet Server information messages

Connection closed (inactivity logout) IP address

of terminal inactivity.

Type/Severity Source Description Remedial Action
Information Telnet Client was disconnected by | No action required.
Server the server after 15 minutes

Connection closed (login timeout) IP address

user input for one minute
with maximum of three
attempts. If you do not
provide a valid username
and password the
connection will be
disconnected.

Type/Severity Source Description Remedial Action
Information Telnet The Telnet Login prompt Enter the correct username
Server message is available for the | and password within one

minute.

Connection closed (lost connection) IP address

is sent).

Type/Severity Source Description Remedial Action
Information Telnet Client aborted the No action required.
Server connection ( RST message

Connection closed (user logout) IP address

Typel/Severity Source Description Remedial Action
Information Telnet User ends telnet session. | No action required.
Server The connection is lost.
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Disallowed connection attempt from IP address

Type/Severity Source Description Remedial Action
Information Telnet Telnet-access is disabled or | Check the telnet-access/IP
Server the client IP address does | manager configuration and
not pass the telnet- modify the settings

access/IP manager rules. accordingly.
Hence, the client connection
is dropped.

Disallowed connection attempt - too many telnet sessions

Type/Severity Source Description Remedial Action

Information Telnet The attempt to telnet No action required.
Server session connection is
disallowed, as the maximum
number of telnet sessions is
reached.

Failed login from IP address

Type/Severity Source Description Remedial Action
Information Telnet You have entered an Enter a valid username and
Server incorrect username or password.
password.

Failed login from serial connection

TypelSeverity Source Description Remedial Action
Information Console | You have entered an Enter a valid username and
incorrect username or password.
password on the serial
interface.
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Telnet Server information messages

Failed login(radius auth) from IP add

authentication is required
for the telnet connections.

Type/Severity Source Description Remedial Action
Information Telnet You have failed to login as | Enter a valid username and
Server the Radius Server password.

Failed login(radius auth) from serial conn

is required for serial
connections.

Typel Source Description Remedial Action
Severity
Console Telnet You failed to login as the Enter a valid username and
Server Radius Server authentication | password.

Login timeout serial connection

Type/Severity

Source

Description

Remedial Action

Information

Console

The serial connection login
prompt message is
available for the user input
for one minute with
maximum of three
attempts, if you fail to login
the product banner is
displayed.

Enter a valid username and
password within a minute.

Session closed (inactivity logout) IP address

Typel/Severity Source Description Remedial Action
Information Telnet The telnet session is No action required.
Server disconnected after 15
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Type/Severity Source Description Remedial Action

minutes of console
inactivity.

Session closed (inactivity logout) IP address

TypelSeverity Source Description Remedial Action

Information Telnet Telnet session was No action required.
Server disconnected after 15
minutes of console
inactivity.

Session closed (lost connection) IP address

Type/Severity Source Description Remedial Action

Information Telnet Client aborted the No action required.
Server connection by sending a

RST message. The server
disconnected the session.

Session closed (user logout) IP address

Type/Severity | Source Description Remedial Action ‘

Information Telnet You have disconnected the | No action required.
Server telnet session.

Session closed (user logout) serial connection

Type/Severity Source Description Remedial Action

Information Console | You have disconnected the | No action required.
serial connection session.
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Telnet Server information messages

Session opened from IP address

Type/Severity Source Description Remedial Action

Information | Telnet Server| The telnet session has No action required.
begun. You now have the
access to the terminal using
the CTRL-Y key or you have
successfully logged-in, in
case of authentication
requirement.

Session opened from serial connection

Type/Severity Source Description Remedial Action

Information Console | Session has begun on the | No action required.
serial connection. You now
have access to the terminal
using the CTRL-Y key or
successfully logged-in, in
the case of authentication
requirement.

Session opened(radius auth) from IP add

Type/Severity Source Description Remedial Action
Information Telnet You have successfully No action required.
Server logged in with the Radius
Server. Telnet session has
begun.

Session opened(radius auth) from serial conn

TypelSeverity Source Description Remedial Action

Information Console | You have successfully No action required.
logged-in with the Radius
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Type/Severity

Source

Description

Remedial Action

Server. The serial
connection session is
opened.

Successful connection from IP address

400

server.

Type/Severity Source Description Remedial Action
Information Telnet The client is successfully No action required.
Server connected to the telnet
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Chapter 54. Unicast Storm Control
messages

Unicast Storm Control information messages

Unicast unblock unit port unit_portlevel level watermark watermark

Typel/Severity

Source

Description

Remedial Action

Information

port driver

Unicast blocking is disabled
on the indicated port as it
reached below the high
water mark level.

No action required.

Unicast block unit port unit_port level level watermark watermark

Type/Severity

Source

Description

Remedial Action

Information

port driver

Unicast blocking is enabled
on the indicated port as it
reached the high water mark
level.

Investigate the cause of the
unicast storm to ensure
optimal network
performance.

USC Install SET fail unit port unit_port status = status

Type/Severity

Source

Description

Remedial Action

Information

port driver

Installation of the Unicast
Storm Control filter during set
phase failed for the indicated
port.

Verify that the hardware filter
resources are available for
the indicated port. Current
hardware filter resource
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Type/Severity | Source Description Remedial Action

usage can be displayed
through the 'show gos diag’
command. You may need to
disable other applications
currently using hardware filter
resources in order to free
them up for the Unicast Storm
Control application.

USC Install TEST fail unit port unit_port status = status

Typel/Severity | Source Description Remedial Action
Information | port driver | Installation of the Unicast Verify the hardware filter
Storm Control filter during resources are available for the
test phase failed for the indicated port. Current
indicated port. hardware filter resource

usage can be displayed
through the 'show gos diag'
command. You may need to
disable other applications
currently using hardware filter
resources in order to free
them up for the Unicast Storm
Control application.

USC Unlinst SET failed for port port status = status

Type/Severity Source Description Remedial Action

Information port driver | The Unicast Storm Control | Verify the hardware filter
filter could not be uninstalled | resources have been un-
during the set phase for the | installed for the Unicast
indicated port. Storm Control application. If
not, reboot it to successfully
remove any hardware filter
resources that are still
attached to the Unicast Storm
Control application.
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Chapter 55: VLACP messages

VLACP information messages

Port unit# port# blocked by VLACP until end-partner connection

reestablished

Type/Severity

Source

Description

Remedial Action

Information

VLACP

Port put to Listening by

VLACP.

No action required.

Port unit# port# reenabled by VLACP

Type/Severity

Source

Description

Remedial Action

Information

VLACP

Port put back to its state by

VLACP.

No action required.
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Chapter 56: VLAN messages

VLAN information messages

Cli add vlan vlan id members port mask

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Add new members indicated
in port list to VLAN.

No action required.

Cli create vlan vlan id type port

Type/Severity

Source

Description

Remedial Action

Information

VLAN

A new VLAN type port is
created.

No action required.

Cli delete vlan vlan id members port mask

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Remove members indicated
in port list from VLAN.

No action required.
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Cli delete vlan vlan id type port

Type/Severity

Source

Description

Remedial Action

Information

VLAN

The existing VLAN type port
is deleted.

No action required.

Cli set autopvid disable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Disable the auto PVID.

No action required.

Cli set autopvid enable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Enable auto PVID.

No action required.

Cli set management vlan vlan id

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Set the management
VLAN.

No action required.

Cli set ports port mask tagging disable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging is disabled.

No action required.
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VLAN information messages

Cli set ports port mask tagging enable

Type/Severity| Source Description Remedial Action

Information VLAN Port tagging is enabled. No action required.

Cli set pvid vlan id ports port mask

Type/Severity| Source Description Remedial Action

Information VLAN Port PVID is set. No action required.

Cli set vlan vlan id members port mask

Type/Severity | Source Description Remedial Action

Information VLAN VLAN ports are set. No action required.

Cons activate vlan vlan id

TypelSeverity Source Description Remedial Action

Information VLAN VLAN is activated. No action required.

Cons add vlan vlan id port unit port

Type/Severity Source Description Remedial Action
Information VLAN Port is added to VLAN. No action required.

Logs Reference February 2013 407



VLAN messages

Cons create vlan vlan id type port

Type/Severity Source Description Remedial Action

Information VLAN New VLAN type port is No action required.
created.

Cons delete vlan vlan id port unit port

Type/Severity| Source Description Remedial Action

Information VLAN Port is removed from VLAN. | No action required.

Cons delete vlan vlan id type port

Type/Severity Source Description Remedial Action
Information VLAN Existing VLAN type port is | No action required.
deleted.

Cons set autopvid disable

Typel/Severity Source Description Remedial Action

Information VLAN Disable auto PVID. No action required.

Cons set autopvid enable

Type/Severity Source Description Remedial Action

Information VLAN Enable auto PVID. No action required.
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VLAN information messages

Cons set management vlan vlan id

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Management VLAN is set.

No action required.

Cons set port unit port pvid vian id

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Port PVID is set.

No action required.

Cons set port unit port tagging disable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging is disabled.

No action required.

Cons set port unit port tagging enable

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging enabled.

No action required.
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Chapter 57 VRRP messages

VRRP information messages

VRRP Feature globally disabled due to missing license

Type/Severity | Source Description Remedial Action
Information VRRP Disable the Global VRRP Install a valid Layer3/VRRP
because the license is license.

missing or expired. VRRP
will be disabled till the license
is installed.

VRRP VR VR Id VLAN Id Received mismatching advertisement
interval (advertisement interval)

Type/Severity | Source Description Remedial Action
Information VRRP The system Received a Use or set the same
VRRP packet with different | advertisement interval for the
advertisement interval. VRRP routers.

VRRP advertisements from
VRRP routers with different
advertisement interval will be
dropped until problem is
solved.
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VRRP VR VR Id VLAN Id Received mismatching advertisement type
(advertisement type)

Type/Severity | Source Description Remedial Action
Information VRRP The system received a VRRP | Use or set the same
packet with different advertisement type for VRRP

advertisement type. VRRP routers. Fast advertisement
advertisements from VRRP | should be either enabled or
routers with different disabled on all VRRP routers.
advertisement type will be
dropped till the problem is
solved.

VRRP VR VR Id VLAN Id Received mismatching fast advertisement
interval ( fast advertisement interval)

Typel/Severity | Source Description Remedial Action

Information VRRP The system received a Use or set the same fast
VRRP packet with different | advertisement interval for all
fast advertisement interval. | VRRP routers.

VRRP advertisements from
VRRP routers with different
fast advertisement interval
will be dropped till the
problem is solved.

VRRP VR VR Id VLAN Id Received mismatching virtual IP address
(received virtual ip address )

Type/Severity | Source Description Remedial Action

Information VRRP The system received a Use or set the same virtual IP
VRRP packet with different | address for all VRRP routers.
virtual IP address VRRP
advertisements from VRRP
routers with different virtual
IP address will be dropped
until problem is solved.
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VRRP information messages

VRRP VR VR Id VLAN Id Received unknown VRRP packet type (vrrp
packet type)

Type/Severity Source Description Remedial Action

Information VRRP Received unknown or wrong | Use or set the same VRRP
VRRP packet type. VRRP | type for all VRRP routers.
advertisements from VRRP
routers with different VRRP
type will be dropped till the
problem is solved.
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Chapter 58: WEB messages

WEB information messages

User allowed (radius authentication pass) to log in from Web from
Src IP

Type/Severity | Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address has been

authenticated successfully
through the Radius server.

User disallowed (radius authentication fail) to log in from Web from
Src IP

Type/Severity Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct
address has failed username and password to

authentication through the | gain access.
Radius server.

Web authentication fail from IP address

Typel/Severity | Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct username
address has failed and password to gain access
authentication. to the web server.
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Web authentication from IP address

Type/Severity | Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address has been
successfully authenticated.

Web connection from IP address

Type/Severity Source Description Remedial Action

Information WEB New client from the indicated | No action required.
IP address is connected to
the web server.

Web disconnect from IP address

Type/Severity | Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address is disconnected
from the web server.

Web server attempting to open socket for port HTTP port

Typel/Severity | Source Description Remedial Action

Information WEB Web server is attempting to | No action required.
change communication to the
new HTTP port indicated.
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WEB information messages

Web server starts service on port HTTP port

Type/Severity

Source

Description

Remedial Action

Information

WEB

Web server is up and
running, communicating
through the indicated HTTP
port.

No action required.

Web timeout from IP address

Type/Severity

Source

Description

Remedial Action

Information

WEB

Client from the indicated IP
address has timed out from
the web server due to
inactivity.

Client may need to login again
to gain access to the web
server.
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