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Configuring Avaya Aura® System Manager 6.2 FP2 and
Avaya Aura® Session Manager 6.2 FP2 to use Third-Party
Security Certificates for Transport Layer Security - Issue
1.1

Abstract

These Application Notes describe the steps to configure Avaya Aura® System Manager 6.2
Feature Pack 2 and Avaya Aura® Session Manager 6.2 Feature Pack 2 to use Transport Layer
Security and certificates signed by a customer or third-party Certification Authority. The
default Avaya product identification certificates and Avaya trusted root certificates are
replaced with certificates signed by customers own Certification Authority servers or by a
third-party Certificate Authority. These Application Notes are intended for customers who
intend to replace default Avaya supplied certificates in a high security networked environment,
and who wish to secure signaling.

Information in these Application Notes has been obtained through Solution Integration
compliance testing and additional technical discussions. Testing was conducted at the Avaya
Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration of Avaya Aura® System Manager 6.2
Feature Pack (FP) 2 and Avaya Aura® Session Manager 6.2 FP2 with Transport Layer Security
(TLS) using third-party Certificate Authority (CA) certificates. Digital Certificates certify that a
public key belongs to its reputed owner. To ensure greater trust, a trusted party can sign the
public key and the information about its owner, creating a public-key certificate. The certificate
guarantees the identity of its bearer. A trusted party that issues digital certificates is called a
Certification Authority (CA). A CA can be a third-party external service provider, e.g., VeriSign
or Entrust, or belong to the same organization as the entity it serves.

In the context of Avaya Aura® System Manager and Avaya Aura® Session Manager, the
certificate that is used to assert its identity is called a product certificate or an identity certificate.
The issuer or CA certificate used by Avaya Aura® System Manager and Avaya Aura® Session
Manager to verify and validate the identity of the far end is referred to as the trusted certificate or
root CA certificate.

TLS sessions use a client-server model. Clients (i.e., devices requiring a service) contact a server
and are offered an identity certificate as proof of the server’s integrity. Clients verify the offered
certificate by testing authenticity with a common trusted root CA certificate. If successfully
authenticated; the client and server commence negotiations on an encryption scheme, and if
successful, transmission is secured from that point. TLS protocol allows for servers to request a
certificate from a client and will authenticate it using a trusted root CA certificate. This is known
as mutual authentication and is preferable to one-way authentication as it prevents unauthorized
hosts from obtaining services. Avaya Aura® Session Manager uses mutual authentication.
Servers can only offer one identity certificate, but may have several trusted root CA certificates.

Non-unique, default TLS certificates, certified by Avaya, are shipped with Avaya Aura® System
Manager and Avaya Aura® Session Manager to provide out-of-box support for TLS sessions.
For production environments, Avaya recommends replacing these default certificates with
customer CA or third-party CA signed unique identity certificates. These Application Notes
describe how to replace default certificates with certificates signed by a third-party certification
service. It is assumed that both Avaya Aura® System Manager and Avaya Aura® Session
Manager are already installed, configured, and operational.

2. Interoperability Testing

These Application Notes focus on replacing System Manager default identity certificate for
container TLS service, Apache HTTP Service and Management Service. For Session Manager,
the default identity certificate is replaced for SIP Security Module, used for securing SIP
telephony communications, Security Module HTTPS, and the Management Service.

Testing was completed to ensure the new third-party certificates were being used to secure SIP
traffic to Session Manager and management interactions with System Manager.
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2.1. Test Results and Observations
All test cases were successful.

When adding a custom certificate template on Microsoft Windows 2008 Server, it was necessary
to configure the template to support a minimum of Windows 2003 Server; otherwise the template
would not show up on the Web Certificate Services menu.

Domain Name Server (DNS) verification is not performed on the certificate common name (CN)
or Subject Alternative Name (SAN) using the configuration described in these Application
Notes.

EL; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 44
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. TLS SMGR63_SM63



3. Reference Configuration

In the sample configuration shown in Figure 1, a standalone Avaya Aura® System Manager is
used to manage two Avaya Aura® Session Manager elements. The second Session Manager can
serve as a backup for the first Session Manager, in the case of a network or Session Manager
failure. Microsoft Windows Server 2008 R2 Enterprise, deployed with Active Directory
Certificate Services is used as a Certificate Authority. The CA is configured to generate
certificates to use RSA public-key cryptography algorithm, 2048 bit key length and SHA1 hash
algorithm. This CA can reside in the customer network or may reside at the third-party service
provider data center.

System Manager common console contains a JBoss Application Server (AS) to manage various
Avaya products including Session Manager. System Manager JBoss AS contains a JBoss Web
Server where data is exchanged with Session Manager Management Interface over HTTPS. A
JGroups Channel is established over a TCP connection between multiple Session Managers in
the JBoss cluster and this is used for database replication and synchronization. Any Personal
Computer (PC) on the network can access System Manager web console using HTTPS for
administration purposes. The PC can also access System Manager or Session Manager servers
via Secure Shell (SSH). 9641 IP Deskphones and Avaya Aura® Servers in the core network
communicate with Session Manager using SIP. 9641 IP Deskphones running Avaya one-X®
Deskphone SIP software, also use HTTPS to Session Manager for Personal Profile Manager
(PPM) data. Each of the SIP or HTTP connections to System Manager and Session Manager are
secured using TLS. TLS uses client and server authentication with X.509 public-key certificates
obtained from the CA.
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4. Equipment and Software Validated
The following equipment and software were used for the reference configuration

Equipment/Software | Release/Version
Avaya Aura® System Release 6.2 FP2
Manager on Avaya S8800 Version: 6.3.2.4.1399
Server
Avaya Aura® Session Release 6.2 FP2 (6.3.2)
Manager on Avaya S8800 Build 6.3.2.0.632023
Server
Avaya 96x1 Series IP Release 6.2.2.25
Deskphone (with Avaya one- | Build: 96x1-IPT-SIP-R6_2_2-060613
X® SIP firmware)
Hewlett Packard Compaq Microsoft Windows Server 2008 R2 Enterprise SP1 x64
6000 Pro Microtower PC e Active Directory Certificate Services Role
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5. Configure Certificate Authority on Microsoft Windows

Server 2008 R2 Enterprise

The digital certificates generated by a Certificate Authority (CA), certifies ownership of a public
key by the named subject of the certificate. This allows other servers to rely upon signatures or
assertions made by the private key that corresponds to the certified public key. The CA is trusted
by both the subject (owner) of the certificate and the party relying on the certificate. A company
may use a commercial CA which charge a fee to issue certificates. However many internet
browsers and email clients may include a trusted certificate for this commercial CA, e.g.,
Verisign or Geotrust. A company may decide to use their own internal CA server and in this
example, a Microsoft Windows Server 2008 R2 Enterprise is configured for Certificate Services
and is used as the CA for the sample network.

5.1. Add Active Directory Certificate Services Role

It is assumed that Microsoft Windows Server 2008 R2 Enterprise Edition is installed and
working on a server within the network domain. Information is available from
http://technet.microsoft.com for details on how to create or extend a Public-Key infrastructure
(PKI). A PKI that meets the requirements of most organizations is a multi-tier CA with an off-
line Root CA. In this example network, a single-tier standalone CA is used. This section details
how to add and configure Microsoft Active Directory Certificate Services as a role on the
Windows Server.

Log on to the CA server as administrator. Start the Add Roles Wizard. Select Next to move to

the Server Roles page.

SE‘}] Before You Begin

Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

Sarver Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress « The Administrator account has a strong password

+ Metwork settings, such as static IP addresses, are configured

Results
ESUES » The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Next.

. Skip this page by default

Brevious II MNext = I Iristall Cancel
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Select the check box beside Active Directory Certificate Services. Click Next.
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Corthcats Dy atinse

L Hrper-V
[ Network Policy and Access Servioss
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Click Next. (Not Shown) Select the check-box beside Certification Authority and
Certification Authority Web Enrollment. Click Next.

ﬁz Select Role Services
.

Eafire You Segin Sedect the role sarvices bo sl for Actve Deectory Certficabs Services:
Server Roles Role services: Descrption
ADCS Cortfic E
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For the Setup Type, select Enterprise (Not Shown). Click Next. Select Root CA (Not shown)

< Previos

| et |

for the CA Type. Select Create Private Key (Not Shown). Click Next.

EL; Reviewed:
SPOC 1/28/2016

Solution & Interoperability Test Lab Application Notes

©2016 Avaya Inc. All Rights Reserved. TLS SMGR63_SM63



From the drop-down menu, select RSA#Microsoft Software Key Storage Provider as the
cryptographic service provider. Select 2048 as the Key character length. Select SHA1 as the
hash algorithm. Click Next.

Add Roles Wizard
ES:; Configure Cryptography for CA
L~
Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and

key length that are appropriate for the intended use of the certificates that you issue. Selecting a higher

Server Roles value for key length will result in stronger security, but increase the time needed to complete signing

ADCS operations.
Role Services
Setup Type Select a cryptographic service provider (CSP): Key character length:
| [RSA#MicrosoFt Software Key Storage Provider | Ll
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:
Cryptography z:ﬁz:i =
CA Name SHAS12

validity Period i‘ | LIL‘

Certificate Database
Web Server (I15) I allow administrator interaction wheri the private key is accessed by the Ca,

Role Services
Confirmation
Progress

Results

IMore about cryptographic options fora CA

< Previous II Next = I Install I Cancel I

Enter a Common name for the CA. The Distinguished Name Suffix is optional. In this sample,
components from the Active Directory domain name were used, e.g., DC=SILStack, DC=com.

Click Next.

‘ign Configure CA Name
d'm

Before You Begin Type in & common name to identily this €A, This name is added to all certificates issued by the CA,

Distinguished name suffix valuss are automatically gensrated but can be modified,
Seryer Roles

ADCH I’(. ommon name for this CaA: |

Role Services TRIGGERCAL|

2pilvne Distinguished name suffix:
€A Type DCwSILStack, DCwcam
| Private Key
Cryptography
Praview of distinguished name:
validity Patiod CN=TRIGGERCAL, DCwSIL S ack, DCm=com
Certificate Database

Wab Server (115)

Rolw Survics

confirmation
Progress
Fanulty
< Pravious II Nk > “ R Cancel
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Use the default period of 5 years. Click Next. Accept the default for Certificate, 11S and Role
Services screens. Click Install (Not Shown). Click Close once the installation is complete.

Add Roles Wizard

=

}! Installation Results

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptagraphy
CA Mame
Yalidity Period
Certificate Database
Web Server (1IS)
Role Services
Confirmation

Progress

The following roles, role services, or features were installed successfully:

~b. 1 warning message below

~ automatically updated, turn on Windows Update in Control Panel.

~) Active Directory Certificate Services '@ Installation succeeded

The fallowing role services were installed:
Certification Authority
Certification Authority Web Enrollment

~ Web Server (IIS)

The following role services were installed:

Web Server
Common HTTP Features

Static Content
Default Document
Directory Browsing
HTTP Errors

HTTP Redirection

Application Development
ASP

FEART e i

'@ Installation succeeded

Print, e-mail, or save the installation report

/1. Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is e

Mext: s | I Close I Gancel

5.2. Create a Certificate Template

A new certificate template will be created to enforce a minimum key size of 2048 bits.
Once created, the certificate templates are automatically stored on the Active Directory Domain

Controller.

1. On the Microsoft Windows Server, click Start and Run. Enter MMC and click OK.

2. Click File and Add/Remove Snap-In. Select Certificate Templates and click Add and OK.

3. Right-click on the default Web Server template and select Duplicate Template.

= Console1 - [Console Root'Certificate Templates (newsilstackpdc.SILS

rﬁ File

Action  View Favorites ‘Window Help

o e [ | ]
e | 2 E = B
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4. Select Windows Server 2003 Enterprise as the Minimum Supported CA and click OK

(Not Shown)

5. Give the template a name, example: WebServer-Enterprise. Select a Validity Period of 1
years and select the checkbox beside Publish Certificate in Active Directory.

Properties of New Template

Issuance Requiremnents I Superseded Templates I Extensions I Security I
' Request Handling ] Subject Mame I Server

| lWebS erver-Enterprise] i

Minimum Supported Cas;  Windows Server 2003 Enterprise

Template name:

IW’ebS erver-Enterprise

Renewal period:

| 6 I weeks L]

v Fublish certificate in Active Directory |

™ Do not automatically reenroll if a duplicate certificate exists in Active
Directory

B For automatic renewal of smart card certificates, use the existing key
if & new key cannat be created

0k | Cancel | Apph [ Hep |

6. On the Request Handling tab, set the Minimum key size to 2048 and check the box beside
Allow private key to be exported.
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Propertles of New Template | 2] %]
Superseded Templates Extensions Security ] Server I
eneral | Request Handing | I Sub|eclName I Issuance Requirements I

Purpose: Sighature and encryption J

[T Delete reyoked onevpired certificates (donot archive)
[ Include symmetric algorithms allowed by the subject
[ Archive subject's encryption private key

| Finirmum key size: 12048 '] |

V' Allow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

&) Errol| subject withiout requiria ahy user input
' Pramptte

e Pramptthe userdunhg enraliment and require User input wher the
private keyis used

To choose which cryptographic service providers
[CSPs) should be used, click CSPs. &l

iring enroflrent

oK l Cancel I

Help I

T
o
B

7. On the Extensions tab, click on Application Policies and click Edit to ensure both Client
Authentication and Server Authentication are selected. Click OK to save the template.

Properties of New Template | 2§ X]

" General I Request Handling ] Subject Name l Issuance Requirements l
Superseded Templates Extensions | Security I Server I

To modify an extension, select it, and then click Edit.

E stensions included in this template:

=] Application Policies

Basic Constraints
D Certificate Template Information
[]Issuance Policies
[] Key Usage

fipti izatipn Policies:
Client Authentication ‘:j
Server Authentication

oK I Cancel I Spply | Help |
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On the console window, expand Certification Authority (Local). Expand the server name and
right-click on Certificate Templates. Select New Certificate Template to Issue to add the

template created above.
= Consolel - [Console Root'Certificate Templates (newsilstackpdc.SILStack.com)]

E File Action View Favorites ‘Window Help

2| %mEle =B

:] Certificate Templates (neWSIIS___I Template Display Mame ~ | 1inine
& E Certificates - Current User & User Signature Only Wind
= i) Certification Authority (Local) 3] web Server wind
E i ENTERPRBECM . 3 web Server Silstack1 Wind
| Revoked Certificates & Web Server-Test Template wind
E Issu:d Certificates T web s erver-Trig Wind
-‘ fendig Requests :*3 \Web Server-Triggerwinzk3 Wind
- ; ] workstation Authentication Wind
bt M = tprise Wind

*I 34 Enteanse PKI Manage B 2

Al

Enable additional Certiflcate TdT _
l . Mew Window from Here &
‘M Computer

The new template will now be shown in the list as shown below.

= Console1 - [Console Root" Certificate Templates (newsilstackpdc.SILStack.com)]

e
fﬁ File Action View Favorites ‘Window Help
IJ“ l R ﬂ ’b
S R EATR e 4 | | Template Display Name  ~ | Minimum Supported Cas
& E Certificates - Current User ) User Signature Only Windows 2000
= Lzl Certification Authority (Local) & web Server Windows 2000
Bl g ENTERRRISECAT & web Server Silstackl Windows Server 2003 Ent..
=l Revoked Ce.r.tlflcates & web Server-Test Template Windows Server 2008 Ent..
= Issu;d Certificates %l web Windows Server 2008 Ent..
e ::e? c"ng Requz:sts E \Web Server- Winzk3 \Windows Server 2003 Ent..
e al ev ) euests & i icati Windows Server 2003 Ent..
| Certificate Templates &) webs Enterori Wind 5 003 Ent..”
& &5 Enterprise PKI F,_' : ebServer-En erpnse. indows Server n J
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6. Configure Certificates for Avaya Aura® System Manager

This section describes the steps to replace default certificates on System Manager with
certificates signed by a third-party CA. The steps involved are;

e Generate a Certificate Signing Request (CSR) and Private Key for System Manager
Get the CSR signed by the CA
Package the signed Identity Certificate and private key into a PKCS#12 archive format
Install the third-party trusted Root certificate on System Manager
Replace default System Manager Identity Certificate with the third-party signed identity
certificate

6.1. Generate a Certificate Signing Request and Private Key for Avaya
Aura® System Manager

In Public Key Infrastructure (PKI), a Certificate Signing Request (CSR) is a message sent to a
CA containing certain information for a digital identity certificate. As part of the CSR process, a
private key and public key (key pair) are created. The public key is sent as part of the CSR. The
requirements for the Signed certificate for System Manager in this example are as follows;

e Naming Convention: x.509 PKI standards.

e Key Lengths: 2048 bit

e Hash Algorithms: X509 shal or sha256 (with RSA Encryption)

e CN = Fully Qualified Domain Name (FQDN)

e Subject Alternative Name = FQDN and vFQDN. This value for vFQDN or Virtual Fully
Qualified Domain Name can be found in the following location on SMGR;
$MGMT_HOME/infra/conf/smgr-properties.properties

6.1.1. Edit the OpenSSL Default Configuration File

OpenSSL is an open source program built into System Manager and it provides a utility to
manage basic cryptographic functions. It’s not possible to input the Subject Alt Name (SAN)
using the basic openSSL interactive prompt as SAN is part of openSSLversion 3. Instead, it’s
necessary to use a configuration file. Avaya recommends entering two DNS Subject Alternative
names. The first is the Fully Qualified Domain Name (FQDN) of System Manager and the
second is used for Geographic Redundancy. The Geo Redundant name is normally the FQDN of
System Manager preceded by the letters “gr” and is referred to as the virtual FQDN or vFQDN.
A Geo Redundant name must be configured, even if System Manager is not configured for Geo
Redundancy. In this case, it is not necessary to add the vVFQDN to the DNS server.

Connect to System Manager using Secure Shell (SSH) for command line (CL1I) access.
1. Log into System Manager using SSH connection as admin
2. Switch user to root
3. Make a backup copy of the default openssl configuration file located in following
directory: etc/pki/tls/openssl.cnf
4. Edit the openss| configuration file.

EL; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 44
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. TLS SMGR63_SM63



An example of the configuration is shown as follows with the highlighted items in bold text
showing the edits to the default configuration file;

login as: admin

Password:

[admin@smgr ~]$ su root

Using major release number R016x on System Platform

Password:

[root@smgr admin]# cp /etc/pki/tls/openssl.cnf /etc/pki/tls/openssl default.cnf
[root@smgr admin]# vi /etc/pki/tls/openssl.cnf

SR i

[ req ]

default bits = 2048

default md = shal

default keyfile = privkey.pem

distinguished name = req _distinguished name

attributes = req_attributes

x509 extensions = v3 ca # The extentions to add to the self signed cert

# Passwords for private keys if not present they will be prompted for
# input password = secret
# output password = secret

This sets a mask for permitted string types. There are several options.
default: PrintableString, T61String, BMPString.

pkix : PrintableString, BMPString.

utf8only: only UTF8Strings.

nombstr : PrintableString, T61String (no BMPStrings or UTF8Strings).
MASK:XXXX a literal mask value.

WARNING: current versions of Netscape crash on BMPStrings or UTF8Strings
so use this option with caution!

we use PrintableString+UTF8String mask so if pure ASCII texts are used
the resulting certificates are compatible with Netscape

string mask = MASK:0x2002

oS S e o S o e e

req extensions = v3_req # The extensions to add to a certificate request

[ v3_req ]
# Extensions to add to a certificate request

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment, dataEncipherment,
keyAgreement

extendedKeyUsage=serverAuth, clientAuth

subjectAltName= @alt_ names

[alt_names]
DNS.1l = smgr.silstack.com
DNS.2 = grsmgr.silstack.com
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6.1.2. Generate the CSR and Private Key for System Manager

On System Manager CLI, run the following command to generate the csr and a private key;
cd /home/admin
[root@smgr admin]# openssl req -out SMGR.csr -new -newkey rsa:2048 -nodes -keyout
SMGR .key -config /etc/pki/tls/openssl.cnf
where

e SMGR.csr is the name of the CSR file output.

e SMGR.key is the name of the private key file.

This command requests input for various parameters such as C=country code, O=organisation,
OU=Organisation Unit, etc. Enter the FQDN of System Manager as the Common Name (CN).
Example CN = smgr.silstack.com.

The user is prompted to enter a challenge password for the private key.

The following is an example output;

[root@smgr admin]# openssl req -out SMGR.csr -new -newkey rsa:2048 -nodes -keyout
SMGR.key -config /etc/pki/tls/openssl.cnf
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:Colorado

Locality Name (eg, city) [Newbury]:Westminster

Organization Name (eg, company) [My Company Ltd]:Avaya
Organizational Unit Name (eg, section) []:SIL

Common Name (eg, your name or your server's hostname) []:smgr.silstack.com
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:XXXXxx

An optional company name []:
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Verify the resulting CSR file. Issue the following command to print out the CSR file contents to
screen and verify the details are correct;

openssl req —text —noout —verify —in SMGR.csr

Issue the following shell command to print the CSR file contents to the terminal window.
[craft@asml ~]$cat SMGR.csr

The output will be similar to the following;

MIIDNDCCAhwCAQAwazELMAKGALIUEBhMCSUUXETAPBgNVBAQTCENvbm5hY2h0MQ8w
DQYDVQQHEWZHYWx3Y XkxDjAMBgNVBA0TBUF2Y XIhMQwwCgYDVQQLEWNTSUwWXGjAY
BgNVBAMTEWFzbTEuc2Isc3RhY2suY 29tMIIBIjJANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAV/iM10r9415vDonMcL60TUgT7z9hiL2Nya9KjNjbynOXE1jhfEsq
N69Gr6JGVisF4rdp/IH4JIAZONITNRUCCNMXAYBXx9UAI9Moj4EO93WC1nKcexkn2B
4BqUb50d0Q8ImMqgyDGp3jhCHxb5GiM4zUav34cOf6caPv+iBvf4AhK51FnMUKIISY
JFS0+SwKYxS2b+nPolMPnLzY mEAXtVKukF0oghJgLfYeOK18NC1OPdWJIHXTOKObX
5mmE3wPv0WehClUp4HBbQzvnsybH8IROsNqUo7sFCeoXixwuY SBIUefdOC11xMJC
0iAKVBNXOEPTtPfFIfKIYwWsXCKNXFuOwWQIDAQAB0oIGDMBgGCSqGSIh3DQEJIBZEL
DAIBdmF5YTEYMyQwZwY JKoZIhveNAQKOMVowWDAMBgNVHRMEBTADAQH/MAsSGA1Ud
DwQEAwID+DAdBgNVHSUEFjAUBggrBgEFBQcDAQY IKwYBBQUHAwWIWHAYDVRORBBUw
E4IRYXNtMS5zaWxzdGFjay5jb20wDQY JKoZIhveNAQEFBQADggEBACXHenAXIEER
nhYGr8r4bDvYPzFfXwhofkl56gfuV8L7VoUBI4C+86v4ADX6F2JseuPE/NVWOxx0c
h0SATCJUktIL50Wxe6FLXYWMHXbnVh0O641kZzZ9TVC38e9eisgXMTFYNGI1gAE+x
QadpmpvKIrjJiIGz4cZiRaR1dL51Lwovmh4bQTEDNI/snw5I1T/IDdovvTz+gXCMmH
LObxMTpRQwwc3CalEqcG4ogtv1edfTxQI85hpbMulbYzJQfaNX7SkolsmRC+O9bW
ACsaXpHPhpmsc6ecmSPPKbFOjIWdVzhSwdPBgX9QjMPWqk/rRd5s01ivMbQFd5nL
UZpc5lglo68=

Copy all the text from ----BEGIN up to and including REQUEST ----
Use this copied text to paste into the certificate request in Section 6.2

Note: The default hash algorithm for signature generation in the openSSL configuration file is
SHA-1 (160bit) and this is the algorithm tested as part of this application note. If SHA-2 256bit
algorithm is desired, add the command line argument —sha256 as shown in the example below.

[root@smgr admin]# openssl req -out SMGR.csr -new -newkey rsa:2048 -nodes —sha256 -
keyout SMGR.key -config /etc/pki/tls/openssl.cnf

The CA Server will be configured to support SHA-256. If using Windows Server 2008 a new
template should be created with Request Hash: SHA256.

6.2. Process Certificate Signing Request on Certificate Authority

If a commercial third-party CA is used, the CSR file will be sent to this provider to be signed.
Please contact the commercial CA service provider for details on this process. In this example, a
CA within the Enterprise under the customers own control is being used.
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Using Internet Explorer, browse to the Microsoft Active Directory Certificate Services on the
CA server.

http://<IPaddressOfCAserver>/certsrv/
where <IPaddressOfCAserver> is the IP address or FQDN of the Microsoft Windows 2008
CA. Click on Request a certificate

Micresaft Actve Dvectiry Catfieste Suvess MGCERCAL

Welcome

Uso this Web sile 1o request a cartificate for your Web browser, e-mail clert, or afhar program By usng a cedifhicate you can venfy your idartity to poople vou corrrrericate with ovar the Web
Sign and encredt messages. and dapending upon the ype 0f Camifcaie you request. pamfanm other Secunty tasks

You can also use s Web sile 10 domnioad 4 cerificate authonty (CA) cettificate cettificate chain, ar certificale revocation kst (CRL) of 1o view the stats of & pending 1equest

For more information about Active Diractory Cemficate Samnces. see Active Directary Cemificate Sandces Docamenmation

Yiew the S1alus of & pendng CRmicals requedl
Dosnioad g CA camilicats cedifcals chan o CR1

Click on Advanced Certificate Request (Not Shown). Click on Submit a certificate request
by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a
base-64-encoded PKCS #7 file. (Not Shown)

Paste the contents of the CSR file SMGR.csr from Section 6.1.2 into the Base-64-encoded
certificate request box. Use the WebServer-Enterprise certificate template, created in Section
5.2 and click Submit.

Microsoft Active Directory Certificate Semices —  EMTERPRISECA1

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded C
the Saved Request box.

Saved Request:

l".’.)S‘.I'CC"Jkt.I.'_SC‘-erSFZXYVII-i?!Xb!‘""‘"C*GGIkZzZST'_:’
Base-64-encoded ||Ca4pmpvREIri JIGz4cZiRaR1dLS 1 Lwovmh4bQTEDR
certificate requestfiLObxMTpRQwwe3CalEgeG4ogtviedfTXQIEShpbMu

(CMC or LCsaXpHPhemscéecmSPPELECS INAVZE3wdP3gXag

PKCS #10 or UZpcSIgIOgs=

PKCS #7):  |f-———- END CERTIFICATE REQUEST----—- T
«| i »

Certificate Template:

I WebServer-Enterprise v]

Additional Attributes:

Attributes: V.

RE} »

oo
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Select Base64 encoded radio button and click Download certificate to save file to the local PC.
Save the file with .pem extension and a descriptive name, e.g., SMGRsigned.pem

Microsoft Active Directory Certificate Services — ENTERPRISECA1

Certificate Issued

The certificate you requested was issued to you.

 DER encoded or| @ Base 64 encoded |

Download certificate

Download certificate chain

While on the CA Certificate Services webpage, download the CA trusted Root file. From the
default homepage, click on Download a CA certificate, certificate chain, or CRL.

Microsoft Active Directory Certificate Services —

Welcome

Use this Web site to request a certificate for your Web browser, e
sign and encrypt messages, and, depending upon the type of cert

You can also use this Web site to download a certificate authority
For more information about Active Directory Certificate Services,

Select a task:
Request a cerificate

View the status of a pending certificate request
| Download a CA cettificate certificate chain, or CRL |

Select the radio button beside Base 64 encoding method and click on Download CA Certificate.
Click Save, entering a descriptive name and a .pem extension. E.g., CAroot.pem, and save the
file to the local PC.

6.3. Package the Private Key and Signed Certificate in a PKCS#12
format

System Manager expects a PKCS#12 format file when uploading a new identity certificate to the
server. PKCS#12 is a password protected archive format used to store a number of cryptographic
objects in a single file. Using an SFTP client, connect to System Manager and copy the signed
identity certificate file SMGRsigned.pem and the trusted Root CA certificate CAroot.pem to
System Manager home/admin directory. On System Manager CLI, use the Is command to ensure
the private key file (SMGR.key), the signed identity certificate file (SMGRsigned.pem) and the
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trusted Root CA certificate file (CAroot.pem) are present in the /home/admin directory. Issue the
following command to create the PKCS#12 bundle;

openssl pkcs12 —export —out SMGR.p12 —inkey SMGR.key —in SMGRsigned.pem —certfile
CAroot.pem

When prompted, enter a new password for the PKCS#12 archive file, to be used when importing
this file into System Manager. Copy the resulting PKCS#12 format file SMGR.p12 to the local
PC using an SFTP client or USB key.

6.4. Install the trusted Root CA certificate in Avaya Aura® System
Manager

Using a web browser, navigate to the System Manager web console by entering

https://<SMGRFQDN>, where <SMGRFQDN?> is the IP address or Fully Qualified domain

name of System Manager. Enter the admin username and password. Under Services, click

Inventory.

AVAYA Avaya Aura' System Manager 6.3 . Lot g A
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Click Manage Elements from the left navigation pane and select the checkbox beside System
Manager. Click on the More Actions drop-down menu and select Configure Trusted

Certificates.

Inventory

I Manage Elements I

Collected Inventory

Manage Serviceability
Agents

Element Inventory

Management

Synchronization

il Home / Services / Inventory / Manage Elements

Manage Elements

Elements

Viewl Editl Newl Deietel Get Current Status]

1 Item Found Refresh Show|ALL |

Configure Trusted Certificates

v [ Name

]

Configure Identity Certificates

M3

[

I v System Manager

Click Add (Not Shown). On Add Trusted Certificate page, select All for the Select Store Type
drop-down menu. Select the radio button beside Import from file. Click Browse to locate the

third-party CA root certificate file CAroot.pem on local PC and select Retrieve Certificate and
then Commit. Click Done (Not Shown).

Add Trusted Certificate

Select Store Type to add trusted certificate I All

@ Import from fde
Import 35 PEM certificate

© Import from existing certificates
 Import using TLS

* Please select a file |

Erowvae

Commit

You must click the Retrieye certificats buttan 204 review the cenificate detads befare you can contnus| Ratnave Cartficate ||

Certificate Details
Subject Detalls

Valid From
Key Size

Issuer Name

CA Certificate

 May 15 1300023 18T 2043 Valid To

Cortificate Fingerprint oo, 0106 ot qaaia

EL; Reviewed:
SPOC 1/28/2016

Solution & Interoperability Test Lab Application Notes
©2016 Avaya Inc. All Rights Reserved.

21 of 44
TLS_SMGR63_SM63



Access System Manager CLI via SSH, log in as admin and then switch user to root. Execute the
following command;
#sh $SPIRIT HOME/scrlpts/conflgureSplntSecurlty sh

ppll
T Agent Application 1.0-1.0.

!IT Agent Application 1.0-1.0...

6.5. Replace Avaya Aura® System Manager Identity Certificate

Log into the System Manager web console. Under Services, click Inventory. Click Manage
Elements and select the checkbox beside System Manager. Click More Actions -> Configure
Identity Certificates.

Inventory MilHome / Services / Inventory / Manage Elements

IManagzz Eiementsl

Manage Elements
Collected Inventory

Manage Serviceability

Agents Elements

Element Inventory

\/iew| Edit: I Newl ale —I Get curentStatusy |
SEUE Configure Trusted Certificateg
Synchronization 1 Item Found Refresh Show -xLL;I 1| Configure Identity Certificate%
v Name E

I IV  System Manager | Import

Select the radio button beside Container TLS Service and click Replace.

Identity Certificates

| Replace I Expor’cl Renew

15 Items Refresh

Service Name Common Name
WEBLM Legacy weblm_legacy
0 1AM SAML iam_saml|_https
[ & IAM SAML Signing iam_saml_signing
' SPIRIT spirit
' 1AM LDAP iam_ldap
1AM Database iam_db
& Management mgmt
¢ JoNA jona
& gi'laif‘:-plicaticn file_replication_server
DSE dse
' JONS jons
gec::iaciger L= sdpdefault
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Select Import third party certificate and beside Please select a file (PKCS #12 format) click
Browse. Browse to the PKCS#12 file created in Section 6.3, SMGR.p12 and enter the
Password. Click Retrieve Certificate. Click Commit. Click Done (Not shown).

I Replace thia Certificate with Internal CA Signed Certificate

F import third party r.;..v-,r":.;r-‘:]

* Please select a file {(PKCS#12 format ) l Bmwoe

Password

You must chek the Retreve certificate button and review the cerbificate detais befora you can contnue, | Rethieve Cenln:ate

| Centificate Details
Subject Details

Valid From hu M3 §:06 1 Valid To
Key Size
Issuer Name

Certilicate
Fingerprint -
Subject

Alternative
Name

Depending on the customer security requirements, it may be necessary to replace the default
identity certificate for other services, such as Management. Repeat these steps in Section 6.5 to
replace the default identity certificate with a third-party signed identity certificate for other
services. Only Container TLS Service certificate replacement has been tested as part of this

solution.
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7. Configure Certificates for Avaya Aura® Session Manager
This section describes the steps to replace default certificates on Session Manager with
certificates signed by a third-party CA. The steps involved are;

e Install the third party trusted Root certificate into Session Manager trusted store

e Restart System Manager JBoss Service

e Generate a Certificate Signing Request (CSR) and Private Key for Session Manager

e Get the CSR signed by the CA

e Package the signed Identity Certificate and private key into a PKCS#12 archive format

e Replace default Session Manager Identity Certificate with the third party signed identity

certificate

7.1. Install third party Trusted Root CA Certificate on Avaya Aura®
Session Manager

On the System Manager web console, under Elements, click Inventory. Click Manage

Elements from the left navigation pane and select the checkbox beside first Session Manager,

which is ASM1 in sample network. Click More Actions and Configure Trusted Certificates.

Manage Elements

Elements

ViewJ Editl New{ Deletel GetCurrent Etatv,!-al M __I
[ Configure Trusted Certificates|t

24 Items Refresh Show ALL x| | Configure Identity Certificates

| Name 2

[T 192.168.2.11

M 192.168.2.20 .

[T 1s2.168.2.21 .

T 1s82.168.2.24

[T 192.168.2.25
| #  asm: |

I Asm2

On the trusted certificates page, click Add. On Add Trusted Certificate page, select All for the
Select Store Type drop-down menu. Select the radio button beside Import from File. Click
Browse to locate the third-party CA root certificate file CAroot.pem and select Retrieve
Certificate and then Commit.
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Home / Services / Inventory / Manage Elements

Add Trusted Certificate

Select Store Type to add trusted certificatel All _'_jl

* Import from file
Import as PEM certificate

" Import fram existing certificates
 Import using TLS

D

* please select a file | | Browse... I

You must click the Retrieve certificate button and review the certificate details before you can continue| Retrieve Certificate

Certificate Details
Subject Details CN=TRIGGERCAL, DC=5ILStack, DC=com

Valid From ‘Wed May 15 13:00:23 IST 2013 valid To  Tue May 15
Key Size 2048
Issuer Name CN=TRIGGERCAL, DC=5ILStack, DC=com
Certificate Fingerprint 1503012757 1cafccadadah7essh01f0acySeel

CA Certificate ves

Click Done (Not shown). Access Session Manager CLI via SSH and log in as craft user. Switch
user to sroot. Execute the following command to restart the Session Manager services;

#restart all

Repeat the procedure in this section for other Session Managers, such as ASM2.

7.2. Restart Avaya Aura® System Manager JBoss Service

At this stage of the process, both System Manager and Session Manager have the trusted root CA
certificates installed. System Manager also has a third-party signed identity certificate. The JBoss
webserver on System Manager can now be restarted and trust management between System
Manager and Session Managers will use the third-party Certificate Authority. Log into System
Manager CLI over SSH. Change to root user and issue the following command;

#service jboss restart

7.3. Generate a Certificate Signing Request and Private Key for Avaya
Aura® Session Manager

In this section, the default openSSL configuration file will be edited and this configuration file
will be used when issuing the command to generate a CSR and private key for Session Manager.
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7.3.1. Edit the default OpenSSL Configuration File

As in Section 6.1.1, the default OpenSSL configuration file built into Session Manager will be
edited to generate a key pair with 2048 bit key length. Connect to Session Manager using Secure
Shell (SSH) for command line (CLI) access.

1. Log into Session Manager using SSH connection as craft

2. Switch user to sroot

3. Make a backup copy of the default openssl configuration file etc/pki/tls/openssl.cnf

4. Edit the openss| configuration file.

An example of the configuration is shown as follows with the highlighted items in bold text
showing the edits to the default configuration file;

login as: craft

Password:

[craft@asml ~]$ su - sroot

Password:

[root@asml ~]# cp /etc/pki/tls/openssl.cnf /etc/pki/tls/openssl default.cnf
[root@asml ~]# vi /etc/pki/tls/openssl.cnf

FHEFEH ARSI ES

[ req ]

default bits = 2048

default md = shal

default keyfile = privkey.pem
distinguished name = req distinguished name
attributes = req_attributes

x509 extensions = v3 ca # The extentions to add to the self signed cert

# Passwords for private keys if not present they will be prompted for
# input password = secret
# output password = secret

This sets a mask for permitted string types. There are several options.
default: PrintableString, T61String, BMPString.

pkix : PrintableString, BMPString.

utf8only: only UTF8Strings.

nombstr : PrintableString, T61String (no BMPStrings or UTF8Strings).
MASK:XXXX a literal mask value.

WARNING: current versions of Netscape crash on BMPStrings or UTF8Strings
so use this option with caution!

we use PrintableString+UTF8String mask so if pure ASCII texts are used
the resulting certificates are compatible with Netscape

string mask = MASK:0x2002

e oS e e S o e HE S e

req_extensions = v3_req # The extensions to add to a certificate request

[ v3 req ]
# Extensions to add to a certificate request

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment, dataEncipherment,
keyAgreement

extendedKeyUsage=serverAuth, clientAuth

subjectAltName= @alt_ names
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[alt names]
DNS.1 = asml.silstack.com

7.3.2. Generate a CSR and Private Key

On Session Manager CLI, run the following command to generate the CSR;
[craft@asm1 ~]$ cd /home/craft
[craft@asml ~]$ openssl req —out ASM1.csr —new —newkey rsa:2048 —nodes —keyout
ASM1.key —config /etc/pki/tis/openssl.cnf
where

e ASM1.csr is the name of the CSR file output.

e ASM1.key is the name of the private key file

Enter responses to the various parameters such as C=country code, O=organisation,
OU=O0rganisation Unit, etc. Input the FQDN of Session Manager as the Common Name (CN).
Example CN = asm1l.silstack.com

The user is prompted to enter a challenge password for the private key.

The following is an example output;

[craft@asml ~]$ openssl req -out ASM1.csr -new -newkey rsa:2048 -nodes -keyout
ASML1 key -config /etc/pki/tis/openssl.cnf
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:Colorado

Locality Name (eg, city) [Newbury]:Westminster

Organization Name (eg, company) [My Company Ltd]:Avaya
Organizational Unit Name (eg, section) []:SIL

Common Name (eg, your name or your server's hostname) []:asm1.silstack.com
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:XXXXXXX

An optional company name []:
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Verify the resulting CSR file. Issue the following command to print out the CSR file contents to
screen and verify the details are correct;
[craft@asml ~]$ openssl req —text —noout —verify —in ASM1.csr

Issue the following shell command to print the CSR file contents to the terminal window.
[craft@asm1 ~]$cat ASM1.csr

The output will be similar to the following;

MIIDNDCCAhwCAQAwazELMAKGALUEBhMCSUUXETAPBgNVBAGTCENvbm5hY2hO0MQ8w
DQYDVQQHEWZHYWx3Y XkxDjAMBgNVBA0TBUF2Y XIhnMQwwCgYDVQQLEWNTSUWXGjAY
BgNVBAMTEWFzbTEuc2lsc3RhY2suY 29tMI1BIJANBgkghkiGOWOBAQEFAAOCAQSA
MIIBCgKCAQEAV/iM10r9415vDonMcL60TUgT 7z9hiL2Nya9KjNjbynOXE1jhfEsq
N69Gr6JGvtsFArdp/IHAJIAZONITNRUCCNmMXAYBx9UAI9Moj4EOQ93WC1nKcexkn2B
4BqUb50d0Q8IMmMqyDGp3jbCHxb5GiM4zUav34cOf6caPv+iBvfAhK51FnMUKIISY
JFs0+SwKYxS2b+nPolMPnLzY mEAXtVKukF0oghJgLfYeOK18NC1OPdWJIHXfOKObX
5mmE3wPv0WehClIUp4HBbQzvnsybH8IROsNgUo7sFCeoXixwuY SBIUefdOC11xMJC
0iAKVBNXOEPtPfFIfKIYWsXCKNXFuOWQIDAQABoIGDMBgGCSqGSIb3DQEJBzZEL
DAIBdmMF5Y TEyMyQwZwY JKoZIhveNAQKOMVowWDaMBgNVHRMEBTADAQH/MAsSGA1Ud
DwWQEAwID+DAJBgNVHSUEF]AUBggrBgEFBQCDAQY IKwYBBQUHAwWIWHAYDVRORBBUw
E4IRYXNtMS5zaWxzdGFjay5jb20wDQYJKoZIhveNAQEFBQADggEBACXHenAXIEER

nhY Gr8rdbDvY PzFfXwhofkl56gfuV8L6VoUBI4C+86v4DX6F2JseuPE/NVWOxx0c
h0S4TCJUktIL50Wxe6FLXYWMHXbnVhO641kZzZ9TVC38e9eisgXMTFyNGILgAE+x
QadpmpvKIrjJiGz4cZiRaR1dL51Lwovmh4bQTEDNI/snw5IT/IDdovwTz+gXCMmH
LObxMTpRQwwc3CalEqcG4ogtvledfTxQI85hpHMulbYzJQfaNX7SkolsmRC+0O9bW
ACsaXpHPhpmsc6ecmSPPKbFOjIWdVzbSwdPBgX9QjMPWqk/rRd5s01ivMbQFd5nL
UZpc5Iglo68=

----- END CERTIFICATE REQUEST-----

Copy all the text from ----BEGIN up to and including REQUEST----
Use this copied text to paste into the certificate request in Section 7.4.

Note: The default hash algorithm for signature generation in the openSSL configuration file is
SHA-1 (160bit) and this is the algorithm tested as part of this application note. If SHA-2 256bit
algorithm is desired, add the command line argument —sha256 as shown in the example below.

[craft@asm1 ~]$ openssl req —out ASM1.csr -new -newkey rsa:2048 -nodes —sha256 -keyout
ASM1.key -config /etc/pki/tls/openssl.cnf

The CA Server will be configured to support SHA-256. If using Windows Server 2008 a new
template should be created with Request Hash: SHA256.
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7.4. Process the Certificate Signing Request on Certificate Authority

Using Internet Explorer, browse to the Microsoft Active Directory Certificate Services on the
CA server using following url: http://<IPaddressOfCAserver>/certsrv/
Click on Request a certificate.

Micresalt Actve Dvectory Cutfieste Suvess TCCERCAL

Welcome

Uso thes Web sile 1o request a cartificate Jor your Web broveser, e-mail chert, o afhar program. B g a cerdificate you can venfy your idartity to poople you corrrerscate with over the Web
Sign and encrypt messages. and. dapending upon the type of camiftaie you request. pamanm other Sacunty tasks

You can also use s Web sile 10 domnioad 4 cerificate authonty (CA) cettificate certificate chain, ar certificale revocation kst (CRL) o 10 vieew the stames of 4 pen g 1equest

For more information abous Active Diractory Cenmficate Samvces, see Active Directory Cemificate Sanices Docamemation

L e

g y Cemicale (eauedl
18 CA cantificats cemifcals cham o CR1

Click on Advanced Certificate Request (Not shown). Click on Submit a certificate request by
using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a
base-64-encoded PKCS #7 file. (Not Shown).

Paste the contents of the CSR file ASM1.csr file from Section 7.3.2 into the Base-64-encoded
certificate request box. Use the WebServer-Enterprise certificate template, created in Section
5.2 and select Submit.

Microsoft Active Directory Certificate Semices —  EMTERPRISECS1

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded C
the Saved Request box.

Saved Request:

Z’.:’SQTCJ‘JktZ:'"'T‘?xeGF:XYWI'IHXbr.'-.-'Z’;OGQZkZZZET'_‘_I
Base-64-encoded ||Ca4pmpvRIxr3 JIGz4cZiRaR1dL5 1 Lwovmh4bQTEDR
certificate request|{LObxMIpRQwwe3CalEgeG4ogtviedfTxQIEShpbMu

(CMC or LCsaXpHPhpmscéecmSPPXLEC INAVZR3wdP3gXag

PKCS #10 or UZpcSIgIDés=

PKCS#7):  l|--—-- END CERTIFICATE REQUEST-———-— v
«| | »

Certificate Template:
i WebServer-Enterprise Y |
Additional Attributes:
Attributes: v
4 »

Select Base64 encoded radio button and click Download certificate to save file to the local PC
(Not Shown). Save the file with .pem extension and a descriptive name, e.g., ASM1signed.pem.

EL; Reviewed: Solution & Interoperability Test Lab Application Notes 29 of 44
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. TLS SMGR63_SM63



7.5. Package the Session Manager Private key and Signed Certificate
in PKCS#12 format
Use an SFTP client or USB key to copy this signed certificate file ASM1signed.pem from the

local PC to the home folder /nome/craft on Session Manager. On Session Manager CLI, issue the
following command to create the PKCS#12 bundle;

openssl pkcs12 —export —out ASM1.p12 —inkey ASM1.key —in ASM1signed.pem

When prompted, enter a password to export this archive file. Using an SFTP client or USB key,
copy this PKCS#12 format file ASM1.p12 to the local PC.
Repeat this procedure for second Session Manager.

7.6. Replace the Default Avaya Aura® Session Manager ldentity
Certificate
Session Manager contains a default Identity certificate with a hardcoded Common Name (CN)
sm100 for SIP communication. Each Session Manager will need to be changed to use a third-
party signed identity certificate with its uniqgue FQDN as the Common Name on the certificate.
On System Manager web console, navigate to Inventory = Manage Elements. Select the check
box beside the Session Manager element ASML1. Select Configure Identity Certificates from
More Actions menu as shown below.

AVAYA Avaya Aura® System Manager 6.3

Inventory il Home / Elements / Inventory / Manage Elements

Manage Elements l

Manage Elements
Collected Inventory

Install and Upgrade

Management Elements
Manage Serviceability - -
Rbsaits Viewl EditI New] Deletel Get Current Statusj More Actions. ~i|
ad Configure Trusted Certificates
Inventory Management 24 Items Refresh Show ALL ¥ | Configure Identity Certificates]
Synchronization ,I_, l Mame '
P O 192.168.2.11 nmanage
CS 1000 and CallPilot
o M 192.168.2.20 It
Synchronization r )
[T 152.168.2.24
[ 192.168.2.25
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Select the radio button beside Security Module SIP. The details of the default Session Manager
Security certificate are shown. Note SM100 as the CN. Click on the Replace button in order to
replace this default identity certificate with a customer defined or third-party certificate.

Inventory ‘il Home / Elements / Inventory / Manage Elements

Manage Elements

et uelory Identity Certificates
Install and Upgrade
Management

Manage Serviceability Identity Certificates

Agents | Replaceg Export| Renew]

Inventory Management

5 Items Refresh

Synchronization [ Service Name | Common Name valid To

CS 1000 and CallPilot ' SPIRIT spiritalias Sat Mar 28 12:26:58 GMT 2015
. - = ity M

Synchronization C g.?_cr‘;gt-’ Module securitymodule_http  Thu Nov 06 18:35:43 GMT 2025

Management mgmt Sat Mar 28 12:26:45 GMT 2015

Security Module SIP | securitymodule_sip Thu Nov 06 18:35:43 GMT 2025

" \WebSphere websphere Sat Mar 28 12:26:51 GMT 2015
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Select Import third party certificate. Click Browse to locate the PKCS#12 file created in
Section 7.5 (i.e. ASM1.p12), enter the key import password and click Retrieve Certificate.
Click on Commit and Done on the following screen (Not shown).

Replace Identity Certificate Comm

Certificate Details
Subject Detalls
Valid From Wad Nov 10 18:35:¢ T2 Valid To
Key Sire
Issuer Name

Certificate Fingerprint

Subject Alternative Name

C Replace this Cartificate with Irtamal CA Signad Certficata
|** import third party cartificate |

* Please select a file (PKCS#212 format) [ l Brase ”

I.‘::::;v‘:rd l

You must chck the Retrieve certificate button and review the certificats details hefore you Can continue

Certificate Details
Subject Details

Valid From s Ape 02 19:04:44 1ST 201 Valid To

Key Size

PPM data exchange with Session Manager occurs over HTTPS, port 443. TLS certificate
exchange for PPM should also use the third-party certificates. Select the radio button beside
Security Module HTTPS as shown below. The details of the default Session Manager Security
certificate are shown. Note SM100 as the CN. Click on the Replace button in order to replace
this default identity certificate with a customer defined certificate.

Identity Certificates

|Rep|ace| Exportl Renewl

5 Items Refresh

Service Name Common Name Valid To Expired
' SPIRIT spiritalias Sat Mar 28 12:26:58 GMT 2015 Mo
e - _
HoH SEoHity Meclile securitymodule_http Sat May 16 15:18:09 IST 2015 No
i HTTPS
. Management mgmt Sat Mar 28 12:26:4% GMT 2015 No
" Security Mcdule SIP securitymedule_sip Sat May 16 15:18:08 IST 2015 No
" WebSphere websphere Sat Mar 28 12:26:51 GMT 2015 MNe
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Select Import third party certificate. Click Browse to locate the same PKCS#12 file created in

Section 7.5 ASM1.p12, enter the key import password and click Retrieve. Click on Commit and
Done on the following screen (Not shown).

Replace Identity Certificate

Certificate Details
Subject Detalls
Valid From Valid To
Key Sire
Issuer Name

Certificate Fingerprint

Subject Alternative Name

' Replace this Cartificate with intamal CA Signed Certficata
| ® tmport third party certiticatel

* Please select a file (PKCS#212 format) [ | Browse I

You must chok the Retrieve cartificate button and review the certificats details before you can continus. | Retrieve Cantificate
Certificate Details
Subject Detalls

Valid From Valid To

Key Size

Depending on a customer’s security requirements, it may be necessary to configure unique
identity certificates for both SIP and HTTP. In this example, the same third-party signed
certificate was used for both SIP and HTTP.
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8. Verification Steps

This section describes steps to confirm TLS is being used by System Manager and Session
Manager and to verify the correct third-party signed certificates are in use.

8.1. Avaya Aura® System Manager Verification
The steps to verify System Manager is communicating using TLS with third-party certificates
are;

e Verify third-party identity certificate is in use.

e Verify third-party/customer CA is in the trusted certificate store.

o Verify certificate exchange with Session Manager using packet capture.

Log into System Manager web console and select Services=> Inventory->Manage Elements.
Select the check box beside the System Manager. Click on More Options and select Configure
Identity Certificate.

Inventory Il Home / Services / Inventory / Manage Elements

Manage Elements

Manage Elements
Collected Inventory

Manage Serviceability

Agents Elements

Element Inventory
. & ViewI Editl Newl De!etel Get Current Statusl ke
SECUEE Configure Trusted Certificates
Synchronization 1 Item Found Refresh Show|ALL x| Configure Identity Certificates
V. Name Manage
I v System Manager I Import
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Select Container TLS Service and check the details of the certificate are correct. The Subject
Details should match the information provided to the third-party or customer CA as part of the
CSR. The key length should be 2048 bit, if this was requested as part of the CSR. The Issuer
Name should contain the name of the third-party or customer CA and domain information.

o] CERnRES sdpdefault Sat May 16 14:16:08 IST 2015
o gglaac:ceel_cad apache_load_balancer Thulan 08 11:25:03 GMT 2013
{"  Database Replication  db_replication Thu Jan 08 11:28:07 GMT 2015
" File Replication Client  file_replication_client Thu Jan 08 11:29:05 GMT 2015

Select : None

Certificate Details

Subject Details I CN=smar.silstack.com, OU=5IL, O=Avaya, L=

Valid From Thu May 16 14:06:08 IST 2013

Key Size

Issuer Name | CN=TRIGGERCA1, DC=SILStack, DC=com |

Certificate Fingerprint  41c7fc5e29ea6fc0a96635cfead8clc8462cc73

Subject Alternative Name dNSName=smagr.silstack.com, dNSName=grsr

Within System Manager web console, select Services=> Inventory->Manage Elements.
Select the check box beside the System Manager. Click on More Options and select Configure
Trusted Certificates.

Inventory il Home / Services / Inventory / Manage Elements

Manage Elements

Manage Elements
Collected Inventory

Manage Serviceability

Agents Elements

Element Inventory

* t Viewl Edit' New| De!etel Get Current Status'
anagemen : e :
SR B Configure Trusted Certificated
Synchronization 1ltem Found Refresh Show|AlL»]  [Configure Identity Certificates

v ‘ Name
I [V System Managerl Imrportﬂ s o
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Verify a trusted certificate exists for System Manager Trust Management with the Subject
Name of the third-party or customer CA for both TM_INBOUND _TLS,
TM_OUTBOUND _TLS, and TM_INBOUND_TLS PEM.

S| add] Epore] Hemore]

14 ltems Relres! Fiker: Enabl
[ Store Descrption Store Type Subgect Name

y Used for validating TLS cient identity certificates TM_INEOUND_TLS

r yad fer validating TLS cliant identty cartificals

MGMT, CNwdetnult

| cH-TRIGSERCAL, DC~5IStack, DC=com |

Log into System Manager CLI using Secure Shell (SSH) application, as admin user. Switch user
to root and issue the following command to start a packet capture on System Manager Ethernet
interface 0 and log the output to a file called tlstest.pcap

[root@smgr ~]# /usr/sbin/tethereal -i ethO -w /home/admin/tlstest.pcap

Leave the packet capture running for five minutes. It may be necessary to restart Session
Manager Security module to force a TLS handshake. See Section 10 [2] for details on how to
restart Session Manager Security Module. Ensure administrator has approved a restart of
Security Module.

Stop the capture by issuing Ctrl+C (Press “Ctrl” keyboard button and “c” button at the same
time). Issue the command chown admin /home/admin/tistest.pcap to change the packet capture
file ownership from root to admin user. Using an SFTP client application (e.g., Filezilla or
WinSCP), copy the packet capture file from /home/admin to the local PC.
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Use a packet capture analysis tool, such a Wireshark, to open the capture and graphically view
the packets. Filter for ssl and the management IP address of Session Manager. Search for a
Server Hello sent from System Manager to Session Manager. In the details pane for this packet,
expand Secure Sockets Layer and Certificates. This shows the certificates offered by System
Manager as part of TLS three-way handshake. As shown on the screenshot below, the common
name of the System Manager Identity certificate, signed by the third-party CA and the third-
party CA trusted root certificate are offered.

T tistest peoap [Wireshark 16,5 (SYN Rev 40429 from trok-1.6))
D A Wer Ge Culire fedves S Tiiihooy ' Tedks Sowmdk iy
eae e @S L+ s+a T BE A0 0% % | B

Fler: | ol 68 0 adb e G2 1621 83 w | Expetiain.. Oew

1561 45%,4037136 152160 1 62 3

1365 45.033032 192068182 TLSY2 1esServar Hello, Certificate, Certificate Request, Server Hello Done
1348 £5.0480627 1921681 £3 TLSvI 323 Certificate, Client key Exchange

1569 45.051727 tU2 1681 B3 TLSvI €0 Change <ipher Spec

1570 45.0323262 1921681 62 TLSvE 107 Encrypted kandshake Messace

1572 45.059504 1 168 1 82 TLSvi 60 Change Cipher fpec

L5373 45,059611 1521881 63 TLSvA 107 Encrypred randshaks Messans

1575 45,0608 ARAR TLSvA 163 Appiicarion pata

1576 45.061055 192168 1 63 1921681 62 TLSvA ot application pata

Secure Sockets Layer
TLSVl Recard Layer: Handshake Frotocol: Multiple Handshake Messages
Content Type: Handshake ¢22)
versdon: TLS 1.0 (0x0301)
Langth: 3027
¢ Handshake Pratocol: Server Hello
= pandshake protocol: certificate
Handshake Type: certificate {31)
LergTn: 2391
S Length: 2388

as (2388 bytes)
carrifricarts Lengrhi 1480
-!':: FLIFTcate (Sd-at-commornanessmgr, sTTetack, ;-.n.]‘v}»:', -organtzationalunitramessIc, fd-at-organizationnanesavays, Td-at-Tocal Ttynam
Cartificats Leagth; 892
B {':ert ificate (Sd-at-commarfane«TRIGGERCAL, de=SILStack, J¢_-v:'.'n,|]
¥ Handshake Protocol: Certificate Request

8.2. Avaya Aura® Session Manager Verification

The steps to verify Session Manager is communicating using TLS with third-party certificates
are;

Verify third-party identity certificate is in use.

Verify third-party/customer CA is in the trusted certificate store

Verify Session Manager Security Module is using a Customer CA

Using a packet capture tool, verify the correct certificates are used and TLS handshake is
successful

Log into System Manager web console. Select Services=> Inventory->»Manage Elements.
Select the check box beside the Session Manager. Click on More Options and select Configure
Identity Certificate

EL; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 44
SPOC 1/28/2016 ©2016 Avaya Inc. All Rights Reserved. TLS SMGR63_SM63



AVAYA

Inventory

Manage Elements
Collected Inventory

Manage Serviceability

Agents

Element Inventory

Management

Synchronization

Avaya Aura® System Manager 6.3

Manage Elements

25 Items Refresh Show|ALL x|

Elements

ViewI E_dlEl Newl Delete| Get Gurrent Status

Pl Home / Services / Inventory / Manage Elements

Configure Trusted Certificates|

T 1§ | Name

[T 192.168.2.11
[T 1%82.168.2.20
[T 192.168.2.21
[T 192.168.2.24
[T 192.168.2.25

v Asmi

[T Aasm2
[T Asm3

Configure Identity Certificatey
Manage 4

Select the Security Module SIP. The certificate details are displayed. Ensure the details of the
certificate are correct as provided by the third-party or customer Certificate Authority. Verify the
certificate date is valid, the Subject Details match the request sent to the third-party CA, the Key
Size is the correct length (as per the CSR) and the Issuer Name matches that of the third-party

CA.

Identity Certificates

Raala:n] Emortj Rmnw|

5 items Refresh

Filter: Enatile

| Service Name Common Name Valud Te Expired Service Description
C  3PIRIT soritaling Sat Mar 22 12:26:52 GMT 3015 Ne
O ey e securitymodule_htte Sat May 16 13,1808 ST 3015 Mo
[ p Management memt Sat Mar I8 12:06:45 GMT 2015 No
Securty Medule 512 | securitymedile_sip Sat May 35 15:18:00 15T 2015 Ne
communication
™ WebSghere websphare Sat Mar 22 12:25.58 GMT 205 Mo
Sefect :None
Certificate Details
Subject Details | -asm) va
Valid From  Thu May 15 1500 1 [volld To l

Key size [0 |

1ssuer Nome r'--

Certificate Fingerprint

Subject Aternative Name SNEName»asm ]
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Select the Security Module HTTPS and verify the certificate details are correct.
Identity Certificates

Replacel Export| Renewl

5 Items Refresh

Service Name  Common Name valid To
' SPIRIT spiritalias Sat Mar 28 12:26:58 GMT 2015
Security Module .
HTTRS securitymodule_http Sat May 16 15:18:09 IST 2015
Management mgmt Sat Mar 28 12:26:45 GMT 2015
" Security Medule SIP securitymedule_sip Sat May 16 15:18:08 IST 2015
" WebSphere websphere Sat Mar 28 12:26:51 GMT 2015

Select : None

Certificate Details
Subject Details ICN=asml.silstack.r:om. OU=5IL, O=Avaya, L=|

Valid From  Thu May 16 15:08:0

Key Size

Issuer Name | CN=TRIGGERCA1, DC=SILStack; DC=com

i}

IST 2013

Certificate Fingerprint ddb1b785f69e00456e77dd3ff020232611692

Subject Alternative Name dNSName=asm1l.silstack.com

Within System Manager web console, select Services-> Inventory->Manage Elements.
Select the check box beside the Session Manager ASM1. Click on More Options and select

Configure Trusted Certificates.
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Manage Elements

Elements

View] Editl Newl Deletel Get Eurrent Stafius

Configure Trusted Certificated]

g l Name
1982.168.2.11
.168.2.20

Configure Identity Certificate$

Ianage

.168.2.21
.168.2.24
.168.2.25
ASML
ASM2

4] i B A Ay

v

=

Ensure an entry exists in each Store Type for the third-party or customer CA trusted root

certificate.

Trusted Certilicates

5 Items Found  Refreeh
™ Store Description

Fllter: Disable, Apoly, Clear
| Subject Nome

CNaTRIGGERCAL

Used for valdating TLS dient identity certficates

Used for yahdating TLS dient denbity cendicates

Used for valdating TLS dient (dentity ceificates

Used for vabdating TLS chient identity certficates

TN

Used for valdaung TLS dient identity cantficates

SECURITY_MODULE_WTT#7

SECLAITY_MCDULE_S1P

CN=TRIGGERC
CN=TRIGGERCAL
CN=TRIGGEACAL
CNaTRIGGERC

CNaTRIGGERCAL

Verify Session Manager is using the Customer CA rather than the default certificate issued by

Avaya SIP CA. On System Manager web console,

navigate to Elements-> Session Manager->

System Status->Security Module Status. Ensure the Certificate Used for ASM1 is Customer

CA, as shown below.

Sescien Manager .

Hume / Elesents / Sesshon Manager [ System Status / Security Module States

Dashbosrd
I Security Module Status
Administration ':(::.::;::I: ';1'1:-“—;:‘:::.7:-"1;1 = asch Ssamar Manege- » Sezunty
Commusication Prafile
£dRar l-ul| wmm| cmm 'I Owncmmnlhnl
Metwork Configuration 3 Ttars Rafrosh | Show -‘Kl:l Flter Enatd
EhHIPS B Lnchvion Detaile  JosiON,  fype  Stelus | Comsections  1# Address VAN | Defam WIE Bondin !""’““.‘7._.0 Cartical
(ullﬁolﬂﬂlhﬂ - - — e . e TR Y = - = e ot SRR e

[ ags = 2 ] 474 Disatie /i
Application T Ghow ASM2 =" us T ppee. Cumsrmar CA
Configuration r Ghow Ay = b Cuscrrmr C2
Syt Status M

Seburt Mone

SIP Tstily Mositoring
Managed Bandwidth

Usagw

wwrty Modile
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Using a Terminal Emulator such as PuTTY, log into Session Manager Secure Shell as craft user.
Change user to sroot. Issue the following command;

lusr/sbin/tethereal -i eth2 port 5061 -w /home/craft/asmtistest.pcap

Where asmtlstest.pcap is the name of the packet capture file. and eth2 is the Session Manager
Ethernet interface to capture packets on. Port 5061 is the port on interface 2 used for SIP-TLS.
Session Manager communicates with System Manager over Management Ethernet interface 0.
Session Manager SM100 Security Module communicates with SIP endpoints on Ethernet

interface 2, as shown below.

Ayayalural
Seenion Manages

A073 ABAA 4545 4657 5798
6446, 110899 11100

JBoss- TCP. 13096,
1350 4446 4744

JEoss- TCP. 2(03—»
Log Harvester-TOP; 0572 sl

Avayafural)
Sy em Manager

File Xer-HTTPS TCP. 55 s

SNMP-UDP.15] sl
SH- TP 22 i

Network Admin

S0
(ett@)

Mgt
(eh0)

Additional
Seon Managers

SAS-UDH TCP
% Defaul: S060/9061, B
but configurable via

SACRIPEntities

= ICVP (Type 0 8 )il

SH(S-UDA TP
Defouh - S060/ 5061
h but configurable #
via MGR/Phone
h FPMHITHS-T!P 8043

Network Control
Server (NCS -
CI000 Network

SNMP

To observe TLS certificate exchange, it is necessary to capture packets at the start of the TLS
handshake sequence, or else observe a session refresh. Since session refreshes are asynchronous,
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either a client or a server service restart is required to guarantee capturing a TLS handshake. To
enforce as TLS handshake for test purposes, restart the far end SIP application connecting to
Session Manager. An example is Avaya Aura® Communication Manager.

NOTE: Confirm with systems administrator that it is acceptable to restart SIP application prior
to beginning this procedure.

After two minutes stop the packet capture by issuing Ctrl+C (Press “Ctrl” keyboard button and
“c” button). Issue the following command to change ownership of the packet capture file from
root to craft user.

chown craft /home/craft/asmtlstest.pcap.

Copy the packet capture file from /home/craft to the local PC and open using Wireshark packet
capture analysis application. Filter the capture for ssl and the IP address of the far end
application/server connecting to Session Manager using SIP-TLS. Click on the packet sent from
Session Manager as part of the Server Certificate offer and request as shown below. Note the
Common Name of the certificate, signed by third-party CA and the trusted Root certificate of the
third-party CA are offered by Session Manager.

tistest _ASMI_SEP.pcap [Wireshark 165 (SYNRey #0629 Irom Trunk-1.6))

SRR NN S5 Y P ST Ty T DeaTes

e ew dESZ2 [+ T42 B QA0 M™% &
Fher |55 66 02ddwa 1821581 75 v ] Boman.. o
o |me |zource | Destination |retocd_|Length imto

41¢ §3,.328130 192 158 75

418 53,326550 192163164 a2t 75 TLSVL

REQUAST, Sarye
Client kay Exchangs, certificat
R

121684 73 75 Endrypre flax e55ae

1921581 684 TLSVL 113 charge Cipher spec, Encryprad mandshake Message
A28 53.471540 1521631 78 TLov 555 appiication pata
A29 53.47367 192108 5 84 TLSvA B0R application Data, Applicarion para
433 54,218537 118 3 121580 B4 TLSvl 555 Applicacion oata

SECUre S0CKets Layer
- ¥ DO yer 1 nandshake protocol: certificate

v X
content Typa: nandshake (27)
varsian: TLs 1.0 (0x0301)
Langth: 2374

= Handshake Protocol: certiticatae

Lergth: 2370
cacrificates lannzh: 2307
[ Certificates (2367 byzes) l
_ertiticate Length: 130%
Ffcertificate (Vd-at-comonheme=astd, 7 15tack, comfid-at-organizatfonalunitnane«sIL, 1d-at-organi zetionNemestvays, d-at-TocalityNamest
cartificats pength: 357

Fcartiricate (10-a1-COTMONNIMEWTRIGEERCAL, JeasILstach, deucin) |
= TLovl Record Layer: nandshala ProtocoT: MuTCTp e Hanpshaks Messages
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9. Conclusion

These Application Notes describe how to configure Avaya Aura® System Manager 6.2 FP2 and
Avaya Aura® Session Manager 6.2 FP2 to use TLS security certificates signed by a customer or
third-party Certificate Authority. Microsoft Windows 2008 R2 Enterprise is configured as a
Certificate Authority and examples are provided to illustrate the process of signing a certificate
signing request (CSR) generated from Avaya Aura® System Manager and Avaya Aura® Session
Manager.

10. Additional References

Avaya Product documentation relevant to these Application Notes is available at
http://support.avaya.com.

[1] Administrating Avaya Aura System Manager, Release 6.3, Issue 2, may 2013
[2] Administering Avaya Aura Session Manager, Release 6.3 Issue 2, May 2013

[3] Avaya Aura® 6.2 Feature Pack 2 System Manager Release 6.3.2 Security Guide, Release
6.3.2, Issue 0.1, May, 2013

[4] Security Design in Avaya Aura® Session Manager, Release 6.3, October 2013
[5] Microsoft Technet on http://technet.microsoft.com

[6] RFC 5246 - The Transport Layer Security (TLS) Protocol
- available from http://www.ietf.org/
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