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Abstract

These Application Notes describe the procedures for configuring IntelePeer CoreCloud
Session Initiation Protocol (SIP) Trunking Service with Avaya IP Office Release 8.1.

IntelePeer CoreCloud SIP Trunking Service provides PSTN access via a SIP Trunk between
the enterprise and IntelePeer CoreCloud networks as an alternative to legacy analog or ISDN-
PRI trunks. This approach generally results in lower cost for the enterprise.

IntelePeer is a member of the Avaya DevConnect Service Provider Program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.

QT; Reviewed: Solution & Interoperability Test Lab Application Notes 1 of 36
SPOC 1/10/2014 ©2013 Avaya Inc. All Rights Reserved. ICCSipTrkIPO



wn B~ W

oo

Table of Contents

cINEEOAUCTION ...ttt ettt et e s e et sae e et e st e e bt e saeeeneenaneeas 3
. General Test Approach and Test RESUILS..........coccuiiiiiiieiiiieiie et 3
2.1 Interoperability Compliance TEeSING .......c.ceeruiiiriiiiriieeiie ettt ettt et 3
2.2 TS RESULILS ...tteeeiiieee ettt e e ettt e e e st e e e s abb e e e s saabaeeeennsteeeesnbaaeesnnneees 4
2.3 SUPPOTL ettt ettt ettt ettt ettt ettt e ettt e ettt e st e e e s ab e e e abee e st e e e bt e e eabb e e e bt e e eabbeeebbeeeabteeeabeeeeabeeas 5
. Reference CONfIGUIAtION........c.iiiiiiieiiie ettt et e et e e ste e e aeeeaaeeetaeeessaeesssaeesnseeesnseeennseeas 6
. Equipment and Software Validated ............coooiiiiiiiiiiiiiiiiicee e 8
. CONTIGUIE TP OFfICE ..ttt ettt ettt e e ens 9
Sl AN ettt st h e et eea e et eeeb et e b et e eneeaee 10
S22 TP ROULE ..ttt et e h e et e bt et e e shb e e bt e sb b e eabeesabeenbeenae 13
5.3 System Telephony and COAECS .......ccoouiiiriiiiiiiiiiieeiie et 14
5.4 Twinning Calling Party Information............ccccueeriiiiriiiieiiieeiee e e 16
5.5 AdmInISter SIP LINE ...coouviiiiiiiiiieeee ettt 16
5.5.1 Administer STP Line Settings.........cccueeeiuiieriiiieeiieeeiieeriteertee et eeeeesereeeteeesaeeessee e 16
5.5.2 Administer TranSport SELHNES .....eeeruveerriieeriieeriie ettt ee et e et ee et e st e sbee e s e e sbeeesanes 18
5.5.3 Administer STP URI SEttNES ......ceeeruiiieiieeiiiieciieeeite ettt e e e saee e e 19
5.5.4 AdmiIniSter VOIP SENES .....ooviiiiiiiiiiiieeieeee ettt 21
5.5.5 Administer T38 FaxX SEttNES ...ccuveeeruiieeiieeeiiieeiieeeieeerree et e ereeesaeeeaaeeeaaeesaeeesnseeenanes 21
5.6 SNOTE COAE ...ttt et ettt et st sae e et e et e beenaeeeaneenaee 23
5.7 ST ettt h et h e bt h e e bt e h bt bt e ehb e et e bt e et e nabeebeenaee 25
5.8 IncOmMING Call ROULE .....coouiiiiiiiiiiieeeiteeee ettt et sttt e e 27
5.9 Privacy/Anonymous CallS ........cccoueiiiiieiiiieiiieeeie ettt e ste e e ae e e e e ebae e enee e enneeeeenes 28
5.10 SaVe CONTIGUIATION .....eiiuiiiiiiiieiiiee ettt ettt e et e et e e st e e st e e sabeeesabeeesabeeenans 29
. ICC SIP Trunking Service ConfigUuration.........c.cuceueerieiiiinienieeite ettt 29
. Verification and TroubleshOOtING ..........cccuiiiiiiiiiiiiiicee e 30
7.1 VerifiCAtION STEPS.....eeeiiiieiiieeitiieeiie ettt eeieeerteeestteeeeteeetteeeteeesstaeessseeensseeensseeansseesnsseesnseesnnses 30
7.2 PrOtOCOL TTACES ...eeuvveritiiiiieiiieiie ettt ettt ettt ettt et sttt san e et sen e e beesareenneenane 30
7.3 TTOUDIESNOOING ...c..vieeeiieeiiie ettt ettt e et e et e e et eessbeeessteeensseeenseeensseeensseennseeennses 30
7.3.1 TP Office SYSIEM STALUS ....eovuviiiriiiiiiiieiiiee ettt et e e e st e st e e sbee e 30
7.3.2 Sniffer Traces ANALYSIS.....cccccuiieiuiieiiieeeiieeriee et et eete e et e e e tee e sbeeesaaeeeeaeeesreesnseeenanes 31
cCOMCIUSION L.ttt et ettt et e sat e et e st e et esan e e be e st e esbeesaneeanees 34
cREIETEICES ...ttt ettt ettt st ettt et e aeas 35
QT; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 36

SPOC 1/10/2014 ©2013 Avaya Inc. All Rights Reserved. ICCSipTrkIPO



1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking between service provider IntelePeer CoreCloud and Avaya IP Office solution. In the
sample configuration, Avaya IP Office solution consists of Avaya IP Office (IP Office) Release 8.1
and various Avaya endpoints.

IntelePeer CoreCloud (ICC) SIP Trunking Service referenced within these Application Notes is
designed for business customers. The service enables PSTN calling via a broadband WAN
connection using SIP protocol. This converged network solution is a cost effective alternative to
traditional PSTN trunks such as analog and/or ISDN-PRI.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using IP Office to connect to
ICC. This configuration (shown in Figure 1) was used to exercise the feature and functionality tests
listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

To verify ICC SIP Trunking interoperability, following features and functionalities were exercised
during the compliance testing:

¢ Incoming PSTN calls to various phone types including SIP, H.323, digital and analog
telephones at the enterprise. All incoming calls from PSTN are routed to the enterprise across
the SIP Trunk from the service provider networks.

e  Qutgoing PSTN calls from various phone types including SIP, H.323, digital and analog
telephone at the enterprise. All outgoing calls to PSTN are routed from the enterprise across
the SIP trunk to the service provider networks.

¢ Incoming and outgoing PSTN calls to/from Avaya IP Office Softphone using both SIP and
H.323 protocols.

¢ Dialing plans including local, long distance, outgoing toll-free calls, local directory

assistance (411), etc.

Calling Party Name presentation and Calling Party Name restriction.

Proper codec negotiation of G.711MU and G.729 codecs.

Proper early media transmissions G.711MU and G.729 codecs.

Proper media transmission using G.711MU and G.729 codecs.

DTMF tone transmissions as out-of-band RTP event per RFC 2833.

Voicemail navigation for incoming and outgoing calls.

Telephony features such as hold and resume, call transfer, call forward and conferencing.
Off-net call transfer with re-INVITE method.
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Off-net call forward with Diversion method.

Mobility Twinning incoming calls to mobile phones with Diversion method.
Response to OPTIONS heartbeat.

Response to incomplete call attempts and trunk errors.

Proper fax over IP with T.38 codes.

The following features are supported by ICC SIP trunk service but were not tested as part of this
testing.

® Operator Assisted Call 0 and 0 +10 digits.

e [ocal directory assistance (411).

* Emergency service (911).

ICC SIP trunk service does not support the following:
e [CC does not support SIP REFER method for call redirection.

2.2 Test Results

Interoperability testing of ICC with Avaya IP Office solution was successfully completed with the
exception of the observations/limitations described below.

1. ICC does not send OPTIONS but response to IP Office OPTIONS with 2000K.

2. Calling Party Name and Number are not updated if IP Office off-net redirects (by
transferring or forwarding) an incoming or outgoing call back to PSTN. Before (and
after) completing the off-net redirection, IP Office did not send UPDATE or re-INVITE
signaling to update the call display on PSTN parties. This is a known behavior of IP Office
with no available resolution at this time. This issue has low user impact, it is listed here simply
as an observation.

3. Calling Party Name and Number are not updated if IP Office off-net redirects (by
transferring or forwarding) an incoming or outgoing call to internal station. Before (or
after) completing the local redirection to internal station, IP Office did not send UPDATE or
re-INVITE signaling to update the call display on PSTN party. This is a known behavior of IP
Office with no available resolution at this time. This issue has low user impact, it is listed here
simply as an observation.

4. Outbound Fax T.38 does not work — The ICC intermittently negotiates the T.38 fax call.
Once the fax call does negotiate successfully, there is no signal being sent from the ICC
network to IPO for fax transmission.
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2.3 Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on IntelePeer CoreCloud SIP Trunking Service, contact IntelePeer technical
support at http://www.intelepeer.com.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. It shows an enterprise site connected to the ICC
networks through the Internet.

For confidentiality and privacy purposes, actual public IP addresses and PSTN routable phone
numbers used in the certification testing have been replaced with fictitious parameters throughout
the Application Notes.

The Avaya components used to create the simulated customer site including:
Avaya IP Office 500v2

Avaya Voicemail Pro for IP Office

Avaya 9600 Series H.323 IP Telephones

Avaya 11x0 Series SIP IP Telephones

Avaya IP Office soft-phones (SIP and H.323 modes)

Avaya 9508 Digital Telephones

Avaya Analog 8809 Telephones

Located at the enterprise site is Avaya IP Office 500v2 with the MOD DGTL STA16 expansion to
provide connection for 16 digital stations, the PHONE 8 module to provide connection for 8 analog
stations and the 64-channel Voice Compression Module (VCM) for supporting VoIP codec. IP
Office has the LAN port that connects to ICC networks via the Internet.

Mobility Twinning is configured for some IP Office users so that incoming calls to these user phones
can also be delivered to the configured mobile phones.
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Figure 1: Avaya IP Telephony Network Connecting to ICC SIP Trunking Service

For the compliance testing, ICC provided the service provider public SIP domain as its Central
Office (CO) IP address 192.148.33.40 and the enterprise public SIP domain as the Avaya IP Office
IP address 10.10.97.39. These public SIP domains will be used for public SIP and RTP traffics
between ICC and the Avaya IP Office using transport protocol UDP.

For outgoing calls, IP Office sent 11 digits in destination headers, e.g. “Request-URI” and “To”, and
sent 10 digits in source headers, e.g. “From”, “Contact”, and “P-Asserted-Identity”. For incoming
calls, ICC sent 10 digits in destination headers and sent 11 digits in source headers.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the enterprise such as a Firewall. A complete
discussion of the configuration of these devices is beyond the scope of these Application Notes.
However, it should be noted that SIP and RTP traffic between the service provider and the enterprise
must be allowed to pass through these devices.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration.

Avaya Telephony Components

Equipment/Software Release/Version
Avaya IP Office 500v2 8.1 (67)
Avaya IP Office DIG DCP*16 V2 8.1 (67)
Avaya IP Office Ext Card Phone 8 8.1
Avaya IP Office Manager 10.1 (67)
Avaya Session Border Controller for 6.2
Enterprise (running on Portwell CAD-0208 (6.2.0 Q30)
platform)
Avaya Voicemail Pro for IP Office 8.1.1003.0

Avaya 9630G IP Telephone (H.323)

Avaya one-X® Deskphone Edition S3.2

Avaya 11x0 IP Telephone (SIP)

SIP11x0e04.03.12.00

Avaya IP Office Softphone 3.2.3.20 64770
Avaya Digital Telephone (9508) N/A
Avaya Analog 8809 Telephone N/A

IntelePeer CoreCloud SIP Trunking Service Components

Equipment/Software

Release/Version

Sonus GSX9000

V07.03.07 R006

Testing was performed with IP Office 500v2 R8.1, but it also applies to IP Office Server Edition
R8.1. Note that IP Office Server Edition requires an Expansion IP Office 500 v2 R8.1 to support

analog or digital endpoints or trunks.
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5. Configure IP Office

This section describes IP Office configuration required to interwork with ICC. It is configured
through Avaya IP Office Manager (IP Office Manager) which is a PC application. On the PC, select
Start - Programs - IP Office > Manager to launch IP Office Manager. Navigate to File =
Open Configuration, select proper IP Office from pop-up window, and log in with the appropriate
credentials. A management window will appear as shown below. The appearance of IP Office
Manager can be customized using the View menu (not shown). In the screenshots presented in this
section, the View menu was configured to show the Navigation Pane on the left side and the Details
Pane on the right side. These panes will be referenced throughout these Application Notes.

IP Offices Ei DevCon [P0 2° ek -8 x| v|

w- R BOOTR (7)
+ Operator (3) .
|-#%3 DeviCon IPO 2 Mame |DevCon IPO 2 Locale | United States (LS English) v
=% System (1)

2y DevCon IPO 2
BT Line (9 Set contact information to place System under special contral
= Control Unit (4)
A& Extension (42)
User (44)
[ 4p HuntGroup (7)
1@ Short Code (65)

System |Lami | Lamz | DNS ‘oicemail | Telephorw | Directary Services | Swstem Events | SMTP | SMDR. || Twinning | WCM | CCR | Codecs

Contact Information

=

B service (0) Provider a
ol RAS (1) : } _
o] o)
] @ Incoming Call Route {13) SHIES |
8 wanPort (D) TETP Server IP Address [10 10 97 . 39 | Branch Prefix [
aun Directory (0) | —— H A |

rl'\ Time Profile (0} HTTP Server IF Address | 10 10 a7 39 | Local Nurnber Length L
= @ Firewall Profile {13

& Ell 1P Route (2) Phone File Server Type _Memor_}{ Card ~
am Account Code (0) Manager PC IP Address 1 o 98 74
- License (41) =
& Tunnel (0) Avaya HTTP Clients Only [[] Favor RIP Routes, over static routes
-y User Rights (8) Enable Softphone HTTP Provisioning
- ARS (1) i
W8 Authorization Code (1) Atomatic Backup
ez E: E911 Syskem (1) Time Setting Config Source Yoicemnail ProfManager %

Time Settings

Time Server ddress | 0 0 1] u}

Time Offset pa:a0

=
(haurs:minutes) autl

File Writer IP Address | 10 10 a3 74 |

Dangle Serial Mumber [Local 1325478022

BYPF TP Address [0 0 o o

[ oK H Cancel H Help

These Application Notes assume the basic installation and configuration have already been
completed and are not discussed here. For further information on IP Office, please consult
References in Section 9.
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5.1 LAN

In the sample configuration, IP Office was configured with the system name DevCon IPO 2 and
LAN port was used to connect to ICC networks via the Internet. LANT1 settings correspond to the
LAN port on IP Office. To access LANI1 settings, navigate to System (1) 2 DevCon IPO 2 in
Navigation Pane then in Details Pane navigate to the LAN1-> LAN Settings tab. The LAN1
settings for the compliance testing were configured with following parameters.
e Set the IP Address field to the LAN IP address, e.g. 10.10.97.39.
e Set the IP Mask field to the subnet mask of the public network, e.g. 255.255.255.240.
e All other parameters should be set according to customer requirements.
¢ (lick OK to commit (not shown) then press Ctrl + S to save.

IP Offices

- K BOOTP (7)

# i Operakor (3)

=% DevCon IPO 2
(=23 Systemn (1)
B-F 9 Line (9)
-+ Contral Linit {4)
4 Extension (42)
+"§ User (44)
# @ HuntGroup (7]
[+ 8% Short Code (65)
' @ Service (00
-y RAS (1)
i+ @ Incoming Call Rouke (13)
; Eﬁ WanPort (00

s Directory (0}

o

System | LAMI |anz | DMS | Woicemal | Telephony || Direchory Services | System Events

|| LAM Settings |'-.-'|:|IF‘ | Metwark Topolagy | SIP Registrar

IP Address : 10 10 a7 . 39 |

IP Mask,

|255 255 255 . 240 |

Primary Trans, IP Address | 1] n ] ]

RIP Mode iNnne

[] Enable MAT

Murnber OF DHCP IP Addresses |2 ¥ |
DHCP Mode

) Server {7 Dialin - (%) Disabled

3 Client

¢ DevCon IPD 2*
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The VoIP tab as shown in the screenshot below was configured with following settings.

Check the H323 Gatekeeper Enable to allow Avaya IP Telephones/Softphones using the

Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to ICC.
Check the SIP Registrar Enable to allow Avaya IP Telephones/Softphones to register using

Verify the RTP Port Number Range settings for a specific range for the RTP traffic. The
Port Range (Minimum) and Port Range (Maximum) values were kept as default.

Verify the DiffServ Settings were kept as default for the Differentiated Services Code Point
(DSCP) parameters in the IP packet headers to support Quality of Services policies for both
signaling and media, the DSCP field is the value used for media and the SIG DSCP is the

Verify RTP Keepalives settings were enabled with Scope as RTP, Periodic timeout in 30
seconds, and Initial keepalives as Enabled. This allows IP Office to send IP packets to keep

the active RTP session alive in every 30 seconds if there is no audio detected on the SIP

All other parameters should be set according to customer requirements.

[ ]
H.323 protocol to register.
[
[
the SIP protocol.
[ ]
[ ]
value used for signaling.
[
Trunk.
[ ]
[ ]

Click OK to commit, then press Ctrl + S to save.

IP Offices DevCon [P0 27 £ | X | w]=<]|
w K BOOTP (?g ) Syskern LANZ || DNS Yoicemail | Telephony | Directary Services | System Events | SMTP | SMDR | Twinning | WCM | CCR | Codecs
& Operator (3 | J 1l 1l Il 1l 1l 1l 1l 1l 1l 1l ..
= DevCon IPO 2 | LAM Settings twork Topology || SIF Registrar |
[=-*53p System (1)
- h_““': ELAEAEE H.323 Gatekeeper Enable
B9 Line (9)
(-2 Control Unit (4) SIP Trunks Enable
& Extension (42) SIP Registrar Enable
= i User {44}
4@ HunkGroup (7)
[+ @ sShort Code (65) O RTP Port Murber Range
: i H.323 Auto-create Extn P -
B Service (0) Part Rangs (Minimury (42152 ¢
Bl RS (1) ; =
- Incoming Call Route {13) H.323 Auto-create Liser Port Range (Masimum) 53246 5
@ wanPart (0} - —
a4 Directory (0) [] H.323 Remote Extn Enable
e, i
£ Time Profils {0} =
Enable RTCP Monitorin
® @) Firewall Profile (13 on Port 5005 g
+- il IF Route (2) = =
8w Account Code (0) IE)lFFSelrv S.ettlngs . . -
W License (41) B8 % | DSCP(Hex) FC % | DSCPMask({Hex) (88 | SIG DSCP {Hex)
4 Tunnel {0} S = = =
- User Rights () ¥ 2| psce 63 | D3P Mask [ 2| siepscp
- RS (1) =
%% Autharization Code (0) GG ety N
-f= E911 System (1) Primary Site Specific Option Number (S50M) 176 =l
Secondary Site Specific Option Mumber {SSOM) ?242 i |
WLAN [Mot Present  + |
1100 Yaice YLAN Sike Specific Option Mumber (30N (232 = |
1100 Voice YLAN IDs
RTF Kespalives
SCope |RTP “ | Periodic timeout 30
Initial keepalives ;Enabled hd
oK ] ’ Cancel l ’ Help
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In the Network Topology tab, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the network
configuration. In the compliance testing, it was set to Open Internet. With this
configuration, even the default STUN settings are populated but they will not be used.

e Set the Binding Refresh Time (seconds) to 60. This value is used to determine the

frequency that IP Office will send OPTIONS heartbeat to the service provider.
Set the Public IP Address to IP Office LAN IP address, e.g. 10.10.97.39.

Set the Public Port is set to 5060.

All other parameters should be set according to customer requirements.

Click OK to commit then press Ctrl + S to save.

IP Offices Ei DevCon [P0 2° ok -8 [ X|v]<|

IR BOOTP (?g) systern [|LANL | Lamz | Dns | voicemai | Telephony || Directory Services | System Events | sMTP | SMDR | Twinning | wem | ccr | Codecs |
% Operator (3 I | = 1 | 1 1 Il 1 Il 1 1 Ik

DewCon IPO 2 | LA Sektings | YoIP | [Metwork Topology | s1p Registrar
(=520 System (1 TIEEmorE, Topology Discowery
| DevCon IPO 2 -

B Line (9) STUM Server IP Address | 10 . 10 10 0| STUM Fort 534?3 3
[#-#=» Control Unit {4}
[+ 48 Extension (42)
User (44}

vﬁ HuntEroup (73 — g
-8 short Code (65) Public IP Address 10| 10 97 39

B service (0) : m— =
oy RAS (1) Public Port i *| Run STUN Cancel

- Incoming Call Reute (13)
8 wanPort (0 [ Run STUN on startup
a9 Directory (0)

5".:‘ Time Profile (0}
(B Firewal Profile {1}
= [l 1P Route (2}

@m Account Code (0)
[ W, License (41)

& Tunnel {0)

&= ﬁ-; User Rights (&)

[ ARS (1)

% Autharization Code (0

#-f® E911 System (1)

| %

FirewalljNAT Type |@pen Inkernet

Binding Refresh Time 60

{seconds) L X |

[

ok || concel || Heh
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5.2 IP Route

IP Route settings include an IP Route 0.0.0.0 on LAN1 connecting to ICC for SIP, RTP traffics and
connecting to the private enterprise networks.

To create an IP Route, select IP Route in the Navigation Pane, then click “Create a New Record”

icon (not shown).

The IP Routes were configured using the following settings.

o Set the IP Address to the address of the destination network.
e Set the IP Mask to the subnet mask of the destination network.

e Set the Gateway IP Address to the IP address of the enterprise gateway that routes traffic to
the destination network.

e Set the Destination to the interface LAN1.

¢ All other parameters should be set according to customer requirements.

¢ (lick OK to commit then press Ctrl + S to save.

The following screenshot shows the IP Route 0.0.0.0 that was created on LAN1 for SIP and RTP
traffics to ICC. LAN1 was assigned to the network address 0.0.0.0 and default subnet mask 0.0.0.0.
The default gateway was set to IP address 10.10.97.33 which is an internal gateway on the enterprise
network that connects to LAN1.

IP Offices

- & BOOTR (7)
‘« Operatar (3)
= ' DewvCon IPC 2
=7 System (1)
¥ DevCon IPO 2
T Line (2)
+-<=» Control Unit {4)
(-4 Extension (42)
E-f User (44)
& ﬁ HunkGroup (7}
(-8 short Code (B5)
@ Service ()
g RAS (1)
- Incaming Call Route (13)
@ ‘WanPart {0}
a4 Directory {00
£ Time Profile (0)
= @ Firewwall Profile (1)

=l TP Route (2
192,168.,99.0

m Account Code (0)
[+ W, License (41)
% Tunnel {0)
-y User Rights (5)
- AR (1)
@ Authorization Code (0)

[-f® E911 System (1)

IP Route |

IP fiddress [0 0 0

IF Mask.

B 0.0.0.0 ek - X[vl<]|>

|Gateway IP Address 10 10 a7

| Destination |Lam1

Metric

|:| Proxy ARP

<
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5.3 System Telephony and Codecs

Navigate to the System (1) 2 DevCon IPO 2 in the Navigation Pane then select Telephony -
Telephony tab in the Details Pane.

The Telephony settings were configured with following parameters.
e (Choose the Companding Law typical for the enterprise location. For North America, U-
L AW was used for both Switch and Line.
¢ Set Default Name Priority to Favor Trunk. This allows IP Office to use information
received from SIP Trunk for call display purpose rather than overriding it with pre-defined
internal settings.
¢ Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call

transfer to PSTN via the service provider SIP Trunk.
¢ (lick OK to commit then press Ctrl + S to save.

B DevCon IPO 2 i Al

System | LANL || LAMZ || DNS Yoicemail || Telephory EDirectory Services | System Events | SMTP | SMDR || Twinning | WCM

| [Telephony | Tones & Music | Call Log

IP Offices

®=- K EBOOTR(7)
£ Operator {3)
DevCon IPO 2

=) System (1
-1 Line (9)
+-2r Control Unit (4)
Ay Extension (42)
§ useris4)
2§ HuntGroup (7}
|- @ Short Code (65)
B Service (0)
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®
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Under Tones & Music tab as shown below, Hold Music was configured with System Source to use
WAY File which is an uploaded medium to provide Music on Hold on the SIP Trunk.

IP Offices

®- % BOOTP(7)
-4 Operataor (3)
[=*=p DeviCon IPO 2

[=]-#=3 Syskem (1
T Line (9]
v Control Unit (4)
[+ -4y Extension (42)
w-§  User (44
& ﬁ Hunbaroup (7)
(-8 Short Code (£5)
4B service (0)
!’:?'-,! iy RAS (1)
- Incoming Call Raute (1
EEI WanPork (0}
o Directary (0)
fr.“‘ Tirne Profile (0)
-8 Firewal Prafile (1)

— KR 100

L

B DevCon IPO 2 & | X |« |=<]5

System || LAMNL | LaNz | DNS | woicemai ilTBh?DthY || Directory Services | Systerm Events | SMTP || SMDR | Twinning | % € *

i_:_TeIephonv || Tones & Music I Call Lag |
Conferencing Tane [enty & Ext Tones N
Disconneck Tane Elf)efault ¥ Hods !_System Frequency VJ
Tone Plan _Toaei‘lgl ;.
L Type EICN
Local Dial Tone
[] Local Busy Tane
Eeep on listen
|:| 35M Silence Suppression
Hald Music
System Source  |\WAY File | \:|

For Codecs settings,

navigate to the System (1) = DevCon IPO 2 in the Navigation Pane, and then

select Codecs. The Codecs settings are shown in the screenshot below with G.729 and G.711MU

were selected. In the

IP Offices

= K BOOTR(7)
¢+ Operakor (3)
DeyCon IPO 2

&
=

compliance testing, ICC supported both G.729 and G.711MU.

B DevCon IPO 2 e - |

| v | | =

Swstem | LAM1 | LAMNZ || DNS ‘Woicemail | Telephony | Directory Services | System Events | SMTP || SMDR | Twinning || WCM CCR '

Available Codecs Default Codec Selection

[=)-#=9 Systern (1) . Unused Selected
=23 [Devton 1P0 2 [ &.711 ULaw a4k G711 ALAW 64K 10| == || [a71nuaw ek

B Line (9) |1 6,711 avaw 64k .72 64k [G723) BRESACRLE: |

< Control Unit (4} |7 G722 69 5.723.1 EKIMP-MLG : :

<& Extension (42) |[7] &.725(a) 8K C5-ACELP = | ‘
wof User (44) |[#] &.723.1 6K3 MP-MLQ
= a HuntGroup (7)
- @ short Code (65) [

@ Service (0) | ‘ | i ‘
o RAS (1) = = = =

Click OK to commit (not shown) then press Ctrl + S to save.
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5.4 Twinning Calling Party Information

When using Twinning, Calling Party Number displayed on the twinned phone is controlled by two
parameters. The first parameter is the Send original calling party information for Mobile
Twinning box on the System—>Twinning tab. The second parameter is the Send Caller ID
parameter on the SIP Line form shown in Section 5.5.1.

For the compliance testing, the Send original calling party information for Mobile Twinning as
shown below was unchecked. This setting allows Send Caller ID parameter that was set to
Diversion Header in Section 5.5 to be used. IP Office will send the following in the “From” header:
¢ On calls from an internal extension to a twinned phone, IP Office sends Calling Party
Number of the originating extension.
®  On calls from the PSTN to a twinned phone, IP Office sends Calling Party Number of the
originating PSTN party.

IP Offices DevConIPD 2

BOOTR (7]

[#--4% Operator (3)

[=--#57 DewiZon IPO 2
= =29 Syskem (1)

Sz |DewCon [P 2

| Woicemail | Telephony || Direckory Services | Swstem Events | SMTP || SMDR

||:| Send original caling party information For Mabile Twinning

Calling party information For
Mobile Twinning

5.5 Administer SIP Line
A SIP Line was needed to establish the SIP Trunk between IP Office and ICC.

To create a SIP Line, navigate to Line in the left Navigation Pane then select New - SIP Line (not
shown).

5.5.1 Administer SIP Line Settings

On the SIP Line tab in the Details Pane, configure the parameters as shown below:

e Set the Line Number to an unassigned number, e.g. 19.

¢ Set the ITSP Domain Name to the FQDN or IP address that will be used as the enterprise
SIP domain so that IP Office uses this domain as the URI-Host of the “From”, “P-Asserted-
Identity” and “Diversion” headers. In the compliance testing, the enterprise SIP domain was
defined as avayalab.com for the traffic between IP Office and the ICC.

¢ Set the Send Caller ID to Diversion Header. For the compliance testing, this parameter was
used for Caller ID since Send original calling party information for Mobile Twinning was
unchecked in Section 5.4.

e Set the Association Method to By Source IP address. This setting allows IP Office to apply
the configuration for the public SIP Trunk to incoming and outgoing calls from/ to ICC if the
traffics were originated from/ to the pre-defined IP address of the far end proxy server.

¢  Uncheck the REFER Support, since ICC does not supported REFER method.

e Set the UPDATE Supported field to Allow as ICC supported the UPDATE method in this
certification testing.

e Check the In Service box.
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¢ Check the Check OOS box. With this option selected, IP Office will send the OPTIONS
heartbeat to check status of the SIP Trunk.

IP Offices g

SIP Ling | Transport | SIP URI| WalP | T38 Fax||SIP Credentials

w- & BOOTR (7) A
(7 Operator (3)
[=)-#=9 DevCon [PO 2
[=)-#=p Syskem (1)
#zp DevCon IPO 2
[=1-T4 Line (%)
P 1
. i
Py, 17
B " 18
gy, 20
Ly 21
Ly, 2

4 Extension (42)
a User {44)
ﬂ HuntGroup (79
[+ @ Short Cade (65)
@ Service (0)
Al RAS (1)
€ Incoming Call Route
@ ‘WanPort (0}
4 Directory (00
(uﬂ‘ Time Profile (00
@ Firewall Profile (1)
Bl IF Route (23 T
N 1 L]
E@ 192.165.99.0
@m Account Code (0)
[+ Wy, License (41) v

Set the Call Routing Method field to Request URI.
Set the Name Priority field to System Default.
Check the Call ID from From header box.

Default values may be used for all other parameters.
Click OK to commit then press Ctrl + S to save.

SIP Line - Line 197

< | *
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s &l
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Mational Prefix
Country Code

International Prefix

[oo

Send Caller ID
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| Diversion Header

|By Source TP address

Incoming

oukgoing

UPDATE Supparted

Al

o e I - [

In Service

Use Tel URI O

Chedk 005

Call Routing Method ERequest URI W |
Criginator number For i' |
forwarded and bwinning calls |

Mame Priority [Svstem Default bl |

Caller IO From From header

Send From In Clear |

User-agent and Server
Headers

ok

|| concel || el
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5.5.2 Administer Transport Settings
Select the Transport tab then configure the parameters as shown below.
e The ITSP Proxy Address was set to the IP Address of the ICC 192.148.33.40 as shown in
Figure 1.
¢ In the Network Configuration arca, UDP was selected as the Layer 4 Protocol and the
Send Port was set to 5060.
e The Use Network Topology Info parameter was set to LAN 1. This associates the SIP Line
19 with the parameters in the System - LAN1 - Network Topology tab.
¢ The Calls Route via Registrar was unchecked. In this certification testing, ICC did not
support the dynamic Registration on the SIP Trunk.
e Other parameters retain default values.
¢ (lick OK to commit (not shown) then press Ctrl + S to save.

IP Offices SIP Line - Line 19* B - | X | v
- & BOOTR (7) 1 |sIR LineESIF‘ LRI ¥oIP | T3 Fax| SIP Credentials
[F-4# Operator (3) B - Eomm— - - =S
# DevCon IPO 2 | ITSP Proy Address | 192.148.33.40 ]
=% Syskem (1)
52y DevCon IPO ¢ Metwork, Configuration
=7 Line (9 — " —
i s 1( ! Layer 4 Pratacal 1IDP » Send Port 3060 3
e 2 |Jse Metwork Topology Info |L.C\.N 1 L
i‘-l 1? L — ——
g Explicit DNS Server(s) | 0 . O T o 0 o |
eul|nll L= = | 13| |
i3] EECES BIEERCES KR T
., 20 Calls Route via Registrar  [] I
wy, 21
Wy, 22 _
Ny, 23 Separate Reqistrar !
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5.5.3 Administer SIP URI Settings

SIP URIs entry must be created to match Calling Party Number for incoming calls or to present
Calling Party Number for outgoing calls on the SIP Line. Select the SIP URI tab then click the Add
button and the New Channel area will appear at the bottom of the pane (not shown). To edit an
existing entry, click an entry in the list at the top, and click the Edit... button. In the example
screenshot below, previously configured entries were edited.

For the compliance testing, SIP URI entry with Channel 1 was created for incoming and outgoing
calls. Its parameters were shown below:

e Set the Local URI, Contact, Display Name and PAI to Internal Data. This setting will use
Calling Party Number defined under the SIP tab of User as shown in Section 5.7 for the
public SIP calls.

¢ For the Registration field, select <None> to disable the Registration.

e Associate SIP Line 19 to the Incoming Group and OQutgoing Group. The line group
number will be used in defining incoming or outgoing call routes for this SIP Line.

e Set the Max Calls per Channel to 10 which is the number of simultaneous SIP calls that are
allowed using this SIP URI pattern.

IP Offices SIF Line -Line 19 -2 X v | <=
BQOQTP (7) # | |5TP Line | Transport] SIP URI f2aTP | T38 Fax | SIF Credentials|
s Operator {3} = i 1 i -
¢ DewCon IPO 2 Channel | Groups Wia Local URI Conkact Display Mame PAI Crg add. ..
[=]-=5y Systerm (1) 1 19 19 10,10.,97.39 0:
~Himy DevCon IPO 2 = 1919 10.10,97.39 3107500844 31075005044 Rlone u] Remove
=F 2 Line (22 3 19 19 10.10.,97.59 3107500842 3107500542 Mone a:
1 5 Edit...
w2
.y, 17 | |
i Ok
|19 | via | 10.10.97.32 |
Ny, 21 Local URI |
Ny, 22 -
., 75 Cantack |
3 == Control Unit (4} Bistlay Fame |
(=] 4y Extension (42} =
4y 25 29201 P&l |
M 26 29202 [ F - 3
& 27 29203 Registration |0 <Monez |
Ay 28 29204 E E
Incoming Grouy 19
Ay 29 29205 & B =
-y 30 29206 Cukgoing Eroup 19
A8 31 29207 i
& 32 29208 Max Calls per Channel |10 24
A 101 29209 L b
Ay 102 29210 R
< >

SIP URI entry Channel 2 and Channel 3 were similarly created for incoming calls appropriately to
pre-define DID numbers 3107500844 and 3107500842 to access to Feature Name Extension 00
(FNEO0O) and Voicemail respectively. The Short Codes for FNEOO was defined in Section 5.6 to
provide Dial Tone and Mobile Callback for mobility extension.

The Channel 2, as shown in the screenshot below, was configured with following parameters.
e Set the Local URI and Contact fields to pre-define DID number 3107500844 appropriately
for Channel 2 and 3107500842 for Channel 3.
¢ Associate Incoming Group and Outgoing Group to SIP Line 19.
e Set the Max Calls per Channel field to 10.
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e Other parameters retain default values.

Click OK to commit.

SIP URI entry for Channel 2 and Channel 3 are shown below respectively:

IP Offices SIP Line - Line 19 ﬁjiv:’]lx|¢|<|>i
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e
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4 | *
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%539 DevCon IPO 2 2 19 19 10.10.97.39 3107500844 3107500544 Mone o Remove
=T Line (9) 3 19 19 10.10.97.58 3107500842 3107500542 Mone o:
. Edit...
e
wy, 17
., 15 Edit Channel _
: fol's
w[19] Yia | 10.10.97.39
uy, 21 Local URI |3107500842 vJ
Yy, 22 : =
wy, 23 Contack |3107500842 |
-2 Control Unit (4) Display Name |Use Internal Data |
=4y Extension (42) ! o
s 2529201 PAL Mane ~|
oy 26 20202 I 1
oy 27 29203 Reqgistration !D: ZMone = -
& 25 29204 Incoming Group Ilg i
o 79 2UI0S
ooy 30 29206 Oukgoing Group |
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Sent 100% of DeyvCon IPO 2 [ e
Click OK to commit then press Ctrl + S to save.
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5.5.4 Administer VolP Settings

Select the VoIP tab then set the Voice over Internet Protocol parameters of the SIP Line as

following:

¢ The Codec Selection can be selected by choosing System Default from the pull-down menu
to use the System Codecs as defined in Section 5.3. The codec order was configured as
G.711 ULAW 64K and G.729 (a) 8K CS-ACELP which are supported by ICC. IP Office
includes these codes in the right prioritized order in the Session Description Protocol (SDP)
offer or answer defined for the RTP traffic.

¢ Set the Fax Transport Support to T.38 from the pull-down menu.

¢ Set the Call Initiation Timeout (s) to 30 seconds to allow a long enough duration for a
public call to be established over the SIP Trunk.
e Set the DTMF Support to RFC2833 from the pull-down menu. This directs IP Office to
send out-of-band DTMF tones using RTP events per RFC 2833.

¢ Uncheck the VoIP Silence Suppression box. By un-checking the VoIP Silence Suppression

box, calls can be established with the G.729 codec but without silence suppression.

Check the Re-invite Supported box.

Check Use Offerer’s Preferred Codec box.
Uncheck Codec Lockdown box.
Check the PRACK/100rel because ICC supported the “100rel” signaling as described in
RFC 3262.

e Default values may be used for all other parameters.

¢ (lick OK to commit (not shown) then press Ctrl + S to save.
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5.5.5 Administer T38 Fax Settings
Select the T38 Fax tab then check the Use Default Values to retain the default settings for T38 Fax

(not shown).

Note: In this testing, the configuration for IP Office to work with ICC SIP trunk service in Fax T.38
mode, the analog extension (where the fax equipment is connected to) is being configured as follow:
Navigate to Extension in the left Navigation Pane then select an Analog Extension, 25 29201. On
the Extn tab on the Details Pane confirm the settings are as shown.
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Select Analogue tab on the Details Pane, confirm the settings are as shown.
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5.6 Short Code

Short Codes were defined to route general outgoing calls and private outgoing calls to PSTN over
the SIP Line, incoming calls from mobility extension to access FNE hosted on IP Office or incoming
calls to retrieve voice message on IP Office VoiceMail Pro.

To create a short code, select Short Code in the left Navigation Pane then right-click and select New
(not shown). On the Short Code tab in the Details Pane, configure the parameters for the new short
code to be created.

The screenshot below shows the details of the Short Code 9Nj; that was created for outgoing calls in
the test configuration. The digit 9 was used as a prefix that IP Office user will dial to access to SIP
Trunk for outgoing calls to PSTN.

¢ In the Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, it is 9N;. This short code will be invoked when the user dials 9 followed
by any number.

e Set the Feature to Dial. This is the feature that the short code will invoke.

Set the Telephone Number to 9N'" @avaylab.com''. This field is used to construct the
“Request URI” and “To” headers of outgoing calls. The value N represents the number
dialed by the user. The host part following the “@” is the enterprise SIP domain.

e Set the Line Group ID field to 19 which is the outgoing line group number defined on the
SIP URI tab of the SIP Line in Section 5.5.1. This short code will use this line group when
placing outgoing calls.

e Set Locale to United State (US English).

IP Offices = 9N;: Dial
B 3k # || Short Code
B 163N, : —
B 35000 Code I_EIN;
B 52 e 0 ==
B S el :I;".‘?l... : |
B 5300 Telephone Mumber W@ ayalab, com”
§X 75101 5 -
B 7510 Line &raup I [19 |
; Locale |United States (LS English) v |
@ Service (0) Force Account Code ]
By RAS (1) o
= @ Incoming Call Row Force Authorization Code  []
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For incoming calls from mobility extension to FNE features hosted by IP Office to provide Dial
Tone functionality, Short Code FNEOO was created. The FNEOO was configured with the following
parameters.

In the Code field, enter the FNE feature code as FNEOO for Dial Tone.

Set the Feature field to FNE Service.

Set the Telephone Number field to 00 for FNE0O.

Set the Line Group ID field to 0.

Retain default values for other fields.

Following screenshots illustrate FNEQO configuration.

IP Offices B FNEOO: FNE Service
o RSEN # ||| Short Code |
B 163N .
o 35 Code |FMEQD |
e _ |
L Sehocx Feature !FNE Service |
@ St Telephone Mumnber |EIEI |
@ 78101 > —
@M Fo102 Line Group ID (0 v |
o O J
B T3rnEon § Locale | w |
&9 Service (0) Force Account Code [FT
H-o RAS (1)
& % Incoming Call Row Force Authorization Code| [
When complete, click OK to commit (not shown) then press Ctrl + S to save.
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5.7 User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line
as defined in Section 5.5. To configure these settings, first select User in the left Navigation Pane,
and then select the name of the user to be modified. In the example below, with the user Extn29237
selected, select the SIP tab in the Details Pane.
e The values entered for the SIP Name and Contact fields are used as the URI-User in the
“From” header for outgoing calls. They also allow matching of URI-User for incoming calls
without having to enter this number as an explicit SIP URI for the SIP Line (see Section 5.5).
The SIP Name and Contact fields were set to one of the DID numbers assigned to the
enterprise by ICC, e.g. 3107500855.
e The SIP Display Name (Alias) parameter can optionally be configured with a descriptive
name, e.g. SPx0855. If all calls involving this user and a SIP Line should be considered

private

¢ The Anonymous box may be checked to withhold the user information from the networks.
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Mobile Twinning feature may be enabled on the user to allow incoming calls to simultaneously alert
the desk phone and the mobile phone. The following screenshot shows the Mobility tab.

The Mobility Features and Mobile Twinning boxes were checked.

The Twinned Mobile Number was configured with the number to reach the twinned mobile
telephone, in this case it was 91613XXX5279 including digit 9 as the dial access code and
1613XXX5279 as the mobility extension.
Check Mobile Call Control to allow incoming call from mobility extension to access
FNEQO (see Section 5.6).

of

Other options can be set according to customer requirements.
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When complete, click OK to commit (not shown) then press Ctrl + S to save.
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5.8 Incoming Call Route

An Incoming Call Route maps an incoming call on a specific SIP Line to an internal extension. This
procedure should be repeated for each DID number provided by the service provider. To create an
Incoming Call Route, right click on the Incoming Call Route in the left Navigation Pane and select
New (not shown). On the Standard tab of the Details Pane, enter the following parameters.

e Set the Bearer Capability to Any Voice.

Set Locale to United State (US English)
Default values can be used for all other fields.

Set the Line Group ID to SIP Line 19 as defined in Section 5.5.
Set the Incoming Number to the DID number that associate to the internal extension.

The screenshot below shows Incoming Call Route 19 3107500855 configured to receive incoming

call to DID number 3107500855 then alert local station 29237.
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Standard Woice Recording | Destinations

J DewCon IPO 2 i 8
[#-#553 System (1) Bearer Capability | Ary Woice
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-2 Control Uit (4) fing Group 1D 2 1
Lid- 9. Extension: (42} Incoming Mumber |3107500855
B-§  User (44) a

(-4 HuntGroup (7)
[#-@X Short Code (65)

Incoming Sub Address

@ Service (0} Incarming CLI L
o o RAS (?) Lacale | United States {US English)
=l @ Incoming Call Route {13} E
= - B} Priority |1 - Lows
@0 2

D 21 Tag
: {3 10 3107500855
El wanPart (0)

om Direckary (0)
£ Time Profile (0)
53] @ Firewsall Profile {13 “

ﬁ" | X | w|=<|>

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. In this example, incoming calls to 3107500855 on SIP Line 19 are routed to

extension 29237 Extn29237.

IP Offices =

- R BOOTR (7) # | | standard | ¥oice Recording |

18 3107500855

ﬁ" | K| w | =< |>

Operator (3

TimeProfile Diechinating

? DewCon IPO 2
[y Syskem (1) 3 Default Walue 29237 Extn29237

= 6 Incomiﬁg Call Route {13)
D 1

5 19 3107500855

EEl WanPort (0)

Fallback Extension

am Directary (0)
£ Time Profile (0}

&I Firewall Profile (11 LYa
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Following screenshots show Incoming Call Routes to receive incoming calls on DID number
4169169608 that similarly configured to access FNEOO and Voicemail. The Destinations were
appropriately defined as FNEOO and VoiceMail. Note: FNEOO was entered manually by selecting
Destination as Dialln (not shown) then input the appropriate FNE feature code.

IP Offices 19 3107500844" ek -8 X|vl=]>

= @ Incoming Call Route (13). A | | standard | vaice Recording
‘b 1 | SR RRSTERAC] | BN S AR .

@ 193107500844 jrmeEot Lefisfor
13 3107500848 P Default value
@ !

Fallback Extension

IP Offices s S B I Y 2 = [~

5 4 [pesinstions |
i i Destinations
= Incoming Call Route (13) EE ] R O | .

@1 TimeProfile

i, |- FETETT 0 R & DeFault Yalue
f 19 3107500844

Fallback. Extension

v | »

When complete, click OK to commit (not shown) then press Ctrl + S to save.

5.9 Privacy/Anonymous Calls

For outgoing calls with privacy (anonymous) enabled, IP Office will replace Calling Party Number
in the “From” and “Contact” headers with “restricted” and “anonymous” respectively. IP Office can
be configured to use the “P-Preferred-Identity” or “P-Asserted-Identity” header to pass the actual
Calling Party information for authentication and billing purposes. For the compliance testing, the “P-
Asserted-Identity” header was used.

To configure IP Office to use the “P-Asserted-Identity” header for private calls, navigate to User -
noUser in the Navigation Pane. Select the Source Numbers tab in the Details Pane. Click the Add
button (not shown).

At the bottom of the Details Pane, the Source Number field will appear. Enter
SIP_USE_PAI FOR_PRIVACY. Click OK.

The SIP_USE_PAI_FOR_PRIVACY parameter will appear in the list of Source Numbers as
shown below.

IP Offices = NoUser: ef -t X | w|<|>

T User (44 A | user | yoicemail | DMD || ShorbCodes Telephony | Forwarding | Dial In || Woice Recording || Bu ¢ #
I Mollser e ik Il £ 2 —- Il : I 3
Remotetanager | Source Number |

29201 Extnz9z01 SIP_USE_PAI_FOR_PRIVACY |

]
; & 29202 Exknz9z02 | Remove
@ 29203 Extnz9z03
& 29204 Extn29204 Edit...
When complete, click OK to commit (not shown) then press Ctrl + S to save.
QT; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 36

SPOC 1/10/2014 ©2013 Avaya Inc. All Rights Reserved. ICCSipTrkIPO



5.10 Save Configuration

Navigate to File - Save Configuration in the menu bar at the top of the screenshot to save the
configuration performed in the preceding sections (not shown).

6. ICC SIP Trunking Service Configuration

ICC is responsible for the configuration of ICC SIP Trunking Service. ICC will provide the
customer with necessary information to configure SIP Trunk for the Avaya IP Office solution. Thus,
the configuration of ICC SIP trunking server will not be discussed in these Application Notes. The
provided information from ICC includes:

e [P address of the ICC SIP proxy.
DID numbers.
Supported codecs.
A customer specific SIP signaling reference.

The sample configuration between the enterprise and ICC for the compliance testing was a static
configuration. There was no registration on the SIP Trunk implemented on either ICC or enterprise
side.
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7. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the solution
is configured properly. This section also provides a list of useful troubleshooting tips that can be
used to troubleshoot the solution.

7.1 Verification Steps

The following activities are made to each test scenario:

® Verify that endpoints at the enterprise site can place calls to PSTN and that the call remains
active for more than 35 seconds. This time period is included to verify that proper routing of
the SIP messaging has satisfied SIP protocol timers.

e Verify that endpoints at the enterprise site can receive calls from PSTN and that the call can
remain active for more than 35 seconds.

e Verify that the user on the PSTN can end an active call by hanging up.

e Verify that an endpoint at the enterprise site can end an active call by hanging up.

7.2 Protocol Traces

The following SIP message headers are inspected using sniffer trace analysis tool:
Request-URI: Verify the request number and SIP domain.

From: Verify the display name and display number.

To: Verify the display name and display number.

P-Asserted-Identity: Verify the display name and display number.
Privacy: Verify privacy masking with “user, id”.

Diversion: Verify the display name and display number.

The following attributes in SIP message body are inspected using sniffer trace analysis tool:
Connection Information (c line): Verify IP addresses of near end and far end endpoints.
Time Description (t line): Verify session timeout value of near end and far end endpoints.
Media Description (m line): Verify audio port, codec, DTMF event description.

Media Attribute (a line): Verify specific audio port, codec, ptime, send/ receive ability,
DTMF event and fax attributes.

7.3 Troubleshooting
7.3.1 IP Office System Status

The following steps may be used to verify the configuration.

e Use the Avaya IP Office System Status application to verify the state of the SIP connection.
Launch the application from Start = Programs > IP Office - System Status on the PC
where IP Office Manager is installed. Select the SIP Line of interest from the left pane. On
the Status tab in the right pane, verify that the Current State is Idle for each channel
(assuming no active calls at present time).
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AVAYA IP Office System Status
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e Select the Alarms tab and verify that no alarms are active on the SIP Line.

IP Office System Status

Help  Smapshot  LogOff  Exit  About

Line: 22
Line: 23

online

7.3.2 Sniffer Traces Analysis

Using a network sniffing tool e.g. Wireshark to monitor the SIP signaling between the enterprise and
ICC. The sniffer traces are captured on the public internet.

Following screenshots show an example incoming call from ICC to the enterprise.
¢ Incoming INVITE request from ICC.
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INVITE sip:3107500844@10.10.97.39:5060 SIP/2.0

Via: SIP/2.0/UDP 192.148.33.40:5060;branch=z9nhG4bK02B982c5£c82193792¢c
From: <sip:6139675258Q@192.148.33.40>;tag=gK024a516b

To: <sip:3107500844@10.10.97.39>

Call-ID: 218295744_18373145@192.148.33.40

CSeq: 32238 INVITE

Max-Forwards: 16

Allow: INVITE,ACK,CANCEL,BYE, PRACK,UPDATE, OPTIONS, MESSAGE, PUBLISH
Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay,
multipart/mixed

Contact: <sip:6139675258@192.148.33.40:5060>

P-Preferred-Identity: <sip:6139675258@192.148.33.40:5060>

Supported: timer,100rel

Session-Expires: 1800

Min-SE: 90

Content-Length: 315

Content-Disposition: session; handling=required

Content-Type: application/sdp

v=0

o=Sonus_UAC 22055 30882 IN IP4 192.148.33.40
s=SIP Media Capabilities

c=IN IP4 192.148.122.53

t=0 0

m=audio 8092 RTP/AVP 0 8 18 101
a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

a=ptime:20

a=rtcp:8093

e 2000K response from the enterprise.

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.148.33.40:5060;branch=z9hG4bK02B982c5£c82193792¢c
From: <sip:6139675258Q@192.148.33.40>;tag=gK024a516b

To: <sip:3107500844Q@10.10.97.39>;tag=77983a77bde50628

Call-ID: 218295744_18373145@192.148.33.40

CSeq: 32238 INVITE

Contact: "SPx0842" <sip:3107500844@10.10.97.39:5060; transport=udp>
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, INFO, UPDATE
Supported: timer,100rel

Server: IP Office 8.1 (67)

Min-SE: 1800

Require: timer

Session-Expires: 1800;refresher=uac

Content-Type: application/sdp

Content-Length: 203

v=0

o=UserA 4271051162 786533294 IN IP4 10.10.97.39
s=Session SDP

c=IN IP4 10.10.97.39

t=0 0

m=audio 49156 RTP/AVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

QT; Reviewed: Solution & Interoperability Test Lab Application Notes

32 0f 36

SPOC 1/10/2014 ©2013 Avaya Inc. All Rights Reserved. ICCSipTrkIPO




Following screenshots show an example outgoing call from the enterprise to ICC.
e  QOutgoing INVITE request from the enterprise.

INVITE sip:6139675258@avayalab.com SIP/2.0

Via: SIP/2.0/TCP 10.10.97.39:5060;rport;branch=z9hG4bKbcl415bceblaa296cfe3el89£6a94795
From: "SPx0842" <sip:3107500844@avayalab.com>;tag=0280b655e6b71d0f
To: <sip:6139675258@avayalab.com>

Call-ID: 95fffcfab694e0328c4591a084dc4097

CSeq: 1430514418 INVITE

Contact: "SPx0842" <sip:3107500844@10.10.97.39:5060;transport=tcp>
Max-Forwards: 70

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, INFO, UPDATE
Content-Type: application/sdp

Supported: timer,100rel

User-Agent: IP Office 8.1 (67)

P-Asserted-Identity: "SPx0842" <sip:31075008440@10.10.97.39:5060>
Content-Length: 250

v=0

o=UserA 667427473 3811411377 IN IP4 10.10.97.39
s=Session SDP

c=IN IP4 10.10.97.39

t=0 0

m=audio 49154 RTP/AVP 18 0 101
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

¢ Incoming 2000K response from ICC.

SIP/2.0 200 OK

Via: SIP/2.0/TCP 10.10.97.39:5060;branch=z9hG4bKbcl415bce6laa296cfe3el89f6a94795;rport=5060
From: "SPx0842" <sip:3107500844@avayalab.com>;tag=0280b655e6b71d0f

To: <sip:6139675258Ravayalab.com>;tag=gK049bdldc

Call-ID: 95fffcfab694e0328c4591a084dc4097

CSeqg: 1430514418 INVITE

Accept: application/sdp, application/isup, application/dtmf, application/dtmf-relay,
multipart/mixed

Contact: <sip:61396752580@192.148.33.40:5060; transport=tcp>

Allow: INVITE,ACK,CANCEL,BYE, PRACK,UPDATE, OPTIONS, MESSAGE, PUBLISH

Require: timer

Supported: timer

Session-Expires: 1800;refresher=uac

Content-Length: 267

Content-Disposition: session; handling=required

Content-Type: application/sdp

v=0

o=Sonus_UAC 4105 8855 IN IP4 192.148.33.40
s=SIP Media Capabilities

c=IN IP4 192.148.122.51

t=0 0

m=audio 16284 RTP/AVP 18 101
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=sendrecv

a=ptime:20

a=rtcp:16285
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8. Conclusion

These Application Notes describe the configuration necessary to connect Avaya IP Office Release
8.1 and IntelePeer CoreCloud SIP Trunking Service.

All of the test cases have been executed. Despite the number of observations seen during testing as
noted in Section 2.2, the test results met the objectives outlined in Section 2.1. The IntelePeer
CoreCloud SIP Trunking Service is considered compliant with Avaya IP Office Release 8.1.
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