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Name of problem  Microsoft Windows 2008 Enterprise Certification Authority server does not support web enrollment for version
3 certificate templates.

Product Su ppo rt Notice © 2008 Avaya Inc. All Rights Reserved.

Products affected
Application Enablement Services (AES) 4.x.x using Microsoft Windows 2008 Enterprise Certification Authority (CA) server.

Problem description

The server certificates exchanged between Avaya AES and Microsoft Live Communications Server (LCS) / Microsoft Office
Communications Server (OCS) must support both Server Authentication and Client Authentication key usage. The certificate template
is used to create server certificates for both AES and LCS/OCS.

Note: In case of OCS server pool, the load balancer must have certificate with both Server Authentication and Client Authentication.
Microsoft Windows 2008 Enterprise CA Server does not support web enrollment for version 3 certificate templates.

Resolution

Following are the steps to create and use a version 3 certificate template on the Windows Server 2008 Enterprise CA.

To create a template:

Follow the steps given below:

1. On the windows 2008 Enterprise CA server, launch the CA Microsoft Management Console (MMC) snap-in.

2. Inthe left pane of the Certification Authority MMC snap-in, expand the CA node, right-click on Certificate Templates, and
select "Manage" to launch the Certificate Templates MMC snap-in.

3. Inthe right pane of the Certificate Templates MMC snap-in, right-click on the Web Server template, and select "Duplicate
Template".

4. Inthe Duplicate Template dialog box, select Windows Server 2008, Enterprise Edition.

Duplicate Template x

You can creake certificate templakes with advanced properties, Howewver,
not all Windows Cas support all certificate kemplate properties, Seleck the
wersion of Windows Server (minimum supported CAs) For the duplicate
certificate template,

i~ windows 2003 Server, Enterprise Edition
* Windows Server 2003, Enterprise Edition

Learn mare about Certificate Templake YWersions,

Ik I Cancel




5. Inthe Properties of New Template dialog box, select the General tab, and enter a descriptive Template display name and
Template name.

Properties of New Template

lzzuance Reguirements | Superzeded Templatesl E:-:tensiansl Security
General | Requeszt Handling I Cryptography I Subject Mame

Template dizplay name:

Fimimurm Supported Chs: wWindows Server 2008

After you apply changes to this tab, you can no longer change the template
Narme.

Template narme:
||:D|:|_l,l of WwWeb Server

W alidity perind: Renewal period:

| 2 I_I.Jears =] | & Iweeks |

[~ Publish cerifizate in Active Directory
I™ | Danat autamatically reerrall it 2 duplicate certificate exists in Active
[Mirectom

r Far autornatic renewal of smart card certificates, uze the exizting key
if & new key cannot be created

Ok, I Cancel Apply Help

6. Inthe Properties of New Template dialog box, select the Request Handling tab, and ensure that Purpose is set to "Signature
and encryption".

Properties of New Template

|zzuance Requirements I Superseded Templates I E stenzionz I Security I
General Request Handling | Cryptography I Subject Mame

Purpoze: Signature an
[T Delete revoked on expired certificates (do not anchive]
[ Include symmetric algorithms allowed by the subject

[" Aichive subject's encryption private keyp

r [Uze advanced Symmettic slgarithnm b send the key
fo the LA

r Add Read permizzions to Metwork Service on the private key [enable
far machine kemplates only]

[~ Allaw private key ta be expaorted

Do the following when the subject iz enrolled and when the private key
azzociated with this certificate iz uzed:

% Eriroll subject without requiting any user input

€ Frompt the user during enrcliment

Erampt the user duning enrellment and require wser input when the
private keyis uzed

0k | Cancel I Apply Help
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7.

8.

In the Properties of New Template dialog box, select the Subject Name tab and ensure that "Supply in the request” is
selected.

|zzuance Fequirements I Superzeded Templates I Entenzions | Securty |

General I Fequest Handling I Cryptography Subject Hame

¥ Supply in the request
Select thiz option to allow a wariety of subject name formats or if pou do
not have access to the domain of which the subject iz a member.
Autoenrallment iz not allmwed if you choose this option,

¢ Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate adninistration,

Subect name format:
INDne j

I™ | Inelude e-mail name it subjsct name

Include this infarmation in alternate subject name:
™| E-mail mame

I™| BHE name

I™ | User priticipal name (RH]

[T | Semvice principal name [SEH]

0k | Cancel I Aaply I Help I

General I Request Handling I Cryptography | Subject Mame
Issuanceﬂequirementsl Superseded Templates  Extensions | Security

To madify an extension, select it, and then click Edit.

Estenzions inchided in this template;

15 Application Policies

. Certificate Template Infarmation
I:l lzsuance Policies

m Key Uzage

Dezcription of Application Policies:
Server Authentication ;I

ok | Cancel I Apply | Help
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In the Properties of New Template dialog box, select the Extensions tab. In the Extensions included in this template section,
select “Application Policies” and click on "Edit".

Propetties of New Template E3 I
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9. Inthe Edit Application Policies Extension dialog box, click Add.

Edit Application Policies Extension

An application policy defines how a certificate can be
Lzed.

Application policies:

Server Authentication

Add. | Edi. | Remove |

[T Make thiz extension critical

[k I Cancel |

10. In the Add Application Policy dialog box, select Client Authentication and click OK.
ndd Application Policy I

An application policy [called enhanced key uzage in Windows 2000]
definez how a certificate can be used. Select the application policy required
for walid signatures of certificates izzued by thiz template.

Application policies:

Ay Purpoze -
Certificate Request Agent
ar

L =LA
Code Signing
CTL Uzage
Cugital Rights
Drirectary Service Email Beplication
Driocument Sighing
Embedded ‘wfindows System Component Yerfication
E nicrupting File Spstemn
File Recoven
IP zecurity end system
IF zecurty IKE intermediate ;l

MHew...

] I Cancel |
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11. In the Edit Application Policies Extension dialog box, ensure that both Server Authentication and Client Authentication are

included in the Application Policies list then click OK.

Edit Application Policies Extension

An application policy defines how a certificate can be
uzed.

Application policies:

Client &uthentication
Server Authenhtication

Add. Edi. | Femove |

[T Make thiz extenzion critical

0k | Cancel |

12. In the Properties of New Template dialog box, select the Extensions tab. In the Extensions included in this template section,

select Key Usage and click Edit.

Properties of New Template »
General I Requezt Handling I Cryptography | Subject Mame

|zzuance Requirements I Superseded Templates  Extensionz | Security

To modify an extengion, select it, and then click Edit.

E stenzions included in this kemplate:

Application Policies
:| Certificate Template Information
:I lzsuance Policies

sage

Dezcription of Key Uzage:

Signature requiremnents: ;I
Diigital zignature

Allow key exchange only with key encryption
Critical extengion,

(] | Cancel I Apply | Help |
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13. In the Edit Key Usage Extension dialog box, uncheck "Make this extension critical” and click OK.

Edit Key Usage Extension I
Specify the required zignature and security options for a key uzage
extenzion,
— Signature

V¥ Digital signature

™ Signature is proof of origin [nonrepudiation)
™| Certificate signing

[T CRL signing

— Encruptiaon
© allow key exchange without key encivption [key agreement]

e Allow key exchange only with key encroption [key encipherment]

[T Allow encryption of uzer data

[ take this extension critical

Cancel |

14. In the Properties of New Template dialog box, click OK.

General I Request Handling I Crpptography | Subject Mame
|zzuance Requirements | Superseded Templates  Extensions | Security

To modify an extenzion, select it, and then click Edit.

Estenzions included in this template:

Application Policies
:| Certificate Template Information
:I [zzuance Policies
I F.ey Uzage

D ezcription af Key Lzage:

Signature requirements:; ;I
Dhigital zignature

Allows key exchange only with key encrpphion

k. Cancel Apply | Help |
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15. In the Certification Authority MMC snap-in, expand the Certification Authority node; right click on Certificate Templates,
select New and point to Certificate Template to Issue.

B Manage Encrypting File !
“lient & ikhenkic

_ Certificate Template to Issue "

View " Client Authentic

Mew Windaw From Here Encrypting File
ion Aukbarity <Al

Mews Taskpad View. .. Microsaoft Trust

Refresh

Expart Lisk...

J Help |

16. In the Enable Certificate Templates dialog box, select the Certificate Template created in Steps 3 -14 and click OK.

To request and install server certificate on an AES server:
Follow the steps given below:

1. Launch a web browser and log into the Avaya AE Services OAM Web Interface. In the left pane, select CTI OAM Home >
Administration > Certificate Management > Server Certificate. In the Server Certificates page, click Add.

V- Application Enable
AVAyA A Operations Administr,

You are here; administration =

CTI OAM Home

~ Administration

r Metwork Configuration
Switch Connections

» CIllink Admin [View] [Add] I Import I [ Expont I |_ Delete ]

» DMCC Configuration

TSAPI Configuration m Issued By |Expiration Date

» Security Database
-~ Certificate Management

~ Server Certificate
Pending Reguests

Default Settings
Trusted Certificate

v Dial Plan

Enterprise Directory
» Host Ad

SMS Configuration
WeblM Configuration

Server Certificates

2. Inthe Add Server Certificate page, configure the following and click Apply.
e Certificate Alias — enter a descriptive name.
e Password and Re-enter Password — enter an arbitrary password.
o Distinguished Name — enter "CN=<FQDN of Avaya AE Services
server>,0OU=<Department>,0=<Company>,L=<City>,S=<State>,C=<Country/Region>" .
Use the same Department, Company, City, State, and Country/Region values entered in Section 5.3 Step 5. In the

below given example,"CN=msavaesl.sitims.net, OU=SITL,O=Avaya,L=Lincroft,S=New Jersey,C=US" is
entered.

e Challenge Password and Re-enter Challenge Password — enter an arbitrary password.
e Leave the other fields at the defaults.
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Host localhost

Certificate Alias |certname
[] create Self-Signed Certificate
Enrollment Method | Manual  »

Certificate Key Parameters:

Encryption Algorithm | 3DES

Password |uuuu

Re-enter Passwaord |uuu"
Key Size 1024 |+
Certificate Request Parameters:

Certificate Yalidity

(Days) 1825
Distinguished Mame |cn=m J———
(DN) YeRmEL

{In DM use comma ',' as attributes separator. To include comma in an attribute v
escape it using backslash. e.g. %,

Challenge Password |uuuu

Re-enter Challenge

3. Inthe Server Certificate Manual Enrollment Request page , copy the entire contents of the Certificate Request PEM textbox
into the Windows clipboard, and past it into a text file <filename>

rAVAyA - Appli(;ation Enablement Sen

Operations Administration and Maint

Y¥ou are h

=14=H

CTI OAM Home
- Administration

Server Certificate Manual Enrollment Request
» Metwork Configuration

Switch Connections
CTI Link Admin
DMCC Configuration
TSAPI Configuration
Security Database
+ Certificate Management Certificate Request PEM:

-+ Server Certificate Lo BEGIN CERTIFICATE REQUEST-———-

banding Bequests MITBbzCEEZQIBADAXMRUWEwYDVOODEwxteXNlenEleisjbe0wgZ8wl QY I Ko Z Thvel
£ending kequests | ;
| AQEBBQADgYOAMIGIAoGEAMShNYO Yyt IgCSed) yMVeCdwDe L IQU+C 6T 1ITSIHOC ID

NOTE:
Please make a hote of "Cartificate Alias" as this value will be required for manual import of signed cert,
Host localhost

- v

Certificate Alias: certname

-

Default Set_t‘” = WESHEVF+24MGO8aDEXCS Z50Mkg5 7003 gz TIneS40KEN e [swSe0Ee T+Xyaaviut
Trusted Certificate |xd/BzinTVN+Bolb ZvP£eSOEGEEMNy 16 1qT InvaC i z Iu0y ZmKDO/ ropkeMhS zwill?
¢ Dial Plan | AgNBAAGGTAXBgkghkiGowlBCQoxChlIeGE 2ol dvemQuD OV TKo 2 ThwcNAQEEBQAD

e e YYEAThVEhF j TkaoSsk9THyTOT/ 2 ¥/ Xyr P Tr ROpROTZ wit phaz j 2 KD i 6t WO wlluk
kO1bH=Ft6BEEvaT1W+3s TEEW49NILygEbQ3EhZ/ covupf e BX7OwHE vl geBgTC i1
» Host A4 ‘Qn+IfNERqurQnsth-J'?vj yipwgnsd It 10JgMacYaCcHGMOa 0=
SMS Configuration | | ———-- END CERTIFICATE REQUEST----—-
Webl M Configuration

Bridged Alert Config

4. Copy the file created on the step 2.3 to Windows 2008 Enterprise CA server.

5. On the Windows 2008 Enterprise CA server, Click Start->Run, on Run dialog box, type “cmd” on the Open field, then click
OK.

6. On the Command Prompt console, type
certreq -attrib "CertificateTemplate:<template name created on step 1>", then press Enter.
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7. On the Open Request File dialog box, select the file created on step 2.4.

Open Request File =

./._.\. ./._.\. r ' e
CLL "ﬁ; ~ administrakar - - l‘gl ISearch Fel
Organize * 5= Wiews ¥ | Mew Folder (7]
Favarite Links Mame = |v| Diate modified |v| Size |v| Folder path |v|
Zontactks 6f25/20058 10:05.., CAUsersiadmini.. .
BE Desktop I oeskiap £/30/2003 11:40,.. CiiUsers\Admin. .
K Computer T Documents Bf26f20058 12:19.., CAUsersiadmini.. .
"F Docurments i‘D Downloads 6f25/20058 10:05.., CAUsersiadmini.. .
i‘E Y — ‘E Favorites 6f25/20058 10:05.., CAUsersiadmini.. .
) i‘D Links 6f25/20058 10:05.., CAUsersiadmini.. .
TJ," Music . .
iT-J,"r'-ﬂusu: 6f25/20058 10:05.., CAUsersiadmini.. .
&y Recently Changed IE Pictures 6/25/2008 10:05. .. €\ Userstadmini. .
i'Ell Searches i‘D Saved Games 6f25/20058 10:05.., CAUsersiadmini.. .
 Public i'E]’Searches 6f25/20058 10:05.., CAUsersiadmini.. .
‘E Wideos 6f25/20058 10:05.., CAUsersiadmini.. .
|;||:|I:|Iir|1 &) 146 PM 1KE CAUsersiadmini...

8. A window will appear where you can select the CA that will issue the certificate. Select the issuing CA and click OK.

helect Certification Authority

Select a certification authoriby (CA) wou wank bo use.

4
.@ drnccdesd

| Camputer
VEMOMZ, aesca. avaya.com

1 | H
ok |

Cancel |

9. On the Save Certificate window, enter the output file name.

Save Certificate | x|

(_} ;:_;; "ﬁ ~ administrator - - l“t_]] ISearch @J
File name: I | j
[

Save as bype: IX.SDQ Certificate (*.cer; *.crt; *.der)

*  Browse Folders |

Save I

10. Copy the created file on your local machine.

11. In the left pane of the Avaya AE Services OAM Web Interface, select CTI OAM Home >Administration > Certificate
Management > Server Certificate > Pending Requests. In the Pending Server Certificate Requests page, select the Alias
for the certificate request created in Steps 1 — 3 and click Manual Enroll.
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A_ppi”i"(;tion Enablement Sei

Operations Administration and Main

CTI OAM Home You are here:
| - Administration
| Network Configuration
Switch Connections
CTI Link Admin
DMCC Configuration
S el server  Mon Jun 30 2008 20:44:52
Certificate Management
~ Server Certificate
Pending Requests
Default Settings
Trusted Certificate

Administration =

Pending Server Certificate Requests

-

1L

[ Manual Enrall H Auta Enrall H Delete I

£

-

4

[l certnarme Tue Jul 01 2008 02:18:36

12. In the Server Certificate Manual Enroliment Request page, click Import.
You are here: = Administration = Certificate Management

Server Certificate Manual Enrollment Request

NOTE:

BPlease make 3 note of “Certificate Allas" as this value will be required for manua! import of sighed o
Host localhost

Certificate Alias: certname
Certificate Request PEM:

MIIBhzCEZQIBADAXMRUWEYYDVOODEwxteXNlocnZloeiSiha 0wgZ8who¥IKo Z Thwvell
AOEBEQADGYOANIGIACGELANONN YOV IgCSed j yIWeCAwDe £ IQU+E 6T 1 ITEJHOC ID
WeZO9gEwF4=4MGo98alExXCE 250 kg7 ocHNIgeTIne94C0KEN je IswSe3Ee I+ XygSvOwy
®d/ Bz AnTVN+EgNb Z iwvPEeS9EGEBENMNg 18 1gTInwvoC iz IudyImKD O/ ropkeMhS zwll?
AgMBAAGGTAYEgkghkiGOwOBCQexChMIcGF o3 dvemQuD oY I Ko ZThweNMAQEERQLD
gTELTRVILF 7 kao9=2k9 Ny TOT 2V Zyr P Yr RO pRDTZwit phaz J2 K01 6t W wlliuk
KO1bHAFL 6BEXyaT1lW+3sTEEWEOMILygELQIEhI/ covup £t BX79wHEydoqeBgTC j 1
O+ I/NERVTUr QRsqe 7w ivipugns It 10JgqMacTaCHGMO AOg=

13. In the Server Certificate Import page, enter the same Certificate Alias, ensure that the 'Establish Chain of Trust' checkbox is
checked, paste the copied contents from Step10 into the Certificate PEM textbox, and click Apply. If the import is

successful, the message "Certificate imported successfully" is displayed on the Server Certificate Import page.
Server Certificate Import

Host localhost
Certificate 4lias |certname|

Establish Chain of Trust
Certificate PEM:

FTe2VzLENCPVN1cnZpTeVeLENCOP UNvhmZp Z3VyTERpLE 4sRENS YWz T2ESREMIYEZh -~
eWESREMIYZOrPZNEQ2VydG Lina MThdGU/ ViF 2 ZTow Tip 1 T3IRDBGF zez 13 ZXT0aWIp
TeF0awsuQEvoaGoyaXRoNFgGCCaGAQUFEz AChkxodHRWO18vdnVubh 2 0¥LioF 1c2Nh
LF2TELhLndwh 39D ZXI0RWSvhexsL1ZF TSN ShE ) Y35 hdmF ST35 b2 1£2G1)
TeRLAIQUY3IJOMDwGCSsGAQOEY eVEWOvHCOGISaGAQRE JcVCPHPEYWLYRSD 6 ZKY
hI+EVY¥awvyEgBI7wploTs JngC ANQC AQe wIwY JEWYEEAGCNX UKEBEowGD AKBggr BEEF
BOcDATAKBgyr BgEFBOcDA) ANBykghkiGowOBAQUF AAOC ACE AL TVEOLU7E OLEL 1BU
ASmeWo/ ZPEZMIRSSA/ / CZIVIAnMUGEGZh THr hul GeymLFr SwekE9QHyp igI yDRUGLZ
+016EBgndrrozdlogknthowk ZNREA jyVivarbhCipGEIThQiedgoEponKSSUTERAE
i/ 16 TDodCVDOZgpogmip+7 1 sglaRENp4V2 D TAyeBux Z07R I nV AgRnhT i+ i 44F
Ar9cklthL37PhOTLIF O6Em/ Tedu0DELENIhUKTIQD 1/ dz9z0+58 SkATrh s +TnwTL

JpHEDEnQ?i+I¥CaHn v IKp+CEIMgFBEpr1Gt QI 90a3 3Fm23 5Dkidlr J391BHnwza 1
HBEsVog==
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To Install a Microsoft Certificate Services-based certificate on the Microsoft LCS 2005 or OCS 2007:

Please use Chapter 3 of the AE Services Implementation Guide for Microsoft LCS 2005 or OCS 2007 Issue 5 - December 2007
http://support.avaya.com/elmodocs2/AES/4.1/02-601893 _i5.pdf

Workaround or alternative remediation

Version 2 certificate templates can be used for the web enrollment procedure.
Remarks

n/a

Patch Notes
The information in this section concerns the patch, if any, recommended in the Resolution above.
Backup before applying the patch
n/a
Download
n/a
Patch install instructions Service-interrupting?
n/a No
Verification
n/a
Failure
n/a
Patch uninstall instructions
n/a

Security Notes
The information in this section concerns the security risk, if any, represented by the topic of this PSN.
Security risks
n/a
Avaya Security Vulnerability Classification
Not Susceptible
Mitigation
n/a
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For additional support, contact your Authorized Service Provider. Depending on your coverage entitlements, additional
support may incur charges. Support is provided per your warranty or service contract terms unless otherwise specified.

Avaya Support Contact Telephone

U.S. Remote Technical Services — Enterprise 800-242-2121

U.S. Remote Technical Services — Small Medium Enterprise 800-628-2888

U.S. Remote Technical Services — BusinessPartners for Enterprise Product 877-295-0099
BusinessPartners for Small Medium Product Please contact your distributor.

Canada 800-387-4268

Caribbean and Latin America 786-331-0860

Europe, Middle East, and Africa 36-1238-8334

Asia Pacific 65-6872-8686

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED “AS IS”.
AVAYA INC., ON BEHALF OF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO
AS “AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS
OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS’
SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION
WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL
DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF

SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS.
SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.

All trademarks identified by ® or ™ are registered trademarks or trademarks, respectively, of Avaya Inc.
All other trademarks are the property of their respective owners.
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