AVAYA

Job Aid: Creating Additional Remote Access Logins

This job aid describes the steps required to add an additional remote access login to the Avaya
S8300, S8500, and S8700 Series Media Servers. These logins may be used to establish a
Point to Point Protocol (PPP) connection via the media server modem to facilitate remote
configuration and/or software upgrade. Once the PPP connection is established normal
procedures (browser, telnet, Avaya Site Administration) may be used to connect to the media
server and its applications.

For Local Spare Processor (LSP) installations, remote logins that are added at the main will be
propagated to the LSPs during filesync operations. It may be desirable to add a remote login at
a LSP installation before a login is created by filesync. This remote login could then be used to
establish a PPP connection to the media server and would allow remote configuration of the
media server during installation. A locally added login will eventually be overwritten by the
logins that are added at the main media server.

'\ CAUTION:

If remote logins are added at both the main and LSP locations care must be
taken to ensure the logins exactly match. If the logins do not match it will result in
two distinct logins being created at the LSP.

Required Equipment

No tools or additional hardware parts are required. Local access to the media server(s) via the
service port will be required.

Pre-site tasks

Before you go on site, verify that the following tasks are done.
« Obtain the password for the dadmin login for the site(s) where a remote access login
needs to be created.

Note:

For a new installation this may be the default password. The first time the default
dadmin password is used it must be changed. Keep this password in a safe
place.
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Job Aid: Creating Additional Remote Access Logins

Steps to create a remote access login on a media server

Use the following steps to create a login on a media server. For this example we will use
bpr enot e as the login name that will be added. However, it may be any unique string that
meets the requirements for an Avaya Communication Manager login.

1. On a locally connected PC (via the services port, not the modem) log into the Avaya
Communication Manager SAT using the dadmin login.

2. If required, change the dadmin password.

3. Use the add | ogi n bpr enpt e command on the SAT to initiate the process.

add | ogin bprenote Page 1 of 1
LOG N ADM NI STRATI ON

LOG N BEI NG ADM NI STERED
Logi n’s Nane: bprenote
Logi n Type: custoner
Service Level: renote

-
LOG N S PASSWORD | NFORMATI ON -
Logi n’ s Password:
Reenter Login's Password:
Password Aging Cycle Length (Days):
-
LOGOFF NOTI FI CATI ON
Facility Test Call Notification? y Acknow edgenent Required? y
Renpte Access Notification? y Acknow edgenent Required? y

4. Change the Service Level field to remote. This is the entry that associates this login with
the modem/ppp access. If this field is not changed, a normal SAT login will be created but it
will not be usable to establish a PPP connection via the modem.

5. Enter a unique password as required on the screen.

6. Enter the desired value for password aging. Valid values are 1 - 99 days or blank to disable
password aging.

7. Submit the form.
8. Save translations.

Note:

If LSPs are equipped a save transl ations | sp will cause the new remote
login(s) to be pushed out to the LSPs. Otherwise, if it is enabled, this will happen
during daily maintenance. See di spl ay system par aneters

mai nt enance.
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Using the remote access login from a PC

9. On the locally connected PC (via the services port, not the modem), open a web browser
session and connect to the Maintenance Web Interface via the services address
(192.11.13.6). Click on Configure Server and using the Configure Individual Services option
display the Set Modem Interface screen. Make note of the IP address administered here.
This address will be used to connect to the media server once a dialup modem connection
is established.

I\ CAUTION:

Do not change this IP address unless directed to do so by Avaya. This IP address
is administered at initial system installation and is required to remain unchanged
for Avaya participation in warranty or service work.

G | Configure Individual IP Services - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help ,1"'
v § — i1 2
@ Back - ,_,z' \ihl @ ."] 7 I Search ‘-E'F'\T’ Favorites @ Media @ S -

_ = |
ps:(1192. 11,13, 6kcgi-binjcgi_main?w_corfigs v|G.:. Links ? & Snaglt |

>

Address

| Configure Individual IP B : -~
| Services m' Configure Server =
| Rewview Notices

|  set Identities Set Modem Interface: ot
| Configure Interfaces

| [ff'“f!'.:l""e '—"':'P Avava services must assign the following IP addresses and

| Configure Switches return routes if Avaya services maintains this product,

| SetDNS/DHCP

| et Static Routes ;

i Configure Time Server IP Address: !10.1.1.3? | -

il Set Modem Interface

i

I@l =] %J Local intranet

Using the remote access login from a PC

Once a remote access login is created it may be used to connect to the media server via the
modem. Before you can connect to the media server a network connection record must be
created on your PC.

A individual connection record may be created for each customer. When individual connection
records are used, the telephone number associated with the media server modem is stored in
the connection record. With individual connection records the connection may be established by
double clicking on a desktop icon or the connection record in the Network Connections window.
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A generic connection record may be created for use with all customers. The generic connection
record will require that the telephone number for the desired media server modem be input
when the connection is established. The generic connection may be established by double
clicking on a desktop icon or the connection record in the Network Connections window. After
starting the connection process via the generic connection record, the user will be prompted to
enter the correct telephone number.

The following pages provide an example of how to create and use a generic connection record.
These steps are typical of a Windows XP operating system. Other Windows operating systems
will be similar.

1. From the START button, click on Control Panel. On the control panel double click on
Network Connections. On the Network Connections screen double click on Create a new
connection to start the New Connection Wizard.

Edit Wiew Favorites Tools Advanced Help

L@ pSEarch [L Folders v

Address | &4 Network Connections b | i

Dial-up

Metwork Tasks 3

Create a new connection ﬁ
ATAT Global
Metwork

See Also
d) Metwork Troubleshooter LAN or High-Speed Internet

Jﬂ ,gg ,,-% .Lﬁ
Other Places ' ' ]

1394 Local Area YPMNremote Wirele
E} Control Panel Connection  Connection Virtual &... Metwor

&3 My Network Places

My Documents
!i My Computer

Details

Network Connections

Cuotarn Faldar
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Using the remote access login from a PC

2. Click on Next.

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Intemet.

* Connect to a private networlc, such as your workplace
networl.

To continue, click MNead.
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Job Aid: Creating Additional Remote Access Logins

3. Select Connect to the Internet on the Network Connection Type screen. Click on Next .

New Connection Wizard

Metwork Connection Type
What do you want to do?

(=) Connect to the Intemet:
Connect to the Intemet so you can browse the Web and read email.

) Connect to the network at my workplace
Connect to a business network (using dial-up or YPM) so you can work from home,

a field office, or another location.
() Set up an advanced connection

Connect directhy to another computer using your seral, parallel, or infrared port, or
set up this computer so that other computers can connect to it.
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Using the remote access login from a PC

4. Select Set up my connection manually from the Getting Ready screen. Click on Next .

New Connection Wizard

Getting Ready
The wizard is preparing to set up your Intemet connection.

How do you want to connect to the Intemet 7
() Choose from a list of Intemet service providers (15P=)
(*)iSet up my connection manually:

For a dialup connection, you wil need your account name, password, and a
phane number for your 15P. For 3 broadband account, you won't need a phone
number.

") Use the CD | got from an ISP
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5. Select Connect using a dial-up modem from the Internet Connection screen. Click on
Next .

New Connection Wizard
Intemet Connection
How do you wart to cannect to the Intemet?

(%) Connect using a dial-up modem:

This type of connection uses a modem and a regular or ISON phone line.

() Connect using a broadband connection that requires a user name and
password

Thiz is a high-speed connection using etther a D51 or cable madem. Your ISP may
refer to this type of connection as PPPoE.

") Connect using a broadband connection that iz always on

This iz a high-speed connection using either a cable modem, DSL or LAN
connection. it is always active, and doesnt require you to sign in.

8 Creating Additional Remote Access Logins



Using the remote access login from a PC

6. Enter a name for this connection. The name Customer Switch was entered in this
example. Click on Next .

New Connection Wizard

Connection Name
What is the name of the service that provides your Intemet connection?

Type the name of your 15P in the following boo.
ISP Name

iCustDmer Switch|

The name you type here will be the name of the connection you are creating.
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Job Aid: Creating Additional Remote Access Logins

7. Enter the phone number of the switch to be called.
For a dedicated individual connection record this should be the number for the modem on
the media server.
For a generic connection record you may leave this field blank.

Which ever type of connection you create you may update or change the telephone number
when you use the connection. A placeholder, as indicated in the screen capture below, may

be entered at this time. Click on Next .

Phone Numberto Dial
What is your 1SP’s phone number?

Type the phone number below.

Phone number:

1123-456-7390)

You might need to include a "1" orthe area code, or both. f you are not sure
you need the extra numbers, dial the phone number on your telephone . i you
hear a modem sound, the number dialed is comect.

< Back ” Mead = ][ Cancel
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Using the remote access login from a PC

8. Leave the User name, Password, and Confirm password fields blank. Check the three
boxes appropriately for your system. Unless this PC will be dedicated to the media server
you should generally clear the top two boxes. Click on Next .

. New Connection Wizard

Intemet Account Information
You will need an account name and password ta sign in to your Intemet accourt.

Type an ISP account name and password, then write down this information and store it in a
safe place. (f you have forgotten an existing accourt name or password, contact your ISP}

User name: |

Password: |

Corfirm password: |

[ ] Use this account name and password when anyone connects to the Intemet from
this computer

[ ] Make this the default Intemet conmection

[+]:Tum on Intemet Connection Firewall for this connection;
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9. If you want this connection to have an icon on the PC desktop, check the box. Click Fi ni sh
to complete the wizard and launch a Connect screen.

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Customer Switch
* This connection is firewalled
* Share with all users of this computer

The connection will be saved in the MNetwaork
Connections folder.

[ ]iAdd a shortcut to this connection to my desktop:

Tao create the connection and close this wizard, click Finish.

< Back " Finish l[ Cancel
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Using the remote access login from a PC

10. A Connect screen similar to this will appear. This screen is also available via the desk top
icon (if it was created) or from the Control Panel->Network Connections window.

Click on the Properties button.

Connect Customer Switch

User name:

FPassword:

[ ] Save this user name and password for the following users:

Me ooly
Anyone who uses this computer
Dial- |12}45&?39u v|
| Dal || cancel || Propeties || Hep

03-300451
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11. Click on the Options tab of the Dial Properties window:
- Clear the check-box for: Prompt for name and password, certificate etc.

- Clear the check-box for: Redial if line is dropped

P~ Customer Switch Properties

Dialing options

Display progress while connecting

[ ] Prompt for name and password, cerfficate, etc.  <€———
[ Include Windows logon domain

Prompt for phone number

Redialing options

Bedial attempts: i.'EI- — |
Time between redial attempts: ! 1 minute w |
Idle time before hanging up: |25' minutes v |

[ |Redial if ine is dropped! ~<€——

ok || Cancel |
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Using the remote access login from a PC

12. Click on the Security tab of the Dial Properties window.

- Check the box for: Show terminal window
- Click on OK

' ¥ Customer Switch Properties

i.Geneﬁ]I- ||Eptinns | Securty | Netwarking ii?“ﬁ:hranced|

Securty options
(%) Typical recommended settings)
Walidate my identity as follows:

|.Pu.||nw unsecured password

L e

Interactive logon and scripting

Show teminal window
[ ] Bun script:;

-

ok || Cancel |
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13. Change the telephone number if it is not correct and click on the Dial button. The PC will
dial the number and handshake with the modem connected to the media server.

Connect Customer Switch

Dial: || Y|

L Dial ,][ Cancel ][ Properties J[ Help ]

If the telephone number is changed a confirmation window will pop up asking if the change
should be made permanent.

Network Connections

\ ? ) Make the phone number change permanent?
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Using the remote access login from a PC

14. An After Dial Terminal window will pop up. NOTE: If the After Dial Terminal window does
not pop up, check the Security tab of the Dial Properties window and make sure the Show
terminal window field is checked. See step 12.

Type in the remote login (for this example it is bpremote) followed by <ENTER>
Type in the Password followed by <ENTER>.
The media server will respond with the Start PPP now! . . . string.

Click on the Done button at the bottom of the window.

Af_ter Dia-l Terminal

3rd —— Done ] [ Cancel
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15. A status window will pop up to verify the connection status.

Connecting Customer Switch...

“:5 Werifying usemame and password...

16. A second status window will indicate that the PC is being registered on the media server
network.

Connecting Customer Switch...

17. At this point there is a Point to Point Protocol (PPP) connection established between the PC
and the media server. One way to tell that there is a connection is to look in the system tool
tray at the bottom of the PC screen. An icon showing two computers connected together will

be present.

Mouse across the icon on the PC screen and a pop up window will be produced. The
connection name and some limited status information will be presented. Right click on the
icon to bring up a menu of options regarding the connection.
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Using the remote access login from a PC

18. To find the Modem Interface IP Address (if you do not have the address from step 9 above):

- On your PC open a Command Prompt Window
(Start>Al'l Prograns>Accessori es>Conmand Pronpt)

- Enter the command i pconfi g. A screen similar to the one shown below will appear.

The connection name and relevant connection data will be displayed. For this example it is:
PPP adapter Customer Switch

The Modem Interface IP Address of the media server is one (1) less than the address
presented by the i pconf i g command. This means that in this example the IP Address on
the media server would be: 10.1.1.37 (See step 9). This address (10.1.1.37 for this
example) will be used when establishing connections to the Web Interface, SAT, or the
Linux shell on the media server.

ommand Prompt

;Ethernet adapter UPHNremote Uirtual Adapter:

Connection—specific DNS Suffix
IP Address. . . . . . .

Subnet Mask . . . . .

Default Gateway . . .

1692.254.69.67
255.255.8.8

Media disconnected

: Media disconnected

Connection—specific DHE Suffix

IP Address. . . . . 18.1.1.38 <€4——
Subnet Mask . . . . 255 _255 255 255
Default Gateway . 18.1.1.38
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19. Once a PPP connection is established the Modem Interface IP Address may be used to
connect to the various applications on the media server. For example a web interface
session may be started by inputting the Modem Interface IP Address to a browser.

FEXE
File Edit View Favorites Tools Help -':‘F
. I = L] e - TR
@ Back - u) \ﬂ @ -’.‘J j'} Search “-E/'_n'\? Favorites e" Media {-‘3 E': * .,;%
Address | @] http://10. 1. 1.37/unseccgibinfunsec_login  <€—— % Go ' Eorbink en v @DISABLED

AVAYA VisAbility™Management Suite

Standard Management Solutions

I

<} http://10.1.1.37/unsec-cgi-bin/unsec_login - Microsoft Internet Explorer

g

Help

Welcome

The Standard Management Solutions are browser-based tools for installation,
administration, maintenance, and upgrade of Avaya Media Servers, including 8300
and 38700, and G700 Media Gateways.

Before You Begin

Be aware that this system is restricted to authorized users for business purposes,
Unauthorized access is illegal, and may be monitored for administrative and security
reasons. By proceeding, you consent to this monitoring.

Awvava provides you a security certificate to protect against illegal access to the
website in which you are communicating. Before you continue, click Help for the
procedure to accept the certificate before logging in to the Standard Management
Solutions.
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Using the remote access login from a PC

20. The connection that was just added now appears on the Network Connections screen. In
the future you may use the connection by double clicking on it in the Network Connections
screen.

"= Network Connections )
File Edit View Favorites Tools Advanced Help

eﬁack - '\ni; l? 5ear::h [1 . Folders v

Address | & Network Connections be? |
Dial-up
Hetwork Tasks
F
. Create a new connection : L
-
ATET Global Customer
Metwork Sweitch
See Also
$ Metwork Troubleshooter LAN or High-Speed Internet
g = B &
Other Places : : ] i
1394 Local Area YPMNremote Wireless
[} Control Panel Connection  Connecton  Virtual A... Metwork. ..

'I_Eg My Metwork Places
[El My Documents
W My Computer

o

Details

Network Connections
System Folder

21. To disconnect a PPP session, right click on the icon in the system tools tray. Click on the
Disconnect option.
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Appendix A -- Setting up an Avaya Site Administration
Voice System Connection.

To begin, click on the Create a new voice system for administration button.

Lt Avaya Site Administration

File Edit Wiew Swskem Action Tools Window  Help
Sl@sl @) »[w]e]x ] DEE
1]

General

Give the system a name. This is a unique string to identify this system in Avaya Site
Administration. It will not affect the system.

Add Yoice System

X

Enter the name of the Woice Spztem.

“'ou can make thiz name up, or vyou can use the name that your
arganization haz already given ta this system,

Yoice System Mame: | Customer Switch

Thiz name will appear in Avava Site Adminiztration windows to
reprezent thiz Woice Syztem. |t does not hawve any effect on the
actual Yoice Suztem.

i~ Shared Systems
& Local System

= Shared Syztem

¢ Hac l MHext » ] Cancel Help

22 Creating Additional Remote Access Logins



Appendix A -- Setting up an Avaya Site Administration Voice System Connection.

Specify the connection method. Click on Network Connection. Network connection is used
because this voice system will be accessed after a Point to Point Protocol (PPP) connection is

established with the media server.

Add Yoice System

How are you connecting the Avaya Site Adminiztration computer to
the Yoice System?

™ Modem or data module

Choosze thiz option if pour computer will dial into the Yoice
Sygtem using a modem or data module.

Direct zerial port connection

Choosze thiz option if pour computer will be connected directly
to the Woice System via a zernial cable.

Metwaork, connection

Choose thiz aption if paur computer and vour Yaoice Sustem
are connected via a computer netwark,

[ Support launching of &vaya S with parameters

I Usze script file to lagin

[ \Docurmen

< Back | Mest = |

Cancel ‘ Help
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Specify the address for this connection. This is the IP address that is administered on the Set
Modem Interface of the Configure Server screens.

Add Yoice System fZI

Metwork, Connechion

You have indicated that vau will be connecting your Awvapa Site
Administration computer to thiz Yoice Spstem through a computer
nebwork.

Ayaya Site Adminigtration must know the "fully qualified domain
name"' [FADM] of the Yoice System, or its [P address.

FAQOM or IP address: ]'IEI.'I.1.3?

For example, an FOOM might be:
computername. department. company. com

Optianally, vau can enter the [P address. For example:
100212123211

If wour do not know the FADM ar P address, azsk the people in vour
organization who zet up the Yoice System, or the people who zet up
yoLr comprber netwark,

< Back | MHest = | Cancel Help
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Appendix A -- Setting up an Avaya Site Administration Voice System Connection.

Specify the TCP/IP port number of the voice system. For Avaya Communication Manager this is
5023.

Add Voice System

M etwark, Connection

Ayaya Sike Adminiztration muzst alzo know the TCPAR part number of
the Yoice System. The port is basically a number for a zoftware
pragram that, when combined with the FADM ar IP addresz, enables
hwio devices on a network. bo cormmunicate.

Computers commonly uze TCPAP part number 23 for making telnet
connections. To uze a different part number, enter it below:;

TCPARP FPort Mumber: ]5023

Ilze S5H Mate : 55H is only supported on Linus bazed wvoice
ayztems.

IF wou chooze "Use SSH", the manual Login option will be dizabled.
[f wou do not know the TCRSAP port number, ask the people in pour

organization who zet up the Yaoice System, or the people who zet up
wour computer netwark.

< Back | et » ] Cancel Help
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Accept the defaults for Timeout settings.

fidd Yoice System E

Metwark, Connection

Haow long do pou want Ayvava Sike Adminiztration o zpend attempting
to establish a connection to this Yoice System before it stops tying?
Enter 0if pau want it ta ko indefinitely,

Timeout for establizhing a connection: i Seconds

Haow long do pou want Ayvava Site Adminiztration to leave an idle
connection up? Enter O f pou want it to stay up indefinitely,

Timeout for sustaining an idle connection: iEI iSecunds_ﬂ

< Back I M et = l Cancel Help
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Appendix A -- Setting up an Avaya Site Administration Voice System Connection.

Select the login option that you want.

Add Yoice System

YWhen pou uze Awvaya Site Administration, each time you perform an
achivity on the YWaice Suztem, it will ask for a login D and pazswaord.

Choose the option pou want.
| want Avaya 54 to log me in automatically

Thiz option zaves vou from having to enter a login |D and
pagzzward every time vou heed to access this Waice System,
However, your Voice System iz vulherable to unauthonized use
if anpone manages to gain access to pour computer and knows
your Avaya 54 password,

[tiz the anly allowed option if “'Suppaort Launching of Awvaga S
With Parameters" or "Use soript file to login" haz been
checked.

¢ | want to log in manually each time

Thiz option protects the Yoice Svatem fram unauthorized use,
Howewver, vou will be required to enter a login D and
paszword every time you perform an action on this Yoice
Sypztem, and it prevents youl from scheduling activities booun
in vour abzence.

< Back | M et > | Cancel Help
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Establish a PPP connection to the media server and test the connection.

X

fidd Yoice System

Yaoice Systern Surmmary:

Add a system to Avaya Site Adminiztration
Yoice Systern Mame = Cuztomer Switch

[l

Connection |nformation:
Tupe = Metwarl:,
55H =HMo
Hoszt =10.1.1.37
Port Mumber = G023

Timeout Yalues:
Connection Timeout [mz] = 40000
|dle Dizconnect [zecs) =0
Login Delay [ms] = 500

[5

If the abowe information is incorect, click Back until pou find the
zcreen where you can comect it

It it iz correct, chck Test to ty out the connechion. g
Click on Test

v

< Back | M et = | Cancel J Help J

Avaya Site Administration will establish a connection to Avaya Communication Manager on the
media Server.

Connecting

- [
—_—

¥ =

Setting up connection, please wait.... Cancel
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Appendix A -- Setting up an Avaya Site Administration Voice System Connection.

If the login type selected was manual, a login page will be displayed. Login to complete the test.
NOTE: After entering the password click on the Continue button. If the login is successful an
advisory screen will be displayed.

Manual Login

A

Enter wour login and pazsword or challenge responze at the promptz. When vou have
entered the login and pazsword [or responze), press 'Continue’,

MOTE: Prezs "Continue" at the "'Terminal Type" prompt,
[f pou have already zelected a terminal type, press 'Cancel and by again,

Login:

c[l;24r[1;1H[0J

Continue [F7] | Send BREAK Cancel Help

If the login was automatic and the connection is functioning properly an advisory screen will be

displayed.

Avaya Site Administration E|

L]
\%) This connection is Functioning properly.
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When the connection and login have been successfully tested a final screen is displayed. Click
on the Finish button to save the entered information.

Add Yoice System E|
Test Successful |

YYou have supplied Avaya Site Administration with the information it
heeds to cohnect ta the Waoice Svstemn named "'Customer Switch'',
The connection haz been tested and iz functioning properly.

Click Finizh to zave this information and exit the wizard,

You can return to this information later to modify az appropriate. To
do zo, zimply right-click this Yoice System in the Tree tab and chooze
Properties.

T zet up another Yoice Svstem, click the Mew Yaoice Spztem icon in
the Toolbar.

< Back | Finizh | Cancel Help

There are multiple ways to establish a connection to Avaya Communication Manager. For all of
them you must first establish a PPP connection to the media server. Then you may:

« Select the Tree view in the left hand browser pane of Avaya Site Administration. Right click
on the desired voice system name. Select Connect from the menu of choices.

« Display the desired voice system in the Target Voice System box on the tool bar (See
Below). Click on the Tasks tab followed by the Advanced tab of the left hand browser
pane. Then click on Start Emulation.
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Appendix A -- Setting up an Avaya Site Administration Voice System Connection.

L% Avaya Site Administration

File Edit Wwiew 3System Action Tools ‘Window Help

@lﬁlgl El JE||E|><|| &l%l |EI Customer Switch j}@lﬁl
o 3

x|
General

Advanced
Fi Create New Template
ﬁ IJze Template
Generate Call Account
2 Report
Export Data

Import Data

=50 Find and Feplace

tart E mulation

Fault & Performance
hf{ Tasks |"B Tree I

x| Severity I Drake/ Time I Swskem I Description

AT AT HTH T History £ Schedule A, Gonnection Status

Ready
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