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Background

With the introduction of the converged | P telephony solution, customers are concerned that a perpetrator might be
able to gain access to their |P network through the PSTN. The concern isthat a perpetrator could use amodem to
call into the | P telephony system and immediately gain |P connectivity. This paper describes an attack scenario and
explains how the Avaya voice-over-I1P (Vol P) solutions are protected against thistype of attack.

Attack Scenario

The perpetrator is presumed to have access to the public-switched-tel ephone network (PSTN) and has computer
equipment, skills, and architectural knowledge of the internal voice-over-1P solution at their disposal. Additionally,
the targeted customer has a voice-over-IP solution with a mixture of analog, digital, and | P telephones deployed
throughout their enterprise. Finaly, presumethereis connectivity between the IP telephony network and the regular
data network of the enterprise.

Given these conditions, the attack scenario suggests that the perpetrator could call a phone number of any of the
extensions within the enterprise and use a modem to establish connectivity. An |P datalink could then be
established between the perpetrator and the internd | P telephony network, unrestricted by firewalls, resulting in the
perpetrator having the same network connectivity asif they were inside the enterprise.

Inherent Reslience and Defensein Avaya Vol P solutions

Although this attack may appear possible, the components to successfully execute the attack are not available within
Avaya voice-over-IP solutions.

When the perpetrator attempts to make a call into the enterprise and connect to amedia module inside one of the
gateways or port networks (PNs) of the I P telephony system, the media modul es would convert analog or digital
traffic (as appropriate to their interface) into TDM traffic (encoded as standard mu-law or A-law PCM). The TDM
traffic then traverses the TDM buss of the gateway or PN to another media module, which in turn, convertsthe
TDM datato the appropriate signal type for therecelving extension. Media modules do no other type of coding or
decoding. Specifically they do not emulate modems or support tandem modem traffic, nor do they possess native
PPP capabilities.

When needed, the conversion of the TDM traffic to IP isdone in the Vol P processors (not mediamodules). That IP
traffic is directed to some other Vol P processor, or to an endpoint, under the complete control of Avaya

MultiVantage™ Software. Thereisno opportunity for the caller to cause the | P traffic to be diverted to or establish
a PPP connection with another 1P address of the caller’s choosing.

Unlike competitive systems, Avaya does not produce mediamodules with built-in capabilities to demodulate and
establish PPP connections for modem communications.  Additionally, all datatraffic direction isunder the control
of the Avaya MultiVantage Software.

Summary

The threat of implementing a PSTN-to-1P attack, asin the above scenario, isthwarted by three basic e ements of the
Avaya voice-over-IP solution. First, the media modules do not terminate | P traffic or establish PPP connections.
Second, the media modules designs allow for only voice traffic to the TDM bus. Third, al traffic between media
modules and Vol P processors are under the complete control of the MultiVVantage media. Thus, the only accessto a
network an outside party would have to the system viathe PSTN isthe ability to ring a station whose number was
assigned by the customer. The system cannot be perverted to inherently convert an inbound call to a PPP/modem
session on the customers network. Asaresult of these inherent restrictions, this attack scenario should not be
considered possible.
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