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VPNremote Phone

1. Introduction

The VPNremote Phone is a product from Avaya which provides remote communication capabilities for small
office and home (SOHO) users. It provides users with the ability to connect to corporate communications
systems from anywhere with internet access.

The advantage of the VPNremote Phone is that it provides communications which is independent of the users PC
and without opening the corporate network to unauthorized access.

This document covers Cisco configuration

2. Communication Manager and Network Administration

From an administrative perspective, the VPNremote Phone is seen as just another extension on Communication
Manager. The phone could have a DID or non-DID number and it is designed to behave just like an IP
Telephone connected inside the corporate network.

Deploying a VPN Phone really consists of only two main steps. These are 1) administering a new extension and
2) administering access to the VPN network.

Single Extension:
If the end user works remotely full time then a single extension can be configured for an IP Telephone.

Bridged Extension:

When bridged extensions are used, there are actually two phone numbers (DID, non-DID, or combination of the
two) but they act as a single phone. When you receive a call, both phones ring. When you have a message, the
message waiting light appears on both phones.

One reason to use a bridged extension is when the user has both an office phone and a home office. With bridged
extensions, their office phone is a DID number and their VPNremote Phone is a non-DID number and they are
bridged together.

Since the VPNremote phones are remotely connecting it is a good idea to place the VPNremote Phone extensions
on their own IP Network Region. Due to a wide range of home network ISP bandwidths, a codec setting of
G.729 with 3 Frames per Packet is suggested. This allows for a larger range of users to use the service.

CM Levels
Version 3.0 or later

See Reference links for more details.

3. VPN Gateway

VPNremote Phone Beta release 2 from Avaya requires that an Avaya Security Gateway (SG), Cisco VPN
Concentrator or a Juniper gateway is used for the central VPN gateway.

The basic configuration to support VPNemote phone would require the following:

Public and private interfaces configured

Static routes if needed

User accounts for local authentication or external authentication using Radius
VPN which includes your local networks, all users and the IKE and IPSec policies
IP address pool

agrwnE
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Cisco Gateway

The following shows the basic VPN configuration that would be needed on Cisco VPN gateways.

Interfaces

a Cisco Systems, Inc. ¥PN 3000 Concentrator [192.168.42 190] - Microsoft Internet Explorer ;Iilil

J File Edit ‘Wiew Favorites Tools Help ﬁ

J Back ~ = - (D at ‘ iQhsearch [GFavorites  (#History | - S

| address [&] http:/192. 168.42. 190} access.html | @en |Junks =
2 B BLET
d ~+  Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

Save Needed Refresh@
zer Management

Policy Management

Tunneling and Securit This section lets yeu configure the VPIN 3000 Cencentrator's networle mterfaces.
{FhAdministration
In the table below, or in the picture, select and click the interface you want to confipure:
| Interface ‘Status | IP Address | Subnet Mask | MAC Address |Defau1t Gateway

[Ethernet 1 (Private) | UP [192.168.42.190([255.255.255.0 [00.03.40.84 AB 25
[Ethernet 2 (Public) | UP [67.114.207.55 [255.255.255.152[00.03.40.84 AB 26 [67.114.207 1
|DNS Server(s) ‘DNS Server Mot Configured

DNS Domain Name

s Power Supply

Cisco SvsTews

| €] Tunneling and Securicy F’i|° Inkernet
start ||| 1] & 9 || Byser...| Bco.., | Cpho..| @anet...| Fioz. | &sec.| B, | Gacti | Fleve. | Beth., | @ wn..|[E1cs.. Fut.| [ z11em

Authentication Servers:

Configure the Authentication servers for either internal authentication or external Radius authentication.

© 2006 Avaya Inc. All rights reserved.
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7} Cisco Systems, Inc. ¥PN 3000 Concentrator [192.168.42.190]  Microsoft Internet Explorer

Main | Help | Support | Logout

Configuration | Administration | Monitoring

Configuration | System | Servers | Authentication

Save Needed[

This section lets you configure parameters for servers that authenticate users

Tou should have a propetly confisured RADITS, NT Domain, 3DI or EerberosfActive Directory server to access, of you can
configure the internal server and add users to the internal database

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or Test.

Authentication
Servers Actions

Internal (Intermal)
192 168.42.100 (Radius)

Group Configuration:

A group name can be configured to used with either internal users which are authenticated by the Cisco or a
group used for external Radius authentication. Configured under the option User Management.

© 2006 Avaya Inc. All rights reserved.
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onfiguration | Administration | Monitoring

onfiguration | User Management | Groups

Save Needed[

This section lets you configure groups. & group is a collechion of users treated as a single entity.

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To modify other
group parameters, select a group and click the appropriate button

Actions Current Groups Modify

radius (Internally Configured)
WPNPHOME (Internally Configured)

icrosoft Internet Explorer

Configuration | Administration | Monitoring

Configuration | User Management | Groups | Modify VPNPHONE

Check the Inherit? box to set a field that you want te default to the base group walue. Uncheck the Inherit? box and enter a new
value to override base group values

Identity fGeneral i g Client W~ HW Client * PPTP/L2ZTP ~ WebVPN ~ NAC

Identity Parameters
Attribute Value Description
G:uup VPNPHONE | Enter a unique name for the group
Name|
Password || | Enter the password for the group.

Verify, e | [Verify the group's password

External groups are configured on an external authentication server (e.g. BADIUS).

Type Internal groups are configured on the VPI 3000 Concentrator's Internal Database

© 2006 Avaya Inc. All rights reserved.
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isco Systems, Inc. ¥YPN 3000 Concentrator [192.165.42.190] - Microsoft Internet Explorer

| Fle Edi vew Favortes Tooks  Help

VPN 3000
Concentrator Series Manager

=|81x|

Main | Help | Support | Logout

Logged in: admin

Configuration | Administration | Monitoring

| 5 Routing ]
——Static Routes
|—Defaut Satevays General Parameters
[ Attribute Value Tnherit? Description
——OSPF Areas =
—CHCF Parameters Access Hours I’ND RESlrIC‘\DHS’j ¥ |Zelect the access hours assigned to this group.
|—DHCP Relay. F—
[——Redundancy . 13 ¥ |Enter the number of simultaneous logins for this group.
L Reverse Raute njection Logins
—EHanagement Protocols Minimum, Enter the minimum password length for users in this
e 3 [
o Password Length group.
Allow Alphabetic- = = Enter whether to allow users with alphabetic-only
Only Passwords passwords to be added to this group
:% P (tnirutes) Enter the idle timeout for this group. When set
L. . to 0, WebVEI sessions use the Default Idle Timeout
HML Idle Timeont||30 2 : .
| EEvents walue specified in Configuration | Tunneling and
|-E1 General Security | Weh VPN | HTTPS Proxy.
[ dertification Maximum,| (minutes) Enter the masximum connect time for this
|—Time and Date .|| '3
— Connect Time group
——Authentication Filter|| —None— j vl |Enter the filter assigned to this group
fiert Uclate =
Enab‘g Primary DNS! vl |Enter the IP address of the primary DIN3 server.
Dﬁﬁnm Secondary DNS | [V |Enter the IP address of the secondary DI server.
e Primary WINS v |Enter the IP address of the primary WIS server
ase Group
roups Secondary WINS v |Enter the IP address of the secondary WINS server.
Isers
—EHolicy Management [T PPTP
LG Tunneling and Security. . |OL2TP
- Administration 'Ig:nne]mlg ¥ PSec O Setlsct the tunneling protocols this group can connect
i =l otocols it
e [T LETP over IP3ec
Cisco Sistins I Web VP
3 Strin Reahnl v Check to remove the realm qualifier of the username

|

[ |

iﬁstart”] o] & H BJero..| Bco.., | otoc. | Bamet..| Fise., | €5, | e, | Do Fleve. | Beth..| @wn.|[Ecs.. T [EDE sasem

Internal User:

Configure users under the User management option.

isco Systems, Inc. YPN 3000 Concentrator [192.168.42,190] - Microsoft Internet Explorer

NEI

Fie Edt View Favorites Tools Help

wBack - = - (D [ 4| Qsearch [LiFavories (HHistory | Y- Sh

Address [ ] hitpej/192. 168 421 90)access. html

= Peo [|unks >

VPN 3000
Concentrator Series Manager

-E-Configuration
—nterfaces
—EFEystem
CHoervers

This section lets you configure users
Click the Add button to add a user, or select a user and click Modify or Delete

Cwrrent Users  Actions
jkgreense

—HEHAdoress Management

—#HP Routing

—EHvenagement Protocols: —IAE“:1
Loz Madify

—HGeneral

—EClient Updste
——Lnad Balancing
ser Management

ase Group

roups

sers
—FHpuolicy Management
ling and Security
SFHAdmi ration
-EMonitoring

Delete

Cisto Srsrius

Main | Help | Support | Logout

Logged in: admin
Configuration | Administration | Monitoring

Save Neededlg

@] http:/192.168.42. 190 syskem/authjuserauth. him

§astart|

| &= H Gser... | @co.. | pho..| Gonet...| Fioe...| E1sec...| Bomne.. | Facti.| Feve.. | Beth..| @un..|[&7

|| [ trkernet

e | ED 2neEm

© 2006 Avaya Inc. All

rights reserved.
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co Systems, Inc. VPN 3000 Concentrator [192.168.42.190] - Microsoft Internet Explorer o =1 eS|

| Fle Edt View Favorites Took  Help

[ ]
Y VPN 3000

Concentrator Series Manager Logged in: admin

Configuration | Administration | Menitoring

—=HP Routing ;I

—Stetic Routes

—Default Gateways

——OSPF Checl: the Inherit? box to set a eld that you want to default to the group value. Uncheck the Inherit? box and enter a new value

OSPF Areas to owernde group walues
{—DHCP Parameters

|—DHCP Rela
| Redundancy [LETTY

L—Reverse Route Injection Tdentity Parameters
= Frotocols E AT
- Attribute | Value Description

Username Ijkgreene Enter a unique username.

]

&
E]
gl

i

FT
ein

]

i
o

Passwnrrll Enter the user's password. The password must satisfy the group password requirements

SNMP Communities Verify| Verify the nser's password.

KL i

s G VPNPHONE | |Enter th to which thi bel

ot Toup 7| [Enter the group to which this user belongs

I General TP Address| |Enter the TP address assigned to this user
F—dertification

| Time and Date Subnet Mask |Enter the subnet mask assigned to this user.

——Eesszions

ligrt Lpdate

Enah\e
riries
—— o Balancing
lzer Management

ase Group

roups

sers
(—Holicy Management
L EHTunneding and Security.
FhAds
HMonitoring

Cisto StsTens

]
=
=
&

on Apply Cancel |

Lel

i@ start H o & i

| Gypro...| B co... | cotoc...| Gamet.. | @ise..| Esec. | Bore.. | Daen..| [eve.| @ene. | @n (B0, Fe| [ 3z

ternet Explorer

-S|

VEN 3000

Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

—E=HP Routing ;I

—Static Routes

[—Default Gateways

[—oSPE Check the Inherit? box to set a field that you want to default to the group walue. Uncheck the Inherit? box and enter a new walue

CISPF Aress to overnde group values
[—DHCP Parameters

(—LDHCP Relay
| —Recunenc

\—Reverse Roule Iniection General Parameters

|-EHanagement Protocols Attribate Value Tnherit? Description

Access Hours|| Mo Restictions- 7| [#  [Select the access hours assigned to this user
Simul 3
—YY Logins

—iwmw (tminutes) Enter the idle timeout for this user. Mote: A

. alue of zero will not apply to Web VP users. It will be
HEtEverts Idle T 30 "
v:r,;a, I o overridden by the value set for Default Idle Tineout for
—dentification the HTTPS Proxy.

f—Titme: and Date: Maximum|
[ Connect Time L
—authertication

A%n Update Filter|| -MNone— =l

nable

niries " PPTP

L oau Balancing Tumnelin [ L2TP

—EHJser Managemert g [ TPSec [T |Select the tunneling protocels this user can connect with.
Base Group UL [T L2TF over IPSec

(——Groups
o I Wb VPN

—Holicy Management Apphy Cancel
—#Hunneling and Security

Ll istration
FHonitoring

Cisco SvsTews

v |Enter the rumber of simultaneous loging for this user.

<l

(mitmtes) Enter the mazimum connect time for this user.

Il

Enter the filter assigned to this user.

Ll

i#fistart |J o] & H Bjero..| o, | Stoc. | Guver...| Flioe..| Esec.| @ome... | Gincti | Fleve..| Bt | @ wn. [[E s i [z

© 2006 Avaya Inc. All rights reserved.
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isco Systems, Inc. ¥PN 3000 Concentrator [192.168.42.190] - Microsoft Internet Explorer

| Fle Edt view Favortes Took Help

Q VPN 3000
= 2+ Concentrator Series Manager

Configuration | Administration | Monitoring

(—EHP Routing B

|—Static Routes:

|—Defaut Gatevays

[ Q8PF Check the Inherit? box to set a field that you want to default to the group value. Uncheck the Inherit? box and enter a new value

[—OSPE Areas

[(—DHCP Parameters

|—DHCP Relay

|—Redunanc

L Reverse Route Injection IPS ec Parameters

—EHlananement Protocals - N P
P Attribute Value Inherit? Description

I IPSec SA[[ESPAESTEBSHAR]| [T [Select the TPSec Security Association assigned to this user.

—IETE & B

| Teinet Store Password on Client| [~ [#  |Check to allow the TPSec client to store the password locally.

|—Snite

|—SNMP Commurities

HL

—Events

—=Hzeneral

(——idertification

|—Time and Date

to override group values

Apply Cancel

—Sessions
—Authentication

lient Update
nzble
Titries

—— oad Balancing

—EH)ser Managemert

———Base Group

——Groups

—Users

—EHolicy Maracement

—EHTunneling and Security.
-EHAdministration |
-EHVonitoring -
Cisco Srstens

ghstart ||| 71 @& = H Bypro... | Bco.., | cotac...| @inet...| @iz, | &sec.| Bt | Dacti.| @eve.| Beth...| @ .. |[Ecs. Fuot.| (DG zmom

IP Address Pool Configuration

Enable the option to use the client IP address pool under the Address Management option.

T Cisco Systems, Inc. YPN 3000 Concentrator [192.168.42.190] - Microsoft Internet Explorer o [-] |

Fie Edt Yiew Favortes Toos Help ‘

deBack + = - (D [ & | Dsearch [Favoites (BHistory | e Sp

| Address [ €] nitp:fi192.188.42, 190/ access. il | peo HLlr\ks =
“ o VPN 3000 Main | Help | Support | Logout
: .~ Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

{IConfiguration
—irterfaces
—EFSystem
—tServers
F—aAuthertication
(—Authorization
[ ccouig Use Chnt Address [ Ciock o use the TP address supplied by the cliest. This can be ovessidden by
—DHS uset/group configuration.

—DHCE e

] LA T T [T Check to use an IP address retrieved from an authentication server for the client,
[ Server

IR Use DHCP [ Check to use DHCP to obtain an IP addrees for the client
o .
Adjzz;::z; et Check to use internal address pool configuration to obtain an IF address for the

This section presents Address Assignment options. Each of the [ollowing methods are tried, in order, until an address is found.

Use Address Pools 7/

ools: client.

(—EHE Routing
—{EHanagemert Protocols 151 LD 0
Delay

(- seneral
(—EFCliert Upeiate Apphy Cancel

L oad Balancing
iser Management

ase Group

roups

sers
—EHPolicy Management
—EHTunneling and Securty
-EHAdministration
-FHVonitoring

Enter the length of time in minutes (0-480) that a released internal address
pool IP address will be held before being reassigned.

Cisco Srsrens

@] Address Assignment for TunnelsiIPSec [ | |4 nternet

;ﬁslartm & 5 H @ser”.l ... | aphu‘..l (et | Ff192.. | £75ec.. | Borrt.., | <Hadi., ve...| EEth...| €)(Un... |@ci;_._ Hurt. . |@<E]- 2117 FM

Configure the Client IP address range.

© 2006 Avaya Inc. All rights reserved.
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isco Systems, Inc. ¥PN 3000 Concentrator [192.168.42.190] - Microsoft Internek Explorer _|&] x|

Fie Edit View Favortes Took Help ‘

wgack + & - (D[] | Gisearch [EFavorites CBHistory | - Sb

Address |@ hittp:/{192.168.42, 190/ access, Hrl | peo HLim b
’Q " VIEN 3000 Main | Help | Support | Logout
- 24 Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

=Configuration
——irterfaces
EfSystem Save Neededfq)

—CHaetvers
—Authertication
—authorization

—ccounting
—png Click the Add button to add a pool entry, or select a poel and click Modify, Delete or Move

—DHCP

[ Crewal IP Pool Entry Actions
——HBNS

—EHITE 192.168.44.1 - 192.168.44.254/255.255.255.0 A

Addre:ss Menatiement
Assionment
ssiormer Modity
ools —I

GEHP Roufing Delete
(—EHuanagement Protocols

—EEvents Maove Up

—EHzeneral

—EClient Upciate Move Down

—{ oad Balancing

lzer Mansaoement
ase Group
roLS
sers

—EHolicy Management
EHTunneling and Security
-FHAdministration
-EMonitoring

This section lets you configure IP Address Pools.

Cisco Svsrins

& httpif/192,168.42.190system/tunnelfippoal. him [ e ntermet

iasmtm o & 5 “ Bser... | @co... | Siphe...| Bnet...| Bioe..| 5| Bore. | Gacti. | [leve. | et | @ wn.|[Ei0s.. Huwti| [TE zarem

The Reverse route injection must be configured under the Routing option. Click on the “Generate Hold Down
routes” for configuration.

BiCisco Systems, Inc. YPN 3000 Concentrator [192.168.42.190] = Microsoft Internet Explorer -181 x|

Fle Edt View Favortes Tools Help ‘
GBack + = - (2] A Disearch EFavorites (dHistory | e Sb
Address [&] hrtp: 192, 159,42, 190 access hinl =l @eo “U"ks =
Py ) Ve
-

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

-FConfiguration B
——interfaces

i System
4}% e Configure system-wide Reverse Route Injection parameters. This feature adds specific reutes to the ronting table for distribution
e ——— wia RIP or OSEF to neighbouring routers for path discovery. Click on Generate Hold Down Routes to generate hold down

{—suthorization
—Accounting routes based on configured address pools.
—ohs
{—pHce .
e Client Reverse Route Injection I Check to add non-local (to the private

e interface) client host routes to the routing table.
Network Extension Check to add hardware client network
—cﬁ‘:ess Management ] extension connection routes to the routing

pry— Reverse Route Injection table
0l
(—EHP Routing 192.168.44.0/255.255.255.0 - | o Add or modify network address and
ke ez subnet mask using the following
[ octeut Cetewars standard format nunnnnnn (e
(- Adr 192.168.90.64/255.255.255.192)

QSPF Areas ess Pool
[ DHCP Parameters Hold Down Routes Enter each netwgrk address and subnet
[ DHCP Relay mask pair on a single line.
—fedundancy Ifyou are using the natural subnet mask,
——feverse Route hnisction you may omit the subnet mask.
(—EHManagement Protocols
(—EHEvents o | _',J
eneral
(—EClient Lipdate
—{ oad Balancing Applhy Cancel Generate Hold Down Routes

ser Management

_?U—Ease Group. k)

Cisto Srsrius

@] Management Protocols [ [ |4 mternet

Hstart]|| 1] & 3 || Gypro.. | Beon, | o | Byt | 1o | &1ser | Borne., | acti | [eve.| Betn. | @ wne [[@1os.. Fot| [DE zzzem
Network List

The network list defines all the networks that are protected by the gateway on the private side. Using a network
0f 0.0.0.0/0.0.0.0 provides support for all private networks and simplifies the configuration.

© 2006 Avaya Inc. All rights reserved.
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0 Systems, Inc. YPN 3000 Concentrator [192.168.42.190] - Microsaft Internet Explorer

=l

| Fle Edt View Favorites Took  Help

VPN 3000
Concentrator Series Manager

Main | Help | Support | Logout

Logged in: admin

F——OSPF Areas
——DHCP Parameters
——DHCP Relay
—Redundancy
—Heverse Route Injection
Protocols

[—ShiMP Communties
ML

(—EHEvents

EHGeneral
——ldertification

ligrt Upoiate
nable
Titries

—— o Balancing
lzer Manacement
ase Group

roups
Users
(—EHaliey Management
——Access Hours
{Hraffic Manacgement
etweork Lists
SAS
Fiters
AT
Cisto StsTens

i@ start H o & i

Configuration | Administration | Menitoring
=
Save Neededg
This section lets you add, modify, copy, and delete Networl: Lists

Click Add to create a MNetworl List, or select a Network List and click Modify, Copy, or Delete.

Network List
WP Client Local LAN (Default)

Actions

Add
Modify
Copy
Delete

=

| Gypro...| B co... | cotoc...| Gamet.. | @ise..| Esec. | Bore.. | Daen..| [eve..| Bene.| @ |[Eos. Fee| (D 3aam

0 Systems, Inc. ¥PN 3000 Concentrator [192.168.42.190] - Microsoft Internet Explorer

| Fle Edt Wew Favorites Took Help

VPN 3000

Concentrator Series Manager

——0SPF Areas
——DHCP Parameters
—DHCP Relay
—Redundancy
—Reverse Route Injection
—Hianagement Protocols

Configuration | Administration | Monitoring

Bl

Modify a configured MNetwork List. Click on Generate Local List to generate a network hist based on routing entries on the
Private interface

—FTP
_:ﬁ List Name m Mame of the Network List you are adding. The name must be
=== unmgue
7& . LT H . t]::,ntsr the Networks and Wildcard masks using the followmg
——ShMP Communities ormat: nnnn/nnnn (e.g 10.10.0.0/0.0.255.255)
=Y » Note: Enter a wildcard mask, which is the reverse of a

= subnet mask. A wildcard mask has 15 in bit positions to

H—Men;lflcatlun ighore, Oz it bit positions to match. For example,
L meemen Network List 10.10.1.0/0.0.0.255 = all 10.10. 1.nnn addresses

Each MNetwork and Wildcard mask pair must be entered on
a single line

The Wildcard mask may be omitted if the natural Wildcard
mask is to be used

-SEssions
—2uthentication

liert Updste
niable i
Titries

L oad Belancing
jzer Manacisment
ase Groun
roups
Users
Policy Management
Access Hours
Traffic Management
stwiork Lists

o

Generate Local List |

Apphy Cancel

Gisco Srstens

Start H o] & |J Gyero...| Bco... | Sotoc...| Ganet...| Fisz.| &1sec.. | Boree.. | acti.| [Feve..| Beh. | @ wn.|[Elos.. | Eure. BB sapm

Traffic Manager

Configure the traffic filter rules to define what traffic will be allowed. The default rules cover the standard VPN
rules required.

© 2006 Avaya Inc. All rights reserved.
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isco Systems, Inc. YPN 3000 Concentrator [192.168.42.190] icrosoft Internet Explorer

| Help | Support | Logout

Configur: tration | Mon|

Configuration | P Management | Traffic Management | Rules

Save Neededlg

This section lets you add, configure, modify, copy, and delete filter miles
Click Add to add a filter rule, or select a filter rule and click Modify, Copy, or Delete.

Filter Rules

GRE In (fonwarcin)

GRE Out (forward/ouf)
IPSEC-ESP In (forwardfin)
IKE In (forward/in)

IKE Out (forward/out)
PPTP In (forwardfing
FPTP Out (forward/ouf)
L2TP In (forward/ir)

L2TF Out (forward/out)
ICKP In {forward/in

Actions

Configuration | Administration | Monitoring

Configuration | Policy Management | Traffic Management | Security Associations
Save Neededlg

This section lets you add, configure, modify, and delete IPSec Security Associations (SAs). Security Associations use ILE
Proposals to negotiate TEE parameters

Clck Add to add an 34, or select an S4 and clhick Modify or Delete.

IPSec SAs Actions

3des-md5
ESP-AES128-5HA

© 2006 Avaya Inc. All rights reserved.
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sco Systems, Inc. ¥PN 3000 Concentrator [192.168.42.190] - Microsoft Internet Explorer

| Fle Edt view Favortes Tods Help

=1E]x]|

VPN 3000
Concentrator Series Manager

Main | Help | Support | Logout

Logged in: admin

[—OSPF Areas

——DOHCP Relay
[—Ffedundancy

lient Update:
nable
ritries

—L oad Balancing
ser Managemert
ase Group
roups
Users
—CHolicy Management
—aAccess Hours

Cisto SYsTEws

—ShMP Communities

—EHratfic Managemert

]

(—DHCP Parameters

Modify a configured Security Association.

L—FReverse Route Injsction
—EHanacgement Protocols

Configuration | Administration | Monitoring

Authentication Algorithm | ESF/SHAHMAC-160 |+

Lifetime Measurement | Time |~
Data Lifetime |10000
Time Lifetime |28300

—y SA Name [ESP-AES128-5HA Specify the name of this Secunty Association (34)
_ﬁ Inheritance | From Rule = Select the granulanty of this 54

[—ILelnet

e IPSec Parameters

Ll Select the packet authentication algorithm to use.
LE Encryption Algorithm lm Select the ESP encryption algonthm to use
—[}G_‘en:;:mmm Encapsulation Mode lm Select the Encapsulation Mode for this 34

:w Perfect Forward Secrecy m Select the use of Perfect Forward Secrecy.

L sy thertication

Select the lifetime measurement of the IPSec keys.
Specify the data lifetime in kilobytes (B}

Specify the time bfetime n seconds

IKE Parameters
IKE Peer [0.0.0.0
Negotiation Mode | &ggressive =

Apphy Cancel

Specify the TEE Peer for a LAN-to-LAN IPSec connection
Select the TEE Negotiation mode to use

Digijtal Certificate | Nane (Use Preshared Keys) x| Select the Digital Certificate to use
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4. VPNremote Phone Setup

When the phone reboots, when you see the screen that says " * to program" press the the * key
Press the # key until you see the screen that says "VPN Configuration, * to modify". Press the *
key.

Select option "Profile"

Select option "Modify"

Select desired profile. i.e "Cisco Xauth with PSK"

Select "Done"

Select User Name and configure user id

Select option 'Password" and configure password

Select option " Group Name" and enter group name provide by administrator and save (You
may need to press the large right arrow key to see this)

Select option " Group PSK " and enter group pre-shared key provided by the administrator,
save

Press the large right arrow key until you see the option IKE Parameters, use soft key to select
Select DH group key and change value to desired value provided by administrator and press
Done

Select option " IPSec Parameters", change DH group to desired value and press Done.

Select Done and restart your phone. It will now connect to the new gateway.

5. Deployment Recommendations

All phones must be upgraded to the VPNremote phone firmware on the corporate network before deployment to
user. This will allow the phone to be prepared for the user to complete the configuration specific to his needs.
This is done by having a HTTP or TFTP server on the corporate network that is accessible.

HTTP and TFTP Servers
Copy all preconfigured upgrade, setting and binary files provided with the VPNremote firmware to the server.

Since Remote firmware upgrades takes longer than local upgrades, sufficient number of TFTP servers must be
available to support the user population or upgrades will need to be performed staggered.

IP Telephone Conversion

Plug the phone into the corporate network until it comes up. Once up modify the group number by entering
“mute 47687#”. Configure the address of the TFTP server and reboot the phone. The phone now will upgrade it’s
firmware to the VPNremote phone firmware. The group number is defined by the administrator and configure in
the setting and vpnupgrade.scr files.

Configuration for the VPNremote phone can be delivered by HTTP/TFTP servers as listed above.

6. Supported Phone Models

The following is a list of supported phone models that the VPNremote phone firmware is supported on.

4610SW, 4620SW, 4621SW, 4622SW, 46255W

© 2006 Avaya Inc. All rights reserved.



VPNremote Phone

7. Errors

The following lists possible error messages that may be seen on the VPNremote phone and possible steps to take
to resolve the issue.

Error message Possible Solution

Authentication failure, User Blocked Wait for 3-5 minutes and try to reconnect.

Invalid password OR user name Confirm the correct user name or password is being entered

Phone brand rejected by SG Phone branding is not configured on gateway you are connecting to,

confirm the VPN server address.

VPN Topology not supported Multiple central site devices configured which is not a supported
configuration. (This error should not be seen in Avaya)

Empty Gate Keeper List No call server addresses configured. Use MUTE addr# to confirm
setting
TCP/IP Connection Failure Confirm VPN server address is correct. Use MUTE vpnmod#

Confirm the Gateway is available
Confirm VVPNremote Phone has internet connectivity
Disable 802.1q. Use MUTE addr#

Check local router to see if IPSec pass thru is enabled

8. Firewalls

The following is a list of all ports and protocols that must be permitted to pass through any local or remote
firewall.

TCP 1443, UDP 500, UDP 2070, UDP 4500, IP Protocol 50 (esp)

9. Troubleshooting

1. Authentication Failures

. Check User ID and password configured on phone

. Check Event log on Security gateway

. Check Configured User ID and password on Gateway

. If external authentication is used such as Radius, check connectivity between SG and Radius

and Radius User configuration

3. TCP/IP Connection Failure

. Confirm VPN server address is correct.
. Confirm the Gateway is available
. Confirm VPNremote Phone has internet connectivity
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4, SSL Connection Failure

. Confirm ssl 1443 is not blocked by external device
. Confirm Security Gateway is accepting ssl connections

5. General Phone Errors and Behaviors

. Contact DHCP/TFTP administrator, L2Q parms in option 43/176 or xxx.SCR script file have
looping conditions, caused by the Gateway address set to 0.0.0.0

. Loading ....... is not seen during startup and mute light flashes
1. Check the boot code version. Older version such as 1.9x is not compatible with the

latest 2.3 GA version.
6. IKE and IPSec Negotiation Failures

. Enable IKE Logging on the Security Gateway

7. Phone fails to register

. Confirm the VPN tunnel was built
1. Check if SAs are built on Security gateway
2. When the VPNremote Phone starts, does it access the TFTP server through the VPN

tunnel? If it does then the tunnel is up to that network. Check to see if the call server
is on the same subnet as the TFTP server. If configured IP group in Security Gateway
covers all networks, then access should be available.

10. References

Information on 4600 Series IP Telephones
http://www.avaya.com/gcm/master-usa/en-us/products/offers/4600 series ip telephones.htm

Information on the SG203 and SG208 Product Line
http://www.avaya.com/gcm/master-usa/en-us/products/offers/sg203 sg208 security gateways.htm

Security and Avaya Communication Manager Media Servers
http://support.avaya.com/elmodocs2/s8700/docs/Media Server Security.pdf

Avaya IP Telephony Implementation Guide for CM3.0
http://support.avaya.com/elmodocs2/comm_mgr/r3/IP_GUIDE 3.0.pdf

IP Telephony Deployment Guide
http://support.avaya.com/elmodocs2/comm mgr/r3/pdfs/245600 3 4 1.pdf

Administrator Guide for Communication Manager
http://support.avaya.com/elmodocs2/comm_magr/r3/pdfs/03 300509 1.pdf

VPNremote Phone Administrators Guide
http://support.avaya.com/elmodocs2/4600/19 600753 1.pdf

DSLreports — test internet connection speeds
http://www.dslreports.com/tools
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