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1. Introduction 
 
  The VPNremote Phone is a product from Avaya which provides remote communication capabilities for small 
office and home (SOHO) users.  It provides users with the ability to connect to corporate communications 
systems from anywhere with internet access. 
 
The advantage of the VPNremote Phone is that it provides communications which is independent of the users PC 
and without opening the corporate network to unauthorized access. 
 
This document covers Cisco configuration 
 
2. Communication Manager and Network Administration 
 
From an administrative perspective, the VPNremote Phone is seen as just another extension on Communication 
Manager.  The phone could have a DID or non-DID number and it is designed to behave just like an IP 
Telephone connected inside the corporate network. 
 
Deploying a VPN Phone really consists of only two main steps.  These are 1) administering a new extension and 
2) administering access to the VPN network. 
 
Single Extension: 
If the end user works remotely full time then a single extension can be configured for an IP Telephone. 
 
Bridged Extension: 
When bridged extensions are used, there are actually two phone numbers (DID, non-DID, or combination of the 
two) but they act as a single phone. When you receive a call, both phones ring.  When you have a message, the 
message waiting light appears on both phones. 
 
One reason to use a bridged extension is when the user has both an office phone and a home office. With bridged 
extensions, their office phone is a DID number and their VPNremote Phone is a non-DID number and they are 
bridged together.   
 
Since the VPNremote phones are remotely connecting it is a good idea to place the VPNremote Phone extensions 
on their own IP Network Region. Due to a wide range of home network ISP bandwidths, a codec setting of 
G.729 with 3 Frames per Packet is suggested. This allows for a larger range of users to use the service. 
 
CM Levels 
Version 3.0 or later 
 
See Reference links for more details. 
 
3. VPN Gateway 
 
VPNremote Phone Beta release 2 from Avaya requires that an Avaya Security Gateway (SG), Cisco VPN 
Concentrator or a Juniper gateway is used for the central VPN gateway.  
. 
 
The basic configuration to support VPNemote phone would require the following: 

1. Public and private interfaces configured 
2. Static routes if needed 
3. User accounts for local authentication or external authentication using Radius 
4. VPN which includes your local networks, all users and the IKE and IPSec policies 
5. IP address pool 
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Cisco Gateway 
 
The following shows the basic VPN configuration that would be needed on Cisco VPN gateways. 
 
Interfaces 

 
 
Authentication Servers: 
 
Configure the Authentication servers for either internal authentication or external Radius authentication. 
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Group Configuration: 
 
A group name can be configured to used with either internal users which are authenticated by the Cisco or a 
group used for external Radius authentication. Configured under the option User Management. 
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Internal User: 
 
Configure users under the User management option. 
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IP Address Pool Configuration 
 
Enable the option to use the client IP address pool under the Address Management option. 
 
 

 
 
Configure the Client IP address range. 
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The Reverse route injection must be configured under the Routing option. Click on the “Generate Hold Down 
routes” for configuration. 
 

 
 
Network List 
 
The network list defines all the networks that are protected by the gateway on the private side. Using a network 
of 0.0.0.0/0.0.0.0 provides support for all private networks and simplifies the configuration. 
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Traffic Manager 
 
Configure the traffic filter rules to define what traffic will be allowed. The default rules cover the standard VPN 
rules required. 
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Configure the IKE and IPSec encryption type for the VPN 
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4. VPNremote Phone Setup 
 
 

• When the phone reboots, when you see the screen that says " * to program" press the the * key 
• Press the # key until you see the screen that says "VPN Configuration, * to modify". Press the * 

key. 
• Select option "Profile" 
• Select option "Modify" 
• Select  desired profile. i.e  "Cisco Xauth with PSK"  
• Select "Done" 
• Select User Name and configure user id  
• Select option 'Password"  and configure password 
• Select option " Group Name" and enter  group name provide by administrator and save (You 

may need to press the large right arrow key to see this) 
• Select option " Group PSK " and enter group pre-shared key provided by the administrator, 

save 
• Press the large right arrow key until you see the option IKE Parameters, use soft key to select  
• Select DH group key and change value to desired value provided by administrator and press 

Done 
• Select option " IPSec Parameters", change DH group to desired value and press Done.  
• Select Done and restart your phone. It will now connect to the new gateway. 

 
 
5. Deployment Recommendations 
 
All phones must be upgraded to the VPNremote phone firmware on the corporate network before deployment to 
user. This will allow the phone to be prepared for the user to complete the configuration specific to his needs. 
This is done by having a HTTP or TFTP server on the corporate network that is accessible. 
 
HTTP and TFTP Servers 
Copy all preconfigured upgrade, setting and binary files provided with the VPNremote firmware to the server.     
 
Since Remote firmware upgrades takes longer than local upgrades, sufficient number of TFTP servers must be 
available to support the user population or upgrades will need to be performed staggered.   
 
IP Telephone Conversion 
Plug the phone into the corporate network until it comes up. Once up modify the group number by entering  
“mute 47687#”. Configure the address of the TFTP server and reboot the phone. The phone now will upgrade it’s 
firmware to the VPNremote phone firmware. The group number is defined by the administrator and configure in 
the setting and vpnupgrade.scr files. 
 
Configuration for the VPNremote phone can be delivered by HTTP/TFTP servers as listed above. 
 
   
 
6. Supported Phone Models 
 
The following is a list of supported phone models that the VPNremote phone firmware is supported on. 
  
4610SW, 4620SW, 4621SW, 4622SW, 4625SW 
 
 
 
 

© 2006 Avaya Inc. All rights reserved. 



 
VPNremote Phone 
 

7. Errors 
 
The following lists possible error messages that may be seen on the VPNremote phone and possible steps to take 
to resolve the issue. 
 
Error message   Possible Solution 

Authentication failure, User Blocked Wait for 3-5 minutes and try to reconnect. 
 
Invalid password OR user name  Confirm the correct user name or password is being entered 
 
Phone brand rejected by SG  Phone branding is not configured on gateway you are connecting to, 

confirm the VPN server address. 
 
VPN Topology not supported  Multiple central site devices configured which is not a supported  
                                                                        configuration. (This error should not be seen in Avaya) 
 
Empty Gate Keeper List  No call server addresses configured. Use MUTE addr# to confirm 

setting 
 
TCP/IP Connection Failure    Confirm VPN server address is correct. Use MUTE vpnmod# 
 

 Confirm the Gateway is available 
 

 Confirm VPNremote Phone has internet connectivity 
 
 Disable 802.1q. Use MUTE addr#  
 
 Check local router to see if IPSec pass thru is enabled 

 
 
 
8. Firewalls 
 
The following is a list of all ports and protocols that must be permitted to pass through any local or remote 
firewall. 
 
TCP 1443, UDP 500, UDP 2070, UDP 4500, IP Protocol 50 (esp) 
 
9. Troubleshooting 
 
1. Authentication Failures 
 

• Check User ID and password configured on phone 
• Check Event log on Security gateway 
• Check Configured User ID and password on Gateway 
• If external authentication is used such as Radius, check connectivity between SG and Radius 

and Radius User configuration 
 
3. TCP/IP Connection Failure 
 

• Confirm VPN server address is correct. 
• Confirm the Gateway is available 
• Confirm VPNremote Phone has internet connectivity 
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4. SSL Connection Failure 
 

• Confirm ssl 1443 is not blocked by external device 
• Confirm Security Gateway is accepting ssl connections 

 
5. General Phone Errors and Behaviors 
 

• Contact DHCP/TFTP administrator, L2Q parms in option 43/176 or xxx.SCR script file have 
looping conditions, caused by the Gateway address set to 0.0.0.0 

• Loading ……. is not seen during startup and mute light flashes 
1. Check the boot code version.  Older version such as 1.9x is not compatible with the 

latest 2.3 GA version. 
 
6. IKE and IPSec Negotiation Failures 
 

• Enable IKE Logging on the Security Gateway 
 
 
7. Phone fails to register 
 

• Confirm the VPN tunnel was built 
1. Check if SAs are built on Security gateway  
2. When the VPNremote Phone starts, does it access the TFTP server through the VPN 

tunnel? If it does then the tunnel is up to that network. Check to see if the call server 
is on the same subnet as the TFTP server. If configured IP group in Security Gateway 
covers all networks, then access should be available. 

 
 
  
10. References 
 
Information on 4600 Series IP Telephones 
http://www.avaya.com/gcm/master-usa/en-us/products/offers/4600_series_ip_telephones.htm
 
Information on the SG203 and SG208 Product Line 
http://www.avaya.com/gcm/master-usa/en-us/products/offers/sg203_sg208_security_gateways.htm
 
Security and Avaya Communication Manager Media Servers 
http://support.avaya.com/elmodocs2/s8700/docs/Media_Server_Security.pdf
 
Avaya IP Telephony Implementation Guide for CM3.0 
http://support.avaya.com/elmodocs2/comm_mgr/r3/IP_GUIDE_3.0.pdf
 
IP Telephony Deployment Guide 
http://support.avaya.com/elmodocs2/comm_mgr/r3/pdfs/245600_3_4_1.pdf
 
Administrator Guide for Communication Manager 
http://support.avaya.com/elmodocs2/comm_mgr/r3/pdfs/03_300509_1.pdf
 
VPNremote Phone Administrators Guide 
http://support.avaya.com/elmodocs2/4600/19_600753_1.pdf
 
DSLreports – test internet connection speeds 
http://www.dslreports.com/tools
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