AVAYA

Avaya Solution & Interoperability Test Lab

Configuring the Juniper NetScreen Firewall Security
Policies to support Avaya IP Telephony — Issue 1.0

Abstract

These Application Notes describes a procedure for configuring the security policies of a
Juniper NetScreen-50 firewall to support Avaya H.323 IP Telephones. These security policies
accommodate networks where the H.323 Application Layer Gateway functionality of the
NetScreen firewall must be disabled.
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1. Introduction

Avaya Communication Manager and Media Gateways are security hardened network appliances
with built in protection mechanisms to ward off various malicious attack scenarios. Some
enterprises, however, require an added level of protection for network appliances providing
mission critical services to the enterprise, such as Avaya Communication Manager. These
Application Notes describe the configuration of the Juniper Networks NetScreen firewall to
provide this added level of protection.

Although not tested, the configuration steps described in these Application Notes for the Juniper
NetScreen-50 Firewall also apply to other Juniper NetScreen platforms.

2. Scope

The following items outline the scope of these application notes.

e The security policies defined in these application notes reflect the H.323 Application
Layer Gateway (ALG) being disabled.

e An “Interior Firewall” design was used for these Application Notes for the
implementation of the NetScreen firewall.

e The NetScreen firewall is configured in Routed Mode - No Network Address Translation
(NAT).

e The Security Policies defined in these Application Notes are limited to Avaya IP
Telephones and Avaya Communications Manager IP traffic flows.

3. Network Topology

The network design presented in these application notes consists of an Avaya Communication
Manager implementation with the NetScreen firewall deployed in an interior firewall
configuration. An interior firewall design consists of a firewall placed within the core of the
enterprise network, as opposed to at the perimeter. Interior firewalls protect critical internal
resources, such as Avaya Communication Manager, from internal attack, possibly by improperly
configured internal equipment or disgruntled employees.

3.1. RTP Traversal

Consideration must be taken for the load IP Telephony traffic will place on a firewall. This
traffic could impact the performance of the firewall which will create delay, degrading voice
quality for existing calls and preventing new calls from being established. A good network
design, upfront planning and appropriate sizing of network elements, such as firewalls, will
accommodate high volumes of RTP voice traffic and allow media gateways to be placed behind
the firewall in the Trusted security zone as shown in Figure 1.
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3.2. Logical Network

Figure 1 shows a logical diagram of the Juniper NetScreen firewall separating Trusted and

Untrusted security zones and shows H.323 signaling and RTP voice traffic flows which need to
traverse the firewall.

Trusted Zone
NetScreen-50

Firewall Ty f Untrusted Zone

Distribution
Access

< — > H.323 Signaling
«4—» \oice RTP

Figure 1: Logical Network View
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3.3. Physical Network
The physical network implemented for these Application Notes is shown in Figure 2.

Avaya S8710 PSI W i
Media Servers
_ CLAN (01A07) .20

MedPro (01A03) .11

Trust Security Zone

192.168.1.0/24 — Voice VLAN 192 Extreme Networks

1.1.1.0/24 - Control Network Apine 3904
Eth1| .1
e e ead
Eth3| .1 Juniper Networks

Untrust Security Zone NetSoreen Ns-60

10.10.10.0/24 — IP Phone VLAN 10

10.10.11.0/24 — IP Phone VLAN 11 Extreme Networks
BlackDiamond 8810

VLAN 10

VLAN 11

Avaya 4600 IP
Telephones

Avaya 4600 IP
Telephones

Figure 2: Physical Network

4. Security Policy

Security policies specify the types of traffic permitted or denied between two Security Zones.
Figure 3 provides a view of the Avaya H.323 signaling and RTP voice traffic flows required to
traverse the firewall. Security policies must be created to accommodate this traffic. The details of
these flows are presented in Table 1.
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Avaya 46xx
IP Phone

49300-65535

1500 - 6500

NetScreen
Firewall

RAS/UDP

H.225/TCP

Avaya G650
Media Gateway

2048 - 3327 RTP-R1,CP/UDP 2048 - 3327

Figure 3: Traffic Flow

Avaya S87xx
Media Server

Note: The RTP / RTCP port range of the firewall policy must match the RTP port range defined
in Avaya Communication Manager ip-network-region form for each configured region. UDP
ports 2048 — 3327 are the default range as of Avaya Communication Manager release 3.1.

From Source To Destination PUrDOSE
(Sender) Port (Listener) Port b
i Avaya IP UDP RAS - IP phone
SAEAR SIoP Telephone 49300 - 65535 | Registration
Avaya IP UDP RAS - IP phone
Telephone 49300 - 65535 SAEAR HADP R Registration
Avaya IP TCP . .
C-LAN TCP 1720 Telephone 1500 - 6500 H.225 call signaling
Avaya IP TCP . .
Telephone 1500 - 6500 C-LAN TCP 1720 H.225 call signaling
MedPro UDP 2048 - Avaya IP UDP 2048 - | RTP/RTCP voice
3327 Telephone 3327 media
Avaya IP UDP 2048 - MedPro UDP 2048 - | RTP/RTCP voice
Telephone 3327 3327 media
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5. Equipment and Software Validated
Table 2 lists the equipment and software/firmware versions used in the sample configuration

provided.

Device Description

Versions Tested

Avaya S8710 Media Server

Avaya Communication Manager R3.1
(RO13x. 01.0.628.6)

Avaya G650 Media Gateway

TN2312BP IPSI FW 22
TN799DP C-LAN FW 16
TN2302AP IP MedPro FW 108

Avaya 4602SW IP Telephones

R2.3 — Application (a02d01b2_3.bin)

Avaya 4610SW IP Telephones

R2.3 — Application (a10d01b2_3.bin)

Avaya 4620SW IP Telephones

R2.3 — Application (a20d01b2 3.bin)

Avaya 4625SW IP Telephones

R2.5 — Application (a25d01a2_5.bin)

Juniper Networks NetScreen-50

ScreenOS 5.3.0r2.0

Table 2 — Equipment and Software Validated

EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 7 of 37
PV 6/6/06 ©2006 Avaya Inc. All Rights Reserved. Net_no323alg.doc




6. Juniper NetScreen Configuration

6.1. Access Juniper NetScreen-50 Firewall

Step Description
1. Access to the NetScreen-50 Firewall management GUI is done through a web
browser. Enter the URL of the NetScreen management interface, https://<IP address
of NetSreen> and the following login screen appears. Log in using a user name with
administrative privileges.
/3 Login - Microsoft Internet Explorer B A8 -10] x|
File Edit Yiew Favorites Tools Help i
Back v = - (D fat | Qsearch [GFavortes meda ¢4 | ESN="N~ [R5
Address [&] hiepsif192. 168,11 =] Peo Lnks
=l
Admin I!\Jé;‘ne:— -
my name and [2E (il
=l
[@oore T8 Erames
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Step

Description

A NetScreen Web administration page similar to the one below appears upon
successful login. Note the ScreenOS Firmware version in the Device Information

pane.

3 Juniper-ScreenDs Administration Tools (ns50) - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

28 =18/

daBack - = - (@ at | Qsearch GFavorkes Media (4 | B S -

Qe Juniper

MetScreen-50

Toggle Menu

Address IE https: /192,168, 1,1/nswebui, html
Home

Up time: 0 day 00:05:42, System time: 2006-04-05 16:46:52 GMT Time Zone -5:00

x| @eo |Links >
ns50 [7]

Imanually - ml

ware Yersion: 4010{0)
Firmware Yersion: 5.3.0r2,0 (Firewall+VPN}
- mber: 0019032003000
Host Name: ns50

System Status {Root)
Administrator: netscreen

Gurrent Logins: 2 Details

Resources Status

cru: | |

Memory: _

Sessions: I |

Policies: I |

Start from here...

Interface link status: More...
Name Zone Link
ethermetl Trust Up
ethernets Untrust up
The most recent alarms: More...
Date/Time Level Description

Mo entry available.
The most recent events: More...
Date/Time Level Description
2006-04-05 &ll logged events or alarms were

tif

16:46: 50 "M Clgared..

|&] Details

[ [BE ocalintranet v
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6.2. Globally Disable H.323 ALG

Step Description

1. From the left navigation menu, select Configuration = Advanced = ALG -
Configure.

2. Un-Check the H323 check box to globally disable the H.323 Application Layer
Gateway.

a Juniper-Screen0S Administration Tools {(ns50) - Microsoft Internet Explorer

28 -0l x|

File Edit Yiew Favortes Tools Help |

=Back v = - @ 7 | @Search [ Favorites @Madia @ ‘ %v = E v E

Avess [&] https:ji192.168. 1. Linswebui il =] oo ks
Configuration = Advanced > ALG

G Juniper’

MatScreen =50

Application Layer Gateway J

¥ Microsoft RPC
I Sun RPC
¥ RTSP
¥

5qQL

MGCP

I MGCP

Media Inactivity Timeout |12D {10~2550) secands

Transaction Timeout ISD {5~50) seconds
I~ Connections Limit per
— IE‘UU {10~1000% connections per second
™ Message Limit IIDDD {50~5000% messages per second
[~ NAT
All unk i}
ow Unknown Massage =
H323
" H323
- urce Port Any i |
oggle Menu
Incoming Table Timeout 3600 ({10~65535) seconds
[ NAT
All Unk il
ow Unknawn Message P
Apply | Cancel |
|a Dione ,_’_,_ E Local intranst ;
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6.3. Configure Security Zones

A Security Zone is used to divide a network into logical segments. Two security zones are
required at a minimum. Juniper NetScreen firewalls come with several predefined security zones.

The Trust and Untrust predefined security zones are used in these Application Notes.

Step Description
1. | Toview these security zones and verify configurations, select Configuration = Zones from the
left navigation menu. A page similar to the one below appears displaying all the configured
security zones.
3 Juniper-Screen0s Administration Tools (ns50) - Microsoft Internet Explorer il A8 -10] x|
File Edit Wiew Favorites Tools Help |
Gpack - =& - @ 2] & | Qoearch GFavortes @veda (4| B S @ -
Agdress@https:,l’,l’192.168.1‘1,|’nswebui.html j @G0 |Links ?
Network > Zones ns50 E|
iuniper
NatScrean-50 ID Mame Virtual Router | ¥sys | Default IF Type Attribute Configure
] rust-wr Root hidden Hull Shared
Trust trust-wr Root | ethernetl Security(L3) Edit | Screen, Mal—%
wust trust-vr Root | ethernet3 | Security(L3) Shared |Edit | Screen, ik,
4 Self e Loot celf Eynctios
10 Global frust-vr Root null Security(L3)
6 Ha trust-wr Root | ethernet4 Function
5 MGT trust-wr Root null Function Edit | Screen, Mal-URL
16 | Untrust-Tun trust-vr Root | hidden.1 Tunnel
15 w1-Mull trust-wr Root null Security(L2) Shared | Edit | Screen, Mal-URL
1z W1-Trust trust-wr Root wl-trust Security(L2) Shared |Edit | Screen, Mal-URL
11 | Y1-Untrust trust-wr Root | wil-untrust | Security(L2) Shared | Edit | Screen, Mal-URL
3 DMZ trust-wr Root null Security(L3) Edit | Screen, Mal-URL
13 YW1-DMZ trust-wr Root wi-dmz Security(L2) Shared |Edit | Screen, Mal-URL
14 VLAMN frust-vr Root vlanl Function{vlan) | Shared |Edit
100 L2-Test trust-wr Root L2-Test Security (L2} Edit | Screen, Mal-URL
Toggle Menu
@ pone T Eeameme
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Step

Description

To view the Trust security zone configuration, select Edit on the row with the name Trust. A
page similar to the one below appears displaying the Trust Security zone default configuration.

/3 Juniper-Screen0s Administration Tools (ns50) - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

28 -10] ]

GBack - = - B 7t | ‘Qisearch (G Favorites G Media ®| Ev-S -

G Juniper

MetScreen-50

Toggle Menu

Address I@ https:f{192,168.1.1/nsweebui, html

MNetwork > Zones > Edit

Properties: Basic
—

| @ |Links >
nso @
Back To Zone List

fone Name Trust
Yirtual Ro T [

Block Intra-Zone Traffic

=

If TCP non 8YM, send RESET back

=

TCP/IP Reassembly for ALG

I |

Asymmetric VPN

oK | Cancel

@ Dione

’_ ’_ ’_ E Local intranet 4

EMH; Reviewed:
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Step Description
3. | To view the Untrust security zone configuration, select Edit on the row with the name Untrust.
A page similar to the one below appears displaying the Untrust Security zone default
configuration.
3 Juniper-Screen0S Administration Tools (ns50) - Microsoft Internet Explorer N 8 10l x|
File Edit View Favorites Tools Help |
$aBack » = - (D i) | Qhsearch (G Favarites  (EMedia ®| EN= N~
AgdressI@https:,l’,l’lQZ.168.1‘1,|’nswebui.html j @G0 | Links >
Network > Zones > Edit ns50 |
Back To Zone List
ﬁd‘gﬂgsperG Properties: Basic
NotScresi-50 Zone Name Lintrust
Virtual
Block Intra-Zone Traffic vV
If TCP non SN, send RESET back
TCP/IP Reassembly for ALG [
Asymmetric VPN [~
QK Cancel
Toggle Menu
@ Done l_’_’_ E Local intranek 7
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6.4. Configuring Interfaces

The physical interfaces of the NetScreen firewall must be bound to a security zone before an IP
address can be assigned. As show in Figure 2: Physical Network, the NetScreen Ethernet 1
interface is bound to the Trust security zone and the Ethernet 3 interface is bound to the Untrust

Zone.

Step Description

assigned.

a Juniper-Screen0S Administration Tools {ns50) - Microsoft Internet Explorer

1. | To configure interface Ethernet 1, select Network - Interfaces from the left navigation menu.
A page similar to the one below appears displaying all the network interfaces available on the
NetScreen. The highlighted area below shows Ethernet 1 with no IP address or security zone

List |20 =|per page

m-’un Per List IALL(E) ~linterfaces

o [=1 3]
File Edit Wew Favorites Tools  Help | _‘?
QI Bak ~ & - [¢] [2] .{b ‘ pSearch ‘?;Lr_’Favorites & Media £ | [,Q_-EJ' t:ﬂ = [
Address @https:HID.10‘10.1Inswebui.html j Go | Links **
Network = Interfaces (List) ns50 [7]]

New | Tunnel IF 'I

NETWORKS
MotSeroan-50 W—m Zone Type Link L3 2e Configure
P cthernetl 0.0.0.0/0 Null Unused Up - Edit S
0.0.0.0/0 L2-Test Layerz Down ) I_ﬂ—/
ethermet3 10.10.10.1/24 Untrust Layer3 Up = Edit
ethernetd 0.0.0.0/0 Ha Layer3 Dok = Edit
vlanl 192,168,100,2/24 VLAN Layer3 Dowh - Edit
@Dune l_l_l_ & Internet .
EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 37
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Step

Description

Select Edit on the row with the name Ethernet 1. A screen appears offering several

configuration options for the Ethernet 1 interface.

Key configuration options are highlighted below:

e Zone Name: Select the Trust zone from the drop down list. This binds the Ethernet 1

interface with the Trust zone.
e IP address: Assigns the Ethernet 1 interface an IP address
e Interface Mode: Select Route mode

e Service Options : Select the appropriate options for the network environment

3 Juniper-Screen0S Administration Tools (ns50) - Microsoft Internet Explorer

File Edit VYiew Favorites Tools Help

48 10|

daBack v = - D 7t | QhSearch [GFavortes fiMeda £ | Sl -

_

Address I@ htkps: {192,168, 1,1 nswebuihtml
Network > Interfaces > Edit

Interface: ethernetl {IP/Netmask: 192.168.1.1/24)

- Properties: Basic MIP DIP Secondary IP IGMP Monitor
uniper i Secoacavile

=| @ao |Links >
ns50 [?]

Back To Interface List

Interface Name ethernetl {mac 0010.db3f.c850)

As member of
Zdpe Name ITrust 'l

NetScreen-50

|»

O ——
" Obtain IP using DHCP [~ Automatic update DHCP server parameters

"' Obtain IP using PPPoE |Mone 'l Create new pppoe setting

' static IP
IP Address #etmask [192.168.1.1 / Je4 F@
Mana 2.1658.1.1 {mac 0010.db3f.c850)

e —

< Interface Mode ¢ NAT & Route >
Block Intra= i

Service Options

- W web Ul M Telnet [C=1=l
Management Services
V' SHMP 7| ssL
Other Services ¥ ping " Path MTU{IPw4) [ Ident-reset
Toggle Menu Maximum Transfer Unit(MTU} Admin MTU IU Bytes {Operating MTU: 1500; Default MTU: 1500)
DNS Proxy I

Address

webauth | TP [0.0.0.0 I~ SSL only

Traffic Bandwidth Egress Maximum Bandwidth ID Kbps

Ingress Maximum Bandwidth IU Kbps

OK Apply Cancel | gt
=l
@ l_l_l_ E Local intranet 4
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Step Description

3. | To configure interface Ethernet 3, select Network -> Interfaces from the left navigation menu.
A page similar to the one below appears displaying all the network interfaces available on the
NetScreen. The highlighted area below shows Ethernet 3 with no IP address or security zone
assigned.

/3 Juniper-Screen0s Administration Tools (ns50) - Microsoft Internet Explorer _ A8 10| =]

File Edit Wiew Favorites Tools Help |
GBack - = - B 4t | Qisearch (G Favorites S Media ®| BE-rSE-E
Address I@ https: {192, 168,11 nswebui, html j @Go Links **

Metwork > Interfaces (List) nsso |
List |20 *|per page
S 3 List |ALL(S) T linterfaces Mew || TunnellF =
iJuniper _tev |
NETWORKS
MNetScroan-50 Name IP/Netmask fone Type Link PPPoE Configure
ethernetl 192.168.1.1/24 Trust Layers Up - Edit
M 0.0.0.0/0 L2-Test Layer2 Down = -‘Elh\
< ethernets 0.0.0.0/0 Mull Unused Down - Edit
R, 2
ethernet® ool L0 Ha (=TI =Toc Edit
wlanl 192.168.100.2/24 WLAN Layer3 Down - Edit
Toggle Menu
@ l_l_’_ E Local intranet 4
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Step

Description

Select Edit on the row with the name Ethernet 3. A screen appears offering several

configuration options for the Ethernet 1 interface.

Key configuration options are highlighted below:

e Zone Name: Select the Untrust zone from the drop down list. This binds the Ethernet 3

interface with the Untrust zone.
e IP address: Assigns the Ethernet 3 interface an IP address.
e Interface Mode: Select Route mode.

e Service Options : Select the appropriate options for the network environment.

3 Juniper-Screen0S Administration Tools (ns50) - Microsoft Internet Explorer

48 10|

File Edit VYiew Favorites Tools Help

daBack v = - D 7t | QhSearch [GFavortes fiMeda £ | Sl -

_

Address I@ htkps: {192,168, 1,1 nswebuihtml
Network > Interfaces > Edit

Interface: ethernet3 {IP/Netmask: 10.10.10.1/24)

: Properties: Basic MIP DIP VIP IGMP Monitor
uniper [l e oo vie_icoe_ttaer

=| @ao |Links >
ns50 [?]

Back To Interface List

NotScroan-50 Interface Name ethernet3 (mac 0010.db3f.c856)

As member of

Zdhe NameIUntrust 'l

|»

O ——
" Obtain IP using DHCP [~ Automatic update DHCP server parameters

"' Obtain IP using PPPoE |Mone 'l Create new pppoe setting
* Static IP

e —

IP Address #etmask [10.10.10.1 / Je4 F@
Mana .10.10.1 {mac 0010.db3f.c856)

< Interface Mode ¢ NAT & Route >
Block Intra= i

Service Options

- I~ web ur " Telnet " ssH
Management Services
7 SHMP "l ssL
Other Services [ ping " Path MTU{IPw4) [ Ident-reset
Toggle Menu Maximum Transfer Unit(MTU} Admin MTU IU Bytes {Operating MTU: 1500; Default MTU: 1500)
DNS Proxy I

I (= l—
WebaAuth 0.0.0.0
ehau Address ™ ssL only

Traffic Bandwidth Egress Maximum Bandwidth ID Kbps

Ingress Maximum Bandwidth IU Kbps

OK I Apply Cancel |

]
i [T BErediranet
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6.5. Create Address Book Entries

As shown in Figure 2: Physical Network, the Avaya IP Telephones are located in the Untrust
security zone in dedicated IP telephone VLANS. This simplifies the IP telephone IP addressing
scheme for entry into the NetScreen Address Book. The IP phone network addresses are
entered, rather then entering each individual IP phone address.

NetScreen Address Book entries for the Trust security zone consist of Avaya CLAN and
Medpro IP addresses.

Step Description

1. | IP Phone VLAN 10 IP address entry — Untrust Zone:

K [=R0

displayed. Select the
entry. Enter the following information for IP phone network VLAN 10:

Address Name: Name to reference this address book entry by.
Comment: Description of entry

IP Address/Netmask: IP address and subnet mask of IP phone network
Zone: Select Untrust from drop down list

button on top right corner of page to create a new address book

From the left navigation menu, select Objects = Addresses = List. The address list page is

a Juniper-Screen0S Administration Tools {(ns50) - Microsoft Internet Explorer ) .‘IE = |EI|1|

File Edit Wiew Favorites Tools Help

GBack + = - ) | Qsearch  [GFavorites GMedia ¢4 | - S et

_

Objects = Addresses > Configuration hs50

Address I@ https:/{192.168.1.1/nswebui.html j @Go Links **

el
Sl Juniper
NetScrean-50 Address Name IA\raya IP_Phones VIDle)
ice LA 10

IP Address/Domain Name

. S
" Domain Name I

@ressmetmask [t0.10.10.0 /24 )

e ————
< Zone IUntrust 'l )

QK | Cancel |
5
|@ Remove ’_l_l_ E Local intranet 4
EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 37
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Step

Description

IP Phone VLAN 11 IP address entry — Untrust Zone:

From the left navigation menu, select Objects > Addresses = List. The address list page is

displayed. Select the Mev ] button on top right corner of page to create a new address book
entry. Enter the following information for IP phone network VLAN 11:

Address Name: Name to reference this address book entry by.

Comment: Description of entry
IP Address/Netmask: IP address and subnet mask of IP phone network

Zone: Select Untrust from drop down list

8| - 10| x|
File Edit View Favorites Tools Help |
GBack + = - @ 7t | iQhsearch [lFavorites Media £% | B S =5

Address @https:,l’;’192.168.1.1,|’nswebui.html j @G0 | Links ®
Objects > Addresses > Configuration ns50 ﬂ|

2 Juniper-Screen0S Administration Tools {ns50) - Microsoft Internet Explorer

en nmn'l‘uper
i
NetScrean-50 Address Name |A\raya IP_Phones vID11 )

ment [Voice YLAN 11 P

IP Address/Domain Name

IP Address/Metmask |10.10.11.0 £l24
' Domain :
< Zone IUntrusT)l

B
oK | Cancel |

-
@ Remove ’7 ’7 ’7 E Local intranet 4
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Step

Description

CLAN 01A02 IP address entry — Trust Zone:

From the left navigation menu, select Objects > Addresses = List. The address list page is

displayed. Select the

R [=3

button on top right corner of page to create a new address book

entry. Enter the following information for CLAN 01A02:

Address Name: Name to reference this address book entry by.
Comment: Description of entry

IP Address/Netmask: IP address and subnet mask of IP phone network
Zone: Select Trust from drop down list

2 Juniper-Screen0S Administration Tools {ns50) - Microsoft Internet Explorer N A8 -10] =|

File Edit View Favorites Tools Help |

GBack + = - @ 7t | iQhsearch [lFavorites Media £% | B S =5

i Juniper

Address @https:,l’;’192.168.1.1,|’nswebui.html j @G0 | Links ®
Objects > Addresses > Configuration ns50 ﬂ|

MotScreen-50

Address Name

Awvaya CLaM 01402

323 Signali

IP Address/Domain Name

— .
© Ip Address/Netmask [192.168.1.10 VAER )
. —
' Domain Mame ‘F;
S —
Comm D
OK | Cancel |

-
@ Remave

| [ [ EFcdimenet
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Step Description
4. | CLAN 01AO07 IP address entry — Trust Zone:
From the left navigation menu, select Objects > Addresses = List. The address list page is
. N .
displayed. Select the =1 button on top right corner of page to create a new address book
entry. Enter the following information for CLAN 01AQ7:
e Address Name: Name to reference this address book entry by.
e Comment: Description of entry
e IP Address/Netmask: IP address and subnet mask of IP phone network
e Zone: Select Trust from drop down list
‘3 Juniper-ScreenDs Administration Tools (ns50) - Microsoft Internet Explorer -8 —10] =|
File Edit Wiew Favorites Tools Help |
GBack ~ = - (3 ) | Qsearch  [GFavorites GMedia ¢4 | - S e
Agdress@https:,l’;’192.168.1.1,|’nswebui.html j @Go Links >
Objects = Addresses > Configuration hs50 ﬂ|
ll uﬂ'l‘l(lper
.
MNotScrao-50 Address Name IAva\,ra CLAN 01407 )
t |H.323 Signaling —
IP Address/Domain Name
@dress/r\letmask [192.168.1.20 eSS )
© Darmain Mame i
>
oK | Cancel |
@ R+eove l_l_l_ E Local intranet A
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Step

Description

5. | MedPro 01AO03 IP address entry — Trust Zone:

R [=3

displayed. Select the

Comment: Description of entry

‘3 Juniper-ScreenDs Administration Tools (ns50) - Microsoft Internet Explorer

From the left navigation menu, select Objects > Addresses = List. The address list page is

button on top right corner of page to create a new address book
entry. Enter the following information for MedPro 01A03:

Address Name: Name to reference this address book entry by.

IP Address/Netmask: IP address and subnet mask of IP phone network
Zone: Select Trust from drop down list

-8 -0l x|

File Edit Wiew Favorites Tools Help |

GBack ~ = - (3 ) | Qsearch  [GFavorites GMedia ¢4 | - S e i

Address I@ https://192.168.1.1/nswebui.html j @Go Links >
Objects > Addresses > Configuration nsE0 ﬂ|

S Juniper

NotScraan-50

Address Name IAva\,ra MedPro 01403
o bl TD o

IP Address/Domain Name

& 1P address/Netmask [192.168.1.11

_

/132

 Domain Mame

I

S ——
< Zone ITrust 'l )

oK | Cancel |

+ 1
|@ Remave

’_ ’_ ’_ E Local intranet A

6.6. Configuring Custom Service

The Juniper NetScreen firewall is pre-configured with over thirty pre-defined Services. A
Service has several defining properties that tell the firewall how to identify traffic, i.e. transport
protocol and port range. When a security policy is created, a service must be referenced for that

policy.

The NetScreen firewall supports the creation of Custom Services. Custom Services are created
by an Administrator to either support a protocol not on the pre-defined list or to allow for a
tighter match of the properties of a pre-defined protocol.
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The steps below create two custom services specific to Avaya Communication Manager traffic
flows. One custom service accommodating the H.323 signaling flows and the other

accommodating the RTP voice flows. These custom services are a tight match on the transport
protocols (UDP/TCP) and port ranges used by Avaya Communications Manager and Avaya IP

Telephones.

Step

Description

1. | From the left navigation menu, select Objects - Services - Custom. The custom services

service.

page is displayed. Select the

R [=30

button on top right corner of page to create a new custom

2. | Create the Avaya H323 IPPhone-CLAN Custom Service defining the ports and transport

File Edit “iew Favorites Tools  Help

2} Juniper-Screen0S Administration Tools (ns50) - Microsoft Internet Explorer

protocols used between Avaya IP Telephones and CLAN interfaces for H.323 signaling. Select
the Use protocol default option for Service Timeout.

-8 - 10| x|

= Back ~ = - @ a | @SBarch (5] Favorites @Madia 3 | %v S = @

_

Address IEhttps:ll’,l’192.168.1.1,l’nswebu|.htm| j @G | Links >

Objects > Services > Custom > Edit

ns50 (2]

Service Name |Avaya H323 IPPhone-CLAN

Service Timeout & Use protocol default

© Mever

" Custom I {minutes)

i T AT Source Po-rt Destination .Pm't ICHP
Low High Low High | Type Code
1 |C nore ® TCP € UDP C ICMP  gther | 1500 (oo 1720 fireo |
2 | pone O TGP & UDP O ICMP © other| 49300 65535 (1719 1719 | |
2 | & none O TCP © UDP O ICMP © other | | | | | |
4 |& none © TCP € UDP C ICMP  other | | | | | |
E | & pone © TCP € UDP © ICMP Dtherl | | | | |
& |& none C TCP  UDP O ICMP  other | | | | | |
7 |% none © TcP © UDP O ICMP Dtherl | | | | |
& |G none C TCP € UDP O ICMP  other | | | | | |
OK Cancel |

’_ ’_’_ E Local intranet "
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Step Description

3. | Create the Avaya RTP IPPhone-MedPro Custom Service defining the port range used for voice
RTP packets between Avaya IP Telephones and MedPro interfaces. This port range must match
the range defined in the ip-network-region form.

2} Juniper-Screen0s Administration Tools (ns50) - Microsoft Internet Explorer = = 3]
Fle Edit ¥iew Favories  Tools  Help |
GBack v = - (D fat | Qsearch (Gl Favorites  EhMedia £4 | S =
AddressIEhttps:,l’,l’lQZ.lﬁB.l.l,l’rlswebui.html j Go |Links *
Objects > Services > Custom > Edit ns50 ﬂ|
el
Sl duniper
MNetScreen-50
Service Name |4vaya RTP IPPhone-MedPrc
Service Timeout & yse protocol default
' Never
- Customl {minutes)
Source Port Destination Port ICMP
No. Transport protocol = =
Low High Low High | Type | Code

1 | none © TCR & UDP C ICMP O gther | 2045 |[3327 (2048 ([z3z7 | |

2 | & pone O TCP C UDP O ICMP © other | | [ | | |

3 | none © TCR C UDP C ICMP  other | | | | | |

4 |# none © TCP € UDP C ICMP Dtherl | | | | |

5 | none © TCP C wop C ICMP O Dtherl | | | | |

6 |# none © TcP € UDP C ICMP O Dtherl | | | | |

7 |® none © TCP C UDP C ICMP C other | | | | | |

8 |# none C TCcP € UDP O ICMP Dtherl | | | | |

oK Cancel |
’_ l_l_ E Local intranet 7
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6.7. Creating Security Policy

Two Security Policies must be created; one for traffic flowing from the Trust zone to the Untrust
zone and the other for traffic flowing from the Untrust zone to the Trust zone. The flowing steps
create these policies.

6.7.1. Trust to Untrust policy

Step Description

1. | From the left navigation menu select Policies. Any currently configured security policies are

displayed.

2. | Create a security policy for traffic flowing from the Trust zone, Avaya CLAN and MedPro

right corner of page to create a new security policy.

traffic, to the Untrust zone, Avaya IP Telephones. On the top of the Policies page select Trust on
the From drop down list and Untrust on the To drop down list. Select the GO button on top

2} Juniper-Screen0S Administration Tools {ns50) - Microsoft Internet Explorer _-L@ = =] o]

File Edt Vew Favorites Tools Help

Back - = - ﬁ| Qisearch  [GFavorites Gl Media ®| Exv-S = E

Address @https:,l’,l’lQZ.168.1.1,inswebui.html j @Go | Links ®

Policies (From All zones To All zones) hs50 |
Search |
' o From [Tust =] To [Untrust v” Go || Hew |
o Juniper
NotScreen-50 No entry available |
@ pore [ Ehames
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Step Description
3. | A screen similar the one below appears offering several configuration options for this new
policy.
Key configuration options highlight below:
e Name (Optional): Avaya IPT.
e Source Address: (Multiple) See Source Address Entries (Trust) in Step 4 below.
e Destination Address: (Multiple) See Destination Address Entries (Untrust) in Step 5
below.
e Service: Enter the server of ANY to allow all application types
e Application : None
e Action: Select Permit from the drop down list.
e Logging: enabled (checked) to see this policy events in the local NetScreen log or with
syslog.
4} Juniper-Screen0s Administration Tools {ns50) - Microsoft Internet Explorer 0 -8 - ol x|
File Edit View Favorites Tools Help |
G Back = = - @ 7} | @Search [ Favarites @Med\a @ ‘ %- S =t E
ngdressIEhttps:HIQZ.168.1.1;’nswebui.htm| j @Go | Links »
Policies {From Trust To Untrust) ns50 ﬂ|
lﬂgﬂgﬂper.
NotScroon-50 Name (opti Avaya IPT
 Mew Address | :"I
source Address & address Book Entry I(MUWP'E) -] multiple
. . " Mew Address I /I
Destination Address e e e I(Multlplej j wultiple
service [ANY | multiple
Application |MNone 'l
[ WEB Filtering
ction m Deep Inspection
Antivirus Profile |Nong =y
Tunnel ypy |MNone VI
™ Modify matching bidirectional ¥PN policy
L2TP d
Logging ¥  at ssion Beginning I
[8]4 | Cancel Advanced
Togygle Menu
e FE e )
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Step Description

4. | From the Policies (From Trust to Untrust) screen above, select Source Address - Address
Book Entry = Multiple button. A screen similar to the one below appears. The CLAN and
MedPro Address Book entries from 6.5 Create Address Book Entries appear in the Available

Members list.

e Select the MedPro and CLAN entries from the Available Members list so they appear in
the Selected Members list.
e Select the OK button

-2} Selection of Multiple Address Entries - Microsoft Internet Explorer A8 O] =]
Source Address Entries {Trust)
Megate the Following [

<— Selected Members —» <— Awailable Members =

Awraya CLAN 01402 Awaya CLAN 07402

Awranya CLAN 01407 Awaya CLAN 07407

Avaya MedFra 071403 Avaya MedFra 01403
<
e
(8]4 Cancel
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Step

Description

From the Policies (From Trust to Untrust) screen above, select Destination Address -
Address Book Entry = Multiple button. A screen similar to the one below appears. The Avaya
IP Telephone Address Book entries from 6.5 Create Address Book Entries appear in the

Available Members list.

e Select the Avaya IP Telephone entries from the Available Members list so they appear
in the Selected Members list.
e Select the OK button

<2 Selection of Multiple Address Entries - Microsoft Internet Explorer | I ] B

Destination Address Entries {(Untrust)

Megate the Following [

<— Selected Members —> <— Available Members —>
Avaya IF_FPhones VD10 Avaya lF_Fhones WID10
Awvaya IF_Fhones %011 Awaya lF_Fhones WD

<< |

e |

(8] 4 Cancel

Select the OK button from the Policies (From Trust to Untrust) screen to complete the creation
of the Trust to Untrust policy with the name Avaya IPT.

EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 28 of 37
PV 6/6/06 ©2006 Avaya Inc. All Rights Reserved. Net_no323alg.doc




6.7.2. Untrust to Trust policy

Step Description
1. | Create a security policy for traffic flowing from the Untrust zone, Avaya IP Telephone traffic, to
the Trust zone, Avaya CLAN and MedPro. On the top of the Policies page select Untrust on the
From drop down list and Trust on the To drop down list. Select the GO button on top right corner
of page to create a new security policy.
2. | A screen similar the one below appears offering several configuration options for this new policy.
Key configuration options highlight below:
¢ Name (Optional): Avaya IP Phones.
e Source Address: (Multiple) See Source Address Entries (Untrust) in Step 3 below.
e Destination Address: (Multiple) See Destination Address Entries (Trust) in Step 4
below.
e Service: (Multiple) See Service Entries in Step 5 below.
e Application : None
e Action: Select Permit from the drop down list.
e Logging: enabled (checked) to see this policy events in the local NetScreen log or with
syslog.
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Step

Description

-} Juniper-ScreenDs Administration Tools (ns50) - Microsoft Internet Explorer 3 =] =] 3

Fle Edit Wiew Favorites Tools Help |

GBack v = - (@D ) | Qisearch [GFavortes Meda ¢4 ‘ E=T=E|

Address [ ] https:j1192.165. 1. 1 nswebui bl =] @eo |Links >
Policies {(From Untrust To Trust) ns50 |

MeiJuniper

MetScreen-50

al) |Avaya IP Phones

" New Addrass |

Source Address
& address Book Entry I(MU|tIp|B)

=
=] multiple
S © New address | /
Destination Address - _
* pddress Book Entry I(MU|tlp|BJ 'l Multiple
service |(Multple) =] multiple
Application |None vl

[~ WEB Filtering

Deep [nspection
Antivirus Profile |MNone j
Tunnel wpy |[Mone 'I

™ Modify matching bidirectional ¥PN palicy

Logging sion Beginning I

oK | Cancel #dvanced

Toggle Menu

@ea [ B,
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Step Description
3. | From the Policies (From Untrust to Trust) screen above, select Source Address - Address
Book Entry = Multiple button. A screen similar to the one below appears. The Avaya IP
Telephone Address Book entries from 6.5 Create Address Book Entries appear in the Available
Members list.
e Select the Avaya IP Telephone entries from the Available Members list so they appear in
the Selected Members list.
e Select the OK button.
-2} Selection of Multiple Address Entries - Microsoft Internet Explorer A8 O] =]
Source Address Entries {Untrust)
Megate the Following [
<— Selected Members —> <— Available Members —>
Awvaya IF_Fhones VD10 Avaya IF_Fhones WID10
Awvaya IF_Fhones V011 Avaya IF_Fhanes WD
<
==
(0] 4 Cancel
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Step

Description

From the Policies (From Untrust to Trust) screen above, select Destination Address -
Address Book Entry = Multiple button. A screen similar to the one below appears. The CLAN
and MedPro Address Book entries from 6.5 Create Address Book Entries appear in the

Available Members list.

e Select the CLAN and MedPro entries from the Available Members list so they appear in
the Selected Members list.
e Select the OK button

-2} Selection of Multiple Address Entries - Microsoft Internet Explorer A8 O] =]

Destination Address Entries {Trust)

Megate the Following [

<— Selected Members —» <— Available Members —>
Awraya CLAN 01402 Awaya CLAN 07402
Awranya CLAN 01407 Awaya CLAN 07407
Avaya MedFra 071403 Avaya MedFra 01403
<

==

(0] 4 Cancel
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Step Description
5. | From the Policies (From Untrust to Trust) screen above, select Service - Multiple button. A
screen similar to the one below appears. The Avaya H.323 and Avaya RTP customer service
entries from 6.6 Configuring Custom services appear in the Available Members list.
e Select the Avaya H.323 IPPhone-CLAN and Avaya RTP IPPhone-MedPro entries from
the Available Members list so they appear in the Selected Members list.
e Select the OK button
<3 selection of Multiple Service Entries - Microsoft Internet Explorer -8 -0l x|
Service Entries
<—Selected Members —> <— Awvailable Members —> i’
Awaya H3Z23 IFPFhane-CLAN rMGCF
Avaya RTF IFFhone-tdedFro hS-A0
hS-EXCHAMGE
o MS'”S
— |¥OIF
Avaya H3Z3 IFFhone-CLAN
S Awaya RTP IFPhone-tedPro
GTF
AL
BGF
CHARGEN |
(04 Cancel
6. | Select the OK button from the Policies (From Trust to Untrust) screen to complete the creation
of the Untrust to Trust policy with the name Avaya IP Phones.
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6.7.3.

Summary of Avaya IP Telephone Security Policies

Step

Description

From the left navigation menu select Policies. The new security policies created in Sections
6.7.1 and 6.7.2 will be displayed as well as any previously configured security policies.

The green check icon the Action column indicates the policy is active. The icon in the Options
column indicates logging for this policy is enabled.

Fle Edit Wiew Favorites Tools  Help

3 Juniper-Screen0s Administration Tools {ns50) - Microsoft Internet Explorer

28| -10| x]

GBack v = - (@ at | Qi search [GFavorites EfMeda ¢4 ‘ B S = H

AgdressI@https:,l’f192.168.1.1)’nswebui.htm| j @Go Links *
Policies (From All zones To All zones) ns50 \
List |20 T|per page Search
m.’un Per From |Allzones = To |4l zones 'I Go | e
NETWORKS
NotScreen -50 From Trust To Untrust, total policy: 1

ID Source Destination Service Action Options Configure Enable | Move
Avaya CLAN Avaya
01402 IP_Phones
Avaya CLAN WID10o +

7 .

L | ST AMY @ Edit | Clone |Remave | M L4
#vaya MedPro | IP_Phones
01a03 WID11

From Untrust To Trust, total palicy: 1

ID Source Destination Service Action Options Configure Enable | Move
Avaya Avaya CLAN Avays H32Z3
IP_Phones 01402
¥ID10 Avaya CLAN e ars-ElLAR

2 i Avaya RTP @ Edit | Clone |Remave | M o
Avaya 01407

IPPhone-
IP_Phones Avaya MedPro MedPro
YID11 01403
Toggle Menu

l_l_ ’_ E Local inkranet 4
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7. Avaya Communication Manager Configuration

Avaya Communication Manager allows the RTP/RTCP port range to be configurable through the
ip-network-region form. UDP ports 2048 — 3327 are the default range as of Avaya
Communication Manager Release 3.1. The following steps modify the ip-network-region 1
RTP port range.

Step Description
1. | From the System Access Terminal (SAT), enter the change ip-network-region x command
where X is the region number to modify. Under Media Parameters, enter the UDP Port Min:
(which must be an even number) and UDP Port Max: (which must be an odd number). This port
range must match the Custom Service port range created in section 6.6 Configuring Custom
Service.
hange ip—network-region 1 Page 1 of 1%
Authoritative Domain: avava.com
MEDI A -PARAAEL ERS Intra—region IP-IP Direct Audio: yes
Codec Set: 1 Inter—region IP-IP Direct Audio: yes
UDPF Port Min: 2048 IP Audio Hairpinning? vy
UDPF Port Max: 3327
LIFFSERU-TOS PARAMETERS RTCP Reporting Enabled? y
Cail=Control PHE UalwzT 46 RICP MOMITOR SERUER PARAMETERS
Audio FHEB Ualue: 46 Uze Default Server Parameters? u
Uideo PHB Value: 26
8682 .1P-Q PARAMETERS
Call Control 882.1p Priority: 6
Audio 882 .1p Priority: 6
Uideo 882.1p Priority: & AUDIO RESOURCE RESERUATION PARAMETERS
H.323 IF ENDPOINTS REUP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (zec): 20
Keep—fAlive Interval (sec>: §
Keep—Alive Count: 5
ESC—x=Cancel Esc—-e=8ubmit Esc—p=Frev Pg Esc—n=Mext Pg Ezc—h=Help Esc—r»=Refreszh
2. | Enter the save translation all command to save.

8. Conclusion

These Application Notes describe the steps necessary to implement a Juniper NetScreen Firewall
as an interior firewall protecting critical components of Avaya Communication Manager
platform. The security policies are tightly implemented to accommodate the H.323 Application
Layer Gateway (ALG) being disabled.
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EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 37
PV 6/6/06 ©2006 Avaya Inc. All Rights Reserved. Net_no323alg.doc



