AVAYA

Avaya Solution and Interoperability Test Lab

Configuring an Avaya IP Telephone at a Remote Site served
by an Avaya IP Office over a Virtual Private Network
Implemented between a NetGear ProSafe VPN Firewall
FVS114 and FVXS38 - Issue 1.0

Abstract

These Application Notes describe a configuration that supports a remote worker’s use of an
Avaya 5600 series IP Telephone served by an Avaya IP Office 1P412 at the main office
through a Virtual Private Network (VPN) implemented with a NetGear ProSafe VPN Firewall
FVS114 and FVX538. The VPN spans from the NetGear FVVS114 at the remote worker site
to the NetGear FVX538 in the main office over a simulated internet to provide secure
connectivity. This solution can be used for a remote worker who wants to use a multi-button
telephone and have the same functionality (for example, Message Waiting Indication) as a
telephone co-located with the IP Office.

Since the Internet Service Providers generally do not provide guarantees for bandwidth, delay,
jitter or loss, the quality of service to the user in a real world configuration cannot be
guaranteed.
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1. Introduction

Figure 1 shows the tested configuration. The Main Office Avaya IP Office 1P412 provides
business telephony service to both the main site and the remote site. The Avaya 5620SW at the
remote site registers to the IP Office over an IPsec Virtual Private Network implemented
between the NetGear devices. Avaya softConsole and PC Softphone were used during the
testing.

Feature operation provided to the remote user was similar to feature operation for any Avaya IP
Telephone user. The quality of the voice connection cannot be guaranteed, since the Internet
Service Providers typically do not guarantee the performance of the underlying packet service.

These Application Notes focus on the configuration needed to support the telephony features in a
given environment. Some aspects of configuration, such as the firewall configuration for non-
voice traffic, are simplified.

This document does not describe the configuration of the Cisco 6015 IP DSL switch and the
Cisco 7500 Router. For an example of a similar configuration, see item [2] in Section 10.
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Figure 1 - Network Configuration Diagram
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1.1. IP Office Features

The configuration presented in this document uses the IP Office Hot Desking feature. This
allows a user to easily switch from an office phone to the remote phone with the ability to have
one telephone number by logging into the telephone of choice. A user can go to either the office
phone or the remote phone and log in (via a short code). Once the user has successfully logged
in, the functionality that is available is provided (for example message waiting, programmed
buttons and feature access). Once the user is done working, the user can log out. Calls to the
logged out user receive coverage or busy treatment.

The following features were successfully tested in this configuration:

Message Waiting Indication for the Hot Desk Extension at the remote phone.

Call Recording at the remote phone.

Call Intrude capability from a user at Main Site to the remote phone.

Delta Server information for the remote phone user. The Compact Business Center
(CBC), Compact Contact Center (CCC) and SMDR applications use this information.
User and Hunt Group button operation at the remote phone.

Bridged and Line Appearance buttons at the remote phone.

MPwnh e

o o

Note: The Call Listen capability on IP Office is not available on the remote phone. This is
the same restriction as other IP telephones registered to an IP Office.
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2. Equipment and Software Validated

The following hardware and software versions were used for this configuration:

Equipment Version
Avaya IP Office 412 3.1(65)
Avaya Delta Server 3.15
Avaya IP Office Voicemail Pro 3.1.16
Avaya softConsole 3.1.16
Avaya PC Softphone 3.1.15
Avaya 5602SW, 5610SW and 5620SW IP Telephones 2.3
NetGear ProSafe VPN Firewall F\VS114 V1.1 01
NetGear ProSafe VPN Firewall FXV538 V1.6.49
OS version
Cisco 3725 Router 12.2(8r)T2
Software (fcl)
Dell PowerConnect 3448P switch 1.0.0.112
Westell 2200 DSL Modem 01.06.53
D-Link DES 1526 switch 1.00
2.001.002
(protocol)
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3. Configure Avaya IP Office IP 412 at the Main Site

This section describes the IP Office configuration at the Main Site. This includes configuring:
1. An IP Extension,
2. A Hot Desk User,
3. A default IP Route to the NetGear ProSafe VPN firewall F\VV X538,
4. Short Codes for the ExtnLogin and ExtnLogout features.

IP Office is configured via the IP Office Manager program. Log into the IP Office Manager PC
and select Start — Programs — IP Office — Manager to launch the Manager application. Log
into the Manager application using the appropriate credentials.

1. Configure the LAN2 IP Address. In IP Office Manager, select System in the left panel.
Double-click on the entry in the right panel.

Select the LAN2 Tab. Enter an IP Address and Mask and set the DHCP Mode to
Disabled. Press the OK button.
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2. Configure a user for the remote phone. In IP Office Manager, select User in the left
panel. In the right panel, right click and select the New option. Enter a unique Name
and Extension number. Select the appropriate Phone Manager Type. Press the OK

button.
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3. Complete the user. Choose the Yes option for creating a new VolP extension. This will
create a default IP Extension for the user.
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4. Create a Hot Desk User. Select User in the left panel. In the right panel, right click and
select the New option. Enter a unique Name and a unique Extension number. Set other
parameters as needed.
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5. Configure the Hot Desking options. Select the Telephony tab. Check the Force Login
box and enter a Login Code. The Login Code text box displays a “*” for each number
in the code. Set other parameters as needed. Press the OK button.
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6. Complete the user. Choose the No option for creating a new VolIP extension. This
allows the user to be accessed easily at any telephone. Choose the Yes option when

asked Are you sure?
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7. Make the NetGear ProSafe VPN Firewall FVX538 the default IP Route. In IP Office
Manager, select IP Route in the left panel. In the right panel, right click and select the
New option. Enter the NetGear ProSafe VPN Firewall FV X538 LAN IP Address in the
Gateway IP Address field and select LANZ2 as the Destination. Retain all other default

values. Press the OK button.
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8. Check to see if there are ExtnLogin and ExtnLogout shortcodes.

In the IP Office

Manager Configuration Tree, click on Shortcode in the in the left panel. In the right
panel, check to see if the ExtnLogin and ExtnLogout shortcodes exist. The defaults are
shown below.
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9. If the shortcode is not present, add an ExtnLogin shortcode.

In the right panel right-

click and select New. Set the Feature and Telephone Number, as shown below. Select
a unique code for the Short Code field. The code must end with a “*N#”. Press the OK
button. In this case, the “N” represents a string of dialed digits; the extension number, a
“* and the login code entered in Step 5 of this section. The user logs in by dialing
*35*extension number*login code*#.
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10. If the shortcode is not present, add an ExtnLogout shortcode.

In the right panel right

click and select New. Set the Feature, as shown below. Select a unique code for the
Short Code field. Press the OK button.
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4. Configure the NetGear ProSafe VPN Firewall FVX538 at the
Main Site

This section describes the NetGear ProSafe VPN Firewall FV X538 configuration at Main Site.
The configuration includes:

e Configuring the WAN mode for Network Address Translation (NAT)
e Configuring an IP Route for the IP Office LAN1 Subnet
e Configuring a VPN

To configure the NetGear ProSafe VPN Firewall F\VX538, open a web browser and enter the IP
Address of the NetGear ProSafe VPN Firewall FVVX538 in the Address field. This document
assumes the IP Address of the LAN has been set.

1. Configure the WAN ISP Settings. Select WAN Setup-> WANT1 ISP.

Select the appropriate option, which is provided by the ISP in the Does You Internet
Connection Require a Login? field. In the Internet IP Address section, enter the IP
Address and Subnet Mask of the FVX538 in the fields and enter the IP Address of the
Cisco 3725 connection in the Gateway IP Address field. Press the Apply button.
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2. Configure the WAN Mode. Select WAN Setup-> Mode.

Select the NAT option for NAT (Network Address Translation). Select Ping to this
IP Address for the Detect WAN failure by: option. Enter the IP Address of the Cisco
3725. Press the Apply button.

/3 NETGEAR Business Router - Microsoft Internet Explorer _ & x|

Eile Edit Wiew Favorites Tools Help ‘

WHBack -~ = - @ ot | @Search (3] Favorites @Med\a @ | %v = E -

Address I@ http:ff192.168,3. 168 login.igw j 6o | Links ®
@ NETGEAR ProSafe VPN Firewall FVX538

|

WAN Mode
WAN1 ISP
WANZ ISP
Mode

NAT (Network Address Translation)

o NAT " Clagsical Routing
Options

Dynamic DNS
Traffic Meter

' Auto-Rollover
& Load Balancing
' Dedicated BroadBand

Groups and Hosts
Source MAC Filter
Block Sites

Rules

Detect WAN failure by:
' DME lookup using configured DNS Servers

" DNS lonkup using this DNS I I I I
Server . . °

@ Ping to this IP address IGD . |6D . IED ) Il

TestPeriodis |20 seconds

VPN Wizard
Failover after |4 failures
VPN Status

IKE Policies

VPN Policies Cance||

Chs

Senvices

Schedule

Logs and E-mail

[T @m0
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3. Configure a static IP Route for the IP Office LAN1 subnet. Select Advanced->Static
Routes. Press the Add button.

Enter a unique name for the Route Name. Check the Active and Private boxes. This
ensures that the route will be used and not reported in RIP tables. Enter the IP Office
LANL1 Subnet in the Destination IP Address field. Enter the appropriate Subnet Mask
in the TP Subnet Mask field. Select LAN in the Interface field. Enter the Avaya IP
Office 412 LAN2 IP Address in the Gateway IP Address field. Enter the Metric as
shown below. Press the Apply button.

Router Status
Set Password

Remote
Management

SNMP
Diagnostics
Settings Backup
Router Upgrade

LAN Setup
DMZ Setup
Port Triggering
Static Routes
Trend Micro
User Database
Radius Chient

Knowledge Base

Documentation

Logout

a NETGEAR Business Router - Microsoft Internet Explorer ;Iilll
Eile Edit Wiew Favorites Tools Help ‘
WHBack -~ = - @ ot | @Search (3] Favorites @Med\a @ | %v =M= i
Address I@ http: 192,168, 3. 168/ closeold igw*{30, 30,30, 78] j 6o | Links ®

Static Routes

Route Mame IPO LANT

¥ active ¥ Private
Destination IP Address EC EC EE N E

IP Subnet Mask [z55 |, [255 . [255 . |o

Interface LAN =

Gateway I Address |192 . IlGB . |3 . |32

Metic EZIl
Eﬁckl Applyl Cancel |
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4. Add a VPN. Select VPN->VPN Wizard. Press the Next button.

Enter a unigue name in the What is the new Connection Name? field. Enter a text
string in the What is the pre-shared key? field. Select the A remote VPN Gateway
for the This VPN tunnel will connect to field. Select WANL1 for the This VPN tunnel
will use the following local WAN 1 Interface field. Press the Next button.

a METGEAR Business Router - Microsoft Internet Explorer =13 ﬂ

File Edit Wiew Favorites Tools Help ‘

GBack v = - (D #at | @ zearch [GFavorites  @Meda % | By S [ -

Address I@ http:ff192.168.3. 168/login.igw ﬂ @Gn Links

@ NETGEAR ProSafe VPN Firewall FVX538

Dynamic DNS VPN Wizard
Traffic Meter

Step 1 of 3: Connection Name and Remote IP Type
Groups and Hosts

What is the new Connection Name? app_notes
Source MAC Filter
. What is the pre-shared key? 12345878
Block Sites

Rules
This ¥PM tunnel will connect to @ aremote VPN Gateway
Senvices

' Aremote VPN client
Schedule
i . This WPM tunnel will use following local -

Logs and E-mail VAN Inteface Wopan 1 T WAN 2

WPN Wizard

VPN Status Back | Cancel
IKE Policies
WPN Policies
CAs
Certificates
CRL

Mode Config

Router Status

’_ ’_ ’_ |4 tnternet
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5. Configure the IP Address of the Remote End of the tunnel. Enter the WAN IP Address of
the NetGear ProSafe VPN Firewall FVS114 in the What is the remote WAN’s IP
address or the Internet name field. The actual IP address of the remote site WAN is
placed in this field and not the NAT’d version. The What is the IKE Local ID Data
field is pre-populated with the FVX538 WAN1 IP Address and does not have to be
changed. Press the Next button.

3 NETGEAR Business Router - Microsoft Internet Explorer _ & x|

Eile Edit Wiew Favorites Tools Help ‘

WHBack -~ = - @ ot | @Search (3] Favorites @Med\a @ | %v = E -

Address I@ http:ff192.168,3. 168 login.igw j 6o | Links ®

@ NETGEAR ProSafe VPN Firewall FVX538

Dynamic DNS VPN Wizard
Traffic Meter

Step 2 of 3: Remote IP address or the Internet name

Groups and Hosts

; ) .
Source MAC Filter Whatis the remate YWAN's P address or Internet name? (192 168.1.1 53|
Block Sites ‘Whatis the IKE Local ID Data? G0.60.60.2

Rules

Services Back Cancel |

Schedule

Logs and E-mail

VPN Wizard
VPN Status
IKE Policies
VPN Policies
Chs
Certificates
CRL

Mode Config

Router Status

’_ ’_ ’_ |' Inkernet
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6. Configure the Remote subnet of the VPN. Enter the LAN subnet of the NetGear ProSafe
VPN Firewall FVS114 in the IP Address field and the Subnet Mask of the LAN Subnet
in the Subnet Mask field. Press the Next button.

3 METGEAR Business Router - Microsoft Internet Explorer _& 5'

File Edit W%iew Favorites Tools Help ‘
Back ~ = - (D 7t | @ search  [Fovoritss  EMedia (% | By S [ -

Address [&] http://192.168.3.168/login. igw | @ |Links *

]
NETGEAR ProSafe VPN Firewall FVX538

D;;n-amin DNS VPN Wizard

Traffic Meter
Step 3 of 3: Secure Connectioh Remote Accessibility

Groups and Hosts ‘What is the remote LAN IP address and Subnet Mask?

Source MAC Filter
Block Sites

IPaddress: [192 | [158 [0 Jo
subnetMask [255 | [255  [255 | [

Rules
Senvices

Schedule Back Cancel |

Logs and E-mail

VPN Wizard
VPN Status
IKE Policies
VPN Policies
CAs
Certificates
CRL

Mode Config

Router Status

[ Tgmerne
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7. Complete the VPN. Verify all the settings. Press the Done button.

) NETGEAR Business Router - Microsoft Internet Explorer =] x|

File Edit Wiew Favorites Tools Help ‘

GBack + = - (D #at | Qzearch  [GFavorites  (DMeda (% | EB-SE- =5

Address I@http:;’)’lgz.168‘3.1681|Dg\n‘|gw j @G0 | Links >

NETGEAR ProSafe VPN Firewall FVX538

Dynamic DNS VPN Wizard ;I
Traffic Meter
Summary

LS RN IS Please verify your inputs:
IR AT Connection Name app_notes
(=l St Exchange Type Main Mode
s 1D Type: IP ADDRESS
Senvices

Remote AN 1D 192.168.1.168
Schedule

Rermaote WP Endpoaint: 192.168.1.168
Logs and E-mail

Remate Client Access: By Subnet

Remote IP 192.168.0.00255.255.255.0
VPN Wizard Local WA 1D 6060 602
VPN Status Local Client Access By Subnet
(SRS Lacal IP: 192.168.3.0/265.265.256.0

VPN Policies
Chs
Certificates
CRL

You can click here to view the VPHC-recommended parameters

Please click "Done™ to apply the changes

Mode Config

Back Donel Cancel |

Router Status

KNl

L[ [
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8. Modify the IKE policy. Select VPN->IKE Policies. Select the radio button for the VPN
policy created in Steps 3-6 and press the Edit button.

Select Aggressive Mode for the Exchange Mode and Responder for the
Direction/Type. Scroll down and press the Apply button. Using Aggressive mode
provides more security.

3 NETGEAR Business Router - Microsoft Internet Explorer _ & x|

Eile Edit Wiew Favorites Tools Help ‘

WHBack -~ = - @ ot | @Search (3] Favorites @Med\a @ | %v = E -

Address I@ http:ff192.168,3. 168 login.igw j 6o | Links ®
@ NETGEAR ProSafe VPN Firewall FVX538
Dynamic DNS General
Traffic Meter Palicy Marne app_notes
Direction/Type
Groups and Hosts Exchange Mode
Source MAC Filter
Block Sites ;“'I:a't el
elect Local Gatewa q
- ¥ AN 1 O WAN 2
Lacal dentity T -
R ocal ldentity Type | WAl IP Address =l
. Local Identity Data [foeoene ]
Logs and E-mail
Remaote
Remote Host Configuration Record o~ I vl & Mone
VPN Wizard
Remote Identity Type I Bemote WAN [P d
SIS Remote Identity Data
\KE Policies IT 92.168.1.168
VPN Policies
IKE SA Parameters
Chs . . e
Encryption Algorithrm JDES 4
Certificates
Authentication Algarithm -1 =
CRL g SHA
Authentication Method & Pre-shared Key

Mode Config

|12345678
" RSA Signature (requires Cerificate)

Router Status &
_ ‘ | 5

at D
|@ Done

[T @m0

9. Disable the H323 Application Layer Gateway. Telnet to the FV X538 LAN IP Address.
Login with the appropriate credentials. Enter the commands as shown below.

FVX538: />cd config
FVX538: /config> cd algs
FVX538: /config/algs> disable h323

This completes the configuration of the NetGear ProSafe VPN Firewall F\VX538.
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5. Configure the NetGear ProSafe VPN Firewall FVS114 at the
Remote Site

This section describes the NetGear ProSafe VPN Firewall FVVS114 configuration at the Remote
Site. The configuration includes:

e Configuring the WAN
e Configuring a VPN

To configure the NetGear ProSafe VPN Firewall F\VS114, open a web browser and enter the IP
Address of the NetGear ProSafe VPN Firewall FVS114 in the Address field. This document
assumes the IP Address of the LAN has been set.

1. Configure the WAN. Select Setup->Basic Settings.

Enter the WAN IP Address in the IP Address field and the Westell DSL modem IP
Address in the Gateway IP Address field. Scroll down and press the Apply button.

48l -18(x]

J File Edt Wiew Favorites Tools  Help ﬁ
J daBack v = - (D 7ot | Disearch [GFavortes  Meda % | By S ER
| address |@ http: {192, 168.0.1 /start.htm | @ HLinks »

—_. NETGEAR ProSafe VPN Firewall FV5114
(O
i A

Setup Wizard Basic Settings

Basic Settings

Does Your Internet Connection Require A Login?
@ N

Logs  ves

Block Sites

Rules
Senvices

Account Mame (I Required) FvS114

Domain Mame (If Required)
Schedule

il NAT {Network Address Translation)

VPN Wizard

IKE Policies Internet IP Address

VPN Policies © Get Dynarmically Frarm ISP
CAs & Use Static IP Address
Certificates IP Address

Erl IP Subnet Mask

VPN Status Gateway IP Address

Domain Name Server (DNS) Address

)  Get Autornatically From ISP
Attached Devices
% | lep Thaoa MRS Gprers LI

Router Status

L] [T Tgmerne
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2. Add a VPN. Select VPN->VPN Wizard. Press the Next button.

Enter a unigue name in the What is the new Connection Name? field. Enter a text
string in the What is the pre-shared key? field. Select the A remote VPN Gateway
for the This VPN tunnel will connect to field. Press the Next button.

a8l 151
J File Edt Miew Favorites Tools Help i
J sHBack - = - @ a3 | @Search (] Favarites @Medla a | %v =) - E -

| Address [@] http:/1192.168.0.1/start him | P “Llnks D

NETGEAR ProSafe VPN Firewall FV5114

VPN Wizard

Logs
Block Sites Step 1 of 3: Connection Name and Remote IP Type

Rules

What is the new Connection Name? app_notes
Senvices
Schedule What is the pre-shared key? 12345678

E-mail
This ¥PM tunnel will cannectto @ A remote VPN Gateway

© Aremote WPM client
VPN Wizard

IKE Policies
VPN Policies M Cancel
CcAs
Certificates
CRL

VPN Status

Router Status
Attached Devices
Settings Backup
Set Password

Diagnostics

’_ ’_ ’_ |' Inkernet

DJB; Reviewed: Solution & Interoperability Test Lab Application Notes 25 of 38
PV 8/3/2006 © 2006 Avaya Inc. All Rights Reserved. ipo-ng-vpn.doc



3. Configure the IP Address of the Remote End of the tunnel. Enter the WAN IP Address of
the NetGear ProSafe VPN Firewall FVX538 in the What is the remote WAN’s IP
address or the Internet name? field. Press the Next button.

i i
J File Edt Wiew Favorites Tools  Help ‘

J GmBack + = - (2 ot | isearch  [EFavorites  {Media (% | By S - =] -

| Address [@] http:/192.168.0.1/start him | P |JLinks =

NETGEAR ProSafe VPN Firewall FV5114

VPN Wizard
Logs
Block Sites
Rules

Senvices Wihat is the remate YWAN's IP address or Internet name? [50.60.60.2
Schedule

Step 2 of 3: Remote IP address or the Internet name

E-mail

VPN Wizard
IKE Policies
VPN Policies
CAs
Certificates
CRL

VPN Status

Router Status

Attached Devices

Settings Backup

Set Password

Diagnostics

’_ ’_ ’_ |4 trnternet

DJB; Reviewed: Solution & Interoperability Test Lab Application Notes 26 of 38
PV 8/3/2006 © 2006 Avaya Inc. All Rights Reserved. ipo-ng-vpn.doc



4. Configure the Remote end of the VPN. Enter the LAN subnet of the NetGear ProSafe
VPN Firewall FVX538 in the IP Address field and the Subnet Mask of the LAN Subnet
in the Subnet Mask field. Press the Next button.

i i
J File Edt Wiew Favorites Tools  Help ‘

J GmBack + = - (2 ot | isearch  [EFavorites  {Media (% | By S - =] -

| Address [@] http:/192.168.0.1/start him | P |JLinks =
_________________________________________________________________________________________________________|

. NETGEAR ProSafe VPN Firewall FV5114

VPN Wizard
Logs

Block Sites
Rules ‘Whatis the remote LAN IP address and Subnet Mask?

SR IP Address: IJ.92 JLss )3 ,ID
e Subnet Mask: |255 |z55  |2ss ,|n

VPN Wizard M Cancel |

IKE Policies
VPN Policies
CAs
Certificates
CRL

VPN Status

Step 3 of 3: Secure Connection Remote Accessibility

Senvices

Router Status
Attached Devices
Settings Backup
Set Password

Diagnostics

[ Tgmerne
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5. Complete the VPN. Verify all the settings. Press the Done button.

28l 51

J File Edt View Favorites Tools Help ‘

J daBack + = - (D 7at | Qhsearch [GFavorkes  (PMeda (% | By S - = -

| address [&] hirp:jf192.168.0.1/start.him | P HLinks B
____________________________________________________________________________________________________|

NETGEAR ProSafe VPN Firewall FV5114

VPN Wizard Il
Logs
Block Sites Summary
Rules
Senvices Please verify your inputs:
Schedule Connection Name app_notes
E-mail Exchange Type Main Mode

D Type: IP ADDRESS
VPN Wizard Remaote WAN ID: 0.0.0.0
IKE Policies Rernote VPN Endpoint: 60.60.60.2
VPN Policies Remote Client Access: By Subnet
CAs Remote IP 192.168.3.0/255.255.255.0
Certificates Local Wiah 1D 192.168.1.168
CRL Local Client Access By Subnet
VPN Status Local IP: 182.168.0.0/255 255 255.0
Router Status You can click here to view the VPRC-recommended parameters
Attached Devices Please click "Done™ to apply the changes.
Settings Backup
Set Password M B | cancel | _|
Diagnostics _|
Cr T @
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6. Modify the IKE policy. Select VPN->IKE Policies. Select the radio button for the VPN
policy created in Steps 2-5 and press the Edit button.

Select Initiator for the Direction/Type and Aggressive Mode for the Exchange Mode.
Scroll down and press the Apply button. Using Aggressive mode provides more

security.

3 NETGEAR Router - Microsoft Internet Explorer

JEiIe Edit  Yiew Favorites Tools Help

=8| -8 x|

J sHBack - = - @ a3 | @Search (] Favarites @Medla a | %v =) - E -

| address ] hitp:/j192.162.0.1/start.him

d @G “Llnks =

Logs
Block Sites
Rules
Senvices
Schedule
E-mail

VPN Wizard
IKE Policies
WPN Policies
CAs
Certificates
CRL

VPN Status

Router Status
Attached Devices
Settings Backup
Set Password

Diagnostics

NETGEAR ProSafe VPN Firewall FV5114

IKE Policy Configuration

General

Policy Name
Direction/Type
Exchange Mode

Iap p_notes

Initiator =

Local

Loeal Idenity Type [warn 1P Address =
Local dentity Data I]QZ]EB] 168

Remote

Remate Identity Type [Remote war 1P =l

Remaote ldentity Data

IED.BD.BD.2

IKE SA Parameters
Encryption Algarithm
Authentication Algorithm
Authentication Method

IBDES 'I
ISHA—] 'I

i+ Pre-shared Key

|ﬁﬂﬁm

" RSA Signature (requires Cettificate)

Boute
|@ Done

’_ ’_ ’_ |' Inkernet

This completes the configuration of the NetGear ProSafe VPN Firewall FVS114.
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6. Configure the Cisco 3725 Router at the Main Site

This section describes the configuration for the Cisco 3725 router, which resides at Main Site
and connects to the network and the NetGear ProSafe VPN Firewall FVVX538.

The following steps were followed to configure the Cisco 3725 Router:

1. Configuring the Ethernet interface connected to the NetGear ProSafe VPN Firewall
FVX538.
2. Configuring the Ethernet interface connected to the Network.
3. Configuring IP Routes for:
o IP Office LAN2 Subnet.
0 Default static IP route.

1. Connect to the Cisco 3725 Router with its serial cable. Run a terminal emulator, such as
HyperTerminal with settings of 9600Kb/s, 8 data bits, 1 stop bit and no parity. Set the
flow control to none and change the emulation mode to VT100.

2. Configure one Ethernet connection for the Network.

DGK-3725>enable

DGK-3725#configure

Configuring from terminal, memory, or network? [terminal] terminal
DGK-3725(config)#interface FastEthernet 0/1
DGK-3725(config-if)#ip address 60.60.60.2 255.255.255.0

3. Configure one Ethernet connection for the Network.

DGK-3725(config)#interface FastEthernet 0/0
DGK-3725(config-if)#ip address 12.160.180.2 255.255.255.0

4. Configure an ip route for the IP Office 412 LAN2 Subnet

[ DGK-3725(config)#ip route 192.168.3.0 255.255.255.0 60.60.60.2

5. Configure a default ip route to the Network.

[ DGK-3725(config)#ip route 0.0.0.0 0.0.0.0 12.160.180.1
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7. Remote Avaya 5620SW IP Telephone

Enter the following to manually configure the Avaya IP telephone:
- Press the “*” at the appropriate time during power up.

- Atan idle registered phone, press:
“HOLD”
ADDR#(2337#).

At the prompts, enter the following data to repeat this configuration:

Prompt Data Meaning

Phone= 192.168.0.101 The IP Telephone’s IP Address

CallSv= 192.168.3.32 The IP Office LAN2 IP address

CallSvPort= 1719 The registration port

Router= 192.168.0.1 The LAN IP Address of the NetGear
FVS114

Mask= 255.255.255.0 The subnet mask

FileSv= 30.30.30.78 The File Server for IP Telephone
firmware updates (typically the IP Office
Manager PC)

802.1Q= Off Deactivates VLAN/Layer 2 priority
tagging

Save Changes # OK to accept values (and restart the

phone) if necessary.

Alternatively, if the remote device can be configured to use VLAN tagging, the 802.1Q= entry
can be set to “On” and the appropriate VLAN tag entered.
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8. Verification and Troubleshooting

8.1. Phone Troubleshooting

If the Remote Phone displays:

Explanation

Actions

Bad Router

The remote phone cannot
“ping” the router.

Verify that the cables are
connected and the IP
Addressing and appropriate
routes have been configured for
the IP Addresses.

Discover aaa.bbb.ccc.ddd

This means that the
remote phone is not
receiving a H.323
gatekeeper confirm
response from the
aaa.bbb.ccc.ddd IP
Address, which must be
the IP Office 412 LAN2
IP Address.

e Check that the appropriate
IP routes are administered
for the Avaya IP Office, the
NetGear FV X538 and the
Cisco 3725

e Check to see that the VPN
Tunnel is up between the
sites.

Partial display on IP Phone. No
dial tone received when offhook

The phone has
successfully completed
registration, but
subsequent messages (e.g.
on/off hook) are blocked.

Ensure that the Application
Layer Gateway is disabled on
the NetGear FVX538. Telnet to
the FVX538 LAN IP Address.
Login with the appropriate
credentials. Enter the
commands as shown in Section
8.4.1. If the h323 entry shows
Enabled, follow Step 8 in
Section 4.
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8.2. Avaya IP Office Troubleshooting

Troubleshooting can be done for the IP Office via the IP Office System Monitor application.
Log into the IP Office Monitor PC and select Start — Programs — IP Office — Monitor to
launch the IP Office System Monitor application. Log into the application using the appropriate
credentials.

Select Trace Options under the Filters Menu. Select the H.323 tab and configure as illustrated
below.

allsettings X
Kep/Lamp | LD&P | PPP | R2 | Routing | SMMP | Spstem | T1 | wPN | wiaN |
ATM | Cal | DTE | EConf | FrameRelsy | GOD | Intertace | 1sDN |
Events

v H.323
Fackets
H.323 Send
I H.245 Send ~ gl
H.323 Recei
I H.245 Receive ~ FEEE
[~ H.323 FastStart
¥ R4S Send [~ CCMS Send
¥ RAS Receive [T CCMS Receive
[V View Whole Packet
Trace Colour . |
Default All | Clear A.Ill Tab Clear &ll Tab Set &l 1] Cancel

When the system is configured correctly, the trace will show the H.323 Registration messages to
and from the remote phone to the IP Office.
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8.3. NetGear ProSafe FXS114 VPN Troubleshooting

Select VPN->VPN Status to see that the VPN tunnel is operational. The log provides
information about the VPN tunnel and will give information about why it is not up (for example
a timeout, or policy mismatch).

Jﬁile Edit Wiew Favorites Tools Help

EEINEDS

J GmBack + = - (2 ot | isearch  [EFavorites  {Media (% | By S - =] -

| Address @] http:/192.168.0.

1/start.htm

=] e ||tk >

|
]

NETGEAR ProSafe VPN Firewall FV5114

[2000-01-01 L7:56:57]<POLICY: app_notes» PATLOADS: 5a,PROP,TRANS |
[2000-01-01 17:56:57]###* RECEIVED IKE NOTIFY PAYLOAD (NO_PROPOSAL_CHOSEN) ###+
0 [2000-01-01 17:56:57][==== IKE PHASE l({to 60.60.50.2) START [initiator] ====
0gs [2000-01-01 17:56:57]7%*% SENT OUT FIRST MESSAGE OF MAIN MODE =+==
Block Sites [2000-01-01 17:56:57]<POLICY: app_notes> PAYLOADS: 5i,PROP,TRANS
il [2000-01-01 17:56:57]**** RECEIVED IKE NOTIFY PAYLOAD (NO_PROPOSAL_CHOSEN) **#+
[2000-01-01 17:56:58][==== IKE PHASE l(to 60.60.60.2) START (initiator) ====
Senvices [2000-01-01 17:56:58]*##* SENT OUT FIRST MESSAGE OF MAIN MODE ¥+
P [2000-01-01 17:56:58]<POLICY: app_notes> PATLOADS: 5i,PROP,TRANS
[2000-01-01 17:56:58]7%*7 RECEIVED IFE NOTIFY PAYLOAD (NO_PROPOSAL_CHOSEN) =vs«
E-mail [2000-01-01 17:56:59][==== IKE PHA3E l({to 60.60.60.2) START (initiator] ====
[2000-01-01 17:56:59]**** SENT OUT FIRST MESSAGE OF AGGR MODE **w* -
4| | »
VPN Wizard
IKE Policies
Fefresh Clear Log VPN Status |
VPN Policies
CAs
Certificates PSec S
CRL N . I I
# SPl Policy Name Endpoint Protocol | Tx {KBytes) | HLifeTime | SLifeTime
VPN Status
1 |33B6636498 app_notes BO0.60.60.2 ESP 2 86400 86310
2 |24B8059931 INapp_notes 1921681168 ESP 13 86400 1}
Router Status
Attached Devices IKE SA
Settings Backup # Policy Name Endpoint State LifeTime in Secs
Set Password 1 app_notes G0.60.60.2 54_MATURE 28792
Diagnostics [
’_’_’_ & Internet
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8.4. NetGear ProSafe FVX538 VPN Troubleshooting

Select VPN->VPN Status to see VPN information. The log provides information about the
VPN tunnel and will give information about the VPN being down (for example a timeout, or
policy mismatch).

/3 NETGEAR Business Router - Microsoft Internet Explorer == x|

File Edt View Favortes Tools Help ‘
depack - = - Q) [0 4| Qoearch Garavories meda (B | Fy- S @ - =]

Address I@jhttp:HlQZ.168.3.168flug|n‘|gw = @ao |Lnks
. __________________________________________|

/7-:-\‘: NETGEAR ProSafe VPN Firewall FVX538
: S»} E

Dynamic DNS VPN StatusiLog
Traffic Meter

e - tine="2005-01-01 00:42:28" INFD :: Quick Hode co.a]
TS el time="2005-01-01 00:42:32" THFO :: Duplicate IKE
Source MAC Filter Cine-"2005-01-01 00:dZ:37"  THFD iz Duplicate THE
! tiue="2005-01-01 00 " INFO :: Duplicate IKE
Block Sites Cine-"2005-01-01 0 THFN i Sending a Del
Rules time="2005-01-01 00:43:47" INFD :: Deleting the
tiue="2005-01-01 00 " INFO :: Started phase
THFN i: TEE phase-T s
THFO :: Initiator SID
THFO :: Respender $ID
THFN :: TEE phase-TT
INFD :: Quick Mode co

Senvices
time="2005-01-01 00:

Schedule time="2005-01-01 00:44:007
Logs and E-mail .

time="Z005-01-01 00:
time="2005-01-01 00:
time="Z005-01-01 00:
time="2005-01-01 00:

INFO :: Duplicate TKE

VPN Wizard time="2005-01-01 00:44:09"  TINFO :: Duplicare TKE

VPN Status time="2005-01-01 00:44:14" INFD :: Duplicate IKE ¥
] 3

IKE Policies

VPN Policies

Cas Refresh I Clear Log VPN Status

Certificates

CRL

Motle Config

Router Status

[&] Dene [ [ meeme

Pressing the VPN Status button displays the VPN connection information. The NAT version of
the FSV114 WAN IP Address is what will be displayed as the endpoint.

7} IPSec Connection Status - Microsoft Internet Explorer Ol x|

IPSec Connection Status

# Policy Name Endpoint  |Tx (KBytes) State Action
Phase I SA_MATURE: Phase
' |app_naotes 10.8.8.100 |240 1l Eotablichod Drop |

Close Window |

N KN

|&] Dane [ [ |4 mnternet
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There is a mechanism to ping different endpoint under Management->Diagnostics. The packet

trace can also be used to see what packets are on the LAN or WAN interfaces.

2} NETGEAR Business Router - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

15|

GBack + = - (D #at | Qzearch  [GFavorites  (DMeda (% | EB-SE- =5

_

Address I@ http: /192,168, 3. 168/login igw

NETGEAR ProSafe VPN Firewall FVX538

VPN Wizard
VPN Status
IKE Policies
PN Policies Ping or Trace an IP address

CAs IP Address || i I i I i I Trace Foute
Certificates
CRL Perform a DNS Lookup

Mode Config Internet Marme Lookup

IP address

Diagnostics

Router Status Display the Routing Table

Set Password Display

Remote
Management
SHMP Reboot the Router

Diagnostics Feboot

Settings Backup

Capture Packets

Router Upgrade
Facket Trace

LAN Setup
DMZ Setup
Port Triggering
Static Routes

8.4.1. Application Layer Gateway Settings

Verify the Application Layer is disabled with the following commands.

| @eo |unks @

L[ [@weme

FVX538: />cd config
FVX538: /config> cd algs
FVX538: /config/algs> show

AlgName Status
h323 : Disabled
tcpsip5061 : Enabled
tcpsip5620 : Enabled
msgudp ; Enabled
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9. Conclusion

These Application Notes describe the configuration of a remote Avaya IP Telephone served by
an Avaya IP Office over a NetGear Virtual Private Network. The configuration was tested

successfully.

10. References

1. Product documentation for Avaya IP Office may be found at:
http://marketingtools.avaya.com/knowledgebase/.

2. Application Notes for the Configuring an Avaya G250 Media Gateway as a VPN IKE
Responder for a Cisco 877 Access Router and an Avaya G350 Media Gateway
http://devconnect.avaya.com.

3. NetGear product documentation can be found at http://www.netgear.com.
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