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Application Notes for Kentrox Q-2300 connected to an
Avaya IP Office - Issue 1.0

Abstract

These Application Notes describe the configuration of a Voice over IP (VoIP) solution using
the Kentrox Q-Series Q2300 access router and Avaya IP Office. The Kentrox Q-Series
Q2300 was compliance-tested with an Avaya IP Office. Emphasis was placed on verifying
voice quality in a small office scenario. Information in these Application Notes has been
obtained through compliance testing and additional technical discussions. Testing was

conducted via the DeveloperConnection Program at the Avaya Solution and Interoperability
Test Lab.
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1. Introduction

These Application Notes describe a Voice over IP (VoIP) solution using Quality of Service
(QoS) on the Kentrox Q-Series Q2300 Router connected to an Avaya IP Office. The
Kentrox Q-Series Q2300 Access Router was compliance-tested with an Avaya IP Office.

Compliance testing emphasis was placed on verifying voice quality in a small office scenario
using low bandwidth serial T-1 links for the private [P WAN network. QoS based on Layer
3 Differentiated Services was implemented across the network to prioritize voice traffic over
the WAN. Compliance testing included throughput, Direct Media and codec’s 711 and 729.

Kentrox Q-Series Q2300 Access Route
The Q2300 router combines the features of an IP router, QoS appliance, IPSec VPN
appliance, firewall, and Ethernet switch into one easy-to-use network access device.

The configuration in Figure 1 shows a corporate site connected to a remote office site.

For the compliance testing the DHCP server function on Avaya IP Office and Q2300 were
disabled and instead a centralized corporate DHCP server was put in place to handle both the
corporate and remote sites. To better manage the different traffic types at each site, the voice
and data traffic were separated onto different VLANSs.

Corporate site

The corporate site consists of an Avaya IP Office 406V2 connected to the Extreme Summit
300 Switch with two Avaya IP Telephones and one Avaya digital phone, which in turn is
connected to the WAN. The corporate site provides a DHCP server for assigning IP network
parameters to the Avaya IP Telephones.

Remote office site

The remote office site consists of a Kentrox Q2300 router, two Avaya 4600 and 5600 IP
Telephones and a PC running Avaya IP Office Phone Manager Pro. The Q2300 is rate
limiting the WAN port to 1.54 Megs to not exceed the WAN bandwidth limitations and is
providing DHCP relay functions so that a centralized DHCP server can be used. The Phones
and the PC running Avaya Phone ManagerPro are registering to the IP Office at the corporate
site.
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Figure 1: Network Configuration
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2. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration
provided:

Equipment Software/Firmware
Avaya IP Office IP406V2 3.1(65)
Avaya 4620 IP Telephones 2.3
Avaya 5602 Telephones 2.3
Avaya 2410 Digital Telephone N/A
Avaya [P Office Manager 3.1(65)
Avaya IP Office System Monitor 3.1(65)
Avaya IP Office Phone Manager Pro 3.1.15
Kentrox Q-Series Q2300 1.35
Extreme Networks Summit 300-48 Switch ExtremeWare 7.4e.1.5
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 34
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3. Avaya

IP Office settings

No Kentrox specific configuration is required on Avaya IP Office to support this solution.
Except where stated the parameters in all steps are the default settings and are supplied for
reference. For all other provisioning information such as provisioning of the trunks, call
coverage, and extensions, please refer to the Avaya IP Office product documentation.

Log into the PC running IP Office Manager and go to Start — Programs — IP Office —
Manager to launch the Manager application. Log into the Manager application using the
appropriate credentials. In the Manager window that appears, select File — Open to search
for IP Offices in the network.

Step | Description

1. | IP Office Manager window.
The main IP Office Manager window appears. It is from the Configuration Tree to the
left that all of the following steps are referring to.

{¥iManager [192.168.42.255] {C:\Program Files',...\Manager',) 0DED07020406.cfg
File Edit Wiew Tools Window Help

=0l x|

=

58 User[17)

Hunt Graup 1]
o ) Shortcode [58)
ﬁ Service [0)
b RAS (]
‘% Incoming Call Route [8)
- WAN Port (0)
Directory (0]

8 Time Profile (0]
- Firewsall Profile (1]

- HF P Route (2]
4 B Least Cost Route [0)

e () Acount Code (0]
Uzer Restriction (0]

o[58 Logical L&N (0]

17 Configuration Tree

+

2 [2]

=101 %]

B Oparator [3)

& System O0E007020408
@ Line (E)

= Contral Linit (3]
Extension [15]

D Licensze [15)

Ry Turnel (0]
o Auto Attendant (0]
¥ E911 System(1)
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Step | Description

2. | Verify Gatekeeper information.
In the Manager window, go to the Configuration Tree and double-click System. Select
the Gatekeeper Tab. Verify the DSCP setting for DSCP and SIG DSCP.

Iﬂ Manager [192.168.42.255] (C:"Program Files'...\Manager" ) 0DEDD7020406.chg - [ - |EI|5|
B File Edit View Tools ‘Window Help - |ﬁ| |5|

ElE

System | LANT | DNS | Voicemail| Telephony Gatekeeper | LDAP | sNMP | COR |

v i £ ~RTF Port Mumber Range

I~ Direct Bouted|Sianaling Enable FaBlfe s (o) |49152
[~ Auto-create Extn Enable Poit Bange [maximum] |5324E

[~ Enable BSYE

«B8 DSCPHex) |4E DSCP

DSCP Magk [Hex] I‘33 DSCP Maszk

et 51G DSCP [Hex) |3-'-1 SIG DSCP

SIERNENE
bl
- o

550N
QK I Cancel Help
4
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Step | Description

3. | Disable DHCP server on Avaya IP Office.

From the Configuration Tree double-click System. Select the LAN1 Tab. Set the
DHCP Mode to Disabled. Press OK to continue.

Iﬂ Manager [192.168.42.255] (C:"Program Files',....\ Manager',) D0E0DD7020406.cfg - [System Configuratio - |EI|1|
B Fl= Edit Wew Tools Window Help _I_I- <] ll

=i\

System L&MT | DNS | oicemail| Telephony | Gatekeeper | LDAP | SMMP| COR |

IP Address Mumber Of DHCP [P Addresses 200
IP Mask |255.255.255.U DHCP Mode—————
" Server
& Digabled
" Dialin
" Client
FIP tode
' Mane
= Listen Only [Passive)
" RIP1

" RIP 2 Broadcast [RIP 1 Compatibility)
" RIP 2 Multicast

QK I Lancel Help
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Step | Description

4. | Verify Direct Media Path.

From the Configuration Tree select Extensions. Double-click on the IP telephone
extension to check. Select the VoIP tab. Verify that the Allow Direct Media box is
checked. Press OK to continue

I.'.'.i Manager [192.168.42.255] {C:\Program Files'. ..\ Manager' ) 00EODF02L — |EI|£|
File Edit Wiew Tools window Help 121 x|

iManager [192.166.42,255] (C:\Program Filesh
=l
[#]
1

Ewn  VolP |

IF Address || [~ Silence Suppression
[~ Enable Fastztart for nonstvaya P phones

Yaice Pkt Si 160
nee 28 I [~ Fax Transport Support

Comprezzion Mode IG.?H LIL&ias Bk j [~ Local Hold Music

[~ Local Tones

[~ Enable RSWF

v OutOf Band DTMF
HAL Address |nunununanana [ Allow Direct Media Path

Gain IDefauIt j

0k I LCancel Help
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4. Configure the Kentrox Q-Series Access Router

This section addresses configuring the Kentrox Q-Series Q2300 Access Router to route to the
corporate site and the Avaya IP Office. Except where stated the parameters in all steps are
the default settings and are supplied for reference. All required fields on the screens are
indicated by a red asterisk (*).

Note: For this compliance testing Port 4 was used for managing the Q2300.

Step | Description

1. | Configure a PC to Manage the Q2300.

Configure the PC to use IP address 192.168.1.50/24 with a default gateway of 192.168.1.1,
which is the Kentrox Q2300 IP Address. Connect the PC to port 4 and then use Windows
Internet Explorer to browse to the IP address of the Q2300 router Administration web
page. Log into the Q2300 using the appropriate credentials. When the Q2300
authentication window appears. Press OK.

2. | Configure the WAN interface.

Port 5 is the WAN interface port on the Q2300. To configure the port select Configure >
Interfaces = Ethernet Port 5. Click on the Configuration drop down list and select Edit
IP. The interface box will automatically open.

2 02300 - Microsoft Internet Explorer
File Edt Wew Favortes Iools Help &

eBacK - o - \ﬂ IEL‘ h /.71 Search ‘ilw'\'(Favorites 6‘} - :7 = QJ ﬁ ﬁ

Address | @] htep: /192,188, 1.1 {configurationdKtxEthernetIf Config. html v| Go  Lirks

KENTBQ* Q2300 Avaya Q2300 Testing Help  LogOut  Online Support

MONITOR Configure > Interfaces > Ethernet PortS
System
Ethernet Configuration hide all

Interfaces

Traffic

Logs

CONFIGURE 3
i 0000 255.0.00 1500 Ensbled Untrusted

Interfaces
Router B
Refresh Configuration Not Saved

B WiAM Ethernet Interface 00:20:08:00:F6:DE Half 0 Down Dizabled

Config Changed
Save Now?

 Internet
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Step | Description
3. | Configure WAN IP address.
Select Static IP Address, this will enable the IP Address and Subnet Mask fields for
data entry. Enter the IP address 192.168.75.1 and Subnet Mask 255.255.255.0
Press OK to continue.
Microsoft [nternet Explorer
Fle Edit Wiew Favortes Tools Help .4:
e Back ~ () \ﬂ @ { A /:7 Search ‘f;:( Favorites &%) [_{' ; _J @k a3
Address ‘@'l bt /1921681 1 feonfiguration K bEdi PConfig htmi?T mk 1 Tree athwan V| Go Links ™
KENTRSX Q2300 Avaya Q2300 Testing Help LogoOut  Online Suppart
’m Configure > Interfaces > EthernetPort5 > IP Configuration
System _ ) . ] . .
Edit IP Configuration NAT Configuration - ipwan (Untrusted)
Traffic Static IP Address Enable to Trusted ¥
Logs Dynamic IP Address Enable to DM2 =
ICONFIGUR IP I/F Name e Global Address Select globaladdress hd
{Must be unique, ex:  ipwsan
System 1P-32) Global Address iprnan
Interfaces IP Address *|1e2.168.75.1
subnet Mask F|255.255.255.0
P MTU 1500
TCP MSS Clamp O
Security 2one
* Required Field
Config
Changed
Save Now? Configsl.l;::i;n Not
@Dnne ‘ Internet
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Step

Description

Configure the Q2300 for VLANS.
Select Configure = Interfaces = Ethernet Ports 1-4 and click the Configuration drop
down list for the LAN Layer-2 switch. Select Switch to VLAN.

2 02300 - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@Back b > | \ﬂ Ig k:‘] /:' Search \'T,'\\”Favnrites {ﬂ [;' .\; »

LJid 3

E@J

Address |.a httpe 192, 168.1.1 feonfigur ation ikt 2switchIFCanfig. htrl

vl Go  Links

KENTROX Q2300

MONITOR

System

Interfaces

Configure > Interf: = Ethernet Ports 1-4

Ethernet Layer 2 Switch Configuration

hide all

Avaya Q2300 Testing

Help  Log Out  Online Suppart

Traffic

Logs

CONFIGURE
s
Ll

Config Changed
Save Now?

Layer 2 Alias

LAM Layer 2 Switch Interface

Trap Enabled Port1  Port2

Dizabled Down  Down

Po

Up

k3

Configuration

192.168.1.1

255 255.255.0

Enabled

Trusted

]
Down | =Make Selection= v

=Make Selection =
Edit

Configuration Not Saved

i Internet
5. | The following information box will appear. Press OK to continue.
Microsoft Internet Explorer,
3) This will detach the IP interface and disrupt traffic, Are you sure ?
| oK | [ Cancel
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Step

Description

Configure dot1Q trunk.
Select Configure = Interfaces = Ethernet Ports 1-4 and click the Configuration drop

down list for the LAN Layer-2 switch. Select Edit. Select the VLAN Link Mode drop
down list for port and select trunk

EEX

2} 02300 - Microsoft Internet Explorer

Ele Edt View Favortes Tooks Help

cBack b > | Iﬂ @ ;h /':" Search \i\é’Favorites {fj [_'\:v :;‘_ = _.l ﬁ ‘3

Address ‘@ http:f192. 162, 1. Lconfigur ationfkbxEditL 2SwitchConfig.hbmi Ik k= Tree. ethlian

KENTREX Q2300

ar

vIBe ks

Avaya Q2300 Testing Heln  LogOut  Online Support

Etherret Ports 1-4 > Edit Ethernet Configuration

System

Interfaces

MONITOR Configure = Interfaces =

Ethernet Configuration - Kentrox 02301 Ethernet interface ethlan

Traffic
Logs
CONFIGURE
System
Interfaces
Router
Firewall
YPN
QoS

Config Changed
Save Now?

Interface Enable [tnkip |
Alias [LAM Layer 2 Switch Tt
MTU [Em

MAC Address i IB: 00:F6: DT
Link Up/Down Trap (|

LAM Ports

Part Number | VLAN Link Mode [ Link Up/ 0,100 : b ode
[irure ] [Autotiegotina
2 | access w DOWN 10 Half | Autobegatiste v
E] [sccess | DOWN 0 HaF [ Autolegotists v
4 | access » up 100 Ful | AutoNegotiate v

| Configuration Not Saved ‘

& Internet
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Step | Description
7. | Configure the Default VLAN.
Enter information for VLAN Name, VLAN Alias, and VLAN ID. De-select ports 1, 2,
and 3. Press OK to continue. Enter a unique string for the VLAN Name and VLAN Alias
as well as a unique VLAN ID number. Press OK to continue.
3 02300 - Microsoft Internet Explorer
Eile  Edit View Favaorites Tools Help
eBack 2 \_) \ﬂ @ ;j /‘__] Search ‘»;J\LJ(Favnntes {‘3 [::{- :L' —= J ﬁ '3
Address |@ http:)f192,168.1. 1/ configuration/KtL2SwitchvLAMADy anced, hbml?ImkE<IFTree. sthlangswitch v| Go Links
KENTREX™ Q2300 Avaya Q2300 Testing Wep | Log out | onine suppornt
[~ mMONTTOR Configure = Interfaces > EthernetPorts 1-4 > WLAM Configuration
System
Add YLAN Configuration
Traffic VLANN
Logs (Must h:':::iqne, e VLAN-3) ploata.t
CONFIGURE VLAN Alias et
YLAN ID * 100
System
Port 1 Enable r
Interfaces
Port 2 Enable r
Router
Port 3 Enable r
freval Port 4 Enable v
P
* Required Field
Config Changed
Save Now? Cunﬁg;;':.taign Not
O Internet
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Step | Description

8. | Configure Data VLAN.

Select Configure = Interfaces > Ethernet Ports 1-4 and click on the Configuration
drop down list for the LAN Layer 2 switch. Select Add VLAN. Configure a unique VLAN
Name and VLAN Alias as well as the unique VLAN ID. Enter the IP I/F Name, IP
Address, and Subnet Mask. Check the Port 3 Enable box. Disable the DHCP server on
this VLAN by removing the check in the DHCP Server Enable option. Press OK to
continue.

] 02300 - Microsoft Internet Explorer ‘Z”Elgl
"'l

File Edt Wew Favorites Tools Hsip

eﬁack - Q \ﬂ @ h f_‘i Search \;ﬂt(Favnrltes &2 ['\- ; =] _J i 3

Address |@ http: {192,168, 1.1 fonfigurationiKed 2SwikchyLANAyanced. hbmiPImktxIF Tree, sthlan V| Go  Lnks ¥
- H
KENTBD* Q2300 Avaya Q2300 Testing Heb | Logout | nine Support
MONITOR Configure > Interfaces > EthernetPorts 1-4 > VLAM Configuration
System
Interfaces Add YLAN Configuration IP Configuration
Traffic T ) T a— Esiisting IP Interfaces
Logs (Must be unique, ex: YLAN-3) IP I/F Name #[ip-200
TS s (Must be unique, &x: IP-32)
CONFIGURE " ’7 IP Address * |19z 168 200.1
System VLANID = Subnet Mask *[zs5.255.285.0
Interfaces Port 1 Enable ™ Security Zone __Trusted ~
Port 2 Enable I DHCP Server Enable O
Router f
Port 3 Enable I
Firewall :
Port 4 Enable r
QoS * Required Field
Config Changed
Save Now? Cancel Configuration Not Saved
& Internet
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Step | Description

9. | Configure Voice VLAN.

Select Configure = Interfaces > Ethernet Ports 1-4 and click on the Configuration
pull down menu for the LAN Layer 2 switch and Select Add VLAN. Configure a unique
VLAN Name and VLAN Alias as well as the unique VLAN ID. Enter the IP I/F Name,
IP Address, and Subnet Mask. Check the Port 1 Enable and Port 2 Enable boxes.
Disable the DHCP server on this VLAN by removing the check in the DHCP Server
Enable option. Press OK to continue.

2 0. - Microsoft Internet Explorer T =]
2 02300 - Microsoft | Expl LB
File  Edit Wew Favortes Tools  Help tod
0 Back * @ - \ﬂ @ D f_‘i Search s_;ﬂt( Favoritss {£2) ['\- ; = _J i 3
Agdress|@ http: {192,168, 1.1 fonfigurationiKed 2SwikchyLANAyanced. hbmiPImktxIF Tree, sthlan V| Go  Lnks ¥
KENTBD* Q2300 Avaya Q2300 Testing Heb | Logout | nine Support
MONITOR Configure > Interfaces > EthernetPorts 1-4 > VLAM Configuration
System
Interfaces Add YLAN Configuration IP Configuration
Traffic T B Esiisting IP Interfaces
Logs (Must be unique, ex: YLAN-3) IP I/F Name B I
TS fics (Must be unique, &x: IP-32)
CONFIGURE " ’7 IP Address *|192.168.90,1
a0
System vLANID Subnet Mask *|es5.285.255
Interfaces Port 1 Enable M Security Zone __Trusted ~
Port 2 Enable v DHCP Server Enable O
Router
Port 3 Enable I
Firewall
Port 4 Enable r
QoS * Required Field
Config Changed
Save Now? Cancel Configuration Not Saved
& Internet
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Step | Description

10{ Set the default gateway.

Select Configure > Router = Routes and select the Add hyperlink next to the “Default
Route” title.

Provide a valid Name and enter the gateway IP address in the Gateway IP address field.
Select the ipwan port in the IP Interface list. Press OK to continue.

Microsoft [nternet Explorer

Fle Edit Wiew Favortes Tools Help .4:
eBack > | \ﬂ @ h /:7 Search ‘?:'t(Favorltes & [_{' ; _J @k a3

Address ‘@'l bt /192,168,901 /configurationk rxAddStaticRouts htmi?parenmode =UNUSED& addDef a0l V| Go Links ™
KENTREX Q2300 Customer Location

Help  Log Out  Online Suppart

MONITOR Configure > Router > Routing > Route Configuration
System

Add Default Route

Interfaces
Traffic

Logs

Name W
Destination IP ,7
Address

Subnet Mask '7
Gateway IP Address W

CONFIGUR|
System

Interfaces

--- IP Interface List —-

Gateway Interface

Config
Changed
Save Now?
Cost 1
Config;lar::i;n Not
@Dnne ‘ Internet
TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 34

SPOC 8/24/2006 ©2006 Avaya Inc. All Rights Reserved. kentrox-ipo.doc




Step

Description

11

Verify the default IP route has been added.
To display static routes, select Configure > Router - Routes.
Press Cancel to continue.

2l 02300 - Microsoft Internet Explorer

Flle Edit Wiew Favaorites Tools  Help

eﬂatk ) |ﬂ @ :_:] ;’ search i&’FavurltEs & [:- \; = _.| ﬁ 3

=

X
ar

=]

Address \@ httpijf192,168, 1, 1 fktzRemaveElement htmlidelste

v B Lok ®

Helo  Log Gut  ©nline Support

KENTROX Q2300 Avaya Q2300 Testing
| MONITOR Configure > Router > Routes
| System Show Active Routes  Show ARP Entries
Interfaces
Traffic Global Settings
Logs
Load Balancing Enable r
CONFIGURE
System Default Route add

Interfaces

Destination Hek Mash Tnkerface

Router

=Make Selection= W

Dftkoute 0.0.0.0 0.0.0.0 152,163,752 i 1 [
Firewall
VPN
o Static Routes add
Config Changed There are currently no Static Routes in the list.
Save Now?
| Configuration Not Saved
& Done & Internet
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Step | Description
12} Set the time and date.
Select Configure = System = Time > Set Time and Date. If needed, the SNTP server
can be selected. Follow the instructions for setting the time and date. Press Apply and
then OK to continue.
Fle Edit Wiew Favortes Tools Help .4:
eBack @ d \ﬂ @ h /:7 Search ‘f:(Favorltes @ [q{' ; _J @k ﬁ ﬁ
Address \g‘| bt /1921681, 1 feonfiguration K bSysTimeManual il V| Go Links ™
KENTRSX Q2300 Avaya Q2300 Testing Help LogoOut  Online Suppart
’m Configure > System > Time > SetDate and Time
System .
Set Date and Time
Traffic Local Timezone [current: EST] |EST «
Logs Date [MM/DD/YYYY] & e oo
CONFIGUR Time [HH:MM:S5] ’g_; ’?; ’F
System
Interfaces Configuration Not
[Reﬁ'esh] [ K ] [Cancel] [ Apply ] -
Config
Changed
Save Now?
‘ Internet
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Step | Description

13{ Configure the QoS Parameters.
Select Configure = QoS = QoS Summary. QoS is typically performed on the outbound
side of the router, so click on the interface hyperlink for the ipwan Interface.

Microsoft [nternet Explorer

File Edit View Favorites Tools Help J'
Qoack - © - [x] @ €0 Oseach Frravoies € - i L@ 3

Address ‘@ hittp: /192, 168. 1. 1fconfiguration/K tQosConfigsurmrnary . hml V| Go |Links ™
KENTR=¥ Q2300 Avaya Q2300 Testing bely Logout  Online Support

MONITOR Configure > QoS > QoS Summary

QoS Summary

Interfaces
Traffic
Controls
Logs
iplan [192.168.90,1] Lan Yas 100000 RCH 1 Yes Interface Dscphap. Paolicies
CONFIGUR| ; .
ipwan [192,168.75.1]  \Wan Yes 1536 MNo 1 Yes Interface Dscpiap. Policies
System ==
Interfaces 200 [192.168.200.1] Lan Yes 100000 Yeg 1 Yes Interface Dscphlap Paolicies
IP-1[192.163.1.1] Lan Yas 100000 RCH 1 Yes Interface Dscphdap. Paolicies

| Configuration Not Saved

Config
Changed
Save Now?

D Intermet
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Step

Description

Verify bandwidth settings for the ipwan Interface.

For compliance testing the default values were used. Refer to the Kentrox support page to

change these settings

Configure = QoS = QoS Summary - Controls and select the Interface hyperlink for
the ipwan Interface and then edit

Microsoft [nternet Explorer

Fle Edit Wiew Favortes Tools Help

eBack > \ﬂ @ h /:7 Search ‘»f:‘(Favorltes @} [_{' ; _J @k ﬁ 3

Address ‘@'l http://192.168. 1. 1 /configuratonKQosIfSummary html?T mRouter . ImipInterfaces. ipwan. ImkKscQosIf

V| Go Links ™

KENTROX Q2300 Avaya Q2300 Testing P TPy P
MONITOR Configure > QoS > QoS Summary > QoS Interface Configuration
System
Interfaces QoS Interface Configuration : ipwan edit
e QoS IfType Wan
Logs Attached to Layer-2 ‘es
CONFIGURE Bandwidth 1536 kbps
Bandwidth Auto- -
System Configured
Interfaces Policies Configured 1
oS Enabled Yas

PHB Configuration Summary

~

Config
Changed be 5% 100 % Mo Dacp a] Yes Show
Save Now? afl 12%  100% Mo Dscp 10 es Show
afz  12% 100% Mo Dscp 18 Yes Show
af:  12%  100% Ho Dscp 25 Yes Show L
af4  25% 100% Mo Dacp 34 s Shiow
ef 23 % 2% Mo Dacp 46 Yes Show
nc 1% 100 % Mo Dscp 56 Yes Show 2
&]Done ® mtemet .
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Step | Description
15} Verify QoS rate limit setting.
Select Configure = QoS - QoS Summary and select the Interface hyperlink for the
ipwan Interface and then edit next to the ipwan title. Press Apply to continue. The
default setting of 1536 kbps was used for the compliance testing.
Micrasaft nternet Explorer I:J E| [2|
Fle Edit Wew Favorites Took Help ;F
Qbak - O @ @ —_h /‘:WSearch *i\f_(Favor\tes & [" ; RN -
_AQdFeSS |?§| hittp://192.228.34.50/ configuration/k bEditosIfConfig htmiPnodepath=1mRouter Imlplnterfaces.ipwan. Imk bQosIf v| Go Lks ™
KENT,P»D* Q2300 Customer Location Help LogOut | Online Sugport
| ’m Configure > QoS > QoS Summary > QoS Interface Configuration > Edit QoS Interface Configuration
System
Edit QoS Interface Configuration : ipwan
Traffic Bandwidth [kbps] e —
Logs Auto-Configure Bandwidth O
CONFIGURE [l 17
System
Interfaces Configuration Not Saved ‘
VPN
QoS
Config
Changed
Save Now?
WP Internet
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16

Disable NAT.
Select Configure > Router = NAT and de-select the NAT Enable check box.
Press OK to continue.

Microsoft [nternet Explorer

File Edit View Favorites Tools Help

QBack -~ ) \ﬂ @ _h }_7 Search ‘fk(Favorites 8 [-\' :_:, [JEE 3

Address ‘@ hittp:/£192. 168, 1. 1 /corfiguration K ndat bl

v | Go Lirks

£

KENTR=¥ Q2300 Avaya Q2300 Testing bely Logout  Online Support
MONITOR Configure > Router > NAT
System
Interfaces Global Settings
Traffic NAT Enable r
Logs
CONFIGUR
System Interface NAT hide all
Interf NAT tD DMZ
nterfaces IF Interface MNAT Global address I'IHT.__tU E[_'m" Configuration
B | "iEmsy
There are currently no Mapped IP addresses configured.
Config
Changed Configuration Not
e e S
D Intermet
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17

Disable the DHCP server function and enable DHCP Relay functionality.

Select Configure > Router = DHCP and click on the Configuration drop down list.
Select Enable DHCP Relay. Once in DHCP Relay Mode, click on the Configuration
drop down list and select Add Remote DHCP Server. Enter the IP address of the remote
DHCP server 10.1.2.250. Click OK to continue.

2 Q2300 - Microsoft Internet Explorer

File  Edit Wiew Favorikes Tools  Help '.,'
Qs - O BB G P frrene @ - 2= LI B

Adiress |&] Fttpi192.168.1.1 feonfiqurationjKtxiddDhepFwServer. heml vIBc ks
KENTB.DX— Q2300 Avaya Q2300 Testing AT

MONITOR Configure > Router > DHCF > Add Remote DHCF Server

System
Add Remote DHCP Server
iafiic Enter IF address and security zone of DHCP server,
Logs
Remote DHCP Server 10.1.2.250|
CONFIGURE
Security Zone

| Configuration Not Saved

Firewall

Config Changed
Save Now?

‘ Internet

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 23 of 34
SPOC 8/24/2006 ©2006 Avaya Inc. All Rights Reserved. kentrox-ipo.doc




Step

Description

18

Add DHCP Relay Interfaces.
Select Configure > Router = DHCP and click on the Configuration drop down list.

Select Add DHCP Relay Interface. Add interfaces for 192.168.90.1 (Voice) and
192.168.200.1 (Data).

3 02300 - Microsoft Internet Explorer

Eile  Edit View Favaorites Tools Help

eBack 2 \_) \ﬂ @ ;j /‘__] Search ‘»;J\LJ(Favnntes {‘3 [::{- :L' —= J ﬁ '3

Address |@ http:fi192,168.1.1/configuration/KkxaddDhopFwinterf ace, htmlfedit v| Go Links >
KENTREX™ Q2300 Avaya Q2300 Testing Felp | Logout | Orine suppert
MONITOR Configur Router > DHCP
System
Advanced DHCP Configuration
Traffic
Logs Curren ion o tior
DHCP Relay =Make Selection = v

CONFIGURE
System 10.0.2.250 Untrusted <Mzke Selection:

Interfaces
Router ] iplan [192.162.1.1] (Trusted) =Make Selection =
Firewall ! ipwan [192.168.75.1] (Untrusted) =Mske Selection =

B i 1P-200 [192,168.200,1] (Trusted) =Make Selection =

1P-30 [192.168.90.1] { Trusted) =Make Selection=

Config Changed

Save Now?
| Configuration Not Saved
O Internet
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Save the configuration.

Once the configuration changes are complete, save the configuration to Flash. Click on the
RED “Config Changes Save Now?” button or Select Configure = System -> Config
Save / Restore and choose the most appropriate action. The default selection is Save
Running Configuration to Flash.

Microsoft [nternet Explorer

Fle Edit View Favorites Tools Help U
Qceack - © - [¥] & & SO search "¢ Favorites {€2) R- :,- LB B

Adcress @] htp://192.168.1. 1 /save KixSave html v|BGo | Lrks ”
KENTR=¥ Q2300 Avaya Q2300 Testing bely Logout  Online Support

MONITOR Configure > System > Config Save / Restore

System

Interfaces Configuration Save / Restore

Traffic

Please select one of the operations below:
Logs Router Flash Save / Restore Operations:
CONFIGUR ' gave Running Configuration to Flash

System - Eii:o':tl':sl:]reviouslv Saved Configuration
Interfaces Factory Configuration:

© Restore Default Factory Configuration
Remote File Import / Export Operations:

¢~ Export Running Configuration to Remote

File

~ Export Previously Saved Configuration to
Remote File

Config " Import Configuration from Remote File
Changed
Save Now?
Configuration Not
0K Cancel
[ox ] Saved
] oore P ntemet
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5. Configure the Avaya C364T-PWR switch

This section shows the necessary steps in configuring the Avaya C364T-PWR switch as
shown in the sample network.

Step | Description

1. | Connect to the Avaya C364T-PWR switch. Log in using the appropriate Login ID and
Password.

Login:
Password:
C360-1#

2. | Enter Configure mode.
C360-1# configure

C360-1(configure)#

3. | Create VLANS VI1anVOICE and VlanDATA.

C360-1(configure)# set vlan 90 name vlanVOICE
C360-1(configure)# set vlan 200 name vlanDATA

4. | Set trunking on ports 1/2 and 1/48.

C360-1(configure)# set trunk 1/48 dotlq
C360-1(configure)# set trunk 1/2 dotlq

5.| Set port binding to port 1/48.

C360-1(configure)# set port vlan-binding-mode 1/48 bind-to-all

6. | Assign VLANS to ports 1/1 and 1/2.

C360-1(configure)# set port vlan 90 1/1
C360-1(configure)# set port vlan 200 1/2

7. | Assign Static VLAN to port 1/2.

C360-1(configure)# set port static-vlan 1/2 90
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6. Configure the Extreme Summit 300-48 Switch

This section shows the necessary steps in configuring the Summit 300-48 as shown in the
sample network.

Step | Description

1. | Connect to the Summit 300-48. Log in using the appropriate Login ID and Password.

Login:
Password:
Summit300-48:1 #

2. | Ensure the ports are not already configured. Use the show port <port> info detail
command to check the current configuration for the port.

Summit300-48:1 # show port 1:3 info detail

Repeat for ports 1:4,1:5,1:17,1:18,1:19,1:20,1:21,1:22,1:24

3. | Create the Voice VLAN and interface.

Summit300-48:31 # create vlan vlan42
Summit300-48:32 # configure vlan42 tag 42
Summit300-48:34 # configure vlan42 qosprofile QP7
Summit300-48:34 # configure vlan42 priority 7

4.| Add an IP address for the Voice VLAN, and enable IP forwarding.
Note: subnets/VLANs will not Route unless IP forwarding is enabled for that VLAN.

Summit300-48:34 # configure vlan42 ipaddress 192.168.42.254/24
Summit300-48:34 # enable ipforwarding vlan42

5. | Remove the default vlan for the ports.

Summit300-48:1# configure vlan default delete ports 1:3,1:5,1:17,1:19,1:20
Summit300-48:1# configure vlan default delete ports 1:22, 1:24

6. | Assign ports to the Voice VLAN for the IP Phones.

Summit300-48:34 # configure vlan42 add ports 1:20,1:22 tagged
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Description

Assign ports to the Voice VLAN for Avaya IP Office and PC. Port 1:19 will be used for
the Avaya IP Office.

Summit300-48:34 # configure vlan42 add ports 1:17,1:19,1:48

Assign Port 1:19 to qosprofile QP7.

Summit300-48:34 # configure ports 1:19 qosprofile QP7

Enable DiffServ examination on port 1:19.

Summit300-48:34 # enable diffserv examination ports 1:19

10

Set all ingress traffic on port 1:19 to priority 6.

Summit300-48:34 # create access-mask port19pri6 port
Summit300-48:34 # create access-list pril9 access-mask port19pri6é port 1:19 permit
set dotlp 6

11

Create the Data VLAN.

Summit300-48:31 # create vlan vlan30
Summit300-48:32 # configure vlan30 tag 30
Summit300-48:34 # configure vlan30 qosprofile QP1
Summit300-48:34 # configure vlan30 priority 1

12

Add the IP address for the Data VLAN, and enable IP forwarding.
Note: subnets/VLANs will not Route unless to enable IP forwarding for that vlan

Summit300-48:34 # configure vlan30 ipaddress 192.168.30.1/24
Summit300-48:34 # enable ipforwarding vlan30

13

Assign ports to the Data VLAN

Summit300-48:34 # configure vlan30 add ports 1:3,1:4

14

Create WAN VLAN

Summit300-48:31 # create vlan vlan240
Summit300-48:32 # configure vlan240 tag 240
Summit300-48:34 # configure vlan240 qosprofile QP7
Summit300-48:34 # configure vlan240 priority 7
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Step | Description

15/ Add the IP address for the WAN VLAN, and enable IP forwarding
Note: subnets/VLANs will not Route unless to enable IP forwarding for that vlan

Summit300-48:34 # configure vlan240 ipaddress 192.168.240.1/30
Summit300-48:34 # enable ipforwarding vlan240

16/ Assign ports to the WAN VLAN

Summit300-48:34 # configure vlan240 add ports 1:24

17| Add static routes for the local corporate networks going to the remote site.

Summit300-48:34 # configure iproute add 192.168.230.0 255.255.255.0 192.168.240.2 1
Summit300-48:34 # configure iproute add 192.168.75.0 255.255.255.0 192.168.240.2 1
Summit300-48:34 # configure iproute add 192.168.90.0 255.255.255.0 192.168.240.2 1
Summit300-48:34 # configure iproute add 192.168.200.0 255.255.255.0 192.168.240.2 1

18] Create 10 VLAN

Summit300-48:31 # create vlan vlan10
Summit300-48:32 # configure vlan10 tag 10

191 Add the IP address for the 10 VLAN, and enable IP forwarding
Note: subnets/VLANs will not Route unless IP forwarding is enabled for that vlan

Summit300-48:34 # configure vlan10 ipaddress 10.1.2.2
Summit300-48:34 # enable ipforwarding vlan10

20{ Assign ports to the 10 VLAN

Summit300-48:34 # configure vlan10 add ports 1:5

7. Interoperability Compliance Testing

Interoperability compliance testing covered feature functionality, serviceability, and
performance testing.

Feature functionality testing focused on the QoS and VLAN implementation in the
Avaya/Kentrox configuration. Specifically, compliance testing verified that VoIP media and
signaling traffic could be carried together with low priority data traffic on a low bandwidth
link while still achieving good voice quality. Prioritization of voice traffic was achieved by
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implementing DiffServ-based QoS. Voice and data traffic were segmented in the enterprise
network using VLANS.

Performance testing was conducted by generating voice calls with a bulk call generator and
data traffic with a data traffic generator to simulate a converged network for a prolonged
period of time. At the end of the performance test, it was verified that the network devices
continued to operate successfully for small office scenarios.

Serviceability testing was conducted to verify the ability of the Avaya/Kentrox VolP
solutions to recover from adverse conditions, such as power cycling network devices and
disconnecting cables between the LAN and WAN interfaces. In all cases, the ability to
recover after the network has been normalized was verified.

71. General Test Approach

All feature functionality test cases were performed manually. The general test approach
entailed verifying the following:

= LAN/WAN connectivity between the Avaya and Kentrox products,

= Registration of Avaya IP Telephones with the Avaya IP Office,

= Verification of the DHCP relay configuration,

= VoIP calls between the corporate and the remote office sites,

= Inter-office calls using G.711 mu-law and G.729 codec sets, and conferencing, and

= Sending low priority data traffic over the WAN links and verifying that QoS directed
the voice signaling and voice media to the higher priority egress queue based on the
packets’ DSCP value.

The performance tests were performed by generating low priority data traffic for small office
scenarios over the WAN interface, and verifying that good voice quality was achieved when
calls are routed over the WAN interface

7.2. Test Results

All feature functionality, serviceability, and performance test cases passed. The Q-Series
QoS implementation yielded good voice quality and no lost calls. The stability of the
Avaya/Kentrox solution was successfully verified through performance and serviceability
testing.

8. Verification Steps

This section provides the steps for verifying end-to-end network connectivity and QoS in the
field from the perspective of the Q2300 router. In general, the verification steps include:

1. Verify IP communication to the following network devices and interfaces by using the
ping command.

= Ping the Avaya IP Office.
* Ping the Avaya IP telephones registered to the Avaya IP Office.

TMA; Reviewed: Solution & Interoperability Test Lab Application Notes 30 of 34
SPOC 8/24/2006 ©2006 Avaya Inc. All Rights Reserved. kentrox-ipo.doc



* Ping the DHCP server.

2. Verify DHCP relay on the Q-Series is functioning by confirming that the IP Telephones
on the Q2300 side of the network receive their IP addresses from the DHCP server on the
corporate side of the network

3. Check that the Avaya IP Telephones have successfully registered using the IP Office
System Monitor. See section 9.1.

4. Place internal and external calls between the Digital telephone and IP telephones at each
site.

9. Troubleshooting

9.1. Avaya IP Office Troubleshooting

Troubleshooting can be done on the IP Office via the IP Office System Monitor application.
Log into the IP Office Monitor PC and select Start — Programs — IP Office — Monitor
to launch the IP Office System Monitor application. Log into the application using the
appropriate credentials.

To see the registration messages going to and from IP Office, select Trace Options under the
Filters Menu. Select the H.323 tab and configure as illustrated below.
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Events
¥ H.323
Packets
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I/ H.245 5 end u =
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¥ RAS Send [T CCMS Send
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9.2. Miscellaneous Troubleshooting

1. If the voice quality is poor, check the QoS configuration in the Q2300 browser interface
in section 4.13.

2. If a Q2300 router is unable to communicate with any of the aforementioned IP devices
and interfaces, check the routing and status of the Ethernet and WAN interfaces through
the Q2300 browser interface in section 4.3.
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10. Support

For technical support on the Kentrox Q-Series routers, contact Kentrox Technical Support using any
of the following options:

= Toll-free: (800) 733-5511
= Direct: (503) 643-1681
=  Email: care@kentrox.com

11. Conclusion

These Application Notes describe the configuration steps required for integrating the Kentrox
Q-Series Q2300 Router into a small office and/or low traffic/bandwidth Avaya IP Office
infrastructure. For the configuration described in these Application Notes, the Q-Series
router was responsible for enforcing QoS using Differentiated Services. The Avaya IP
Offices delivered the voice traffic to the routers for transmission over the WAN together with
data traffic. Good voice quality was successfully achieved in the Avaya/Kentrox
configuration described herein.

12. Additional References

This section references the Avaya and Kentrox product documentation that are relevant to
these Application Notes.

The Avaya product documentation can be found at:
http://marketingtools.avaya.com/knowledgebase/

The Kentrox product documentation can be found at:
http://www.kentrox.com/products/Q2300/
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