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Abstract

These Application Notes describe the procedures required for configuring selected applications
from the Avaya Integrated Management Network Management suite to centrally manage
Avaya IP Office systems in a distributed network environment. Specific applications in the
Avaya Integrated Management Network Management suite are used to support the Avaya
Chain Store Management solution for Avaya IP Office.

Avaya Network Management Console, Avaya Secure Access Administration and Avaya
Software Update Manager are standalone applications from the Avaya Integrated Management
Network Management suite that are provisioned in these Application Notes for managing
Avaya IP Office systems at multiple locations. These Application Notes will encompass
administration tasks for each standalone application to perform software upgrades for Avaya
IP Office systems in a sample network configuration.
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1. Introduction

These Application Notes describe the procedures required for configuring selected applications
from the Avaya Integrated Management Network Management suite to centrally manage Avaya IP
Office systems in a distributed network environment. Specific applications in the Avaya Integrated
Management Network Management suite are used to support the Avaya Chain Store Management
(CSM) solution for Avaya IP Office. Avaya Network Management Console (NMC), Avaya Secure
Access Administration (SAA) and Avaya Software Update Manager (SUM) are standalone
applications from the Avaya Integrated Management Network Management suite that are
provisioned in these Application Notes for managing Avaya IP Office systems at multiple
locations.

The NMC application performs the network discovery of managed devices and establishes the
SNMP parameters used for accessing Avaya IP Office. The NMC also serves as a launch point for
all applications that are part of the Integrated Management Network Management suite in which
both the SAA and SUM applications are launched. SAA is a centralized application for defining
login credentials for authorized users and assigning privileges for accessing applications from the
Avaya Integrated Management Network Management suite. SUM is an application that stores the
latest software obtained from the Avaya Support web site and performs software upgrades for
managed Avaya devices discovered by the NMC. The SUM application also analyzes the current
software versions in use by managed devices and notifies the system administrator whenever a
newer version is available. The Avaya IP Office Manager is installed with the Avaya Integrated
Management Network Management suite and is used to administer SNMP parameters for the
Avaya IP Office 406v2 and Avaya IP Office 412.

The diagram in Figure 1 illustrates the network environment used to verify these Application
Notes. The Main location contains a server hosting the Avaya Integrated Management Network
Management suite that was installed to upgrade the Avaya IP Office systems at the Branch 1 and
Branch 2 locations. Branch 1 hosts an Avaya IP Office 406v2 and Branch 2 hosts an Avaya IP
Office 412 with WAN access to the Main at each location. The Main, Branch 1 and Branch 2
locations communicate through a Multi-Protocol Label Switched (MPLS) network simulating the
WAN. The testing approach for these Application Notes is to confirm the upgrade for the Avaya IP
Office 406v2 and Avaya IP Office 412 at the respective Branch locations using the Avaya
Integrated Management Network Management suite over a simulated WAN.

With the exception of the components mentioned above, any configuration related to the underlying
network infrastructure will not be covered. Also, these Application Notes provide a sample of
administrative tasks that can be performed by the specified application in the Avaya Integrated
Management Network Management suite and do not cover all their features and capabilities.

Please see Section 7 for additional references on configuration of CSM applications.
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Figure 1: Network Configuration
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya Chain Store Management
e Avaya Integrated Management Network
Management e Release 3.3.15
> Network Management Console (NMC) » 33
» Secure Access Administration (SAA) » 3.3.06
» Software Update Manager (SUM) » 3.3.09R1
e Avaya IP Office Manager o 5.2(53)
Avaya IP Office Starting Version | Ending Version
o 406v2 o 3.2(54) e 4.0(309)
o 412 o 3.2(54) o 4.0(309)
Avaya 5610SW IP Telephone (2) 2.3
Avaya 5620SW IP Telephone 2.3
Avaya 5420 Digital Telephone n/a
Avaya C363T-PWR Converged Stackable Switch 45.14
Cisco Catalyst 3750 Switch (2) 12.4
Cisco 3825 WAN Router 12.4
Cisco 2811 Access Router (2) 12.4
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3. Configure Avaya IP Office

The following are the steps used to provision each Avaya IP Office system at the Branch locations
from the Main location illustrated in Figure 1. The Avaya IP Office systems will be enabled for
SNMP connectivity to support management functions performed by CSM applications. For
brevity, this section will assume the viewer of these Application Notes has a basic understanding of
Avaya IP Telephony and will not cover details regarding the initial configuration for Avaya IP
Office.

1. Open the Avaya IP Office Manager application from the server at the Main location. From the
Avaya IP Office Manager, select the File option from the top menu and scroll to the Open
Configuration... selection. This will open a new window displaying the Avaya IP Office systems
available to the Avaya IP Office Manager.

('] Avaya IP Dffice Manager 5.2 (53)

File | Edit view Tools Help

I (Open Configuration. .. Chr |

|

Change Working Directory...

Preferences...

Offling
Advanced

Backup/Restore

r v v ¥

Impart/Export

Exit

Configuration  Item Type Record —Description

Ready
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2. In the new window, mark the checkbox for the Avaya IP Office system slated for configuration.
Click the OK button to display the authentication prompt for accessing the selected Avaya IP

Office.

% Select IP Office

EEX

Mame

IPad.,, Type \ersion

¥Yersion 3.2

[¥] IP Cffice 406 11.1.1.1 IP406DS 3.2 (54)

TP Discavery Progress [ |
UnitjEroadcast Address

11111

w | [ Refrash I Ok

l [ Cancel

3. Enter valid login credentials at the authentication prompt. Click the OK button to display the
opening page of the Avaya IP Office Manager application for the selected system.

Configuration Service User Login

IP Office : IP Office 406 - IP 406 DS

Service Lser Mame |*********

Service User Password |"""'"

I Ik H Cancel H Help
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4. At the opening page of the Avaya IP Office Manager, click IP Office 406 from the left pane to
display tabs for administering configuration parameters for the selected system. Click the System
Alarms tab to display the default parameters used for SNMP configuration. Mark the checkbox for
SNMP Enabled to enable the SNMP service and enter an ASCII string in the Community (Read-

only) field to assign a SNMP community string for the selected system. Leave the remaining
parameters at the default settings and click the OK button when finished.

] Avaya IP Office Manager, 5.2 (53) IP Office 406 [3.2(54)] [Administrator (Administrator)]

File  Edt  View Tools

IP Offices
R woor i
{;f COperator {3)

€% 1P Office 406

Help

. M= N EJ | o o [E P orfice 406 v System

* TP Office 406 &

IP Office 406~

System | LANL | DNS || voicemall | Telephony | H323 Gatekeeper | LDAP | System Alarms | Twinning || CDR

Configuration | Alarms

SMMP Agent Corfiguration

>

Cormrnunity .
L
I SHMP Enabled {Read-orly) |pub||c

SHMP Part

Device 1D

Zontack

Lacation

SMTF Server Configuration
1P Address

Part S

E S S 5
=1
o
=)

Email From Address

| |a

OK

][ Cancel ][ Help

]

Sent 99% of 46xxsettings,kxt

L1
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4. Configure Avaya Chain Store Management for Avaya IP

Office

These Application Notes describe the configuration steps required to provision centralized
management of Avaya IP Office using the designated CSM applications. Administrative
procedures for the designated CSM applications are mentioned in the subsequent sections.

4.1. Configure Avaya Network Management Console

Listed below are the steps used to provision the Avaya Network Management Console with
configuration parameters for network discovery of Avaya IP Office at the Branch locations

illustrated in Figure 1.

1. To access the Integrated Management Launch Products page, enter http://<a.b.c.d> at a web
browser where a.b.c.d is the IP address of the server hosting the Avaya Integrated Management
Network Management suite. Click on the link for Avaya Network Management under Network
Management to open a new window for the NMC application.

AVAYA

Home Page

Integrated Management
Avaya Support About

= Launch Products

The Launch Products page contains both static and dynamic links to Avaya
Integrated Management products and other applications that are installed on your
PC or on the Integrated Management web server,

The s#atic links are active only #f you installed the clients on your PC from a
windows Clisnt CD.

Optional Downlaad links:

To download Windows Acrobat Reader, click Acrobat® Reader 7.0 for windows
To download JRE 1 4.2, click J2RE 1.4.2 06

To download a Linux Acrobat Reader, click Acrobat® Reader 4.05 for Linus

The dyramic links for the Integrated Management products display only #f your
system administrator installed and configured the product server components on
the Integrated Management web server. The dynamic links will change if vour
system administrator adds or deletes any of the products from the Integrated
Management web server.

In the table below, click on the product name to launch the product.

The server is running a linux operating system,

System Management

System Management

Avaya Fault and Performance Manager

[

Avaya MultiSite Administration
Avaya Proxy Agent
Network Management
fSvaya Metwork Managernent
| Avaya WolP Monitoring Manager Client

Avaya Inteqrated Managerment Database

=
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2. Enter valid login credentials at the authentication prompt. Click the OK button to display the

opening page of the NMC application.

Avaya Integrated Management - Login

Usetr Marne

Pazsword

bRt d

bRttt std

| (028 ]| Cancel

X

3. From the opening page of the NMC application, select the File option from the top menu and

scroll to the Options... selection to open the Options window.

I-'.:"w,lnvaya Network Management Console

File | Edt ‘iew Actionz Todle Help

e 'l ot ay Qs W

1 Open map

evice Type Wiew Iterfaces | Marms |

=10l x|

AVAYA

H Save map iy Status

Io. of Devices

i Import map
e Export map

E Prirt...

%L Print Preview
E Options...
T Exit

Faady. 5

Map: default

Server: 127.00.1
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4. At the Options window, click the SNMP Access tab followed by the Default sub-tab to display
the default SNMP parameters used for network discovery. Retain the initial default parameters
used for network discovery or modify the parameters (community string, timeout values, etc.) to
implement specific SNMP requirements used by managed devices. The community string
configured under the Read Community column must match the community string defined in Step
4 of Section 3. Click the Apply button when finished.

| SMMP Access |[ Connectivity Paolling ] Default Map ] ReadiMrite Defaults ] Ch Servers Passwords |

Default [ 1P Wildlcards ] Specific IP's |

Inclex Status | Type Read Community Vurite Community Li=er Timeout Retries | Aol

1 W3 addtnin 000 2 | Dizlete |

2 W prukalic paukalic: 000 2

3 W publicclan publicclan =000 2 | - |

| v |

Apply || Unda || Close l

5. From the NMC application, select the Actions option from the top menu and scroll to the IP
Discovery selection to open the Discovery window.

I-‘.:"-‘Invaya Network Management Console i ;Iglil

File Edit “iew | Actions | Toolz  Help

/ P4 g) E % Avaya Secure Access Administration m AVAyA
_ Subnet View | @ Logout s |
WolP) = ﬁus Mame Mo, of Devices
@y Network J Evert Manager

‘5( IP Dizcovery
4 Metwrork Discovery Wizard

@ Get VWrite Permizsion

S Release \Wiite Permission

heady... Map: default ...|| Read NArite: Server: 127.004
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6. In the Discovery window, select the Edit option from the top menu and scroll to the Add

selection. This will open the Add New Subnet window to add network prefixes hosting managed
devices for discovery.

J1=TE
File | Edit | View  Actions  Help
g | Haw B K BN
Qp Madify Mazk | Router | Status | Digcover | Modes: |
v Select
&gnselect
¥ Delete
¢ Delete 21
Ready... [Devices:ﬂ [L [ [ """"""" (=
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7. In the Add New Subnet window, enter the network prefix hosting an Avaya IP Office system in
the Subnet IP field. Select the Subnet Mask radio button and enter the corresponding subnet
mask in the Subnet Mask field for the network prefix entered. Mark the checkbox for Discover to
enable discovery for the network prefix entered, then click the Apply button when finished. Repeat

this step for each network prefix hosting managed devices that is designated for discovery by the
NMC application.

Subnet IP ‘11 A1.0 |

@  Subnet Mask () Router

Subnhet Mask 2352352550

Discover : [

Apply J ‘ Close
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8. In the Discovery window, select the Actions option from the top menu and scroll to the Start
Network Discovery selection. This selection will initiate the network discovery for detecting
Avaya IP Office systems hosted in network prefixes defined in the previous step. The managed
devices found during network discovery are updated in an internal database for the NMC and is
referenced by other applications for administration.

N i
File Edt iew | Actions | Help
d a d o Start Metwwork Discovery il B N
Subnet {k Sl (einrans UREmEry Router | Status | Dizcaver | Modes |
11.1.1.0 ) Schedule Metwaork Discovery Stop E
22440 e e Stop [w] ]
Ready... Devices : 0 [L ID [ """"""" )
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4.2. Configure Avaya Secure Access Administration

The following are the steps used to provision administrator privileges for authorized users with
Avaya Secure Access Administration. For authorized users, administering SAA permits system
configuration of Avaya IP Office systems at the Branch locations illustrated in Figure 1.

1. From the NMC application, select the Actions option from the top menu and scroll to the Avaya

Secure Access Administration selection to open the SAA application.

‘-'.:"-..Avaya MNetwork Management Console _I_I- a ll
File  Edlit “iew [ Actions | Toolz  Help
f ® & Eﬁ Avaya Secure Access Administration Il;lJ [ﬁ? AVAyA
Subnet Yiew T | ogout Erms |
wolF atus Matrie Mo. of Devices I
@y Network % Event Manager
&f IP Dizcovery
A Metwark Dizcovery Wizard
% Get Write Permission
S Release Wirite Permiszion
heady... Map: defaut ... | Read I'yrite Server: 127.0.01
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2. Atthe SAA application, navigate to the Action > New option from the top menu and scroll to
the New IP Office User selection. The New IP Office User window will open in the SAA
application to administer an authorized user for accessing Avaya IP Office.

I.ﬂ.:"-.,.Secure Access Administration - Avaya

=10l x|
Fie Edit ‘iew | Action | Help
0 15’ dl ey 3 & New User AVAyA
& s T e e IP Office User
rﬁ, vout ﬂ Synchronize Passvward
fﬁ‘ﬂ Azsign Users to [P Office Devices
Tg,“ SEH Hey Management
e  |[{m7°00000000000 = ILogged User : admin
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3. Inthe New IP Office User window, enter the name and password, in the respective fields, that
will be used for accessing Avaya IP Office systems at the Branch 1 and Branch 2 locations. Enter
the password, in the respective fields, used by Avaya IP Office for authenticating requests during
TFTP downloads. Click the Apply button when finished to display the created user in the left pane

of the SAA application.

/% Secure Access Administration - Avaya i ] 54
File Edit “iews Action Help
e e e X h b @ AVAYA
- aurin 0 NewkofficeUsr |
|i1 roat
Confirm Password
TFTP Pazzword
Confirrm TFTP Passward
Apply J | Cloze ‘
et - |Jp"0oo0000000000 =) Logged User ;. admin
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I.ﬂ.:"-.,.Secure Access Administration - Avaya

4. Select the Action option from the top menu and scroll to the Assign Users to IP Office Devices

selection. The Assign IP Office security Administration pane will open to assign access into Avaya
IP Office systems for authorized users.

_|Olx]
Fie Edit ‘iew | Action | Help
o b @ AVAYA
'i v — Change Pazsword
ri‘m adiiin & Synchronize Passvward
li‘ roat fﬁ‘ﬂ Azsign Users to [P Office Devices
Tg,“ SEH Hey Management
Icdle.. ILogged User : admin
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5. At the Assign IP Office security Administration pane, highlight the Avaya IP Office systems
discovered in Step 8 of Section 4.1 to assign an authorized user. Select the user configured in Step

3 from the User Name drop-down list to populate the fields under User column for the highlighted
Avaya IP Office systems.

4, Secure Access Administration - Avaya ¥ o ] 4|
File Edit “iew Action Help
o b b P e & M 8 8 AVAYA
Sy w— 8 AssinPOfficesecuriy Administration
1‘ s Device ||L=er Status
1‘ root =
il A
221150
Uzer Matne | <]
A dministrator
Select Action Type: |.&.pply changes |3|
| Spply | I Cloze l
de.. B [Logged User : admin
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6. At the Assign IP Office security Administration pane, select an option from the Select Action
Type drop-down list. Click the Apply button when finished.

Note: The SAA application does not support software version 3.2 for Avaya IP Office. The
workaround for security administration in earlier versions of Avaya IP Office is to select the Don’t
synchronize with devices option from the Select Action Type drop-down list.

.-'.:"-.,ISecure Access Administration - Avaya 1 ;Iglil

File Edit “iew Action Help

o de de 0 A de & G0 0 4B AVAYA
s Acministrator B Assignipofficesecurity Administration
; ad';nin Device Lzer Status
o BF 11442 Administrator
F 221120 Aciministrator
User MName Acministrator IE“

Select Action Type: |b0n‘l FYncronize with devices ||3|

Apply changes
Apply all

| ApdlDiont syncronize with devices

Idle..

.............. = Logged User : admin
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4.3. Configure Software Update Manager

The following are the steps to configure the SUM application for software upgrades of Avaya IP

Office at the Branch locations in Figure 1. The server hosting the Avaya Integrated Management
suite, including SUM, will require Internet access for analysis of Avaya IP Office systems and for
obtaining the latest software releases from the Avaya Support web site.

Note: Before Avaya IP Office can be accessible for analysis and software upgrades by the SUM
application, it must be discovered as a managed device in the NMC application.

1. From the NMC application, select the Tools option from the top menu and scroll to the Avaya
Software Update Manager selection to open the SUM application.

.-‘.:"-..Avaya Network Management Console

File Edit “iew Actions | Tools | Help

FE S NN

“oice Applications

SubnetView | De

Avaya Softvware Updste Manager

=0l =

AVAYA

YolP System Wi

@ty Metwork

¥ Avaya Provisioning and Installation Manager
:l_; Avaya SMON Manager

A :

@S Avaya QoS Manager

E Avaya MNetwork Configuration Manager
ﬁ Palycam Ghis

& Eutreme EPICenter

I IP Office Manager

@ Avaya easy Management

P

;,J

Marne

Mo. of Devices |

headv...

Mag: detaut

.|| Read Havite

Server: 127.0.0.1
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2. From the opening page of the SUM application, select the Actions option from the top menu
and scroll to the Download Targets Detection selection. The Download Targets Detection
window will open to select search criteria during network discovery of managed devices.

Isottware Update Manager-avays 1=
File Edit “iew | Actions ‘ Tools  Help
S Bl B A Ay Cownlosd Targets Detection AVAyA
Dowvnload Yiew: ‘ TRHE e
State | Mame B Covriomd How e | Software Type |Status |Current Wersion |Las‘t Wersion |Download_P1mess |
|E) Schedule Download
. Recet
Reazdy... User: adnin
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3. In the Download Targets Detection window, select the Detect using filter option to perform a
network discovery based on Avaya product type. Alternatively, the Detect all the devices in the

network map option can be selected to display all managed devices found during the initial

network discovery performed by the NMC application. The search criteria given for Download
Targets Detection is used to parse the managed devices found during the initial network discovery
performed by the NMC application.

Under Product Filter, scroll the list of Avaya devices for the IP Office product family. Expand
the IP Office product family and mark the corresponding checkbox for each Avaya IP Office
product type hosted at the Branch locations in Figure 1. Click the OK button when finished to

discover the selected Avaya IP Office systems under management by the NMC application.

ap— —

Select the criteria for dovenlosd targets detection of

devices inthe network maps:

() Detect all the devices in the netwark ISR

() Detect selected dovenload targets,

(@) Detect using fitter. I

() Detect only nesw devices inthe network map.

rIP Address Fitter

P &ddress |

rProduct Filter

SO0 6700

T [l 1P Office

Il

[ Small Office 2T+44
[ Small Office 4T+44+805
[ Small Office 4T+84

t [Vl == IP40B-w2

[

V] = P412
| Ol H Cancel H Apply
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4. After performing the Download Targets Detection operation, select the Tools option from the
top menu and scroll to the Image Analyzer selection. The Image Analyzer will compare the
current software version found during the Download Targets Detection with the latest software
version available at the Avaya Support web site. Verify the € status icon is displayed under the

State column. The € status icon identifies the current software version as upgradeable and a
newer version is available for download from the Avaya Support web site.

é_ﬂSDFtware Update Manager - Avaya

. =0l x|
File Edit “iew Actions | Tools | Help
b BRS RS i Software Libraties | AVAyA
I Anal
Dol Wiew: [ IP Phonel % bl |
State | Marne 1P| RIS (RIS WED Device Type | Software Type | Status | Current Wersion Lazt Wersion Download Progress
(7] IP Office 406 11 @- Add Image File IP40B-42 Image Ready... 32 (54)
(2] P42 22 IP412 Image Ready... 3.2 (54)
Product Defaults

Finished dizcovering all devices

Uszer: admin

sy S0ftware Update Manager - Avaya : o ] 4|
File Edit ‘“iew Actions Tools Help

W BES HAEE P

AVAYA
Dovwenload Viewy [ IP Phone Software Libraries |
State § Marme |IP Address \ Module #location | Device Type | Software Type | Status |Currem “ersion Last Version Dovynload Progress
@ P Office 405 il Caontrol Unit IP406-%'2 Image Ready... 3.2(34) 4.0.309
L 25 221150 Control Unit IP412 Image Ready... 32054 4.0.309
Ready... User: admin
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5. From the SUM application, highlight the Avaya IP Office systems discovered during the
Download Targets Detection in Step 3. Select the Tools option from the top menu and scroll to the
Retrieve From the Web selection to open a window displaying an Avaya product list with
software available from the Avaya Support web site.

[ Soltare Update Manager —pvaya —lojx
File Edit “iew Actions | Tools | Help
S Bl B A §d 8 sotware Libraries AVAyA
" Inage Analyzer
Download View [ IP Phione 5
State | Mame | IF} ?’ Hetrieve hrom the Ve | Device Type | Software Type | Status | Current Yersion Last Wersion Dovwnload Progress
@ P Office 406 1 =k Add Image File IP40B-2 Iz Ready 32 (54) 40309
QP42 2 IF412 Image Ready... 32 (54) 40309
Procuct Defaults
Reachy ... User: admin
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6. In the Retrieve From the Web window under Products, scroll the list of Avaya devices for the
IP Office product family. Expand the IP Office product family and mark the corresponding
checkbox of the software images for the respective Avaya IP Office product type. Leave the
remaining parameters at the default settings and click the OK button when finished. This will open
a dialog window displaying the software images being downloaded for the selected Avaya IP
Office systems from the Avaya Support web site.

rProduct:

>0
>0
>0
>0
>0
>0
>0
>0
>0
>10]
>0
>0

>]1
>|;EI

V13 IP office

IP400 Analog Trunk 16 Expansion Module (mage)
IP400 Digital Station 16 Expansion Module (Image)
IP400 Digital Station 16 Expansion Module %2 (Image)
IP400 Digital Station 30 Expansion Module (mage)
IP400 Digital Station 30 Expanszion Module V2 (nage)
IP400 Digital Station 8 Expansion Module (mage)
IP400 Phone 16 Expansion Module (Imace)

IP400 Phone 16 Expansion Module %2 (Image)

IP400 Phone 30 Expansion Module (mage)

IP400 Phone 30 Expansion Module W2 (Image)

IP400 Phone & Expansion Module (mage)

IP400 Phone & Expansion Module %2 (Image)

| @[ 107 1P400 508 Expanision Moclule (mage)
o[v] (1 IP406-Y2 (Image)
v C1 1P412 (Image)

_)D Small Office 2T+44 (Image)

Stnall Office 4T+48+805 (Inage)
Small Office 4T+34 (Image)

rDefault

o Update product defautts with the dovwnloaded image versions

® Update product defaults with the dovwnloaded image versions anly for the
latest available versions (default operation)

O Do not update product defaults

| Ok ” Cancel ” Apply ]

eue RELHiE¥E From the Web - Avaya Software Update Manager

IP406-%2 Image (1 of 17
Copying ipd0Gu_4.0 (3097 kin

=101 %]

a0%

| = et || W Cancel

l
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7. After downloading files for Avaya IP Office from the Retrieve From the Web operation, select
the Tools option from the top menu and scroll to the Image Analyzer selection. The Image
Analyzer will compare the current software version with the latest software version available at the

Avaya Support web site. Verify the £ status icon is displayed under the State column. The £
status icon identifies the current software version as upgradeable with the newer version,
downloaded in the previous step, which is available locally.
= sorware Update manager —avaya JRI=TE
File Edit “iew Actions | Tools | Help
ﬁ’ ;‘ B E [ m i Software Libraries AVAyA
Dowvniosc Wiew: [ IP Phar % Tie0E Sl e
State | Marme | IF| REE o RED | Device Type | Software Type | Status | Current Yersion | Last Wersion | Download Progress \
@ P Office 405 1 @- Add Image File [P406-2 Image Resdy.. 3.2 (54) 40309
8 Pz 2 IP412 Image Resdy.. 3.2(54) 40.309
Procuct Defaults
Readdy... User: adrin
e Software Update Manager - Avaya _lolx]
File Ecit “iew Actions Toolz  Help
0 2 HeE2@ 8 AVAYA
Download Yiew | IP Phone Software Libraries |
State | Mame | P Address |M0du\e #Location | Device Type |Soﬂware Type |Status |Current Versim Last Wersion Download Progress
& |IP Office 408 .44 Cortrol Unit  IP408-2 Itnage Ready... 3.2 (54 40309
2 fp412 224.1.50 Control Unit  P412 Image Ready... 3.2 (540 40309
Ready... User: admin
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8. From the SUM application, highlight the Avaya IP Office 406v2 discovered during the

Download Targets Detection in Step 3. Select the Actions option from the top menu and scroll to

the Target Details selection. The Target Details window will open to provide configuration

parameters for upgrading the Avaya IP Office 406v2 hosted at the Branch 1 location in Figure 1.

é_!.Software Update Manager - Avaya 1B i |EI 1[
File Edit “iew | Actions | Toolz  Help
% i‘ B ﬁ d %y Download Targets Detection AVAyA
Dawvnload Yiew: ;‘ zipclibeteis
State | Marme & Download Now ion| Device Type | Software Type | Status [ Current Version | Last Wersion Dervniload Progress
A pofice 40| [ schedule Download IP40R-2 Image Reay 3.2 (54) 40,309
A Pz P12 Iirvage Ready... 3.2 (54) 4.0.309
q Reset
Resady... Usger: admin

9. In the Target Details window, select the latest software release from the Software Version
drop-down list to perform an upgrade using the software binaries downloaded in Step 6. Leave the

remaining parameters at the default settings and click the OK button when finished.

B TometDetak
Name IP Office 406 |
P Address 1144 |
Madule #1Location (Cantral Uit |
Device Type IP40E- 2 |
Software Type Image |
Part Metwork | |

|

Hardwrare ‘ersion |

Software Library  [MMZ 0 301.1.21 1[ NMZ ] ElH:J

Software Yersion ||4.D.309 ||Z||
4.0.309

Dovwenlosd Prosxy YT

Selected List .

Matre | IP Address | Madule 3.'_0'93?., o
IF Office 406 11.1.1.1 Cartral Lnit IP40E-"2 Irnace
Defaults " Ok “ Cancel “ Apply J
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10. Repeat Step 8 for the Avaya IP Office 412 discovered during the Download Targets Detection
in Step 3. The Target Details window will open to provide configuration parameters for upgrading
the Avaya IP Office 412 hosted at the Branch 2 location in Figure 1.

é_!.SDI'tware Update Manager - Avaya N i |EI|1|
File Edit “iew | Actions | Tools  Help
b BES ¢ Download Targets Detection AVAyA
Dovwenload Yigw ,I VEEER D
State | Mame & Download Now Htion | Device Type | Software Type | Status | Current Version | Last Wersion Dowenload Progress
& poffice 40| [, Schedule Download it 4062 Image Ready... 3.2(54) 40309
& P41z it P41z Image FReady... 3.2 (541 4.0.309
= Reset
Ready... User: adrmin

11. Repeat Step 9 for the Avaya IP Office 412 to perform an upgrade using the software binaries
downloaded in Step 6. Leave the remaining parameters at the default setting and click the OK

button when finished.

Narme [Pa12 |
P Address 221150 |
Module #Location [cartrol Uit |
Device Type [pa12 |
Software Type |Image |
Port Metwwork | |
Hardware Wersion | |
Software Library  |MMS [ 30.1.1.21 ) [ NMS ] E|||_J
Software Yersion |4.D.309 ||z||
B - 4.0.509

orvenlosdd Procy oo
Selected List:

MName IF &ddress hodule #loca..| Device type Software type
IP412 221150 Cortrol Unit IP412 Imane
Defaults “ Ok “ Cancel “ Apply
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12. Highlight both the Avaya IP Office 406v2 and the Avaya IP Office 412 after configuring the
target details for each system. Select the Actions option from the top menu and scroll to the
Download Now selection. This will initiate the upgrade procedure with the software binaries
selected for the corresponding Avaya IP Office systems in Steps 9 and 11. At the Warning
window, click the OK button to confirm upgrade procedure for the designated Avaya IP Office

systems.

é_!.Soﬂ:ware Update Manager - Avaya - I

Actionz | Toolz  Help

File  Ecit ‘“fiew

S B S

A-( Dovenload Targets Detection

~=loix
AVAYA

Download view ;‘ Ve kTS
State | hame i Dowrload ow ion | Device Type Software Type | Status [ currert ersion | Last Yersion | Dowrload Progress ||
B 1P Office 4 I, Scheduls Download it PamE-2 Image Ready . 32 (54) 40308
& P41z it P412 Image Ready.. 320540 4.0.309
= Reset
Ready User: admin

YYarning - Avaya Software Update Manager - IP Office Download Operation

Dowwnload Operation can be applied only to the IP Office Control Unit(s) andlor) to auto-expanded Expansion stack

)

X

Stack to be upgraded expanded by selected Control Unit(s):
1.1.1.1 module # Cartrol Unit : IP406-Y2 Image

Stack to be upgraded expanded by selected Contral Unit(s):
[22.1.1.50 module # Contral Unit : IP412 Image
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5. Verification

These Application Notes verified the functionality for centralized management with CSM
applications using the procedures listed in the subsequent sections below. Each section describes
the verification steps used to determine system status of the application as well as the operational
status of the managed devices. Perform the following steps after the upgrade procedure of the
Avaya IP Office systems:

1. Verify the Avaya IP Office systems at each Branch location have operational status after the
upgrade and re-established network connectivity with the Main location

2. Place a call between the Avaya 5610SW IP Telephone and the Avaya 5420 Digital Telephone
at the Branch 1 location. Verify two-way audio and voice quality is acceptable. Repeat this
step for the Branch 2 location.

3. Place a call between telephones at the Branch 1 and Branch 2 locations. Verify two-way audio
and voice quality is acceptable between the two locations.

5.1. Avaya Secure Access Administration Verification

1. Atthe SAA application, click the user created in Section 4.2 to display the security assignment
for accessing managed devices. Verify the user has a Ready status for the Avaya IP Office 406v2
and Avaya IP Office 412 at the corresponding Branch locations in Figure 1.

) Secure Access Administration - Avaya U =]
File Edit “iew Action Help
@ b ko b XM M 8 AVAYA
11“) Administrator Adiministratar
- admin Device State
1\ roct 11111 Ready
221150 Ready
Ide.. g Ge=ad Logged User : admin
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5.2. Avaya Software Update Manager Verification

1. After the upgrade operation performed in Step 12 is completed, select the Tools option from the
top menu and scroll to the Image Analyzer selection. The Image Analyzer will compare the
upgraded software version for the Avaya IP Office systems with the latest software version
available at the Avaya Support web site.

) S0ftware Update Manager - Avaya

File Edit ‘iew Actions | Tools | Help

G BRE S

Download Yiew IP Phone

Software Libraries

% Imace Analyzer
@ Retrieve From the Weh

=lol x|
AVAYA

[ Current version [ Last version Downioad Progre.... 4

State | Mame P el & Type [ Sottware Type [ Status
(71 IPa12 221 a Add Image File Image Ready...
(21 P12 221 re Key Dongle Iy Ready...
@ lpar2 221. A Dusl PRI 43 T1 hodle Image Ready...
(20 P42 221.1.50 Contral Uit IP400 %Chi 20 Module Image Ready...
(2) P Office 408 11444 Contral Unit IP406-4/2 Image Ready...
()P Office 406 11114 Contral Unit Feature Key Dongle Image Ready...
() |P Office 408 11444 Contral Unit IP400 Dual PRI 43 T1 Mocule Image Ready...
() P Office 406 11144 Contral Unit Guad Analog Universal Module  Image Ready...
()P Office 406 11141 Condral Lnit IP400 % Cht 16 Module Image Ready...

4.0.309
4.0(309)
4.0(309)
4.0(309)
4.0,309

4.00309)
4.0(309)
4.0(309)
4.00309)

Ready

Uszer: admin

2. After the Image Analyzer operation is completed, verify the @ status icon under the State
column identifies the upgraded software version for both Avaya IP Office systems as identical to
the software version available on the Avaya Support web site. Also, verify the & status icon under
the State column identifies the supplemental hardware features discovered for the latest software
version. The @ status icon appears after an upgrade to 4.x software for Avaya IP Office and

provides additional information that is not present in 3.x software.

é_‘.suftware Update Manager - Avaya

File Edit “iew Actions Tools Help

0BRSS K28 @

=10 x|
AVAYA

Download Yiew [ IP Phohe Softvware Libraries ‘
State | Matne | IP Address | Module #1 ocation | Device Type ‘ Software Type | Status ‘ Curkent Wersion Last Wersion Dowwhload Progre. . :I
@ JP41z2 221150 Corntrol Unit IP412 Image Ready 4.0.309 4.0.309
a8 P42 221150 Coritrol Unit Festure Key Dongle Image Ready 4.0(309)
Li (240 221150 Corntrol Unit IP400 Dual PRI 48 T1 Module Image Ready 4.00309)
9 |ri2 221150 Cortral Unit — |IP400 %Ch 20 Module Image Ready... 4.0(309)
@ |JFoffice 408 11111 Cantrol Unit IP406-42 Image Reacly... 4.0.309 4.0.309
@ |Foffice 408 11111 Cantrol Unit Feature Key Dongle Image Reacly... 4.00309)
@ JFoffice 408 11111 Cantrol Unit IP400 Dual PRI 48 T1 Module Image Reacly... 4.00309)
O JFoffice 408 111141 Cantrol Unit Giad Analog Universal Module  Image Reacly... 4.00309)
@ JFoffice 408 111141 Cantrol Unit IP400 % Ch 16 Module Image Reacly... 4.00309)
Ready User: acknin
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3. Log into the local server hosting Avaya Integrated Management Network Management suite
using the proper login credentials, and open the Backup/Logs folder in the installation directory for
CSM. Examine the latest UpdateManagerLog.csv file displayed in the directory folder and view
the status of the software upgrade performed in Step 12 for the Avaya IP Office systems. Verify
the upgrade status for the Avaya IP Office 406v2 that is demonstrated in the highlighted ASCII text
below.

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1,Upgrade completed

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 (Control Unit),Discovered IP Office 1P400
VCM 16 Module Image Version 4.0(309)

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 (Control Unit),Discovered IP Office Quad
Analog Universal Module Image Version 4.0(309)

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 (Control Unit),Discovered IP Office 1P400
Dual PRI 48 T1 Module Image Version 4.0(309)

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 (Control Unit),Discovered IP Office
Feature Key Dongle Image Version 4.0(309)

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 (Control Unit),Discovered IP Office 1P406-
V2 Image Version 4.0(309)

Normal ,11:03 Wednesday 21 Feb 2007,11.1.1.1 Control Unit,[IP 11.1.1.1, ModulelD
Control Unit, Classification IP Office,1P406-V2,Image, Versionlnfo (4.0.309, image
version), ApplicationName UpdateMaster],(4.0.309, image version), [{Running
Version,4.0.309}, {icon,0}]

4. Repeat the previous step for the Avaya IP Office 412 to view the status of the software upgrade.
Verify the upgrade status for the Avaya IP Office 412 that is demonstrated in the highlighted ASCI|I
text below.

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50,Upgrade completed

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50 (Control Unit),Discovered IP Office I1P400
VCM 20 Module Image Version 4.0(309)

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50 (Control Unit),Discovered IP Office I1P400
Dual PRI 48 T1 Module Image Version 4.0(309)

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50 (Control Unit),Discovered IP Office
Feature Key Dongle Image Version 4.0(309)

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50 (Control Unit),Discovered IP Office IP412
Image Version 4.0(309)

Normal ,11:02 Wednesday 21 Feb 2007,22.1.1.50 Control Unit,[IP 22.1.1.50, ModulelD
Control Unit, Classification IP Office,IP412,Image, Versionlnfo (4.0.309, image version),
ApplicationName UpdateMaster],(4-0.309, image version), [{Running Version,4.0.309},
{icon,0}]
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6. Conclusion

These Application Notes illustrate the procedures required for configuring the Avaya Integrated
Management Network Management suite to centrally manage software upgrades for Avaya IP
Office 406v2 and Avaya IP Office 412 in a distributed network environment. System options were
successfully provisioned in Avaya IP Office for network discovery, and the Avaya Network
Management Console established SNMP connectivity with managed devices during the discovery.
Avaya Secure Access Administration was successfully configured to enforce security assignment
of authorized users administering Avaya IP Office systems. Avaya Software Update Manager
successfully upgraded software from 3.2 to 4.0 for both the Avaya IP Office 406v2 and the Avaya
IP Office 412 depicted at the Branch locations in Figure 1. These Application Notes provide
administrators the necessary steps for implementing the Avaya Integrated Management Network
Management suite in a multi-location network environment to support the Avaya Chain Store
Management solution.
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