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Abstract

These Application Notes describe the steps to configure the Juniper Networks Secure Access
SSL VPN appliance to support the Avaya IP Softphone application.

The Juniper Instant Virtual Extranet (IVE) serves as the underlying operating system for all
Juniper SSL VPN appliances. The configuration steps described in these Application Notes
utilize a Juniper Secure Access model 4000 (Juniper SA-4000). However, these configuration
steps can be applied to other Juniper Secure Access models using the IVE software version
specified.
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1. Introduction

These Application Notes describe the steps to configure a Juniper Networks Secure Access SSL
VPN appliance to support the Avaya IP Softphone application.

While all configuration modes offered by the Avaya IP Softphone are expected to interoperate
with a Juniper SSL VPN, the Road Warrior configuration option is utilized in the sample
configuration presented in these Application Notes. The Road Warrior configuration, also
referred to as the VVoice over IP configuration, makes full use of the PCs IP network connection
for all signaling (H.323) and voice (Real-time Transport Protocol - RTP) communications.

Juniper Instant Virtual Extranet (IVE) serves as the underlying operating system for all Juniper
SSL VPN appliances. IVE is a hardened network operating system serving as a secure
intermediary for data flows between external users on the public Internet and private internal
corporate networks and resources.

The configuration steps described in these Application Notes utilize a Juniper Secure Access
model 4000, referred to as “Juniper SA-4000” throughout the remainder of these Application
Notes. These configuration steps can be applied to other Juniper Secure Access models using the
IVE software version specified in Table 2.

1.1. Overview

The Juniper SA-4000 is a Secure Sockets Layer (SSL) Virtual Private Network (VPN) appliance
capable of terminating SSL encrypted sessions from remote connections. One of the fundamental
benefits of SSL VPNs is the ability to use a Web browser to securely access internal corporate
resources of a private enterprise network taking advantage of the inherent SSL functionality built
into standard Web browsers. Secure access to the enterprise network from a Web browser
accommodates most users’ application needs operating at the application-layer, i.e., e-mail, web
browsing and file sharing. However, not all applications operate at the application layer, with
some requiring direct network layer access.

Applications requiring direct network layer access, such as Avaya IP Softphone, interface
directly with the IP network resources of the computer’s operating system on which the
application is running. To function in an SSL VPN environment, these applications require a
network layer client application, referred to by Juniper as a “lightweight client”. The name of
Juniper’s network-layer client application is Network Connect.

Juniper’s Network Connect client is pushed (downloaded) from the Juniper SA-4000 to the
remote PC and installed automatically as either an Active-X control or a Java applet when a user
with Network Connect privileges first starts an SSL VPN session. Upon subsequent SSL VPN
sessions, the Juniper SA-4000 will first check for the existence of the Network Connect client on
the remote PC, then check the Network Connect client version (upgrade if necessary) and lastly
start the Network Connect session automatically based on the user’s profile settings.
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Juniper Network Connect can be configured to operate in two transport modes: ESP mode or
ONCP mode. The names of these two Juniper Network Connect transport modes are associated
with the transport protocol used for each. ESP mode uses the Encapsulating Security Payload
(ESP) protocol (RFC 2406) [6] while oNCP uses Juniper’s Optimized Network Communications
Protocol (o0NCP). ESP, being a key component of IPSec, utilizes traditional IPSec encryption and
authentication methods (AES/SHA1/MD5) using UDP port 4500 while oNCP utilizes SSL
encryption methods (RC4-128) using TCP port 443.

NC Mode Encryption Transport Protocol Port
oNCP: SSL:
Optimized Network Rivest Cipher 4-128 TCP 443
Communications Protocol | (RC4-128)
ESP: IPSec:
Encapsulating Security AES / SHA1 UDP 4500
Payload AES / MD5

Table 1 — Juniper Network Connect Transport Mode Summary

Note: oNCP supersedes Juniper’s older NCP protocol. References to NCP remain in IVE for
backwards compatibility.

Because ESP mode has many IPSec components, it provides an IPSec like transport connection.
The primary difference between Juniper Network Connect operating in ESP mode and a
traditional IPSec client has to do with remote user authentication. In Juniper Network Connect
ESP mode, remote user authentication is performed through a web browser of the remote PC
over the SSL (HTTPS) connection to the Juniper SA-4000. Once user authentication has
successfully completed and encryption keys have been exchanged, the Juniper Network Connect
client starts an ESP connection to the Juniper SA-4000 encrypting all network layer traffic
destined to the enterprise network i.e., Avaya IP Softphone signaling and voice traffic.

Juniper Network Connect can be configured to first attempt a connection using the ESP mode. If
the connection is not able to be established (i.e. a firewall is blocking UDP port 4500 between
the remote PC and the Juniper SA-4000) a connection using oNCP (SSL) will be attempted. This
feature is referred to by Juniper as ESP-to-NCP fallback.
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Figure 1 below shows the typical flow of a Juniper Network Connect session:

1. The session starts with an HTTPS (SSL) connection from a Web browser to the SA-4000
for user authentication.

2. If the authenticated user profile is configured to auto start the Network Connect session;
the Network Connect client initiates a connection to the Juniper SA-4000 using the ESP
transport mode.

3. If the first Network Connect connection attempt using ESP fails, (i.e., a firewall between
the Remote PC and the SA-4000 is blocking UDP port 4500) the Network Connect client
“falls back” to the oNCP transport mode making another connection attempt using SSL.

User Auth / Key Exchange / App Access
. (SSL TCP 443)

gl B
- »

emmmmnnne Network Connect -----------

Browser

. Network-Layer / Data Encryption
(ESP “IPSec” UDP 4500)

Softphone

ESP “IPSec” to SSL Fallback

\ 4

.544%

Juniper SSL . .
NN if @ fails
Remote PC
. Network-Layer / Data Encryption
< (SSL TCP 443) 2
" 7 =l Avaya
Softphone
Figure 1 — Juniper Network Connect
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2. Network Topology

The sample network implemented for these Application Notes is shown in Figure 2.

Two remote SSL VPN user locations are included in the sample network. Each location consists
of a computer running Microsoft Windows XP with the Avaya IP Softphone application
installed. The Juniper Network Connect client application (Active-X) is installed on each
computer over an SSL VPN connection. Each remote location includes a residential broadband
router/firewall/NAT device, D-Link and Linksys, for Internet accesses.

The Juniper SA-4000 has one LAN port labeled “Outside” and one LAN port labeled “Inside”.
The Outside port interconnects with the public Internet to be accessed by remote users for
termination of SSL VPN connections. The Inside port interconnects with the private enterprise
LAN. An IP address pool is also configured on the Juniper SA-4000 for IP address assignment to
Network Connect client connections.

The enterprise LAN consists of a redundant set of Avaya S8710 Media Servers running Avaya
Communication Manager, a G650 Media Gateway and IP/digital/analog Telephones.

Note: Inthe sample configuration, the Juniper SA-4000 is positioned as an exterior security
device with a direct Internet connection. If the Juniper SA-4000 is installed in a traditional De-
Militarized Zone (DMZ) configuration, ensure any exterior firewalls are configured to allow SSL
connections (TCP port 443) as well as Network Connect ESP connections (UDP 4500 by
default) through to the Juniper SA-4000.
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3. Equipment and Software Validated

The information in these Application Notes is based on the software and hardware versions list

in Table 2 below.

Equipment

Software Version

Avaya S8710 Media Servers

Avaya Communication Manager 3.1.2
(R013x.01.2.632.1)

Avaya G650 Media Gateway

IPSI (TN2312BP) FW 022 (HWS6)
C-LAN (TN799DP) FW 016 (HW1)
MedPro (TN2302AP) FW 108 (HW12)

Avaya IP Softphone

R6.0 (Product Version: 6.00.54)

Avaya 4625SW IP Telephone

R2.5 (H.323)

Juniper SA-4000

IVE 5.4 R2.1 (build 11529)

Dell Laptop Windows XP Professional
Dell Laptop Windows XP Professional
D-Link — DI-604 Firmware 3.51

Linksys - BEFSR41

Firmware 1.04.05

Table 2 — Software/Hardware Version Information

4. Juniper SA-4000 Configuration

This section describes the steps necessary to configure the Juniper SA-4000 to support users of

the Avaya IP Softphone application over an SSL VPN connection. It is assumed that the
installation and basic administration of the SA-4000 has been performed. Refer to [2] and [3] for
additional information.
The following areas will be covered in this section.

1. Network Connect license verification

2. User Role creation

3. Network Connect configuration

4. User Accounts creation

5. User Realm configuration

EMH; Reviewed:
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4.1. Network Connect License Verification

As stated in the Section 1, the Juniper SA-4000 Network Connect feature is required to use the
Avaya IP Softphone application with the SSL VPN.

To verify the licensed features of the SA-4000, click System > Configuration > Licensing from
the SA-4000 left navigation menu. The installed license details are displayed. A specific
reference to Network Connect or All Features must be present to use the Network Connect
feature. The license displayed below shows all features enabled.

Root ~|§ Go

Status=
Configuration
Metwark
Clustering
Virtual Systerns
Log/Maonitaring

Signing In L3
Endpoint Security ¢
Auth, Servers

# Administrators

User Realms=
User Roles
Resource Profiles
Resource Policies

i~ Maintenance

Sustem

3
IrnporyExpaort ]
Puszh Config k
Archiving k
Troubleshooting *

HOO -
nfiguration
Licensing l=ing
Security
Certificates ¢
HCP
Sensors 4
Chei e enterintg your license key signifies that you have read and agree to the
reeree——ef e ment.
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License key(s):

Add

Installed license details

Maximum Concurrent Users: 1000

= localhost2 - {1000 users)
Licensing Hardware ID: 0153M2IK50MNZLO0IO

1. §A 4000 with 1000 concurrent users, all features, 8 week license
Key: diplorma hearth operation copper particle triangle poplar
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4.2. User Role

A User Role defines user session parameters and access features. The sample configuration
creates a new User Role called Avaya Softphone Users. By grouping all softphone users into a
specific User Role, configuration options, such a extending the maximum session time, can be
set to only affect softphone users.

The following steps create a new User Role for Avaya Softphone users with the Network
Connect and Web access features enabled.

1. From the SA-4000 left navigation menu, click Users > Users Roles.
2. Click New Role.

3. In the Name and Description fields, enter descriptive text for this user role.
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4. Under Access features, select the features to enable for this user role. The minimum
feature required to support the Avaya Softphone application is Network Connect.
The Web feature is a common user feature and also enabled in the sample
configuration. All remaining fields may be left default. Click Save Changes when

finished.
Roles =
New Role
Marme: Avaya Softphone Users
Description: .Users of Avaya Softphone :]
application
Options

Seszion and appearance options are specified in Default Options, Check the follawing
if this role should override these defaults,

[ ¥YLAN/Source IP
¥ Session Options

¥ UI Options

Access features

Check the features to enable for this user role, and specify any rale-based options.
Mote that features disabled here may be granted by other roles assigned to the user,

¥ Web

[ Files, Windows

" Files, UNIX/NFS

[T Secure Application Manager
" windows versian
" lava version

[ Telnet/sSSH

[T Terminal Services

[T Meetings

[T Email Client

¥ Network Connect

Sawe changes?

Save Changes l
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4.2.1. Session Options

The Avaya IP Softphone application, being a communication tool and requiring access to the
enterprise network for extended periods, may require the Juniper SA-4000 default session
options to be modified for Avaya IP Softphone users.

The following steps set the Session Options for the new Avaya Softphone Users user role.

1. From the left navigation menu, click Users > Users Roles > Avaya Softphone Users
> General > Session Options

The Session Options default values are displayed for the new Avaya Softphone Users
user role. The Maximum Session Length has been extended from the default of 60
minutes to 240 minutes (4 hours) in the sample configuration as shown below.

NOTE: The value used for the Maximum Session Length is specific to the enterprise security
policies and network environment in which the SA-4000 is installed. While the Avaya Softphone
application will function properly with shorter Maximum Session Length intervals, the Avaya IP
Softphone user experience may be negatively impacted due to Network Connect session
terminations requiring the user to manually start a new session.

Save Changes |

Session lifetime

Idle Timeout: |1D minutes (rin: 5)
Max. Session Length: IQdEI minutes  (min: 6]
Reminder Time: |5 minutes (rmin: 33

2. For Avaya Softphone users who leave the PC idle for extended periods of time, the
Idle Timeout value may be of concern. However, it will not have an impact on the
Avaya Softphone application as long as the Idle timeout application activity option
remains at the default value of Disabled. This allows periodic application activity
from Avaya Softphone (e.g., H.323 messages, ICMP keepalives) to be counted as
session activity and maintain the session until the Maximum Session Length is
reached.

Idle imeout application activity

By default, the IVE monitars the activities initiated by Web applications as well az uzers when determining
whether a session is active, You may choose to disregard application activity (such as iNotes periodically polling

for ernails],

(" Enabled (Ignore periodic application activity as session activity)
{* Disabled {Periodic application activity counted towards session activity)

All remaining fields may be left default. Click Save Changes when finished.
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4.2.2. Network Connect Settings

The following Network Connect settings are specific to a User Role allowing independent
groups of users to have different settings.

1. From the left navigation menu, click Users > Users Roles > Avaya Softphone Users
> Network Connect

The Network Connect default values are displayed for the new “Avaya Softphone
Users” user role. Enable the Auto-launch Network Connect feature to start the
Network Connect client application on the remote PC automatically when the user
authentication successfully completes using an HTTPS Web connection.

Auto Launch Options

¥ Auto-launch Metwork Connect

Use auto-launch to automatically start the Metwaork Connect when users zign in

2. Enable TOS Bits Copy feature: Network Connect can copy IP TOS bits from the
inner IP packet header to the outer IP packet header. Enable this feature to take
advantage of QoS prioritization options offered by network service providers. Routers
in the network are able to identify, prioritize, and appropriately forward Network
Connect ESP packets across the network.

NOTE: This Network Connect QoS feature applies to UDP packets while in Network
Connect ESP mode only. Network Connect in oNCP mode, using SSL packet
encapsulation, is unchanged by this QoS feature. Also, the Network Connect client
does not inter-work with the Microsoft QoS Packet Scheduler.

TOS Dptions

¥ Enable TOS Bits Copy

Metwaork Connect will copy IP TOS bits fram inner IP header to outer IP Header, This option is useful in
situations where network between the client and I¥E has QoS capabilities, Note that enabling this aption may
require reboot when NG iz installed for the first time on Windows platform, NC supportz TOS bitz capy only
when NC iz using IPSec transport and not for S50 transport,

All remaining fields may be left default. Click Save Changes when finished.
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4.3. Network Connect

4.3.1. Access Policies

The Network Connect Access Control allows policies to be written that control the network
resources that users can connect to when using Network Connect. The sample configuration
shown below uses the default “Initial Network Connect Policy” which allows full access to all
network resources for all User Roles.

From the left navigation menu, click Users > Resource Policies > Network Connect
> Network Connect Access Control to view the default policy.

Reszource Palicies >

Network Connect Access Policies

ACCESS

Show policies that apply to: ERgllEE -

Mew Palicy. .. Duplicate | Delete. .. | +* | ' 3 | Save Changes
P Folicies Action Resources Applies to role
PP
M 1. Initial Metwaork Connect Palicy Allow k¥ All roles

Allows all newark conned! Remoaove to restrict accass,

4.3.2. Connection Profile

A Network Connect Connection Profile defines the mechanism to use for IP address assignment
to Network Connect clients as well as the details of the Network Connect Transport mode and
settings. The sample configuration creates a new Connection Profile called Avaya Softphone NC
and maps to the Avaya Softphone Users user role created in Section 4.2.

1. From the left navigation menu, click Users > Resource Policies > Network Connect
> NC Connection Profiles. Click New Profile.

2. Inthe Name and Description fields, enter descriptive text for this Network Connect
profile.

* Mame: |Axraj,ra softphone WC

Description:  [Metwork Connect profile to be |
used by bvaya Softphone Users

[
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3. Under IP address assignment, select how IP addresses are to be assigned to remote
Network Connect clients. The DHCP server option allows a DHCP server located in
the private enterprise network to assign the IP addresses while the IP address pool
option allows the SA-4000 to assign the IP addresses from a defined address range.
The IP address pool option is used in the sample configuration.

The IP address range used for the IP address pool must not conflict with any IP
address assignments used throughout the enterprise private LAN and must also be
routable within the enterprise private LAN.

IP address assignment

Specify how IP addresses are asszigned to clients,

i DHCP server

Mame or IP address

1P address pool
Specify the asszsignable IP addres:z ranges for thiz profila, one per line.
;I Exarmnples: IP Pool lirmits:
i0,10,10,10-100
10.10,10,50

[~

192.168.1.70-73

4. Under Connection Settings ensure the Transport option of ESP is selected using the
associated default values. Encapsulating Security Payload (ESP) is the preferred
Network Connect transport protocol to use for performance sensitive “real-time”
applications, such as Avaya IP Softphone.

Note: Avaya test results confirm the ESP Network Connect transport mode provides
superior performance for voice packets over a variety of network conditions
compared to the oNCP transport mode when using Avaya IP Softphone.

The choice of Encryption and Compression options are specific to the corporate
security policies of the enterprise customer. Test results using all available Encryption
and Compression options had no measurable impact to voice performance.
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Connecton Setbings

Transport: * ESP (maximize performance)

LIDP port; IflEEIEI

ESP to MCP fallback timeout: ﬁE— seconds

Key lifetime {time based): IED_‘ minutes

Key lifetime (bytes ID— bytes (0 implies no

transferred): limits)
Replay Protection: 3
" oMNCP f NCP {maximize compatihility

Encryption: & AES/SHA1 (maximize security)

.’

AES/MDS {maximize performance)

Compression: & Compress

" No Compression

5. Under Roles, select Policy applies to SELECTED roles. Select Avaya Softphone
Users from the Available roles list. Click Add to move to the Selected roles list.
Roles

" Policy applies to ALL roles
&+ Policy applies to SELECTED rales
" Policy applies to all roles OTHER THAN those selected helow

Available roles: Selected roles:

Uszers Add = I Awaya Softphone Users
Rermayve I

6. All remaining fields may be left at default values. Click Save Changes when
finished.
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4.4, User Accounts

The IVE operating system running on the SA-4000 supports many common authentication
mechanisms, including Windows NT Domain, Active Directory, RADIUS, LDAP, NIS, and
RSA. IVE also supports a local authentication server with a local user database. IVE is pre-
configured with one local user authentication server called “System Local.” The default “System
Local” authentication server is used in this sample configuration. The steps below create a new
user account in the local authentication server with a username of “avayauserl”. A second user
account with a username of “avayauser2” is also created, but not shown, for illustration purposes
later in these Application Notes.

1. From the left navigation menu, click Authentication > Auth. Servers. Under the
Authentication/Authorization Servers column, click System Local.

Authentication Servers

Mew: |(Se|ect server type) j Mew Server... Delete. ..

Authentication/authorization Servers Type

Administrators Local Authentication
[T System Local Local Authentication
EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 45
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2. Make note of the default Password options and Password management parameters
that appear. An understanding of these parameters is needed when creating user

accounts. The password options used for the sample configuration are shown below.
Click the Users tab then New.

Auth Servers =

System Local

sorinas [users [ admin sz R —

Mame: IS'_-,-'Stem Local Label ta reference thiz zarver,

Password optHons

Minimum length: IE characters
Mazimurm length: I“IEI characters

[T Password must have at least |1 digits
[T Password must have at least |1 letters

[T Password must have mix of UPPERCASE and lowercase letters

[T Password must be different from username

¥ MNew passwords must be different from previous password
Password management

v allow users to change their passwords

[T Force password change afterlEfi days
Prompt users ta change I— days befare current
I their password 1 password expires

Mote: Use options on the Administrators/Users = Authentication = [Realm] = Authentication

Policy > Pazsword page to specity which realrns should inherit the server's password
managerment capabilities

mave Changes Reset |
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3. Enter a new user name and password. All remaining fields may be left at default
values. Click Save Changes when finished.

Serders > Systern Local =

New Local User

Lisernarme: Iauayauaeﬂ

Full Name: |f-‘waj,fa User 1

Authenticate System Local

using:

Password: I**********
Confirm |,r,r,wm,r,ﬁr
Password:

r one-time use (disable account after the next
successful sign-ind

<]

Enabled

-

Fequire user to change password at next sign in

Mote: You must also configure password rmanagerment on
the Authentication server Settings with "Allow users to
change their passwords' option anablad, Use options on
the Administrators/Uzers = Authentication = [Realm] =
Authentication Policy > Password page to specify which
realmns should inherit the server's password management
capabilities,

Sawe Changes
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4 5. Authentication Realm

An Authentication Realm specifies the server to use for authentication, user access policies and
user to User Role mapping.

The default IVE Authentication Realm, named Users, is used in the sample configuration. The
“Users Authentication Realm” default values for the Authentication Server (“System Local” the
same Auth Server used in Section 4.4 ) and Authentication Policy (allow users to sign in from
any IP address) are maintained in this sample configuration.

The steps below create a new Role Mapping Rule under the Users Authentication Realm. This
Role Mapping Rule uses the user names of Avaya Softphone users created in Section 4.4 as the
matching criteria of the rule. When a match occurs, the user is assigned to the User Role of
Avaya Softphone Users created in Section 4.2.

1. From the left navigation menu, click Users > User Realms > Users > Role Mapping

2. Click New Rule. The Role Mapping Rule page is displayed as shown below.

3. For the Rule based on field select Username from the drop down menu.

4. In the Name field, enter descriptive text for this Role Mapping Rule.

5. Under the Rule: If username... section, select is from the drop down list. In the next
field, enter the user names of the Avaya Softphone users created in Section 4.4
(avayauserl and avayauser?2).

6. Under the ...then assign these roles section, select Avaya Softphone Users from the
Available Roles list. Click Add to move to the Selected Roles list.

7. Stop processing rules when this rule matches:

a. Not checked, allows additional rules to be checked for a match if this rule
matches

b. Checked, stops checking for additional rules if this rule matches.

The sample configuration prevents additional rules from being checked if a match is

found. This limits the roles assigned to softphone users to only the Avaya Softphone

Users role.

8. All remaining fields may be left at default values. Click Save Changes when
finished.
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entral Manager - User Realms - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help

4 Back -~ = - @ ol | @Search (3] Favarites @Media @ | %v =l

28 =10l x|

NETWORKS

Status ]
Canfiguration L
Metwark [}
Cluztering 3

Virtual Sustermns ¢

Log/Maonitoring  *
i= Authentication

Signing In k
Endpoint Security *
Auth, Servers

Admin Realms L

Admin Roles ]
User Realms ]
User Roles k

Resource Profiles »

Resource Policies »

= Maintenance

Sustam k
IrmparfExport [
Puzh Caonfig 2
Archiving 3

Troublezhooting *

Address Ii@j https;ff192. 168, 1.193,l'dana-admin,l'realm,l'ru:ulemapping.cgi?newF‘u:uIicyRu:uIeMapping=1&PDIicyRealm=2&rfj E‘A?GD

M Juniper’

User Autherntication Realrms » Users >

Role Mapping Rule

Help | Guidance | Sign Out

Fule based on: IUsername j

Mame: |ﬁvaya Softphone Rule

merged roles" setting)

Rule: If usermame...

I 5 j avayauser 1
swvayauserl

...then assign these roles

dvailable Roles:

s

[

sers

Sawe changes?

Save Changes

Update I

Optional (used with the "selack the sets of

If rnore than one username should match,
enter one usernarne per line, Wou can use *
wildcards,

Selected Roles:

Add -= | Awaya Softphone Users

Remove |

Save + Mew

v ;Stup processing rules when this rule matches

|£:| Done

I_ ’_ E (B Local intranet

|
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9. The Users Authentication Realm Role Mapping summary page is displayed. The new
Avaya Softphone Rule is shown at the bottom of the list. The rules are executed in

order with one being the first rule to execute.

a Central Manager - User Realms - Rules - Microsoft Internet Explorer

=8| -19 x|

File Edit Wiew Favorites Tools  Help

P Back ~ = - @ i | @Search (3] Favarites @Media QB | %- = =

Address Iféj https: /192,168, 1,193 dana-admin/realm/rules. cgirsavedRule=18PolicyRealm=2&realm Type=usear

W Juniper’

Help | Guidance

User Authentication Realmz =

j @GD

Sign Out

Wirtual Systermns

Status ]

Canfiguration 3 USEI’S

Metwark 3

Clustering 3 [ i m
y)|
»

LagsManitoring
= Authentication

assigned a role will not be able to sign in.

Dwplicate | Deletel llll

-

Sigming In
Endpoint Security ¢

Auth, Servers Mew Bule

Specify how to assign roles to users when they sign in. Users that are not

Save Changes

2 Administrators

Admin Realms , When users meet these

i assigh these roles
conditions u

[]
Adrmin Raoles 3

U -

User Realms ]
H 2.
L]
»

"

username is » Usars

v Avaya Softphone
sers

username is
"avayauserl" or
"swayauserz"

User Raoles
Rezaource Profiles

Resource Policies

= Maintenance

Swstern ]
ImporExport | When more than one raole is assigned to a user:
Push Config 3

* Merge settings for all assigned raoles
Archiving ] e £ 2
Troubleshaooting * " User must select from among assigned roles

€l

" User must select the sets of merged roles assigned by each rule

Fule Mame Stop

Ayvaya W
Softphone

Fule

Mote: sers that do not meet ani of the above rules will ot be able ta siﬁn irto this realm. _I
-

I_I_E (2 Local intranet

4
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The sample configuration prioritizes the Avaya Softphone Rule by moving it to the
top of the list. Based on the setting chosen in Step 7 above, when a match occurs, no
other rules are checked. To move the Avaya Softphone Rule to the top of the list,
select the check box for the Avaya Softphone Rule then select the up arrow icon until
it has been repositioned to the top of the list.

Mlewy Fule, .. Duplicate | Delete | + | L | Save Changes
b Wheh o B Rt s assign these roles Fule Mame Stop
conditions
W 2. username is dvava Softphone LTI W'
"avayauserl" or Lsers Softphone
"avayausard" Rule
[ 1. username is "*" Users

Clicking Save Changes makes the change permanent and renumbers the rules as

shown below.
Mew Rule. .. Duplicate | Delete | + | | Save Changes

b Wherj HErlsmect et assign these raoles Fule Name Stop
conditions

[T 1. username is Avaya Softphone Avaya W
"avayauserl" or Users Softphone
"avayauser2" Fule

[T 2 usernameis "*" Lsars
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5. Avaya Communication Manager Configuration

This section illustrates the configuration steps for Avaya Communication Manager specific to the
sample configuration presented in these Application Notes. It is assumed that the basic
configuration on Avaya Communication Manager has already been completed; see [1] for
addition information. All administrative commands discussed in this section are executed on
Avaya Communication Manager using the System Access Terminal (SAT). After the completion
of the configuration in this section, perform a save translation command to make the changes
permanent.

5.1. Overview

The following provides an overview of the tasks to be performed in this section. IP Softphone
stations are created and assigned extension numbers. The IP Softphone stations are mapped to
network region 6 using the IP address assigned by the Juniper SA-4000 at the start of an SSL
VPN session. Endpoints on the enterprise LAN are in network region 1. Calls between remote IP
Softphones, network region 6, and endpoints at the enterprise site, network region 1, and will use
either the G.711 or G.729a codec (codec set 1 defined in Section 5.3). The IP Softphone user has
the ability to choose either the G.711 or G.729a codec for these calls by either selecting “Local
Area Network” (G.711) or “Cable, xDSL or ISDN” (G.729a) from the “Bandwidth Settings”
option in the IP Softphone application. Which codec to use will be based on the quality of the
network and available bandwidth available from the location the SSL VPN and IP Softphone
application is running. For calls between two remote IP Softphone users with SSL VPN
connections, the G.729a codec will be the only codec available (codec set 2 defined in Section
5.4). The IP Softphone user does not have control of the codec selection in this case.

5.2. Add IP Softphone Stations

Add an IP Softphone station using the “add station” command. For the sample configuration,
extensions 50001 and 50006 are created as IP Softphone stations. The parameters relevant to
the sample configuration are shown in bold below for station 50001. With the IP Softphone field
set to “y”, Avaya Communication Manager knows to apply the appropriate treatment to this
station.

add station 50001 Page 1 of 4
STATION

Extension: 50001 Lock Messages? n BCC: O

Type: 4620 Security Code: 1234 TN: 1

Port: IP Coverage Path 1: COR: 1

Name: avayauserl Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 50001
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
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5.3. Assignment of Endpoints to Network Regions

Mapping IP Softphone users to a dedicated network region enables configuration parameters to
be set specifically for IP Softphone users. IP endpoints, both Telephones and Softphones, can be
explicitly assigned to a network region based on an IP address mapping. IP Softphone users
connecting to the enterprise network over an SSL VPN are dynamically assigned an IP address
from the IP address pool configured on the Juniper SA-4000, Section 4.3.2. The IP address to
network region map is defined in Avaya Communication Manager using the “change ip-network-
map” command.

As shown in Figure 1, the sample configuration maps all IP Softphone users connecting through
the Juniper SA-4000 SSL VPN to network region 6. The parameters relevant to the sample
configuration are shown in bold below.

change ip-network-map Page 1 of 32
IP ADDRESS MAPPING
Emergency
Subnet Location

From IP Address (To IP Address or Mask) Region VLAN Extension
192.168.1 .70 192.168.1 .79 6

=}

5 3 35

5.4. Codec Set Configuration

IP Softphone users will likely be connecting to the enterprise network through the SSL VPN
over the public Internet with no network Quality of Service capabilities. Therefore, codec
selection is essential for a good user experience. To provide a flexible configuration for IP
Softphone users, the sample configuration defines two codec sets. Codec set 1 is configured with
both the G.711 mu-law and G.729a codecs, with G.711 listed first to designate it as the preferred
codec. Codec set 2 is configured with only the G.729a codec. All codec definitions in both codec
sets are defined with 2 voice frames per packet.

Although not required, the sample configuration enables media encryption in both codec sets
using the Advanced Encryption Standard (AES). While enabling AES media encryption has no
benefit while RTP voice packets are traversing the SSL VPN connection, when the packets exit
the SSL VPN and enter the enterprise network the AES encryption will be effective.
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Define an IP Codec Set using the “change ip-codec-set” command. The parameters relevant to
the sample configuration are shown in bold below for both codec set 1 and 2.

change ip-codec-set 1 Page 1 of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
: G.711MU n 2 20
2: G.729A n 2 20
3:
7:
Media Encryption
1: aes
2:
3:
change ip-codec-set 2 Page 1 of 2
IP Codec Set
Codec Set: 2
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729A n 2 20
3:
7:
Media Encryption
1: aes
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5.5. IP Network Region Configuration

Two network regions are configured in the sample configuration. Network region 1 is local to the
enterprise main site, while network region 6 is mapped to IP Softphone users connecting to the
enterprise network through the Juniper SA-4000 SSL VPN.

5.5.1. Network Region 1

The following screens illustrate the configuration for Page 1 of network region 1. The
parameters relevant to the sample configuration are shown in bold. While the focus of this
section is inter-region connectivity, observe that the Codec Set to be used for intra-region
connections is set to “1”. Intra-region and Inter-region IP-1P Direct Audio determines the
flow of RTP audio packets. Setting these fields to “yes” enables the most efficient audio path be
taken.

change ip-network-region 1 Page 1 of 19

IP NETWORK REGION

Region: 1
Location: 1 Authoritative Domain: avaya.com
Name: Main Campus
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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The following screen illustrates Page 3 for network region 1, which defines the inter-network
region connectivity. The focus is the connectivity between network region 1 endpoints and the
IP Softphone endpoints in network region 6. These connections will use codec set 1.

change ip-network-region 1 Page 3 of 19

Inter Network Region Connection Management

src dst codec direct Total Video Dyn

rgn rgn set WAN WAN-BW-limits WAN-BW-limits Intervening-regions CAC IGAR
1 1 1

1 2 2 y NoLimit NoLimit n
1 3 2 y NoLimit NoLimit n
1 4 2 y NoLimit :NoLimit n
1 5 2 y NoLimit NoLimit n
1 6 1 y NoLimit NoLimit n
1 7

5.5.2. Network Region 6

The following screens illustrate the configuration for Page 1 of network region 6. The
parameters relevant to the sample configuration are shown in bold. Observe that the Codec Set
to be used for connections within region 6 is set to “2”. More specifically, IP Softphone to IP
Softphone calls will use Codec Set 2. Intra-region and Inter-region IP-IP Direct Audio
determines the flow of RTP audio packets. Setting these fields to “yes” enables the most efficient
audio path be taken. With the Juniper SA-4000 Policies set appropriately and Inter-region IP-1P
Direct Audio enabled, RTP audio packets for IP Softphone to IP Softphone calls will route
between the IP Softphone SSL VPN connections local to the Juniper SA-4000.

change ip-network-region 6 Page 1 of 19

IP NETWORK REGION

Region: 6
Location: 6 Authoritative Domain: avaya.com
Name: IP Softphone Users
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 2 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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The following screen illustrates Page 3 for network region 6, which defines the inter-network
region connectivity. The assignment of the inter-network region connectivity between network
region 1 and 6 in Section 5.5.1, automatically created a symmetrical configuration for region 6.
This is illustrated in the first line of the configuration shown below.

change ip-network-region 6 Page 3 of 19

Inter Network Region Connection Management

src dst codec direct Total Video Dyn
rgn rgn set WAN WAN-BW-lTimits WAN-BW-limits Intervening-regions CAC IGAR
6 1 1 y NoLimit NoLimit n
6 2

6 3

6. Remote PC

This section describes the steps necessary to start an SSL VPN session from a remote PC to the
Juniper SA-4000 and using the Avaya IP Softphone application over the VPN. This section
assumes the Avaya IP Softphone application is installed on the remote PC.

6.1. Starting the SSL VPN and Network Connect Session

From a Web browser, enter the URL of the Juniper SA-4000, “http://<IP address or FQDN of
SA-4000>". The SA-4000 will automatically redirect the browser request to a Welcome login
screen over an HTTPS connection. Log in using a user name mapped to the “Avaya Softphone
Users” role on the SA-4000.

<} Secure Access SSL ¥YPM - Microsoft Internet Explorer -0l =|
J File Edit View Favorites Tools Help ﬁ

J HBack - = - @ i | QSEarch [Z] Favarites @Histury | %v =

J.ﬁ.ddress I@ https:#f111.2.2.2 /dana-nafauthfurl_defaultfwelcome. coi j @GD |J Links **

¢ Juniper’

Y

NETWORKS

Welcome to the

Secure Access SSL VPN

Username |avayauser] Please sign in to begin
yOur secure session,

Password |’*"""“'“"“""“"‘“

.

|

|@ Daone I_E (B Local intranet
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Because the “Auto-Launch Network Connect” feature was enabled in Section 4.2.2, Network
Connect automatically starts once users mapped to the “Avaya Users Role” are authenticated. A
web page similar to the one shown below is displayed indicating Network Connect is starting.

2 Secure Access S5 VPN - Network Connect - Microsoft Internet Explorer |Z||§

)

@ Back ~ () lﬂ @ _;\] /f‘l Search \:1\?’ Faworites -6_'-‘;3' 1R -,_;; —| i“i
Address |E§I https:ff111.2.2,2dana/nc/ncrun.cgizlaunch _ne=18&redir_url=/dana/homefinde V_! Go Links *
e — = A
- L] f_n S
s Juniper @ ¥ © U

NETWORKS Home Preferencesz Help  Sign Qut

Please wait...

Launching Network Connect. This may take several minutes,

@ Opening page https:ff111.2.2.2 /dana/ncfncrun. cgitlaunch é  Internst

The first time users log in to the SSL VPN, the Network Connect client application must be
installed on the remote PC. This is done automatically by the Juniper SA-4000 by pushing the
Network Connect client to the PC over the SSL VPN connection and initiating the install
remotely. A status window, similar to the one shown below, is displayed informing the user that
the Network Connect client is being installed.

Note: To install Network Connect, users must have appropriate privileges on the Microsoft
Windows PC; see [2], [4] and [5] for additional information. If the user does not have these
privileges, use the Juniper Installer Service available on the SA-4000 from the Maintenance >
System > Installers page to manually install the Network Connect client on the remote PC.

Note: Network Connect requires signed ActiveX or signed Java applets to be enabled within the
web browser to download, install, and launch the Network Connect client application.

Inztalling application, please wait...
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Once installed, the Network Connect client application is automatically launched on the remote
PC. A status window similar to the one shown below is displayed informing the user that the
Network Connect client is being stated.

Launching application. Pleaze wait...

The Network Connect client status window is displayed. At this stage, the Network Connect
client has been started and is attempting to contact the Juniper SA-4000 and negotiate the
protocols to use for the connection.

«=: Network Connect |Z||E|rg|

Connection: 111.2.2.2
Status; Connecting
Diuration;

Bytes Sent:

Bytez Recerved:

Bzzigned [P

Security; M egatiating...
Comprezsian: MHaone
Tranzport Mode: Megotiating...

» Hide Sign Out

Once the Network Connect session has started, the above Network Connect status window
disappears and the Network Connect icon appears in the Microsoft Windows system tray as
highlighted below.

e ek, O L ) 0:47 am
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At this point the SSL VPN and Network Connect session has started successfully and the web
browser displays the users SSL VPN home page. The sample configuration uses the Juniper SA-
4000 default home page, as shown below.

2 Secure Access S5 VPN - Home - Microsoft Internet Explorer

Edit  View Favaorites Tools  Help ?F

eﬁ‘“k - \J D @ ;j | search NFavorltes @ B h«.f m ﬁ
v| . Go  Lnks *
& » © 0 °

Haorne Preferences Help Sign Cut

File

Address @ https:fi111.2.2.2/danafhomefinde:. cgi

Welcome to the Secure Access S5L VPN, Avaya User 1

Web Bookmarks

You don't have any web boolimarks,

Client Application Sessions

£ Metwork Connect

Juniper U Net.
Copyright @ 2001-2006 Juniper Metworks, Inc P ba
All rights reserved, v

I@ Cone é D Internet
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6.2. Starting the Avaya IP Softphone

With the Juniper Network Connect session started on the remote PC, start the Avaya IP
Softphone application. The following screen illustrates the parameters used by IP Softphone in
the sample configuration.

xq
E stensgian: Pazzwaord:
IEDDDH Ixxxx
Configuration:
I Road Waror j

Call Server Address:
|192.1Ea.1.1n

B andwidth Setting:
I Local Area Metwork, j

Dialing Location:

IM_I,I Location j Froperties. .. |

¥ Bemember password far next login session

v Automatically log in if possible when application restarts

% Based on the server configuration, the G.711, G.729, or G.723
A codec will be uzed for voice aver IP calls.

Login I Settings... | Cancel Help |

Once successfully register with Avaya Communication Manager over the Network Connect SSL
VPN connection, the IP Softphone window appears similar to the one shown below.

i@ Avaya IP Softphone - 50006 0] x|

File Edit Yew Tools fodio Setkings  Help

J [ orop ™= toldl Bl Tramsfer - [l Gonference

J I"-Juml:uer:l @*ﬂ|ﬁ|ﬁm*=ﬂd'@

m||#% B8 B|FFEFk|”A-0 8 &-&-

Bl

Ready [ £ @ § @ 13zrm 4
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7. Verification

This section provides some options to verify the SSL VPN and Network Connect session has
been established and IP Softphone is able to register with Avaya Communication Manager and

make calls.

7.1. Network Connect Virtual Adapter

When the Juniper Network Connect client is installed on the remote PC, a virtual network
adapter is created on the PC. Running the “ipconfig /all” command in a Command Prompt
window on the PC will show the details the virtual adapter. The abridged output of the “ipconfig
/all” command run on the PC used in the sample configuration is shown below. Although the
DHCP parameters are shown in the output, the configuration of the SA-4000 in Section 4.3.2
used an IP address pool for client IP address assignments. The IP address assigned to this PC,

192.168.1.70, is in the range of the designated address pool.

C:\>ipconfig /Zall
Ethernet adapter Network Connect Adapter:

Connection-specific DNS Suffix

Description . . . . . . . . . . . I Juniper Network Connect Virtual Adapter

Physical Address. . . . . . . . . : 00-FF-08-21-C0-84

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. . . . . . . . . . . . 1 192.168.1.70

Subnet Mask . . . . . . . . . . . I 255.255.255.0

Default Gateway . . . . . . . . . = 192.168.1.70

DHCP Server . . . . . . . . . . . : 10.200-200.200

DNS Servers . . . . . . . . . . . I 192.168.1.30

Lease Obtained. . . . . . . . . . : Wednesday, March 21, 2007 3:09:34 PM

Lease Expires . . . . . . . . . . : Wednesday, March 28, 2007 3:09:34 PM
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7.2. Connectivity

7.2.1. Remote PC to Avaya Communication Manager

Verify the connectivity from the remote PC to Avaya Communication Manager through the
Juniper Network Connect VPN connection. This can be accomplished with a simple ping test
from the remote PC to the IP address of the Avaya gatekeeper device the IP Softphone will
register with. Open a Command Prompt window on the remote PC and enter the ping command
followed by the IP address.

In the sample configuration, the IP Softphone registers to the C-LAN interface of the Avaya
G650 Media Gateway. The C-LAN interface is assigned with IP address 192.168.1.10. The
following screen illustrates the ping test in the sample configuration.

C:\>ping 192.168.1.10
Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: bytes=32 time<lOms TTL=63
Reply from 192.168.1.10: bytes=32 time<lOms TTL=63
Reply from 192.168.1.10: bytes=32 time<lOms TTL=63
Reply from 192.168.1.10: bytes=32 time<lOms TTL=63

Ping statistics for 192.168.1.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>

EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 35 0f 45
SPOC 4/24/2007 ©2007 Avaya Inc. All Rights Reserved. SSLVPN_jpnr.doc




7.2.2. Juniper SA-4000 to Internal Servers

Verify the connectivity from the Juniper SA-4000 to the configured servers on the private
network (e.g., default route, DNS). This can be done from the Systems Maintenance page of the
SA-4000.

From the left navigation menu of the SA-4000, click Maintenance > System. Click Test
Connectivity to run the test. The following screens illustrates the Connectivity Test results from
the sample configuration. The DNS and default gateway of the private network successfully
responded.

T System Maintenance
== | platform

s Hostname: localhost2
Model: Sa-4000
Serial Number: 0153012007000151
Last Reboot: 30 days, 20 hours, 49 minutes, 23 seconds

Current version: 5.4R2.1 (build 11529}
Rollback version: 5 1RZ2 (build 9029%

Node operations: Restart Services | Rebaaot. .. Shut Daowen... Raollback...

Connectivity:

Thiz will ping warious T
configured servers to Test CCII"II"IEEtI\."It'_'," |
test the device's
conneckivity,

Server connectivity results
@ Destination hozt 192,1658,1.1 used az Gateway Address is responding,

@ Destination host 192,165,1,30 used as DHNS Server is responding.
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7.3. Active SSL VPN Users

Displaying all active SSL VPN users is a useful administrative tool offered by the Juniper SA-
4000 to see details of the active SSL VPN sessions. From the left navigation menu of the SA-
4000, click System > Status > Active Users. The page displayed below from the sample
configuration shows three active users; one from the Administrator Realm and two from the
Users Realm mapped to the “Avaya Softphone Users” Role.

Active Users

Show users named; 200

Delete Session... | Delete All Sessions. .. | Refresh Roles |
! User = Eealm Roles Sighed in Hetwork Connect IP
(I avayauserl Users Awvaya Softphone Users 2007/3/22 11:10: 24 192.168.1.70
I avayauser? Users Avaya Softphone Users 2007/3/22 11:13:01 192.168,1.71
(I interop Admin Users  Administrators 20074322 09:12: 01

7.4. Network Connect Transport Mode

If the Network Connect transport mode is configured on the SA-4000 for ESP, the Network
Connect client will attempt to start the Network Connection session using ESP. If the ESP
session can not be started for some reason, i.e., a firewall between the remote PC and the SA-
4000 is blocking UDP port 4500, the Network Connect client will “fallback” to oNCP transport
mode and attempt the connection using oONCP (TCP port 443).

To determine which transport mode the Network Connect session is using from the remote PC,
ESP or oNCP, double-click the Network Connect icon in the Microsoft Windows system tray, as
highlighted below. This will open the Network Connect status window.

o el R L Y 04T am
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The sample Network Connect status window shown below indicates the Transport Mode being
used as well as other useful information about the active Network Connect session.

+&x Network Connect

Connection: 111.2.2.2
Statuz Connected
Dwiration: 00:00:33
Bytes Sent: 5362
Bytes Received: 1.245
Azzigned IP: 192.168.1.70
Security: BESMDE
Compression: LZ0
Tranzport Mode: ESP
A Hide Sign Out

7.5. Avaya Communication Manager “list registered-ip-stations”

The Avaya Communication Manager “list registered-ip-stations”” command, run from the SAT,
can be used to verify the registration status of the IP Softphones and associated parameters as
highlighted below.

list registered-ip-stations

REGISTERED IP STATIONS

Station Set Product Prod Station Net Orig Gatekeeper TCP
Ext Type 1D Rel IP Address Rgn Port IP Address Skt
50001 4620 IP_Soft 5.242 192.168.1.71 6 192.168.1.10 y
50006 4620 IP_Soft 5.242 192.168.1.70 6 192.168.1.10 Y%
50020 4625 IP_Phone 2.500 192.168.1.60 1 192.168.1.10 \Y%

7.6. Avaya Communication Manager “status station”

The Avaya Communication Manager “status station” command, run from the SAT, can be used
to verify the current status of an administered station. The Service State: in-service/off-hook
shown on Page 1, abridged below, indicates the IP Softphone with extension 50006 is
participating in an active call.

status station 50006 Page 1of 6
GENERAL STATUS
Administered Type: 4620 Service State: in-service/off-hook
Connected Type: N/A TCP Signal Status: connected
Extension: 50006
Port: S00012 Parameter Download: complete
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Page 4, abridged below, displays the audio status of an active call between two IP Softphones.
The highlighted fields shown below indicate the following:

e Other-end IP Addr value is from the Juniper SA-4000 IP Address Pool indicating the
call is with another SSL VPN connected IP Softphone.

e Audio Connection Type: ip-direct indicates audio RTP packets are going direct
between IP Softphone via the SA-4000.

e Both stations are in Network Region 6.

e (.729A codec is being used.

status station 50006 Page 4 of 6

AUDIO CHANNEL
Port: S00012

Switch IP 1P
Port Other-end IP Addr :Port Set-end 1P Addr:Port
G.729A Audio: 192.168. 1. 71 12048 192.168. 1. 70:2048
Node Name:
Network Region: 6 6

Audio Connection Type: ip-direct

Page 4, abridged below, displays the audio status of an active call between a IP Softphone and
a Main Campus IP Telephone. The highlighted fields indicate the following:

e Other-end IP Addr value indicates the call is with an IP telephone at the main campus.

e Audio Connection Type: ip-direct indicates audio RTP packets are going direct
between IP Softphone via the SA-4000.

e Call is between Network Region 1 and Network Region 6.
e (G.711mu-law codec is being used.

status station 50006 Page 4 of 6

AUDIO CHANNEL
Port: S00012

Switch 1P IP
Port Other-end IP Addr :Port Set-end 1P Addr:Port
G.711MU Audio: 192.168. 1. 60 :2512 192.168. 1. 70:2048
Node Name:
Network Region: 1 6

Audio Connection Type: ip-direct
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8. Troubleshooting
This section provides some useful tools for troubleshooting.

8.1. Juniper SA-4000 Logs
The Juniper SA-4000 provides several logging capabilities.

8.1.1. User Access

To access the User Access log click System > Log/Monitoring > User Access > Log from the
left navigation menu of the SA-4000.

The screen below shows the User Access log from the sample configuration illustrating user
“avayauserl” starting an SSL VPN session, being successfully authenticated by the “System
Local” authentication server and starting a Network Connect session.

Log = g5

TN TN Standard: Standard (default) M| =how e
Edit Q Lery: _

Save Log As... | Clear Log | Save All Logs |

Filter: Standard (default)
Date: Cldest to Newest

Query:

Export Format: Standard

Severity ID Message

Info JAVZ0021  2007-03-23 11:54:32 - ive - [111.2.2.70] Rootiravavauserl(Usersi[Avaya Sopftphone Uszers] -
Connected to TUN-WPH port 443

Info MW C23d464 2007-03-23 11:54:32 - jwe - [111,2,2,70] Rootitavavauserl{Users)[Avava Sopftphone Users] -
Metwaork Connect: Session started for user with IP 192,165,1,70

Info AUTZZE70 2007-03-23 11:54:31 - ive - [111,2,2,70] Rootiiavayvauserl(Users)[Avaya Sopftphone Users] -
Login succeeded for avayauserifUsers from 111.2.2.70,

Infao AUTZ24326 2007-03-23 11:54:31 - ive - [111.2,2,70] Rootiiavayauserl{Users]I[] - Prirnary authentication
successful for avayauserl/Systerm Local from 111.2.2.70
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8.1.2. Network Connect

A Network Connect logging filter must first be created before Network Connect packets are
written to the log. To access the Network Connect Logging Filters page, click Users > Resource
Policies > Network Connect > Logging from the left navigation menu of the SA-4000. The

Network Connect Logging Filters page is display as illustrated below. Make note of the warning
message displayed on this page.

Fezource Policies >

Network Connect Logging Filters

Logging

& Warning

MC Packet Logging could significantly degrade performance, and should only be used for
Troubleshooting.

Mew Palicy... Duplicate Delete. .. |i|i| =ave Changes

* Policies Action Resources Applies tao rale

A Network Connect logging filter policy defines which Network Connect packets to show in the
log and to which users the filter applies.

The steps below create a new Network Connect Logging Filter Policy illustrating the values used
in the sample configuration. The sample configuration creates a new Policy called “NC Filter —
ASU — ALL” which includes all Network Connect packets for Avaya Softphone Users.

1. Click New Policy.

2. Inthe Name and Description fields, enter descriptive text for this Network Connect
Logging Filter Polity

Metwork Connect Logging Filters =

New Policy

* Name: INC Filter - ASU - ALL Required: Lahel to reference this policy.

Description: [show all NC packets for ALvaya ﬂ
Softphone Users

[
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3. Under Resources, enter the matching criteria for Network Connect packets. A
resource of *:* means match on all.

Resources

Specify the resources for which this policy applies, ane per line,

* Pesources: [+.s =] fxamyiﬁmﬂ
cp! s
top 720,443
udp:/f10.10.10.0/24 ;%
icrp:df10.10,10,10/255, 255, 255, 255
10,10,10.0/24

4. Under Roles, select the user group (User Roles) for which the policy applies.

Roles

= Policy applies to aLL roles
& Policy applies to SELECTED roles
 Policy applies to all roles OTHER THAN those selected below

available roles: Selected roles:

Users Add o Awaya Softphone Users

Remove |

5. All remaining fields may be left at default values. Click Save Changes when
finished.
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To access the Network Connect log click System > Log/Monitoring > NC Packets > Log from
the left navigation menu of the SA-4000.

The screen below shows the Network Connect log from the sample configuration illustrating the
Network Connenct packets containing the Avaya IP Softphone H.323 RAS message (port 1720)
exchange with the C-LAN interface of the Avaya G650 Media Gateway.

Log Settings Filters

N ST Standard: Standard (default)

Edit Query: _

Save Log As. | Clear Log | Save All Logs |

Filter: Standard (default)
Date: Cldest to Newest

Duery:

Export Format: Standard

Severity ID Message

Info MWC23475 2007-03-23 11:59:11 - jve - [111.2.2.70] Root:iavavauserl{Users)[Avava Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192,165,1,10 SRCPORT=33298 DSTPORT=1720 WINDOW=64195
AZE

Infao MWCZ23475 2007-03-23 11:59:11 - ive - [111,2,2,.70] Rootiiavayauserl{Users)[Avaya Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192.162.1.70 SRCPORT=1720 DSTPORT=33292 WINDOW=23172
ACK PSH

Info MWC23475 2007-03-23 11:59:11 - ive - [111.2.2.70] Root:avavauserl{Users)[Avava Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192,165,1,10 SRCPORT=33298 DSTPORT=1720 WINDOW=64343
ACE PEH

Infao MWC2347S 2007-03-23 11:59:11 - ive - [111,2,2,70] Rootiiavayauserl{Users)[Avaya Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192.162.1.70 SRCPORT=1720 DSTPORT=33292 WINDOW=23172
Ak PSH

Info MWC23475 2007-03-23 11:59:11 - ive - [111.2.2.70] Root:iavavauserl{Users)[fAvava Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192,165.1,10 SRCPORT=33298 DSTPORT=1720 WINDOW=64492
ACK PEH

Infao MWC23475 2007-03-23 11:59:11 - ive - [111,2,2,.70] Rootiiavayauserl{Users)[Avaya Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192.162.1.70 SRCPORT=1720 DSTPORT=33292 WINDOW=2320
Ak PSH

Info MWC23475 2007-03-23 11:59:11 - ive - [111.2.2.70] Root:iavavauserl{Users)[Avaya Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192,165,1,70 SRCPORT=1720 DSTPORT=33295 WINDOW=5320
AZE

Infao MWC23475 2007-03-23 11:59:11 - ive - [111,2,2,.70] Rootiiavayauserl{Users)[Avaya Softphone Users] -
TCPPkt: PROT=TCP DESTIP=192.162.1,.10 SRCPORT=332292 DSTPORT=1720 WINDOW=64541
Ak PSH

N
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9. Conclusion

The Avaya IP Softphone combined with the Juniper Networks Secure Access SSL VPN
appliance provides a secure and reliable solution for remote worker telephony over a broadband
Internet connection. The Juniper Network Connect client demonstrated interoperability with the
Avaya IP Softphone application and provided a comparable level of performance for voice
packets, while in ESP mode, as a traditional IPSec VPN connection.
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