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Ubigate™ iBG3026 Gateway and a Juniper Networks SSG
520 Gateway - Issue 1.0

Abstract

These Application Notes describe the procedures for configuring a site-to-site Virtual Private
Network (VPN) tunnel between a Samsung Ubigate™ iBG3026 Gateway and a Juniper
Networks SSG 520 gateway with Quality of Service (QoS) to support an Avaya IP telephony
infrastructure.

The Samsung iBG3026 functions as a multi-service IP switch/router. A VPN/Internet Protocol
Security (IPSec) option card provides encryption and decryption of IPSec VPN tunnels for the
router. With a variety of QoS features and an Ethernet module with Power-over-Ethernet ports,
the Samsung iBG3026 provides the necessary infrastructure for IP telephony.
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1. Introduction

These Application Notes describe the procedures for configuring a Virtual Private Network
(VPN) tunnel between a Samsung Ubigate™ iBG3026 gateway and a Juniper Networks SSG
520 gateway with Quality of Service (QoS) to support an Avaya IP telephony infrastructure. The
Samsung iBG3026 and Juniper SSG 520 have site-to-site IPSec VPN and QoS capabilities
suitable for multi-site Avaya IP telephony deployment.

2. Test Configuration

The sample network implemented for these Application Notes is shown in Figure 1. Two office
locations are included — a HQ Office and a Branch Office.
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Figure 1: Test Configuration

The HQ Office consists of a Juniper SSG 520 functioning as a perimeter security device and an
IPSec VPN head-end. Avaya Communication Manager running on the Avaya S8500B Server,
Avaya G650 Media Gateway and Avaya SIP Enablement Services are also located at the HQ
Office to provide the IP telephony infrastructure for the entire enterprise. The Avaya C363T-
PWR Converged Stackable Switch provides LAN connectivity to the servers and IP telephones.
Voice and data are on separate Virtual LANs (VLANS).

The Branch Office consists of a Samsung iBG3026 as a branch multi-service LAN/WAN
switch/router. The Avaya IP telephones and Avaya IP Softphone PC are connected directly to the
Ethernet ports on the Samsung iBG3026 which are configured as a VLAN.
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A site-to-site VPN tunnel between the Samsung iBG3026 Gateway and the Juniper SSG 520
Gateway connects the 2 offices over the WAN.

An Avaya C364T-PWR Converged Stackable Switch simulates the WAN by routing the IP
traffic between the two offices.

To establish the IPSec VPN tunnel, two phases of negotiation are required:

e InPhase 1, the participants establish a secure channel in which to negotiate the IPSec
Security Associations (SAS).

e In Phase 2, the participants negotiate the IPSec SAs for encrypting and authenticating the
ensuing exchanges of user data.

In this test configuration, the following parameters are used:

Phase 1

Authentication Method: Pre-shared Key

Encryption: Advanced Encryption Standard (AES) 128-bit keys
Authentication: Secure Hash Algorithm-1 (SHA-1)
Diffie-Hellman (DH) Group: 2

Phase 2

Encapsulation: Encapsulation Security Payload (ESP)
Encryption: AES 128-bit keys

Authentication: SHA-1

Perfect Forward Secrecy: DH Group 2
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3. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment Software

Avaya S8500 Server Avaya Communication Manager

3.1.2 (R013x.01.2.632.1)
Patch 12372

Avaya G650 Media Gateway -
e TN2312BP IP Server Interface HWO07, FW31

e TN799DP C-LAN Interface HWO01, FW17
e TN2302AP IP Media Processor HW20, FW113
e TN2602AP IP Media Processor HWO02, FW24
Avaya SIP Enablement Services SES03.1.1-03.1.114.0
Avaya 9630 IP Telephones R1.1 (H.323)
Avaya 4610SW IP Telephones %2272(;(3'23))
Avaya 4621SW IP Telephones IEQ2272(2H(§’|2§))
Avaya 2420 Digital Telephone -
Avaya 6221 Analog Telephone -
Avaya IP Softphone R5.2 Service Pack 1
Avaya C363T-PWR Converged Stackable Switch 4.5.14
Avaya C364T-PWR Converged Stackable Switch 4.5.14
Samsung Ubigate iBG3026 SNOS 1.0.5.9 Advanced
DSP 1.0.2 firmware
ScreenOS 5.4.0r3a.0

Juniper Networks SSG 520

(Firewall+VPN)

4. Configure Avaya Communication Manager, Avaya SIP
Enablement Services and Avaya IP Telephones

These application notes assume that the configuration of Avaya Communication Manager,
Avaya SIP Enablement Services and the Avaya IP telephones are already in place. Refer to [1]
for detail instructions on the configuration on these components.
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5. Configure Juniper Networks SSG 520
The configuration steps utilize the web user interface (WebUI) of the Juniper SSG 520.

5.1. Access JUNIPER SSG 520

Step | Description
1. | From a serial connection to the console port of the Juniper SSG 520, log in and access the
command line interface using a terminal emulation application such as HyperTerminal.
Execute the following commands to configure the Juniper SSG 520 interface ethernet0/0.
This enables access to the Juniper SSG 520 WebUI.
SSG520-> set interface ethernet0/0 ip 10.1.10.4/24
SSG520-> set interface ethernet0/0 ip manageable
2. | From a web browser, enter the URL of the Juniper SSG 520 WebUI management
interface, https://<IP address of the SSG>, and the following login screen appears. Log in
using a user 1D with administrative privileges.
Is Login - Windows Internet Explorer |Z||E|fg|
@;‘/ ~ [Ertosp00104 v [ certifcateError || 49/ X | | |2~
o o ILogin ]_‘ @ - B gé; ~ |z Page - f;j- Tooks «
admin yame: [N
password: [
i Remembe;ir’ my name and password
Jpone % |ocalintranet H 100% -
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5.2. Configure Ethernet Interfaces

The Juniper SSG 520 has four built-in Ethernet interfaces: ethernet0/0 to ethernet0/3. The
following steps are used to configure ethernet0/0 to a Trust security zone facing the internal
corporate network and ethernet0/2 to an Untrust security zone facing the public internet. The
Samsung iBG3026 will interact with ethernet0/2 when establishing an IPSec tunnel.

5.2.1. Configure ethernet0/0

Step | Description
1. | From the left navigation menu, select Network > Interfaces. The Network > Interfaces
(List) screen appears. The IP address is already populated for ethernet0/0 from the basic
configuration in Section 5.1 Step 1. Click Edit for ethernet0/0 to configure additional
parameters.
Network > Interfaces (List) 559520591 [7]
List|20 ¥ per page
List nterfaces Tunnel IF ~|
Name IP/Netmask | Zone | Type I Link | PPPoOE I nfigure
| ethemeto/o 10.1.10.4/24 | Trust | Layers | up | |_m-'
| ethemeto/1 0.0.0.0/0 | DMZ | Layer3 | Down | | Edit |
‘ ethernet0/2 0.0.0.0/0 Untrust |_La;'e?| Up [ ri::
| ethemet0/3 0.00.0/0 | HA | Layer3 | Down | | Edit |
}' serial6/0 0.0.0.0/0 | Untrust | WAN | Down | | Edit
serialg/1 0.0.0.0/0 | Untrust | WAN | Down | |_i_|t|
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Step | Description
2. | From the ethernet0/0 Properties: Basic screen, configure the highlighted fields shown
below to set up the ethernetO/0 interface. All remaining fields can be left as the defaults.
Click OK to save. In this example, it is assumed that the maximum bandwidth of the
WAN interface is 2048 Kbps.
5.4, xplare =13
= [ 10,8, 30, 4frswebus. bl Al 8.
[ T — | R I A
Hetwork > Interfaces > Cdit S8QEZ0Rg1 g |
0 (10 f e 1011047 24) Back To Interface List
Interface Name athemety/0 0010.dbd3.0300
As member of group none ~
© obtain 19 using DHCP (] Automatic updata DHCP sarver paramatars
| nterface Mode GNAT O Routs |
Block Intra-Subnet Traffic [
Servics Options
B
other Services [ Ping [ path MTU{IPY4) [ 1dent-reset
Maximum Transter Unit{MTU) Admn MTU 0 Bytes  (Operating MTU: 1500; Default MTU: 1500)
Toggle Mana
DNS Proxy [ |
Webauth [] 1P Address 0.0.0.0 | CI551 only.
Traffic Bandwidth Egress Maximum Bandwidth 2098 | Kbps
ingrass Masimum Bandwidth 7048 ops
[Cox | [aepty | [cancer]
& @ irternet a00% -
5.2.2. Configure ethernet0/2
Step | Description
1. | From the Network > Interfaces (List) screen, click Edit for ethernet0/2.
S 0 - Windows Int t Explores I'_I.E i
w | Pt 10, 1. 30, 4jsvesbud bt | #|| % B
& & | Emosimikron Saeen0s 4K 0 T B o rese s Ggke
Metwork > Interfaces (List) 550520591 7] I
List 20 ¥ par page
List |ALL{S) * Interfaces Tunnel ¥ v
NHame TP/ Hetmask Zons Type Link PPPOE Configure
ethemetd/0 10.1.10.4/24 Trust Layer3 Up = Edht
athameatd/1 0.0.0.0/0 OMZ Layer3 Down Edit
athameti)2 0.0.0.0/0 Untrust Layerd up
T TR R -
xxxxx 1671 0.0.0.0/0 Untrust WAN Down Exht
[ @ intemet #100% *
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Step | Description

2. | From the ethernet0/2 Properties: Basic screen, configure the highlighted fields shown
below to set up the ethernet0/2 interface. All remaining fields can be left as the defaults.

Click OK to save. In this example, it is assumed that the maximum bandwidth of the
WAN interface is 2048 Kbps.

(= ssg520sg1=Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer DEX
6{.7 @ hepe/120.1. 10.3fnswebu. htmi 3] (4] (] [cooskss [[2]]
o ‘ssgsznsgl:muer-sueenoss‘A‘nraa‘n [ %pr B # v heage - {FTods - T

Network > Interfaces > Edit s5g520sg1 2]

Interface: ethernet0/2 (IP/Netmask: 1.1.1.1/24) Back To Interface List

Junlper- [Properties: Basic| MIP DIP VIP IGMP Monitor 802.1X

NETWORKS

55G-520 Interface Name ethernet0/2 0010.dbd3.e306
As member of group m
Zone Name | Untrust “ ‘ |
O Obtain IP using DHCP [] Automatic update DHCP server paramsters
) Obtain IP using PPPoE None v Create new pppoe setting
@ Static TP
1P Address / [1.1.11 [ [22 | &
Manage IP 0010.dbd3.e306

Interface Mode C/NAT G)Route |
Block Intra-Subnet Traffic [ ]

Service Options
Management Services g:::s,m g ;:Lhet L
Other Services [] ping [J path MTU{IPv4) [ 1dent-reset
Maximum Transfer Unit(MTU) Admin MTU 0 Bytes (Operating MTU: 1500; Default MTU: 1500)
DNS Proxy []

WebAuth [] 1P Address CIsst only
Traffic Bandwidth Egress i idth (2048 ‘ Kbps
Toggle Menu Ingress i PUT‘ Kbps

[ QK ] [ Apply ] [Canca\]
Done [@ € mnternet H100%
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5.3. Configure Tunnel Interface

Create an un-numbered tunnel interface to set up a route-based VPN tunnel. The tunnel interface
is bound to a VPN tunnel in Section 5.4.2 Step 3. An un-numbered tunnel interface uses the IP
address of the interface that is assigned. In this example, the interface is ethernet0/2.

Step | Description
1. | From the Network > Interfaces (List) screen, select Tunnel IF from the drop-down list
and click New.
:: -ll-l-izlp" P"-"“]m“o“ [(New ] [TumnelF
Hame 1P Hotmask zone Type lnk | PRPoE Configure
ethemetd o 10,1.10.4/24 Trust Layard p =13
ethemneto/1 0.0.0.0/0 oMz Layerd Down Edit
ethemat/? 0.0.0,0/0 Untrust Layar} up Edit
athamatd/1 0.0.0.0/0 HA Layerd Down Bt
seriale/o 0.0.0.0/0 Untrust WaN Down Edit |
sorialbi 1 0.0.0.0/0 Untrust WAN Down Edit
Ten= R
2. | From the Interface: New Tunnel Interface screen, configure the highlighted fields
shown below to create the un-numbered tunnel interface. All remaining fields can be left
as the defaults. Click OK to save.
= 55g520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer ‘:”E”Zl
@_\;}v B ntte:/10. 1. 10. ynswebui il ] [#2] [ [soogies |2l
w o |sngZUsg1:Junlper5:rEEnUS 5.4.0r32.0 lil fa- B ® - [page - GToos -
Network > Interfaces > Configuration 550520591 ﬂ|
Interface: New Tunnel Interface Back To Interface List
Properties: Basic
Tunnel Interface Name tunnel. 1 (1~100)
= | Zone (VR) | Untrust (trust-vr) V‘ |
O Fixed IP
IP Address / Netmask ‘0'0_0‘0 ‘ / |0
& unnumbered
rf; ethemet0/2 (frustvi)
Maximum Transfer Unit(MTU) Admin MTU |15T| Bytes  (Operating MTU: 1500; Default MTU: 1500)
DNS Proxy [
Traffic Bandwidth Egress Maximum Bandwidth ,0— Kbps
Guaranteed Bandwidth |0 Kbps
Ingress Maximum Bandwidth 0 Kbps
[ Apply ] [Cance\]
& .
Done [# € nternet # 100% v
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5.4. Configure VPN Tunnel
Create the VPN tunnel to the Samsung iBG3026 at the HQ Office.

5.4.1. Configure Phase 1 Negotiation

Step | Description

1. | From the left navigation menu, select VPNs > AutoKey Advanced > Gateway and the
VPNs > AutoKey Advanced > Gateway screen appears. Click New.

£ ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

@_;: [ httpi//20. 1. 10, 3rswebui il

W e |s§g§2(lsg1:]un\per$uasnﬂs 5.4.0r3a.0

S5G-520 Name | Peer Type | Address/ID/User Group Lor.‘.alIDi Security Level ‘ Configure |

No entry available

[# @ nternet H100% v .

2. | Configure the highlighted fields shown below to set up the phase 1 negotiation. In this
example, the Preshared Key is interop. The same key must be used when configuring
the Samsung iBG3026. All remaining fields can be left as the defaults. Click Advanced to
access additional configuration options.

(= s5g520sg1: Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer Ex

@E}' |0 et 710 1. 10.2jmswebu il 2] (%2 [o0gles |l2[-

»
w ‘ssgﬁZleg]:JumpeVscreanDS5‘4‘0r3a.U I 1 fh - B - @ - [5heege - G reds -
VPNs > AutoKey Advanced > Gateway > Edit 559520591 ﬂ| I

NETWORN:

55G-520 |Gateway Name |TORemotecfﬂce ‘ |

| Security Level O standard O Compatible O Basic & Cl.ﬁtm‘

Type
[© statictp address 1P Address/Hostname 2.2.2.1 /]
) Dynamic IP Address Peer ID ‘ ‘
O pialup User User I@‘
O pialup User Group Group
Preshared Key intempil Use As Seed []
o —

Qutgoing Interface | ethemnetl/2 v ‘

Coc ] [cancel] | [Rdvenced |

[# € mternet # 100%
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Step | Description

Configure the highlighted fields shown below to set up the phase 1 negotiation. Click
Return (not shown below) to go back to the screen in Step 2 and click OK to save.

(= s5g520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer E ”E”£|
G_\;j, [ nttp:/710. 1. 10, 4pnswebus. i 2 [##][] [soogiess [[2]-
e |559520591:Jumper5craen05 5.4.0r32.0 [ I £y~ B - i - [reage - Grrask -
VPNs > AutoKey Advanced > Gateway > Edit 559520591 ﬂ\ I
&
Security Level
defined O Standard O Compatible O Basic
= User Defined =} Custom
Phase 1 Proposal
|prefg}aesiz&sha V‘ |None V‘
|None V‘ |None V‘I
‘ Mode (Initiator) &) Main (ID Protection) | ) Aggressive T
[0 Enable NAT-Traversal
UDP Checksum []
Keepalive Frequency 5 ‘ Seconds (0~300 Sec)
Peer Status Detection
O Heartbeat Hello 0 Seconds (1~3600, 0: disable)
0 St ds (60~9999 Sec)
~ Threshold |5 |
8| € nternet ®100% v

5.4.2. Configure Phase 2 Negotiation

Step | Description
1.

(= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

From the left navigation menu, select VPNs > AutoKey IKE and the VPNs > AutoKey
IKE screen appears. Click New.

[

@1:} o http://10. 1. 10. 4fnswebui. html

w |SSQEZ)SQl:JumDe!ScreEnUS5‘4.01310

VPNs > AutoKey IKE

List per page

- B - - [eege -

@ Toos »

Name Gateway

No entry available

# 100% -

&4 | ocal intranet
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Step

Description

Configure the highlighted fields shown below to set up the phase 2 negotiation. Click
Advanced to access additional configuration options.

= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

EIEIE
m - hth:HJ.U.LLO.4|’r|swebui‘ht'n| ”“;i |5'?-3-'-"‘5 |‘°"
T e ‘ssgﬁzﬂsgl:lumper-saeenos 5.4.0r3a.0 I_} - o - |k Page - (£ Tools - =
VPNs > AutoKey IKE > Edit 559520591 a8 |
j Juniper
SSG-520 VPN Name |HQ to Branch Office ‘
Security Level (i Standard () Compatible ) Basic & custom
Gi v () Predefined b
(i Create a Simple Gateway
Gateway liame| ‘
’» Type @ static 1P Address/Hostname |
E O pynamic 12 peerm |
8 O Dialup User Uaer
O Dialup Group Group | None v |
| tocal ] optiona
3 mchualin| | el
Security Level ) Standard O Compatible O Basic
Outgoing Interface | ethemet(/0
L OK J [ Cancel ] [ Advanced ]
Done & Local intranet ® 100% v -
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Step | Description

3. | Configure the highlighted fields shown below to set up the phase 2 negotiation. Click
Return to go back to the screen in Step 2 and click OK to save.

& s5g520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer E"E”E‘

@7\:}' [0 Feme//10. 1. 10, 4fmswetun il ] [#] ] [coogies |2

o " »
W |ssgSZOsgl:Juniper-ScreanOS5.4‘0r3a0 [ I 5 - B - o= v |rpage - G Tooks +

NETWORK:

Security Level
55G-520
O Standard ) Compatible O Basic

User Defined & Custom

Phase 2 Proposal

|gZ—esp-aes12&-5ha v| None »

|Nune vl ‘Ncne V“
Replay Protection []

Transport Mode [ ] (For L2TP-over-IPSec only)

Bind to O None

(&) Tunnel Interface tunnel1 v
O Tunnel Zone Untrust-Tun
Proxy-1D
Local IP / Netmask |10.1.0.0 |7 26 J
Remote IP / Netmask |192.168.1.0 B |
Service |ANY ~
Toggle Menu
VPN Group Weight |1
VPN Monitor
Source Interface
Destination IP |
Optimized
Rekey [ ]

Return Cancel

&3 Local intranet E00% -

5.5. Configure Routes

The sample configuration requires adding three new route entries to the Juniper SSG 520 routing
table: one specifying the default route to the internet and the second and third specifying the
network address range to route to the remote Branch office. Although several routing options
exist in the Juniper SSG 520 platform, static routes are used for this sample configuration.
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5.5.1. Configure Default Route

Step | Description

1. | From the left navigation menu, select Network > Routing > Destination and the
Network > Routing > Routing Entries screen appears. Select trust-vr from the drop-
down list and click New.

(= ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

6\; [ @ ntpsf10.1.10. 3frsmcbus. btml

e & |ssgﬁmsgl:JumperScrEEnDS5.4‘[)r33.ﬂ

o [42][ x| [oogiesc
- i - [ Page -

Network > Routing > Routing Entries 5509520591

»
153 Tools -

List|20 ¥ | per page

List route entries for | Allvitual routers ¥ [rustvr ]

‘trust—vr
! IP/Netmask | Gateway Interface  Protocol ! Preference Metric Vsys Configure
‘* 10.1.10.0/24 ethernetd/0 | C Root |-
“‘ 10.1.10.4/32 ethernetd/0 H Root |-
*11.1.1.0/24 ethernetd/2 | C |Root |-
*11.1.1.1/32 cthemeto/2 H \ \ |Root |-
* Active route  C Connected I Imported eBEBGP O OSPF EI1 OSPF external type 1 H Host Route
P Permanent S Static A Auto-Exported B IBGP R RIP E2 OSPF external type 2
D Dynamic
& Local intranet & 100% ~

2. | Configure the highlighted fields shown below to create the default route to the Internet.

All remaining fields can be left as the defaults. Click OK to save. The 0.0.0.0/0 network
indicates the default route when a match does not exist in the routing table. The route is

going out via interface ethernet0/2 to the next hop on the public Internet.

= ssg520sg1-Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer |ZHE||E|
m - htm:lflU‘l.LU.m’nswebul.hnnl ,,|'¢;: % | olesG ‘ P=]
W ‘ssgsznsgmumperas:reenos 5.4.0r33.0 I_I & - b - [hpage - (P Tools -+
Network > Routing > Routing Entries > Configuration s5g520sg1 | I
Virtual Router Name trust-vr
A 1P Address/Netmask |0.0.0.0 [4o I
Next Hop O Virtual Router
(%) Gateway
totertace
Gateway IP Address 1.1.1.254
Permanent [
1 Metric |1
Preference |20

v

Done & Local intranet 0% v .
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5.5.2. Configure Route to Branch Office

Step

Description

1.

From the Network > Routing > Routing Entries screen, select trust-vr from the drop
down list and click New.

(= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

@7\:} [ netpes710.1. 10, 4pswebu. e

nuniper

55G-520

o |ssgﬁzﬂsgl:Jumper-ScreanOS5‘4.0r3a‘0

Z e v |5k Page - {0 Tools - if

Network > Routing > Routing Entries

List per page

List route entries for | All virtual routers ¥

ssg520sg1

‘trust—vr | | New

D Dynamic

‘trustfvr
IP/Netmask  Gateway Interface Protocol Preference Metric Vsys Configure

*110.1.10.0/24 ethernetd/0 | C Root |-

*110.1.10.4/32 ethernetd/0 | H Root |-

“‘ 1.1.1.0/24 ethernetd/z | C Root |-

‘* 1.1.1.1/32 ethernetd/2 H Root |-

‘ *10.0.0.0/0 | 1.1.1.254 | ethernetd/2 |S 20 | 1 Root |Remove
* Active route C Connected [ Imported eBEBGP O OSPF E1 OSPF external type 1 H Host Route
P Permanent S Static A Auto-Exported iB IBGP R RIP E2 OSPF external type 2

% Local intranet # 100% -

Configure the highlighted fields shown below to create a route to the Branch Office.
Specify the network address for the Branch Office for IP Address/Netmask. Select
tunnel.1 for Interface and leave the Gateway IP Address as 0.0.0.0. All remaining fields
can be left as the defaults. Click OK to save.

(= ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

EE&K

5[ oo BL

@_.3 v |G http://10. 1. 10. 4fnswebui htmi

* o |ssgSZﬂsgi:]uniperScrEEnOS5.4.0r.?ﬂ.0

fa - i - |7 Page ~ i Tooks ~ =

559520591 [ 7] I

Virtual Router Name trust-vr

1P Address/Netmask |192‘ 168.1.0

l7124

Next Hop O Virtual Router

untrust-vr %

O] Gateway

nterface

Gateway IP Address 0.0.0.0

Permanent [ |

Taglo |

Metric |1

Preference |£|

Cancel

'ﬂ Local \nﬂlDoubIe click to change security settings
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Step | Description

3. | Repeat Step 1 to configure a new route.

4. | Configure the highlighted fields shown below to configure a “null” route. A “null” route
targets the same destination address as the route through the tunnel interface but the traffic
is directed to the Null interface which is a logical interface that drops all traffic that is
received. This prevents the Juniper SSG 520 from routing the VPN traffic to the public
WAN when the VPN tunnel is down. Specify the network address for the Branch Office
for IP Address/Netmask. Select Null for Interface and leave the Gateway IP Address
as 0.0.0.0. Specify a higher cost than in Step 2 for Metric. All remaining fields can be left
as the defaults. Click OK to save.

e ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer |Z||E”z‘
@?- |80 Pt 101,10 4jnswebui. b | [#][ ] [coea: |[2]-
& ‘ssgﬁz[lsgl:JumperEcrEEnDS 5.4.0r3a.0 [_} -8 o - [k Page » {f Tooks ~ s
Network > Routing > Routing Entries > Configuration 50520591 ﬂ| I
S Juniper
$5G-520 Virtual Router Name trust-vr
1P Address/Netmask |192.168.1.0 | ]2+ H
Next Hop ) Virtual Router '@l
*) Gateway
[ Inter[ace|NuH——V|
Gateway IP Address 0.0.0.0
Permanent [ |
I Tago |
]
Preference |E
Done - % Local intranet & 100% <
JC; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 33

SPOC 6/25/2007 ©2007 Avaya Inc. All Rights Reserved. Ubigate-Juniper.doc




5.6. Configure Addresses
Create the IP addresses for the local and remote LAN to be used in the configuration of the
policies.

Step | Description
1. | From the left navigation menu, select Objects > Addresses > List and the Objects >

Addresses > List screen appears. Click New.

i = i % = |6
{= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer |._HE|E|
G_:_: - [ http 10, 1. 10, 4jnswebui. html o [#2] [ %] [soogiesc [[2]-
— == o »
& |ssg52(lsgl:hnlper£creen[ls 5.4.0r32.0 I I 5 d= - [2hPage ~ {5 Tools -
Objects > Addresses > List 559520591 ﬂ‘ I
List|20 ¥ per page
Untrust  %| Filter: ALLD-9ABCDEFGI}LMNOPQRSTUVWXZ o
Name l‘P!Domain Name Comment ‘ Configure
lAny &,0.0.0.0 /0 All Addr |
' Dial-Up VPN 255.255,255.255 /32 | Dial-Up VPN Addr | |
% Local intranet & 100% +

2. | Configure the highlighted fields shown below to create the IP address subnet for the voice
VLAN at the HQ Office. Specify the network address of the voice VLAN on the local
LAN for IP Address/Netmask and select Trust for Zone. Click OK to save.

(= ssg520sg1-Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

@_:_j W rttoy10. . 10 4prswebu b

e & ‘ssgsznsgmumpepsﬁaenos 5.4.0r33.0

Objects > Addresses > Configuration

w4 [x] [=

f-8

Swduniper’

S5G-520

Address Name |Trust,LAN Voice

< | J

1P Address/Domain Name
@ 1P Addr [10.1.10.0 B

o-o-o
I

© Domain Name | |

Zone | Trust %

L]

& Local intranet ® 100% -

3. | Repeat Step 1 to create a new IP address subnet for the data VLAN on the local LAN.
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Step | Description
4. | Configure the highlighted fields shown below to create the IP address subnet for the data

VLAN. Specify the network address of the data VLAN on the local LAN for IP
Address/Netmask and select Trust for Zone. Click OK to save.

100 - Windows Internet Explorer EEE
T P20, 1. 10 Aingweabu b vty X o
WOR | [ g3y ke SoreenS 5.4.0ck 0 G- 0 dctiwes BTk
Ubjects > Addresses > Configuration £50520607 [7] I
Addrass Nama  Trust_LAN Data J
Comment
P Address fDomain Namea
() 1P Address/Netmask |10.1.11.0 tl24
) Domain Name |
Zono |Trest =
==
Done *ﬂ‘lo(lm-mt ;. W% -

5. | Repeat Step 1 to create a new IP address subnet for the Branch Office.

6. | Configure the highlighted fields shown below to create the IP address subnet for the
Branch Office. Specify the network address of the Branch Office for IP
Address/Netmask and select Untrust for Zone. Click OK to save.

(= ssg520sg1:Juniper-Screen05 5.4.0r3a.0 - Windows Internet Explorer

@i; v | B et 120, 1. 20, 4fnswebui
e ‘ssgﬁzcsguumper-s:reenos 5.4.0r32.0
Objects > Addresses > Configuration

%] [#2] (] [coogies

-8

@ Juniper’

SSG-520

Address Name |Eranch Office

Comment | ‘

1P Address/Domain Name
©) 1P Address/Netmask |192.168.1.0 3

O Domain Name |

% Local intranet H 100%  +
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5.7. Configure Policies
Configure the policies to allow traffic between the two sites across the VPN tunnel.

Step

Description

1.

From the left navigation menu, select Policies and the Policies screen appears. Select
Trust for From and Untrust for To and click New.

(2 ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

@Tg-‘]v [ rttpe/710.1. 10, 2pmswebu ntmi

* & |ssgiZﬂsgl:Jumper»SuEEnOS5.4‘0733.0

Policies (From All zones To All zones)

List[20_ ~|per page

.II.III'Per' Erors | Dt = To |Untrust -Gn New
NETWORKS

55G-520 ‘ No entry available ‘

&3 Local intranet #100% v

Configure the highlighted fields shown below to create a policy allowing voice traffic
from the Juniper SSG 520 to the Branch Office Samsung iBG3026. Click OK to save.

& ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer ILHEHXI
6\3 [ B hetpi//10. 1,10 pnsnebui heml 3 [##][3¢] [soogess (2T
e o |ssg§2(lsgl:lumper$creen[)5 5.4.0r32.0 [ } G- 8 deh - [:2Page + {f Tools ~ o
Policies (From Trust To Untrust) £5g520sg1 ﬂ\ I

S Juniper’

S5G-520 Name (optional) |Tu Branch Office (Voice) ||

O New Address ‘ ‘f ‘ |
[® address Book Entry | Trust LAN Voice v [ Muitiple |

Source

O New Address ‘ ‘f ‘ |
I@Address Book Entry | Branch Office vH[ Multiple |

T itsa= dd

[ service [ any [ Multiple |

appication

[] WEB Filtering

‘M:Iiun |Permn vH [ Deep Inspection ]

e
] Modify matching bidirectional VPN policy
e
Logging [] at Session Beginning []
Position at Top []

Toggle Menu

[ 0K ] [ Cancel ] [Advanced

% Local intranet F 100% v
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Step

Description

From the Policies screen, select Trust for From and Untrust for To and click New.

/= ssp520sg1zJuniper Screen0S 5.4.0r3a.0 - Windows Internet Explorer EE®

@_\’T] = hth:u‘f[l[l.l 10.4/nswebui.html v“-‘;:‘;‘ ‘ Googlest ‘ 2l
W |ssg52ﬁsg1:Jumper-5crean05 5.4.0r32.0 I I - - [2hpage - @ Took -
Policies {From Trust To Untrust) 1 I

List 20 *|per page
From | Trust v To [Unust [

From Trust To Untrust, total policy: 1
]])‘ Source Destination = Service |Acliun ‘ Options Configure Enable Move
1 ‘Tru&t_LAN Voice |Branch Office | ANY | @ ‘ Edit |C\one ‘Remuve ~ b -
& Local intranet H100% v

Configure the highlighted fields shown below to create a policy allowing data traffic from
the Juniper SSG 520 to the Branch Office Samsung iBG3026. Click OK to save.

{= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer |ZH§HX\
G_\t} - http:/10. 1. 10, 4/nswebui. himl V|,‘;:‘ x| | GondesG | £+
" e ‘ssgﬁmsgl:lumpersneenos 5.4.0r32.0 Iiw & - deh - |- page - £ Tools

Policies (From Trust To Untrust) s5g520sg1 a I

] »
Qiiuniper
S5G-520 Name (optional) |Tu Branch Office (Data} ‘|
© - i ONawAddmss‘ ‘,f| ‘
B |@Md;essm&n—y|TrusLLAN Data V”[ Multiple J
o
e " S O New Address %
E [© Adooss Soo e SRR ] vl |
L= ‘Service |ANY vl[ Multiple ]
o
E Appication
g
o
E [] WEB Filtering
| Action |Permn v” [ Deep Inspection ]
Toggle Menu
L C—
[1 Madify matching bidirectional VPN palicy
o[ None ¥
Logging [] at Session Beginning []
Position at Top []
[ OK ] [ Cancel ] [ Advanced

Done & Local intranet H100% v
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Step

Description

From the Policies screen, select Untrust for From and Trust for To and click New.

(= ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

Policies (From Trust To Untrust)

List 20 ¥ per page

s a F Untrust v Trust v|[6o | New
!"! “‘w".!!per rom To | Trusf -

NETWORK
§5G-520 From Trust To Untrust, total policy: 2
]I)| Source Destination  Service |Acﬁnn | Options Configure Enable Move
1 |Trust_LAN Data Branch Office |ANY @ Edit |Clone Remove M~ G b
3 | Trust_LAN Voice |Branch Office |ANY @ Edit |Clone Remove 1 LA
& Local intranet E 100% -

Configure the highlighted fields shown below to create a policy allowing voice traffic
from the Branch Office Samsung iBG3026 to the Juniper SSG 520. Click OK to save.

E ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer |ZH§HE|
6\;; B htpy10.1. 10.4fmsicbus. il ] [4#][2¢] [soogess (=[]
W |;§g5205g1:hmper-5craan05 5.4.0r38.0 {7} & - &= v [hpage - £ Took -

Policies (From Untrust To Trust) ssg520sg1 ﬂ‘ I

] »
iiduniper
S5G-520 Name (optional) IFrom Branch Office (Voice) ||
- A ONew Address | 171 |
L |@Addmss Book Entry ‘ Branch Office "H[ Multiple l
m
a - e ey O New Address | 7 |
r ‘ (3 Address Book Entry ‘ Trust_LAN Voice VH Multiple |
- ‘Senrice |ANY vH Multiple ]
o
_ p i None b
i
B
E [] WEB Filtering
Action |Parm\l v‘ [ Deep Inspection ]
Toggle Menu
Tumnel o Nere )
] Modify matching bidirectional VPN policy
cap e |
Logging [] at Session Beginning []
Position at Top []
[ OK ] [ Cancel J [ Advanced

Move % Local intranet #00% v
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Step | Description

{= ssgh20sg1:-Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

7. | From the Policies screen, select Untrust for From and Trust for To and click New.

FEX

G_g] = http:/10. 1. 10.4/nswebui. htm

& [#][x] [coogesc [[2]-]

B¢ Juniper

S5G-520

e e ‘sagﬁzﬂsgl:hmperécreenﬂsﬁ.‘kﬂﬁa.ﬂ

fi - B - d - [5heage -

Policies (From Untrust To Trust)

List|20 ¥ per page

From | Untrust b

To | Trust &

@3 Toos »

From Untrust To Trust, total policy: 1

jus) | Source Destination

Configure Enable

Trust_LAN Voice

# |Eranch Office

Edit ‘C\una ‘Remuve

2 R

& Local intranet H100% v

& s5g520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

8. | Configure the highlighted fields shown below to create a policy allowing data traffic from
the Branch Office Samsung iBG3026 to the Juniper SSG 520. Click OK to save.

EE)X
@_\t} ~ [ htpr//10.1.10. nswebui.heml 3] [##[¢] [coooes [E2
W ‘ssgsznsgl:JuniperJScraanoss.q.Orsa,o & - deh - [2hPage - ) Tools +
Policies (From Untrust To Trust) ssg520sg1 |
e »
R Juniper
S§5G-520 Name (optional) }From Branch Office (Data) ‘ ‘

- Souree A O New Address | 1l |

7 ‘ () Address Book Entry Branch Office V||[ Multiple |

B

o o CNew Address Jul |

r |@Addressmamy\TrusLLAN Data [ Multiple |

8 | service ANy v [[ritiple ]

a Appication

B

B

[ [J WweSB Filtering

|Acﬁon ‘Psrmit VH [ Deep Inspection I
Toggle Menu
-
[ modify matching bidirectional VPN policy
.
Logging [] at Session Beginning []
Position at Top []
[ oK ] [ Cancel J [ Advanced

Move % Local intranet & 100% ~

JC; Reviewed:
SPOC 6/25/2007

Solution & Interoperability Test Lab Application Notes

©2007 Avaya Inc. All Rights Reserved.

22 of 33
Ubigate-Juniper.doc




5.8. Configure Quality of Service

Juniper Networks recommends the following ways to manage bandwidth for VVolIP services using
the standard traffic shaping mechanisms.

Guarantee bandwidth for VVolP traffic — The most effective way to guarantee the
bandwidth for VoIP service and still allow other types of traffic on the interface is to
create a policy which guarantees the minimum bandwidth necessary for the amount of
VolIP traffic that is expected on the interface, and to set the priority queuing to the highest
level. The advantage of this strategy is that VolP can use additional bandwidth when
available, and other types of traffic can use the bandwidth that is not guaranteed for VolP
when the bandwidth is not being used.

Limit bandwidth for non-VolP traffic — By setting a maximum bandwidth for non-VolP
traffic, the remaining bandwidth is available to VVolIP traffic. The level of priority queuing
for VolP traffic is also set to the highest level. The disadvantage of this method is that
non-VolIP traffic cannot use additional bandwidth, even when the bandwidth is not being
used by VolP traffic.

Use priority queuing and Differentiated Services Codepoint (DSCP) marking —
Guaranteeing bandwidth for VolP traffic and limiting bandwidth for non-VolIP traffic
both govern throughput on the Juniper SSG 520. DSCP marking enables the priority
queuing settings downstream to be preserved. At the same time, received DSCP value set
by the originating networking device or upstream router can be kept or changed so that
the next hop router, typically the LAN or WAN edge router, can enforce QoS in its
DiffServ domain. By default, for VPN configurations, the Juniper SSG 520 copies the
DSCP marking from the inner header of the IP packet to the outer header, so that the next
hop router can enforce the correct QoS on the encrypted traffic.

In this configuration, QoS is achieved by guaranteeing the bandwidth for VVolP traffic and setting
it to the highest priority. DSCP is already marked by the Avaya S8500B Server, CLAN circuit
packs, MedPro circuit packs and Avaya IP telephones and DSCP will be preserved as it passes
through the VPN tunnel.
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Step | Description

1. | From the left navigation menu, select Policies and the Policies screen appears. Click Edit

iBG3026 (Policy ID 3).

= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

for the policy defined for the VolP traffic from the Juniper SSG 520 to the Samsung

Go

[ B rttpe20. .10, 4ppsebui e

W |ssgSEDsgl:Juniper5creEnOSS‘4.013a‘U

Policies {From All zones To All zones)

List 20 ¥ |per page

From |Allzones v

Jun Per" To |Allzones

NETWORK!

55G-520 From Untrust To Trust, total policy: 2
m Source | Destination Service Action Options | Configure | Enable ‘ Move
2 |Branch Office Trust_LAN Data | ANY @ Edit | Clone |Remove = -,
4 |Branch Office Trust_LAN Voice | ANY @ Edit | Clone |Remove ¥ b -
From Trust To Untrust, total policy: 2
m D Action Options | Configure | Enable ‘ Move
1 Trust_LAN Data |Branch Office ANY @ Edit |Clone |Remove ~ o=,
3 | Trust_LAN Voice |Branch Office ANY @ Edit || Clone | Remove ~ b -

“QLom\ intranet | 100% T

Click Advanced.

(= ssg520sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer

G_@ = http://10. 1. 10. 4/nswebui. himl

[[2]]

w & |ssgﬁ20sgl:JumpeHScreEnDSS.4DrSa.U [ =

- [k page = G Tods v

Policies (From Trust To Untrust)

ssg520sg1

7]

Name (optional) To Branch Office (Voice) |

Destination Address

O New Address | Jl ‘
SRS A e mok Entry | Trust_LAN Voice v |[ Mutiple |
O New Add!ess‘ |f \—1

Service ANY

vH Multiple |

() Address Book Entry | Branch Office v | Multiple

Appication

[] WES Filtering

Action ‘F’ermn v‘ [

Tunnel ven
[ Modify matching bidirectional VPN policy
e

Logging [] at Session Beginning []

Deep Inspection ]

—— T

& Localintranet

B0k -
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Step | Description
3. | Configure the highlighted fields shown below to guarantee 512 kbps for VVolP traffic up to
a maximum of 1024 kbps. At the same time, VVolIP traffic will be set to the highest
priority. Click OK to save.
& ssgh20sg1:Juniper-Screen0S 5.4.0r3a.0 - Windows Internet Explorer E”i”‘x‘
6;) ~ [B /710, 1.10. 3jrsmebusbimi ] [*#] 1] [soogese |ZIE
W ‘ssgizﬁsgl:JunipeHScrEanDS 5.4.0r38.0 = G- B - @ - [Dpae - (Frods -
Policies (From Trust To Untrust) 559520591 ﬂ|
@l Juniper ]
O No Redirect 3
B () Infranet-Auth Redirect () Redirect unauthenticated traffic
ORedirect all traffic
Palicing Bandwidth o | wope
Guaranteed Bandwidth 512 kbps
- Maximum Bandwidth Kby
Traffic Shaping R Wﬁl
DiffServ Codepoint Marking "
DSCP Value D Bytes
Counting []
Alarm Threshold |0 | Bytes/sec |0 | kBytes/Min
HA Session Backup
Schedule
[ Return ] [ Cancel ] I
Done % Local intranet H100% - :
4. | Repeat Steps 1 to 3 for Policy ID 4 to configure for the VolIP traffic from the Samsung
IBG3026 to the Juniper SSG 520.
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6. Configure Samsung Ubigate iBG3026 Gateway

The Samsung iBG3026 provides both browser-based and command line-based (telnet or console
port access) administrative interfaces. However, since the full range of necessary configuration
features is supported only via the command line interface (CL1I), the steps in this section use only
the CLI.

6.1. Configure Ethernet and VLAN Interfaces

Step

Description

1.

Connect to the Samsung iBG3026 console interface via a terminal emulation program
(e.g., HyperTerminal) using the serial cable provided for the console port at the back of
the machine. Enter the user name (samsung) and password (see [4]) to log in. Enter
configure terminal to access the configure mode.

login: samsung
password:

SAMSUNG ELECTRONICS CO., LTD. CLI
sarak2# configure terminal

sarak2/configure#

Configure the Ethernet port 0/2 as an untrusted interface to connect to the public WAN.

sarak2/configure# interface ethernet 0/2

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (0/2)# ip address 2.2.2.1/24
sarak2/configure/interface/ethernet (0/2)# crypto untrusted
sarak2/configure/interface/ethernet (0/2)# exit
sarak2/configure#
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Step

Description

Create a VLAN for the Ethernet ports used by IP telephones, Windows server and IP
Softphone PC and configure the VLAN as a trusted interface. The configuration below is
shown for Ethernet ports 1/18 and 1/19. Repeat the steps as necessary to configure other
Ethernet ports.

sarak2/configure# vlan database

sarak2/configure/vlan/database# vlan 101 bridge 1 name Remote
sarak2/configure/vlan/database# exit

sarak2/configure# interface vlan vlanl.101
sarak2/configure/interface/vlan vlanl.101# ip address 192.168.1.1 255.255.255.0
sarak2/configure/interface/vlan vlanl_101# crypto trusted
sarak2/configure/interface/vlan vlanl.101# exit

sarak2/configure# interface ethernet 1/18

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (1/18)# switchport mode access
sarak2/configure/interface/ethernet (1/18)# switchport access vlan 101
sarak2/configure/interface/ethernet (1/18)# exit

sarak2/configure# interface ethernet 1/19

Configuring existing Ethernet interface
sarak2/configure/interface/ethernet (1/19)# switchport mode access
sarak2/configure/interface/ethernet (1/19)# switchport access vlan 101
sarak2/configure/interface/ethernet (1/19)# exit

sarak2/configure#

Add a static route to the HQ Office.

sarak2/configure# ip route 10.1.0.0 255.255.0.0 ethernet0/2
sarak2/configure#
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6.2. Configure VPN Tunnel
Create the VPN tunnel to the Juniper SSG 520.

Step

Description

1.

Configure VPN tunnel Phase 1 IKE negotiations to the Juniper SSG 520 at the HQ Office.

sarak2/configure# crypto

sarak2/configure/crypto# ike policy ToHQ 1.1.1.1
sarak2/configure/crypto/ike/policy ToHQ 1.1.1.1# local-address 2.2.2.1
Default proposal created with priorityl-des-shal-pre_shared-gl

the user

Key String has to be configured by
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto/ike/policy
od pre-shared-key
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto/ike/policy
aes128-chc
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto/ike/policy
sarak2/configure/crypto#

ToHQ
ToHQ
ToHQ
ToHQ

ToHQ
ToHQ

ToHQ
ToHQ

SN
e
e

RRRR
N N
R RRR

-1# key interop

-1# mode main

-1# proposal 1

.1/proposal 1# authentication-meth

.1/proposal 1# dh-group group2
-1/proposal 1# encryption-algorithm

-1/proposal 1# exit
-1# exit

Configure VPN tunnel Phase 2 IPSec negotiations to the Juniper SSG 520 at the HQ

Office.

sarak2/configure/crypto# ipsec policy ToHQ 1.1.1.1
sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1# match address 192.168.1.0

255.255.255.0 10.1.0.0 255.255.0.0

Default proposal created with priorityl-esp-3des-shal-tunnel and activated.
sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1# pfs-group group2
sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1# proposal 1 esp
sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1/proposal 1# encryption-

algorithm aes128-cbc

sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1/proposal 1# exit
sarak2/configure/crypto/ipsec/policy ToHQ 1.1.1.1# exit

sarak2/configure/crypto# exit
sarak2/configure#
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6.3. Configure Firewall Policies
Configure the policies to allow traffic between the two sites across the VPN tunnel.

Step | Description

1. | Assign the interfaces to the appropriate firewall map. By default, the Samsung iBG3026

creates two firewall maps:
e internet — Untrusted interfaces connecting to the public WAN
e corp — Trusted interfaces connected to the local LAN

The ethernet0/2 interface is assigned to the internet map while the VLAN created in
Section 6.1 Step 3 is assigned to the corp map.
sarak2/configure# firewall internet
sarak2/configure/firewall internet# interface ethernet0/2
sarak2/configure/firewall internet# exit
sarak2/configure# firewall corp
sarak2/configure/firewall corp# interface vlanl.101
sarak2/configure/firewall corp# exit
sarak2/configure#

2. | Configure firewall policies to allow IKE negotiation into the untrusted ethernet0/2
interface.
sarak2/configure# firewall internet
sarak2/configure/firewall internet# policy 1000 in self
sarak2/configure/firewall internet/policy 1000 in# exit
sarak2/configure/firewall internet# exit
sarak2/configure#

3. | Configure firewall policies to allow transit traffic from the remote Juniper SSG 520 to the
Samsung iBG3026.
sarak2/configure# firewall corp
sarak2/configure/firewall corp# policy 1000 in address 10.1.0.0 16 192.168.1.0
24
sarak2/configure/firewall corp/policy 1000 in# exit
sarak2/configure/firewall corp# exit
sarak2/configure#
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6.4. Configure Quality of Service

Configure the Samsung iBG3026 to prioritize voice traffic across the VPN tunnel. The Samsung
iIBG3026 supports both software-based QoS in the operating system and hardware-based QoS
enforced in the chipset. In this configuration, software-based QoS is utilized to ensure the
bandwidth allocated for voice traffic is guaranteed across the VPN tunnel. The Samsung
iBG3026 QoS implements Random Early Detection (RED) to address congestion and Class
Based Queuing (CBQ) to address traffic policing for bandwidth management.

Step | Description

1. | Configure CBQ on the VPN interface. A class called voip is created to classify voice
traffic and to assign QoS parameters for this class.

sarak2/configure# crypto

sarak2/configure/crypto# qos

sarak2/configure/crypto/qos# add-policy-class voip root-out
sarak2/configure/crypto/qos# add-policy-class default root-out
sarak2/configure/crypto/qos# policy-class voip
sarak2/configure/crypto/gos/policy-class voip# match-dscp 46
sarak2/configure/crypto/qos/policy-class voip# cbg cr-percent 25 pr-percent 50
priority 1

sarak2/configure/crypto/gos/policy-class voip# exit
sarak2/configure/crypto/qos# policy-class default
sarak2/configure/crypto/qos/policy-class default# match-dscp default
sarak2/configure/crypto/gos/policy-class default# cbqg cr-percent 50 pr-percent
75 priority 8

sarak2/configure/crypto/gos/policy-class default# exit
sarak2/configure/crypto/qos# enable chq

sarak2/configure/crypto/gos# exit

sarak2/configure/crypto# exit

sarak2/configure#

7. Verification Steps

The following steps can be used to verify that the configuration steps documented in these
Application Notes have been done correctly.

7.1. Verify Juniper Networks SSG 520

From the left navigation menu, select VPNs > Monitor Status and the VPN Monitor Status
screen appears. Locate the VPN (see VPN Name) configured in Section 5.4.2 Step 2. Verify that
SA Status shows Active and Link shows Up.

¥PN Name SA ID Policy ID Peer Gateway IP Type 8A Status Link
HQ to Branch Office 0oooono1 -1/-1 2221 AutolKE Active Up
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From the left navigation menu, select Reports > System Log > Event and the Event screen
appears. The log shown below contains the IKE Phase 1 and IKE Phase 2 events logged as the
VPN tunnel is being established.

Reports > System Log > Event 559520541 7
List |20 =] per page Log Level :IAH =
Save Clear Enter Description  Search | Refresh |
Date / Time Level Description

2007-05-12 06: 14 26 | crit WPN 'HQ to Branch Office’ from 2.2.2.1 is up.

IKE<2.2.2.1> Phase 2 msg ID <e4834e7e>: Completed negotiations with SPI <e703d4cl>, tunnel ID <1=, and lifetime

2007-05-12 08: 14119 {info | oann. coronds/<4194303> KB,

2007-05-12 06:14: 19 |info IKE<2.2.2,1> Phase 2 msg ID <e4834a7e>: Responded to the peer's first message,

2007-05-12 06: 1419 |info IKE<2.2.2 1>: Received initial contact notification and removed Phase 1 Sas,

2007-05-12 06: 1419 |info IKE<2.2.2.1> Phase 1: Completed Main mode negotiations with a <28800>-second lifetime.

2007-05-12 06:14:19 |info IKE<2.2.2.1>: Received initial contact notification and removed Phase 2 Sas.

2007-05-12 06: 1419 |info IKE<2.2.2.1>: Received a notification message for DOI <1 <24578> <INITIAL-CONTACT >,

2007-05-12 06:14: 19 |info IKE<2.2.2.1> Phase 1: Responder starts MAIN mode negotiations.

2007-05-12 06:13:25 |notif | all logged events or alarms were cleared by admin root

7.2. Verify Samsung Ubigate iBG3026

7.2.1. Verify Phase 1 Status

Enter the command show crypto ike sa all. Verify that the State of the policy shows
SA MATURE.

sarak2/configure# show crypto ike sa all

Policy Peer State Bytes Transform
ToHQ 1.1.1.1 SA_MATURE 1928 pre-g2-aes-shal
sarak2/configure#

7.2.2. Verify Phase 2 Status

Enter the command show crypto ipsec sa all. Verify that the IPSec policies for the tunnels going
to and coming from the Juniper SSG 520 are created.

sarak2/configure# show crypto ipsec sa all

Policy Dest IP Spi Packets Transform

INTOHQ 2.2.2.1 0xdf6a8944 4113 esp-aes-shal-tunl

ToHQ 1.1.1.1 0xd903d4cl 3993 esp-aes-shal-tunl

sarak2/configure#
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8. Conclusion

The Samsung Ubigate iBG3026 Gateway is able to interoperate with Juniper Networks SSG 520
Gateway to create a site-to-site VPN tunnel with QoS to support an Avaya IP telephony
infrastructure.

9. Additional References
The following Avaya product documentation is available from http://support.avaya.com.

[1] Configuring the Samsung Ubigate™ iBG3026 with Avaya SIP Enablement Services and
Avaya Communication Manager, Issue 1.0, 12 Feb 2007

The following Samsung Ubigate iBG3026 guides are available from Samsung. Visit
http://www.samsungen.com for company and product information.

[2] Ubigate iBG3026™ Configuration Guide
[3] Ubigate iBG3026™ Command Reference
[4] iBG3026_Installation Manual

[5] iBG3026_System Description

[6] iBG3026 Message Reference Manual

The following Juniper Networks product documentations are available from
http://www.juniper.net/techpubs/:

[7] Concepts & Examples - ScreenOS Reference Guide; Volume 5: Virtual Private
Networks, Release 5.4.0, Rev. A

[8] Secure Services Gateway (SSG) 500 Series Hardware Installation and Configuration
Guide ScreenOS Version 5.4.0
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