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Avaya Solution & Interoperability Test Lab

Configuring Cisco PIX Security Appliance with Microsoft
Internet Authentication Service and Active Directory using
RADIUS to Support Avaya VPNremote Phones — Issue 1.0

Abstract

These Application Notes describe the steps to configure a Cisco PIX Security Appliance to
support IPSec VPN tunnel termination of the Avaya VPNremote Phone. The PIX Security
Appliance is configured to use the RADIUS protocol with the Microsoft Internet
Authentication Service in conjunction with Microsoft Active Directory for authentication of
VPNremote Phone users.

The Cisco Adaptive Security Device Manager (ASDM) is used to configure the PIX Security
Appliance.
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1. Introduction

These Application Notes describe the steps to configure a Cisco PIX Security Appliance,
referred to as “PIX” throughout the remainder of these Application Notes, to support IPSec VPN
(Virtual Private Network) tunnel termination of the Avaya VPNremote Phone. The PIX is
configured to use the RADIUS (Remote Authentication Dial In User Service) protocol with the
Microsoft Internet Authentication Service (IAS) in conjunction with Microsoft Active Directory
(AD) for authentication of VPNremote Phone users. The Cisco Adaptive Security Device
Manager (ASDM) application provides a Graphical User Interface to the PIX and is used to
configure the PIX in these Application Notes.

The Avaya VPNremote™ Phone is a software based [PSec VPN client integrated into the
firmware of an Avaya 4600 Series IP Telephone. This capability allows the Avaya IP Telephone
to be plugged in and used over a secure [IPSec VPN from any broadband Internet connection.
The end user experiences the same IP telephone features as if the phone was being used in the
office. Avaya IP Telephone models supporting the Avaya VPNremote Phone firmware include
the 4610SW, 4620SW, 4621SW, 4622SW and 4625SW.

Release 2 of the Avaya VPNremote Phone, used in these Application Notes, extends the support
of head-end VPN gateways to include Cisco security platforms. The configuration steps
described in these Application Notes utilize a PIX model 525. However, these configuration
steps can be applied to other PIX models using the software version specified in Table 1.

XAuth is a draft RFC developed by the Internet Engineering Task Force (IETF) based on the
Internet Key Exchange (IKE) protocol. The VPNremote Phone communicates with the PIX
using IKE with a pre-shared key. XAuth allows security gateways to perform user authentication
in a separate phase after the IKE authentication phase 1 exchange is complete. The VPNremote
Phone uses the pre-shared key to authenticate with the PIX and creates a temporary secure path
to allow the VPNremote Phone user to present credentials (username/password) to the PIX. The
PIX passes the VPNremote Phone user credentials to the Microsoft IAS / AD server using the
RADIUS protocol for authentication and policy checking. After the VPNremote Phone user
authentication is successful, the PIX assigns an IP address to the VPNremote Phone from a pre-
configured IP Address Pool.
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2. Network Topology

The sample network implemented for these Application Notes is shown in Figure 1. The Main
Campus location contains the PIX functioning as perimeter security device and VPN head-end.
The Avaya WebLM License Manager, Phone Configuration File Server, Microsoft IAS,
Microsoft AD, and DNS Server are all running on the same physical Windows 2003 Server
connected to the trusted enterprise LAN. The Avaya S8710 Media Server and Avaya G650
Media Gateway are also located at the Main Campus.

The Avaya VPNremote Phones are located in the public network and configured to establish an
IPSec tunnel to the Public (outside) IP address of the PIX. The PIX assigns IP addresses to the
VPNremote Phones after successful authentication. The assigned IP addresses, also known as the
inner addresses, will be used by the VPNremote Phones when communicating inside the IPSec
tunnel and in the private corporate network to Avaya Communication Manager. Once the IPSec
tunnel is established, the VPNremote Phone accesses the Phone Configuration File Server, DNS
server, and WebLM server. The VPNremote Phone then initiates an H.323 registration with
Avaya Communication Manager.
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User = ehope R i 7 User = jburlew
Outer IP = 100.2_2.2M0uzer IP = 100.2.2.231
Public
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Avaya Communication Manager
Figure 1: Network Diagram
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3. Equipment and Software Validated

The information in these Application Notes is based on the software and hardware versions list

in Table 1 below.

Equipment Software Version
Avaya S8710 Media Server (ARV(? ly ;X(i)olr'nzr‘ré?;cle;tlon Manager 3.1.2
Avaya G650 Media Gateway
IPSI (TN2312BP) FW 022 (HW6)
C-LAN (TN799DP) FW 016 (HW1)
MedPro (TN2302AP) FW 108 (HW12)

Avaya 4610SW IP Telephones

R2.3.2 — Release 2 (al0bVPN232 1.bin)

Avaya 4625SW IP Telephones

R2.5.2 — Release 2 (a25VPN252 1.bin)

Avaya WebLM License Manager

V4.3

Cisco PIX model 525

7.2(1)

Cisco Adaptive Security Device
Manager

5.2(1)

Microsoft Internet Authentication
Service

Windows 2003 Server
IAS Version 5.2.3790

Microsoft Active Directory - User and
Computers

Windows 2003 Server
AD Version 5.2.3790

Table 1 — Software/Hardware Version Information
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4. Microsoft Active Directory Configuration

4.1. Create User Accounts

The steps below create a new user account for one of the VPNremote Phones shown in Figure 1.
These Application Notes assume Active Directory is installed and operational.

1. On the Microsoft Windows 2003 Server running Active Directory, open the Active
Directory Users and Computers application window by selecting Start > All
Programs > Administrative Tools > Active Directory Users and Computers.
Right click the Users folder and select New > User from the pop-up menu as shown
below. Alternatively, the Create New Users icon from the tool bar can be used.

£# Active Directory Users and Computers

@ File  Action  Wew  Window  Help
= BDm e FRHBE R afiavao

@ Active Direckory Users and Computers [avava-ivwdS07ik. interop.lab]

-] Saved Queries

= Einterop.iabi
(-] Builkin
-] Computers
[#-(&] Domain Controllers
[:l ForeignaecurityPrincipals

: o
..
g Delegate Contral. ..
Fird. ..
all Tasks r Contack
Group
Mew Windaw H
R IR InetorgPerson
Refresh M3MO Queue Alias
i Printer
deibiiics
Help Shared Folder
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2. Enter the user information as highlighted below. All remaining fields may be left
default. Click Next to continue.

New Object - User |

g Create in:  interop.labd
First name: IE::I Iritials: I

Last name: IHDpe

Full harne: IEu:I Hope

Uzer lagon name:

Iehnpe I@intemp.lab j

IJzer logon name [pre-windows 2000);
IINTEHDF‘\ Iehu:upe

< Back I Hewxt = I Cancel |

3. Enter the password and the password policy options shown below. Click Next to
continue then Finish.

New Object - User x|

g Create in:  interop.labs
Pazswaord: Im

Confirm pasgword: Inuuu

™ User must change password at nest logon

¥ User cannot change pazsword

¥ Pazzword never expires

[ Account iz dizabled

< Back I Mest » I Cancel
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4. The new account is now created with default properties, to allow this account to
request authentication remotely, via an IPSec tunnel to the PIX, the account’s Remote
Access Permission must be enabled as shown below.

Edit the properties of the newly created user account by right click the account name
under the Users folder. Select Properties from the pop-up window. Select the Dial-in
tab then the Allow access option. All remaining fields can be left as default. Click

OK to save and exit the user Properties window.

EMH; Reviewed:
SPOC 1/18/2007

Ed Hope Properties

R emaote contral I Terminal Services Profile I

General I Addre Profile I Telephones I Organization
Member OF Dial-in Environmet I Sessions

2l x|

COr+

— Remate Accezs Pemmizzion [Dialin or WPk ]

i Deny access

€ Controllaccess thraugh Femate &ecess Folioy

™ Werify Caller- 0

Callback Options
¥ Mo Callback

™ Set by Caller [Fouting and Femote Access Service only]

" Always Callback to; I

[T Assign a Static [P Address I

Lpplp Static Boutes

Define routes to enable for thiz Dialin
connection,

Static Hautes ...

ak. I Cancel |

Apply |
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4.2. Create User Group

The steps below create a new user group to allow all VPNremote Phone user accounts to be

grouped together and used by IAS to apply a consistent access policy.

1. From the Active Directory Users and Computers window, right click the Users
folder and select the New > Group from the pop-up menu as shown below.
Alternatively, the Create New Group icon from the tool bar can be used.

EMH; Reviewed:
SPOC 1/18/2007

1.? Active Directory Users and Computers

@ File  Action Miew indow  Help

= | BaneFRE 2

2P vEa

I:l Compukers
@l Domnain Controllers
I:l ForeignIecurityPrincipals

e/ T
Delegate Contral. ..
Find...
Computer

&l Tasks 3 Contack

. oo
Mew Window From Here TRl ERT i
Refresh MaMD Quele Alias

) Prinker
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Help Shared Faolder
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2. Enter a descriptive group name as highlighted below. All remaining fields may be left
default. Click OK.

MNew Object - Group i x|

@ Create in:  interop.labf

GFaUP NAre:
I WPMphone Users

Group name (pre-Windows 20007
I YPMphone Users

Eroup scope Group bype:

" Domain local % Security
' Global " Distribution
£ Universal

Ik I Cancel
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4.3. Add Users to Group

The steps below add the newly created user to the newly created user group.

1. Edit the properties of the newly created user group by right click the group name
under the Users folder. Select Properties from the pop-up window. From the
Properties window, select the Members tab then the Add button.

¥PMphone Users Properties i

Genery ember OFf I lanaged By I

Members:

Mame | Active Directory Falder

Bemave |

Qk. I Cancel I Aopl |

2. Enter the user name to add to the group. Entering the first few letters of the user name
then clicking the Check Names button is a short cut for speed and accuracy. Click
OK to save, then click OK again to exit the Group Properties window.

Select Users, Contacts, or Computers 2].x=]

Select thiz object type:

ILIsers or Other objects Object Types...

From thizs location:

Iinteru:up.lal:u Locations. ..

Enter the object names to zelect (examplez):
Ed Hope [ehoped@interop. lab] Check Mames

)i b

Advanced... | (] | Cancel |

P
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5. Microsoft IAS Configuration

The steps below add the PIX to the IAS configuration as a RADIUS client. This enables IAS to
exchange RADIUS messages with the PIX. These Application Notes assume the Microsoft
Internet Authentication Service is installed and operational.

5.1. RADIUS Client

1. Open the IAS application window by selecting Start > All Programs >
Administrative Tools > IAS. Right click RADIUS Clients and select New Radius
Client from the pop-up menu as shown below.

*# Internet Authentication Service - 10| x|

File  Action Miew Help

e« | BOme BB 2

@3 Inkternet Authentication Service (Local) Friendly Marne | Address | Frotacal | lig

O T

----- {:l Remoke Acce:

Mew RADIUS Client | There are no ikems to show in this view,

% Remote Acce: e »
-] Conneckion Ry
Wiew b
Refresh
Export Lisk, ..
= o | i
Mew Client Help
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2. Enter a descriptive name for the PIX and the IP address of the inside interface of the
PIX for IAS to communicate with. Click Next to continue.

MNew RADIUS Client ) x|

Mame and Address

Type a frendly name and either an 1P Address or DMS name for the client,

Eriendly name: Cisco PIX-525

Client addrezz [IP ar DMS]:
192.168.1.197

< Back | Mest » | Cancel |

3. Enter a Shared secret text string. This shared secret is used by the PIX and IAS to

authenticate each other for RADIUS communications. All remaining fields may be
left default. Click Finish.

New RADIUS Client B x|

Additional [nfarmation

If you are uzing remote access policies bazed on the client vendor attribute, specify the
vendor of the RADIUS clisnt.

ClientAendar:

RADIJS Standard ﬂ
Shared zecret; Ix

Confirm shared secret: Ixxxxxxx>1

[” Request must contain the Message Suthenticatar attibute

¢ Back I Finizh I Cancel
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5.2. Remote Access Policy

The steps below create a new access policy to be used for RADIUS requests coming from the
PIX on behalf of VPNremote Phones users.

1. From the IAS main application window, right click Remote Access Policies and
select New > Radius Access Policy from the pop-up menu to start the New Remote
Access Policy Wizard.

...-==-" Internet Authentication Service

File  Action  Wiew

=10 x|

Help

& = |[E

BRZRNE

(] RADIUS Clients

----- [0 remote Access

% Rermote Access

Cl Conneckion Res

Mew Remobe Access Po

%3 Internet Authentication Service (Local)

Marne

I Crder |

Lagging

Yiew g

Refresh

There are no items to show in this view,

Export List. ..

Help

2. Select Set up a custom policy and enter a descriptive policy name. Click Next to
continue.

New Remote Access Policy Wizard

Policy Configuration Method

The wizard cah create a pical policy, or you can create a custon policy.

X

How do pou want to set up this policy?

" Use the wizard to zet up a typical policy for & commen scenario

{* Set up a custom policy

Type a name that describes this policy.

Policy name: WP phone Uzers Policy

Ewample: Authenticate all WFM connections.

< Back I Hext » I

Cancel

EMH; Reviewed:
SPOC 1/18/2007

Solution & Interoperability Test Lab Application Notes
©2007 Avaya Inc. All Rights Reserved.

14 of 64
vpnphon_pix_ias.doc



3. From the Policy Conditions window, click Add (not shown). Select the attributes to
be applied to this access policy. The Windows-Groups attribute is used in the sample
configuration as show below. Click Add.

Bl 5elect Attribute ' 2=

Select the type of attribute to add, and then click the &dd buttan,

Attribute types:
Mame | Dezcription :I
Called-Station-d Specifie: the phane number dialed by the us
Calling-5tation-d Specifies the phane number friom which the o
Client-Friendly-r arne Specifies the fiendly name far the BADIIS ¢
Client-IP-Address Specifies the [P address of the BADIUS clier
ClientYendor Specifies the manufacturer of the RADIUS p
Day-tind-Time-Restric...  Specifies the time periods and days of week
Framed-Protocol Specifies the protocol that iz used.
b 5-RdS endor Dezcription not et defined
MAS-|dentifier Specifies the sting that identifies the MAS th,
MAS-IP-Address Specifies the IP address of the MAS where t
MAS-Port-Type Specifies the twpe of physical port that iz use
Service-Type Specifies the type of zervice that the user ha
Specifies the \Windows groups that the user =
| o

Add.. Cancel |

EMH; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 64
SPOC 1/18/2007 ©2007 Avaya Inc. All Rights Reserved. vpnphon_pix_ias.doc



4. The Active Directory VPNphone Users group is added to this access policy as shown
below. Click Add.

Wicroups 2
The following groups are currently ik thiz condition.
Groups:
Mame I
Add... Hemowve
] Cancel

5. Enter the group name created in Section 4.2. Entering the first few letters of the group
name then clicking the Check Names button is a short cut for speed and accuracy.
Click OK, followed by OK and then Next to continue.

Select thiz object type:

IGrDups Object Tupes. ..

Frarmn thig location:

Iinternp.lal:u Locations. ..

Enter the object names to zelect [examples]:
WP phone zers Check Mamesz

b

Advanced... | k. | Cancel |

o
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6. Enable remote access permissions. Click Next to continue.

New Remote Access Policy Wizard |

Permizzions

& remote accezs policy can either grant or deny access to uzers who match the
zpecified conditions.

If & connechion request matches the specified conditions:

™ Deny remote access parmission

%" Grant remote access permissior

< Back I Meut = I Cancel

7. Click Edit Profile.

New Remote Access Policy Wizard )

Profile
You can make changes to the profile for this policy.

A profile iz a collection of zetting: applied to connection requests that have been
authenticated. To review or change the default profile for thiz policy, click Edit Profile.

Edit Praofile... |

< Back

Cancel |
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8. Select the Authentication tab. Ensure Unencrypted authentication (PAP, SPAP) is
enabled with a check mark. Click OK, followed by OK and then Finished to

complete the wizard.

EMH; Reviewed:
SPOC 1/18/2007

Edit Dial-in Profile 2| x|
Diglin Constraints | IP | Multilink
Authentication ﬂ Encmption I Advanced
Select the authentication methods vou want to allow far this connection.
EAP Methods
¥ Microzaft Encrvepted Authentication version 2 [M5-CHAR w2
W User can change password after it has expired
¥ Microsaft Encypted Authentication [b5-CHAR]
W User can change password after it has expired
[~ Encryepted authertication [CHAR]
¥ Urenciypted authertication [PAP, SPAPE
IIhauthenticated access
r Allove clients to connect without negotiating an authentication
method.
ok, Cancel Apply
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5.3. RADIUS Port Number
IAS must use a common UDP port number when communicating with RADIUS clients
such as the PIX. By default, IAS uses UDP port number 1812 for RADIUS. Port 1812 is
the officially assigned port number for RADIUS as stated in the RADIUS standard, RFC
2865 [9].

The following step describes how to verify the default port number IAS is configured to
use for the RADIUS protocol.

1. From the IAS main application window, right click Internet Authentication
Services and select Properties from the pop-up menu.

- Internet Authentication Service ) -0 x|

File Action  Yiew Help

=~ |[mF 2|0

..... shark service

: Welcome to Internet Authentication
[ ]] Remote AccessLog  2HOP SErvice Service

% Remote Access Poli PRedister Server in Active Directary

l:l Connection Reques

net Authentication Service (145 ko

Mg b tate, authorize, and account For dial-up,
tless and Ethernet connections to ywour
Properties [‘f'u:uu can also configure IAS to Forward
ation requests to any access server that is

=

|Opens property sheet For t =l |

2. Select the Ports tab and note the configured port numbers.

Internet Authentication Service {Local) Propertie ed

Generpl Paorts I

Enter the RADIUS authentication and accounting park numbers.

Authentication:

Accounting: 1813
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6. Cisco PIX Configuration

These Application Notes assume both the PIX and Cisco ASDM application are installed

and operational.

From the ASDM Home screen, compare the version of the PIX, as shown in the Device
Information pane, with the PIX software version listed in Table 1. Select the License tab to
identify the IPSec encryption algorithms licensed for use. Encryption algorithms other than
DES require the installation of an enhanced encryption license from Cisco. See [9] for
additional information. Also verify the status and configuration of the network interfaces as

shown in the Interface Status pane.

Device Information

Zeneral | Licenze I

Host Mame: pixfirewall.default.domain.invalid
Pl Wersion: T7.2{1) Device Uptime: 25d 20h 20m 59=
ASDM Version:  5.2(1) Device Type: PIX 5245
Firereall Moce: Routed Cottext Mode: Single
Total Flash: 16 MB Tatal Metmory: 128 MB
rDevice Information
Genersl Licensze
Encryption: JDES-AES GTRIGPRE: Digabled
Failovver: Dizabled WPR Peers: Unlimited
Max LA 25 Max Physical
Interfaces:
Licensze: Restricted{R}
‘Interface Status
Interface P Addressmiask | Line Link Khps
ingide 19216581 19724 2w 9w 1
outside 160.2.2.2430 D up D up ]
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6.1. AAA (RADIUS)

The steps below create a new AAA Server Group and add the Microsoft IAS server to the group
as a RADIUS Server.

1. From the ASDM GUI, select Configuration > Properties > AAA Setup > AAA

E= Cisco ASDM 5.2 for PIX - 192.168.1.197

File ©Options Toolz  Wizards Help

Server Groups. Click Add.

g [

Search: I Find =

@

Horme

L)

Interfaces

£

Security Policy

%

Routing

&

Global Objects

)

Properties

Configuration

banitoring

Configuration = Properties

g‘ Startup Wizard

& Failover
—&f Fragment
=] History Metrics
-0 1P At
+E] Logging
Priority Queue
i sEL
5 SUNRPC Server

@ TCP Options

Timeouts

—EL JRL Fittering

g woce

| |

2! High Availahility and Scal

© O

Back Forward

4
L

e d 2

Packet Tracer Retfresh Save Help

Cisco Srstems

CALL Server Group:

ALR server groups

| Server Group | Protocal | Accounting Mode | Reactivation Maode Sl

Kl |

Servers in the selected group

Eclit

[elete

Server Mame or IP Address Interface | Timeowt

| |

Aty | Rezet

Ecit

[relete

i

tawe Up
fayve Doy

Test

=admin= I15 | |§ |

||| B 1256 10:E012 Py UTE
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2. Enter a descriptive Server Group name and select RADIUS from the Protocol drop
down menu. All remaining fields can be left as default. Click OK.

= Add AAA Server Group

Configure A8 8 sepver group. The Accounting Mode attribute iz only applicable for
FRADIUS and TACACS+ protocals.

Server Groug: I.&.&.&-\-"F‘NPHONE
Protocaol: IH-E'-D"-IS lIJ
Accounting Mode: " Simultaneous i+ Single
Reactivation Made: i Depletion " Timed
Dead Time: |1 n minute:s
bz Failed Attempta: |3
Ok Cancel Helg
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3. Highlight the newly created AAA Server Group and click the lower Add button to
add the Microsoft IAS server to the new server group as shown below.

sco ASDM 5.2 for PIX - 192.168.1.197 = |E||5|
File ©Options Tools ‘Wizards Help Search:l Find -
m - ] Cisto SYSTENS
= ;
@ [ 00 O @ & @ 2|
Hotne Configuration  Monitoring Back Fatwwstd Packet Tracer Refresh Save Help

Startup Wizard
Ey AL Setup

£ LDAP sttribute hap
Arti-Spoofing
ARP

=

Routing

g Hich Levailability and Scal
Failower

—&? Fragmerit

=] History Metrics

g:ll-q, IP At

+{F] Logging

Priatity GlsLE
i S5

w2l SUMRPC Server
gl TCP Options
133 Timeouts
& URL Fitteting
ez et

Global Ohjects

2!

Properties

p

\ CALL Server Group:

A00 SErver groups

Kl |

Servers in the selected group

Server Group Protocol Accounting Mode Reactivation Mode A
LoCaL LoCaL
MPHONE i
Delete

Server Mame or IP Address Interface | Timeowt

Apply | Reset |

Edlit

Drelete

fowe g

faye Do

Test

15 |

EINN

=acmin=

| & 121506 10:53: 32 PM UTC
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4. Select the PIX network interface to use when communicating with the Microsoft IAS
server and enter the IAS server’s IP address or FQDN if DNS is used.

For RADIUS Parameters, the Server Authentication and Accounting Port numbers
must match the Port numbers used by the IAS server. See Section 5.3.

The Server Secret Key entered here must match the Shared Secret Key configured in
IAS. See Section 5.1.

Note: Although the Accounting service is not being used in the sample configuration,
it is recommended to change the Accounting Port number to match IAS.

All remaining fields can be left as default. Click OK, then click Apply to save

changes.
= Add AAA Server x|

Server Group: A0 NPRPHORE

Interface Mame: inzide b

Server Name ar IP Address: 192.165.1.30

Tirmeout: |1 0 zeconds

~RADIUS Parameters

Server Authentication Port: |1 12
Server Accounting Port: |1 813
Retry Interval: |1 0 =econds ll

Server Secret Key: Ia'-.fa'fm 23

Common Passwword: I

ACL Metimask Conwvert: IStandard LI
Ok Cancel | Help |
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5. At this point, the AAA configuration on the PIX is complete. To verify the RADIUS

configuration and connectivity to the Microsoft IAS RADIUS server, click the Test
button as shown below.

& Cisco ASDM 5.2 for PIX - 192.168.1.197

1 =10] x|
File Options Tools ‘Wizards Help Search:l Find -
- . - Cisco SysTems
Lot
@ [« 0 0 O| @ & & 2
Home Configuration  Monitoring Eack Forweard Packet Tracer Refresh Save Help

etup = A ver Groups
: AL Sepver Group

L}

liitsiiiaiees A& SEVEr Qroups
i) 58 Auth. Prompt - —
[5_% %. LDAP Attrioute Map Server Group Praotocol Accounting Mode Reactivation Mode A
Security Policy Ati-Spoofing /PMPHOIM |@ﬂ_@_ Depletion ]
. ARP LOCAL Edlt
ﬁg{, 2 auto Update

Celete
AT 42} Client Upciate

| I

fis' DHCP Services

k2! inth lected
"ég 2 oS ervers in the selected group
Rautin F High Aeailabilty and Scal Server Mame or IP Address Irterface Timeout Add
= Failover -_—
é% —@ Fragment

— History Metrics =
Global Objects +-0y IP Avudit Delete:
= Logygjing
@ Priority Queue tlave Up
Properties g 5L
=) SUNRPC Server liowe Do
@ TCP Options ([ RS
33 Timeouts
B URL Fittering
g wiccp
Aty Feset |
1] | i
=adin s | ek || & zs0s a2 pmUTe
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6. Select Authentication and enter the username and password of a valid user
configured in Active Directory, Section 4.1. Click OK to initiate the test.

B Test AAA Server -192.168.1.30 x|

Totest the follovwving A58 server enter usernatme and
passyeard.

AAL Server Group  AAA-YPNPHOMNE (RADILS)

Host: 192.163.1.350

™ authorization {* nuthentication

Uzername: ehope

Pazavword: x*x*xm|

034 || Cancel

7. The following window appears if the RADIUS authentication request to the
Microsoft IAS and Active Directory server is successful. Click OK to continue.

If the test fails, verify the Microsoft IAS and Active Directory configuration as well
as the PIX AAA configuration steps above. See Section 10 for troubleshooting tips.

= Information x|

@ Authertication test to host 1921651 30 is successtul,
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6.2. IP Address Pool

The steps below create an I[P Address Pool for the PIX to use for assigning IP addresses to
VPNremote Phones as the “inner address” when an IPSec tunnel is successfully established.

1. From the ASDM GUI, select Configuration > VPN > IP Address Management >
IP Pools. Click Add.

& Cisco ASDM 5.2 for PIX - 192.168.1.197 B i [m] 3]
File Options Toolz ‘Wizards Help Search: I Find =

@ @' B ? | Cisco SvsTems

Packet Tracer Refresh Save Help

@ (& @ 0 O

Home Configuration  Monitoring

Back Farward

Configuration = VPN = IP Address Management = [P Pools

‘ ﬁé WRIN Wizard P P
Irterfaces : Creste named [P Address pools.
i)
[5——%3 This parameter is enforced in either a YPM tunnel group or group policy configuration.

Security Palicy

L

il
%‘3 Paool Matne Starting Address Enditng Address Subnet Mazk | Add
MAT

e
YPH
Lrelete
aég 4|
Routing

2. Enter a descriptive name and the IP address range to be assigned to VPNremote
Phones. This address range must not overlap with any addresses on the private
enterprise network and must be routable within the enterprise network. Click OK to

complete.
§% Add IP Pool x|
Marne: vprphone-ip-pool
Starding IP Address: 10.10.5.1
Ending [P Address: 10.10.5.254
Subnet Mask: |255-255-255-D| ll
824 Cancel | Help |
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6.3. Tunnel Group Policy

The steps below create a Group Policy to be used for VPNremote phones. Creating a VPNremote
Phone Group Policy allows for easier management of VPNremote Phones.

1. From the ASDM GUI, select Configuration > VPN > General > Group Policy.
Click the Add button then Internal Group Policy from the drop down menu that

appears.

g Cisco ASDM 5.2 for PIX - 192.168.1.197 - (O] x|
File Options Tools Wizards Help Search:l Find -
@ : 3 & Cisco SysTEMS
¢ [ 00 O 4 |6 & ?
Hone: Configuration  Monitoring Back Packet Tracer Refresh Save Help

up Policy
) Group Policy

Interfaces
Manage YPM group policies. A YPR group policy iz & collection of user-oriented attributelvalue pairs that
may be stored internally on the device or externally on a RADIUS server. The group policy information is
referenced by %PH tunnel groups and user accounts.

Security Policy

Sl
[ﬁ? 3+ Zone Labs Integrity 5 [zme Type Tunneling Protocaol ALL Server Group
.. SR et Defa. m LlpHIFEiEE [ EET oup Palicy...
8’% %IPSEC External Group Policy...
VPH —Hep P Address Managemerit = :
Assignment 1
"é& ® Ip Pools
I MAC
Rowting %
e
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2. Configure the highlighted fields shown below. All remaining fields may be left as
default. Click the IPSec tab to continue.

E= Add Internal Group Policy x|
Matne: [VPHPHONE-grp|
Genersl | psec | Cliert Configuration | Client Firewsil | Hardware Cliert | nac |
Check an Inherit checkbox to let the corresponding setting take its value fram the default group policy.
Tunneling Protocals: [ Inkerit V¥ IPSec [ L2TP aver IPSec
Fitter: M inhert | = e |
Connection Settings
Access Hours: v Inherit I Ll MatEge... |
Sirmultanecus Logins: [ Inherit |1
Masiriurn Cornect Time: IV Inherit I~ Unlirmited I Friirites
lele Titneaut: ¥ Inkerit I~ Unilirmited I Friirtes:
TSErVErs
DS Servers: [ Inherit Primary: |1 92168.1.30 Eecondary: I
WINS Servers: v Inherit Britnats: I Secondary: I
DHCP Scope:; ¥ Inherit I
Ok Cancel Help
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3. Configure the highlighted fields shown below. All remaining fields may be left as
default. It is recommended to disable Re-authentication on IKE Re-key especially
for VPNremote Phone implementations that do not allow user passwords to be stored
in flash memory. Users would have to re-renter their password into the VPNremote
Phone every time an IKE re-key occurs. IP Compression and Perfect Forward
Secrecy are not enabled on the VPNremote Phone. Click OK to complete.

E= Add Internal Group Policy x|

Matne: [PHPHONE-grp

General IPSec | Cliert Configuration | Client Fireswall | Hardware Clieml N.ﬂ.Cl

Check ah Inherit checkbox ta let the corresponding setting take its value from the default group policy.

Re-authertication on IKE Re-key: [ Inherit ™ Enable {* Disable

P Compression; [ Inherit ™ Enable ¥ Dizable

Perfect Forward Secrecy: [ Inherit " Enable {* Digable

Tunnel Group Lock: LI

~Client Access Rules
¥ Inkerit Configure upito 25 client access rules.
Add
Eciit
[elete |
Ok Cancel Help
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6.4. Tunnel Group

The steps below create a Tunnel Group to be used for VPNremote phones. The Tunnel Group
allows a single security association to be used for IKE Phase 1 with all VPNremote Phones. This
makes for easier management of VPNremote Phone devices from the PIX perspective. Because a
single IKE security association is used for all VPNremote Phones assigned to the same tunnel
group, a limited amount of PIX resources are used.

1. From the ASDM GUI, select Configuration > VPN > General > Tunnel Group.
Click the Add button then IPSec for Remote Access from the drop down menu that

appears.

@ Cisco ASDM 5.2 for PIX - 192.168.1.197 - 101 x|
File Options Toolz Wizards Help Search: Find -
: 2 : & Cisco Sysrems
@ % H 10 O Q@ & @ ?
Horne Configuration  Maonitaring Back Forward Packet Tracer Refresh Save Help -

Configuration = WP = Tunnel Graup
3 VPN Wizard : ~Tunnel Graup
2 —HEE General
IRHEEEES g0 PN System Options : )
= ' Cliart Update Manage WPM tunnel groups. A %P tunnel group represents a connection specific record for a IPSec
[&__‘b " or WehWVPH connection.
Security Palicy 83 Group Policy
i _@ Users Marme Type Group Policy
éﬁt‘; —‘g* Default Tunnel Gatey Drefa oL
MAT —+2* Lone Labs Integrity £ Defauttl 2L Grougp ipzec-12| DtGrpPalicy
— 5] KE
@ IPSec
VPH —ep IP Address Management
Azzignment
4§8 L{iP) P Paalz
- L5 nac
Routing
Glohal Objects
E_) Specify the delimeter to be used when parsing tunnel group names from the user name that are
g received when tunnelz are being negotisted.
Properties
Group Delirmiter: I__ Mone -- - l
Apply Reset |
| | H
Configuration changes saved successiully. :<admin> :1 2 .@ :E [ﬁ [12/8/06 5:16:39 P UTC
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2. Configure the highlighted fields shown below. All remaining fields can be left as
default. The Group Policy created in the Section 6.3 is assigned to this Tunnel
Group. Click the Authentication tab to continue.

B Add Tunnel Group x|

Marme: IVPNP‘HONE Type:  |ipsec-ra

Genersl | psec | pee |

Configure general access attributes from the followwing sub-tabs.

B | e e e e e e

Group Palicy: I"-.-"F‘NF‘HDNE-grp ot I

[ 1 Strip the realm from username before passing it on tothe S84 server

[ 1 Strip the group fram username before passing it on to the S84 server

~Pazsward Management
[ owerride accourt-dizabled indication from S84 server

[ Enable notification upon password expiration to allowy user to change password

™ Enshile notitication priar to expiretion Mty I days prior to expiration
(034 Cancel | Help |
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3. Configure the highlighted fields shown below. All remaining fields can be left as
default. The Authentication Server created in the Section 6.1 is assigned to this
Tunnel Group. Click the Client Address Assignment tab to continue.

B Add Tunnel Group _ x|

Marme; I"-.-"F‘NF‘HONE Type: Iipsec-ra

General | psec | pep |

Configure general access attributes from the following sub-takbs.

Basic -&Lﬁhemmaﬂﬂﬂl.&uthnrizatiun Accounting | Cliert Address Assignment | Advanced

To =zet authentication server group per interface, goto the Advanced tak.

Authentication Server Graup: |8 -PNPHONE ]

[ Use LOCAL if Server Group fails

MAC Authertication Server Group: -- Mone -- LI
(034 Cancel Help
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4. Configure the highlighted fields shown below. All remaining fields can be left as
default. The IP Address Pool created in the Section 6.2 is assigned to this Tunnel
Group by selecting vpnphone-ip-pool from the Available Pools list then clicking the
Add >> button. Click the IPSec tab to continue.

E= Add Tunnel Group x|

Marme: IVF‘NPHONE Type:  |ipsec-ta

Genersl | psec | pre |

Configure general access attributes from the following sub-tabs.

Eiasicl Authentiu:atiu:unl &utharization | Accourting  Client Address Assighment | Advanced

To specify whether to use DHCP or address pools for address assignment, go to Configuration = YPR
= [P Address Management = Assignment.

~DHCP Servers

IP Address: RO |

Delete

rAddress Pools
To configure intetface-specific address pools, go to the Advanced tab.

Available Pools Assigned pools

Ald ==

== Eemove

|

034 Cancel Help
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5. Configure the highlighted fields shown below. All remaining fields can be left as
default. The Pre-Shared Key value entered here will also be entered into the
VPNremote Phone and stored in flash memory. The Pre-Shared Key is used for Phase
1 IKE authentication of the VPNremote Phone device. Extended Authentication
(XAuth) is the Authentication mechanism used between the VPNremote Phone and
the PIX for the user of the VPNremote Phone. XAuth will utilize Microsoft IAS and
Active Directory for the user authentication. The VPNremote phone does not respond
to keepalives. Click OK when complete.

E= Add Tunnel Group i x|

Marme: IVF‘NPHONE Type:  |ipsec-ta

Genersl PSec | pep |

Pre-zhared Key: Iavaym 23 Trustpoint Mame: -- Mone -- LI

Authertication Mods:  pauth || wEPeer D valigstion:  [Recuired =l

[ Enable sending certificate chain

rlSAKMP Keepalive
| @ i
" Monitor keepalives
Confidence Interval; I [=econcs) Retryntersal: I [Eeconds]
" Head end will never intiate keepalive montoring
~Interface-Specific Authentication Mode
Interface Authentication Mode
Interface:
finsice | Add == |
Authentication Mode: == Remaye |
Inu:une LI
Client %PM Software Update Table
Client Type YPM Client Revizions Image LIRL
Al Windosws Platforms
Windowves 95/95ME
Viincloves MT4 0520000
WPMIO002 Hardware Client
034 Cancel Help
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6.5. IKE

The steps below set the following IKE global parameters: a new IKE security policy used in the
sample configuration is created, IKE is configured to use the outside interface of the PIX and
IPSec over NAT-T, NAT Transparency, is enabled. NAT-T is enabled to ensure VPNremote
Phones placed behind NAT devices (i.e. D-link, NetGear and Linksys) will operate successfully.

The IKE policy is defined as well.

1. From the ASDM GUI, select Configuration >VPN > IKE > Global Parameters.

Configure the highlighted fields shown below. All remaining fields can be left as
default. Click Apply when complete.

Note: After selecting the Enable button to enable IKE for an interface, the IKE Enabled
status changes from No to Yes for the associated interface.

-&'Eisco ASDM 5.2 for PIX - 192.168.1.197

=10l ]

Search:

Find -

File ©Options Tools ‘Wizards Help
3 = : v & Cisco SysTEMs
@ % 10 O @ | & «d ?
Packet Tracer | Refresh Save Help

Configuration

Horme

Interfaces

Ml

Security Policy

il
= = | Eme
& i IR EX

Glokal Objects

2z

Propetties

hlonitoring |

ﬁg WRN Wizard : ~Glabal Parameters
—HE General

3 VPN System Options
@l Client Updiate

—ﬁi Group Policy

Uzers

—*2% Default Tunnel Gatey
2% Zone Labs Integrity £

Back

Forware

Configuration = YPH = IKE = Global Parameters

~Enahle IKE

TMAT Tranzparency

Interface I IKE Enahled r Enable
- | ®

[ Enable IPSac over MAT-T

bl

“ o |

MAT Keepalive:
[ Enahle PSec over TCP

walues [(1- B5535)

I2D seconds

Erter upto 10 comma-separated TEE port

Configuration changes saved successfully.

|1 noao
Certificate Graup Mal
1By ipsec
—p P Addrezs Management :
i 5 ldertity to Be Sent to Peer
Assignment i
(B) IP Pools I—_[ ; Ii
e - :
_% NAC Ielerity: Atomatic Feyld Stritio:
[ Digable inbound aggressive mode connections
[~ alert peers hefore disconnecting
I~ wiait for all active sessions to voluntarily terminste befare rebooting
Apply Reset |
4 | H
|<admin 15 | | & 1202108 &:17:58 PMUTC
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2. Select Configuration >VPN > IKE > Policies. Click the Add button as shown
below.

& Cisco ASDM 5.2 for PIX - 192.168.1.197 -10] x|

File Options Toolz ‘Wizards Help Search:l Find ~

@ [B ) ‘ Gisco SYSTEMS
]
Refresh Save Help M

@ [ & 0|0 O

Home: Configuration Monitoring Back Forwward Packet Tracer

‘ '3 WPN Wizard : ~Policies
Interfaces T neral _ Configure specific Internet Key Exchange (KE) algorithms and parameters, within the IPSec Internet Security
YEN System Options Azzaciation Key Managemert Protocal (ISAKMP) fratnework, for the AH ahd ESP IPSec protocaols.
L @l Client Updste
[E——'%) —3: Tunnel Group
Security Palicy 8 croup Palicy

0 —{E Users Priority # Encryption | Hazh | D-H Graup Authentication Lifetirme(zecs) I A |I

%6 —‘?’ Default Tunnel Gatey

AT 2% Zone Labs Integrity £ E
= = IKE et |

lobal Parameters

VPN 2 i Delete |
Certificate Group Mal

Qég =R Psec

. —p P Address Management
pouti Assighment
é% (B) IP Poolz

LT A
Global Chiects
Propetties
Apply Reset
Kl | H
Configuration changes saved successfully. | |<admin> i‘l 3 | Iﬁ i E | | | & 51 2021006 5:25:15 P UTC

3. Configure the highlighted fields shown below. All remaining fields may be left as
default. Click OK to continue then Apply to save configuration.

@& Add IKE Policy x|

Pricritsy: 1 Athertication: Ipre-share e I
Encryption: I3des - I D-H Group: |2 B I

Hazh: tncdS - Lifetime: " Uniimited
¥ [36400 Isecunds j
Ok Cancel | Help |
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6.6. IPSec

The steps below create a security policy for negotiating IPSec, Phase 2, security associations
with the VPNremote Phone. The policy is associated with a transformer set which identifies the
IPSec encryption and hash algorithms to offer in the Phase 2 negotiation; ESP-AES-128-SHA is
used in the sample configuration. The policy type of dynamic is used for remote access clients
with dynamically assigned IP addresses. The priority value is used to prioritize the order of

IPSec rul

1.

€ execution.

Select Configuration >VPN > IPSec > Transform Sets. Verify the Transform Set(s)
to be used for IPSec are listed. Several Transformer Sets are defined by the system by
default. As previously mentioned, the ESP-AES-128-SHA system defined
Transformer Set is used in the sample configuration.

[ Cisco ASDM 5.2 for PIX - 192.168.1.197 g -10] x|

File Options Toolz ‘Mizards Help Search:l— Find =
@ o 2 ‘ () > ‘ Fy) o =] 2 ‘ Cisco SYsTEws

Hone onfigurati Manitaring Back Forward Packet Tracer Refresh Save Help

ransform Set:
3

Interfaces

2l WPM System Options Specify Transform Sets
Cliert Upcate

Matne Mads ESPEncrypon |  ESP Authentication |

ESP-DES-SHA Tunnel DES SHA, e
" ESP-DESMDS Tunnel DES MDS
‘Eﬂé 2 Defaut Tunnel Gatey | [ESP-3DES-SHA Tunnel 3DES SHa,
MAT 2% Zone Labs Integrity £ ESP-3DES-MDS Tunnel 3DES MDs
| Yl Es & SHa

@g g Global Parameters ESP-AES-125-MD3S Tunnel AES-128 Delete

S Folicies ESP-AES-192-SHA Tunnel £ES-192 SHa 4|

B2} Certificate Group Ml ESP-AES-192-MDS Tunnel AES-192 o5
4% =R Ipsec ESP-AES-256-SH&  Turrel AES-256 SHa,
Routing i Euies o ESP-AES-256-MDS Tunnel AES-256 MDS

ragmentation

é% F-Bip IP Address Management

2. Select Configuration >VPN > IPSec > IPSec Rules. Click the Add button to create
a new [PSec Rule.

& Cisco ASDM 5.2 for PIX - 192.168.1.197 g =10 x|

File Cptions Toolz ‘Mizards Help Search:l— Find -
@ E @ ‘ (¢) P ‘ L{"z Q =] 2 ‘ Cisco StsTens

Hone Configuration  Monitoring Back Forward Packet Tracer Refresh Save Help

IPSec Rule

3
s oo w2 ¢ |58 @ -G )
[i;-{t) Fitter: I..Se|e._—;t__ LI I Filker | Elear Rule Query...
Security Policy Traffic Selection
Ty pe:Priority Transform Set

Eﬁé # | Source | Destination | Servicel Action

MAT 2% Zone Labs Integrity £

SE—
gg Global Parameters
VPH A Palicies
2 Certificate Group Ml
4§$ z
Routing
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3. Configure the highlighted fields shown below. All remaining fields may be left as
default. Highlight the desired Transform Set from the drop-down list then click
Add>>. Although multiple Transformer Sets can be included in a IPSec rule, only
one is used in the sample configuration. Click the Traffic Selection tab to continue.

B& Create IPSec Rule x|
Tunnel Palicy (Crypto hap) - Bazic I Tunrel Policy (Crypto Map) - Sdvanced I Tratfic Selection I
Interface: Iu:nuiside o l Policy Type: Idynamic e I Pricrity: |2EI
~Transtarm Sets

Transformm Set to Be Added:

ESP-DES-SHA j

ESP-DEZ-ZHA = Remove | owe Do |

ESP-DES-MDS

ESP-3DES-SHA

o | =] w ] ] = AL C
armic Crypta Map Entries

IESP-AES-192-SHA, ble to static tunnel palicies only. Uni-directional connection type policies are

ESP_AES-192-MDS - oy, Tunnel palicies of the 'Originate Only' connection type may specity upto 10
FECUNCETT PEEr =,

IP Address of Peer to Be Added:

Addi== IWowe Up |
Remove owe o |
[ Enable Perfect Forwarding Secrecy
Ditfie-Hellmst Gratm: I s l
Ok Cancel Help
Solution & Intero 39 of 64
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4. Configure the highlighted fields shown below. All remaining fields may be left as

default. Click OK to complete.

§% Create IPSec Rule x|
Turnel Palicy (Crypta Map) - Basic I Tunnel Policy (Crypta Map) - Sdvanced  Tratffic Selection |
rinterface and Action
Interface: Inutside "I Action: Iqﬁ? Protect LI
rSource Destination
Type: [ any =] ’7 Type: |&@ any E
Protacol and Service
Protocal: Iz/ in h |
~Fule Flowy Diagram
outside
any any
n-nann%— o Protect !'DBEI#—
Cptions
Titne Rarge: I(any) = I |
Desctiption: I ﬂ
(0124 Cancel Helgp
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6.7. Default route

The default route must be set on the PIX. The default route is set to the outside (public) interface
for the sample configuration.

1. Navigate to Configuration > Routing > Static Routes and click the Add button.

@ Cisco ASDM 5.2 for PIX - 192.168.1.197

A =[]
File ©Options Tools ‘Wizards Help Search:|| Find -
= . £ Cisco SysTEMs
Lot
& 7 06 O @ & & 2
Home o Back Foraard Packet Tracer Refrezh Save Help i

=,
Interfaces 3 Specify Static Routes.
th
ll%) ) Prozy ARFs Interface I IP &ddress Metrmzsk I Gaterway IP| Metric | Options |
Security Policy

Al
Erlit
AT Delete |

2. The IP address of 0.0.0.0 with a Mask of 0.0.0.0 signifies the default route. The IP
address of 160.2.2.1 is the ISP next hop router as shown in the network diagram,
Figure 1. Click OK to continue then Apply to save configuration.

@& Add Static Route | |

Interface Mame: Ioutside ) I
IP Acldress: ID.D.D.D Ma=k: nao -

Gatewvary IP: |1 60221 Metric: |1

—Options

& none

™ Tunneled (U=ed only for default route and metric will be et to 255

= Tracked

Track (D I Track [P Adddress: I
SLA 1D I antaring Sptions |

Enabling the tracked option starts 2 job for monitoring the state of the route, by
pinging the track address provided.
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6.8. VPNremote Phone to VPNremote Phone Direct Audio

The path taken by RTP audio packets of a VPNremote Phone can be controlled in the same way
as a traditional Avaya IP Phone using the IP-IP Direct Audio features of Avaya Communication
Manager. If it is desirable for the RTP audio packets to go directly between two VPNremote
Phones with VPN tunnels to the same PIX, the Enable traffic between two or more hosts
connected to the same interface PIX configuration option must be enabled. This is in addition
to configuring the proper IP-IP Direct Audio options on Avaya Communication Manager.

1. Navigate to Configuration > Interfaces and select the check box next to Enable
traffic between two or more hosts connected to the same interface. Click Apply to

save.

ﬁ Cisco ASDM 5.2 for PIX - 192.168.1.197

File Options Toolz ‘Wizards Help

=lolx|

Search:

Find ~

@ | & 10 O q & & 2

Cisco SvsTEms

Horne: Configuration  Monitoring | Back Forward Packet Tracer | Refresh Save Help
: Configuration = Interfaces
bt it Il rit
Interface Mame Enabled icur Iy P Address an;nge MATL M A |
| Interfaces Y8 i 1
h o 255 252 - - |
E% Ethernet1 inzide es 100 1921681197 2552552550 Mo 1,500
Security Policy Delte |
i
MAT
Gt
WP
4§&
Routing
Global Ohjects
Properties
d I H
[~ Enable trafiic between tywo or more interfaces which are configured with same security levels
v Enable traffic between tywo or mare hosts connected to the same interface
Apply Reset |
|=acimin= 515 [ﬁ 1121106 10:53:21 AM EST
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7. Avaya Communication Manager Configuration

This section shows the necessary steps in configuring Avaya Communication Manager for
VPNremote Phones. It is assumed that the basic configuration on Avaya Communication
Manager has already been completed. See [3] for additional information. All commands
discussed in this section are executed on Avaya Communication Manager using the System
Access Terminal (SAT). After the completion of the configuration in this section, perform a
save translation command to make the changes permanent.

As shown in Figure 1, VPNremote Phones are assigned to [P Network Region 5 using the IP
address range of the PIX IP Address Pool. IP Network Region 5 is then assigned a codec set
configured with the G.729 codec. The Main Campus is assigned to IP Network Region 1 using
the G.711 codec.

7.1. IP Codec Set Configuration

Use the change ip-codec-set n command to configure IP Codec Set parameters where n is
the IP Codec Set number. Configure the highlighted fields shown below. All remaining fields
can be left at the default values.

1. Use the change ip-codec-set 1 command to define a codec set for the G.711 codec as
shown below.

change ip-codec-set 1 Page 1 o0f 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU n 2 20

2:
3:

2. Use the change ip-codec-set 2 command to define a codec set for the G.729 (30ms)
codec as shown below.

change ip-codec-set 2 Page 1 of 2
IP Codec Set

Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 3 30
2:
3:
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3. Use the list ip-codec-set command to verify the codec assignments.

list ip-codec-set

IP CODEC SETS

Codec Codec 1 Codec 2 Codec 3 Codec 4 Codec 5
Set

1 G.711MU

2 G.729

3

4

7.2. IP Network Map Configuration

Use the change ip-network-map command to define the IP address to Network Region
mapping for VPNremote Phones. This IP address range should match the IP address range used
in the PIX IP Address Pool in Section 6.2.

change i1p-network-map Page 1 of 32
IP ADDRESS MAPPING
Emergency
Subnet Location
From IP Address (To IP Address or Mask) Region VLAN Extension
10 .10 .8 .1 10 .10 .8 .254 5 n
- - - - - - n
- - - - - - n
- - - - - - n
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7.3. IP Network Region Configuration

Use the change ip-network-region n command to configure IP Network Region parameters
where n is the [P Network Region number. Configure the highlighted fields shown below. All
remaining fields can be left at the default values.

Intra-region and Inter-region IP-IP Direct Audio determines the flow of RTP audio packets.
Setting these fields to “yes” enables the most efficient audio path to be taken. Codec Set 1,
defined in Section 7.1, is used within IP Network Region 1.

change ip-network-region 1 Page 1 of 19

IP NETWORK REGION

Region: 1
Location: 1 Authoritative Domain: avaya.com
Name: Main Campus
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 1 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Page 3 of the IP-Network-Region form, shown below, defines the codec set to use for inter-
region calls. Avaya VPNremote Phones are mapped to Region 5. Calls within IP Network
Region 1 use Codec Set 1 (G.711MU) while calls between IP Network Region 1 and IP
Network Region 5 use Codec Set 2 (G.729).

change ip-network-region 1 Page 3 of 19

Inter Network Region Connection Management

src dst codec direct Dynamic CAC

rgn rgn set WAN WAN-BW-Timits Intervening-regions Gateway 1GAR
1 1 1

1 2

1 3

1 4

1 5 2 y NoLimit n
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Use the change ip-network-region 5 command to configure IP Network Region 5
parameters. Configure the highlighted fields shown below. Calls within IP Network Region 5
(i.e., a VPNremote Phone calling another VPNremote Phone) use Codec Set 2 (G.729). All
remaining fields can be left at the default values.

change ip-network-region 5 Page 1 of 19

IP NETWORK REGION

Region: 5
Location: Authoritative Domain: avaya.com
Name: VPNphones - PIX
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: yes
Codec Set: 2 Inter-region IP-1P Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029
DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB Value: 46 RTCP MONITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Server Parameters? y

Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

Page 3 defines the codec set to use for inter-region calls. Avaya VPNremote Phones are mapped
to Region 5. Calls between IP Network Region 5 and IP Network Region 1 will also use Codec
Set 2 (G.729).

change ip-network-region 5 Page 3 of 19

Inter Network Region Connection Management

src dst codec direct Dynamic CAC

rgn rgn set WAN WAN-BW-Timits Intervening-regions Gateway 1GAR
5 1 2 y *NoLimit n
5 2

5 3

5 4

5 5 2
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7.4. Add Station

An Avaya VPNremote Phone is administered the same as any other IP telephone within Avaya
Communication Manager. Even though the Avaya VPNremote Phone is physically located
remote from the corporate network, the Avaya VPNremote Phone will behave the same as other
Avaya IP telephones located locally on the corporate LAN once the VPN tunnel has been
established. The VPNremote Phone can be administered as a bridged extension, typically bridged
to the user’s phone in the corporate office, or as a single dedicated extension. The latter is used
for the VPNremote phone in the sample configuration.

The screens below show the first two add station pages for the 4610SW VPNremote Phone used
for these Application Notes. The Direct IP-IP Audio Connections option on Page 2 must be set
to y to take advantage of the configuration in Section 7.3.

add station 50003 Page 1 of 4
STATION

Extension: 50003 Lock Messages? n BCC: O

Type: 4610 Security Code: 1234 TN: 1

Port: 1P Coverage Path 1: COR: 1

Name: VPNphone Coverage Path 2: CoS: 1

STATION OPTIONS

Hunt-to Station:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 50003
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n
Customizable Labels? y
add station 50003 Page 2 of 4
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any ldle Appearance? n
LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged ldle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single Conf/Trans on Primary Appearance? n
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed
Multimedia Mode: enhanced
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s
Direct IP-1P Audio Connections? y
Emergency Location Ext: 50003 Always Use? n IP Audio Hairpinning? y
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8. Avaya VPNremote Phone Configuration

8.1. VPNremote Phone Firmware

The Avaya VPNremote Phone firmware must be installed on the phone prior to the phone being
deployed in the remote location. See [1] and [2] for details on installing VPNremote Phone
firmware. The firmware version of Avaya IP telephones can be identified by viewing the version
displayed on the phone upon boot up or when the phone is operational by pressing the
OPTIONS hard button > View IP Settings soft button > Miscellaneous soft button > Right
arrow hard button. The Application file name displayed denotes the installed firmware version.

As displayed in Table 1, VPNremote Phone firmware includes the letters VPN in the name. This
allows for easy identification of firmware versions incorporating VPN capabilities.

8.2. Configuring Avaya VPNremote Phone

The Avaya VPNremote Phone configuration can be administered centrally from an HTTP/TFTP
server or locally on the phone. These Application Notes utilize the local phone configuration
method for all VPNremote Phone parameters with the exception of the WebLLM License
Manager URL. The WebLM License Manager URL cannot be set from the local phone
configuration menu as of the firmware release used in these Application Notes and must be set
from a centralized HTTP/TFTP server. The NVWEBLMURL variable of the 46xxvpnsetting.txt
script file located on the HTTP/TFTP server defines the WebLM License Manger URL, which
the VPNremote Phones use to acquire a license. See [1], [2] and [5] for additional information.

The following shows the NVWEBLMURL setting used in the 46xxvpnsetting.txt script file for
these Application Notes:

SET NVWEBLMURL http://192.168.1.30:8080/webLM/LicenseServer

The following steps describe how to configure the VPNremote Phone VPN parameters locally
from the telephone.

1. There are two methods available to access the VPN Configuration Options menu from
the VPNremote Phone.

a. During Telephone Boot:

During the VPNremote Phone boot up, the option to press the * key to enter the local
configuration mode is displayed on the telephones screen as shown below.

DHCP
* to program
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When the * key is pressed, several configuration parameters are presented such as

the phone’s IP Address, the Call Server’s IP Address, etc. Press the # key to accept
the current settings, or enter an appropriate value and press the # key. The final
configuration option displayed is the VPN Start Mode option shown below. Press

the * key to enter the VPN Options menu.

VPN Start Mode:
*=Modify #=0K

Boot

b. During Telephone Operation:

While the VPNremote Phone is in an operational state, registered with Avaya
Communication Manager, press the following key sequence on the telephone to
enter VPN configuration mode:

Mute-V-P-N-M-O-D-# (Mute-8-7-6-6-6-3-#)

The following is displayed:
VPN Start Mode: Boot

*=Modify #=0K

Press the * key to enter the VPN Options menu.

2. The VPN configuration options menu is displayed. The configuration values for the
VPNremote Phone of user ehope, used in the sample configuration, are shown in Table 2

below.

Note: The values entered below are case sensitive.

Press the P hard button on the Phone to access the next screen of configuration options.
Phone models with larger displays (e.g., 4621SW) will present more configuration

options per page.

Configuration Options Value Description

Server: 160.2.2.2 IP address of the PIX Public
interface

User Name: chope User created in Section 4.1

Password: ks Must match user password
entered in Section 4.1

Group Name: VPNPHONE Group name created in
Section 6.4

Group PSK: okt (avayal23) | Must match pre-shared key
entered in Section 6.4

VPN Start Mode: BOOT [PSec tunnel dynamically
starts on Phone power up
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Configuration Options

Value

Description

Password Type: Save in Flash User is not prompted at phone
boot up.
Encapsulation 4500-4500 Default value to enable NAT

Traversal

Syslog Server:

Locally log phone events

IKE Parameters:

DH2-3DES-MDS5

Must match IKE SA set in
Section 6.5

IKE ID Type: KEY-ID Specifies the format of the
Group Name

Diffie-Hellman Grp | 2 Can be set to “Detect” to
accept PIX settings

Encryption Alg: 3DES Can be set to “Any” to accept
PIX settings

Authentication Alg: | MD5 Can be set to “Any” to accept
PIX settings

IKE Xchg Mode: Aggressive Mode used for Phase 1
Negotiations

IKE Config Mode: | Enable Enables IKE

IPSec Parameters:

NOPFS-AES128-SHA1

Must match IPSec proposals
from Section 6.6

Encryption Alg: AES-128 Can be set to “Any” to accept
PIX settings
Authentication Alg: | SHA1 Can be set to “Any” to accept
PIX settings
Diffie-Hellman Grp | NONE Can be set to “Detect” to
accept PIX settings
Protected Net:
Remote Net #1: | 0.0.0.0/0 Access to all private nets
Copy TOS: Yes Maintain Phones TOS setting
on Corp Network for QoS
File Srvr: 192.168.1.30 TFTP/HTTP Phone File Srv
Connectivity Check: First Time Test initial IPSec connectivity

Table 2 — VPNremote Phone Configuration
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3. The VPNremote Phone can interoperate with several VPN head-end vendors. The
VPNremote Phone must be told which VPN head-end vendor will be used so the
appropriate protocol dialogs can take place. This is done by setting the VPN
Configuration Profile on the VPNremote Phone.

Press the Profile softtbutton at the bottom of the VPNremote Phones display while in the
VPN Options mode. The VPN Configuration Profile options, shown below, are
displayed. If a Profile other then Cisco is already chosen, press the Modify soft button to
see this list.

- Avaya Security Gateway
- Cisco Xauth with PSK

- Juniper Xauth with PSK
- Generic PSK

Press the button aligned with the Cisco Xauth with PSK profile option then press the
Done soft button.

When all VPN configuration options have been set, press the Done soft button. The
following is displayed. Press # to save the configuration and reboot phone.

Save new values ?
*=no #=yes
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9. Verification

9.1. VPNremote Phone IPSec Statistics

Once the Avaya VPNremote Phone establishes an [PSec tunnel, registers with Avaya
Communication Manager and becomes functional (Dial-tone), from the telephone keypad, press
the OPTIONS hard button (with \ icon). From the telephone keypad, press the » hard button
until the VPN Status... option appears. Select VPN Status... The VPN statistics of the active
IPSec tunnel will be displayed. Use the » hard button to access the next screen. Press the
Refresh soft button to update the displayed statistics.

The list below shows the statistics from the VPNremote phone used in the sample configuration.

VPN Status...
PKT S/R 448/419
FRAG RCVD 0
Comp/Decomp 0/0
Auth Failures 0
Recv Errors 0
Send Errors 0
Gateway 160.2.2.2
Outer IP 100.2.2.232
Inner IP 10.10.8.1
Gateway Version 0.0.0
Inactivity Timeout 0
AES128-SHA-1 days

9.2. PIX Logging

The PIX Real-time Log Viewer displays the current event log contents of the PIX. The Real-
time Log Viewer snapshots shown below contain key log events specific to the VPNremote
Phone. Log entries of particular interest are highlighted in bold.

To access the PIX Real-time Log Viewer, select Monitoring > Logging > Real-time Log
Viewer then the View button. See [4] for PIX log output examples with Avaya VPNremote
Phone.
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9.3. IAS Logging

To enable logging of IAS events in the Windows Event Log, IAS must be running as a Windows
service. Additionally, the following IAS options must be enabled to log Rejected and Successful
authentication attempts to the event log. The IAS properties window is accessible by right
clicking Internet Authentication Services (Local) > Properties from the IAS application
window.

Internet Authentication Service {Local) Propert x|

Feneral I Ports |

Server description:

I

Example: Praduchion Server

In addition to the ermors that are automatically recorded in the Event Log,
record the following events:

v Bejected authentication requests

v Successful authentication requests

The Windows Event Viewer provides access to the Windows Event Log. IAS entries are
categorized as System events. See events with a Source of IAS. The following screen shows an
example of several IAS events.

il

File  Action \iew Help

= B EFNE 2

@ Event Viewer {Local) | Swstem 1,692 event(s)

L npplic.ation Type I Date | Tirne | Source Cakegor Event I Lser | Computer I ;I
Zonurte (Dirformation  12/11j2008  12:0%4:41 P 145 Nore 1 [ AYAYATYWDSOFK
Diw o B @Information  12/11/2006  12:00:00 PM eventiog Nane 6013 MiA i BT
DMS Server &Waming 121112006 1150031 AM a5 Mone 2 MiA AYAYA-TYWDE0TIK
File Replication S @Inl’ormation 12/11f2006 11:46:27 AM a5 hone 1 WS AVAYA-TYWDS0TIK

@InFormation 12102006 11:44:27 &M 145 Mone 1 My AYAYE-TYWDE07IK
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Double clicking an event will display the event detail as shown in the window below for a

successfully authenticated VPNremote Phone user.

Ewvent |

D ate:; IERARFENE Source: A5 + |
Time: 12:04:41 Pt Categon: Mone

Type: Information  Ewent 1D: 1 % |
Uzer: Mt
Computer; AhATA-FOWDEOFIE,

Dezcription:

Uzer ehope wasz granted access,
Fullp-Bualified-User-Mame = interop.lab/Users/Ed Hope
MAS-P-Address = 192.168.1.197

MAS- I dentifier = <not present:

Client-Friendiy-Hame = Cigco Pl<-525

Client-IP-Address = 192.168.1.197 s
Calling-Station-ldentifier = 100.2.2. 234

MAS-Port-Tepe = YWirtual

MAS-Port = 471

Prowy-Folicy-Name = Use wWindows authentication for all users LI

|»

Data: = Butes ) 'Words

k. I Cancel I Spply

To assist the reader, the full event description is shown in a separate window below.

Event Type: Information

Event Source: 1AS

Event Category: None
Event ID: 1

Date: 12/11/2006
Time: 12:04:41 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was granted access.

NAS-1P-Address = 192.168.1.197
NAS-Identifier <not present>
Client-Friendly-Name = Cisco PIX-525
Client-1P-Address = 192.168.1.197
Calling-Station-ldentifier = 100.2.2.234
NAS-Port-Type = Virtual

NAS-Port = 471

Authentication-Provider = Windows
Authentication-Server = <undetermined>
Policy-Name = VPNphone Users Policy
Authentication-Type = PAP

EAP-Type = <undetermined>

Fully-Qualified-User-Name = interop.lab/Users/Ed Hope

Proxy-Policy-Name = Use Windows authentication for all users

EMH; Reviewed: Solution & Interoperability Test Lab Application Notes
SPOC 1/18/2007 ©2007 Avaya Inc. All Rights Reserved.

54 of 64
vpnphon_pix_ias.doc




9.4. Avaya Communication Manager “list registered-ip-stations”

The Avaya Communication Manager list registered-ip-stations command, run from the SAT,
can be used to verify the registration status of the VPNremote Phones and associated parameters
as highlighted below.

list registered-ip-stations

REGISTERED IP STATIONS

Station Set Product Prod Station Net Orig Gatekeeper TCP
Ext Type 1D Rel IP Address Rgn Port IP Address Skt
24074 4625 IP_Phone 2.500 10.10.8.1 5 192.168.1.10 \%
50003 4610 IP_Phone 2.300 10.10.8.2 5 192.168.1.10 y
50020 4602+ IP_Phone 2.300 192.168.1.242 1 192.168.1.10 \%

9.5. Avaya Communication Manager “status station”

The Avaya Communication Manager status station Nnnn command, where Nnn is a station
extension, can be run from the SAT to verify the current status of an administered station. The
Service State: in-service/off-hook shown on Page 1 below indicates the VPNremote Phone with
extension 50003 is participating in an active call.

status station 50003 Page 1o0f 6
GENERAL STATUS

Administered Type: 4610 Service State: in-service/off-hook

Connected Type: 4610 TCP Signal Status: connected

Extension: 50003
Port: S00004 Parameter Download: complete
Call Parked? no SAC Activated? no
Ring Cut OFf Act? no CF Destination Ext:

Active Coverage Option: 1

EC500 Status: N/A Off-PBX Service State: N/A
Message Waiting:
Connected Ports: S00029

User Cntrl Restr: none HOSPITALITY STATUS
Group Cntrl Restr: none Awaken at:
User DND: not activated
Group DND: not activated
Room Status: non-guest room
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Page 4, abridged below, displays the audio status of an active call between two VPNremote
Phones. The highlighted fields shown below indicate the following:
e Other-end IP Addr value is from the PIX IP Address Pool indicating the call is with
another VPNremote Phone.
e Audio RTP packets are going direct between VPNremote Phones.
e Both stations are in [P Network Region 5.
e (G.729A codec is being used.

status station 50003 Page 4 of 6

AUDIO CHANNEL
Port: S00004

Switch 1P IP
Port Other-end IP Addr :Port Set-end 1P Addr:Port
G.729 Audio: 10. 10. 8. 1 12138 10. 10. 8. 2:2934
Node Name:
Network Region: 5 5

Audio Connection Type: ip-direct

Page 4, abridged below, displays the audio status of an active call between a VPNremote
Phone and a Main Campus IP telephone. The highlighted fields indicate the following:
Other-end IP Addr value indicates the call is with an IP telephone at the Main Campus.
Audio RTP packets are going direct between VPNremote Phone and the IP telephone.
Call is between IP Network Region 1 and IP Network Region 5.

G.729A codec is being used.

status station 50003 Page 4 of 6

AUDIO CHANNEL
Port: S00004

Switch 1P IP
Port Other-end IP Addr :Port Set-end IP Addr:Port
G.729 Audio: 192.168. 1.242 12678 10. 10. 8. 2:2934
Node Name:
Network Region: 1 5

Audio Connection Type: ip-direct

10. Troubleshooting

This section offers some common configuration mismatches to assist in troubleshooting. The
focus of this section is on RADIUS user authentication with Microsoft IAS and AD. See [4] for
PIX log output examples and troubleshooting with Avaya VPNremote Phone. The text below is
from the Description field of the Microsoft Windows 2003 Server event log running the IAS and
Active Directory applications.
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10.1. Incorrect VPNremote Phone User Name (AD)

The following log entry is a result of a VPNremote Phone user name not found in Active
Directory; ehop instead of ehope. See Section 4.1.

Event Type: Warning
Event Source: IAS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:01:28 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehop was denied access.

Fully-Qualified-User-Name = INTEROP\ehop

NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2
Calling-Station-ldentifier = 100.2.2.234
Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 472

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = <undetermined>

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 16

Reason = Authentication was not successful because an unknown user
name or incorrect password was used.
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10.2. Incorrect VPNremote Phone User Password (AD)

The following log entry is a result of an incorrect VPNremote Phone user password for user
ehope in Active Directory. See Section 4.1.

Event Type: Warning

Event Source: 1AS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:03:57 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was denied access.

Fully-Qualified-User-Name = INTEROP\ehope

NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2
Calling-Station-ldentifier = 100.2.2.234
Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 473

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = <undetermined>

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 16

Reason = Authentication was not successful because an unknown user
name or incorrect password was used.
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10.3. User Account: Remote Access Permission Disabled (AD)

The following log entry is a result of a VPNremote Phone user account, ehope, not enabled for
remote authentication in Active Directory. See Section 4.1 Step 4.

Event Type: Warning

Event Source: 1AS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:06:34 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was denied access.

Fully-Qualified-User-Name = interop.lab/Users/Ed Hope

NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2

Calling-Station-ldentifier = 100.2.2.234

Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 474

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = VPNphone Users Policy

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 65

Reason = The connection attempt failed because remote access
permission for the user account was denied. To allow remote access,
enable remote access permission for the user account, or, if the user
account specifies that access is controlled through the matching remote
access policy, enable remote access permission for that remote access
policy.
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10.4. User Account Not Added to Group (AD)

The following log entry is a result of a VPNremote Phone user account, ehope, not added to the

user group in Active Directory. See Section 4.3.

Event Type: Warning

Event Source: 1AS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:08:14 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was denied access.

Fully-Qualified-User-Name = INTEROP\ehope

NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2
Calling-Station-ldentifier = 100.2.2.234
Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 475

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = <undetermined>

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 48

Reason = The connection attempt did not match any remote access
policy.
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10.5. Incorrect Authentication Method (IAS)

The following log entry is a result of a mismatch in the IAS Remote Access Policy
Authentication methods with the PIX (i.e. Unencrypted authentication (PAP, SPAP) was not
enabled). See Section 5.2 Step 8.

Event Type: Warning

Event Source: 1AS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:15:36 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was denied access.

Fully-Qualified-User-Name = interop.lab/Users/Ed Hope
NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2
Calling-Station-ldentifier = 100.2.2.234
Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 478

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = VPNphone Users Policy

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 66

Reason = The user attempted to use an authentication method that is
not enabled on the matching remote access policy.

10.6. Incorrect RADIUS client IP Address (IAS)

The following log entry is a result of a RADIUS request from an unknown source. The error
below was caused by an incorrectly entered RADIUS Client IP address in IAS for the PIX.
192.168.1.196 was entering in IAS instead of 192.168.1.197. See Section 5.1 Step 2.

Event Type: Error

Event Source: 1AS

Event Category: None
Event ID: 13

Date: 12/12/2006
Time: 12:33:03 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

A RADIUS message was received from the invalid RADIUS client IP address
192.168.1.197.
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10.7. IAS / PIX Mismatched Shared Secret (IAS)

The following log entry is a result of a mismatch in the IAS Shared Secret, see Section 5.1 Step
3, and the PIX Server Secret Key, see Section 6.1 Step 4.

Event Type: Warning

Event Source: 1AS

Event Category: None
Event ID: 2

Date: 12/12/2006
Time: 12:36:07 PM
User: N/A

Computer: AVAYA-1YWD507JK
Description:

User ehope was denied access.

Fully-Qualified-User-Name = INTEROP\ehope

NAS-1P-Address = 192.168.1.197

NAS-Identifier = <not present>

Called-Station-ldentifier = 160.2.2.2
Calling-Station-ldentifier = 100.2.2.234
Client-Friendly-Name = Cisco PIX-525

Client-1P-Address = 192.168.1.197

NAS-Port-Type = Virtual

NAS-Port = 486

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = <undetermined>

Authentication-Type = PAP

EAP-Type = <undetermined>

Reason-Code = 16

Reason = Authentication was not successful because an unknown user
name or incorrect password was used.

11. Conclusion

The Avaya VPNremote Phone combined with Cisco PIX Security Appliance, Microsoft Active
Directory and Microsoft Internet Authentication Service provides a secure solution for remote
worker telephony over any broadband Internet connection. The Avaya VPNremote Phone XAuth
implementation for Cisco security appliances (utilizing the Cisco Xauth with PSK profile)
demonstrated successful interoperability with the Cisco PIX model 525 Security Appliance,
Microsoft IAS and Microsoft AD.
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