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Abstract

This document provides an overview on how to configure the Nortel Secure Network Access
Switch to authenticate Wired and Wireless LAN Microsoft Windows workstations using PEAP
against the Local Database or Active Directory.
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Document Updates:

Not Applicable

Conventions:

This section describes the text, image, and command conventions used in this document.

Symbols:

& Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

@ Warning — Highlights important information about an action that may result in equipment
2< damage, configuration or data loss.

Text:
Bold text indicates emphasis.
Italic text in a Courier New font indicates text the user must enter or select in a menu item, button

or command:
ERS5520-48T# show running-config

Output examples from Nortel devices are displayed in a Lucinda Console font:
ERS5520-48T# show running-config

I Embedded ASCII Configuration Generator Script
I Model = Ethernet Routing Switch 5520-24T-PWR
! Software version = v5.0.0.011

enable

configure terminal
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1. Overview:

This document provides an overview on how to configure the Nortel Secure Network Access
Switch to authenticate Wired and Wireless Microsoft Windows XP and Vista workstations using
PEAP against the Local User Database or Active Directory.

1.1 Topology:

Figure 1.1 shows the topology that will be used in this configuration guide using the following
Nortel and Microsoft platforms:

Windows 2003 Enterprise
Edition Server
F Nortel Secure Network Mortel Wireless LAN 2300
main | Access Switch Controller

. Controller | )
<« I »===—is <« > = an |

¥

o |

",

-

R e 7V

Windows XP SP3 [ Vista Workstations
Figure 1.1 — Topology

e The Nortel Secure Network Access Switch will be configured to support PEAP Authentication
from the Windows XP and Vista workstations and authenticate the users against the Local
User Database or Active Directory using NTLM. Additionally the Nortel Secure Network
Access Switch will be configured to assign authenticated Wired and Wireless users to a user
VLAN id 40.
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e The Nortel Ethernet Routing Switch will be configured to support EAPOL clients and forward
RADIUS authentication requests to the Nortel Secure Network Access Switch. Additionally
the user VLAN id 40 will be created on the switch which will be dynamically assigned to
authenticated wired users using standard IETF RADIUS return attributes from the Nortel
Secure Network Access Switch.

e The Nortel WLAN 2300 Controller will be configured to support EAPOL clients and forward
RADIUS authentication requests to the Nortel Secure Network Access Switch. Additionally
the user VLAN id 40 named USERS1 will be created on the controller which will be
dynamically assigned to authenticated users using standard IETF RADIUS return attributes
from the Nortel Secure Network Access Switch.

e The Microsoft Windows 2003 Server will be configured with the appropriate Active Directory
User and Group objects to support user authentication and group associations. During
authentication the Nortel Secure Network Access Switch will perform NTLM user
authentication against Active Directory and using LDAP lookup will determine the user’s
group membership which will determine the VLAN outcome based on compliance state.

e The Microsoft Windows Workstations will be configured to perform Single Sign-On PEAP
authentication to the Nortel Ethernet Switch and Nortel WLAN 2300 Controller. Upon
successful PEAP authentication the wired and wireless users will be placed into a user VLAN
id 40.

This document provides configuration details for Nortel and Microsoft components shown in figure
1.0 but does not address installation of the core Windows operating systems or services such as
Active Directory, DHCP, DNS or Certificate Services. These topics are out of the scope of this
document and the reader should reference the appropriate vendor documentation.

1.2 Pre-Requisites:
This document makes the following assumptions in regards to the Network Infrastructure,
Windows 2003 server, Windows XP workstation and Windows Vista workstations:
1. A Windows 2003 Advanced or Enterprise Server is installed with the following:
a. Latest service pack and updates installed
b. The following services have been installed:
i. Active Directory (Domain Controller).
ii. Certificate Services (Enterprise Root CA).
iii. Domain Name Services (DNS).
iv. Dynamic Host Configuration Protocol (DHCP).
v. Internet Information Services (I1S).

c. A server certificate with public key has been issued from the Enterprise Root CA
and has been exported as a PKCS#12 file.

d. A CArroot certificate has been issued from the Enterprise Root CA and has been
exported to a file.

e. The server can ping the Nortel Secure Network Access Switch.
2. Windows XP / Vista Workstations with the following:

a. Latest service pack and updates installed.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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b. The workstation is a member of the Domain.
c. A CA Root certificate issued from the Enterprise Root CA is installed.

3. A core routing switch is in place and has been configured to provide inter-VLAN routing
and DHCP forwarding services.
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2. Configuration:

2.1 Nortel Secure Network Access Switch:

This section provides configuration steps required to configure a Nortel Secure Network Access
Switch to authenticate clients EAP on a Nortel Ethernet Switch or Nortel WLAN 2300 controller
using Protection EAP. For this section the following configuration steps will be performed:

1. Base Configuration (Section 2.1.1)
Certificates (Section 2.1.2)

Local Authentication (Section 2.1.3)

Active Directory Authentication (Section 2.1.4)
RADIUS Server (Section 2.1.5)

RADIUS Attributes (Section 2.1.6)

o g M w N

2.1.1 Base Configuration:

The following baseline configuration will performed on the Secure Network Access Switch:
e |IP Addressing — The Real, Management and Virtual IP Addresses will be defined.
e DNS - DNS Server IP Address and Domain Name will be defined.
e Time —The Timezone and NTP Server IP Address will be defined.

e Management — The administrator password will be defined and the Browser Based
Interface (BBI) enabled.

A baseline configuration may be established on the Secure Network Access Switch with a
console connection using the following procedure:

1 Define the NSNAS base host configuration by issuing the following command on the

NSNAS Setup Menu:

[Setup Menu]

join - Join an existing cluster

new - Initialize host as a new installation
boot - Boot menu

info - Information menu

exit Exit [global command, always available]

>> Setup# new

2 Define the following parameters:

Interface IP: 192.168.20.10 Lgel\lr:gl IP address (RIP) assigned to the

The network mask assigned to the NSNAS. In

Network Mask: 255.255.255.0 this example the NSNAS is deployed in an
isolated VLAN but a smaller subnet with fewer
host addresses could be utilized to save

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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VLAN Tag: o0

Two Armed Configuration: no

Default Gateway: 192.168.20.1

Management IP: 192.168.20.11

DNS Server: 192.168.10.5

Generate SSH Host Keys: yes

Enter a password for the "admin™

user: admin-password

Run NSNAS quick configuration
wizard?: yes

NSNAS Portal Virtual IP address:
192.168.20.12

NSNAS Domain name: eselab.com

Create http to https redirect
server: yes

Create default tunnel guard user:

no

Create default system account: no

Would you like to enable the

Nortel TunnelGuard Desktop Agent?

Yes

Enable secure web based
configuration management: yes

address space.

Defines the 802.1Q tag used for the physical
Ethernet interface. A value of O disables
802.1Q tagging.

This example utilizes a one-armed
configuration.

The default gateway on the core used by the
NSNAS.

Defines the management IP address for the
NSNAS.

The IP address of the Windows 2003
Enterprise Server providing DNS services.

Generates a new SSH host keys used for SSH
management and communication with SREM.

Enter and confirm the password assigned to
the admin user account. The admin user has
full access to the NSNAS.

Invokes a wizard which creates basic
parameters that we will use to provide 802.1X
authentication.

The virtual IP address on the NSNAS used to
provide DHCP, DNS and HTTP/HTTPS
services to guest users.

The DNS domain name for the system. For this
example the domain name is eselab.com.

Allows the NSNAS to capture users HTTP
sessions and re-direct the browser to the
HTTPS portal login page for authentication.

Local user accounts will not be used in this
example.

Local host authentication will not be used in
this example.

The TunnelGuard desktop agent will not be
required for this example but will be enabled.

The browser based interface (BBI) will be
enabled to perform the remaining configuration
on the NSNAS.
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2.1.2 Certificates:

A Server and CA Root Certificate issued from Windows 2003 Certificate Services will be installed
on the Secure Network Access Switch to support PEAP authentication:

e Server Certificate — Issued from an Enterprise or Public Certification Authority and is
used to secure client credentials during PEAP authentication.

e CA Root Certificate — Issued from an Enterprise or Public Certification Authority and is
installed on the SNAS and Windows Workstations to verify the validity of all certificates
issued from the Certification Authority.

In this example the server and CA root certificates were issued from Microsoft Certificate
Services using the Web Enrolment tool and exported to a PKCS#12 file. The Server Certificate
was issued with the Common Name (CN) nsnas-vip.eselab.com which resolves to the Virtual IP
Address on the Secure Network Access Switch.

Server Certificate CA Certificate
| \
PEE] i« Trust———» a
CN = nsnas-vip.eselab.com ESELAE CA
{—bﬂ: s g
SHAS Windows Workstation
eselab.com

nsnas-vip A 192.168.20.12

Figure 2.1.2 — Server Certificate

Certificates may be defined and installed on the Secure Network Access Switch using the
Browser Based Interface with the following procedure:

Using the Browser Based Interface (BBI) navigation tree click Certificates and then

1
Add.
NERTEL Nortel Secure Network Access Switch b i
Monitor Config Managing: 2.0.0.53 Logged as admin a
Certificates.
z :v;?arldlfaunch Certificates

+ Network
+ Secure Access Domain
* Cluster

- Certificates; - —
: \é‘ripnrl . Name Cert CA Cert Key Key Size Key Match
enerate... . "
+ Export test cert Yes Yes Yes 1024 Yes

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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2 Specify aunique name for the server certificate and then click Update.

Managing: 2.0.0.53 Logged as admin EE
Certificates

Certificates

Add New Certificate

Identifier:

Name: |ESELAB—Server |

& Warning: New cerificates are directly applied to the database. Update Back

Click Add and specify unique a name for the CA root certificate and then click

Update.

Managing: 2.0.0.53 Logged as admin E
Certificates

Certificates

Add New Certificate

Identifier:

Name: | ESELAB-CA |

& Warning: New cerificates are directly applied to the database. Update Back

Using the navigation tree click Certificates, Import and then File. In the Certificate
pull-down menu select the server certificate name created in step 2. Click Browse and

locate the PKCS#12 server certificate issued from the Certificate Authority. Enter and
verify the Private Key Password then click Import.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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Managing: 2.0.0.53 Logged as admin E
Certificates » Import » File
File
Certificate: | 2 ESELAB-Server |+ Refresh
The current cerificate is Mot =et, and the current key is Mot set.
Certificate and/or Key File
File System: ) Protocol @ Local

Certificate and/or Key File:

Private Key Password (if required)

Private Key Password:

Confirm Private Key Password:

Certificates with multiple keys/certs are not currently supported. The first certificate and key will be chosen.

C:\Images\ESELAB_Ro| Browse...

FAERRAAIIIARE

R

Using the navigation tree click Certificates, Import and then File. In the Certificate
pull-down menu select the CA root certificate name created in step 3. Click Browse

and locate the CA certificate issued from the Certificate Authority then click Import.
Note that the CA root certificate does not require a Private Key Password.

Managing: 2.0.0.53
Certificates » Import » File

Legged as admin EE

File

Certificate: | 3 ESELAB-CA |+ Refresh

The current cerificate is Set, and the current key is Mot set.

Certificate and/or Key File

File System:

Certificate and/or Key File:

Private Key Password (if required)

Private Key Password:

Confirm Private Key Password:

Certificates with multiple keys/certs are not currently supported. The first certificate and key will be chosen.

) Protocol @ Local

C\lmages\ESELAB_Ro | Browse...:

The server and CA root certificates will now be installed on the Secure Network

Access Switch.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

External Distribution

13



NSNA 2.0 802.1X Authentication TCG v2.0 NN48500-566

Name Cert CA Cert Key Key Size Key Match
test cert Yes Yes Yes 1024 Yes
ESELAB-Server Yes Ho Yes 1024 Yes
ESELAB-CA Yes Yes Mo

Apply and save the changes by clicking Apply and then Apply Changes.

Nortel Secure Network Access Switch Apply | Diff | Revert | Logout | Help

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.3 Local Authentication:

This section provides details on how to configure the Secure Network Access Switch to
authenticate RADIUS access requests against the local database.

Users Groups

wireduser g - [ 3 @ WiredEAPUsers

wlanuser g S > @ WLANEAFUsers

Figure 2.1.3 — Local User Database
2.1.3.1 Authentication Servers:

A local authentication server will need to be created on the Secure Network Access Switch to
authenticate RADIUS access requests from the Nortel Ethernet Switch or Nortel WLAN 2300
Controller against the local user database:

e Alocal authentication server will be created
e The local authentication server will be added to the authentication order

Local authentication can be enabled and authentication order defined on the Secure Network
Access Switch using the Browser Based Interface with the following steps:

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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1 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Authentication and then Add.

Managing: 2.0.0.53

Logged as sdmin E
Secure Access Domain » AAA » Authentication

Authentication

Secure Access Domain: | 1 eselabcom |+ Refresh

1D Name Display Name Mechanism Servers Created

Mo authentication servers configured.

5 Specify a Local Server Name, Display Name and set the Mechanism to local. Click

Update.

Managing: 2.0.0.53

Logged as admin E
Secure Access Domain » AAA » Authentication

Authentication

Add New Authentication Server

Domain:

Auth Id:

E_‘

Name: |Ioca| |

Display Name: |Ioca| |

Mechanism: | local El

Available Selected
fa (a
Group Authentication Servers: | '
b bl

In the navigation tree click Secure Access Domain, AAA, Authentication and

AuthOrder. In the Available list highlight the name of the local authentication server
and click move. Click Update.
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Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Authentication » AuthOrder

AuthOrder

Secure Access Domain: | 1 eselab.com [v| Refresh

Fallback Order

Available Selected
|+ 1 local |4
.Y ¥

4  Apply and save the changes by clicking Apply and then Apply Changes.

Nortel Secure Network Access Switch Apply | DIff | Revert | Logout | Help

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.3.2 AAA Groups:

Two groups will be defined on the Secure Network Access Switch which will be used to separate
Wired and Wireless LAN users and determine VLAN membership upon successful authentication.
Separate groups are required as the Nortel Ethernet Switch and Nortel WLAN 2300 Controllers
require different RADIUS Return Attributes to determine VLAN membership:

e WiredEAPUsers — Authenticated Wired users will be placed into VLAN Id 40.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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e WIlanEAPUsers — Authenticated Wireless users will be placed into VLAN Named
USERSLI.

Groups can be defined on the Secure Network Access Switch using the Browser Based Interface
with the following steps:

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

L AAA, Groups and then Add.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups

Groups

Secure Access Domain: | 1 eselab.com El Refresh

1D Name Maximum Login Sessions
Mo Groups configured.

2 Inthe Group Name field enter the name WiredEAPUsers and then click Update.

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.
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Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups
Groups
Add New Group
Group Id: | 1 El Available Selected
Group Name: |WiredEAPUsers A N
Maxi Login Sessions: |0
aximum Login ions: R
Maximum Session Length: |31 |d |0 h |0 m [0

SRS Rule:

MAC Trust Level:

Nortel Health Agent running mode:
Enable MAC Registration:

Enable User Registration:
Enforcement Type:

Cache Password Locally:

Comments:

<Mo Selection> |Z|
none [=]
continuous E
disabled [=]
disabled [=]
vlan_filter |Z|
disabled [+

\i\;) The “runonce” option for Mortel Health Agent running mode is for browser based authentication only
and is not applicable for the MNortel Health Desktop Agent

==

3 Inthe Group Name field enter the name WlanEAPUsers and then click Update.

Managing: 2.0.0.53

Secure Access Domain » AAA » Groups

Logged as admin E

Groups

Add New Group

Group Id:

Group Name:

Maximum Login Sessions:
Maximum Session Length:
SRS Rule:

MAC Trust Level:

Nortel Health Agent running mode:
Enable MAC Registration:
Enable User Registration:
Enforcement Type:

Cache Password Locally:

Comments:

2 [
WilanEAPUsers

a

31 |d |0 h 0
<Mo Selection> |Z|
none ]
continuous E
disabled [+
disabled [+
vian_filter |Z|
disabled [=]

m

0

Locations:

i The “runonce” option for Mortel Health Agent running mode is for browser based authentication only
and is not applicable for the Nortel Health Deskiop Agent

4  Apply and save the changes by clicking Apply and then Apply Changes.

Available

Y

Selected

-
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Nortel Secure Network Access Switch Apply | DIff | Revert | Logout | Help

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.3.3 Local Users:

Two local users will be created Secure Network Access Switch and assigned to the groups
created in Section 2.1.3.2:

wireduser WiredEAPUsers
wlanuser WIlanEAPUsers

Local users can be created on the Secure Network Access Switch using the Browser Based
Interface with the following steps:

1 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Groups, Authentication, Local, Users then Add.

Managing: 2.0.0.53 Logged as admin EE
Secure Access Domain » AAA » Authentication » Local » Users

Users
Secure Access Domain: | 1 eselab.com |Z| Refresh  Auth 1Dz Refresh
Max:
Users
==
ID Name Groups

Mo matching users

2 In the Name field enter the name wireduser and specify a password. In the Available
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Groups list highlight the group WiredEAPUsers and then click Move. Click Save User.

Managing: 2.0.0.53 Logged as admin E

Secure Access Domain » AAA » Authentication » Local » Users

Users

Add Single User | Add Bulk Users

Add Single User

Mame: wireduser

Password:
Confirm Password:
Available Selected
WlanEAPUsers :* WiredEAPUsers :A
Groups:
|
.? v
& Warning: Users are added immediately to the database. Mo apply is required. Save User

In the Name field enter the name wlanuser and specify a password. In the Available

g Groups list highlight the group WlanEAPUsers and then click Move. Click Save User.

Managing: 2.0.0.53 Logged as admin E

Secure Access Domain » AAA » Authentication » Local » Users

Users

Add Single User | Add Bulk Users

Add Single User

Name: wlanuser

Errrerey

Password:

Bl

Confirm Password:
Ayvailable Selected
WiredEAPUsers :A WlanEAPUsers :A

Groups:

& Warning: Users are added immediately to the database. Mo apply is required. Back
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2.1.4 Active Directory Authentication:

This section provides details on how to configure the Secure Network Access Switch to
authenticate RADIUS access requests against Active Directory using NTLM for user
authentication and LDAP for group association.

2.1.4.1 Authentication Servers:

LDAP and NTLM authentication servers will be created on the Secure Network Access Switch to
authenticate RADIUS access requests against Microsoft Active Directory:

e A LDAP authentication server entry will be created which will be used for Active Directory
group association.

e A NTLM authentication server entry will be created which will be used for Active Directory
user authentication.

e The NTLM authentication server will be added to the authentication order.

LDAP-Server DI »@

Group
Membership

User
Authentication

Figure 2.1.4.1 — LDAP and NTLM Servers

enabling NTLMv1 authentication are provided by the following Microsoft Knowledge

@ This section assumes that NTLMv1 is enabled on the Domain Controller. Details for
Base Article: http://support.microsoft.com/kb/942564.

LDAP and NTLM authentication servers can be created and the authentication order defined on
the Secure Network Access Switch using the Browser Based Interface with the following steps:

1 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Authentication, LDAP and then Add.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Authentication » LDAP

LDAP

Secure Access Domain: | 1 eselabcom |+ Refresh

(=)

1D Name Display Name Mechanism Servers Created
Mo LDAP Authentication servers configured.
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Specify a LDAP Server Name, Display Name and set the Mechanism to LDAP Click

Update.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Authentication

Authentication

Add New Authentication Server
Domain: 1
Auth 1d: |2 [+]
Name: |w3kserverl-ldap

Display Name: |w3kserverl-ldap

Mechanism: | |dap E
Available Selected
1 local - -
Group Authentication Servers:
v v

=

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Authentication, LDAP and then LDAP Settings. Enter the following required
information then click Update.

Search Base Entry Assigns the DN (Distinguished Name) of the Active Directory container
where the user entries are found. In this example the following DN was
used: CN=Users,DC=eselab,DC=com.

Note: To support both computer and user authentication for the
eselab.com domain the searchbase DC=eselab,DC=com should be
used.

Group Attribute Defines the LDAP attribute that contains the name(s) of the group(s) of
which a particular user is a member. For Active Directory this value
needs to be set to: memberOf.

User Attribute Defines the LDAP attribute that contains the user names used for
authentication of a user in the domain. For Active Directory this value
needs to be set to: sAMAccountName.

iSD Bind DN Points to an entry in the Active Directory server used for authenticating
the Nortel Secure Network Access Switch. In this example a user
named ‘nsnas’ was created in Active Directory which requires the
following DN to be used: CN=nsnas,CN=Users,DC=eselab,DC=com.

iSD Bind Password Defines the password assigned to the Active Directory user defined by
the iSD Bind DN.

Short Group Format Specify if the short group format should be enabled or not. This value
needs to be set to: Enabled.
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Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Authentication » LDAP » LDAP Settings

LDAP Settings

Secure Access Domain: | 1 eselab.com E Refresh AuthiD: | 2 E Refresh

Search Base Entry:  [ers.DC=eselab.DC=com| (example: ou=People dc=blustail dc=com)
Group Attribute: || memberOf
User Attribute: | |sAMAccountName
iSD Bind DN: | 2rs.DC=eselab.DC=com

i5D Bind Password:

iSD Bind Password (again):
Enable LDAPS: []
Server Timeout: |5 (seconds)
User Preferences: | disabled |Z|
Short Group Format: | enabled |Z|
Cut Domain from User Name: | disabled |Z|

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

4  AAA, Authentication, LDAP and then Servers. Specify the Active Directory Servers IP
Address and click Update.

Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Authentication » LDAP » Servers

Servers

Add New LDAP Server

Domain: 1
Auth Id: 2
IP Address: | 192.168.10.5
Port: |389
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5 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Authentication, NTLM and then Add.

Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Authentication » NTLM

Authentication

Secure Access Domain: | 1 eselabcom |+ Refresh

Display Name Mechanism Servers Created
Mo NTLM Authentication servers configured.

Specify a NTLM Server Name, Display Name and set the Mechanism to NTLM. In the
6

Available list highlight the LDAP server name created in step 2 and click Move. Click
Update.

Managing: 2.0.0.53

Logged as sdmin E
Secure Access Domain » AAA » Authentication

Authentication

Add New Authentication Server

—_

Domain:

Auth Id:

Name: |w3kserve r-ntlm |

Display Name: |w3kserve r-ntim |

Mechanism: | ntim E

Available Selected
1 local :A

2 w3kserverl-ldap :A
Group Authentication Servers:
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Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

7 AAA, Authentication, NTLM, NTLM Settings. Specify the hostname of the Windows
Domain Controller then click Update.

Managing: 2.0.0.53 Logged as admin EE
Secure Access Domain » AAA » Authentication » NTLM » NTLM Settings

Authentication

Secure Access Domain: | 1 eselab.com E Refresh AuthID: | 3 E Refresh

Windows domain controller name: w3kserverl

Password Expired Group: | --None- E

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

< AAA, Authentication, NTLM, Servers and click Add.

Managing: 2.0.0.53 Logged as admin EE
Secure Access Domain » AAA » Authentication » NTLM » Servers

Authentication

Secure Access Domain: | 1 eselab.com |Z|Refresh AuthiD: | 3 E Refresh

1D IP Address Reorder
Mo Servers Configured.

9 Specify the IP Address of the Domain Controller and click Update.

Managing: 2.0.0.53 Logged as admin EE
Secure Access Domain » AAA » Authentication » NTLM » Servers

Authentication

Add New NTLM Server

Domain: 1
Auth Id: 3
IP Address: ||192.168.105 (format: 10.10.1.75)

Update Back
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Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

10 AAA, Authentication, NTLM and then Join. Specify the Domain Administrator
username and password and click Join.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Authentication » WTLM » Join

Authentication

Secure Access Domain: | 1 eselab.com E Refresh  Auth ID: Refresh

Domain administrator account: |administrator |

| |

Domain administrator password:

| |

Domain administrator password (again):

The LDAP and NTLM servers will now be installed on the Secure Network Access
Switch.

CIjiD

T local local LOCAL Not applicable
[l B wikserverl-ldap wikserveri-ldap LDAP Yes

3 wiksenver-ntim w3ksenver-ntim NTLM Yes

In the navigation tree click Secure Access Domain, AAA, Authentication and

AuthOrder. In the Available list highlight the name of the NLTM authentication server
click move and then Update.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Authentication » AuthOrder

AuthOrder

Secure Access Domain: | 1 eselab.com E Refresh

Fallback Order

Available Selected

2 wikserverl-ldap :1 1 local :1
3 wikserver-ntim
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13 Apply and save the changes by clicking Apply and then Apply Changes.

Nortel Secure Network Access Switch Apply | DIf | Revert | Logout | Help

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.4.2 AAA Groups:

Two groups will be defined on the Secure Network Access Switch which will be used to separate
Wired and Wireless LAN users and determine VLAN membership upon successful authentication.
Separate groups are required as the Nortel Ethernet Switch and Nortel WLAN 2300 Controllers
require different RADIUS Return Attributes to determine VLAN membership:

e WiredEAPUsers — Authenticated Wired users will be placed into VLAN Id 40.

e WIlanEAPUsers — Authenticated Wireless users will be placed into VLAN Named
USERSLI.

Groups can be defined on the Secure Network Access Switch using the Browser Based Interface
with the following steps:

1 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Groups and then Add.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups

Groups

Secure Access Domain: | 1 eselabcom |+ Refresh

1D Name Maximum Login Sessions
Mo Groups configured.
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2 Inthe Group Name field enter the name WiredEAPUsers and then click Update.

Managing: 2.0.0.53

Secure Access Domain » AAA » Groups

Logged as admin E

Groups

Add New Group

Group Id:

Group Name:

Maximum Login Sessions:
Maximum Session Length:
SRS Rule:

MAC Trust Level:

Nortel Health Agent running mode:
Enable MAC Registration:
Enable User Registration:
Enforcement Type:

Cache Password Locally:

Comments:

.\i_) The “runonce” option for Mortel Health Agent running mode is for browser based authentication only

1 [=]
WiredEAPUsers
0

31 |d |0 h |0

<Mo Selection> |Z|
none [=]
continuous E
disabled [=]
disabled [=]
vlan_filter |Z|
disabled [+

and is not applicable for the MNortel Health Desktop Agent

Selected

FY

3 Inthe Group Name field enter the name WlanEAPUsers and then click Update.
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Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups

Groups

Add New Group

Groupld: 2 [~] Available Selected
Group Name: | WlanEAPUsers . .

Maxi Login Sessions: |0
aximum Login ions PR
Maximum Session Length: |31 |d |0 h |0 m [0 5

SRS Rule: | <No Selection> [+ ]

v v
MAC Trust Level: | none E

Nortel Health Agent running mode: | continuous E
Enable MAC Registration: | disabled E
Enable User Registration: | disabled E
Enforcement Type: | vlan_filter |Z|
Cache Password Locally: | disabled E

Comments:

.\i_) The “runonce” option for Mortel Health Agent running mode is for browser based authentication only
and is not applicable for the MNortel Health Desktop Agent

4  Apply and save the changes by clicking Apply and then Apply Changes.

Nortel Secure Network Access Switch ASEl Dt | Revert | bogout | Lisie

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.5 RADIUS Server:

The RADIUS server needs to be configured to allow the Secure Network Access Switch to
support RADIUS access requests from the Nortel Ethernet Switch and Nortel WLAN 2300
Controller:

1. Certificates — The Server and Root CA Certificates created in Section 2.1.2 will be
selected for use with EAP-TLS and PEAP authentication.

e Clients — The Ethernet Routing Switch 5500 and WLAN 2300 Controller will be defined as
RADIUS clients.
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e Realms — A realm will be defined to direct authentication requests to the Secure Network
Access Switch local authentication server.

RADIUS Server configuration can be defined on the Secure Network Access Switch using the
Browser Based Interface with the following steps:

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain

1 then RADIUS Server. In the Server Certificate and Server CA Certificate pull-down
menus select the certificate added in section 2.1.2. Click Update.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » RADIUS Server

RADIUS Server

Secure Access Domain: | 1 eselab.com E Refresh

Authentication Port: 1812

Accounting Port: |1813
Server Certificate: = 2 ESELAB-Server E
Server CA Certificate: = 3 ESELAB-CA E

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

2 - .
RADIUS Server then Client. Click Add.
Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » RADIUS Server » Clignt
Client

Secure Access Domain: | 1 eselab.com [+ Refresh

1D IP Address Shared Secret
Mo Radius Clients Configured.

Enter the IP Address and Shared Secret of the Ethernet Routing Switch 5500. Click

S Update.
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Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » RADIUS Server » Client

Client

Add Radius Client
Domain: 1
Client IP Address: | 192.168.10.10
Shared Secret: sharedsecret

5 Enter the IP Address and Shared Secret of the WLAN 2300 Controller. Click Update.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » RADIUS Server » Client

Client

Add Radius Client
Domain: 1
Client IP Address: | 192.168.10.22
Shared Secret: sharedsecret

RADIUS client entries for the Ethernet Switch and WLAN 2300 Controllers will now be

created.
ndd ] tnsert
| IP Address Shared Secret
m o1 192.168.10.10 eselab
[ 2 1921681022 eselab

Client must match the Shared Secret defined on the RADIUS Server configuration on

@ The Shared Secret defined on the Secure Network Access Switch for the RADIUS
the client or authentication will fail.

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

¢ RADIUS Server then Realms. Click Add.

Managing: 2.0.0.53 Logged as admin EE
Secure Access Domain » RADIUS Server » Realms

Realms

Secure Access Domain: | 1 eselab.com [+ Refresh

1D Name Authentication server ID
Mo Realms configured.
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Local Authentication — In the Name field type local. In the Authentication Server pull-

8 down menu select the name of the local authentication server created in section

2.1.3.1 then click Update.

Managing: 2.0.0.53
Secure Access Domain » RADIUS Server » Realms

Legged as admin EE

Realms

Add RADIUS Proxy Realm

Domain:

Name:

Authentication Server:

—_

local
1 local E

Active Directory Authentication — In the Name field type enter the name of the Active

Directory Domain ESELAB. In the Authentication Server pull-down menu select the
name of the NTLM authentication server created in section 2.1.4.1 then click Update.

Managing: 2.0.0.53
Secure Access Domain » RADIUS Server » Realms

Logged as admin ﬂ

Realms

Add RADIUS Proxy Realm

Domain:
Name:

Authentication Server:

&

1
ESELAB

3 wikserver-ntim -

Additional details on Realms may be located in the Appendix in Section 5.

10 Apply and save the changes by clicking Apply and then Apply Changes.
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Nortel Secure Network Access Switch Appit) DHfF | Revert | Logouk | Hsip

Managing: 2.0.0.53 Logged as admin Bgﬁ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.1.6 RADIUS Attributes:

RADIUS return attributes will be assigned to the Wired and WLAN User groups to determine
VLAN membership upon successful client authentication:

Attribute Name Vendor-ID Attribute-ID Attribute-Value
Tunnel-Type 0 64 13
Tunnel-Medium-Type 0 65 6
Tunnel-Private-Group-1D 0 81 40

Table 2.1.6.1 — WlanEAPUsers Return Attributes

Attribute Name Vendor-ID Attribute-ID Attribute-Value
VLAN-Name 562 231 USERS1

Table 2.1.6.2 — WlanEAPUsers Return Attributes
é, A full list of supported attributes for the Nortel Ethernet Switch and Nortel WLAN 2300

Controllers is provided in the Appendix.

RADIUS Attributes can be defined on the Secure Network Access Switch using the Browser
Based Interface with the following steps:

1 Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Groups then RADIUS Attributes. In the Group pull-down menu select the group
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WiredEAPUsers and click Add.

Managing: 2.0.0.53
Secure Access Domain » AAA » Groups » RADIUS Attributes

RADIUS Attributes

Logged as admin E

Secure Access Domain: | 1 eselab.com E Refresh Group: | 1 WiredEAPUsers Elﬂefresh

Id Vendor Id Attribute Id
Mo RADIUS Aftributes configured.

Attribute Value

2 In the Vendor Id list select 0 — Default. In the Attribute Id field enter 64. In the Attribute

Value field enter 13. Click Create RADIUS Attribute.

Managing: 2.0.0.53

Logged as admin ZE
Secure Access Domain » AAA » Groups » RADIUS Attributes
RADIUS Attributes
Add RADIUS Attribute
[0-Defaut |}
4-Unix
Vendor Id: |5-Acc

9-Cisco

Attribute Id:

Attribute Value: |13 |

[ Create RADIUS Attribute [ Back |

3 In the Vendor Id list select 0 — Default. In the Attribute Id field enter 65. In the Attribute

Value field enter 6. Click Create RADIUS Attribute.
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Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Groups » RADIUS Attributes

RADIUS Attributes

Add RADIUS Attribute

4 - Unix
Vendor Id: |5-Acc
9-Cisco

Attribute Id:

Attribute Value: |6 |

Create RADIUS Attribute [ Back |

In the Vendor Id list select 0 — Default. In the Attribute Id field enter 81 In the Attribute

Value field enter the VLAN ID 40. Click Create RADIUS Attribute.

Managing: 2.0.0.53 Logged as admin ZE
Secure Access Domain » AAA » Groups » RADIUS Attributes

RADIUS Attributes

Add RADIUS Attribute

0-Default [

4 - Unix |]
Vendor Ild: |5-Acc

9-Cisco |

11-HP b

Attribute Id: |81 |

Attribute Value: |4ﬂ' |

[ Create RADIUS Attribute | Back |

RADIUS attributes will now be assigned to the WiredEAPUsers group which will
assign authenticated users to VLAN 40.

] 1d Vendor Id Attribute Id Attribute Value
B 1 0 B4 13
0 2 0 65 B
0 3 0 81 40

Using the Browser Based Interface (BBI) navigation tree click Secure Access Domain,

AAA, Groups then RADIUS Attributes. In the Group pull-down menu select the group
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WlanEAPUsers and click Add.

Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups » RADIUS Attributes

RADIUS Attributes

Secure Access Domain: | 1 eselab.com E Refresh  Group: ZWIanEAPUsersH Refresh

Id Vendor Id Attribute Id Attribute Value
Mo RADIUS Aftributes configured.

In the Vendor Id list select 562 — Nortel. In the Attribute Id field select 231. In the

! Attribute Value field enter the VLAN name Usersl. Click Create RADIUS Attribute.
Managing: 2.0.0.53 Logged as admin E
Secure Access Domain » AAA » Groups » RADIUS Attributes
RADIUS Attributes

Add RADIUS Attribute

429-USR .
F3_ Acrcand

Vendor 1¢: | EZEN —
702 - ndiiiNel I
800 - Xylan Y

Attribute Id:

Attribute Value: |Users1 |
[rost wAD1s Atiibuts | Back |

RADIUS attributes will now be assigned to the WlanEAPUsers group which will

assign authenticated users to a VLAN named Users1.

Cndd ] tnsert
T hid Vendor Id Attribute Id Attribute Value
0 1 562 231 Users1

9 Apply and save the changes by clicking Apply and then Apply Changes.
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Nortel Secure Network Access Switch Apply | Diff | Revert | Logout | Help

Managing: 2.0.0.53 Logged as admin Zﬂ

Apply Pending Configuration Changes

& VWarning: Applying changes will save them to the configuration.

2.2 Ethernet Routing Switch:

This section provides configuration steps required to configure a Nortel Ethernet Switch to
support Microsoft Network Access Protection EAP clients. For this section the following
configuration steps will be performed:

1. IP Addressing (Section 2.2.1)
2. Virtual LANs (Section 2.2.2)

3. RADIUS Server (Section 2.2.3)
4. EAPOL (Section 2.2.4)

2.2.1 IP Addressing:

The following IP addressing will be defined on the Nortel Ethernet Routing Switch to support
switch management and RADIUS server communications:

e |IP Address —192.168.10.10
e Network Mask — 255.255.255.0
e Default Gateway — 192.168.10.1
IP addressing can be defined on a Nortel Ethernet Switch by using the following procedure:

Specify the IP address of the Ethernet Switch by issuing the ip address switch <ip-

1
address> netmask <network-mask> command:

ERS5500(config)# ip address switch 192.168.10.10 netmask 255.255.255.0

Specify a default gateway for the Ethernet Switch by issuing the ip default-gateway

<router-ip-address> command:

ERS5500(config)# ip default-gateway 192.168.10.1

2.2.2 Virtual LANSs:
The following VLAN configuration will be defined on the Nortel Ethernet Switch:
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¢ In compliance with Nortel's best practice implementation recommendations all ports will
be removed from the default VLAN id 1.

e Three port based VLANs will be defined:
o VLAN 10 — Dedicated management VLAN.
o VLAN 40 — User VLAN used for authenticated EAP users.

e The uplink port 48 will be configured to TagAll frames and will be added as a member of
VLANS 10 and 40.

e In compliance with Nortel's best practice implementation recommendations the uplink
port 48 will be configured to discard untagged frames.

VLAN configuration can be defined on a Nortel Ethernet Switch by using the following procedure:

1 Rename the default VLAN by issuing the vlan name <vlan-id> <vlan-name> command:

ERS5500(config)# vian name 1 Default

Create a management VLAN by issuing the vlan create <vlan-id> name <vlan-name>
type port command:

ERS5500(config)# vian create 10 name SERVICES type port

Create a Green VLAN for trusted users by issuing the vlan create <vlan-id> name
<vlan-name> type port command:

ERS5500(config)# vian create 40 name USERS1 type port

Enable 802.1Q tagging on the uplink port by issuing the vlan ports <port-list>tagging
tagall command:

ERS5500(config)# vian ports 48 tagging tagall

Remove all port from the default VLAN by issuing the vlan members remove <vlan-id>

5
all command.

ERS5500(config)# vian members remove 1 all

Add the management, Green and Yellow VLANSs to the uplink port by issuing the vian

8 members add <vlan-id> <port-list> command.

ERS5500(config)# vian members add 10 48
ERS5500(config)# vian members add 40 48

Enabled the discard untagged frames feature on the uplink port by issuing the vlan
ports <port-list> filter-untagged-frame enable command:

ERS5500(config)# vian ports 48 filter-untagged-frame enable

Specify the management VLAN ID created in step 2 by issuing the vlan mgmt <vlan-

id>command:
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ERS5500(config)# vian mgmt 10

2.2.3 RADIUS Server:

The following RADIUS configuration will be defined on the Ethernet Routing Switch to
authenticate NAP enabled Windows Vista and XP clients:

e RADIUS Server Host — 192.168.20.11 (Management IP Address of the SNAS)
e RADIUS Key - sharedkey

A RADIUS server host and shared key can be defined on a Nortel Ethernet Switch by using the
following procedure:

Create a RADIUS server host entry specifying the Secure Network Access Servers

management IP address by issuing the radius-server host <ip-address>command:

ERS5500(config)# radius-server host 192.168.20.11

2 Enter and confirm a RADIUS shared key by issuing the radius-server key command:

ERS5500(config)# radius-server key
Enter key: ##*#%%*

Confirm key: ##*##*%

@ The RADIUS shared key must match the shared secret defined on the Secure Network
Access Switch.

2.2.4 EAPOL:

The following EAPOL configuration will be defined on the Ethernet Routing Switch to authenticate
NAP enabled Windows Vista and XP clients:

e EAPOL will be enabled on access ports 1 — 47 with the following parameters defined:

o Re-authentication will be enabled with a re-authentication period of 300 seconds
(5 minutes).

o The quiet period will be lowered from 60 seconds to 10 seconds.

e EAPOL will be globally enabled on the switch.

EAPOL port settings and global status can be defined on a Nortel Ethernet Switch by using the
following procedure:

1 Enable EAP support on access ports by issuing the eapol status auto command:

ERS5500(config)# interface fastEthernet 1-47

ERS5500(config-if)# eapol status auto

2 Enable EAP re-authentication support by issuing the eapol re-authentication enable
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command:

ERS5500(config-if)# eapol re-authentication enable

Specify a re-authentication period by issuing the eapol re-authentication-period
<interval> command:

ERS5500(config-if)# eapol re-authentication-period 300

4 Specify a EAP quiet-interval by issuing the eapol quiet-interval <interval>command:

ERS5500(config-if)# eapol quiet-interval 10

Globally enable EAPOL support on the Ethernet Switch by issuing the eapol enable

command:

ERS5500(config-if)# exit
ERS5500(config)# eapol enable
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2.3 Nortel Wireless LAN 2300 Controller:

This section provides the minimum configuration steps required to configure a Nortel WLAN 2300
Controller to support 802.1X enabled clients and forward authentication requests to the Nortel
Secure Network Access Switch.

For this section the following configuration steps will be performed:
1. Base Configuration (Section 2.3.1)

VLAN Configuration (Section 2.3.2)

RADIUS Server Configuration (Section 2.3.3)

Service-Profile Configuration (Section 2.3.4)

Radio-Profile Configuration (Section 2.3.5)

o gk~ w N

Access Point Configuration (Section 2.3.6)

2.3.1 Base Configuration:

The following baseline configuration will performed on the Nortel WLAN 2300 Controller:
e The system name will be set to WSS2350-1.
e The country of operation will be set to US.

e The management IP address 192.168.10.22 will be defined as the System-IP address
which will be used for AP / Controller communications.

e Anadmin username and password will be created for management access.
e The enable password required for configuration access will be set.

e The default IP interface 1 will be removed.

e All ports will be removed from VLAN 1.

A minimum baseline configuration may be established on a Nortel WLAN 2300 Controller using
CLI with the following steps:

1 Specify the name of the

NT2350-30EQOE1# set system name WSS2350-1

Specify the country of operation which determines the regulatory operation of the

2

2.4Ghz and 5Ghz radios based on region.

WSS2350-1# set system countrycode US

This will cause all APs to reboot. Are you sure? (y/n) [n] v

Specify the System-IP address which determines the interface used for management
and AP communications.

3

WSS2350-1# set system ip-address 192.168.10.22

This will cause all APs to reboot. Are you sure? (y/n) [n] v
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4  Create and admin username and specify a password.

WSS2350-1# set user admin password adminpassword

5 Set the enable password.

WSS2350-1# set enablepass

Enter old password: <Enter>

Enter new password: enablepassword

Retype new password: enablepassword

6 Remove the default interface 1 which is assigned to VLAN 1.

WSS2350-1# clear interface 1 ip

7 Remove VLAN 1 membership from ports 1 — 2.

WSS2350-1# clear vlian 1 port 1-2

This may disrupt user connectivity. Do you wish to continue? (y/n) [n] y

8 Savethe changes.

WSS2350-1# save config

2.3.2 VLAN Configuration:

Two VLANS will be created on the Nortel WLAN 2300 Controller to be used for controller
management and users. Additionally the management and user VLANSs will be 802.1Q tagged to
the uplink port 1 to provide connectivity to the core network:

e VLAN 10 — Named SERVICES will be used for switch management and will be 802.1Q
tagged on port 1.

e VLAN 40 — Named USERS1 will be used for users upon successful authentication and
will be 802.1Q tagged on port 1.

e A management IP Address 192.168.10.22 and Subnet Mask 255.255.255.0 will be
defined on VLAN 10.

e The default route 192.168.10.1 with a cost of 1 will be created.
VLANs may be created on a Nortel WLAN 2300 Controller using CLI with the following steps:

Create a management VLAN. ID 10 named SERVICES and add the uplink port 1 as a
802.1Q tagged member.

1

WSS2350-1# set vlian 10 name SERVICES port 1 tag 10

Create a user VLAN ID 40 named USERS1 and add the uplink port 1 as a 802.1Q

tagged member.

WSS2350-1# set vlan 40 name USERS1 port 1 tag 40
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3 Specify the management IP Address and Network Mask on Interface 10 which will be

tied to the management VLAN ID 10.

WSS2350-1# set interface 10 ip 192.168.10.22 255.255.255.0

4  Create a default route.

WSS2350-1# set ip route default 192.168.10.1 1

5 Save the changes.

WSS2350-1# save config

2.3.3 RADIUS Server Configuration:

The Nortel Secure Network Access Switch will be defined on the Nortel WLAN 2300 Controller as
a RADIUS server host:

e A RADIUS server named NSNAS1 will be created with the IP address 192.168.20.11 with
a shared key that matches the shared key specified in the RADIUS client configuration on
the Secure Network Access Switch in Section 2.1.5.

e A RADIUS server group named NSNA will be created and the server NSNAS1 added.

e The System-IP Address will be specified as the source of any RADIUS requests.
A RADIUS server, RADIUS group and Client IP Address may be created on a Nortel WLAN 2300
Controller using CLI with the following steps:

Create a RADIUS Server named NSNAS1 with the IP Address 192.168.20.11 and key
sharedsecret.

1

WSS2350-1# set radius server NSNAS1 address 192.168.20.11 key
sharedsecret

Create a RADIUS Server Group named NSNA with the RADIUS Server NSNASL1 as a

2
member server.

WSS2350-1# set server group NSNA members NSNAS1

3 Specify the System-IP Address as the source of all RADIUS authentication requests.

WSS2350-1# set radius client system-ip

4  Save the changes.

WSS2350-1# save config

2.3.4 Service-Profile Configuration:

A Service-Profile and SSID named Data will be created using WPA Enterprise to support 802.1X
wireless clients:

e Service-Profile Name: Data
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e SSID Name: Data

e Encryption: TKIP
e Authentication: 802.1X

A Service-Profile may be created on a Nortel WLAN 2300 Controller with CLI using the following
steps:

1 Create a Service-Profile and SSID named Data.

WSS2350-1# set service-profile Data ssid-name Data

Define the encryption cipher to be used by the Service-Profile. In this example TKIP
encryption will be used.

WSS2350-1# set service-profile Data cipher-tkip enable

3 Enable WPA for the Service-Profile.

WSS2350-1# set service-profile Data wpa-ie enable

Create an authentication rule which will forward all 802.1X authentication requests to

& the Nortel Secure Network Access Switch.

WSS2350-1# set authentication dotlx ssid Data ** pass-through NSNA

Assign the Service-Profile to the default Radio-Profile. The Radio-Profile defines
which Radios and Access Point will service the SSID.

5

WSS2350-1# set radio-profile default service-profile Data

6 Save the changes.

WSS2350-1# save config

2.3.5 Radio-Profile Configuration:

The default Radio-Profile configuration will be modified to disable Auto Channel and Auto Tuning
and allow for static Channel and Power configuration. The Radio-Profile Auto Tuning parameters
may be modified on a Nortel WLAN 2300 Controller with CLI using the following steps:

1 Disable Auto Channel Tuning on the default Radio Profile.
WSS2350-1# set radio-profile default auto-tune channel-config disable

2 Disable Auto Power Tuning on the default Radio Profile.
WSS2350-1# set radio-profile default auto-tune power-config disable

2.3.6 Access Point Configuration:

An 802.11a/b/g Access Point profile will be created on the Nortel WLAN Security Switch and the
radios added to the default Radio-Profile:
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e Access Point Model: 2330A

e Serial Number: 0771100119

e Access Point Name: WAP2330A-1
e 802.11b/g Channel / Power: 8/ 18

e 802.11a Channel / Power: 36 / 19

e Radio Profile (Both Radios): default

An Access Point profile may be created on a Nortel WLAN 2300 Controller using CLI with the
following steps:

1 Create an Access Point and define the Serial Number and Model.

WSS2350-1# set ap 1 serial-id 0771100119 model 2330A

2 Specify a name for the Access Point.

WSS2350-1# set ap 1 name WAP2330A-1

Specify the 2.4Ghz radios channel and power settings, assign a Radio-Profile and
enable the radio.

WSS2350-1# set ap 1 radio 1 radio-profile default mode enable

4 Specify the 5Ghz radios channel and power settings, assign the Radio-Profile and

enable the radio.

WSS2350-1# set ap 1 radio 2 radio-profile default mode enable

5 Save the changes.

WSS2350-1# save config

2.4 Microsoft Windows Server 2003:

This section provides the minimum configuration steps required to configure a Nortel Ethernet
Switch to support 802.1X enabled clients and forward authentication requests to the Nortel
Secure Network Access Switch. For this section the following configuration steps will be
performed:

1. Active Directory Users (Section 2.4.1)
2. Active Directory Groups (Section 2.4.2)
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eselab.com
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ibmt30-1

_l—‘ Computers
—Q 192-168-20-10
—

........... Il;lI ibmt30-2

nsnas
wireduser

-
-
—@ WiredEAPUsers
-~

wlanuser

WianEAPUsers

3

Figure 2.4 — Active Directory Tree

2.4.1 Active Directory Users:
The following Active Directory Users will be created on the Windows 2003 Domain Controller:

e Auser named ‘nsnas’ used by the Nortel Secure Network Access Switch to perform the
LDAP group search.

e A user named ‘wireduser’ to test EAP authentication on the Nortel Ethernet Switch.
e A user named ‘wlanuser’ to test EAP authentication on the WLAN 2300 Controller.

Active Directory Users may be created in Windows 2003 Server using the following steps:

Open the Active Directory Users Snap-In. Click on the Users container and then click

Action, New and then User.
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\“J Active Directory Users and Computers

@ File | Action Wiew Window  Help |;|i|1|
Delegate Cortral... | =3 | E% | B‘ﬁ ﬁi B 7 @ it
- Find I
All Tasks ¥ Contack £e . BE=EREN
- - | roup Securiby Group ...
Mew Window from Here Security Group ... Designated administrators,.,
InetCrgPerson ) . )
Afresh MSME) Queve Alias et s Security Group ... Me.ml.ners in this group can...
= X Lser Built-in account For guest ...
Export List... User
.
Properties Security Group ... Group For the Help and Su...
— Security Group ... 115 Warker Process Group
2 1 € 1USR_W3KSERYERL User Built-in account For anony. ..
ﬁ TWAM_W3KSERVERL Lser Built-in account For Intern. ..
ﬁ Kevin L. Marshall Lser
€7 Kristin D, Marshall Lser
ﬁ Maddie Marshal User
ﬁ Msnas User
ﬁRAS and TAS Servers Security Group ... Servers in this group can ...
!ﬁSchema Admins Security Group ... Designated administrators,.,
%SUPPORT_SSSQ‘ISaD User This i a vendor's account ..
€7 Switch Administrator Lser
!ﬂSwitch Administrakors Security Group ...
ﬁTeInetClients Security Group ... Members of this group ha...
ﬁ Wired User User
ﬁWiredEnPUsers Security Group ...
ﬁ ‘wlan User Lser
4 | | ﬂ !ﬁwlanEAPUsers Security Group ... z

|create a new object... [ [

In the First Name and User logon name fields enter the user name nsnas as defined in

2 theiSD Bind Name field on the Nortel Secure Network Access Switch in Section
2.1.4.1. Click Next.

New Object - User
g Create int  eselab.comdUsers
First name: Insnas Initials:
Last name: I
Full name: Insnas

Llser Innon name:

Insnas{ ‘ (@ezelab.com j

User logon name [pre-windows 2000):
[ESELAEN s

< Back ' Mext > il Cancel

In the Password fields enter and confirm the password as defined in the iSD Bind

Password field on the Nortel Secure Network Access Switch in section 2.1.4.1. Check

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

External Distribution
47



NSNA 2.0 802.1X Authentication TCG v2.0 NN48500-566

the option Password never expires and click Next. Verify the new account information

and click Finish.

New Object - User B3
g Createin:  eselab.comdUsers
Pazsword: I.oo.oooooo.o

LConfirm password: Iouoouuoo.

™ User must change password at next logon
[T Uger cannot change password

¥

[ Account is dizabled

< Back I Cancel |

In the Active Directory Users Snap-In highlight the user name nsnas, right click and

then select Properties.

‘raS and 185 Se S Becurity Group ... Servers in this group can ...
Add ko a group...

5

‘achema Admins
1SUPPORT 3889
Switch administ

Disable Account

Reset Password.

Becurity Group ...
User
' lzer
Fecurity Group ...
Fecurity Group ...

lser

Fecurity Group ...

‘Swikch Administy TR0
TelnetClients Open Home Page
ired Lser o i)
"WiredEAPUsers  pll Tasks 3
‘Wlan User

"wlanEAPUsers il

—  Delete

selection, Rename

Lser
Fecurity Group ...

Designated administrators., ..
This is & vendor's account ...

Members of this group ha...

I Properties

Click on the Account tab and in Account Options check the option Store password
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using reversible encryption. Click OK.

nsnas Properties
Member Of | Dial-in | Environment | Sessions
Remaote control | Terminal Services Profile I COpd+

General I Address  Account I Profile | Telephones | Organization

User logon name:

I@eselab.com j
Uzer logon name [pre-windows 2000];
|ESELAEN Jnsnas
Logon Hours.... LogOnTo.. |

] Aecount iz locked out

Account options:

[~ User must changs password at next logan -
[ User cannct change password

I Pacomnrd nawar avniras

[V Store password using reversible encryption LI

—Account expires
% Mever
" Endof: | Sunday . Jup 27,2008 =]

e | _sos_|

6 In the Active Directory Users Snap-In highlight the user name nsnas, right click and

then select Reset Password.

RAS and 143 Se P Recurity Group ... Servers in this group can ...
Scherna Adrins
SUPPORT_358p
Switch Adrinis
Switch Adrminisk

recurity Group ... Designated administrators. ..

This is & vendor's account ...

pecurity Group ...
Open Home Page

TelnetClients becurity Group ... Members of this group ha...
) Send Mail

Wired User Lser

WiredEAFUsers &l Tasks » pecurity Group ...

‘lan User Lser

“WlanEAPUsers e becurity Group ...

—  Delete
Rename |_
Properties
Help
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In the Password fields enter and confirm the password as defined in the iSD Bind
7 Password field on the Nortel Secure Network Access Switch in section 2.1.4.1. Check

the option Password never expires and click OK.

Reset Password (7]

Mew password: Ioooooooooooo

Confirmn pazsward: |"0"0uuu|

[~ User must change password at nest logon

The uger must logoff and then logon again for the change to take effect,

Cancel |

In the Active Directory Users Snap-In add a new user. Enter the appropriate user

8 . : ? .
information for the Wired EAP test user and click Next.
New Dbject - User
g Create int  eselab.comdUsers
First name: IWired Initials:
Last name: IUser
Full name: IWired User

Uzer lnoon name:
|wiredused @ezelab.com =l

Uzer logon name [pre-windows 2000]:
IESELAB\ Iwireduser

< Back I Mest » II Cancel |

——

Enter and confirm a password for the Wired EAP test user. Check the option

9 Password never expires and click Next. Verify the new account information and click
Finish.

New Object - User E

g Create in:  eselab.com/Users

Password: I.oo.oooooo.o

LConfirm password: Iouoououo.

[T Uzer must change passward at nest lagan

[T Uszer cannot change pazswaord

I Account is disabled

< Back l Mest > il Cancel |
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In the Active Directory Users Snap-In add a new user. Enter the appropriate user

10 . : : .
information for the Wireless LAN EAP test user and click Next.
New Dbject - User
g Create int  eselab.comdUsers
First name: IWIan Initials:
Last name: IUser
Full name: IW'Ian User
| 1zer Inann name:
|wlanuser| (@ezelab.com j
Uzer logon name [pre-windows 2000]:
IESELAB\ leanuser
< Back I Cancel |

Enter and confirm a password for the Wired EAP test user. Check the option

11 Password never expires and click Next. Verify the new account information and click
Finish.

New Object - User E

g Createin:  eselab.comdUsers

Pazsword: I.oo.oooooo.o

LConfirm password: Iouoououo.

™ User must change password at next logon

[T Uger cannot change password

[T Account is disabled

< Back I Cancel |

2.4.2 Active Directory Groups:
The following Active Directory Groups will be created on the Windows 2003 Domain Controller:

e A group named ‘WiredEAPUsers’ used for Wired EAP User authentication which
matches the group name defined on the Nortel Secure Network Access Switch.

e A group named ‘WlanEAPUsers’ used for Wireless EAP User authentication which
matches the group name defined on the Nortel Secure Network Access Switch.

e The user named ‘wireduser’ will be added as a member to the group ‘WiredEAPUsers’.
e The user named ‘wlanuser’ will be added as a member to the group ‘WlanEAPUsers’.

Active Directory Groups may be created in Windows 2003 Server using the following steps:
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Open the Active Directory Users Snap-In. Click on the Users container and then click
Action, New and then Group.

1

rectory Users and

@ File | Action Wiew ‘Window Help |;|i|l|
- = Delegate Contral... | = | 2 mikTa s
— Find. ..
e
e % z ComLputLer T pe. Description =
—[r] Security Group ...
Mew Window from Here Security Group ... Designated administratars...
Refrash MSMQ Queue Alias Dners Securiby Group ... Me.ml.ners in this group can...
. i User Built-in account For guest ...
Expork Lisk... Prinker -
User .
Properties hared Folder Secur!ty Group ... Group for the Help and Su...
yr— Security Group ... 115 Warker Process Group
Help | €7 IUSR_W3KSERYERL User Built-in account For anony. .,
€7 IWaM_W3KSERVER] Lser Built-in account For Intern. ..
ﬁ Kewin L. Marshall User
ﬂ Kristin D. Marshall User
ﬁ Maddie Marshal Lser
ﬁ nsnas User
!ﬁRAS and IAS Servers Security Group ... Servers in this group can ...
ﬁSchema Admins Security Group ... Designated administratars. .,
%SUPPORT_SSSQ‘ISaD User This i a vendor's account ..
€7 Switch Administrator Lser
ﬁSwitch Adrainistrakars Security Group ...
ﬁTeInetClients Security Group ... Members of this group ha...
ﬁ ‘Wired User Lser
!ﬁWiredEAPUsers Security Group ...
ﬁ ‘Wlan User User
4 | | _>| ﬁEWIanEAPUsers Securiby Group ... z
|create a new object... [

2 Inthe Group name field enter the name WiredEAPUsers and click OK.

New Object - Group

ﬁ Create in:  eselab,comfUsers

(Graun narme:

I wiredEAPUsers|

Group name (pre-Windows 20007

I ‘WiredEAPUsers

Group scope Group type

" Domain local & Security
' Global " Distribution
" Universal

|
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3 In Active Directory Users Snap-In create a new group. In the Group name field enter

the name WlanEAPUsers and click OK.

New Dbject - Group E2

ﬁ Create int  eselab.com/Users

Group name:
I wlanEAPUsers|

Group name (pre-Windows 2000):

I WianEAPUsers
Qrogp scope ————— | Group type
" Domain local % Security
* Global " Distribution
" Universal

o]

In Active Directory Users Snap-In highlight the group WiredEAPUsers, right click and
select Properties.

Mo, Ser
Wlan User . DE:M i User
WlanEAPUS EITR! IFEL Security Group ...
selection, All Tasks v |_

Cuk
Delete
Renamme

| Properties
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Select the Members tab and click Add. Type the name of the Wired EAP test user and

5

click OK to add the user to the group. Click Apply.

WiredEAPUsers Properties ﬂ
General Members | Member OF | Managed By |

Members:

Hame | Active Directory Folder
€ wired User ezelab.comsUsers

Add... Bemove |
1] 4 I Cancel | Lipply |

In Active Directory Users Snap-In highlight the group WlanEAPUSsers, right click and

6 select Properties. Select the Members tab and click Add. Type the name of the Wlan
EAP test user and click OK to add the user to the group. Click Apply.

WlanEAPUsers Properties ﬂ

General Members | Member OF | Managed By |
Members:
Hame | Active Directory Folder
€ wlan User ezelab.comsUsers
Add... | Bemove |
1] 4 I Cancel Lipply

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

External Distribution
54



NSNA 2.0 802.1X Authentication TCG v2.0 NN48500-566

2.5 Microsoft Windows XP Professional:

This section provides the minimum configuration steps required to enable 802.1X authentication
on a Windows XP Professional workstation. For this section the following configuration steps will
be performed:

1. Windows Services (Section 2.5.1)
2. Local Area Network Configuration (Section 2.5.2)

3. Wireless Network Connection Configuration (Section 2.5.3)

2.5.1 Windows Services:

To support 802.1X authentication the following services need to be enabled on the Windows XP
Professional workstation:

Windows XP Version Interface Type Required Service Name
Service Pack 2 and below Ethernet & Wireless LAN Wireless Zero Configuration
Service Pack 3 and above Ethernet Wired AutoConfig

Service Pack 3 and above Wireless LAN Wireless Zero Configuration

Services may be enabled on a Windows XP Professional workstation using the following steps:

Open the Services Snap-In by clicking Start and then Run. In the Open field type

services.msc and then click OK.

= Type the name of a program, folder, docurment, or
= Internet resource, and Windows will cpen it For vou,

Open: | SEFVICES, MSC vl

l Ok l[ Cancel ][ Browse... ]
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Locate the services named Wireless Zero Configuration and if-applicable Wired
2 AutoConfig. Access the properties for each service and set the Startup type to

Automatic. If a service is stopped click Start to enable the service. Click OK.

Wired AutoConfig Properties (Local Computer) 2 % Wireless Zero Configuration Properties (Local Computer}
General | Log On || Recovery | Dependencies General | Log On | Recovery | Dependencies
Service name: Diot3zve Service name:.  WZCSVC
Display narne: twfired AutoConfig Display name: Wireless Zero Configuration
Description: This service performs [EEE 802.1% authentication Descriptior: Provides automatic configuration far the B02.11
oh Ethermet interfaces adapters
Path to executabls: Path to executable:
C:IMDOWS S pstem32hevchost exe & dot3swe C:WWIND WSS pstem32hsvehost.exe -k netsves
Startup type: Automatic M Startup type: Automatic M
Service statuz Started Service statug:  Started
Start Pauze Fesume Start Pauze Resume
“fou can specify the start parameters that apply when you start the service 'ou can specify the start parameters that apply when you start the service
fram here. from here.
| | | |

2.5.2 Local Area Network Configuration:

The following configuration will be performed on the Local Area Network Connection to support
PEAP authentication to the Nortel Ethernet Switch:

e |EEE 802.1X authentication will be enabled.
e Protected EAP (PEAP) with EAP-MSCHAPV2 will be selected.
e Certificate verification will be configured.

802.1X may be enabled on a Local Area Network Connection in Windows XP Professional using
the following steps:
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Access the Local Area Connection Properties and select the Authentication tab.
1 Check the option Enable IEEE 802.1X authentication and set the authentication

method to Protected EAP (PEAP). Click Settings.

-4 Local Area Connection Properties

General | Authentication | Advanced |

Select thiz option to provide authenticated network, access for
thiz Ethemet adapter.

Enable IEEE 8021 authentication

Choose a network authentication method:

[ Protected E4P (PEAF) v [[__setings.. ]l

Cache uzer information for subsequent connections
tar this netwark.

[ 0K H Cancel ]

In the Protected EAP Properties window optionally check the options Validate server
certificate and Connect to these servers. If validating the server certificate enter the
appropriate domain name and select the root certificate. Select the Authentication

Method Secure password (EAP-MSCHAP v2). Click Configure.

Protected EAP Properties

When connecting:

Walidate server certificate

Connect ko these servers:

| eselab,com |

Trusted Root Certification Authorities:

|:| Entrust.net Secure Server Certification Authority [:]
[] Equifax Secure Certificate Autharity
|:| Equifax Secure eBusiness CA-1
|:| Equifax Secure eBusiness CA-2

Cqan o SoeareSooaeiusness Tl

ESELAE CA
D CUneL lneerndguondl oog s m

(£ I | [l]

|:| Do nok prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

Secured password (EAP-MSCHAP v2) M‘ Corfigure. .. I

= nok present cryptobinding TLY
Ok ] [ Cancel ]
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3

For single sign-on support check the option Automatically use my Windows logon
name and password (and domain if any). Uncheck this option to manually enter a
username / password each time you connect to the switch. Click OK.

EAF MSCHAPY? Properties

Wwhen connecting:

Autornatically uze my Windows logon name and
pazzword [and darmair if any].

If the Connect to these servers option was enabled and a specific host entry not
specified, the following dialog will be displayed when you first connect to the

Ethernet Switch requesting that you validate the connection. Click OK to accept the
connection which will add the host to the connection list.

Validate Server Certificate

Yfou have reached server named:

nsnas-vip.eselab,com
If this is the correct server, click OK to connect and you will not see this
message again. Click CANSEL ko drop the conmection.

View Server Certificate
I OF ] Cancel

2.5.3 Wireless Network Connection Configuration:

The following configuration will be performed on the Wireless Network Connection to support
PEAP authentication to the Nortel WLAN 2300 Controller:

A Wireless Network Profile will be created.
IEEE 802.1X authentication will be enabled.
Protected EAP (PEAP) with EAP-MSCHAPV2 will be selected.

Certificate verification will be configured.

802.1X may be enabled on a Wireless Network Connection in Windows XP Professional using
the following steps:
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Access the Wireless Network Connection Properties and select the Wireless
Networks tab. Click Add to create a new Wireless Profile.

1

-4, Wireless Hetwork Connection Properties

General | “ireless Nebwork s Advanced|

Uge Windows to configure my wireless nebwork settings

Available nebwork.s:

To connect ta, disconnect from, or find out more information
about wireless netwarks inrange, click the button below.

View Wirgless Networks

Preferred network.s:
Automatically connect to available networks in the arder listed

blows:
Move up
Move down
Add... Femove Properties
Learn about setting up wireless network
confiquration.
[ Ok ] [ Cancel ]

Type the Network Name (SSID) and select the Network Authentication and Data
Encryption types.

Wireless network properties

Association | Authentication || l:onnec:tion|

Netwark name [S510); |NSNA |

[ Connect even if this netwark, iz not broadcasting

wireless network, key

Thig network, requires a key for the following:

Metwork Authentication: | WRA

Data enciyption: | TKIP

L L] ]

|
|

The key iz provided for me automatically

[] This is a computer-to-computer [ad hoc) network; wirgless
access points are not uzed

[ Ok ] [ Cancel
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3 Click on the Authentication tab. Check the option Enable IEEE 802.1X authentication
and set the authentication method to Protected EAP (PEAP). Click Properties.

‘Wireless network properties

Agsoeiation | Authentication | Connection|

Enable [EEE 8021 authentication for this netwaork.

EAP type; || Frotected EAF [PEAP) M

=

[] Authenticate as computer when computer information iz available

[[] Authenticate a3 guest when user or computer information iz
unavailable

[ ak H Cancel ]

In the Protected EAP Properties window optionally check the options Validate server
certificate and Connect to these servers. If validating the server certificate enter the
appropriate domain name and select the root certificate. Select the Authentication

Method Secure password (EAP-MSCHAP v2). Click Configure.

Protected EAP Properties

‘When connecting:
Walidate server certificate

Connect ko these servers:

| eselab,com| |

Trusted Root Certification Authorities:

| D Equif = Sacura Clohal sPucinace £8 -1 [ﬂ
ESELAE CA
e RV
T Troraiorna R Th
[[] FESTE, Public Motary Certs =
[ FESTE, Verified Certs
[ First Data Digital Certificates Inc. Certification Authority
[ FHMT Clase 2 Ca

(]
(<] i | [l]

|:| Do not prompt user ko authorize new servers or trusted
certification authorities,

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) M ‘ I |

Enable Fast Reconnect
[CEnable Quarantine checks
[ pisconnect if server does not present cryprobinding TLY

[o]4 ][ Cancel ]
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For single sign-on support check the option Automatically use my Windows logon
5 name and password (and domain if any). Uncheck this option to manually enter a

username / password each time you connect to the WLAN. Click OK.

EAF MSCHAPY? Properties

Wwhen connecting:

Autornatically uze my Windows logon name and
pazzword [and darmair if any].

If the Connect to these servers option was enabled and a specific host entry not
specified, the following dialog will be displayed when you first connect to the

Ethernet Switch requesting that you validate the connection. Click OK to accept the
connection which will add the host to the connection list.

Validate Server Certificate

‘fou have reached server named:

nsnas-vip.eselab,com
If this is the carrect server, click OK to connect and vou will not see this
message again. Click CANSEL ko drop the conmection.

View Server Certificate

[ [o]4 ] Cancel ]

2.6 Microsoft Windows Vista:

This section provides the minimum configuration steps required to enable 802.1X authentication
on a Windows Vista workstation. For this section the following configuration steps will be
performed:

1. Windows Services (Section 2.6.1)
2. Local Area Network Configuration (Section 2.6.2)

3. Wireless Network Connection Configuration (Section 2.6.3)

2.6.1 Windows Services:

To support 802.1X authentication the following services need to be enabled on the Windows
Vista workstation:

Windows XP Version Interface Type Required Service Name
All Versions Ethernet Wired AutoConfig
All Versions Wireless LAN Wireless Zero Configuration

Services may be enabled on a Windows Vista workstation using the following steps:
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Open the Services Snap-In by clicking Start and then Run. In the Open field type
services.msc and then click OK.

Type the name of a program, folder, document, or Internet
reseurce, and Windows will open it for you,

Opem: SENICes. MSC

oK ]][ Cancel | | Browse.. |

Locate the services named Wireless Zero Configuration and Wired AutoConfig.
2 Access the properties for each service and set the Startup type to Automatic. If a
service is stopped click Start to enable the service. Click OK.

erties (Local Computer]

General | Log On I Recovery | Dependencies

Service name: dotdsve

Display name Wired AutoConfig

»

Description:

is service performs |IEEE 802.1X authentication
n Ethemet intefaces

Path to executable:
CA\Windows"system32'svchost .exe k LocalSystemMetwork Restricted

Startup type: [Mcmaﬁc -d

Help me corfigure service startup options

Service status:  Started
Start Stop Pause Resume

You can specify the startt parameters that apply when you start the service
from here.

Start parameters:

General |Log On | F{eco\reryl Dependencies

Service name: Wiansve|

Display name: WLAN AutoConfig

is service enumerates WLAN adapters, manages

Descrinti
esciption LAN connections and profiles.

Path to executable:
CAWindows'\system32\svchost exe  LocalSystemMetwork Restricted

Startup type: [.Mtomatic

Help me configure service startup options.

Service status:  Started

Start Stop Pause Resume

*You can specify the start parameters that apply when you start the service
from here.

Start parameters:

2.6.2 Local Area Network Configuration:

The following configuration will be performed on the Local Area Network Connection to support
PEAP authentication to the Nortel Ethernet Switch:

e |EEE 802.1X authentication will be enabled.
e Protected EAP (PEAP) with EAP-MSCHAPV2 will be selected.
e Certificate verification will be configured.

802.1X may be enabled on a Local Area Network Connection in Windows Vista using the
following steps:
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Access the Local Area Connection Properties and select the Authentication tab.
1 Check the option Enable IEEE 802.1X authentication and set the authentication
method to Protected EAP (PEAP). Click Settings.

Metworking | Authentication |Sharing|

Select this option to provide authenticated network access for
this Ethemet adapter.

[¥ Enable |EEE 802.1X authertication
Choose a network authentication method:

| Microsoft: Protected EAP (PEAF | Seftings...

I~ Cache user information for subsequent connections
to this network

In the Protected EAP Properties window optionally check the options Validate server
certificate and Connect to these servers. If validating the server certificate enter the
appropriate domain name and select the root certificate. Select the Authentication
Method Secure password (EAP-MSCHAP v2). Click Configure.

When connecting:

-lv validate server certificate q

[V Connect to these servers:
I eselab.com

Trusted Root Certification Authorities:

[ dlass 3 Public Primary Certification Authority &
[ entrust.net Secure Server Certification Authority B
[ Equifax Secure Certificate Authority

O Chtiiax secare Glubal Sotsi iees CAL

e e e e e

] GTE CyberTrust Global Root %
]

T ] »

[ Donot prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

Secured password (EAP-MSCHAP v2) - I

[V Enable Fast Reconnect
[~ Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLV
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For single sign-on support check the option Automatically use my Windows logon
3 name and password (and domain if any). Uncheck this option to manually enter a
username / password each time you connect to the switch. Click OK.

w B
EAP MSCHAPV2 Propertie ]

When connecting:

v Automatically use my Windows logon name and
password {and domain if any).

carce_|

If the Connect to these servers option was enabled and a specific host entry not
specified, the following dialog will be displayed when you first connect to the
Ethernet Switch requesting that you validate the connection. Click OK to accept the
connection which will add the host to the connection list.

(Validate Server Certificate

‘fou have reached server named: nsnas-vip.eselab.com -
If this is the correct server, dick OK to connect and you will not see this
message again. Click CANCEL to drop the connection.

i View Server Certificate i

2.6.3 Wireless Network Connection Configuration:

The following configuration will be performed on the Wireless Network Connection to support
PEAP authentication to the Nortel WLAN 2300 Controller:

e A Wireless Network Profile will be created.

e |EEE 802.1X authentication will be enabled.

e Protected EAP (PEAP) with EAP-MSCHAPV2 will be selected.
e Certificate verification will be configured.

802.1X may be enabled on a Wireless Network Connection in Windows XP Professional using
the following steps:
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1 Click Start, Control Panel then Manage Wireless Networks. Create a new Wireless

LAN profile by clicking Add.

il » Control Panel » Manage Wireless Networks - |43 || searcn 2

Manage wireless networks that use (Wireless Network Connection)

‘Windows tries te connect to these networks in the order listed below, To change the order, drag a network up or down in the list. You
can also add or remove network profiles.

b Add Adapter properties 3, Profiletypes  &f Network and Sharing Center @
u can view and modify (1) “

ortel-Data Security: WPA-Enterprise Type: Any supported Manually connect

1item

2

How do you want to add a network?

‘il Add a network that is in range of this computer
"= This shows you a list of networks that are currently available and lets you connect
to one, Once you connect, a profile for the network is saved on your computer.

A« Manually create a network profile

““®. This creates a new network profile or locates an existing network and saves a profile
far the netweork on your computer. You need to know the network name (S5I0) and
security key (if applicable).

o~ Createan ad hoc network
This creates a temporary network for sharing files or an Internet connection
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Type the Network Name (SSID) and select the Network Authentication and Data
Encryption types. Click Next.

Enter information for the wireless network you want to add

Network name: NSNA

Security type: [WPA-EHtEIp[ISE ']

Encryption type: [TK]P ']

Security Key/Passphrase: ‘ ‘ Display characters

Start this connection automatically

[C] Connect even if the network is not breadcasting
‘Warning: If you select this option, your computer's privacy might be at risk.

4  Click Change connection settings.

e‘ " Manually conn

Successfully added NSNA

<+ Connect to...

Open the "Connect to a network” dialog so 1 can connect.

=+ Change connection settings
Open the connection properties so that I can change the settings.
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Access the Local Area Connection Properties and select the Authentication tab.

5 Check the option Enable IEEE 802.1X authentication and set the authentication
method to Protected EAP (PEAP). Click Settings.

Connection | Security

Security type: [wPA—Enberprise ']
Encryption type: [TDCLP v]
Chanea 2 nehanrk authenticatinn mathar:

[Microsoft: Protected EAP (PEAP) v || settings... |

[Fl Cache user information for subsequent connections
to this network

In the Protected EAP Properties window optionally check the options Validate server
certificate and Connect to these servers. If validating the server certificate enter the
appropriate domain name and select the root certificate. Select the Authentication
Method Secure password (EAP-MSCHAP v2). Click Configure.

When connecting:
Validate server certificate

Connect to these servers:
eselab.com

Trusted Root Certification Authorities:

D Entrust.net Secure Server Certification Authority E|
|:| Equn'ax Secure Cerhﬁmte Autharlty'

e e e o

‘ [¥] ESELAB CA

SrEmidrSmrderiiferiTrerminiy

[ GTE CyberTrust Global Root -
< (T ] »

|:|Do not prompt user to autherize new servers or trusted
certification authorities,

Select Authentication Method:
[Secured password (EAP-MSCHAP v2) '] [ Configure... ] I

Enable Fast Reconnect
[ Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY

o) Cea )
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For single sign-on support check the option Automatically use my Windows logon
7 name and password (and domain if any). Uncheck this option to manually enter a
username / password each time you connect to the switch. Click OK.

When connecting:

Automatically use my Windows logan name and
password (and domain if ary).

If the Connect to these servers option was enabled and a specific host entry not
specified, the following dialog will be displayed when you first connect to the WLAN
requesting that you validate the connection. Click OK to accept the connection which
will add the host to the connection list.

‘fou have reached server named: nsnas-vip.eselab.com -
If this is the correct server, dick OK to connect and you will not see this
message again. Click CANCEL to drop the connection.

l oK ' Cancel
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3. Verification:

This section provides some example CLI commands and output to verify operation after
configuration has been completed.

3.1 Nortel Secure Network Access Switch:

The following CLI commands can be issued on the Nortel Secure Network Access Switch to view
sessions and debug RADIUS operations:

Active 802.1X session information can be viewed by issuing the info/sessions

command.

>> Main# info/sessions

Number of currently active sessions: 2

Domain Switch Port User Source IP Source Mac
Login Type Vlan Portal IP Session Type
1 0 1 ESELAB\wireduser 0.0.0.0 00:09:6b:13:23:89
15:23 dn_pc red(0) - 802.1x
1 0 503 ESELAB\wlanuser 0.0.0.0 00:16:e3:2b:68:T9
24Jun08 dn_pc red(0) - 802.1x

Debugging may be enabled by issuing the maint / starttrace command. Note that

tracing may be disabled by issuing stoptrace.

>> Main# maint/starttrace

Enter tags (list of all,aaa,dhcp,dns,ssl,nha,snas,patchlink,radius,nap) [all]:
Enter Domain (or O for all Domains) [0]:
Output mode (interactive/tftp/ftp/sftp) [interactive]:

>> Maintenance#
15:55:26.579662: Trace started
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3.2 Nortel Ethernet Switch:

The following NNCLI commands can be issued on the Nortel Ethernet Switch to verify
configuration and debug failed 802.1X authentications.

The EAP configuration and authentication status of a switch port may be viewed by

issuing the show eapol port <port-number>command.

ERS5500-2# show eapol port 1

EAPOL Administrative State: Enabled
EAPOL User Based Policies: Disabled
EAPOL User Based Policies Filter On MAC Addresses: Disabled
Admin Admin Oper ReAuth ReAuth Quiet Xmit Supplic Server Max
Port Status Auth Dir Dir Enable Period Period Period Timeout Timeout Req

1 Auto Yes Both Both Yes 3600 10 30 30 30 2

The VLAN membership of a specific port may be viewed by issuing the show vlan

interface vids <port-number> command.

ERS5500-2# show vlan interface vids 1
Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

1 40 USERS1

The RADIUS Server configuration may be viewed by issuing the show radius-server

command.

ERS5500-2# show radius-server

Password Fallback: Disabled
Primary Host: 192.168.20.11
Secondary Host: 0.0.0.0
Port: 1812

Time-out: 2

Key: *
Radius Accounting is Disabled
AcctPort: 1813
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4 The list of configured VLANs and port membership may be viewed by issuing the

show vlan command.

ERS5500-2# show vlan

Id Name Type Protocol User PID Active IVL/SVL Mgmt

1 DEFAULT Port None 0x0000 Yes 1vVL No
Port Members: NONE

10 SERVICES Port None 0x0000 Yes VL Yes
Port Members: 47-48

40 USERS1 Port None 0x0000 Yes VL No

Port Members: 47-48
Total VLANs: 3

5 Advanced EAPOL diagnostics for a port may be viewed by issuing the show eapol

auth-diags interface <port-number> command.

ERS5500-2# show eapol auth-diags interface 1

Port: 1
EntersConnecting:
EapLogoffsWhileConnecting:
EntersAuthenticating:
AuthSuccessWhi leAuthenticating:
AuthTimeoutsWhileAuthenticating:
AuthFai IWhileAuthenticating:
AuthReauthsWhi leAuthenticating:
AuthEapStartsWhileAuthenticating:
AuthEapLogoffhi leAuthenticating:
AuthReauthsWhi leAuthenticated:
AuthEapStartsWhileAuthenticated:
AuthEapLogoffiwhileAuthenticated:
BackendResponses:

O O O O O OO O NN N O U

N N
o N

BackendAccessChallenges:

N
o

BackendOtherRequestsToSupplicant:

[y
e}

BackendNonNakResponsesFromSupplicant:

N

BackendAuthSuccesses:
BackendAuthFails:
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EAPOL statistics for a port may be viewed by issuing the show eapol auth-stats

interface <port-number>command.

ERS5500-2T# show eapol auth-stats interface 1

Port: 1
EapolFramesRx: 24
BackendAuthFails: 0
EapolFramesTx: 29
EapolStartFramesRx: 2
EapolLogoffFramesRx: 0
EapolRespldFramesRx: 2
EapolRespFramesRx: 20
EapolReqldFramesTx: 3
EapolReqFramesTx: 26
Inval idEapolFramesRx: 0

EapLengthErrorFramesRx: O
LastEapolFrameVersion: 1
LastEapolFrameSource: 0009:6B13:2389

3.3 Nortel Wireless LAN Controller:

The following CLI commands can be issued on the Nortel Wireless LAN 2300 Controller to verify
configuration and debug failed 802.1X authentications.

A full list of associated and authenticated clients and VLAN membership can be

viewed by issuing the show sessions command.

WSS2350-1# show sessions

1 sessions total

User Name SessID Type Address VLAN AP/Radio

ESELAB\wlanuser 503* dotlx 192.168.40.102 USERS1 171

A full list of 802.1X clients, authentication state and encryption details may be viewed

by issuing the show dotlx clients command.

WSS2350-1# show dotlx clients

00:16:e3:2b:68:F9 Authenticated USERS1 ESELAB\wlanuser  TKIP (WPA)
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1 total users

The RADIUS server status and server groups may be viewed by issuing the show

radius command.

WSS2350-1# show radius

Radius Servers Default Values
Auth-Port=1812 Acct-Port=1813 Timeout=5 Acct-Timeout=5
Retrans=3 Deadtime=0 Key=(null) Author-Pass=(null)

Radius Servers

Auth Acct Time Dead
Server IP address Port Port Out Retry Time State
NSNAS 192.168.20.11 1812 1813 5 3 0 upP

Server groups
NSNA: NSNAS

The list of configured VLANS, state, 802.1Q tag and port membership may be viewed

by issuing the show vlan command:

WSS2350-1# show vlan

Admin VLAN Tunl Port
VLAN Name Status State Affin Port Tag State
1 default Up Down 5
10 SERVICES Up Up
1 10 Up
40 USERS1 Up Up 5
1 40 Up

Nortel Confidential Information Copyright © 2008 Nortel Networks. All Rights Reserved.

External Distribution
73



NSNA 2.0 802.1X Authentication TCG v2.0 NN48500-566

4. Appendix:
4.1 Stackable Ethernet Switch Return Attributes:

Port Based Priority Attributes

Attribute Name Vendor-ID Attribute-ID

Port-Priority 562 1 0 — 7 (802.1P Priority)

Remote Management Access

Attribute Name Vendor-ID Attribute-ID
Service-Type 0 6 6 - Administrator (RW Access)
Service-Type 0 6 7 - NAS-Prompt (RO Access)

Used Based Policies

Attribute Name Vendor-ID Attribute-ID

User-Role 562 110 UROL<role-name>

VLAN Attributes

Attribute Name Vendor-ID Attribute-ID

Tunnel-Type 0 64 13 — (Virtual LANS)

Tunnel-Medium-Type 0 65 6 —(802)

Tunnel-Private-Group-1D 0 81 VLAN-ID which the client
belongs

Table 4.1 — Stackable Ethernet Switch RADIUS Attributes
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4.2 Modular Ethernet Switch Return Attributes:

Port Based Priority Attributes

Attribute Name Vendor-ID Attribute-ID

Port-Priority 562 1 0 —7 (802.1P Priority)

Remote Management Access

Attribute Name Vendor-ID Attribute-ID

None-Access 1584 192 0
Read-Only-Access 1584 192 1
L1-Read-Write-Access 1584 192 2
L2-Read-Write-Access 1584 192 3
L3-Read-Write-Access 1584 192 4
Read-Write-Access 1584 192 5
Read-Write-All-Access 1584 192 6

Used Based Policies

Attribute Name Vendor-ID Attribute-ID

User-Role 562 110 UROL<role-name>

VLAN Attributes

Attribute Name Vendor-ID Attribute-ID

Tunnel-Type 0 64 13 — (Virtual LANS)

Tunnel-Medium-Type 0 65 6 — (802)

Tunnel-Private-Group-1D 0 81 VLAN-ID which the client
belongs

Table 4.2 — Modular Ethernet Switch RADIUS Attributes
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4.3 WLAN 2300 RADIUS Return Attributes:

Remote Management Access

Attribute Name Vendor-ID
Service-Type 0
Service-Type 0
Service-Type 0

Identity Based Networking

Attribute-ID

6 2 - Framed (Network User
Access)

6 6 - Administrative (Enable Mode)

6 7 - NAS-Prompt (Non Enable
Mode)

Attribute Name Vendor-ID
Filter-ID 0
VLAN-Name 562
Mobility-Profile 562
Encryption-Type 562
Time-Of-Day 562

SSID 562
End-Date 562
Start-Date 562

URL 562

Attribute-ID
11 Name of ACL
231 Name of the VLAN to which the

client belongs

232 Name of the Mobility Profile used
by the authorized client

233 Type of encryption used to
authenticate the client.

234 Day(s) and time(s) during which
a user can log into the network.

235 Name of the SSID you want the
user to use.

236 Date and time after which the

user is no longer allowed to be
on the network

237 Date and time at which the user
becomes eligible to access the
network

238 URL to which the user is
redirected after successful Web-
based AAA

Table 4.3 — WLAN 2300 RADIUS Attributes
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4.1 Realms:

Realms provide the ability for the Secure Network Access Server to route an authentication
request to a specific authentication server (local, LDAP, NTLM etc) based on the user information
contained within the RADIUS access request packet.

When a RADIUS client sends user credentials for authentication, a user name is often included.
Within the user name are two elements:

1. Identification of the user account name
2. ldentification of the user account location

For example the user name kmarshall@eselab.com includes the account name kmarshall and
the account location eselab.com.

A realm name may be a prefix or suffix depending on the operating system, authentication type
and client. Before defining a realm name it's important to understand the formatting of the
authentication request to ensure that the authentication request will be processed correctly by the
Nortel Secure Network Access Switch.

For example a PEAP authentication request from a Microsoft Windows XP client may include the
Windows Domain name as a prefix such as ESELAB\username. To authenticate users in this
example a realm named ESELAB or eselab would need to be created.

An EAP-TLS authentication request as well as host authentication will include the realm name in
the suffix such as user@eselab.com or host/computer@eselab.com. To authenticate users in this
example a realm named eselab.com would need to be created.

Username REEENEE

kmarshall@eselab.com eselab.com
host/ibm-t30-1@eselab.com eselab.com
ESELAB\kmarshall ESELAB or eselab

Table 4.1 — Example Realms
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5. Software Baseline:

The following table provides the individual software releases for each Nortel Ethernet Routing
Switch used in this document:

Nortel Secure Network Access Switch 4050 v2.0.0.55
Nortel Ethernet Routing Switch 5500 v5.1.0.015
Nortel WLAN 2300 Controller V6.0.7.2
Windows Server 2003 Enterprise Edition Service Pack 2
Windows XP Professional Service Pack 3
Windows Vista Ultimate Service Pack 1

Table 5.0 — Software Baseline
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6. Reference Documentation:

Table 7.0 provides a list of additional Nortel and Microsoft Publications which may be referenced
to for additional information:

Nortel Document Title Location

Nortel Ethernet Routing Switch 5500 Series Configuration - hito:/fwww.nortel.com/support
Security (217463-C) : ; .

Nortel WLAN Security Switch 2300 Series Configuration Guide

http://www.nortel.com/support
(320657-F)

Nortel WLAN Security Switch 2300 Series Command Line

http://www.nortel.com/support
Reference (320658-F)

Table 6.0 — Reference Documentation
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Contact us

If you purchased a service contract for your Nortel product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Technical Support. To obtain
contact information online, go to www.nortel.com/contactus.

From the Technical Support page, you can open a Customer Service Request online or find the
telephone number for the nearest Technical Solutions Center. If you are not connected to the
Internet, call 1-800-4NORTEL (1-800-466-7835) to learn the telephone number for the nearest
Technical Solutions Center.

An Express Routing Code (ERC) is available for many Nortel products and services. When you
use an ERC, your call is routed to a technical support person who specializes in supporting that
product or service. To locate an ERC for your product or service, go to www.nortel.com/erc.
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