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Troubleshooting

Troubleshooting

Introduction

There may be occasions when users and administrators encounter
operational issues with the SCS. Often such issues are caused by minor
configuration errors or incorrect usage of a particular function. Normally such
issues can be solved by following set procedures to identify the source of the
problem and then taking steps to rectify it in the quickest time possible —
usually these procedures start with the simplest and most innocuous causes
and then work towards more complex issues. This guide aims to provide you
with some of the more common issues you may come across when using the
SCS and their solutions.

Note: For outage and system recovery related issues please see the SCS
‘Disaster Recovery Planning Guide’.

As well as the steps suggested in this guide, you might also consult some of
the following diagnostic tools when trying to resolve a problem:

e Registrations — The Registrations facility provides information on the
status of users registered to the SCS.

e DNS Advisor — Determines and validates DNS records required for the
SCS

e Call Detail Records — Call Detail Records show historic call data and
can be filtered to provide information based on particular names or
dates.

e Statistics — The Statistics diagnostic can be used to find information
on performance-related issues, for example: HDD usage, memory
availability, and CPU load.

e Alarms - The alarm server collects alarms in the system and sends out
notification to system administrators. The advanced section displays all
alarm types defined by the system. You can enable/disable e-malil
notification on each alarm type.

e Syslog - The location of a Syslog Server can be defined that is used to
obtain Syslog messages from devices connected to the SCS, such as
Phones or Gateways that have Syslog enabled. Logs from these
devices will be sent to the Syslog server. The logs can then be
collected with the SCS snapshot facility.

e ACD Reports — Use ACD Reports to generate reports on the ACD
queue, including: agent availability, queue activity, and abandoned
calls.

6 NN40010-530 Issue 1.3 SCS 4.0




Troubleshooting

Job Status — The job status page shows the status of various
processes on the SCS, for example phone profile creation, file
replication across a high availability configuration.

Configuration Tests — These are a collection of tests that can be run
to test the availability of certain services that support the SCS
infrastructure. Available tests include: DHCP server verification, TFTP
service verification, local host configuration. You may be asked to run
some of these tests in a support call scenario.

Services — The Services utility enables you to stop or restart services,
as well as refresh service status. It is recommended that you only
access this area if instructed to by a support engineer or
documentation.

Snapshot — The Snapshot tool is a very useful facility that allows you
to create an instant archive of SCS and Apache web server logs and
other diagnostic information. Output can be filtered to particular time
ranges or user names. Again, you may be requested to create
snapshot logs by a support representative.

Note:

When a Snapshot is taken in a HA environment, 2 Snapshots are

produced one for Master and other for the distributed system

Login History — Use the Login History tool to create a report showing
successful and unsuccessful login attempts.

NN40010-530 Issue 1.3 SCS 4.0
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Scenarios

Problem: Unable to access the SCS GUI

Solutions:

There could potentially be any number of reasons why you are unable to
access the SCS GUI, chief among which would be:

Connectivity between your workstation and the LAN Start simple.
Ensure that your workstation or laptop is connected to the LAN. Is the
Ethernet cable securely connected to the network card on your workstation
— if using Wi-Fi, make sure that you have a connection to your usual
wireless access point.

Once you have ensured that your physical or wireless connection to the
LAN is intact try pinging the IP address of another device on the network
— for example the default gateway or a neighbour’s workstation. If the ping
is successful then you know your workstation is connected to the LAN, if
you still cannot access the SCS GUI, explore the other issues in this
guide.

IP Address Ensure that you have the correct IP address and domain
name for the SCS — your SCS administrator should be able to inform you
of the correct details.

Connectivity between the SCS and the LAN Once you know that your
workstation is connected to the network and that it can see other devices,
and you are certain of the IP address and SCS domain name, it’'s time to
check whether or not you can contact the SCS. Use Ping again and ping
the SCS IP address. If the ping packets are not returned then there is
the possibility that the SCS is not connected to the network, in which
case you may wish to escalate this issue to the network
administrator.

If the ping packets are returned then you know that the SCS is connected
to the LAN. Attempt to browse to the SCS GUI using the IP address
instead of the Fully Qualified Domain Name (FQDN) in your web browser
of choice. If you are able to browse to the SCS using the IP address but
not the FQDN then there is a chance that there is a DNS issue.

DNS issues In simple terms DNS is used to resolve address names such
as scs.scsdomain.com to IP addresses, which is why if there is a DNS
issue you will probably be able to browse to the SCS GUI using an IP
address and not the fully qualified domain name. Not being able to browse
to the GUI using the FQDN is a symptom of a larger problem because
DNS plays an important roll in the SCS environment. If you suspect a DNS
Issue escalate the problem to your local network administrator.

NN40010-530 Issue 1.3 SCS 4.0
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e Internet browser restriction Some internet browsers can be configured
to connect to the Internet through a proxy. This can cause some issues
when attempting to connect to the SCS GUI. Proxy settings can be
disabled within IE and Firefox in the following way (check with your
network administrator that it is OK to disable proxy settings first):

= Mozilla Firefox 3.5: Open the Tools menu and select
Options. Click on the Advanced tab and select the Network
sub-tab. Under the Connection header, click on Settings.
Select No Proxy. Click OK to confirm changes and exit the
options screen.

= Microsoft Internet Explorer 7: Open the Tools menu and
select Internet Options. Click on the Connections tab and
then the LAN settings button. Under the Proxy server
heading, untick the Use a proxy server for your LAN
check-box. Click the OK button to confirm changes and exit
the options screen.

9 NN40010-530 Issue 1.3 SCS 4.0
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Problem: Cannot create user accounts

Solution:

In order to create user accounts on the SCS, the system must be licensed to
support the required number of users. If you are unable to create new
accounts then there is a strong chance that either the system has not been
licensed or the maximum number of allowed user accounts has been
reached. See your SCS administrator or contact Avaya for further licensing
options. Also, please see the ‘System Configuration’ guide for more on
licensing the system.

Unable to add user profiles

Are you logging in with administrative No > Logout of user interface
rights? and log back in with admin rights
Yes l
. . . No
Have the required number of user licenses been installed |3, License the SCS
on the SCS? Until a valid license is applied to the system,

you can only create a maximum of four user profiles.

1 Yes l

Has the license limit been reached?

Mo

“ Contact Support =

T o

BVEYA, m———— = =
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Problem: Incoming calls do not route to SCS user DIDs

Solutions:

Calls can be routed to individual DIDs (Direct Inward Dial) in one of two ways,

you can either:

1.

Configure a dial plan for every user which defines where
calls to a certain number route. For example, all calls to
670238 are routed to User ID 238. This is a perfectly valid
way of routing calls to individual worker DIDs but a Custom
Dial Plan will need to be created for every worker.

If you find that this solution is not working, ensure that:

e All plans have the correct Dialled
Number Prefix (that is the number that
callers will dial to reach the user)
entered — you can check these with your
service provider.

e The Resulting Call field is populated
with the correct user ID/extension.

e All plans have been enabled.

For more on Dial Plans see the SCS ‘System Configuration’
guide.

Define an Alias for every user that is made up of their DID.
This approach eliminates the need to create a separate dial
plan for every worker in the system.

All user accounts must have a User ID. This is a unique
identifier that marks the user out from everybody else on the
system, it can be a number (a three digit extension for
example) or a name (johns). As well as the User ID, you can
define Aliases, which are effectively another name by which
the user is known on the system. Aliases can be anything
you like but must be unique. To facilitate direct inward
dialling you could assign every user their DID as an alias;
that way, when a call comes in to those numbers the SCS
will know exactly where to send the call. For more on
Aliases, please see the ‘Configuring User Profiles’ guide.

12
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Problem: Managed IP phones (phones automatically provisioned and
managed by the SCS) do not register

Solutions:

If you are unable to register a managed phone to the SCS then the problem
lies either with the SCS or the phone itself.

. On the SCS check the following:

Has a Phone Profile for the phone in question been created?

Has a user account been added as a Line to the phone profile?

Has the profile been sent?

Before a managed phone can register to the SCS a profile
must first be created on the SCS. This profile contains
information about the phone and the user who will be using
the phone (described in the profile as a ‘line’. The profile
must be ‘sent’ to the SCS TFTP server so that it can be
collected by the phone device when it boots on the network.

For more on creating phone profiles, please see the
‘Configuring User Profiles’ task based guide.

. In order for the phone to successfully gather its profile

information, certain phone and/or network settings must be
configured:

e DHCP Option 66 can be configured to
‘point’ phones at the SCS for profile
collection. This is not mandatory but can
make configuring a phone quick and
easy. If Option 66 is not utilized you will
have to configure the IP address of the
SCS as the TFTP value on the phone
manually when you configure other LAN
settings.

e Phone LAN Settings. Either enable
DHCP to allow automatic configuration
LAN settings, or configure LAN settings
manually. Once LAN settings have been
configured, set the TFTP address if
Option 66 is not in use, this is the IP
address of the SCS.

14
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For more on configuring settings on a managed phone see
the Configuration Task Based Guide appropriate to your
phone model.

Phone does not
register with SCS
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Has a phone profile >
been crested?

Create phone profile

Restore factory defaults
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No

r

Yes #
y
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Yes i
Y
‘Send’ the prafile
A\
Is DHCP d o
n 5 used on ¥ : -
the netwon? | 15 Option B6 utiized
No
No
Contigure stabic LAN sethngs
on the phone
A
Sel the TETP address v
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(SCS IP address)

Corfigure Opton 68
with TFTP aodress
(SCS 1P address)
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Registration successful?

Yes

N\

N

Y
-
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Problem: Users cannot access voicemalil

Solutions:

There are four possible reasons why a user would not be able to access their
voicemail inbox:

e They are dialling the wrong voicemail extension number. Check the
number that has been configured in the Voicemail Dial Plan. See the
‘Voicemail Setup and Operation’ guide for more on this.

e They are using the wrong PIN. Check the PIN.

e They do not have permission to access voicemail. Ensure that the
Voicemail permission is checked on their user profile permissions
page — see the ‘Configuring User Profiles’ guide for more.

e The user account has been configured with the wrong voicemalil
service, e.g., Internal voicemail service instead of Microsoft Exchange
UM Voicemail service. See the ‘Voicemail Setup and Operation’ guide
for help on selecting a voicemail service.
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Problem: ACD does not function

Solutions:

There are several configuration details that you should check:

Check that the ACD server role has not been disabled on the SCS.

Define ACD queues. The ACD queue determines how incoming calls
are handled and potentially queued.

Assign agents to queues to ensure that agents can log in and receive
calls. If there is no queue then agents cannot field calls.

Check that agents are signed in to the ACD queue.

Ensure that a dial plans exist to ‘point’ to the correct ‘ACD Line’. An
ACD line is a virtual line that defines how calls reach the ACD queue.
ACD lines, like user extensions, have an identifier (for example, 500)
or a DID number (for example, 200786). You therefore assign an ACD
line to a queue in the same way that you would assign an extension to
a user in order to direct calls to them.

Check that the sign in and out codes used by agents is correct. The
default sign in code is *88, the default sign out code is *86.

Ensure that the ACD is ‘active’. Just because the ACD server is
present it does not necessarily follow that it has been activated. If the
server is not active the ACD will not function.

For more help on the ACD please see the ‘ACD Setup and Operation’ guide.

18

NN40010-530 Issue 1.3 SCS 4.0



Troubleshooting

Yes

Enable the ACD

A

ACD does not appear
to be functioning

server Role

Has the ACD Server
Role been disabled on
the SCS?

No

No

Configure ACD ¢

»
|

'

Have ACD Queues
been defined?

Queues H
| | Yes
v
No Have agents been
Assign Agents to assigned to the ACD
the ACD Queue Queue
ey | | Yes
i o 7, »
L a & v
No Have dial plans been
Configure Dial Plan configured to route
Rules calls to the ACD
queues?
L Yes
Check the agent sign
_| inand sign out codes

have not been |
changed

v
login

Sign Agents into the ACD
Queue

v

Activate the ACD ‘

server %

19

NN40010-530 Issue 1.3 SCS 4.0




Troubleshooting

Checking the ACD Server Role is Enabled

The ACD server role required for the ACD to function, is enabled by default on
the SCS server. However, before commencing with ACD configuration, it is
good practice to check the status of the server role to ensure the role has not
been disabled.

To view the status of the ACD Server Role, navigate to the SCS server:

1. Click the System heading, followed by Servers.

Users Devices Features

Home

There are 5 users define
200, 201, 202, 203, super
Add MNew User

System
Licensing
Servers
Branches
Domain
Dial Plans
Internet Calling

Permissions
Import / Export
LDAF 1AD
Backup
Restore
Localization
Certificates
Software Updates
Date and Time
Logging Lewels

Tue, 02 Mar 2010 10:20 AW Home Help

Logout | &4

Diagnostics

There are 4 phones defined:

0004721 eeald, 0004{21f4bc?, 0021627032, ed,
mare

Add new phone i

Discover Devices

Communication Systern (4.1.6-018104 2010-02-25T02:57.38)

2. You will be presented with the Servers screen. Click the server’s link.

AVAYA

Users Devices Features

System

Servers

O

Name

] scsl scenetwork local

Send Profiles

Tue, 02 Mar 2010 10:23 Ab Home Help

Logout [©,

Diagnestics

Clicking the Send Profiles
button will cause
configuration files for all
semvices to be sentta the

Add Server

selected servers, and all
affected services to be
restanted automatically. This
ig rarely needed as
configuration files are sent by
default when their
aseociated configuration has
heen changed. Howewer, in
the case where a distriauted
serverwas not available at
the time of a configuration
change, this hutton can be
used to re-send the
configuration.

IP Address Description Status

200.30.30.5 Primary server Registered

3. The Server screen will be displayed. Click the Server Roles link.

t\VA\/A Tue, 27 Apr 2010 3:56 PM Home Help Logout Seach |
Users Devices Features System Diagnostics
Server
Configure / Servers » scsitel2.iteluk.com
Cne or more roles can
Server Roles ACD be enabled on each
Services i server.
NAT SIinrkag All roles can run on
; one single server or
7]
Manitar Gonferencing the different roles can
Instant Messaging be distributed to
several servers
Management forming a cluster.
= S A high availability
Primary SIP Router configuration can be
configured by
Voicemail enabling a redundant
SIP router role.
Raoles can be moved
Apply to dedicated servers
to improve
performance.

20
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4. Within the grey panel, there are a number of checkboxes defining the
server roles. The ACD check box should be selected by default.

AVAyA Tue, 27 Apr2010357PM  Home Help Logout [Search |

Users Devices Features System Diagnostics

5 p SCsitel2.iteluk.com

Configure o |
ne or more roles can
Server Roles Gy be enabled on each
Services i server.
Sl UL All roles can run on
NAT i one single server or
Maonitar ConSiencs the different roles can
Instant Messaging be distributed to
several servers
Management forming a cluster.
= g A high availability
Primary SIP Router configuration can be
configured by
Voicemail enabling a redundant
SIP router role.

Roles can be moved
10 dedicated servers

1o improve

performance.

5. If it is not selected, click the ACD check box followed by the Apply
button and the OK button.

Av AyA Tue, 27 Apr 2010 3:58 PM Home Help Logout [Search |
Users Devices Features System Diagnostics
Configure Servers » scsitel2.iteluk.com
One or more roles can
Server Roles BED be enabled on each
Services i server.
NAT PG All roles can run on
] one single server or
Monitor Conferencing the different roles can
Instant Messaging be distributed to
several servers
Management forming a cluster.
. = Ahigh availability
Primary SIP Router configuration can be
configured by
Voicemail enabling a redundant
SIP router role.
Roles can be moved
to dedicated servers
to improve
performance.

6. If changes have been made, you will be prompted to restart services.
Click the here link.

AVAyA Tue, 02 Mar 2010 10:40 AM Home Helg Logout | O,

Users Devices Features System Diagnostics

One or more services need to be restarted. For details click: Mk’
Servers Clicking the Send Frofiles
button will cause
Add Server configuration files for all
senices to be sentto the
O Name IP Address Description Status selected servers, and all
affected semvicesto be
13| sesl.scsnetworklocal 200.30.30.8 Primary server Registered restarted autamatically. This

israrely needed as
configuration files are sent by

default when their
associated configuration has
heen changed. Howewer, in
the case where a distributed
serverwas not available at
the time of a configuration
change, this button can be
used to re-send the
configuration

Software Communication System (4.1.6-018104 2010-02-25T02:57:38)
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7. You will be presented with the Affected Services screen. Select the
services and click Restart.

AVAyA Tue, 02 Mar 2010 10:43 AM Home Helg Logout | O,

Users Devices Features System Diagnostics

Affected Services Quick Links

O Server senvice gerers

Restarting services may

iRestart || Ignare cause senvice interruption

Software Cammunication System (4.1 .6-018104 2010-02-26T02:57:38)

8. The affected services will be restarted.

AVAyA Tue, 02 Mar 2010 10:43 AM Home Helg Logout | O,

Users Devices Features System Diagnostics

Affected Services Quick Links

F Server Senvice Serers

Restarting services may

Restart! lgnare cause service intarruption

Software Cormmunication System (4.1.6-018104 2010-02-25T02:57:38)

9. To check that the ACD services are running, navigate to the Servers
page and click the link for the SCS server.

AVAyA Tue, 02 Mar 2010 10:23 AM Home Helg Logout | O,

Users Devices Features System Diagnostics

Servers Clicking the Send Profiies
button will cause

(R configuration files far all
2 gervices to be sentio the
O Name IP Address Description Status selected servers, and all
affected services to he
14 ses1.sesnetwork local 200.3030.5 Primary server Registered restarted autornatically. This

ig rarely needed as
configuration files are sent by

default when their
associated configuration has
been changed. Howewer, in
the case where a distributed
serverwas not available at
the time of a configuration
change, this button can be
used to re-gend the
configuration

Software Communication System (4.1.6-018104 2010-02-25T02:57:38)
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10.Select the Services link. The ACD services will be displayed.

AVAyA Tue, 27 Apr 2010 4:01 PM Home Help Logout [Seerch |

Users Devices Features System Diagnostics
Configure Servers » scsitel2.iteluk.com
Server Roles Eatuehleveryliblsacondn Warning: Restarting
Name Status Role services causes service
Services o interruption. Do itonly ifa
NAT J+Park Runnin Primary SIP Router service requires restart or is
Monitor 0 = © < i notworking properly. In
2 Instant Messaging Running Instant Messagin: 'such case you might want
o= @ aing to take a snapshot and
[J -.:Call Control (@ Running Management, Primary SIP Router report an issue.
: MyBuddy Running Instant Messagin: This page will refresh
o= @ 9ina automatically. You can
[] < Statistios @ Running Management switch automatic refreshing
off by clearing the Refresh
[ -.;Configuration (@ Running Management checkbox.
You can also modify the
I [0 -:ACD (& Running ACD I refresh interval by clicking
on the current interval and
O ﬁx Phone Provisioning (& Running Management then enter a new value.
[] ..2ACDAgentStatus (& Running ACD
[ -ACD Statistics (@ Running ACD
[ -.:Shared Appearance Agent (2 Running Primary SIP Router
[0 < Media Services @ Running Canferencing, Voicemail
[ < iLicensing (@ Running Management
[0 & Voicemail MWI (@ Running Woicemail
[1 <% SIPTrunking (@ Running SIP Trunking
[0 Paging (@ Running Primary SIP Router
[ <:MediaRelay (@ Running Primary SIP Router
[1 - SIPRegistrar @ Running Primary SIP Router
[0 <#CDR (& Running Management
O ) SIP Proxy (@ Running Primary SIP Router
[1 <.:Presence (@ Running Primary SIP Router
[ . Conference Recording (@ Running Conferencing
[ <2 Voicemail and Auto Attendant (@ Running Voicemail

Refresh
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Problem: Auto-attendant is not functioning

Solutions:

Auto-attendant issues can range from callers not being directed to the
attendant (Operator) to users not being able to dial the attendant internally. If
you experience any issues with the auto-attendant, check the following:

e Check that the right extension number is referenced in the auto-
attendant dial plan (the auto-attendant dial plan is called Operator). By
default the extension number is 100. If users are dialling an extension
number other than the one referenced in the dial plan they will not be
able to access it.

e Ensure that the dial pad selection prompts are mapped to the right
keys so that callers and users can access the right service from the
right button.

e Callers will only be able to access the auto-attendant if the correct
received digits are referenced in the dial plan under Attendant aliases.

For full instructions on configuring these options see the ‘Auto-Attendant
Setup and Configuration’ guide.
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Check Auto Attendant
Extension Mumber
configured in the Auto
Attendant Dial Plan Rule

Yes

Auto Attendant 1s not
functioning

¥

Has the Auto
Attendant Extension (‘?’)
number changed from -

the default 1007

Mo

Configure an Attendant
Alias with received digits

Mo

L J

¥

Ensure that the dial pad
selection prompts are
mapped to the right keys

Yes

in the Auto Attendant Dial

Flan Fule
"3

B =

Has an Attendant Alias
bheen configured to direct @
callers to the Auto ;
Attendant?
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Problem: Contact names are not recognised by Dial-by-Name

Solution:

In order for contacts to be searchable using Dial-by-Name they must be
added to the Directory. To be part of the directory a user must have the
Directory Permission enabled in their user profile. Browse to a user’s profile,
select Permissions and ensure that the Directory option is ticked. SCS Users
contained within the Directory must also record their name Refer to SCS 4.0
Voicemail Setup & Operation Task Based Guide.

Problem: Cannot ‘Park’ calls
Solution:

Check that call park extensions have been allocated and that the Call Park
Service has been restarted.

Problem: Unable to retrieve parked calls

Solution:

Ensure that a call park retrieval code (*4 by default) been configured and
also check that users are entering the right park extension number after the
park retrieval code. This can be made more simple by configuring a speed
dial of *4xxx on a user’s phone — where xxx is the park extension - , the user
could then retrieve calls simply by pressing the speed dial button.

For more on Call Park see the ‘System Configuration’ guide.

Problem: Unable to Page

Solutions:

Check the following:
e Are users dialling the correct Paging Prefix?

e Have Page Groups been defined and have users been added to page
groups?

e Has the page group been Activated? An ‘enabled’ page group is not
an ‘activated’ page group. In the page groups list, tick the check-box of
the page group in question and then click the Activate button, then
follow the pink link at the top of the screen to restart the paging service.

See the ‘System Configuration’ guide for more on paging.
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Problem: Directed Call Pickup not functioning

Solution:

Check call pickup code on the SIP Registrar screen, accessed from the
Servers page. In order to pick up a call, users must dial this code followed
immediately by the extension number of the phone that is ringing.

See the ‘System Configuration’ guide for more on call pickup.

Problem: Calls to and from the PSTN are failing

Solutions:

PSTN Gateways are devices that enable calls from the Public Switched
Telephone Network (PSTN) to interface with telephone devices on the SCS. If
you are unable to make or receive calls from or to the PSTN check the
following:

Has the gateway been programmed with the correct IP address?

Has the correct IP address been referenced for the gateway on the

SCS?

Have you produced an INI file for the gateway on the SCS and

uploaded it to the gateway?

Have you assigned PSTN Lines to the gateway in order to route calls

from the PSTN to the SCS and vice-versa.

Ensure the gateway is physically connected to both the PSTN and the

LAN.
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Calls to the PSTH are
failing

Has the gateway been
programmed with correct

U st

YES

gateway on SCS [

Mo
Login to gateway
and configure 1P
Address
| L
Configure Rl

b

with correct IP

Address  fieHSRRE

Has the correct IP
gaddress been referenced @
for the gateway on the
SUSY

YES

Froduce [N file
and upload it to

3

Mo

*

b

ateway

Hawe you produced an M| file for
the gateway on the SCS and @
uploaded it to the gateway? y

Configure PSTH

Mo

* YES

b

Lines

Have you assigned PSTMN Lines
to the gateway in order to route
calls from the PSTN to the SCS

and vice-versa®?

YES

Ensure the gateway Qm
physically connected

| tothe both the PSTN
and the LAMN.

See the ‘Device Configuration — Gateways’ guide for detailed instructions on
how to configure a PSTN gateway for use with the SCS.
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Problem: Cannot create a conference

Solution:

Check that the Conference Server Role has not been disabled on the SCS
(Open the System menu, select Servers, and then click on the server to view
enabled roles).

Cannot create a
conference

Check that the Conference |

Server Role has not been
disabled on the SCS

If the role is disabled, enable |
the Conference Server Role @1}
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Checking the Conference Server Role

The Conference Server role is enabled by default on the SCS server. To

check the enabled status of the server role:

1. From the SCS Home Page, select the System link followed by

Servers.
AVAyA Wed, 21 Apr2010 10:51 AM Home Help Logout [Search |
Users Devices Features System Diagnostics
Licensing
Servers
Branches
There are 13 users defined: There are 10 Domain
200, 201, 202, 203, 204, 205, 206, 207 000421e7eq; il Plans
209, 210, 211, steve, superadmin, 0004721f4be7  Internet Calling
more... 001b3B7bd1d  parmissions
0021627032 ant,
Add New User xooooooox, m MPort/ Export
LDAP / AD
Add new phe Backup v
Discover Devi Restore
Localization
Certificates
Software Updates
Date and Time
Logging Levels
2. The Primary SCS Server will be displayed
AVAyA Wed, 21 Apr 2010 10:52 AM Home Help Logout [Semch |
Users Devices Features System Diagnostics
Add Server
Clicking the Send
F Name IP Address Description Status Profiles button will
cause configuration
@] |4 scsitel2.teluk.com 10.1.1.185 Primary server Registered files for all services to

[ Send Profiles | [ Delete |

be sentto the
selected servers, and
all affected services to
be restarted
automatically. This is
rarely needed as
configuration files are
sent by default when
their associated
configuration has
been changed.
However, in the case
where a distributed
server was not
available at the time
of a configuration
change, this button
can be used to re-
send the
configuration.
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3. To view the Server Roles, click on the Name link of the Primary
Server.

AVAyA Wed, 21 Apr 2010 10:52 AM Home Help Logout [Seach |

Users Devices Features System Diagnostics
Servers
Add Server
- Clicking the Send
F Name IP Address Description Status Profiles button will
- cause configuration
E] || scsitel2 iteluk.com 10.1.1.185 Primary server Registered files for all services to
be sentto the
[ Send Profiles | [ Delete | selected servers, and
all affected services to
be restarted

automatically. This is
rarely needed as
configuration files are
sent by default when
their associated
configuration has
been changed.
However, in the case
where a distributed
server was not
available at the time
of a configuration
change, this button
can be used to re-
send the
configuration.

4. The server screen will be displayed. Click the Server Roles link.

AVAyA Wed, 21 Apr 2010 10:54 AM Home Help togout [Sezcn ]

Users Devices Features System Diagnostics
Configure Servers » scsitel2 teluk.com
ServerFloIes‘/ Rpkvetiiovneyliolesconds Warning: Restarting
Services [ Name Status Role services causes service
interruption. Do itonly ifa

NAT [ @Park @ Running Primary SIP Router ﬁz?mm;“mz:ffm”s
Monitor [ s Instant Messaging (@ Running Instant Messaging z‘;hk;ﬂ:‘;::“;:é?z'ﬂ";ﬂm

[ < :Call Control (© Running Management, Primary SIP Router I'SDOHEMSSSS-

[0 < MyBuddy (@ Running Instant Messaging Riﬁ‘iﬂiﬂmw $::5ﬂ[‘n

[0 :Statistics (@ Running Management zt;lr;hc?eu‘m;n;tllhcere;r:;ggg

[ <.sConfiguration (@ Running Management checkbox.

[ < sACD (© Running ACD ;‘;‘éx’;&‘:&éﬁg%mﬁng

O e Phone Provisioning (© Running Management fhnelr:‘::t::r:nnt;nwmv:‘ﬂ:m

[ -,2ACD Agent Status (@ Running ACD

[0 <,3ACD Statistics (© Running ACD

O ;;}Shared Appearance Agent (© Running Primary SIP Router

O ;;Medla Services (© Running Conferencing, Voicemail

[ :Licensing (© Running Management

[0 <.k Volcemall MW (© Running Voicemail

[0 :SIPTrunking (© Running SIP Trunking

[0 :Paging (© Running Primary SIP Router

[0 . :Media Relay (© Running Primary SIP Router

[0 .:SIPRegistrar (© Running Primary SIP Router

[ CDR (© Running Management

[ . :SIPProxy (© Running Primary SIP Router

[0 <:Presence (© Running Primary SIP Router

O b Conference Recording (© Running Conferencing

O » Voicemail and Auto Attendant (& Running Voicemail
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5. The Conferencing Server will be displayed in an enabled state. If it is
not, select the roles check box and click the Apply button followed by

the OK button.

AVAyA Wed, 21 Apr 2010 10:56 AM Home Help Logout [Search |
Users Devices Features System Diagnostics
Configure Servers » scsitel2.iteluk.com
One or more roles can be
Sarver Roles ACD enabled on each server.
Servi 4 All roles can run on one
riees SIP Trunking / single server or the different
NAT i roles can be distributed to
Monitor Conferencmg several servers forming a
7] Instant Messagin! cluster.
9ing Ahigh availability
Management configuration can be
configured by enabling a
Primary SIP Router redundant SIP router role.
Roles can be moved to
Voicemail dedicated servers to
improve performance.
Fopy
6. Click the Features link, followed by Conferencing.
QVAVA \ Wed, 21 Apr 2010 10:58 AM Home Help Logout [Serch
Users Devices eatures System Diagnostics
ACD
Agent Status
Sa te12.italuk. Cunferem:mg*_
Confoure NG:C'D“ roleom PLBCREIEEND ‘One or more roles can be
Server Roles Intercom enabled on each server.
Services i Paging Groups All roles can run on one
Sl Hﬂ tgG single server or the different
NAT Conferencing unt Groupa roles can be distributed to
Monitor Call Park several servers forming a
7] Instant Messagin Music on Hold cluster.
9ing Phanebooks A high availability
Management onenoo configuration can be
Instant Messaging configured by enabling a
Primary SIP Router redundant SIP router role.
Roles can be moved to
Voicemail dedicated servers to
improve performance.
Fopy
Wed, 21 Apr 2010 10:59 AM Home Help Logout [Seach |

AVAVA

Users Devices Features System Diagnostics

Refresh every 30 seconds

O Name Description Conferences
| (| scsitel2 iteluk.com Primary server & 0(0active ) |

Refresh

Quick Links

Servers
User Groups

Conference Servers are
created and administered
under System / Servers. A
single conference server
can host a large number of
conferences. For every user
itis possible to
automatically assign a
personal conference. Go to
User Groups / Conference
Assignments to configure
this feature before creating
the users.

The conference server can
run on dedicated hardware
or be colocated with other
services. Several
conference servers can be
created per system.

This page will refresh
automatically. You can
switch automatic refreshing
off by clearing the Refresh
checkbox.

‘You can also modify the
refresh interval by clicking
on the current interval and
then enter a new value.
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Problem: Cannot change conference settings

Solution:
Check that the conference has been assigned an owner.

Problem: Cannot access the conference bridge
Solutions:
Check the following:
e Has the conference server role been disabled?
¢ |Is the conference extension correct?
e |Is the conference participant PIN correct?

e Have the default conference dial pad options changed?

Cannot access the
conference bridge

Check that the Conference Server Role
has not been disabled on the SCS

2

y

Configure Conference | No Is the conference
Extension N extension correct?
Yes
h 4 -
Configure Conference PIN | No Is the conference ’ Li
< participant PIN correct? ?,
Yes
v
Configure Dial Pad Options | No Have the default
in the Advanced Settings of |« conference dial pad
the Conference Server options changed?
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Problem: Conferences are not automatically assigned to SCS users

Solutions:
Check the following:

e Has a conferencing User Group been defined?

e Has the Automatic Conference Assignment facility been enabled for
the conferencing User Group?

e Have users been created but not added to the conferencing User
Group?

See the ‘Conferencing’ guide for in-depth guidance on configuring and using
the conference server.

Conferences are not
automatically assigned
to 505 users

Mo
Has a conferencing User
Define a User Group | Group been defined?
Yes \
3
Enable Automatic Mo
Conference Assignment Has the Autormatic Conference
for the conferencing User [« Assignment facilty been m
Group? enabled for the conferencing “
{é\h User Group?
]

L

Add Users to the Mo Hz\;e ld.lsershl:ueenfcreate_d hLJ not
Conferencing User Group  [* added to the conterancing User
(Sroup?

A
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Problem: Users can’t dial Outlook contacts direct from soft phones

Solution:

Due to the length and make-up of contact numbers within the Outlook contact
list, some issues may arise when you attempt to dial a number using the
softphones’ ‘Click-to-Dial’ facility. You therefore need to find a way to format
numbers before they leave the softphone and are passed to the SCS. For
example:

e A customer has dial plans for local and long distance calls configured
on the SCS.

e The local dial plan is configured to deal with numbers of seven digits
with a prefix of 9. For example: 9 123-4567.

e The long distance plan is configured to deal with ten digit numbers with
a prefix of 91. For example: 91-123-4567-899.

e The customer wishes to use Click to Dial to dial contacts directly from
the Outlook contact list.

e Problem: contacts within the Outlook contact list have been stored as
ten digit numbers, whether they are local or long distance.

The solution to this problem is to configure a dial plan directly within the
softphone to enable it to format all numbers dialled either directly from the
contact list or via the dial pad so that the SCS can interpret them and then
utilize its local and long distance dial plans accordingly. See the SCS 4.0
Configuring the Avaya 3456 UC Client Task Based Guide for instructions on
how to configure such a plan.
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Problem: SIP Trunk incoming calls routing to wrong destination

Solutions:

Check the following:

Is the internal Session Border Controller available?
Has the SIP Trunk server Role been added?

Has the SBCs SIP Incoming Call destination been left as the default
‘Operator’? If the operator is not required as the incoming SIP call
destination, clear the field and add aliases referencing incoming SIP
trunk numbers.

Have user aliases been defined referencing incoming DID numbers
provided by the ITSP?

For conferences, have Dial Plan rules been created to direct calls to
the conference extension. Alternatively, do conference extensions
represent incoming DID numbers?

SIP Trunk Incoming
Calls routing to wrong
destination

No
Ensure the SIP Is the internal Session 2
Trunk Server “ Border Controller :
. . -
Role is enabled available? :
I. Yes

v

Remove any reference | No .
to the Operator or an HE.‘IS the .SBCS SIP
extension number, then _ncc_)m|1ng Call o 4
configure User Aliases de;tlnatlon field been
referencing incoming defined as for example,

DID numbers provided ; i
by the ITSP extension number?

r Y

3 b
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Problem: SIP Trunks General Call Failure

Solutions:

Check the following:

Is the internal Session Border Controller available?
Has the SIP Trunk server Role been disabled?
Has the Public Port been defined?

The Public Port field allows you to specify a port as requested by your
ITSP. The public port is the port exposed to the public network through
your firewall settings. If your firewall restricts inbound traffic, you must
open this port on the firewall to allow inbound signaling from the ITSP.
The SCS ‘external port’ is the port that ‘faces’ the firewall and is
associated with the firewall’s public port. Therefore, the firewall must be
configured to send packets from the firewalls public port to the SCS
external port. If you leave the public port field blank, the external port is
assumed to be the same as the public port and the mapping assumed
to be symmetric. Please confer with your ITSP for details regarding
NAT and any specific firewall rules the ITSP may require.

Has NAT been configured on the SCS?

o Is STUN utilised and if so, is the correct STUN Server
referenced?

o Will a Public IP address be referenced for NAT. When the server
is deployed behind a NAT, the "Public IP address" field must be
set to the Internet-facing IP address of the NAT / firewall device
fronting the SCS server.

Has NAT traversal been configured on the SCS, this is found under
Internet Calling where the Server Behind NAT option should be
enabled.

With regards to SIP Trunk Gateways, are you using the default
templates in relation to your ITSP?

Has the ITSP defined specific configuration parameters for you to use?
For example, specific parameters are required for AT&T ITSP
configuration.

Has the SBCs SIP Incoming Call destination been left as the default
‘Operator’
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e Have user aliases been defined referencing incoming DID numbers
provided by the ITSP?

e For conferences, have Dial Plan rules been created to direct calls to
the conference extension. Alternatively, do conference extensions
represent incoming DID numbers?

e Have Dial Plan rules been configured to provide external call access
utilizing the SIP Trunk gateway for your ITSP?

See the SCS 4.0 Device Configuration Gateways Guide for full configuration
details include required firewall / NAT parameters.
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Ensure the SIP Trunk

SIF Trunks General Call
Failure

Senvar Role iz enabled

Iz the internal Session Border Contraller (:;‘\]

awvailable"

Configure Public Part. The Public Port
field allowes youto specify a port a=
requested by wour ITSP. The public
portisthe port exposed tothe public
netwark through wour firewall settings

YBS

L 4
Hasthe Public Fort been

definad?

Yes

& Fublic P address

STUN Server

Reference  the comect | STLIM

Hawvigate to Internat Mo
Callingwhere the Serer

Which MAT fadlity has
been configured on

"Public IP address" field
must be set to the Internet
facing IP address of the

L J

the SCE7Y

MNAT ¢ firewall  device
franting the SC5 senver.

Behind HAT aption should [~
be enabled.

Canfigure the ITSF
defined configuration
parameters to be used. Mo

Haz MHAT traverzal been
configured onthe SCS7

Yes

Faor example, specific
parameters are required
for Banduwidth. com
configuration.

Far SIF Trunk &atewvuays, are wou
uzing the default templates in
relation to waur ITSPY

Remaove any reference to the
Operator or an extension
number, then configure User
Aliases referendng incoming
CIC numbers provided by the
ITSF

Mo

Yes

&

destination’ field bean

Configure Crial Plan Rules

Mo

Has the SBCz SIP 'Incoming Call

for example, the 'Operatar or an
SC5 extension number?

defined a= (;;\]

e

5

accesz  utilizing the
gateway for wour I TSFY

Hawe D[ial Plan rules  been

configured o provide external call (.;‘\]

SIF Trunk
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Problem: Mediant FXO Gateway — Inbound Calls do not terminate on SCS

After the Gateway configuration is completed on the SCS, the ini file is
uploaded to the gateway and the gateway restarted. However if you find that
the data from the ini file has not propagated all of the gateway fields:

Solutions:

Check the following:
e Has the Primary DNS server been defined on the gateway?
e Does each port on the gateway have a corresponding value for the
terminating extension number?

Login to the FXO gateway, click on Advanced Configuration, Network
Settings, and Application Settings menu. Make sure the valug for Primary

DMNS is present. If not enter the value for primary DNS. Submit the changes. I3
: —

i‘:}\ndinc"dl! W WILTLUI LT - [ —— R, Home @, e = Log of
Apphostnn Settngs
- WTP Gemlings
.........
i
-
e -
$ T
5 s -
* s
-
* 18 *—
*
-
* sty
* .
& ST d. I
-
v
Sateret

Select Protocol Configuration, Endpoint Settings and Automatic Dialing.
Make sure each port has a corresponding walue for the terminating extension
number {eg operator, 110, 211 etc). If not enter the value for the terminating

gxtension. Submit the changes. ‘u
' v
o AudicCodes MEHEF ol o (0 B fess | Dednidion R, Home 6, v =L \
Astur . daghopmaivg Drplerag

Gonfiguslon Mwegnet

N

o

Supel

v

[ Burn to Flash Memory any configuration changes made to the gateway S’f 2Lt
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The Primary & Secondary DNS server settings configured on the SCS under
Devices > Network Parameters are propagated to all gateway devices and ini
files for those devices. Consequently, these DNS settings will be those used
by the gateway device. For Static IP Address configuration of an gateway
device, DNS settings must be defined, otherwise calls to and from the device
will fail. Please refer to the Propagating DNS Settings to Gateway Devices
section of this guide.

AVAyA / Wed, 19 May 2010 10:59 AM Home Help
Users Devices Features System Diagnostics
Global Network Parameters Phones
Phone Groups
Gateways
DNS SBC Routes
Enabled Device Files
Network Parameters *—
Name DNSServerl Device Time Zone
Description
P
Address 10.1.1.3
The IP address or host name of the sanvice. For DNS services an IP address must ba spacified.
Aorly

Logging Levels

The SCS logging level parameters determines the amount of information
stored in a system snapshot. Most of the time the system should run
at NOTICE level. During troubleshooting increase the logging level
temporarily before taking system snapshots. Reset logging level back to
NOTICE once the problem is resolved. The most detailed logging level is
DEBUG, the least detailed -EMERG.
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AVAyA Wed, 28 Apr 2010 10:57 AM Home Help

Users Devices Features Systs Di

Hide Advanced Settings

General Logging Level

Changing general log level will reset the logging levels for all the sarvices.
Services Logging Levels

ACD

Supervisor

SIP Proxy

SIP Registrar
Park

ACD Agent Status
CDR

Voicemail and Auto Attendant | NOTICE e
Conference Recording
MyBuddy

Voicemail MWI
Presence

Paging

Media Services NON-DEBUG +
Media Relay

Shared Appearance Agent
Call Contral

Phone Provisioning

CRERERERE CIREREIRERE FRERERERERERE
3 2 (2| (F] (2 (2 (3 (2] (2 322 2 2 8|2
o o |g| B © ol o] B8] B |© o gl o] B © o
m| m |m |(m| |(m m| |m| [m| m |[m m |m| |m| |m| m m
£ £ (&) (£ £ </ (S (&) (£ (& £ [ (£ (] ] (<) |1$

Instant Messaging

8IP Trunking

z
m
[s]
<

As a general guideline:

You should not have to use the DEBUG logging level unless advised to do so
by technical support. It is generally never required in a production installation.
The INFO logging level is more than adequate and will produce dramatically
less log data.

Whenever possible, set the proxy logging to INFO as the majority of
messages pass through the proxy. Therefore, it is invaluable as a data
collection point. As long as a system has a reasonable size

disk, leaving the proxy at INFO level will only have a negligible impact on
system performance.

Collect snapshot data while the problem is occurring, not after you've found a
solution to the problem.

Limit the log data to a reasonable period of time when the problem is
occurring; if possible, it's best to capture a window from before the problem
started to after it is known to have occurred, but support rarely need more
than a few minutes of data either side of the event if it can be narrowed down
that much.
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Avaya 3456 UC Client

The Avaya 3456 will not upload contacts from SCS phonebook if Internet
Explorers proxy is in use. Internet Explorer’'s Proxy settings must be disabled
or exceptions for the SCS address must be put in place in order for the 3456
to gain access to the Phonebook. This is because non-Microsoft products
take their connection settings from IE.

SAS Stand Alone Survivability

Problem: When configuring SAS with AudioCodes gateway firmware prior
to version 5.6, if the SCS fails external calls may also fail. The FXO gateway
attempts to route to the SCS instead of making an external call.

1. Login to the SCS. From SCS Home Page select Devices followed by
Gateways.

A\/AyA \ Fri, 21 May 2010 2:04 PM Home Help Logout |:|
Users Devices

Features System Diagnostics
Phones
Phone Groups
Gateways
There are 15 users defined: SBC Routes re are 11 phones defined:
Device Files

200, 201, 202, 203, 204, 205, 206, 207, 2 4121dB8d5f, 0004f21e794a, 000412 1eeald,

210,211,212, 213, superadmin, more... Network Parameters 4f21f4bc?, 001b386bd1d0, 001b387bd1d0
Device Time Zone | 162136b4, 0021627032, franksoft

Add New User aulS0MElient, X000, MOTe...

Add new phone... w

Discover Devices

2. Select the Gateway to be configured with the SAS feature.

A\/AyA Thu, 15 Apr 2010 1:32 PM Home Help Logout [Search |
Users Devices Features System Diagnostics
Gateways
Add new gateway... ~| QuickLinks
[ Name Address Location  Model Description Dial Plans
Job Status
[ (A AVAYABCMS0 10.1.1.156 All Unmanaged gateway
Configure *unmanaged
i A MP118FX0 104.1.187 Boston AudioCodas MP118 FXO Local PSTN Gateway gateways", "SIP trunks” and
SIP Trunk Config detail PSTN gateways. PSTN
o To_Skype sip.skype.com Al SIP trunk runk Config details gateway models listed here
O® p-skyp relating to Skype are plug & play configurable
" very similar to how phones
0 @ com ot com Al SIP trunk are configured. A
configuration file for the
[] (& ToCbeyond sipconnectfca.atio.coeyond.net Al SIP trunk gfew’:';‘?g'sw“ for ,es;,;‘m,e gateway s
S Trunk Gaay b automatically generated. It
) ToVoxitas Y run way for can be automatically
o@ netlogic.net Al SIP trunk Voxitas ITSP downloaded by the gateway
when the gateway is
[ @ ToBT TSP sip.ser-001.natbt.com Al SIP trunk Tk Gatmyay for BT plugged In and powered up,
«or the configuration file can
[ (& ToCsio00 200.30.30.5 All SIP trunk be manually downloaded
and transferred to the
. Mediant 1000 PSTN jateway. An “unmanaged
! Med 1000 Al @ Y. gt
[ A Me 10.1.1.190 Al AudioCodes Mediant 1000 PRI Lo Qaleway* neads 1 be
- created for all manually
[0 (& Med1000BRI 10.1.1.210 Al AudioCodes Mediant 1000 BRI Mediant BRI Gateway configured galeways so that
they can be inserted into the
[_SendProfiles | [ SendAll Profiles | [ Restart | [ Delete | ma“’;,,an_
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3. The gateway’s configuration details will be displayed. Click the
Advanced Parameters link.

AVAYA

Configuration

PSTN Lines

CallerID

Dial Plan

SIP

Voice Codecs

Proxy and Registration
DTMF & Dialing
Advanced Parameters.
IP to PSTN Call Routing
PSTN to IP Call Routing
Supplementary Services
FX0

Netwaork

Media

RTR/RTPC

Management

Enabled
Name

Address

Serial Number

Firmware Version

Location

Shared

Description

Users

Gateway Details

Gateway : MP118FX0/AudioCodes MP118 FXO

Thu, 20 May 2010 9:38 AM Home Help

Devices Features System Diagnostics

Show Advanced Settings

MP118FX0O

Fora PSTN gateway: IP address of the gateway {example: 10.1.1.1) or the fully qualified hostname of the gateway
{example: galaway.example.com). The gateway can be on any rouled subnet without NAT. Faran TSP SIP Trunk:
Extemnal IP address or fully qualified hostname of the Intemat Telaphony Service Provider (e.g. itsp.axample.com). Note:
An SBC Route needs to be defined in the field balow. For a Direct SIP Trunk: Ta interconnact two VolP systams using SIP
anter the IP address or fully qualified name of the other systam.

0040214131fa

Usually the serial number is set to the device’s MAC address, for example: 0040214131fa

Restrict the gateway by selacting a specific location for which it can b used. A location is rapresented by a group of users
and you need lo create a branch for every location thal needs lo be distinguished. This setling allows routing of calls
based on in which location o by which user the call onginates (source routing). This is useful if usars located in a branch
office would like 1o hae a gateway praference so that calls are routed through their iocal gateway, i.6. to prasane WAN
bandwidth orto usa Caller ID offered by an analog gateway based on the PSTN number assigned to it. Only if that
gateway is not available call routing wil fall back fo other gateways spacified for the comesponding dialing rule.

If chacked this gateway can be used by any user in any location, even if a spacific location is selected. Thie setting is
checked by defaull so that users in an ientified lacation stil usa their prefered gateway, but the gateway can alsa ba
usad by other usars in other locations.

4. If the Advance Parameters are not displayed, click the Show
Advanced Parameters link.

AVAYA

Configuration
PSTN Lines
Caller ID

Dial Plan

SIP

Voice Codecs

IP to PSTN Call Routing
PSTN to IP Call Routing
Supplementary Services
FX0

Network

Media

RTP/RTPC
Management

Users

‘Gateway : MP118FXO / AudioCodes MP118 FXO

Proxy and Registration
DTMF & Dialing /
Advanced Parameters !

Thu, 20 May 2010 9:41 AM Home Help logout [Search |

Devices Features System Diagnostics

Gateway Details

To download the device
file click on
the link(s) below:

Show Advanced Settings

0040214131FA.ini

To setup a new gateway fill
in the parameters on this
page, then setup PSTN
Lines. No other settings
need to be considered as
all gateway parameters are
auto-configured for a typical
deployment. Consult the
gateway vendor's manual or
ask an expert for advice if
other parameters need to
be adjusted.

5. The SAS configuration parameters are located at the bottom of the
Advanced Parameters page.
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In the SAS Default Gateway field, enter the IP address of the device
that has access to the PSTN. In this example, the device is an
AudioCodes FXO Gateway.

Max Call Duration [min] [} {Default: 0)

Enable LAN Watchdog

Stand-Alone Survivability

Enable SAS

SAS Binding Mode

SAS Survivability Mode

SAS Enable ENUM

SAS Registration Time

SAS Local SIP UDP port

SAS Local SIP TCP port

SAS Local SIP TLS port

SAS Default Gateway

SAS Proxy Set

Redundant SAS Proxy Set

(oK) (Apply | (Cancel ]

D (Defaulf: unchecked)
(Defaulf: unchecked)
Enablefdisable Stand-Alone Survivability

{Default: checked)

Determines the SAS application datsbase binding mode. [0]: URI = If the incoming AoR in the |MNVITE requests is using a tel: URI or
user=phone is defined, the binding is. performed according to the user part of the URI only. Othenwise, the binding is according to the
entire URI, i.e., User@@Hoat (default). [1]: User Part only = The binding is always performed scconding to the User Part only.

o (Default: &)
The Survivebility mode used by the SAS spplication. 0:standsrd; 1:Always Emergency; 2:ignore Register
I:‘ (Defaulf: unchecked)
Determines whether the SAS application uses ENUM queries to route incoming INVITE reguests when in Emergency mode.
20 (Defaulf: 20)
SAS Repgistration Time
5080 (Defaulf: 5080)
UDP Port for SA45 SIP signaling
5080 (Defaulf: 5080)
TCP Port for SAS S|P signaling
5081 (Defaulf: 5081)
TLS Port for SAS SIP signaling
10.1.1.187 (Defaulf: 10.1.1.187)
SAS Default Gatewsay
1] (Defaulf: &)

Determines the Proxy Set (index number) used in SAS Nommal mode to forward REGISTER and INVITE requests from the users that ane|
served by the SAS application.

-1 (Default: -1)

Determines. the Proxy Set (index number) used in SAS Emengency mode for fallback when the user is not found in the Registered Lisers
database.

Note: For firmware versions pervious to version 5.6, the SAS Short Number
Length field will be displayed. The SAS Short Number Length determines
the length of the suffix used for Stand-Alone Survivability (SAS) Short
Numbering support. The dialed number is compared to the registered number.
This will be the number of digits to be passed to the gateway. For example, if
an IP phones registers with 9 01244 670200 the parameter would be setto 11
(digits). The valid range is 0 to 63 characters.
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Stand-Alone Survivability

Enable 545

SA5 Registration Time

SA5 Local SIP UDP port

SA5 Local SIP TCP port

Enable/disable Stand-Alone Sure
UDR Port for 545 SIP signaling

UDR Portfor SAS SIP signaling

0a0

I

ivability

(Default; unchecked)

(Default: unchecked)

(Defauft: 20)

(Defzult: 5080)

(Default: 5080)

TCR Port for SA5 SIP signaling

I

S45 Local SIP TLS paort 081 (Default; 5081)

TLS Port for 545 SIF signaling

|

545 Default Gateway

SAS Default Gataway

9

545 Short Number Length

Please refer to the SCS 4.0 Device Configuration gateways TBG for details
relating to SCS SAS Configuration with gateway firmware version 6.0.

Instant Messaging
Problem: Users cannot log in to Instant Messaging clients.

Solution
First ensure that the Instant Messaging server is running:

1. From within the SCS administrator interface, open the System menu
and select Servers.

AVAyA Tue, 20 Apr 2010 2:33 PM Home Help Logout |
Users Devices Features System Diagnostics
Licensing
Servers
Branches
There are 13 users defined: There are 10 Domain
200, 201, 202, 203, 204, 205, 206, 207, 0004m2107g4,  DiEIPlans
208, 210, 211, steve, superadmin 0004f21fdbc?  Internet Calling
more... 001b387bd1c Permissions
0021627032 ant,
Add New User wooooooooe, . IMport Export
LDAP [AD
Add new ph Backup Zl
Discover Dev Restore
Localization
Certificates
Software Updates
Date and Time
Logging Levels

2. Select the server on which the

IM service is situated. On some

networks, some services will be distributed across several different
servers. In this example all SCS service run from the same server.
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AVAYA

Users Devices

T 2

7] scsitel2.iteluk.com
Send Profiles |

Delete |

Tue, 20 Apr2010 2:38 PM Home
Features System
IP Address Description
10.1.1.185 Primary server

Help Logout |

Diagnostics

Add Server
Status

Registered

Clicking the Send
Profiles button will
cause configuration
files for all services to
be sent to the
selected servers, and
all affected services to
be restarted

auto mw&

3. Click on the Server Roles menu, located on the left-hand side of the

screen.
‘\VAyA Tue, 20 Apr 2010 2:42 PM Home Help Logout |
Users Devices Features System Diagnostics
Server
Configure Servers » scsitel2.iteluk.com
One or more roles can
= L be snabled on sach
Services i server.
(25 ilunking All roles can run on
NAT i one single server or
Monitor R the different roles can
¥ Instant Messaging be distributed to
several servers
[¥ Management forming a cluster.
Ahigh availability
¥ Primary SIP Router configuration can be
configured by
¥ Voicemail enabling a redundant

_OK | _Apply | _Cancel |

SIP router role.
Roles can be moved
to dedicated servers
o0 improve
performance.

4. A list showing all available roles is displayed. Roles that are ticked are
enabled. Ensure that the Instant Messaging role is ticked. By default
all roles should be enabled by default.

AVAYA

Server

Configure
Server Roles
Services
NAT

Manitor

Servers » scsitel2.iteluk.com

Users Devices

JCUCY B IO I R |

ACD

S|P Trunking
Conferencing
Instant Messaging
Management
Primary SIP Router

Voicemail

_OK | _Apply | _Cancel |

Tue, 20 Apr2010 2:42 PM

Features System

Home

Help Logout |

Diagnostics

One or more roles can
be enabled on each
server.

All roles can run on
one single server or
the different roles can
be distributed to
several servers
forming a cluster.
Ahigh availability
configuration can be
configured by
enabling a redundant
SIP router role.

Roles can be moved
to dedicated servers
o0 improve
performance.

5. Click Apply followed by OK to confirm any changes made.
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Note: If you do make a change to this screen you will be asked to restart
services. Click on the purple link that appears at the top of the screen to got to
the service restart page. Tick the check-boxes of any services listed and then
click the Restart button.

6. You will be returned to the server selection page.
Once you have ensured that the Instant Message role is enabled, ensure that
users are entering the correct IM password. If IM passwords have not been
configured then they will be the same as the users’ IM IDs.

Problem: MyBuddy not present in users’ IM clients

Solution:
If Instant Messaging group are members of a group:

1. Open the Users menu and select User Groups.

‘NVAyA Wed, 26 May 2010 3:58 PM Home Help Logout
Users Devices Features System Diagnostics
Users
User Groups
Extension Pool
There are 15 u TLS Peers There are 12 phones defined:
200,201, 203, 204, 205, 206, 207, 208, 209, 0004121dBd5f, 0004f21e794a, 0004f21eeald.
210,211,212, 213, Lisa, superadmin, more... 00042174bc7, 000eed238b51, 001b386bd1d0.
001b387bd1d0, 002162ff36b4, 002162f7032
Add New User franksoft, paulsoficlient, XX0000000(, MOTe...
[Add new phone... |
“WW\/\{W-\MWW-»M\, 8.5 Vo e ss Wi QU oy

2. Click on the Instant Messaging group.

INVAyA Wed, 26 May 2010 3:58 PM Home Help Logout
Users Devices Features System Diagnostics
User Groups
‘Groups allow you to organize users into logical groups and share settings between users in the same group. Users can be in any The order of groups is only
number of groups. Groups can also be used to specify a location, such as a branch office. This can be useful if location based routing is important when the groups
used (see gateway configuration). have different values for
the same setting. The
Add Group | setting value in the last
r Group Name Number of Members group has highest
precedence.
r 1. g administrators 1
=l 2.4 M —— 10
r 3. 7} Phonebook 3
Aot Aua” ) — L — ~ PO S VL T \-‘..‘ ) s |

48 NN40010-530 Issue 1.3 SCS 4.0



Troubleshooting

3. Click on the Instant Messaging menu.

Unified Messaging

Personal Auto-Attendant

MyBuddy
Call Forwarding

Instant Messaging —————

tNVAyA Wed, 26 May 2010 4:01 PM Home Help Logout
Users Devices Features System Diagnostics
User Group Settings
Configure Show Advanced Settings

Instant Messaging

Schedules
Conference ge=s===ssssssssssg

Enable IM account W ! (Default: unchecked)
External User Be H

ciated account wil ba configurad on th Instant Messaging service.
Speed Dials Add M .
user group as H !

Music On Hold 9 P . = | (Default: unchecked)

group : ]
Permissions roup wil be added as an IM group on the Instant Massaging servics
Caller ID :

Add MyBuddy to the IM

group = : (Default: unchecked)

If chacked. MyBuddy wil be added as a member of the IM group. MyBuddy can not b ramavad by a user.

oK | _Apply | | Cancel |

4. Ensure that the add MyBuddy to the IM group option is enabled by
ticking the check-box.

Personal Auto-Attendant

™ —r—— - - r
i S R S —— jane Apiiiaian s diid - . ! . g T s
'/\s;mg;‘ ST AT ol e ottt i T A g M
Add user group as IM
Music On Hold group 9 P . ~ | (Default: unchecked)
Permissions T B e D G R P e
CallerID

Add MyBuddy to the IM

group = (Default: unchecked)

Instant Messaging If checked, MyBuddy wil be added as a membar of the IM group. MyBuddy can not ba removad by a user.
MyBuddy

OK Apply Cancel
Call Forwarding —I —I —I

5. Click Apply followed by OK.

If IM users are not grouped on your network each user will have to enable

MyBuddy from within their own SCS user portal:

1. Log in to the user interface and click on My Information.

AVAYA

Contact Information
Unified Messaging
Distribution List
Conferences
Instant Messaging
Music On Hold
Attendant

ey 5

MMM“‘E \\%ﬂ‘\w \MW -

Alex Samson Wed, 26 May 2010 4:10 PM Home Help Logouf

‘Speed Dial Call History Phonebook Phones

MyBuddy | Click button to enable MyBuddy, which will add MyBuddy to your IM buddy list. Alternatively you can manually add
MyBuddy through IM client.

IM Notification

Conference Entry IM M
Send me an Instant Messages as parbcipants amve
Conference Exit IM =2 (Defauit: checked)
Send me an Instant Messages as parbcipants depart
VoiceMail Start IM =2 (Defauit: checked)

Sond me an Instant Message when a callar begins a call answering session

(Defauit: checked)
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2. Click on MyBuddy.

3. Click the MyBuddy button at the top of the screen to enable MyBuddy.

ﬁVAyA Alex Samson  Wed, 26 May 2010 4:10 PM Home Help Logou|

My CallF Speed Dial CallHistory Phonebook Phones
My Information
Contact Information | MyBuddy | Ciick bution to enable MyBuddy, which will add MyBuddy to your IM buddy list. Alternatively you can manually add
Unified Messaging MyBuddy through IM client.
Distribution List
IM Notification
Conferences
Instant Messaging Conference Entry IM (Defauit: checked)

R e T e I T Y C W e e

4. Click Apply.
Problem: MyBuddy and/or other SCS IM Buddies do not appear in Gtalk.

Solution:

There are two solutions that you might try for this issue, the first of which is
server related, the second relates to user account settings.

First, check that IM federation is enabled:
To configure Federation:

1. Open the Features menu and select Instant Messaging.

tNVAyA Wed, 12 May 2010 3:50 PM Home Help Logout I

Users Devices Features Syst Di: i
Agent Status
Conferencing
There are 6 users defined: Auto Attendants  hones defined:
200, 201, 202, 203, 204, superadmin e 0004R21eea0d
more.... Paging Groups 002162ff7T032
nore...
Add New User Hunt Groups

O

Musicon Hold o o
Phonebocks
Instant Messaging
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2. Click on Server to Server..

thVAyA Wed, 12 May 2010 3:51 PM Home Help

Users Devices Features System Diagnostics
Instant Messaging
Server to Server
Message Logging \ Server to Server Federation
Enabled [l (Default: unchecked)

If checked |M service allows server to sarver federation with extemal IM sarvers.

Port [2s9 (Default: 5269)

3. Enable federation by ticking the Enable check-box.

Logout [Search

I i e T = e T e

‘sVAyA Tue, 20 Apr 2010 4:40 PM Home Help

Users Devices Features System Diagnostics
Instant Messaging

Servers » scsitel2.iteluk.com » Instant Messaging

Server to Server Federation

| Enabled = I (Default: unchecked)

If checked IM service allows server fo sarver faderation with external IM servers.

Port [5289 (Default: 5269)

Logout ISearsI"

Show Advanced Settings

Wm_:‘w‘wwd <A L‘“‘\m hrmfwwﬁum 4 W Y

4. Next, decide which IM servers will be allowed communication with the
SCS. If all servers are acceptable simply tick the Allow any server

check-box.
AVAyA Tue, 20 Apr 2010 4:44 PM Home Help Logout |Sezrch
Users Devices Features System Diagnostics
Instant Messaging

Servers » scsitel2.iteluk.com » Instant Messaging

Server to Server Federation

Enabled ¥ (Default: unchecked)
If checked IM sarvice allows server to server federation with extemal IM servers.

Port 5269 (Default: 5268)

Fort number used by IM service for server to server federation.

Allow any server ¥ I (Default: unchecked)

of Disallowsd servers.
If not checked the Allowed senvers need o be ksted.

Allowed servers

List of the sarvers that are allowed to connect.
Only relevant when Allow any severis disabled.
Separate multiple servers with commas: sevarf.com:4563, serverZ.ca, senvard.nat.

Disallowed servers

List of the servers that are prohibited from connecting
Only relevant when Allow any sever is anabled.
Separate multiple servers with commas: sevarf.com:4563, serverZ.ca, senvard.nat.

Show Advanced Settings

If checked any extemal IM server is alowed to connect. Excaplions can be specified on the kst

e WP I W W G T e P
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Use the Disallowed servers field to define any servers that are
exceptions to the ‘Allow any server’ clause. This is a useful feature if,
broadly speaking, all servers are allowed but there are a few that you
would like to block. For example, you may wish to allow all IM servers
except Google Talk, in which case you would enter gtalk.com in the
Disallowed servers field.

5. Click Apply followed by Home to continue.

6. Restart any necessary services by following the pink here link.

AVAyA Wed, 12 May 2010 3:57 PM Home Help Logout

Users Devices Features System Diagnostics

One or more services need to be restarted. For detalls click: here  gfem——
There are 6 users defined: There are 5 phones defined:

200, 201, 202, 203, 204, superadmin, more... 0004721dBd5f, 0004f21eeald, 002162ff36b4.
002162ff7032, Y0000000000K, MOTE...

|Add new phone... |
Discover Devices

Add New User

The SCS IM service can now be used to message contacts on other
messaging services outside of its own domain.

@ Buddy List

Buddiez Accounts  Tool:  Help

= I =
P

T - | -
\_} alexgzamsonEgooglernail. com *

O Bob Jenking

Edl Dnes\
Qifline

Frank Carl Local SCS
Difline contact External

— I
John Carter contact
Qifline

m

b ary Jores
Qffline

O by
Tepe help for 3 list of commands.

Fatrick Murphy
Offline

sheve

Difling IyBuddy

superadmin

Offline ;I

() Availatle -
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If the problem persists once you have checked IM Federation settings, check
whether an alternate IM account has been defined within the user's SCS
profile:

1. Navigate to the user account in question by opening the Users menu
and selecting Users.

tNVAyA Thu, 22 Apr 2010 9:27 AM Home Help Logout I&ear;r'

Users Devices Features System Diagnostics
Users
User Groups
Extension Pool
TLS Peers 's defined: There are 10 phones defined:
200, 201, 202, 203, 204, 205, 206, 207 0004f21e794a, 0004f21eeald
210, 211, superadmin, more... 000421f4bc7, 001b3B6bd1d0
001b387bd1d0, 0021623604
Add New User 0021627032, franksoft. paulsoftclient
HO0O000OKK, MOTE...
|Add new phoree... =

Discover Devices

2. Select a user.

AVAyA Thu, 22 Apr2010 9:30 AM Home Help Logout |Search

Users Devices F yst Di;

Users

Add New User

: Select the Add New
Filter by... -1 User link and create a
I userip - First Name Last Name M D Aliases new user.
After user is created
M &2 Ed Jones 200 you can associate it
with one or mare
O &0 Frank Cortell 201 managed phones
202 Tony Smith 202
] 203 Eric Constantine 203
- £ 204 John Carter 204

o s orsB s s T TN LB v i,

3. Click on Contact Information, located on the left-hand side of the
screen.

tNVAyA Thu, 22 Apr 2010 9:32 AM Home Help Logout [Search
Users Devices Features System Diagnostics
Identification
User: 203
Identification Show Advanced Settings =~ Existing Groups:
Unified Messaging administrators,
" UserID |203 Phonebook,
Contact Information InternalPhonebook
4
The User ID can be a numeric extension like 123 ora name like jamith. The User ID i
Phones displayed by the phone and it is therafore recommendad to use the intemal extansion as the E;"mejrém ™
I User ID. If using DID configure the DID nwpber (or its DNISyportion) as 2n alias. malGroup, iM,
a RN %% K_\ ,"’_\' s i Ve YU
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4. Toward the bottom of the contact information form you will find a field
called Alternative IM account. Enter the user name and domain of the
user's secondary IM account in this field — for example
ericcon@googlemail.com.

~ e , ~ .
e ﬁ_,-"‘  — — e r1ml-k__"_""' -_,,,_/ e et Nt W g e o /—" - _/"ﬁ f : -/ s
Instant Messaging -
E-mail - A
eric@business.com
MyBuddy address @

IM account 203
Alternate E-mail l—
address

Alternative IM - -
ericcon@googlemail.con
account

Location

Home address

Street
City

5. Click Apply followed by OK.

The user can add MyBuddy or any other SCS-based IM contact to their
external IM account. When adding an SCS contact to a non-SCS IM client,
you must specify the full IM ID, including the domain name, for example:
mybuddy@scshost.scsdomain.com.

Note: Clicking the MyBuddy button found in the user portal on the ‘MyBuddy’
page will not activate MyBuddy in an external IM account. MyBuddy must be
added manually like any other contact using the client’s ‘add contact/buddy’
process.
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SCS Toolbar

Problem: Once installed, the toolbar does not register and function with the
SCS.

Solution:

Ensure the SCS Host name has been entered correctly under the Toolbar’s
Options menu. The SCS user’s login credentials should also be added.

L] _‘1 9 |5 =)
| Home  send/Receive  Folder  View | Adddns
CallPilot Desktop Messaging ~ {4 New CallPilot Message  [ifi] CRM (3] GB & B4 [ Q) £ ) New Record + [ Track in CRM [} Advanced Find 2 Go Offline @
CallPilot Desktop Messaging ~ | &g/ & snagit &' Window
CRM ~ R @ Q Find Phones @ Phonebook ¢ Callforward % Conference Call G DimDim @0 Voice mail | # Options '@ RSSFeeds 7 About
lenu Commands Toolbar Commands G
7 SCS account settings
4 Mailbox - Edward Jones & -
a SCS Host Name: scsitel2iteluk.com »
1| [ 0| Received From Subject User D 202 &
User PIN seee
Conference phone #: 55563256
Internal DN length: 4
Dialing prefix: )
DimDim account settings
DimDim login edward
DimDim password: sesescee
Voicemail settings
Voicemail check interval: |30 sec a4
RSS settings - application restart required
¥ Enabie RSS
Feed Location: http://avayablog.com/index:
Titke: RSS Feeds
w Langugage settings - application restart required
Language: English ot )
. - pa— W Enable Highlighting
IV Scan Outiook address book for phone numbers from e-mails
Ok Cancel
WMMWWWVWWWMM/W

Problem: The Toolbar does not recognize UK numbers when numbers are
dialed using the Toolbar application.

Solution:

With this release, the toolbar only recognises the North American telephone
number format.

Below is a list of recognizable phone number formats of USA and Canada:
+1SZZZSXXXSXXSXX

+15(Z2ZZ) SXXXSXXSXX

(+1522Z) SXXXSXXSXX

1SZZZSXXXSXXSXX

15(22Z) SXXXSXXSXX

(1522Z)SXXXSXXSXX

ZZZSXXXSXXSXX

(2ZZ) SXXXSXXSXX

X - digit or character in upper case
zzz - area code
S - separator symbol: " " (spacer character), "-", "." , " (no characters)
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Avaya Support — Pre Contact Checklist

Before contacting SCS Avaya support, you may wish to consider and gather
certain information which may assist the support team and lead to a quicker
solution to the problem.

If possible, before contacting support:

¢ Provide a full description of the issue including appropriate screenshots
of the SCS interface.

e A list of solutions/actions you have taken to attempt to resolve the
issue.

¢ Note the release number of the SCS software installed.

e Confirm whether the SCS is in a High Availability or standalone
environment.

e Confirm whether DNS A-Record/SRV records have been configured
and utilised for the SCS installation.

e Confirm whether DHCP option 120 / option 66 in use in the SCS
network.

e Create a diagnostics Snapshot relating to the configuration / problem
issue.

o If appropriate, provide details relating to any gateways utilised,
including firmware levels relating to PSTN gateways. For example,
AudioCodes gateways.

e If appropriate, provide details relating to any SIP Trunk gateways
utilised.

e If appropriate, provide details relating to the IP Phone models used in
the SCS environment.
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SCS Community Portal

The SCS Community Portal has a large amount of information including
demonstrations and documentation relating to SCS 4.0. SCS administrators
can register with a community account, and gain access to documentation,

training and SCS related software.

Information on many SCS topics can be found within the SCS community
portal. Information is also shared across the community and questions relating

to the SCS can be raised with other community members.
The SCS Community Portal can be accessed via this web page.
http://scsavaya.com/

SCS administrators would first register with the Community portal.

SCS Community Portal

W iil CONTENT

CREATE NEW ACCOUNT LOGIN  REQUEST NEW PASSWORD

User account

CREATE NEW ACCOUNT

Once registration is confirmed, access to the portal is available.

SCS Community Portal

v [ESWRTY]  cS TECHNOLOGY INFORMATION PAGE

‘‘‘‘‘‘‘‘‘‘

~ NEW FORUM TOPICS
ere & way le the M
fu the 1 XX phos

SCs 4 CH TRANSFE
USEFUL LINKS 8 ‘ POLL
» Siproundry Wik o ont sl g

SCS 4.0 UPDATE
m RECENT BLOG POSTS
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