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Introduction

DHCP and DNS play an important part in the operation of any SCS installation.
There are many configuration variables to consider when installing a new SCS
system: what type of DNS is in use on the network? Is Dynamic IP addressing in
use? What host name and IP address have been reserved for the SCS? The aims
of this document are:

e To highlight network configuration issues you should consider before
starting the installation.

e Show you how to configure DNS and DHCP for use with the SCS.

The Pre-Installation checklist can be found in the opening pages of the SCS
Release 4.0 Initial Install guide and SCS Release 4.0 Configuring the SCS with
High Availability and is a recurring topic in any discussion concerning the
installation of the SCS simply because it aids preparation by both providing the
installer with the information they need to successfully perform their task, and
informs the site network administrator of the work that will be undertaken on his
network — allowing him to take all necessary steps. The questionnaire is
reproduced on the next page.

Note: There are a multitude of different DNS systems around the world. This guide
uses as its example Windows Server 2003. The instructions and screenshots
concerning how to configure DNS and DHCP settings are therefore relevant to this
system only. However, the values prescribed for DNS A Records and SRV
Records can be applied to any DNS system.
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Parameter Value

Root User Password

Time Zone

Host Name (please supply a fully
qualified domain name, for example
scshost.domainname.com)

IP Address (as set in the DNS)

Default Gateway

Subnet Mask

Does the network have a DNS server?  Yes/No

Is your DNS server capable of Yes/No/NA
generating SRV records?

(SRV records are not a necessary requirement when
configuring a non-HA SCS system, but if they are
present in the DNS they have an impact on how you
configure the SIP domain later in the configuration
process, i.e., they determine whether you define the
SIP domain with a fully qualified domain name or just
a domain name)

Primary DNS (the IP address of your
host)

Secondary DNS (the IP address of your
host)

Does the network have a DHCP Yes/No
server?

On the DHCP server, can Option 66 be  Yes/No/NA
configured to point at the SCS IP
address for TFTP provisioning?

Is network time configured through
NTP?
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DHCP (Dynamic Host Configuration Protocol)
In the context of the SCS, DHCP is used to:

e Allocate IP addresses to IP phones and gateways when they are connected
to the LAN.

e Optionally provide newly connected phones with the location of the TFTP or
FTP (depending on phone type) service used to issue managed phones
with configuration data necessary to operate in the SCS network.

Certain configuration changes will have to be made to a network’s DHCP service
(if indeed it is in use; not all sites will necessarily utilize DHCP, in which case IP
addresses for devices such as phones will be configured statically) before the SCS
installation can take place. These changes will be covered in step-by-step detail
later in this document, but for now, they are:

e Reserve an IP address for the SCS.

e Define the host name that will reside at that address.

e Configure Option 66 — this is a completely optional setting that simply helps
in the phone configuration process; the system will function perfectly well
without it.

Your address is 10.1.1.67

The TFTP address is 10.1.1.195 )

Youareat 10.1.1.195, your
nameis

seshost.scsdomain.com.

The relationship between DHCP and the SCS
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DNS (Domain Name Service)

DNS is used to help the flow of data to the correct networking equipment by
translating domain names to IP addresses. Not all sites utilize DNS, but a large
majority do. In this document we will look at how best to configure DNS to suit a
range of SCS scenarios.

You will probably be aware that a range of different DNS servers are used across
the world, for the purpose of this guide we have focussed on Microsoft Server
2003. Some of the principles discussed over the coming pages will bear some
similarity to most systems, but the way in which some information is configured will
differ.

On sites that utilize DNS, ‘records’ that relate to the SCS will have to be configured
in order that the DNS can resolve queries relating to the SCS. These records can
take the form of:

e A Records — used to translate a host name to the IP address of the specific
machine.

e SRV records — used to identify exactly which machine or machines offer a
particular service, e.g. SIP.

Depending on the configuration and make-up of the network, and the type of
installation you are going to perform (single server or dual server HA), different
types of record will be needed. Put simply: a single server (non-High Availability)
system will function perfectly well with DNS A Records on their own or A Records
and DNS ‘SRV Records; whereas a dual server (High Availability) system will only
function with a combination of A Records and SRV Records. So Question 1 is this:
Are you installing a single or dual server system?

Of course, there are other factors to consider. For instance, a third party DNS
server is not the only possibility. It is entirely possible that you may encounter a
site that does not make use of DNS, in which case you will have to enable the
SCS’s own DNS service. Question 2: What type of DNS, if any, is in use on the
site?

When using the onboard SCS DNS with a third party DHCP server, ensure that
you change the DNS address referenced in Option 6 on the DHCP server. This is
covered later in this guide.

The SCS’s own DNS facility is simple to use: it has two configurable settings: On
and Off. You will not need to configure any records since the SCS takes care of
that for you by creating its own SRV records.

WARNING: You should not mistake this feature for a quick route to avoiding
creating records on a third party DNS. It is recommended that in circumstances
where a site operates a third-party DNS, the SCS’s own DNS should be disabled
since all requests will be handled by the primary DNS (i.e., the Microsoft server,
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Linux server, etc). In such circumstances, enabling the SCS DNS does not remove
the need to create records on the third-party DNS.

You will likely meet one of three DNS scenarios when rolling out the SCS:

Impact on Installation

The DNS configuration in use on the destination network has a direct impact on a
key area of the installation process — namely what you enter in the SIP Domain

field.
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Basically, the rule of thumb is this:

e If SRV records are not in use, you must enter the fully qualified domain
name (FQDN) of the SCS server — that is, the host name and domain name
configured on the DNS, e.g., scsserver.domain.com.

e If SRV records are in use, enter just the domain name — e.g., domain.com.
So what does this mean for single server installs and dual server installs? Just this:

e Single server installations function perfectly properly with either A Records
or A Records with SRV records, just be aware of what records are in use so
that you enter the correct value in the SIP Domain screen.

e Dual server installs must always have A Records and SRV records
configured in the DNS, therefore you will always just enter the domain name
in the SIP Domain screen for any server being configured as part of a High
Availability system.

Single Server
Install (Option 1)

Single Server
Install (Option 2)

Dual Server HA
(Only 1 optiott
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Configuring Windows Server 2003 DHCP

Reserving IP Addresses on Windows Server 2003

On sites that utilize a DHCP server it may be necessary to reserve the IP address
that the SCS will use; this will prevent that address from being used by other
devices that join the network. To reserve the address you will need to know 3
things:

e What address the SCS server (or servers in the case of an HA
configuration) will use.

e The host name that the server will be assigned — this will also be used to
configure DNS records.

e The server's MAC address. A MAC address is a 12 character alpha-numeric
code that on some devices can be found on a label at the rear or on the
underside. If there is no obvious MAC address label on the server you can
run the i fconfig command once the setup wizard has been run and you
have access to the command prompt.

[rootlbugs ~]1# if
ethi

 hytes:3483194 (3.3

Metric:1
d:0 rruns:0 frame:0
iropped:0 owverruns:0 carrier:0
Euelen

1746140 (11.2 MiB) TX hyte=z:11746140 (11.2 MiE)

[rootibugs ~]# I

Note: Static LAN settings can be configured on the SCS before DHCP and DNS
have been properly configured so that you can access the command prompt to
run ifconfig to obtain the MAC address. Once Windows Server configuration is
complete you must reboot the SCS servers so that they connect properly.

1. On the Windows Server, open the DHCP server application, either by
double-clicking on the desktop icon, or by navigating through the Start
menu.
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@E Active Directory Domains and Trusts
ﬁ Active Direchory Sites and Services

@ Active Directory Users and Computers
@ Certification Autharity
Cluster Adrinistrator

@ Component Services
g Computer Management

i Configure Your Server Wizard
Data Sources {ODBC)

DHCP
Distributed File System
DS
Domain Contraller Security Policy

Domain Security Policy

Adminisirator

Event Wiewesr

File S I o
“j Manage Your Server e serer Hanagemen

gl My Computer
- | & Licensing
E’ Control Panel j Manage Your Server
@ Microsoft \MET Framewatk 1.1 Configuration
@’l Administrative Tools )
Sn Microsaft \NET Framewark 1.1 Wizards

Wind Catal
& #-Lite w3 WIEERS G g Metwark Load Balancing Manager
% windows Update
@ Performance

-
;\/ Windows Explorer

A DS I Accessories » (&2 Remote Desktops
17 Soundmas v B Routing snd Remots Access
Command Prom @ Startup » % Services
@ Inkernet Explorer 1]? Terminal Server Licensing
@ DHCR @ Outlook Express Terminal Services Configuration

ﬁ' Terminal Services Manager
9 Inkernet Information Services (1150 Manager

§. Remate Assistance

f;i Administrative T
7] Windows Powershell 1,0

@ Microsoft Exchange Server 2007
I@ Keyboard Driver

I wLite

‘g Paint

Log Off @ Shut Down

|d/start | (& @ | 3, dnsmgnt - [DNSITRAIE. |

J@‘ AL @O o7

2. In the left-hand pane, double-click on the ‘Scope’ in which the SCS will be
situated — a scope is merely a range of IP addresses to which devices can
be assigned.

K8 pHCP
File  Action Miew Help

e |AE XFERIBE®

B2 pHcp Scope [200.30.30.0] scs scope
EI@ trainerdns. scsnetwork. local [200.30.30.
5-£3 - Contents of Scope I

u]
| Address Pool

{7 Server Options
@Address Leases

@Reservations
@Scope Options

Double-click

4 |

3. Right-click on Reservations and select New Reservation.
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4. In the New Reservation window, enter the server’'s fully qualified domain
name — the host name and domain name, for example, in this illustration the
device name is scsl.scsnetwork.local.

MNew Reservation |

Provide information for a rezerved client.

Bezemation nare:

IP address: |2nn. 30 .30 .

MALC address: I

Dezcription: I

Supported types
* Both

™ DHCP anly
" BOOTP only

Add Cloze

5. Enter the IP address that you would like reserved for this server.

Provide information for a rezerved client.

B eszervation name: zcz 1 zoznebwork. local

IF address: |2EIEI. an. 3.4 %

MALC address: I

Dezcription: I

Supported types
i+ Both

™ DHCP anly
" BOOTP only

6. Enter the server's MAC address (without the colon separators).
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hewreservaon —___BE]

Provide infarmation for & reserved client.
B eszervation name: |3c31.scsnetwurk.lncal
IP address: |200. 30 .30 5
MAC address: [001 5042632 i—
Dezcription: I

Supported types

i+ Both

™ DHCP anly

" BOOTP only

Aydd Cloze

7. Click Add.

8. Repeat steps 4-7 to add another reservation if you are installing two
servers.

9. Click Close when you have finished adding servers.

10.To view your new reservations, single-left-click on Reservations in the left-
hand pane. All reservations are displayed in the right-hand pane. In this

example, two reservations have been configured for scsl.scsnetwork.local
and scs2.scsnetwork.local.

8 pHee ISi[=] F3

Eile  Action  ¥iew Help

e EEEEEE
Doo

= @ trainerdns, scenetworlk. local [200,30,30, —I—
=21 Scope [200,30,30,0] scs scope AEERAEEnS

tddress Pool (=1[200.30,30,206] bem450-5miths1..

@ Address Leases [E[z00.30,30,5] =cescsnetwork. o,

Reservations (& [200.30,30,6] 2cs2.scsnetworkl.. .

(i@ Scope Cptions

..... {5 Server Options

4] | Hl
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Setting Option 66 on Windows Server 2003

Note: Option 66 is a DHCP option used for provisioning Avaya 1200 series phones
and Polycom phones. Other phones may function with other DHCP options.

Option 66 can be configured on the DHCP server to direct IP phones to the SCS
server for user profile information, so that when the phone picks up its IP address
during boot-up, it will also automatically connect to the SCS for its user profile. This
information can be configured manually on the phone itself in the absence of a
DHCP server or Option 66, but for speed and efficiency purposes you may wish to
configure this option on the DHCP server. On a large network with many users it
would make sense to be able to simply plug phones in and have them gather all
the information they require automatically, rather than having to set the download
address (or TFTP server address) on each phone individually.

To configure Option 66:

1. On the Windows Server, open the DHCP server application, either by
double-clicking on the desktop icon, or by navigating through the Start

menu.

e’[-'; Active Directory Domains and Trusts
ﬁ Active Direchory Sites and Services

@ Active Directory Users and Computers
@ Certification Autharity

% Cluster Administrator

@ Component Services

Q Computer Management

i Configure Your Server Wizard
Data Sources {DDEC)

DHCP
Distributed File System
DS

Domain Controller Security Policy

e
3
2,
i

Domain Security Policy

Adminisirator

Event Wiewer

J e oD nﬁ] File Server Management

3‘ My Computer
- | & Licensing
B’ Control Panel I Manage Your Server
@ Microsoft \MET Framewatk 1.1 Configuration
@l Adrninistrative Tooks
@ Microsoft MET Framewatk 1.1 Wizards

Wind Catal
& #-Lite w3 WIEERS Gl g Metwark Load Balancing Manager
‘“ Wwindows Update
@ Performance

-
;\/ Windows Explorer

.-lg.l. DS I Accessories » (&2 Remote Desktops
— 17 Soundmaz » E Routing and Remote Access
Cummand Prom @ Startup e % Services
@ Inkernet Explorer 1]3 Terminal Server Licensing
@ DHCR IQ Outlook Express Terminal Services Configuration
. s—- Remate Assistal F Terminal Services Manager
‘g Paint @ Administrative T 8 Internet Information Services (115 Manager

7] Windows PowerShell 1.0

jii i
Event Yiewer @ Microsoft Exchange Server 2007

.@ Keyboard Driver
AlErograms | [

Y
3
3
13
13

Log OFF @ Shut Down
| istart | (3 & | ﬁdnsmgmt-[DNS\TRAINE...' | @‘ R N

2. In the left-hand pane, double-click on the ‘Scope’ in which the SCS is
situated — a scope is merely a range of IP addresses to which devices can
be assigned.
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19 pHeP =1 E3
File Action Miew Help
¢ | EE XFRR|2E ®
LB
E---@trainerdns.scs twaork. lacal [200.30.30.—I—
SR} ocope [20 0.0] scs scope n;z;ts DFPScolpe
[[]4ddress Poo
£ server Options @Address Leases
E@Reservations
@Scope Options
Double-click
4 |
| I I
3. Click on Scope Options to call up a list of configured DHCP options in the
right-hand pane — if Option 66 is already configured you will not be able to
configure another instance, in which case the TFTP address will have to be
set on phones on an individual basis. Check with the site administrator.
18 Hep =] B3
Bile  Action Yiew Help
= | BE DR @0 &
oo
EI@ trainerdns scsnetwork,local [200.30,30, -
EID Scope [200,30,30,0] scs scope Option fMame Yendor Yalue Class
address Poal gﬁgﬂtﬁ Router Standard 200,30,30.1 None
(3 Address Leases ﬁ‘nua DS Servers Standard 200,30,30.2 Mone
(& Reservations gﬁgms DM Dromain Manme Standard sesnetwork, local Mone
H Scope Options
CB Server Options
Already configured options
< | ) | [
| | |

4. Right-click on Scope Options in the left-hand pane, and select Configure

Options.

16
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8 pHCP M=l E3

Bile  Action  Wiew Help

€= DM B R 2m P

@ DHCP Scope Options

EI@ trainerdns scsnetwork,local [200.30,30,

5 Srope [200,30,30.0] scs scope Opkion Mame Yendor Yalue Class
T address Poal gﬁgﬂtﬁ Router Standard 200,30,30.1 Morne
@ address Leases gﬁanus DS Servers Standard 200.30.30.2 None
(& Reservations gﬁéms D5 Domain Narme Standard scsnetwork,local None
Ca?;w Configure Options. .. ﬁ
Wiew 3
Refresh
Export List...
Help
4] | ] | 2

|ConFigure scope opkions | |

5. Scroll down the list of available options and select 066 Boot Server Host
Name by placing a tick in its check-box.

Scope Dptions

General I Advanced I

Ayailable Dptions | D' escription il
[ 049 3 window System Display Array af &=

O 064 MIS+ Damain Mame The name o

O 065 MIS+ Servers & list of IP a—
(&5 Baoot Server Host Mame TFTP boot 5
J | o

— Data entry

String walue;

ak. I Cancel Apply
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6. In the String Value text box, enter the IP address of the SCS server — if
installing an HA system, enter the address of the primary server.

General | Advanced I

Ayvailable Dptions | Deszcription ;I
[T 049 & window Systern Display Array of W

[ 064 MIS+ Domain Mame The name o

[ 065 MIS+ Servers A list af 1P a—
0EE Boot Server Hozt Mame TFTP boot : =
- | o

— Drata entry
String value:

20030209 i—

] I Cancel Apply

7. Click Apply followed by OK.

8. The new option is displayed in the right-hand pane. Option 66 configuration

is complete.
0 pHep IS[=] E3
Bile  Action  Wiew Help
= B B 2 E
@ OHCP Scope Options
EI@ trainerdns scsnetwork,local [200.30,30, -
- Option Mame Yendor Yalue lass
EICl Scope [200,30,30.0] scs scope
([ Address Pocl gﬁgﬂtﬁ Router Standard 200.30.30.1 None
@ address Leases gﬁgnus DS Servers Standard 200.30.30.2 None
(& Reservations 015 DS Domain Name atandard scsnetwork, local None:
i @ Scope Options 066 Boak Server Host Mame Standard 200.30.30.5 None I
i Server Options
| | KN | [
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Setting Option 6 (When Utilizing SCS Onboard DNS)

In circumstances where you find it necessary to use the SCS’s own onboard DNS
service along side a third party DHCP server, you will need to specify the address

of the SCS DNS. This is done in the following way:

1. In the left-hand pane, double-click on the ‘Scope’ in which the SCS is
situated — a scope is merely a range of IP addresses to which devices can

be assigned.

I8 pHCP

File Action Miew Help

H=1E3

= | OEXFRR|2E ®

B9 pHep Scope [200.30.30.0] scs scope
EI@ trainerdns,scsnetwork.local [200,30,30,
: g e D — Contents of Scope I
SRS} ocope [200.30.30.0] scs scope =
“+{{F Server Options ([ Address Pool
(D address Leases
E@Reservations
@Scope Options
Double-click
1 |

2. Click on Scope Options to call up a list of configured DHCP options in the

right-hand pane.

I8 DHCP

Eil=  Action Wiew Help

=] B |

e = |E@E| [ B2 6|

B2 oHCP

{7 Address Pool

@ Address Leases
-3 Reservations

----- {_ Server Options

= E:. trainerdns, scsnetwork. local [200
=1 Scope [200.30,30.0] scs 5o

Scope Options

Cption Rlame Wendor Walue

&DDS Rouker Standard 200,300,301
5?015 DMS Comnain Marne Skandard scsnetwork. local
.5?066 Boot Server Host Mame Standard 200.30,30.5

*
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3. Right-click in the right-hand pane and select Configure Options.

I8 pHep I[=] E3
File Action ‘iew Help

= BE DR 2| &

@ DHCP Scope Dptions

= ﬂ) trainerdns.scsnetwork, local [200

=[] Scope [200.30,30.0] scs sce Cption Mame Yendor Yalue

; Address ool 003 Rouker Skandard 200.30.30.1
E@ Address Leases &015 DNS Domain Mame Standard scsnetwork. local
CE Resarvations g@ﬂﬁ-ﬁ Baoot Server Host Name Standard 200,30,30.5

. @ Scope Options
“-{_F Server Options

Configure Opkions, ..
Refresh

Expart List,..

View 4
Arrange lcons 3

Line up Icons

Help

al | His 2

|C|:unfigure scope opkions | |

4. Scroll through the list of available options and select 006 DNS Servers by
placing a tick in its check-box.

Scope Options ﬂ

General I Advanced I

Available Dptions | D ezscription il
[ 005 Mame Servers Array of marr—
006 DMS Servers Array of DM

[ 007 Lag Servers \ Array of MIT

[ 008 Cookie Servers Array of coo -
| | _'I_I

— Data entry
Server name:

I Resalve |

IP address:

[ . . . .-’-\;Idl
[ o

k. Cancel Apply
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5. Enter the IP address of the SCS and click Add (if installing an HA system in
which both SCS servers will provide DNS add the secondary server’s
address too).

Scope Options ﬂ E

General | Advanced I

Auailable Dptions | Dezcription ﬂ
O 005 Mame Servers Array of han—
00E DMS Servers Aray of DM
O 007 Log Servers Array of MIT
O 008 Cookie Servers Array of coo -
| | 3

— Data entry

Server name;

I Fezolve |

|P address:
|2uu.3n.3n. ] Add

Eemave |
Up |
D |

’TI Cancel Apply

6. Click Apply followed by OK.
7. The new option is shown in the Options pane.

I8 pHCP =]

File  Action  Wiew  Help
e = | EB|E @2 |
@ DHCP Scope Options
E@ trainerdns, scsnebwark, local [Z00 R~ rr— =
=1 Scope [200.30,30.0] scs 5o Dol LSl SToor SLE
o () Address Pool 003 Router Skandard 200,30,30,1
@ Address Leases 006 DNS Servers Skandard 200.30.30.5
EE Reservations 015 CMS Domain Mame Standard scsnetwork. local
. g8 Scope Options @066 Boot Server Host Mame Standard 200,30,30.5
CE Server Cpkions
<] | 2l | -+
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Other DHCP Options

Other DHCP options can be configured to aid in the configuration and running of
your IP telephony devices. For example, Option 2 can be used to configure the
UCT (Universal Coordinated Time) offset in seconds.

Option 42 can be used to specify a range of servers that can be used to supply a
client with NTP (Network Time Protocol) data.
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Configuring Windows Server 2003 DNS

Single Server System — A Records

A single server installation can be configured to utilize DNS A Records or a
combination of A Records and SRV Records. In this short section we’ll look at
creating A Records for a single server, non-HA system.

Remember: In circumstances where only A Records are present on the DNS, the
SCS SIP domain should always be set to the server’s fully qualified domain
name —i.e., the host and domain name: scshost.scsdomain.com.

To create an A Record:

1. Open the DNS service on the Windows Server, either by double-clicking on
the desktop icon, or by navigating to it via the Start menu.

©E Active Directory Domains and Trusks
(&4 Active Direckory Sikes and Services

£ Active Directory Users and Computers
(B Certification Authority
83 Cluster Administrator
8 Component Services
=) Computer Management
i Configure Your Server Wizard
Data Sources {ODEC)
ED DHCP
Distributed File System
DNS
Domain Controller Security Policy
£ Domain Security Policy
Event Yiewsr

“E File Server Management

icensin

g] My Computer
E}v el e

|4 Administrative Taols

LJ Manage Your Server

V,Q‘ windows Explorer

icrosoft \MET Framework 1.1 Configuration
Microsol Ft \MET Framewor| k 1.1 Wizards

2 Windows Catalog
4 windows Update

@ Hetwork Load Balancing Manager
B Performance

Accessories b (21 Remote Deskiops
I Soundmaz » E Routing and Remots Access
| —ormand Prom (55 startup » &8y Services
Internet Explorer B Terminal Server Licensing
Terminal Services Configuration

Cutlook Express

eeeee rvices Manager

¥4 Internet Information Services (I115) Manager

»
>
»
>

>

Log OFf E)J Shut Down

J‘ at oL BO 140

i start J@ @ J

2. In the left-hand pane, single-left-click on the domain into which the SCS will
be installed, in the example below the target domain for the SCS is
scsnetwork.local.
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ﬁ,‘ File Action View Window Help

) m] B
|=tm1]

« = |[@m X

B R @EmE 8 E®

& ons

=) TRANERDNS

-2 cached Lookups

-1 Forward Lookup Zones

[z _msdes.scsmetwark. local

L1 Reverse Lookup Zone:
Evert Yiewer

og

scsnetwork. local 11+

Iame

Type

Data

_sites
6] _tep
@ _udp
[ pamainbnszones
[ForestDnszanes
local

(same as parent Folder)
same as parent folder)

Ensure that you have
the correct domain
selected

(same as parent folder)
alexslaptop
trainerdns

il

Start of Authority (S0A)
Marme Server (M5}

Host (4]

Hast (&)

Host (4}

[&0], trainerdns. scsnetwork.local., hostmaster scs
trainerdns. scsnetwork. local,

200.30,30.2

200,30.30.210

200.30,30.2

3. Right-click on the domain and select New Host (A).

'E" Ele Action View Window Help

B [m] S
PRI

-+ oElXEDB B ElEan

ERT
=5 TRANERDNS
B0 Cached Lookups
=10 Forward Lookup Zones
[5 _msdes.sesnetwork.Jacal
SR

Update Server Data File
1] _kep Reload
£ udp

{1 Damainbns:
{1 ForestDnsz

{0 local

Mew Alias (CMAME). ..

MNew Mail Exchanger (Mx)...

scsnetwork.local 11+

_sites

Cl _kep

[ ] _udp
DomainbnsZones
ForestDnsZones

(same as parent Folder)
(same as parent folder)

MNew Window from Here

Mew Domain. .. {same as parent folder)
-1 Reverse Lookup 7o New Delegation. .., alexslaptop
=) {2 Event Viewer Other Mew Records., . trainerdns

All Tasks 3

igw 3

Delete
Refresh
Export List...

Properties

Help

Start af Authority {S0A)
Name Server {MN3)

Host (4)

Host (&)

Host (&)

[&0], trainerdns.scsnetwork.local., hastmaster.scs
trainerdns, scsnetwork. local,

200,30,30.2

200,30,30,210

200,30,30.2

| 2

|Create a new host resource recard,

4. In the dialogue box that appears, enter the name of the server (the fully

gualified domain name field will populate automatically) and its IP address,
and then click Add Host.
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Mew Host |

Mame {uses parent domain name if blank):

I 2zl H

Fully qualified domain name (FODR):

I zcz1,scsnebwark. local,

IP address:

200 20 30 A
| ?

¥ Create associated pointer (PTR) record

™ allow any authenticated user ko update DMS records with the
SaMME WSt Names

Time ta live (TTL:
|EI 1 0 0 {DDODD:HH. MM, 55)

% Add Host I Cancel

5. Click Done.

New Host Ed

Mame {uses parent domain name if blank):
[l

Fully qualified domain name (FODR):

I scsnetwark, lacal.

IP address:
|znn 30 30 0

¥ Create associated pointer (PTR) record

™ allow any authenticated user bo update DMS records with the
SAMe oWNer Name

Time ko live (TTL:
IEI 0 :0 (DOCDD:HH, MM, 550

Add Host I Done

6. The newly added A Record is displayed in the right-hand pane along with
any other records already configured.
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_i._ dnsmgmt - [DNS', TRAINERDNS' Forward Lookup Zones'scsnetwork.local]

H?J-u File Action ‘iew ‘Window  Help

s |0 XSfpR (@@ 8 A

,4?.1., DHS scsnetwork.local 12 record(s)
-] TRAINERDNS
5121 Cached Lockups {Ja%a_ Tvpe Lt
=1 Forward Lookup Zones sites
; etwork.local O
b 3 _udp
[(dpamainbnszanes
[LIForestDnsZanes
- _udp (iocal
-] DomainbnsZones (same as parent Folder) Start of Autharity (SOA) [50], trainerdns, scsnetwark.local,, hostraster.scs
[ FarestDrsZaones (same as parent Folder) Mame Server (N3} trainerdns.scsnetwark, local,
B0 local (same as parent Folder) Host (&) 200,30.30.2
-1 Reverse Loakup Zanes ] Hast (&) 200.30.30.210
{1 Event Viewer Host (A) 00,30,30
Host (&) 200,30.30.5 |
| | |
|

A Record creation is now complete. Don’t forget to set the SIP domain to the
server’s fully qualified domain name during SCS configuration.

Testing DNS

You can run a simple test to determine whether DNS is working correctly:

1. On a network connected PC, open the command prompt window by
opening the Start menu and selecting Run.

2. In the box that opens, type cmd and press the Enter key.

Run

- Tvpe the name of a program, folder, document, or
" Intermet resource, and Windows will open it Far waou,

Qpen: | cmd| * [v]

[ oK. ]l Cancel ” Browse. ., ]

3. At the prompt, type nslookup servername.serverdomain.com (enter
the host name and domain name of your server) and press Enter.

4. If DNS is behaving properly the query should return the server's name and
IP address.
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B C:\WINDOWSisystem32\cmd. exe | ﬂ

Microsoft Windows KPP [Uersion 5.1.268@]
(C>» Copyright 1985%-2801 Microsoft Corp.

BH :~>nslookup daffy.scsnetwork.local
Server: trainerdns.scsnetwork.local
QRddress: 20@0.30.38.2

Mame = scs2.scsnetwork. Tocal
Address: 200.30.30.6

5. To double-check that your records are functioning properly, run the
command again, but this time lookup the IP address instead of the server
name.

B C:\WINDOWSisystem32\cmd. exe i | ﬂ

Microsoft Windows XP [Uersion 5.1.26H81]
(C>» Copyright 1785-2881 Microsoft Corp.

H:~»nslookup 5cs52. scsnetwork. local
Server: trainerdnsz.scsnetwork.local

Address: 200.30.38.2

MName = scs?2.scsnetwork. Tocal
Address: 200.3@.38.6

H:~»*nslookup 2668.368.38.6
Server: trainerdns.scsnetwork.local
Address: 280.30.38.2

Hame = scs?2.scsnetwork. Tocal
Address: 2800.30.308.6

Hzsx

Single Server System — A Records & SRV Records

A single server installation can be configured to utilize DNS A Records or a
combination of A Records and SRV Records. In this short section we’ll look at
creating A Records and SRV Records for a single server, non-HA system.

Remember: In circumstances where SRV records are present in the DNS, the
SIP domain should be configured as just the domain nhame — e.g., scsdomain.com.
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During this process, you will create the following records:

Configuration Type No. of A Records No. of SRV Records

1 server 1 2

The following SRV records will need to be created:

SRV Host offering the
Record Service Protocol Priority Weight Port service

1 Sip tcp 2 0 5060 servername.domain.com

2 _Sip —udp 1 0 5060 servername.domain.com

The following instructions will show you how to create each of these records.

Creating an A Record

1. Open the DNS service on the Windows Server, either by double-clicking on
the desktop icon, or by navigating to it via the Start menu.

‘?’E Active Direckoty Domains and Trusts
ﬁ Active Directory Sites and Services

@ Active Directory Users and Computers
@ Certification Autharity

55 Cluster Administrator

@ Component Services

=) Computer Management

a Configure Your Server Wizard
%9 Data Sources (ODBC)

D pHcp

Distributed File System

2 DNS

'ﬁ] Domain Contraller Security Palicy

“ﬁ] Domain Security Policy
E Event Yiewer
3! My Computer 15 File Server Management
- | ﬁ Licensing
B’ Cantrol Panel ¥ Manage Your Server
% Wicrasaft \MET Framework 1.1 Configuration

5 Microsoft \MET Framework 1,1 Wizards

Wfind Catal
& “-Lite w DR Gy g Metwork Load Balancing Manager
% windows Update
@ Perfarmance

Admunisiralor

‘\! Manage Your Server

;\7 Windows Explorer

i@ Administrative Tools

.-I-J.%-. DhS Accessories » (¥ Remote Deskkops
— Soundva » B Routing and Remote Access
command Prom Startup » & Services
E Intermet Explarer ﬂ? Terminal Server Licensing
@DHCP (5] Outlook Express Terminal Services Configuration
s Remaote Assistance f Terminal Services Manager
\5 Paint G Administrative Tools 1 Internet Information Services (IS} Manager

) Windows Powershell 1.0

y i
jii .

Eerzte vy Microsoft Exchange Server 2007
Keyboard Driver

&l Programs ¥ @ wLite
Log OFff E Shut Do
|diseart | [ & | J‘ N ] R

* v v v |3

2. In the left-hand pane, single-left-click on the domain into which the SCS will
be installed, in the example below the target domain for the SCS is
scsnetwork.local.
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dnsmgmt - [DNS'\TRAINERDNS  Forward Lookup Zones' scsnetwork.local]

,Jg,‘ File Action Wiew wWindow Help

e« |BE XFER 2E[IE®

2%, DNS

= TRAIMERDNS

(3 cached Lookups

E![:I Forward Lookup Zones

[ _msdis, scsnetwork,local

&
(1 reverse Lookup Zone:
[ Evert Viewsr

scsnetwork.local

Mame

Diata

_sites

_tep
@ _udp
(D pomainbnszanes
[Ferestonszanes
local
{same as parent folder)
{same as parent folder)

Ensure that you have
the correct domain
selected

same as parent folder)
[Z] alexslaptop

trainerdns

<

Start of Authority (SOA)
Mame Server (N3}

Hast (&)

Host {A)

Host {A)

[80], trainerdns.scsnetwark.local., hostmaster scs
trainerdns. scsnetwork. local,

200.30.30.2

200.30.30.210

200.30.30.2

I =l
|
3. Right-click on the domain and select New Host (A).
d g D RAINERD orward Lookup ork.lo B [m] S
'E" Ele Action View Window Help ‘;lilll

e | BEXEFRR 2B/ M

ERT
=5 TRANERDNS
B0 Cached Lookups
=10 Forward Lookup Zones
[5 _msdes.sesnetwork.Jacal
=

vork,|oc:
Update Server Data File
Reload

i)

Mew Alias (CMAME). ..

MNew Mail Exchanger (M),

scsnetwork.local 11+

_sites

Cl _kep
_udp
DomainbnsZones
ForestDnsZones

(same as parent Folder)

o (same as parent folder)

MNew Window from Here

Mew Domain. .. {same as parent folder)
-1 Reverse Lookup 7o New Delegation. .., alexslaptop
=) {2 Event Viewer Other Mew Records., . trainerdns

All Tasks 3

igw 3

Delete
Refresh
Export List...

Properties

Help

Start af Authority {S0A)
Name Server {MN3)

Host (4)

Host (&)

Host (&)

[&0], trainerdns.scsnetwork.local., hastmaster.scs
trainerdns, scsnetwork. local,

200,30,30.2

200,30,30,210

200,30,30.2

| 2

|Create a new host resource recard,

4. In the dialogue box that appears, enter the name of the server (the fully

gualified domain name field will populate automatically) and its IP address,
and then click Add Host.
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Mew Hosk [ 2]

Mame {uses parent domain name if blank):

zcel

Fully qualified domain name (FQODM):

I scz . scsnebwork.local,

IP address:

200 30 30 § g

V¥ Create associated pointer (PTR) record

[~ allow any authenticated user to update DNS records with the
SaME DWNEr Name

Time ko live (TTL):
0 1000 {DODOD:HH.MM.55)

% Add Host I Cancel

5. Click Done.

New Host EHE

Mame {uses parent domain name if blank):

Fully qualified domain name (FODM):

I scsnetwork. local.

IP address:
200 30 30 .0

V¥ Create associated pointer (PTR) record

™ allow any authenticated user to update DMS records with the
same owWner name

Time to live (TTL):
0 100 {DDDOC:HH, MM, 55)

Add Host I Dane

6. The newly added A Record is displayed in the right-hand pane along with
any other records already configured.

_;_ dnsmgmt - [DNS', TRAINERDNS' Forward Lookup Zones'scsnetwork.local] _ O] x!
'4%,‘ File  Action Wiew ‘Window Help |;|i|ﬁ|
co | AEXFER|(2E|FES
,ng., DhS scsnetworkclocal 1
- TRANERDNS N T oot
-0 Cached Lookups 2 L a2
{1 Forward Lookup Zones shes
15 _msdl tworklocal e
f _m=dcs. scenetwork, jocal
.y D _udp
[ pomainDnsZanes
(Forestonszones
local
D DomainCnsZones (same as parent Folder) Start of Autharity (SOA) [80], trainerdns.scsnetwork.local,, hostmaster,scs
{2 Forestbnszanes (same as parent folder) Mame Server (NS) trainerdns. scsnetwark. local,
: B local [Z] (same as parent folder) Hast (A) 200,30,30.2
{3 Reverse Lookup Zones lexslaptop Hast (A} 200,30.30.210
-] Evernt iewer =] brainerdns Host (A} 00.30,30
2] scst Hast (A} 200.30.30.5 |
4 |
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Creating SRV Records

1. Right-click on the target domain in the left-hand pane and select Other New

d g D RA RD orward Lookup Zone ark.lo iy m] b
H?l‘ File  Action  View  Window  Help ‘ =& =]
¢ = | BE XFRR 2E 8 E@
2 ons
- TRAMERDNS m T Dot
(1 Cached Laokups ame e L
EID Forward Lookup Zones o ites
¢ @lgd _msdes.scsnetwork.local fep
=] & D_udp
Wpdate Server Data File DomainDnsZanes
[ tep Reload ForestDnsZones
0 _udp Mew Host (4. local
(0 DomairDnsze Mew dlias (CRAME). .. (same as parent folder) Start of Authority (SOA) [80], trainerdns.scenetwork.local., hostmaster,scs
(] ForestDnszo  ew Mall Exchanger (M#)... (same as parent Folder) Mame Server (MS) trainerdns. scsnetwark. local,
2 local ey Damain, .. (same as parent folder) Host {a) 200.30.30.2
0 Reverse Lookup Zarr  Mew Delegation alexs|aptop Hast {&) 200,30.30.210
-] Event Viewer Other Host (&) 200.30.30.2
acs Host (4] 200,30.30.5
Al Tasks , ost (4]
Wigw 3
Mew Window From Here
Delete
Refresh
Export List...
Propetties
Help
[« ]
|Create A MEw pesOUrCE record, | |

2. In the window that opens, scroll down the list and select Service Location
(SRV) and then click on Create Record.

Resource Record Type E

Select a resource record bype:

Responsible Person (RP)
Foute Thraugh (BT

Lo r {
Signature {SIG)
Text (TXT)
el Known Services (WkS)

Descripkion:

El
|
. =
Service (SRY) record, Allows administrators to use several servers ;I
for a single DS domain, to easily move a TCRYIP service From one

host to another host with administration, and ko designate some

service provider hosts as primary servers for a service and other

hosts as backups. DS clients that use a SRV-type query ask for a

specific TCPYIP service and protocol mapped to a specific DS
domain and receive the names of any available servers, (RFC 2052)

]

Cancel |

Create Record. .. I

3. Enter the following values:

Service _sip
Protocol _tep
Priority 2
Weight 0
Port number 5060
Host offering this service scsservername.domain.com
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New Resource Record H

Service Location (SRY) I

Darmnair: I scsnetwork.local

Service: I _sip H
Protocol: I _kep b

Pricriky: IZ— e
Weight: IEI— ?
Port number; ISDE;Di ?

Huost offering this service;

I scz 1 scsnetwork, local] P

[ Delete this record when it becomes stale

Record time starmp: I

[ Allaw any authenticated user to update all DMNS records with the same
name, This setting applies only to DMS records For a new name.

Lef Lol

Time ta live (TTL): |0 A0 0 {DDDDD:HH, MM, 55)
[o]:4 I Cancel

4. Click OK.

5. You are returned to the record type selection screen again. Select Service
Location (SRV) again and click Create Record.

6. Enter the following values for the second SRV record:

Service _sip
Protocol _udp
Priority 1
Weight 0
Port number 5060
Host offering this service scsservername.domain.com
7. Click OK.
8. Click Done.

9. You should now be able to see your A Record in the domain folder . . .
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.J?J-. File Action ‘iew ‘Window Help

) m] £
ST

e |BmE XEFRR| 2@ 5 @

2, DNS
2 TRANERDNS
D Cached Lookups
=2 Forward Lookup Zones
: _msdcs,scsnetwork, local
} 0

{1 DomainbnsZones
[ Forestbnszanes
#-0 local

-0 Reverse Lookup Zones
[-{5]] Event Viewer

scsnetwork.local

Mame

Type

Data

_sites

_tep
@ _udp
[ pamainDnszanes
(ForestpnsZenes

Diacal

ame as parent folder)

Start of Autharity (SOA)

[&0], trainerdns scsnetwork.local,, hostmaster, scs

(same as parent folder) Mame Server (M5} trainerdns. scsnebwark. lacal,
ame as parent folder) Hosk (A) 200.30.30.2
Host (&) 200,30.30.210
Hosk {8 003030
Host (&) 200,30,30.5

... aSIP SRV record in the _tcp folder. ..

> dnsmgmt - [DNS', TRAINERDNS' Forward Lookup Zon

ng File Action Wiew Window Help

«= | E@EXPREE @m0 8

EATE

£+ TRAINERDNS

-1 cached Laokups

=0 Forward Lackup Zones
-z _msdes.scsnetwork.local

E| scsnetwark, local

L _sites

a

L] _udp

1 bomainbrsZones

(2 Forestbnszones

- local

-0 Reverss Lackup Zones

[]--@ Event Vigwer

Type

Data

Service Lacation (SRA)
Service Location (SRY)
Service Lacation (SRA)
Service Locabion (SEYY

[0][100][3265] trainerdns. scsnetwark.local.
[0][100][&&] trainerdns. scsnetwork. local,
[0][100][464] trainerdns. scsnetwork.lacal.
[000100003559] trainerdns, scsnebwork ol

Service Lacation (SRA)

[2][0][5060] =c=1.scsnetwark. local

4]

... and a SIP SRV record in the _udp folder.
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a =] E3
.J?J-. File Action ‘iew ‘Window Help

ST
¢ |[A@EXFRE| 2@ EAE
2, DNS
2 TRANERDNS
D Cached Lookups
B0 Farward Lookup Zones
- [5 _msdcs.scsnetwark.local
-z sesnetwark.local =] i
D _sites
D _tep
@
-] DomainDnsZones
D ForestDnsZones
#-0 local
-0 Reverse Lookup Zones
[-{5]] Event Viewer

Mame I Type I [raka

. _kerberos Service Location (SRY)
=] g

[0][100]088] trainerdns scsnetwork, local,
[O][100][4€4] trainerdns. scsnetwork local,
[1][0][5060] o= 1.scsnetwork. local I

Service Location (SRY}
Service Location {SRY)

| =
|

A Record and SRV Record creation is now complete. Don’t forget to set the SIP
domain to domain.com when configuring the SCS server.
Testing DNS

You can run a simple test to determine whether DNS is working correctly:

1. On a network connected PC, open the command prompt window by
opening the Start menu and selecting Run.
2.

In the box that opens, type cmd and press the Enter key.

Run

- Tvpe the name of a program, folder, document, or
" Intermet resource, and Windows will open it Far waou,

Open: | o] * [v]

[ oK. ]l Cancel ” Browse. ., ]

At the prompt, type nslookup servername.serverdomain.com (enter
the host name and domain name of your server) and press Enter.

If DNS is behaving properly the query should return the server’'s name and
IP address.
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B CAWINDOWS\system32\cmd. exe | ﬂ

Microsoft Windows XP [Uersion 5.1.26001]
(C> Copyright 19852801 Microsoft Corp.

BH:~>nslookup daffy.scsnetwork.local
Server: trainerdns.scsnetwork.local
QAddress: 200.30.30.2

Name = scs2.scsnetwork. local
Address: 208.38.30.6

5. To double-check that your records are functioning properly, run the
command again, but this time lookup the IP address instead of the server
name.

B C:\WINDOWS\system32icmd.exe -0 ﬂ

Microsoft Windows XP [Uersion 5.1.268681
(G» Copyright 1985-2881 Microsoft Corp.

H:x>nslookup scs2. scsnetwork. Tocal

Server: trainerdns.scsnetwork.local
fAddress: 200.30.38.2

MName : scs2.scsnetwork. Tocal
Address: 200.30.30.6

H:~>nzlookup 280.30.36.6
Server: trainerdns.scsnetwork.local
Address: 200.30.38.2

Hame : scs2.scsnetwork. Tocal
Address: 200.30.30.6

H:v>

Dual Server (HA) System — A Records & SRV Records

As discussed earlier in this document, High Availability (HA) systems only function
if SRV records are present in the DNS. This section will show you how to create all
necessary A Records and SRV Records for the successful implementation of an
HA SCS.

During this process, you will create the following DNS records:
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No.of No.of A No.of A No.of A No.of No. No. of No. of
sub- records records records SRV of SRV in SRV in
domains in sub- in sub- records SRV sub- sub-
domainl domain?2 in domainl domain2
root
2 2 1 1 12 4 4 4

The following SRV records will be created (substitute italicised values for your own

domain and server names):

SRV
record Domain Service Protocol Priority Weight Port Host offering this
service

1 root _sip _udp 1 0 5060 serverl.domain.com
2 root _sip _tep 3 0 5060 serverl.domain.com
3 root _sip _udp 2 0 5060 server2.domain.com
4 root _sip _tcp 4 0 5060 server2.domain.com
5 serverl _sip _tep 1 0 5070 serverl.domain.com
6 serverl _sip _udp 3 0 5070 serverl.domain.com
7 serverl _sip _tep 2 100 5070 server2.domain.com
8 serverl _sip _udp 4 100 5070 server2.domain.com
9 server2 _sip _tep 1 0 5070 server2.domain.com
10 server2 _sip _udp 3 0 5070 server2.domain.com
11 server2 _sip _tep 2 100 5070 serverl.domain.com
12 server2 _sip _udp 4 100 5070 serverl.domain.com

The following instructions will show you how to create each of these records in the
correct locations.

Creating a sub-domain and A Record for each server

1. Ensure that you are working within the correct domain. In the coming
sections we will be working with scsnetwork.local.

_;._ dnsmgmt - [DNS, TRAINERDNS \Forward Lookup Zones' scsnetwork.local]
;Jg-. Eile  Action Wiew ‘Window Help

e~ A XFDR| 2@ 8 E@

2 Dz

= TRAINERDNS
#-{Z0 Cached Lookups
=123 Farward Lookup Zones
N work.local

2 _kep
{23 _udp

-3 Domainbnszones
-0 ForestDnsZones
: 3 tacal

[:I Reverse Lookup Zones
{g] Event viewer

scsnetworklocal 11 recordis)

Mame:

Type

Data

_sites

_tep
& _udp
O pomainbnszanes
(Forestonszanes
iacal
(same as parent folder)
(same as parent Folder)
(same as parent folder)
alexslaptop
trainerdns

Stark of authority (S08)
Mame Server (MS)

Host (A}

Host (a)

Host (2]

[80], trainerdns,scsnetwork.local,, hostmaster,scs
trainerdns.scsnetwork, local,

200,30,30.2

200.30.30.210

200.30.30.2
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2. Right-click on the selected domain and click on New Domain.

[ RA RD orward Lookup Zone etwork.loca _ (O x
,3,‘ File  Action ‘iew Window Help |-|5'|5|

¢« | AW XxEaR 2M/0 8H
4, DS
£~ TRAINERDNS — = —
& Cached Lookups - P& 'ata
£ Forward Lookup Zones _sites
(= O tep
g _udp
Update Server Data File DomainDnsZones
Relnad ForestDnsZones
Mew Host (A)... lacal
Mew Alias (CHAME). .. (samne as parent Folder) Start of Authority (S0A) [&0], trainerdns, scsnetwork.local,, hostmaster scs
il Exchanger (M), .. (samne as parent Folder) Mame Server (NS) trainerdns, scsnetwork. local,
*@mmer) Host (&) 200,30,30.2
alexElaptop Host (4) 200,30,30,210

Other Mew Records... trainerdns Host (4) 200,30,30.2

scsnetwork.local 11 record(s)

D Reverse Lookup Zon
" Evert Viewer

All Tasks [3

et *
Mew window from Here

Delete
Refresh
Export List...

Properties

Help

[] | |

|CrEatE a nevs DNS domain under the current domain. | |

3. Name the new domain rr.serverlname. In this document the primary server
will be called scsl while the secondary will be known as scs2. In the
example below the sub-domain has been named rr.scsl.

New DNS Domain |

Type the new DMS domain name:

Irr.3c31|h
-‘. Ok | Cancel

4. Click OK.

5. The new sub-domain and its ‘rr’ folder are displayed in the left-hand pane.
SRV records will be created here later.
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_;_ dnsmgmt - [DNS TRAINERDNS Forward Lookup Zones'scsnetwork.local’, scs1'rr]

- TRANERDNS

{11 Cached Lokups Type

ﬁq File Action Yiew ‘Window Help |;|i|l|
e B@E XPPE 2@ 8 3@
EAT

Data

-1 Farward Lookup Zones
-l _msdcs scsnetwork. local
=z sesnetwork.local

[+ ForestDnszones
123 tocal

-0 Reverse Lookup Zones
[]-@ Event Viewer

There are no items to show in this view,

- TRAMNERDNS
B Cached Lookups

TYpE

ﬁq File Action Yiew ‘Window Help |;|i|l|
e BAmE X2PR 2@ 8 8@
2 ons

Data

£ Forward Lookup Zones
@1 _msdcs scsnetwork, local

B- Paq .
T Update Server Data Fils

[+ _sites

[N tep Reload

L0 udp Mew Hagt (4)...
B0 3es1 New Alias (CRAME). ..

i rr
-0 DomainD
(22 ForestDr
- local
& Reverse Lockup
[]-@ Event Viewer

Mew Mail Exchanger (M2,
T in. ...

MNew Delegation...
Other New Recards, .,

All Tasks 4

Mew Window Fram Here

Delete
Refresh

Properties

Help

There are no items to show in this view,

|Create 4 net DNS domain under the current domain,

7. Name the second
created rr.scs2.

New DMNS Domain

Type the new DMS domain name:

sub-domain rr.server2name. In the illustration | have

Irr.acszl h

ﬂ (04 I Cancel

8. Click OK.
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9. The second sub-domain is displayed in the tree on the left-hand side.

_L_ dnsmgmt - [DNS', TRAINERDNS  Forward Lookup Zones'scsnetwork.local', scs2'r] =] I
sl

H?J-u File Action Wew ‘Window Help

¢+ AEXXRER| 2m 8 Ea

2 Dhs rr Orecordis)
- TRATMERDNS = = Dat
D Cached Lookups Gl Be 23

=-] Forward Laokup Zones
[zl _msdes. sesnetwork local
-] sesnetwork.local

There are no ikems ko show in this view,

OS2 0TS
ForestDnsZones
e local

-1 Reverse Laokup Zones
E]--@ Event viewer

| i

10.You now have two sub-domains, each containing its own ‘rr’ folder. These
will be populated with SRV records relevant to each server.

_ |00 x
2, File  Action  Wiew Window Help |;|i|5|
¢ | AEXFPR|2E 8 EH
AT
=5 TRAINERDNS
B Cached Lookups %3_ L BEE
=-_ Farward Lockup Zones sites
-- _msdcs, scsnetwork. local D—th
B-= 0 _udp
D scsl
[ =
D DomainbnsZones
[(Forestinszanes
Cocal
(same as parent folder) Start of Autharity (SOA) [80], trainerdns. scsnetwork.local., hostmaster,scs
(same as parent Folder) Marme Server (NS trainerdns. scsnetwark, local,
{3 pomainbnsZones |Z] (same as parertt Folder) Hast (A) 200,30.30.2
; 0 ForestbnsZanes alexslaptop Host (4) 200,30,30.210
& focal trainerdns Host (&) 200,30,30.2
- Reverse Laokup Zones
= @ Event Viewer
. | i
|

11.Now create A Records for each server. Right-click on the first sub-domain
and select New Host (A).
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d g D R RD orward Lookup Zone etwork.loca ] [=] ES
2, Fille  Action  Wiew Window Help |_ (=4 |

¢- o Xs0R 8880y

'31 CMS scsnetwork.local
E‘"B_ TRAINERDNS T oo Data
D Cached Lookups F
=1+ Farward Lookup Zones sites
- ] _kep
5] _udp
D scsl
(£ ace2
[(pamainbnszanes
[(Forestinszanes
local
(same as parent Folder) Start of Authority (S08) [&0], trainerdns.scsnetwark.local,, hostmaster . scs
ey Mail E.XEhGI'IQEF (M) Z] (same as parent folder) Mame Server (MS) trainerdns, scsnetwark, local,
Mews Digmain. .. same as parent Folder) Host (A) 200,30.30.2
Mew Delegation. .. alexslaptop Huost: [4) 200,30,30.210
Other Mew Records... trainerdns Hast (4) 200,30.30.2
-0 Reverse Lo i
& @ Evert Wiew  TEW ‘window From Here

Delete
Refresh

Help

[Create & new host resource record. [ [

12.Leave the Name field blank. Enter the IP address of the primary server and
then click Add Host.

New Host n

Marme (uses parent damain name if blank):

| +—

Fully qualified domain name (FOOM):

I zcal.scsnetwork. local,

IP address:

[0 30 20§ g

I Create associated pointer (PTR) record

[ allow any authenticated user ko update DMS records with the
SAME OWNEr NAME

Time ko live (TTL):
] A 0 0 {DDODD:HH. MM, 55)

ﬁ Add Host I Cancel

13.Click OK when the success message appears.

14.Click Done.

15.An A Record is now displayed in server 1’s sub-domain.
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=] 3
.J?J-. File  Action ‘iew ‘Window Help |;|i|ﬂ
¢ |[A@EXFRE| 2@ EAE

2, DNS
2 TRANERDNS
D Cached Lookups Hame Type Daka
B0 Farward Lookup Zones =L
. [F _msdes.scsnetwork, local (same as parent folder) Host {4} 200.30.30.5 I
EI- sesnetwork.local
D _sites

@ _kep

DomainDnsZones
D ForestDnsZones
#-0 local

-0 Reverse Lookup Zones
[-{gl] Event Viewer

i
| | |
16.Right-click on the second sub-domain and click on New Host (A)

D RAINERD w4
& File Acion View Window Help |;|i|1|
¢ |AEXFRR| 2@ AE
3, Dns
- ) TRANERDNS
D Cached Lookups 1%%3 P Eatd
B D Forward Lookup Zones i
_ _msdes.scsnetwork,local (same as parent folder) Haost (A} 200.30.30.5
=z sesnetwork.Jocal
D _sites
H _tep

d

: C'F
D Do Mew Alias (CHAMED...
D Eore  Mew Mail Exchanger (M),
w0 loca  MNew Domain...

-0 Reverse Loc  New Delegation...

[-{fl] Event Viewe  Other New Records...

e Host (4),,

ew Window from Here

Delete
Refresh

Help

i

|Create a new host resource record,

17.Leave the Name field blank and then enter the second server’s IP address.
Click Add Host to continue.

18.Click OK when the success message is displayed.
19.Click Done to complete record configuration.

20.The second server’s sub-domain now contains an A Record.
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_i._ dnsmgmt - [DNS', TRAINERDNS' Forward Lookup Zones' scsnetwork.local', scs2]

,31 File Action Yiew Window Help

¢ | BEXTRER | @0E|8 EH
E]
i DS
-] TRAINERDNS . - -
& Cached Lookups EI pe aka
=10 Farward Lookup Zones It
.. _msdes, sesnetworkJocal (sameasparentfolder) Host (4) 200.30.30.6 I
{3 scsnetwark,lacal
(-1 _sites
ep

-] DomainDrszones
-] ForestDnsZones
3 local

#-0 Reverse Lookup Zones
[]- Event Viewer

Creating SRV Records

With A Records in place, you are now ready to begin creating SRV records:

| Note: It is important that SRV values are entered exactly as listed for each record. |

1. Right-click on the target domain and select Other New Records.

] B3
| =Ll

.J?J-. File Action ‘Wiew ‘Window Help

- |A@EXXRR| 2@ 8 AE

2, DNS
- ) TRANERDNS
-1 Cached Loakups hiame Type Data
-0 Farward Lookup Zones i
& (@) _msdcs scsnetwark.lacal (same as parent folder) Host (A} 200.30.30.6
é- ocsl F
t ate Server Data file

Reload

Mew Host (A)...

Mew Alias (CNAMED, ..

Mew Mail Exchanger (Mx)...
Mew Domain...

Mew Delegation. ..

t
- {21 Domainbnsz:
- ForestDrszo

- local All Tasks 3
-1 Reverse Lookup Zon N
Mew Windaw f H:
[]-- Event Yiewar e
Delete
Refresh
Properties
Help
| | ]

|Create & NEw resource record. | |

2. Scroll down the list of record types and select Service Location (SRV) and
then click Create Record.
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Resource Record Type ﬂ

Select a resource recard tvpe:
Responsible Person (RP) ;l
b (R

Signature (51G)
Text (TET) -
well Known Services (WES) LI

Description:

Service (SRY) record, Allows administrators to use several servers ;l
for a single DMS domain, ko easily move a TCPJIP service From one

hiost to another host with administration, and to designate some

service provider hosts as primary servers for a service and other

hosts as backups, DMS clients that use a SRV-kype query ask for a
specific TCPJIP service and prokocol mapped to a specific DNS

domain and receive the names of any available servers, (RFC 2052)

ﬁ| Create Record. ., I Caricel |

3. Create the first record with the following values:

Service _sip
Protocol _udp
Priority 1
Weight 0
Port number 5060
Host offering this service scsserverl.domain.com
New Resource Record EHE3
Service Location (SRY) |
Donain: I scsnebwork.local

Service: I _sip k
Protocal; I _udp k
Friarity: I 1 *
Weight: I 0 *
Port number: I 5060 *

Host offering this service:

I scz1,sesnetwark,local k

[ Delete this record when it becomes stale

Lef Lel

Record time stamp: I

[ allow any authenticated user to update all DMS records with the same
name, This setting applies only to DNS records for a new name,

Time ka live (TTLY: |0 100 {DODDD:HH. MM, 55

ﬁ [8]4 I Cancel
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4. Click OK.
5. Select Service Location (SRV) and click Create Record again.

Resource Record Type n E

Select a resource record bype:

Responsible Person (R ;I
h

Signature (SI1G) I

Text (TXT) \ Il

well Known Services (WES) ;l

Cescription:

Service (SR record. Allows administrators to use several servers ;I
For a single DMS domain, ko easily move a TCRJIP service From one

hosk o another host with administration, and ko designate some

service provider hosts as primary servers For a service and other

hosts as backups. DMS clients that use a SRY-bype query ask Far a
specific TCPYIP service and protocol mapped to a specific DS

domain and receive the names 5F any available servers, (RFC 2052)

=]
ﬂ Create Record. .. I Crone I

6. Create the next record with the following values:

Service _sip
Protocol _tep
Priority 3
Weight 0
Port number 5060
Host offering this service scsserverl.domain.com

7. Click OK.
8. Highlight Service Location (SRV) and click on Create New Record.

Resource Record Type 7 | x|

Select a resource record bype:
Respaonsible Person (RP) ;I
h (R

Signature (SG)
Test (TeT) k [
Well known Services (WKS)

Descripkion:

Service (SRY) record, Allows administrators to use several servers ;I
for a single DNS domain, to easily move a TCPIIP service from one

host ko another host with administration, and to designate some

service provider hosts as primary servers for a service and other

hosts as backups, DMS clients that use & SRY-type query ask For a
specific TCPSIP service and protocol mapped to a specific DNS

domain and receive the names of any available servers, (RFC 2052)

44 NN47932-535 Issue 1.3 SCS 4.0



Configuring DNS and DHCP

9. Enter the following values for the SRV record:

Service _sip
Protocol _udp
Priority 2
Weight 0
Port number 5060
Host offering this service scsserver2.domain.com
10.Click OK.

11.Select Service Location (SRV) and click Create Record.

Resource Record Type 7 | x|

Select a resource recard bype:

Respaonsible Person {RP) ;I
Raoute Through (RT

Service Locakion (SR

Signature (31G)

Texk (TAT) I
well Known Services (WES) LI

Descripkion:

Service (SRY) recard. Allows administrators to use several servers ;I
for a single DNS domain, ko easily move a TCPJIP service From ane

hiost to another host with administration, and ko designate some

service provider hosts as primary servers for a service and other

hosts as backups, DMS clients that use a SRY-type quary ask Far a
specific TCPYIP service and protocol mapped to a specific DS

domain and receive the names of any available servers, (RFC 2052)

I
CEreateRecord.,, |  Done |
12.Enter the following values for the SRV record:
Service _sip
Protocol _tcp
Priority 4
Weight 0
Port number 5060
Host offering this service scsserver2.domain.com

13.Click OK.

14.Click Done.
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Resource Record Type ﬂ E

Select a resource recard type;

Responsible Person (RP)
h

Signatre (51)
Texk (THT)
Wiell Known Services (WKS)

Description:

Service (SRV) record, Allows administrators ko use several servers
for a single DMS domain, to easily move a TCRJIP service From one
host to another hosk with administration, and to designate some
service provider hosts as primaty servers For a service and other

A
-
[
I

hosts as backups. DNS clients that use a SRY-type query ask for a
specific TCPYIP service and protocol mapped to a specific DHS
domain and receive the names of any available servers, (RFC 2052)

15.You should now have 2 SRV records in the _tcp folder and 2 SRV records

in the _udp folder.

H%‘ Ele Action Wew ‘Window Help

_;_ dnsmgmt - [DNSY TRAINERDNS Forward Lookup 2Zones' scsnetwork.local',_tcp]

- | BE TR 2E 8 E

EAT
- TRAINERDNS

Type

Data

[ Cached Lookups

=11 Forward Lookup Zones
-- _msdcs.scsnetwark.local

E| scsnetwork, local

Service Location (SRY)
Service Location (SRY)
Service Location (SRY)
Seryice Location (SR

[0I[100][3265] trainerdns scsnetwork.local.
[0][100][88] trainerdns. scsnetwork.local,
[0][100][464] trainerdns. scsnetwark.local.
[0M10011339] braiperdns scsnetwark local

Service Location (SRY)
Service Location (SRY)

[2][0][=060] 2c21.scsnetwork. local
[410][=060] =ce2. scsnetwork.local

-2 DomainDnsZones
D ForestDnsZones
- local

- Reverse Lookup Zones
[ @ Event Viswer

A4

Two records in the tep folder
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.J?J-. File Action Wiew Wndow Help

_[O[x
FCE
¢ | AEFER 2®E|8 Ea
2 o3
=) TRAMNERDNS

D Cached Lookups
-1 Forward Lookup Zones

= 5 sesmetwork.ocal
-{:I _sites

- _msdrs.scsnetwark. local

DomainDnsZones
D ForestDnsZones
#-0 local
(-0 Reverse Lookup Zanes
[]--@ Event Viewer

Data

Service Location (SRY)
Service Location (SRY)

Service Location (SRY)
Service Location {SRY)

[1][0]5060] s e 1.sesnebwark. local
[3[0][5060] sc=2.scsnetwork.local

[0][100](&8] trainerdns scsnetwork, lacal,
[O][100] 4&4] trainerdns. scsnetwork. local.

2 files in this folder

Creating Redirect SRV Records

You now need to create a series of records that prioritise the flow of traffic in the
event that redirection occurs. These records will be created in the sub-domains
you created earlier, specifically in the ‘rr’ folders attached to each sub-domain.

| Note: It is important that SRV values are entered exactly as listed for each record. |

1. Right-click on the ‘rr’ folder of your primary server and select Other New

Records. In this example scsl is my primary server, | have therefore
selected scsi/rr.

D RAINERD =10x
.J?J-. File  Action ‘iew ‘Window Help |;|i|ﬂ
¢ |[A@EXFRE| 2@ EAE

2 DS

2 TRANERDNS

-1 Cached Lookups
B0 Farward Lookup Zones

-z _msdes.scsnetwark.local
=g sesnetwerk.local

Mew Host (A)...

= Fore:

Mew Alias (CNAME]...
Mew Mail Exchanger (Mx)...

Data

t : Mew Domain,..,
w0 local pew Delegation. ..
-1 Reverse Lool
{0 Event Viewer
Mew Windaow From Here
Delete
Refresh
Help

Create a new resource record,

Service Location (SRY)
SRYY
SRYY

[0][100]088] trainerdns scsnetwork, local,
[0][100][464] trainerdns . scsnetwark. local.
[1][0][5060] scs 1.scsnetwork. local
[3][0][5060] 2cs2 scanetwork. local
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2. Select Service Location (SRV) and then click Create Record.

Resource Record Type ﬂ ﬂ

Select a resource record bype:
uke Through

S eryice Location |

Signature (SIG)

Text (TAT) \

whell Known Services (WKS)

w29 &~

Descripkion:

Service (SRY) record, Allows adminiskrators ko use several servers ;I
for a single DMS domain, to easily move a TCRJIP service From one

hiost to another host with administration, and to designate some

service provider hosts as primary servers For a service and other

hosts as backups, DMS clients that use a SRY-type query ask for a
specific TCPIP service and protocol mapped to a specific DNS

domain and receive the names of any available servers, (RFC 2052)

[-]
ﬂ Create Record. .. I Cancel |

3. Create your first redirect SRV record with the following records (pay
attention to the fact that the port number has changed to 5070 now):

Service _sip
Protocol _tep
Priority 1
Weight 0
Port number 5070
Host offering this service scsserverl.domain.com

New Resource Record

Service Location (SRY) |

Damain: I rr.2cal.scsnetwork, local

Service: I _sip & j
Protocal: I _kcp k j
Priatity: | 1 h

Weight: IDi h

Port nurnber: &

Hast offering this service:

I zcs.scsnetwork local h

[™ Delete this record when it becomes skale

Record time skamp: I

[ allow any authenticated user bo update all DNS records with the same
name, This sekting applies only ko DNS records For & new name.

Time ta live (TTLY: |0 a1 00 {DODDD:HH, MM, 55)

ﬁ K I Cancel
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4. Click OK

5. Click on Service Location (SRV) and then click Create Record.

Resource Record Type ﬂ E

Select a resource record bype:

H.25

Signature (SIG) .

Text (THT) \

well Known Services (WHkS) j
-

Description:

Service (SRY) record, Allows adminiskrators to use several servers ;I
for a single DNS domain, to easily move a TCRSIP service from one

host bo another hosk with administration, and to designate some

service provider hosts as primary servers for a service and ather

hosts as backups. DS clients that use a SRY-type query ask for a
specific TCPJIP service and protocol mapped to a specific DNS

domain and receive the names of any available servers, (RFC 2052)

=
6. Enter the following values for the SRV record:

Service _sip
Protocol _udp
Priority 3
Weight 0

Port number 5070

Host offering this service scsserverl.domain.com

7. Click OK.

8. Click on Service Location (SRV) and then click Create Record.
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Resource Record Type ﬂ E

Seleck a resource record bype:

Signature (SIG T

Text (TxT) K

Well Known Services (WES) j
-

nES

Descripkion:

Service (SAVY record, Allows administrators bo use several servers ;I
for a single DNS domain, to easily move a TCPJIP service fram one

hiost ko another host with administration, and to designate some

service provider hosks as primary servers for a service and other

hosts as backups, DNS clients that use a SRY-tvpe query ask for a
specific TCPJIP service and protocol mapped to a specific DRS

domain and receive the names of any available servers, (RFC 2052)

Daone |
9. Enter the following SRV record values:
Service _sip
Protocol _tep

Priority 2
Weight 100
Port number 5070
Host offering this service scsserver2.domain.com

10.Click OK.
11.Select Service Location (SRV) and then click Create Record.

Resource Record Type ﬂ E

Select a resource record bype:
Responsible Persan (RP) :I
hrough

|gnat
Text (TXT) K ...
wiell Known Jervices (W) LI

Descripkion:

Service (SR record. Allows administrators to use several servers :I
fFor a single DMS domain, to easily move a TCPJIP service from one

host to another host with administration, and to designate some

service provider hosts as primaty servers for a service and other

hosts as backups. DMS clients that use a SRY-type query ask For a
specific TCR/IP service and protocol mapped ko a specific DNS

domain and receive the names of any available servers, (RFC 2052)

12.Enter the following values:
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Service _sip
Protocol _udp
Priority 4
Weight 100
Port number 5070
Host offering this service scserver2.domain.com
13.Click OK.
14.Click Done

Resource Record Type ﬂ E

Seleck a resource record bype:

Responsible Person (RPY
h

Service Location (SRY)
Signature (SIG)
Text (TxT)

Al
I
el Known Services (WiS) LI
=

Descripkion:

Service (SAVY record, Allows administrators bo use several servers
for a single DNS domain, to easily move a TCPJIP service fram one
hiost ko another host with administration, and to designate some
service provider hosks as primary servers for a service and other
hosts as backups, DNS clients that use a SRY-type query ask for a
specific TCPJIP service and protocol mapped to a specific DRS
domain and receive the names of any available servers, (RFC 2062)

15.You should now have a _tcp and _udp folder within the ‘rr’ folder of your
primary server. Both folders should contain 2 records each.
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P B [=] 3
.J?J-. File  Action ‘iew ‘Window Help |_|_|- =} ﬂ
¢ |[A@EXFRE| 2@ EAE
H?HDNS _kcp 2 recordis)
= --EA?;E::QIfnnkups Hame Type Data
E| [ Forward Lookup Zones =| sip Service Location (SRY) [1][0][5070] 2cst.scsnetwork, local
- [5 _msdcs.scsnetwark.local _sip Service Location (SRY) [2][100][5070] sc22 scsnetwork.local
=g sesnetwerk.local
D _sites
D _tep
-0 _udp
=] scel
5] udp ‘
223 scs2 .
S L@ 2 SRV records in the tcp and udp folders
D DomainbnsZones
#-(11 ForestDrszones
w0 local
-1 Reverse Lookup Zones
[]--@ Event Viswer

all | i
|

16.Now configure redirect SRV records for the secondary server. Right-click on

the ‘rr’ folder in the secondary server sub-domain and select Other New
Records.

dp w4

ST

.J?J-. File Action ‘iew ‘Window Help

¢ |AEXFRR| 2@ AE
2, DNS
2§ TRANERDNS

D Cached Lookups

B0 Farward Lookup Zones

- [5 _msdcs.scsnetwark.local

-z sesnetwark.local

D _sites

D _tep

D _udp

213 =est
20w

Type Data
Service Location (SRY) [3][0][5070] =cst.scsnetwork. lacal
Service Location {SRY) [4][100][5070] =c=2 scsnetwork.local

. Dome  Mew Host {a)...

-0 Fores  Mew alias (CHAME), .
{:I local Iew Mail Exchanger (M), ..
-1 Reverse Loak Mew Darnain. ..

Fe-{g]] Evert Viewer  hew Delegation...

Other Mew Records..,

Mew Window from Here

Delete
Refresh

elp d| | |

|Create & NEw resource record. |

17.Scroll down the list of record types and select Service Location (SRV) and
click on Create Record.
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Resource Record Type ﬂ E

Select a resource record bype;

Responsible Person (RPY ;l
|Foute Through

:Service Locakion |
Signature (SIG)

Texk (TaT) \ L...
Wiell Known Services (WkS) LI

Description:

Service (SRY) record. Allows administrators to use several servers ;I
for a single DMS domain, to easily move a TCP/IP service From one

host to another host with administration, and to designate some

service provider hosts as primary servers for a service and other

hosts as backups, DNS clients that use a SEY-type query ask for a
specific TCP/IP service and protocol mapped to a specific DNS

domain and receive the names of any available servers, (RFC 2052)

=zl

ﬂ| Create Record. .. I Cancel |

18. Enter the following values for the SRV record:

Service _sip
Protocol _tep
Priority 1
Weight 0
Port number 5070
Host offering this service scsserver2.domain.com

19.Click OK.

20.Select Service Location (SRV) and click Create Record to create the next
record.

Resource Record Type EH

Select a resource record byvpe:

Responsible Person (RPY

Locatiol
Signature {S1G)

Texk (TXT) ‘ |
el Known Services (WES) ;I
[

Drescripkion:

Service (SRY) record, Allows administrators to use several servers
for a single DS domain, ko easily move a TCPYIP service from one
host ko another hosk with administration, and to designate some
service provider hosts as primary servers for & service and other
hosts as backups, DNS clients that use a SRv-type query ask for a
specific TCPJIP service and protocol mapped to a specific DRS
domain and receive the names of any awvailable servers. (RFC 2052)
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21.Enter the following values:

Service _sip
Protocol _udp
Priority 3
Weight 0
Port number 5070
Host offering this service scsserver2.domain.com
22.Click OK.

23.Highlight Service Location (SRV) and then click Create Record.

Resource Record Type E3

Select a resource record type:

Responsible Person (RPY :I
Service Ll:u:-atin {SRAY

ik w _I
well Kniown Services (WES) LI
Descripkion:

Service (SR record, Allovws administrakors o use several servers ;I
for a single DN3 domain, to easily move a TCPJIP service from one

hiost bo another hosk with administration, and ko designate some

setvice provider hosts as primary servers For a service and other

hosts as backups, DS clients that use a SRY-type query ask For a
specific TCPYIP service and protocol mapped ko a specific DS

domain and receive the names of any available servers, (RFC 2062)

I
aicRerord,,, | Done |
24.Enter the following values:
Service _sip
Protocol _tcp
Priority 2
Weight 100
Port number 5070
Host offering this service scsserverl.domain.com

25.Click OK.

26.Select Service Location (SRV) and click Create Record.
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Resource Record Type ﬂ

Select a resource record type:
Responsible Person (RF) =]
h

S [
Signature (31G)

Text (THT) k -
Well Known Services (WES) LI

Description:

Service (SRY) record. Allows administrators to use several servers ;I
for a single DMS domain, to easily move a TCPIP service fram one

hast to another host with administration, and bo designate some

service provider hosts as primary servers for a service and other

hosts as backups. DS clients that use a SRY-tvpe query ask for a
specific TCPJIP service and protocol mapped to a specific DS

domain and receive the names of any available servers, (RFC 2052)

Cone |
27.Enter the following values:
Service _sip
Protocol _udp

Priority 4
Weight 100
Port number 5070
Host offering this service scserverldomain.com

28.Click OK.

29.Click Done.

Resource Record Type ﬂ E

Select a resource record type:

Responsible Persan (RP)
Route Through (RT
¢ ocakion

(a]
Signakure (31E)
Text (THT)

2l
_I
well Known Services (WES) LI
=

Descriphion:

Service (SRY) record, Allows administratars to use several servers
for a single DWNS domain, to easily move a TCPJIP service From one
hiost ko anokher bost with adrinistration, and to designate some
service provider hosks as primary servers For a service and other
hosts as backups, DRS dients that use a SRY-tvpe query ask For a
specific TCPYIP service and pratocal mapped ko a specific NS
domain and receive the names of any available servers, (RFC 2052)
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30.You should now have two sub-domains containing rr/tcp and rr/udp folders.
Each folder should contain two SRV records.

] B3
ST

.J?J-. File | Action ‘iew ‘Window Help

e |AmE XFRR 2@ 8 E@

2 o3

=) TRAMNERDNS — — —
-1 Cached Lookups

ElD Forward LookL'Tp Zones ip Service Location {SRY) [1][0][5070] scsl.scsnetwark. local
- [5) _msdcs.scsnetwark.lacal _sip Service Location (SRY) [2)[100](5070] scs2 scsnetwork.local

=z sesnetwork.Jocal
D _sites
D _tep
D _udp
223 =cst

SR

e

5] udp

=23 scs2

O
B2 _tep ‘
E-0 _udp

-] DomainDnsZones

-] ForestDriszones

#-] local

-0 Reverse Lookup Zones

[]--@ Event Viewer

2 records in each tep/udp folder

31.SRV record creation is complete.

Testing DNS

You can run a simple test to determine whether DNS is working correctly:

1. On a network connected PC, open the command prompt window by
opening the Start menu and selecting Run.

2. In the box that opens, type cmd and press the Enter key.

Run

- Tvpe the name of a program, folder, document, or
" Intermet resource, and Windows will open it Far waou,

Open: | o] * [v]

[ oK. ]l Cancel ” Browse. ., ]

3. At the prompt, type nslookup servername.serverdomain.com (enter
the host name and domain name of your server) and press Enter.

4. If DNS is behaving properly the query should return the server’s name and
IP address.
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B C:\WINDOWSisystem32\cmd. exe | ﬂ

Microsoft Windows KPP [Uersion 5.1.268@]
(C>» Copyright 1985%-2801 Microsoft Corp.

BH :~>nslookup daffy.scsnetwork.local
Server: trainerdns.scsnetwork.local
QRddress: 20@0.30.38.2

Mame = scs2.scsnetwork. Tocal
Address: 200.30.30.6

5. To double-check that your records are functioning properly, run the
command again, but this time lookup the IP address instead of the server
name.

B C:\WINDOWS\system32icmd. exe -|3 ﬂ

Microzoft Windows XP [Uersion 5.1.26H81
(C>» Copyright 1985-2801 Microsoft Corp.

H:“>nslookup scs52.scsnetwork. Tocal
Server: trainerdns.scsnetwork.local

Address: 200.38.38_.2
Mame : scs2.scsnetwork. Tocal
Address: 2HH_.38.38.6

H:>~>nslookup 2608.368.368.6
Server: trainerdns.scsnetwork.local
Address: 208.360.38.2

Hame : scs2.scsnetwork. Tocal
Address: 200.380.380.6

Concluding Setup

Once DNS is configured you can configure the SCS servers. If you configured the
SCS servers before creating DNS entries you may need to update the DNS Data
files and reboot the SCS servers.

Updating DNS Data Files

1. Right-click on the DNS server name and select Update Server Data Files.
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-T’l. File  Action Yiew ‘Window Help ;@J
& X B2 i)
2 DHS

; 1 Cact Configure a DS Server...

+-_1 Forw,  Create Defaulk Application Directory Partitions. .. ed Laokups
+-_ ] Reve  Mew Zone... ard Lookup Zones
+-{f] Ever  Set AgingfScavendging for All Zones... rse Lookup Zones
Scavenge Skale Resource Records L Wigwer
Update Server Data Files & Hinks
Clear Cache arders

Launch nslaakup
All Tasks 3

View b
Tew Wiindow From Here

Delete
Refresh
Export List. ..

Properties

Help

Rebooting the SCS Server

If you configured LAN settings on the SCS server prior to creating DNS entries it is
worth rebooting it to ensure that all services start properly. To reboot your SCS
server (or servers):

1. Login to the server using the user name ‘root’ followed by the password you
set during the configuration process.

2. Atthe prompt, type reboot and then press the Enter key.

3. The server will reboot. Once reboot is complete the system will be ready for
further configuration.
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Data Replication Error

When you access the GUI for the first time after reboot, there is a good chance you
will see the following message displayed on the screen:

AVAyA Tue, 06 Apr2010 11:06 AM Home Help Logout )

Users Devices Features System Diagnostics

One of the background jobs failed. For detalls click: here

There are 5 users defined: There are 5 phones defined:

200, 201, 202, 203, superadmin, more... 0004f21eea0d, 000421f4bc7, 002162ff36b4,
paulsoftclient, 0000000, More...

Add New User
|Add new phone... ~1

Discover Devices

This is perfectly normal and is usually caused by the fact that the secondary server
boots up and connects later than the primary. If the primary attempts to replicate
data to the secondary and the secondary is not ready then this error is produced in
the Job Status screen (accessed from the Diaghostics menu):

Job Status
Refresh every 1 seconds
Joh Start Time Stop Time Status Error § Warning

Data replication: 22/10/08 2z/10/08 Failed
pErmission 13:44 13:44

N ., 22/10/08 22/10/08 .
Data replication: credential 1544 1544 Failed

T 22,/10/08 2z/10/02 :
Data replication: alias 1544 1344 Failed
Data replication: 22/10/08 2z/10/08 Failed
caller-alias 13:44 1344

A : 22/10/08 22/10/08 :
Data replication: extension 1544 1344 Failed

[ECIearCDmpletedél l Clear All ] l Fefresh l

Once the distributed server is connected to the network data replication should
occur with no problems — often there is a delay in the time stamps between Failed
messages and the Completed messages:
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Job Status

Refresh every 1 seconds

Job Start Time Stop Time Status Error f Warning
Data replication: Z2410/08 Z22f10/08 Failed
permission 13:44 13:44

R . 22/10/08 22/10/08 .
Data replication: credential 1544 1544 Failed
PPTI—— 2z2/10/08 2z2/10/08 p
Data replication: alias 1544 1544 Failed
Data replication: Z2410/08 Z22/10/08 Failed
caller-alias 13:44 13:44
T . 22/10/08 22/10/08 .
Data replication: extension 1544 1544 Failed
Data replication: 2z2/10/08 2z2/10/08
permission 13:47 13:47 Completed
T . 22/10/08 22410408
Data replication: credential 1547 1547 Completed
o 22/10/08 22/10/08
Data replication: alias 1347 1347 Completed
Data replication: 2z2/10/08 2z2/10/08
caller-alias 13:47 13:47 Coripleed
T . 22410408 20410408
Data replication: extension 1547 1547 Completed
File replication: resource-  22/10/08 2z2/10/08
lists.xml 13:47 13:47 Completed
[ Clear Completed ] [ Clear All ] ’ Refresh ]

However, to clear the log and remove the red error message from the home screen
you will have to click the Clear All button to restart the log.
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Avaya Documentation Links
o SCS 4.0 Initial Installation

e  SCS 4.0 Configuring the SCS with High Availability (HA)
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