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Customer service

Visit the Avaya Web site to access the compl ete range of services and support that
Avaya provides. Go to www.avaya.com or go to one of the pageslisted in the
following sections.

Navigation

e “Getting technical documentation” on page 7

e “Getting product training” on page 7

» “Getting help from a distributor or reseller” on page 8

e “Getting technical support from the Avaya Web site” on page 8

Getting technical documentation

To download and print selected technical publications and rel ease notes directly
from the Internet, go to www.avaya.com/support.

Getting product training

Ongoing product training is available. For moreinformation or to register, you can
access the Web site at www.avaya.com/support. From this Web site, you can
locate the Training contacts link on the left-hand navigation pane.
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8 Customer service

Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or
authorized reseller, contact the technical support staff for that distributor or
reseller for assistance.

Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya productsis
from the Avaya Technical Support Web site at www.avaya.com/support.
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Preface

This guide provides information about how to configure the AvayaVPN Client to
operate in FIPS 140-2 compliant mode.

This guide describes the Avaya VPN Client only in the context of configuring it
for FIPS. For more information about Avaya VPN Client software documentation,
see Avaya VPN Router Configuration — Client Version 7.01 (NN46110-306)
311644-K Rev 02.

Before you begin

This guide is for network managers who are responsible for setting up and
configuring the Avaya VPN Client for FIPS 140-2. This guide assumes that you
have the following background:

»  Experience with system administration
» Familiarity with network management
*  Knowledge of FIPS concepts and procedures

Text conventions

This guide uses the following text conventions:

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.
Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Avaya VPN Client Configuration — FIPS 140-2
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bol d Courier text

brackets ([ ])

italic text

pl ai n Courier
t ext

separator ( >)

Acronyms

Indicates command names and options and text that
you need to enter.

Example: Usethe show heal t h command.

Indicate optional elementsin syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ntp [associ ati ons], you can enter
either show ntp orshow ntp associ ati ons.

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariable is two
or more words, the words are connected by an
underscore.

Example: If the command syntax is

pi ng <i p_address>,i p_addr ess isonevariable
and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: File not found.

Shows menu paths.
Example: Choose Status > Health Check.

This guide uses the following acronyms:

3DES
AES
AH
DES
FIPS
HMAC
HTTP
IP

Triple DES

Advanced Encryption Standard
Authentication Header

Data Encryption Standard

Federal Information Processing Standards
Hashing Message Authentication Code
Hypertext Transfer Protocol

Internet Protocol

NN46110-510 02.01
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| Psec Internet Protocol Security

KAT known answer test

MD5 Message Digest 5

NIST National Institute of Standards and Technology

Related publications

For complete information about installing and configuring the Avaya VPN Client,
refer to the following publications (included on the FIPS software CD):

* AvayaVPN Client release notes
* Avaya VPN Router Configuration — Client
e Using Avaya Secure IP Services Gateways In FIPS Mode.

Avaya VPN Client Configuration — FIPS 140-2
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New in this release

The following sections details what is new in Avaya VPN Client Configuration —
FIPS 140-2. (NN46110-510).

e “Features
»  “Other changes

Features

There are no new featuresin this release.

Other changes

There are no other changesin thisrelease.

Avaya VPN Client Configuration — FIPS 140-2
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Configuring FIPS mode

The Avaya VPN client can run in normal operating mode or in FIPS operating
mode. Version 7.11 has FIPS enabled by default. In FIPS operating mode, the
Avaya VPN client meets al requirements for FIPS 140-2. (You can find
publications for 140-2 and related information at the http://csrc.nist.gov/cryptval/
URL. For the list of Avaya security policies, click on Validation Listsin the left
column of the page. For further information, see Using Avaya Secure IP Services
Gateways In FIPS Mode.

Whenever you are using vendor products such as, for example, MSCAPI and
RSA, you must ensure that those products are also FIPS certified. To check for
the current information regarding regarding those compliances, see http://
csre.nist.gov/groups/STM/cmvp/documents/140-1/1401val 2008.htm.

Self tests

To prevent any secure data being released, it isimportant to test the cryptographic
components of a security module to ensure that all components are functioning
correctly. The client contains self-tests that are run during startup and periodically
during operation.

Avaya VPN Client Configuration — FIPS 140-2
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16 Configuring FIPS mode

Initialization self tests

When you enable FIPS mode, the client performs startup self-tests (Figure 1).

Figure 1 Power-up self test

Mortel VPN Client

F F"'!
’;‘j Doing FIPS Power-up Self Tests.

Fleaze wait...

The self tests take approximately 2 seconds on atypical machine (1.8 GHz), but
could take as long as 16 seconds on a slow machine.

If any self test fails, the details of the failure are placed into the log and a message
indicates a FIPS test failed (Figure 2). When you click on OK, the client exits.

Figure 2 Self test failure

Mortel ¥PN Client

' FIPS 140-2 startup self test Failed,
. See the log For Furkther details.

Self integrity check

L oaded application modules (such as Extranet.exe) can only run from the
installation directory. Thisisto validate that the module on disk is the same asthe
onethat is currently running.

For driver files (ipsecw2k.sys and eacfilt.sys), the on disk file in the window's
system32/drivers directory is verified. Windows loads these files from this
location so that the load path check is not required.

NN46110-510 02.01
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Known answer tests

Thefollowing KATs are be performed by the client application during startup:

+ 3DES

* AES(128 Bit)

* AES(256 Bit)

+ SHA1l

+ HMAC-SHA1

* DHgroup2and5
« PRNG

Thedriver runsits own KAT to verify theintegrity of its encryption algorithms. If

the test fails, no tunnels will be started.

FIPS mode status

The status of FIPS mode (enabled or disabled) is displayed in two places. In the

main dialog, it isdisplayed in Help About (Figure 3).

Figure 3 Status in Help About

Mortel YPN Client

e -
i Norts! VPN Cliert

Copyright 2 1937 - 2007 Mortel Metwaorks, Ine
All Rights Rezered
Verzions: Y07 1110
Creation Date;  Jun 52003 150758

Date: B/AA2003

Funning as an application

Loaging iz enabled.
FIPS 140-2 mode iz enabled.
Releazed Saoftware, Fully Supported
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18 Configuring FIPS mode

Once atunnel has been established, it also displays in the status box (Figure 4).

Figure 4 Status box

Status

>T'H'i‘3é5mﬂ Nortel VPN Client Monitor

-y 2
Diuration: 016:50:34 i
Security: ESF-256BitAES. SHA | Diccannect |
IKE: Diffie-Hellmatn Group 5 =
Comprezsion; L5 Comprezsion Edit Profiles
D estination |F Address: 47 17.82 50 :

: Wwirite Log
Azzigned [P Address; LG e ——
IPSec MAT Traversal Inactive| e Barner
Logging: Enabled
Ipzec Maobility: Dizabled
Persistence: Dizabled About |
FIPS 140-2 Mode: Enabled

- Connection statishics |
Bytes in: 189464 Bytes aut; 180838 :
Frames in: 385 Framesz out; 2239 E
[ Always on Top I Detais

Continuous random number generator (RNG) test

FIPS requires that the RNG be continuously monitored to ensure it returns
changing values. If RNG fails, the tunnel will be torn down.
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Split tunneling mode

When FIPS mode is enabled, split-tunneling (both normal and inverse) is not
allowed. If the server does send split tunneling routes during config mode, that
information is ignored. The tunnel comes up but runs in mandatory tunneling
mode. If this occurs, the following log entries are made:

Wed Dec 10 05:50:29 2008 | FIPS | W| Server is configured
for split tunneling but that is not allowed in FIPS node.
Wed Dec 10 05:50:29 2008 | ConfMdde | | | Mandatory

tunnel i ng enforced.

The Avaya gateway continues as though the client is performing split-tunneling. It
drops any packetsthat it determines should not have been sent through the tunnel.
Even though the tunnel is established, the expected connectivity may not be there.

It is recommended that you configure groups for FIPS users or the server for
mandatory tunneling.

Logging

Logging is mandatory in FIPS mode. The logging option under the Options, Log
Sessionsto Fileis checked to indicate that it is active and grayed out to prevent
you from changing it.

Avaya VPN Client Configuration — FIPS 140-2
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The log contains the status of the FIPS mode and the results of the KAT and

integrity checks.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2 node is
enabl ed.

Wed Dec 10 05:45:52 2008 | Isakmp | | | NVC Product Version
- V07_11.101

Wed Dec 10 05:45:52 2008 | Isakmp | | | Drivers' versions -

i psecw2k. sys:7.11.0.101
; eacfilt.sys:7.11.0.101

Wed Dec 10 05:45:52 2008 | Isaknmp | | | NVC executable
Version - 7.11.0.101

Wed Dec 10 05:45:52 2008 | Isaknmp | | | Loggi ng subsystem
initialized.

Wed Dec 10 05:45:52 2008 | Isaknmp | | | Avaya VPN Client
Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: Hash

verification OK for file: C\Program Fil es\Avaya\ Avaya VPN
Cient\extranet. exe

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: Hash
verification OK for file: C\Program Fil es\Avaya\ Avaya VPN
Client\certal.dll

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: Hash
verification K for file:

C:\ W NDONB\ syst enB2\ dri ver s\ i psecw2k. sys

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: Hash
verification K for file:

C:\ W NDONB\ syst enB2\ dri vers\eacfilt.sys

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: Triple DES
KAT passed.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: AES (128
Bits) KAT passed.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: AES (256
Bits) KAT passed.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: SHAL KAT
passed.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2: HVAC- SHAl1
KAT passed.

Wed Dec 10 05:45:52 2008 | FIPS | | | FIPS 140-2:
Diffie-Hell man G oup 2 KAT passed.

Wed Dec 10 05:45:53 2008 | FIPS | | | FIPS 140-2:
Diffie-Hell man Group 5 KAT passed.

Wed Dec 10 05:45:53 2008 | FIPS | | | FIPS 140-2: PRNG KAT
passed.

Wed Dec 10 05:45:53 2008 | FIPS | | | FIPS 140-2: Eacfilt

NN46110-510 02.01
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driver HVAC- SHA1 KAT and Integrity test passed.

Wed Dec 10 05:45:53 2008 | FIPS | | | FIPS 140-2: |psec
driver Triple DES, AES(128 Bits and 256 Bits), SHA1,
HVAC- SHA1 KAT passed.

Wed Dec 10 05:45:53 2008 | Isaknpd | | | Session End
Notification setup for XP :.

Supported DH groups and ciphers

The proposals made by the client in FIPS mode are, in order:

1 DH group 5: AES256-SHA1, AES128-SHA1.
2 DH group 2: 3DES-SHA1, AES128-SHAL

The AesDisabled setup.ini is supported. If you set it along with FIPS mode, the
client only proposes the group 2-3DES transform.

The following are not supported when running in FIPS mode:

» Diffie-Hellman group 8
e DESandDH group 1

* 40-bit DES
» MD5
 IPSECAH

When you are running in FIPS mode, these will not be proposed by the client. The
client rgjects any proposal from the server that includes one of the unsupported
groups or algorithms.

RSA and MSCAPI

The MSCAPI validates signatures when RSA certificates are used for
authentication. To conform to FIPS, the client security policy states which
versions of the Microsoft library have been FIPS-approved. The MSCAPI
functions are provided by the rsaenh.dll library.

Avaya VPN Client Configuration — FIPS 140-2



22 Configuring FIPS mode

Disabling FIPS mode

Avaya VPN client version 7.11 operatesin FIPS mode by default. To disable this
mode, you have to run the custom install with the option NN_FIPSMODE=0.

For information on how to customize thisinstallation, refer to Avaya VPN Router
Configuration — Client Version 7.01 (NN46110-306) 311644-K Rev 02.

NN46110-510 02.01
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