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Abstract

This Technical Configuration Guide outlines the configuration steps required to authenticate computers
and users via Microsoft Active Directory through an Identity Engines Ignition Server and determine
network access based on the end-points compliance state. The main components include the Avaya
Wireless LAN 8100 Controller and Access Points, Avaya Ethernet Routing Switches, Avaya Ignition
Server and an Active Directory user store running on a Microsoft Windows Server 2003 server.

The audience for this Technical Configuration Guide is intended to be Avaya Sales teams, Partner Sales
teams and end-user customers.

Revision Control

Version Revised By REINEE]
1 June 2011 1.0 KLM Initial Draft
2 June 2011 1.1 KLM Minor Corrections
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This section describes the text, image, and command conventions used in this document.

Symbols

& Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or

command:

ERS5520-48T# show running-config

Output examples from Avaya devices are displayed in a Lucida Console font:

ERS5520-48T# show sys-info

Operation Mode:
MAC Address:

POE Module Fw:
Reset Count:

Last Reset Type:
Power Status:
Autotopology:
Pluggable Port 45:
Pluggable Port 46:
Pluggable Port 47:
PTuggable Port 48:
Base Unit Selection:

sysDescr:

June 2011

Switch

00-12-83-93-B0-00

6370.4

83

Management Factory Reset

Primary Power

Enabled

None

None

None

None

Non-base unit using rear-panel switch
Ethernet Routing Switch 5520-48T-PwWR
Hw:02 FW:6.0.0.10 Sw:v6.2.0.009
Mfg Date:12042004 HW Dev:H/W rev.02

Ignition Server NPS Active Directory Authentication
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1. Overview
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Microsoft Network Access Protection (NAP) is a set of operating system components that provide a
platform for protected access to private networks. The NAP platform provides a way of detecting the
health state of a Windows device that is attempting to connect to a network and will restrict access until
the defined policy requirements for connecting to the network have been met.

The Avaya Ignition Server release 7.

0 introduces support for Microsoft NAP which allows customers to

perform end-point inspection on Microsoft Windows XP, Windows Vista and Windows 7 workstations with
or without a Windows Server 2008 Microsoft Network Policy server:

1)

Allows customers with Windows Server 2003 deployments to deploy NAP by leveraging the

Ignition Server as the Health Authority (HA).

2)

Allows customers with Windows Server 2008 environments to deploy NAP by leveraging the

Ignition Server or Network Policy Server (NPS) as the Health Authority (HA).

3)

Allows customers with Windows Server 2003 or Windows Server 2008 environments to deploy

NAP in addition to Avaya’s Authenticated Network Architecture (ANA).

The solution outlined in this guide allows customers with Windows Server 2003 or Windows Server 2008
environments to deploy NAP on wired and wireless networks using the Ignition Server as the RADIUS
server and Health Authority. The Ignition Server provides PEAP authentication for users against Active
Directory and will assign compliant users to a Corporate VLAN based on Active Directory group
membership and non-compliant users to a Remediated VLAN.

Active Directory

June 2011
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Figure 1.0 — Avaya Wireless Guest Management Solution
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1.1 Network Access Protection

Network Access Protection (NAP) is a Microsoft technology for controlling network access for users

based on the system health of a Windows workstation. With NAP system administrators define policies for
system health requirements which the Windows host computers must comply before being permitted
unrestricted access to the network. NAP policies can verify that security software such as Anti-Virus, Anti-
Spyware and Firewall are operating and up to date and can also verify that the latest system updates are

installed.

&) Tip — On the Avaya Ignition Server the Windows system components to validate are defined in a
Posture Profiles while the actions to take are defined using Authorization Policies.

Product Enabled | Upto date Comment
Anti-Virus An antivirus application is active and up to date
" An antispyavare application is active and up to date
i DA Mote: This aption is "Mot” annlicable for Windoues XP client
Firewvall A fireweall application is enabled for all network connections
Windows Autormatic Update Autornatic updating is enabled

Windows Security Update Protection

Restrict access for clients that do not have all available security updates installed

Specify the minimum security level required for updates: |Critica| only -

Maximurn number of hours allowed since client has E
checked for new security updates:

By default, clients can receive security updates from Microsoft update, If additional sources
are required for deployment, select ane or both of the following sources,
[ ] Windows server update services

[ Windows updates

[ Probation time:

Auto remediate

[ URL for remediation server:

(Clients will be allowed network access till abowve specified time even if they are found as non-compliant),

| 2011-05-17 15:19:30

June 2011

Figure 1.1 — Example Ignition Server Posture Profile
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NAP allows network administrators to define levels of network access based on a client’s identity, the
Active Directory groups to which the client belongs, and the degree to which the client complies with
corporate governance policy. Windows hosts that comply can be granted full un-restricted access to the
network while hosts which fail compliance are provided with restricted network access with the necessary
permissions required to become complaint. NAP also provides a mechanism for automatically bringing
the client into compliance (a process known as remediation) and then dynamically increasing its level of
network access.

The Avaya Ignition Server NAP solution consists of the following components:

NAP Clients — Are Windows hosts that report system health to a NAP enforcement point. NAP
clients are provided Windows 7, Windows Vista, Windows XP with Service Pack 3 (SP3),
Windows Server 2008, and Windows Server 2008 R2. NAP clients currently support PEAP for
authentication and system health reporting.

NAP Enforcement Point — IEEE 802.1X capable devices such as an Avaya Ethernet Routing
Switch or Avaya Wireless LAN 8180 controller.

NAP Health Policy Server — An Avaya Ignition Server that stores health requirement policies
and provides health evaluation for NAP clients. Health requirement policies are configured by the
Ignition Server administrator and can include settings that require that NAP client computers have
the latest antivirus definitions and security updates installed, a personal firewall enabled, and
other settings.

Authentication, Authorization and Accounting Server (AAA) — An Avaya Ignition Server that
receives PEAP authentication requests from the NAP Enforcement Points and validates the users
credentials and determines group membership against an Active Directory user directory.

A NAP deployment using an Avaya Ignition Server operates in a identical manner to a Microsoft Windows
Server 2008 deployment with the exception that the Ignition Server is used as the AAA server and Health
Policy Server:

1) When a NAP-capable client computer contacts a NAP enforcement point, it submits its current

health state. The NAP enforcement point sends the NAP client’s health state to the NAP health
policy server on the Ignition Server for evaluation using the RADIUS protocol. The Ignition Server
also provides PEAP authentication for the NAP client. Users can be authenticated locally or
against an external directory such as Active Directory.

2) The Ignition Server evaluates the health state of the NAP client:

a. If the NAP client is determined to be compliant, the Ignition Server forwards a RADIUS
Access-Accept with the users assigned un-restricted VLAN.

b. If the NAP client is determined to be non-compliant, the Ignition Server forwards a
RADIUS Access-Accept with the users assigned restricted VLAN. A non-compliant NAP
client on the restricted network may access remediation servers to install the necessary
components and updates. After remediation is complete, the NAP client can perform a
new health evaluation in conjunction with a new authentication request and be assigned
to their un-restricted VLAN.

Ignition Server NPS Active Directory Authentication

June 2011 Avaya Inc. — External Distribution 10
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2.

Configuration Example

2.1 Components

The Avaya Ignition Server Network Access Protection (NAP) solution outlined in this guide consists of the
following software and hardware components:

1.

Configuration and Management:

¢ Ignition Dashboard Application — A Windows based application used to configure and
manage the Ignition Server that provides authentication, authorization and accounting as well
as an interface into Active Directory.

Access Control:

e Ignition Server — Authenticates and authorizes NAP users who wish to connect to the
network, captures accounting information and evaluates the health of the devices.

e Active Directory User Directory — The centralized user directory which is queried by the
Ignition Server to authenticate and authorize end-users who wish to gain access to the
wireless network.

Authenticators:

¢ Avaya Ethernet Routing Switch 4500 — Provides wired connectivity to corporate users which
are authenticated using RADIUS against the Ignition Server.

e Avaya Wireless LAN 8100 — Provides wireless connectivity and mobility to corporate users
which are authenticated using RADIUS against the Ignition Server.

Client:

e Apple MacBook Pro (Bootcamp with Windows 7 Enterprise) — End user device that connects
and authenticates to the Avaya Ethernet Routing Switch 4500 or Wireless LAN.

Ignition Server NPS Active Directory Authentication

June 2011 Avaya Inc. — External Distribution 11
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2.2 Hardware & Software

The following diagram depicts the hardware and software components and the topology used to create

this guide:

VMWare ESXI 4.1
Domain Controller
192,168,10.50/24

lgnition Server
192.168.10.52/24

AP 8120
VLAN 10: DHCP

Windows 7
VLAN (Dynamic): DHCP

June 2011

Wireless Client

s WC 8180

AN

"
A
N
A

L3

VLAN 10: 192.168.10.30/24

L

ERS 5500 (Core)
VLAN 10; 192.168.10.1/24
VLAN 11; 192.168.11.1/24
VLAN 12: 192 168.12.1/24
LWLAN 13: 192 168.13.1/24

"

ERS 4500

I3
J

VLAN 10: 192.168.10.19/24

ﬁg‘_ Windows 7
{#‘d VLAN (Dynamic): DHCP

Wired Client

Figure 2.2 — Topology
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The following table highlights the hardware and software outlined above used to create this guide:

Hardware and Software Components

Dell PowerEdge D610 Server — VMWare ESXi Version 4.1.0:
1. Avaya Ignition Server — Version 07.00.00.020468
2. Microsoft Windows Server 2003 Enterprise Edition with Service Pack 2:
o Active Directory Services
o Certificate Services

o DNS Services
Avaya Ethernet Routing Switch 5520-48T-PWR — Version 6.2.0.009

Avaya Ethernet Routing Switch 4550T — Version 5.4.1
Avaya Ethernet Routing Switch 4524GT — Version 5.4.1

Avaya WLAN 8100 Series — Version 1.0.1.007
e 1 xWLAN Controller 8180
e 3 xWLAN Access Point 8120

IBM Thinkpad T500 — Windows 7 Enterprise:
e Intel® WiFi Link 5100 AGN 802.11a/b/g PCI Express Wireless Adaptor

e Microsoft Windows Client with Intel Extensions

Table 2.2 — Hardware and Software

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 13
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2.3 Ignition Server

The following section outlines the configuration steps required to configure the Avaya Ignition Server to
authenticate NAP users against Active Directory then assign a VLAN based on compliance state and
Active Directory group membership:

Note — This guide assumes all certificates are issued from a common public or Enterprise
certification authority. For this guide Microsoft Certificate Services configured as an Enterprise
Root CA will be utilized.

2.3.1 Digital Certificates

As PEAP authentication is used by the NAP clients for authentication, a signed server certificate must be
installed on the Ignition Server. The following section highlights the necessary steps required to request a
certificate, sign the certificate then install the signed certificate on the Ignition Server.

2.3.1.1 Certificate Signing Request (CSR)

Before a signed certificate can be issued and installed on the Ignition Server a public key and certificate
signing request (CSR) must be generated. The CSR provides the certificate authority with the necessary
information required to generate a signed certificate which will downloaded and installed on the Ignition
Server. The signed certificate will be used for PEAP authentication but may also be used for Ignition
Server Administration:

1 Within Ignition Dashboard select Site-Name > Certificates > Certificate Requests. Click New:

-
A\ Ignition Dashboard NN X

| Administration  Help

i:ﬁ Monitor 5 Troubleshoot

Current Site: AvayaLabs

Sites

&[4 Site Configuration
B Access Policies

Name: Avayalabs

4 Authenticators Services | Licenses || Genificates | Logging | Scheduled Backups
& pirectories
F Provisioning Certificates Protocol Ret Certificates | Certificate Revocation List

@ Guest Manager

Marne | Date Generated

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 14
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2 In the Name field enter the hostname and domain name of the Ignition Server. Select the Key

Length value 2048 then set the Algorithm to RSA. Click Next:

A\ Certificate Request Wizard — - @

Certificate Mame and Encryption Parameters
Please fill in name, and select the key length and encryption algorithm.

tomes [[zmves

Key Length: () 512 Bytes

(~)1024 Bytes
(5] 2048 Bytes
C="]

@ Certificate Mame and Encryption Parameters i
Certificate Subject Attributes
Generated Certificate Request

Blgorithrm:

s s |

3 Inthe Common Name (CN) field enter the hostname and domain name of the Ignition Server.

Enter appropriate Company, Regional and Contact information then select Next:

A\ Certificate Request Wizard — - @

Certificate Subject Attributes
Please fill in the attributes as applicable. ‘Comman Name' is required.

v Certificate Mame and Encryption Parameters i
@ Certificate Subject Attributes
Generated Certificate Request

Commaon Marme (CH): ide.avayalabs.local

Departrment (OU): Avaya Data Solutions

Laocation {L): Johnson City

Country (C): US (United States) -
Ermail (EC): Kimarshall@avaya.com

‘ 4| Back ‘ Cancel |

Ignition Server NPS Active Directory Authentication
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4 A certificate signing request will be generated. Click Save To File (recommended) or Copy to

Clipboard then click Finish:

A\ Certificate Request Wizard — - @

Generated Certificate Request

" Certificate Marne and Encryption Pararmeters i You can either save the PEM to a file, or copy and paste it into another application.
V" Certificate Subject Attributes
V" Generated Certificate Request

Mame: |ide.avaya|abs.local |

Date Generated: |May5, 2011 |

PEN Representation:

¥1zmvalpPELUCKZOSAOThNWe c288ie2eAqIBOTdj8IKXB2tn0tUDqIQHAbTGYbt -
DcVgKNordxa7sL WMSpT4G5fb011eWzPEZSPoP6ZWT1y945dPpSIDAGMBAAGGADAN
BgkghkiGOwOBAQQFAAOCAQEAVjVo00mxDbNwKZDMKPyfZI5L Xy gZX6 GZEkmQY
00CnI0GIIAWEo2WIMgtZnyBEu-+ ALpJEWyFIyVIdTXKOcBVWO30RBDT QEOLSITY
SfhaDsB5Lz01 Xo6 KAt ROGVNHnwhgdsQMSU-afQBbliC2dTOYZbGyVT6/FZS L
rUKhSThTfmBB8 ONrLtwXogiCBFbC /et /TT30nfQPFHBRueYs1 LIDGtRBmbIu/7
EtMSBMCEDEH1 CzhyiX9qypl cSEP+ HVUIKcpQBreCsUEMoIOE/WSBekptweKPYXI
tV23CBpISy/WPV6aL aZrlpjmbM78HKIWDXT23SnUFS+ Drwv==

| Copy to Clipboard | | Save ToFile

B

Note — Check with you network administrator to determine the appropriate key length before
generating the CSR. Most CAs require a 2048 bit key.

Note — The value provided in the CN field will be presented to the 802.1X client during
@ authentication and may be used by the 802.1X client to validate the identity of the RADIUS
authentication server.

2.3.1.2 Certificate Signing

A certificate signing request (CSR) can be signed by a private certificate authority (CA) that is operated
and maintained by the enterprise organization or an external public CA which charges a fee for each
server certificate issued. In most enterprise organizations a private CA will be deployed which allows
certificates to be generated and maintained for internal devices and users. Examples of private CAs
include Microsoft Certificate Services, Novell Certificate Authority and OpenSSL

The following provides an example of how to sign a CSR using Microsoft Certificate Services deployed as
an Enterprise Root CA using Web Enroliment:

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 16
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1 Using aweb browser connect to Windows Server Web Enroliment web site, enter your

credentials then select the task Request a Certificate:

Microsoft Active Directory Certificate Services — AVAYALABS CA1 Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, ar other program. By using a certificate, you can verify your identity to peaple you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or cerfificate revocation list (CRL), or to view the status of a
pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Request a certificate
View the stafus of a pending certificate request
Download a CA certificate certificate chain. or CRL

2 Select the option advanced certificate request:

Microsoft Active Directory Certificate Services — AVAYALABS CA1 Home

Request a Certificate

Select the certificate type:
User Certificate

Or, submit aif advanced certificate request

Ignition Server NPS Active Directory Authentication
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3 Select the option Submit a certificate request by using a base-64-encoded CMC or PKCS#10

file, or submit a renewal request by using a base-64-encoded PKCS#7 file:

Microsoft Active Directory Certificate Services — AVAYALABS CA1 Home

Advanced Certificate Request

The palicy of the CA determines the types of certificates you can request Click one of the following aptions to:

Create and submit a request fo this CA.

Submit a cerificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #{ file.

4 In the Saved Request form field, paste the base-64 encoded text generated by the certificate
signing request (CSR) on the Ignition Server. In the Certificate Template field select the Web

Server template (or an alternative pre-defined user defined template) then click Submit:

Microsoft Active Directory Certificate Services - AVAYALABS CA1

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external
source (such as a Web server) in the Saved Request box.

Saved Request:

[TIBDXPbExAkoz2UvSKWNe TXEYCWDWOOqi fpPssGjh &
Base-64-encoded JYbXnbMr o/ nHNxKcKeceT11r9WuInfWOQoPw2/JieB
certificate request 4q+IVXJoysiWkTHRET73Fhun¥Y0gihdwOShkeBEXeC

(CMC or [FXD315RZBoj28aoci9e95i%auoa2s5sz7THwDrsgd |
PKCS #10 or 5PQz@ee kTt EcELrjhspxK14GEUYxnbHI IncVWXVE E|
Pres #7): - END CERTIFICATE REQUEST————— m

4 [ 11 | 2

Certificate Template:
Web Server vl

Additional Attributes:

Attributes: -

4 ¥
l Submit > I

Ignition Server NPS Active Directory Authentication
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5 Select the encoding option Base 64 encoded then click Download certificate. Click Save then

specify a filename and path for the certificate followed by a second Save:

Home

Microsoft Active Directory Certificate Services — AVAYALABS CA1

Certificate Issued

The cerificate you requested was issued to you.
© DER encoded or

@ Base 64 encoded
Download cerfificate

wieLyin eI rerchain

In the top right of the window select Home to take you to the main page. Select the encoding
option Base 64 encoded then click Download CA certificate. Click Save then specify a

)

filename and path for the certificate followed by a second Save:

Microsoft Active Directory Certificate Services - AVAYALABS CA1

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authonty, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the cerlificate and encoding method.

Current [AVAYALABS CA1

Encoding method:

CA certificate:

Download latest base CRL
Download latest delta CRL

Note — To be installed on the Ignition Server, the signed certificate and corresponding CA root
certificate must be issued in a base-64 encoded format.

Ignition Server NPS Active Directory Authentication
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avaya.com

2.3.1.3 Install CA Root Certificate

A CA root certificate allows a device to validate certificates issued from the certificate authority. While a
CA certificate is not required on the Ignition Server to support PEAP, it is required if you plan on
deploying EAP-TLS which uses certificates issued to computers and users. As a best practice it is
recommended to install the CA certificate on a device when the server certificate is installed.

To install a CA root certificate on the Ignition Server:

1 Within Ignition Dashboard select Site-Name > Certificates > Protocol Root Certificates. Click

Import Root Certificate:

-

A\ Ignition Dashboard

=NECh X

Administration  Help

Site Configuration
B Access Policies

& Guest Manager

Monitor ¢ Troubleshoot

Current Site: Avayalabs

Sites

Name: Avayalabs

Services | Licenses Logging | Scheduled Backups
Certificates | Certificate Requests Certificate Revocation List
Import Reot Certificate
MNarne | Type | Date Generated Expiration Date

2 Select the path and filename for the base-64 encoded CA root certificate issued by your
certificate authority then click Open:

June 2011

A\ Open &J
Look In: |D Desktop '| |ﬁ| |§‘EE:
C3 Camputer 3 Projects
3 Metwark =] avayalabs-ca.cer
3 Libraries (S
C3 klmarshall [) Home Servicesadsx
C3 Documentation [ ide.cer
3 EPIC

C3 Wty Docurnents
C3 Presentations
C3 Products

File Marne: kvaya\abs-(a.(ar I

Files of Type: | &l Files ~|

| Sl |

Ignition Server NPS Active Directory Authentication
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3 The CA root certificate for the CA that issued the server certificate will now be installed:

A\ Ignition Dashboard = B ®

| Administration  Help

Configuration Current Site: Avayalabs

Sites

g ide.avayalabsocal
&2 Site Configuration
ccess Policies

Name: AvayaLabs

uthenticators Services | Licenses Logging | Scheduled Backups
B Directories

&8 Provisioning

& Guest Manager

Certificates | Certificate Requests Certificate Revocation List

| Import Reot Certficate

"
f i T
IA\IA‘/ALAES [ RSA, 2010-12-02

) ST
2015-12-02

===

Note — To be installed on the Ignition Server, the CA root certificate must be issued in a base-64
encoded format.
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2.3.1.4 |Install Signed Server Certificate

Once the server certificate has been signed by the certificate authority (CA), it can be installed on the
Ignition Server and used for PEAP authentication and Administration.

To install a signed certificate on the Ignition Server issued from a private or public CA:

1 Within Ignition Dashboard select Site-Name > Certificates > Certificates. Click Import

Certificate:

15

A\ Ignition Dashboard =NRC X

Administration  Help

4/ Monitor ¥ Troubleshoot

Configuration
-2 Avayalabs
i idde.avayalabs.Jacal

Current Site: Avayalabs

sies

Name: Avayalabs

L Site Configuration

Bl Access Policies
o4 Authenticators
[ Directories

@l Provisioning
& Guest Manager

Services | Licenses Logging | Scheduled Backups

[[(Certficates | Centficate Requests | Protocol Root Certificates | Certificate Revocation List

Import Cettificate

Adrmin Certificate: default_ui_cert | Modify... |

Marne | Type | Date Generated | Expiration Date Bound to Services
default_soap_cert  RSA  2010-10-21 2025-12-31 SOAP Part Cert
default_ui_cert RSA  2010-10-21 2025-13-31 UL Port Cert
default_tunnel_cert | RSA  2010-10-21 2075-12-31

2 Select the path and filename for the base-64 encoded signed server certificate issued by your
certificate authority then click Open:

June 2011

I ™
A\ Open {éj
Look I |CJ Desktop - |@||E>ﬂu3:|

C3 Computer 3 projects

C3 Metwork B avayalabs-ca.cer

C3 Libraries B Ernbarg bt

C3 kimarshall [E) Home Servicesadsx

3 Documentation

3 EpIC

C3 Wty Docurnents

£ Presentations

C3 Products

File Mame: Ide.:er I

Files of Type: | All Files

e
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3 Your signed server certificate will now be installed:

P N
/\ Ignition Dashboard ===

| Administration  Help

iﬁ Monitor ¢ Troubleshaot

Configuration Current Site: Avayalabs

E- &2 Avayalsbs Sites
g ide.avayalabsocal
te Configuration P
ccess Policies
uthenticators Services | Licenses Logging | Scheduled Backups
8 Directories
A provisioning || Certficates | Certficate Requests | Protocol Root Certificates | Certficate Revocation List
& Guest Manager
| Import Certificate |
Admin Certificate: default_ui_cert | Modify... |
arne | Type | Date Generated | Expiration Date | Bound to Services
default soap_cert  RSA  2010-10-21 2075-13-31 SO8P Port Cert
lide‘ava;a\;hs‘\n:al RSA 0110505 2013-05-04 |
T T T
[T ===
& )

Note — To be installed on the Ignition Server, the signed server certificate must be issued in a
base-64 encoded format.
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2.3.1.5 Set Admin Certificate (Optional)

The Ignition Dashboard application uses TLS to provide a secure channel between the Ignition Server
and Ignition Dashboard application. By default the Ignition Server uses a self-signed certificate which
cannot be validated by the Ignition Dashboard application. In addition to being used for PEAP
authentication, the signed server certificate can also be used for Ignition Server administration.

To configure the Ignition Server to use the signed certificate for the Admin Certificate:

1 Within Ignition Dashboard select Site-Name > Certificates > Certificates. Click Modify:

15 ™

J\ Ignition Dashboard =NAES X

Administration  Help

Monitor ¢ Troubleshaot

Configuration Current Site: Avayalabs
wayalabs Sites
& ide.avayalabs Jocal
&[22 Site Configuration
; ceess Policies
Authenticators Services | Licenses Logging | Scheduled Backups
ﬂ Directories
@l Provisioning
& Guest Manager

Name: Avayalabs

[[Certficates | Centficate Requests | Protocol Root Certificates | Certificate Revocation List

| Import Certificate |

Marne | Type [ Date Generated | Expiration Date | Bound to Services
default_soasp_cert  RSA  2010-10-21 2075-12-31 SOAP Part Cert
default_ui_cert RSA2010-10-21 2025-13-31 UL Port Cert
ide.avayalabslocal | RSA 20110505 2013-05-04
default tunnel_cert | RSA 2010-10-21 2025-13-31

2 Using the Admin Certificate pull-down menu select the signed certificate installed in the
previous step then click OK:

A\ Set Admin Certificate S S [

Select the certificate to be used as the admin certificate,
The admin certificate is used ta secure communication with the Ignition appliance.

Admin Certificate: ide.avayalabs.local =
(o

Ignition Server NPS Active Directory Authentication
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3 Click Yes to confirm:

Confirm Set Admin Certificate @

‘)J) Make sure wou have the corresponding root certificate in the Ul for the admin certificate you are about ta set,
- If you do not hawe the corresponding root certificate in the UL wou will not be able to log inta the appliance
after the admin certificate is set, You will need to re-lagin, Continue?

=

4  Within Ignition Dashboard select Administration > Root Certificates:

Legin... ‘

| Manage your root certificatesi

5 Select the path and filename for the base-64 encoded CA root certificate issued by your

certificate authority and enter an Alias name. Click Add:

%] Add Root Certificate S5

Pathrarne of root certificate file:

| Ch\Users\klmarshall\Desktop\avayalabs-ca.cer | | Browse... |

Alias for this root certificate:

|a\ra)ralabs ca |

e [

Ignition Server NPS Active Directory Authentication
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6 The CA root certificate for the CA that issued the server certificate will now be installed:

The root certificates below are used to validate the admin certificate on the Ignition appliance.

Alias | Marme (CM) ‘ Organization (0}
root? ALY, 3YEYE, O Pusaya
ail Defaultidoin Liantibe Eoginesloc |
Eﬁayalabs =] AVAYALARS CAL
motolabs IUTULAES LA

| Add... |

| Close |

Note — Once you change the Admin Certificate, you must install the corresponding CA root
certificate in the Ignition Dashboard application. Failure to install the correct CA root certificate
will result in a connection failure.

2.3.2 Directory Services

Rather than maintain a separate user database on the Ignition Server for each PEAP user, the Ignition
Server can query an existing external user directory such as Active Directory. Directory Services defines
the necessary configuration parameters that allow the Ignition Server to communicate with an external
user directory store such as the Active Directory Server IP address, directory path information and bind
parameters.

The Ignition Server can communicate with Active Directory using Lightweight Directory Access Protocol
(LDAP) as well as the NT LAN Manager (NTLM) protocol. LDAP is used to validate user’s credentials
using PAP and CHAP authentication protocols while NTLM is used to validate user’s credentials using
MSCHAPvV2:

Active Directory Ignition Server

PAP | CHAP

i@

Figure 2.3.2 — Active Directory
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2.3.2.1 Configuration Step
For this configuration step a Microsoft Windows Server 2003 Domain Controller will be added to the
Directory Services on the Ignition Server with the following parameters defined:

1) The Name will be set to Active Directory to match the directory type.

2) The Service Account Name will be set to ide which is a bind user account for the Ignition Server
created in Active Directory.

3) The Service Account Password will be set to avayalabs that matches password defined for the
ide user account predefined in Active Directory.

4) The NetBIOS Domain will be set to AVAYALABS which matches the NetBIOS domain name for
the Active Directory Domain.

5) The AD Domain Name will be set to avayalabs.local which matches the Active Directory
Domain name.

6) The Directory Root DN will be set to the default value DC=avayalabs,DC=local.
7) The User Root DN will be set to the default value DC=avayalabs,DC=local.

8) The Primary Server IP Address will be set to 192.168.10.50 which is the host IP address
assigned to Microsoft Windows Server 2003 Domain Controller.

9) The Port will be set to the default value 389.

10) The NETBIOS Server Name will be set to W3KSERVER-DC1 which matches the NetBIOS name
assigned to the Microsoft Windows Server 2003 Domain Controller.

1 Within Ignition Dashboard select Configuration > Directories > Directory Services. Click New:

A\ Ignition Dashboard | 0 e

| Administration  Help

i:ﬁ Monitor ¢ Troubleshoot

=& Avayalabs Directo

L ide.avayalabs.ocal Mame Directory Type

&[22 Site Configuration Internal User Stare Internal Database
B Access Policies
'ﬂ;‘Authenticators
=Bl Directories
(@) Directory Sets
. B Divectory Services
U@ Intermal Store
45 Virtual Mapping
8 Provisioning
.i Guest Manager

Ignition Server NPS Active Directory Authentication
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2 Inthe Choose Service Type window select Active Directory then click Next:

avaya.com

A\ Create Service Wizard

@ Choose Service Type
Service Configuration Options
Confiqure Active Directory
Confiqure Generic LDAP
Confiqure Token Service
Confiqure Kerberos Service
Confiqure RSA Service

Choose Service Type
i Please select the type of service to create.

() Generic LDAP

() Kerberos Service

_) Novell eDirectory

() Oracle Internet Directory
() RSA Service

") Sun Directory Server

() Token Service

| Cancel ‘

3 Inthe Service Configuration Options window select Automatically Configure then click Next:

A\ Create Service Wizard

+ Choose Service Type

@ Service Caonfiquration Options
Confiqure Active Directory
Confiqure Generic LDAP
Confiqure Token Service
Confiqure Kerberos Senvice
Confiqure R4 Service

Service Configuration Options
i Which option would you like to configure Active Directory?

) Automatically configure

() Manually configure

‘ Cancel |

| [4] Back || »] Nextl

Ignition Server NPS Active Directory Authentication

June 2011

Avaya Inc. — External Distribution

28



AVAYA

4 In the Connect To Active Directory window enter the AD Domain Name, Service Account Name

and Password. Click Next:

A\ Create Service Wizard Ié

Connect To Active Directory
+ Choose Service Type i Please provide the following information needed to connect to the active directory. I

V" Service Confiquration Options |
@ Connect To Active Directary U

© t To Active Direct:
SIS LA Iy AD Damain Mame: avayalabs.local
Confiqure Active Directory

Created Active Directony Summany Sariies Acemt: Nermes de

Service Account Password ) sssssssss

4, Make sure the appliance has been configured with a DNS server.

| [4] Back || b ] le | Cancel |

Note — To communicate with Active Directory DNS must be enabled and configured on the
Ignition Server. DNS can be configured by clicking Appliance-Name > System > DNS.

Note — In this example an Active Directory account called ide with the password avayalabs has
been pre-defined in Active Directory and is a member of the Domain Admins group. Account
options have also been set to lock the account password so that it cannot change.

Note — While the bind user account has been made a member of the Domain Admins group,
the bind user account can be a member of the Domain Users group as long as it has the
necessary privileges required to Create Computer Objects in the domain
(http://technet.microsoft.com/en-us/library/cc754478.aspx).

© © O
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ide Propetties HE ide Properties

Remote control I Teminal Services Profile I COk+ Remate contral I Teminal Services Prafile I COM+
Member Of | Dial-ir | Errvironmerit | Sessions General | Address | Account | Prafile | Telephones | Orgarization

General I Address Account | Prafile I Telephanes I Organization lember OF Diial-in I Enwiranment I Sessions

User logon name: Member of:

Iide I@avayalabs.local Ll Active Directory Folder

. Domain Adming avayalabs local:

User lagon name (pre-Windovs 2000} Domain Users avayalabz localUsers

lAVAYALABS\ |ide I
Logan Hours: | LogOnTa |

™| Bcount is lockad out

Account options
™ User must change password at nest logon =
[V User cannat change passward
¥ Password never expires Add.. | Bemove |
™ Store pazsword using reversible sncryption -

Account expires Primary group: Domain Lsers
' Never Set Primany Group | There iz no need to change Frimary group unless
" End of I Sund ] 09, 2011 ﬂ — you have Macintozh clients or POSI<-compliant
Endol unday |, January . applications.

0k I Cancel | Spply | QK. I Cancel | Apply |

In the Connect to Active Directory window select the Security Protocols type Simple then

enter the IP address of the Active Directory Domain Controller. Click Next:

-
A\ Create Service Wizard @
Connect To Active Directory
v Choose Service Type i Mo IP addresses were found in the specified demain, I
" Service Configuration Options Please provide the following information needed to connect to the Active Directory.
v Connect To Active Directary |

Q Connect To Active Directory
Confiqure Active Directory
Created Active Directory Summary

Service Account Mame: ‘IdE |

Service Account Passward: ‘u LT |

Security Protocal: ‘S\mple "

IP Address: 192168.10.50 I
Port: 389

|4,Back||>,mactl | Cancel |
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6 Inthe Configure Active Directory Window set the Name to Active Directory. Click the icon next

to the NETBIOS Server Name field to resolve the NETBIOS server name. Verify the Active
Directory configuration by selecting Test Configuration:

-
A\ Create Service Wizard @

Configure Active Directory

" Choose Service Type i Su(:assfull){jnined thefinm.am‘ . ) . . I
" Service Configuration Options Please provide the required information needed to configure the active directory.
v Connect To Active Directary 5
v Connect To Active Directory Settings
e iy Sy | 1o Lot Diecey ]
Security Protocol: ‘S\mp\a A

Joined Domain As

MetBIOS Damain: AVAYALABS
AD Damain Name: avayalabs.local
" Service Account Mame: ide
Service Account Passward: ||
Primary Server Secondary Server

IP Address: 192.168.10.50 1P Address: |:|
Port; EY Part:
METEIOS Server Mame: | W3KSERVER-DICL | METEIOS Server Mame: =l

Test Configuration

DN Configuration

Directary Root DN: |DC=avayalabs,DC=local || Browse...|
User Root DM: |DC:aVayaIabs,DC:Iocal ‘ | Browse... |
Metlogon Account Root DN | H Bmwse‘..|

a Accept all users in the forest

9] Back | |7 Next | | cancel |

If the Active Directory configuration is correct and the test successful, the following dialog

message will be displayed. Click OK then Next:

Test Results @

Test Results:

7 Server[192,168.10,50:380]: Success
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8 A summary of the Active Directory configuration will be displayed

. Click Finish:

avaya.com

-
A\ Create Service Wizard

v Choose Service Type
v Service Configuration Options

Created Active Directory Summary
s The Active Directory has been successfully created.

The details of the created Active Directory are shown below.

v Connect To Active Directory

v~ Connect To Active Directary

v Confiqure Sctive Directory

v Created Active Directory Surrmary

MNarme: Active Directory
Service Type: Active Directory
Use S5L: Mo

MNetBIOS Dornain: AAYALABS
AD Domain Marme: avayalabs. local
Service Account Mame: ide

User Root DM:
Directory Root DN
MNetlogon Account Root DN:

DC=avayalabs,DC=local
DC=avayalabs, DC=lacal

Agccept all users in the forest: Mo

Primary Server
IP Address:
Port:

192.168.10.50
L

IP Address:
Part:

Secondary Server

L

A\ Ignition Dashboard

ol

| Administration  Help

EH& Avayalabs Directo
s ide.avayalabs local

i:ﬁ 4 Monitor % Troubleshoot

Mame

Directory Type

a8

Site Configuration I

Access Policies

Active Directary

Active Directary

= ) Directories
Directory Sets
B Divectory Services
& nternal Store

£ Virtual Mapping
& Provisioning

& Guest Manager

| New...|
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2.3.3 Directory Sets

Directory sets are an ordered list of user lookup services used by the Ignition Server when it processes

authentication requests. The directory set determines where the user account information is located (i.e.
local, Active Directory, LDAP etc.), which service is used to retrieve the user’s account information, and

which service is used to retrieve authorization data such as attributes and group membership.

2.3.3.1 Configuration Step

For this configuration step a directory set named Active Directory will be created that will authenticate
and authorize PEAP users against the Active Directory user store:

Active Directory Ignition Server
I I
[ A [ A
— Directory Set
‘Active
— Directory’

Figure 2.3.3.1 — Directory Sets

Within Ignition Dashboard select Configuration > Directories > Directory Sets. Click New:

r o
A\ Ignition Dashboard NN X

| Administration  Help

i:ﬁ 4 Monitor ¢ Troubleshoot

E- &2 Avayalabs Dire
L ide.avayalabsocal Marne
E-[2% Site Configuration default set

B Access Policies
4 Authenticators
=B Directories

; (4 Directory Sets
B Directory Services
@@ Internal Store

; £ Virtuz| Mapping
@l Provisioning

& Guest Manager
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2 Set the Name to Active Directory then click Add:

—
A\ Directory Set
—
NamEI‘A:th Directory I
Directory Set Entries
User Lookup Authentication Fallthrough if Fallthrough if Fallthrough if
Service Service Unable to Connect User Not Found Authentication Failed
i
v
Add...

3 Set the User Lookup Service and Authentication Service to the Directory Service named
Active Directory then click OK:

P — — = — 3
A\ Directory Set Entry - - lﬂ

i Please select a directory service and an authentication server for the directory set entry,

User Lookup Service: Active Directo -

Authentication 3ervice: f&ctive Directo -

=
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4 Use the default values then click OK:

A\ Directory Set |
—
Mame: ‘A:twe Directory ‘
Directory Set Entries
User Lookup Authentication Fallthrough if Fallthrough if Fallthrough if
Service Service Unable to Connect User Not Found Authentication Failed
Active Directory Active Directary |
i
v
| Add.. |

I a I Cancel |

5 A Directory Set called Active Directory has now been added to the Ignition Server:

-
J\ Ignition Dashboard =AREN X

Administration  Help

Monitor ¢ Troubleshoot

22 fvayalabs D

g ide.avayalabs.local Narme

[ Site Configuration
Bl Access Policies Active Directory
¥ Authenticators
=} &) Directories
¢ (30 Directory Sets
i @) Directory Services
- @) Iternal Store
: £ Vintual Mapping
& Provisioning
‘ Guest Manager
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2.3.4 Virtual Groups

Virtual groups provide a mechanism that allows the Ignition Server to map external groups stored in the
Active Directory tree to virtual groups within the Ignition Server. The virtual groups can be used by the
Access Policy to determine if the user is authorized to access the system as well as assign return
attributes to the authenticator such as VLAN assignments.

2.3.4.1 Configuration Step

For this configuration step Virtual Groups called Sales, Marketing, Engineering and Domain
Computers will be created that map to their corresponding Active Directory groups. Based on the
computer and users Active Directory group membership, the Access Policy (created later) will apply
authorization restrictions as well as assign VLAN membership.

Active Directory Ignition Server

Virtual Group
‘Sales”

Usars Virtual Group
‘Marketing’
Sales
Markating
Enginasring —
Domaln Computers — Virtual Group

‘Enginearing”’

Virtual Group
‘Domain

Computers'

Figure 2.3.4.1 — Virtual Groups

Note — The Active Directory Groups must be present in the Active Directory tree prior to
mapping the Virtual Groups.

Note — If an Active Directory group is not visible on the Ignition Server, you can force a cache
refresh by selecting Monitor > Ignition-Server-Name > Directory Services Status > Refresh
Cache.
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1 Within Ignition Dashboard select Configuration > Virtual Mapping > Virtual Groups. Click

Actions > Add a New Virtual Group:

A\ Ignition Dashboard SRACE X

| Administration  Help

i:ﬁ Monitor % Troubleshaot
E- &% Avayalabs
s ide.avayalabsocal
E5-[2 site Configuration
£ &Access Policies
i W‘Authenticaturs
- ) Directories
Directory Sets
[ Directory Services
) Internal Store
£ Virtual Mapping
Virtual Groups
ser Virtual At
B Device Virtual At
=& Provisioning
3} ‘ Guest Manager

ctions ™ a oup Deta

MNarne

Add a virtual group for each Active Directory group which PEAP computers and users are

assigned in Active Directory. In this example EAP users are assigned to Active Directory
Groups called Sales, Marketing and Engineering while the computers are assigned to the
Active Directory group hamed Domain Computers:

Add Virtual Group (|
Wirtual Group Namel Sales I

=

Add Virtual Group [
Wirtual Group Name:lMarketinE I

wra [
:

L

S e

Add Virtual Group

Wirtual Group Namel Enﬁineerinq

(e

Add Virtual Group =
Wirtual Group Name:lDomain Comguters I

wra [
:
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3 Highlight the Virtual Group called Sales then select a Add:

~

-
A\ Ignition Dashboard =N X

| Administration  Help

i:ﬁ Monitor ¢ Troubleshaot

Configuration
E-&2 Avayalabs
Ll ide.avayalabsocal

Current Site: Avayalabs

Yirtual Groups Yirtual Group Details

&[4 Site Configuration Marne: Sales
0 B Access Policies Marketing
2 Authenticators Engineering Mapped Groups
. & Directories Dornain Cornputers
Directory Sets Directory Service Group DN

B Divectory Services
G Internal Store
=8 Virtual Mapping

Virtual Graups
2 User Virtual Attri
5 Device Virtual At
=& Provisioning
3} ‘ Guest Manager

| Add... |

Set the Directory Service named Active Directory then in the Active Directory tree locate the
Active Directory group to map the Virtual Group too. Click OK. In this example the Virtual
Group called Sales is mapped to its corresponding Active Directory Group
CN=Sales,CN=Users,DC=avayalabs,DC=local:

Mame: Sales

| ey S [T o |

Mapped Groups

@ CN=HelpSerdcesGroup - Directary Service | Group DN

g CN=Cert Publishers Active Directory CM=5ales,CN=Users, DC=avayalabs,DC=local
g CN=Schema Sdmins
-l CNSTIS WPG

Ch=Domain Users
- CN=DnsUpdateProxy =
iae Aclrnins

CH=DHCP Administrators

& CH=DHCP Users

ﬁ CH=Marketing

& CHN=Domain Contrallers
ﬁ CHN=Dns&dmins
- & CH=Dornain Computers
g Ch=Domain Guests
- CN=Domain Admins
- & CM=CERTSWC_DCOM_ACCESS
- CN=Engineering
& OU=Domain Contrallers
g CN=Builtin

I

il
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5 Select the Marketing Virtual Group then click Add. Select the Directory Service named Active
Directory then in the Active Directory tree locate the Active Directory group name to map the

Virtual Group too. Click OK. In this example the Virtual Group called Marketing is mapped to
its corresponding Active Directory Group CN=Marketing,CN=Users,DC=avayalabs,DC=local:

Mame: Marketing

Directary Sema||Active Directory M | o

d Groups

B ‘ﬁi Directory Senvice | Group DN
-y CN=HelpServicesGroup - Active Directary CM=tarketing, CM=Users,DC=avayalabs,DC=local
- CH=Cert Publishers
g CN=Schema Admins
&b CN=T5 PG
& CH=Daomain Users
ﬁ CH=DnsUpdatePraxy —
ﬁ CH=Enterprise Admins
& Ch=Sales

& CN=DHCP Adrninistrators

= Sman Contrallers

g CN=Dnsdmins

- CN=Domain Computers

g CN=Damain Guests

g CN=Damain Admins

g CN=CERTSVC_DCOM_ACCESS
& CH=Engineering

& OU=Darmain Contrallers

- & CN=Builtin 3

| Lance) ‘

Select the Engineering Virtual Group then click Add. Select the Directory Service named
Active Directory then in the Active Directory tree locate the Active Directory group name to

map the Virtual Group too. Click OK. In this example the Virtual Group called Engineering is
mapped to its corresponding Active Directory Group
CN=Engineering,CN=Users,DC=avayalabs,DC=local:

“’:\MEP—GK’MF'S-i Mame: Engineering
Directory Serwcl |Active Directory vI M. d Groups
L =]
n ‘g_: Directary Service Group DM
g CH=HelpServicesGraup B Active Directary CM=Engineering, CM=Users, DC=avayalabs,DC=local

&5 CN=Cert Publishers
& CH=S5chema Admins
& cn=Is WrG
CH=Dornain Users

& Ch=DnsUpdateProxy —
& Ch=Enterprise Admins

g CN=Sales

- & CHN=DHCP &dministrators

gl CN=DHCP Users

- CN=Marketing

g CN=Damain Contrallers

g CN=Dnsadmins

g CN=Domain Computers

&5 CN=Domain Guests

& CN=Domain Admins

il RLOM_ACCESS

_rrpTo

&O Darmain Contrallers
G- CH=Builtin =

| Concel ‘
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Select the Domain Computers Virtual Group then click Add. Select the Directory Service
named Active Directory then in the Active Directory tree locate the Active Directory group
name to map the Virtual Group too. Click OK. In this example the Virtual Group called
Engineering is mapped to its corresponding Active Directory Group CN=Domain
Computers,CN=Users,DC=avayalabs,DC=local:

A vap rours N i Home: Do Camputer
Directary Servicd |ctive Directory | Mapped Groups
BE Directary Senvice Group DN

Active Directary CN=Domain Cornputers,CM=Users,DC=avayalabs,DC=local

- ﬁ CH=HelpServicesGroup -
gl CN=Cert Publishers
g CN=Schema Sdmins
g CN=TS WPG
g CN=Damain Users
- CN=DnsUpdateProxy =
g CN=Enterprise Admins

&5 CN=Sales

& CN=DHCP Administrators

&b CN=DHCP Users

ﬁ CH=Marketing

ﬁ Ch=Domain Contrallers

- ﬁ Ch=Domain Admins

g CN=CERTSVC_ DCOM ACCESS
@ CN=Engineering

g OU=Damain Contrallers

-y CH=Builtin -

Cdice

2.3.5 Virtual LANSs

NAP users connected to an Avaya Ethernet Switch or Wireless Access Point can be assigned to a
dynamic VLAN based on NAP compliance and Active Directory group membership. VLAN information is
forwarded to the Authenticator with the RADIUS Access-Accept and can include the VLAN ID or VLAN
name. Avaya Ethernet Routing Switches support VLAN information using an ID while the Wireless LAN
8180 Wireless Controllers support VLAN names. The Ignition Server determines the format of the VLAN
information based on the vendor device template assigned to the Authenticator.

2.3.5.1 Configuration Steps

For this configuration step three VLANSs will be defined for NAP compliant Sales, Marketing and
Engineering users and non-compliant NAP users:

NAP Compliance State | Group Membership VLAN ID VLAN Name

Compliant Sales Sales
Compliant Marketing 12 Marketing
Compliant Engineering 13 Engineering
Non-Compliant N/A 14 Remediated

Table 2.3.5.1 — Dynamic VLANSs
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1  Within Ignition Dashboard select Configuration > Provisioning > Outbound Values. Click
New:

-
A\ Ignition Dashboard o | B |

| Administration  Help

i:ﬁ L] Moniter ¢ Troubleshoot

EH& Avayalabs Outbound Value
s ide.avayalabs local Mame
E3-[22 site Configuration A drnin-Becess

ccess Policies MNAS-Prampt
Authenticators Session-Timeout
8 Directories

& &l Provisioning

B vendors/Vsas

A, Inbound Attributes
¥ Qutbound Atribute

Outbound Values
& Guest Manager

(]

4] [ [»
I [MIE=S
2 In the Outbound Value Name field enter Sales then click New:
/\ Outbound Value Details ==
Outbiound Yalue Mame: | sales |
Outhound Attribute Walue

I -~

w
[ Mew..|
| ok || Cancel |
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Select the Global Outbound Attribute type VLAN. In the VLAN Label field enter Sales then in

3
the VLAN ID field enter 11. Click OK then OK:

A\l Outbound Value Insta /\ Outbound Value Details ==
Choose Global Outhound Attribute: Il\u’LAN 'I Outhound Yalue Mame: | Sales |
(5 Fined Val Outhound Attribute Walue
t2) Fixed Value WLAN MLAM Label = Sales, VLANID = 11
WLAN Label: Sales
WLAM 10t 11 S
() Attribute Value |U5erAttr|butes " e
| Mew...|
-1
-
- Cancel |

Based on the settings at the device template lewvel, either the WLAMN Label or ID will be sent.
Maote that WLAN labels are case sensitive for some authenticatars,

G

A\ Outbound Value Details

Outbiound Yalue Name: | Marketing

Qutbound Attribute Walue

| New.. |

\E| | Cancel |

Select the Global Outbound Attribute type VLAN. In the VLAN Label field enter Marketing then

5
in the VLAN ID field enter 12. Click OK then OK:

Choose Global Outbound Attribute! I|VLAN 'I Outbound Yalue Mame: | Marketing |
& Fee Outbound Attribute Yalue
2/ Fixed Value VLAN VLA Label = Marketing, vLAN ID = 12
WLAM Label: Marketin:
WLAMN ID: 12 a
() Attribute Value |U5erAttributes " e
| New...|
[
-
Based an the settings at the device ternplate level, either the WLAN Label or ID will be sent. - Cancel |
Mote that WLAM labels are case sensitive for some authenticatars,
ol
Ignition Server NPS Active Directory Authentication

June 2011 Avaya Inc. — External Distribution



AVAYA

6 Click New. In the Outbound Value Name field enter Engineering then click New:

A\ Outbound Value Details

Outbiound Yalue Name: | Engineering

Outbound Attribute Walue

Select the Global Outbound Attribute type VLAN. In the VLAN Label field enter Engineering

7
then in the VLAN ID field enter 13. Click OK then OK:
Choose Global Outbound Attribute: I|VLAN 'I Qutbound Yalue Narme: |Engineering |
(@) Fixed Value Qutbound Attribute Walue
= WLAN WLAM Label = Engineering, VLANID = 13
WLAM Label: Engineerin
WLAMN ID: 13 a
() Attribute Value |U5erAttributes " v
-]
| New...|
= =
- Cancel |

Based aon the settings at the device template lewel, either the WLAMN Lahel or ID will be sent.
MNote that WLAN labels are case sensitive for sare authenticatars,

o

Click New. In the Outbound Value Name field enter Remediated then click New:

8
/\ Outbound Value Details |
Outbound Value Name: || Remediated |
Qutbound Attribute Walue
E+Y
v
| New..|
‘El ‘ Cancel ‘
Ignition Server NPS Active Directory Authentication
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9 Select the Global Outbound Attribute type VLAN. In the VLAN Label field enter Remediated
then in the VLAN ID field enter 14. Click OK then OK:

A\ Cutbound Value Instance Iﬁ A\ Outbound Value Details @
Choose Global Outhound Attribute: Il\u’LAN 'I Outhound Yalue Mame: | Remediated |
(@ Fied Value Outhound Attribute . ae
WLAN Label: Remediated
WLAM 10t 14 o
) Attribute Value |User Attributes - -
| Mew...| | Edit... | | Delete |
1 -
-
Based on the settings at the device template level, either the WLAN Label or ID will be sent. - Cancel |
Maote that WLAN labels are case sensitive for some authenticatars, —
—

10 Outbound VLAN definitions for Sales, Marketing, Engineering and Remediated users have

now been defined:

A\ Ignition Dashboard | [0

| Administration  Help

Monitor 2¢ Troubleshoot

B+ & Avayalabs Outbound Value
Ll ide.avayalabsocal Mame
-2 Site Configuration Adrin-Access

i B Access Policies Engineering

& Authenticators hNﬂ;rsk;tmg
18 Directories -Prompt
L Remediated
-8 Provisioning Sales
- vendorspuss Session-Timeout

Ll Inbound Attributes
8 Qutbound Attribute

& Outbound Values
& Guest Manager

[ =

Note — For dynamic VLAN assignment to be successful, the VLANs must be present on the
Avaya Ethernet Routing Switches and Wireless LAN 8180 Controllers.

Note — Only Windows Vista and Windows 7 support different VLAN IDs for Computers and
Users. Windows XP requires both Computers and Users to be assigned to the same VLAN.

®
®
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2.3.6 Posture Profiles

Avaya ldentity Engines Ignition Server can be required to verify the health and security of a Windows
workstation before a user is permitted access to the network. Posture Profiles defines the criteria that the
Ignition Server uses to verify the health and compliance of the Windows workstations. Based on the
Statement of Health (SoH) received from the Windows workstation, an Access Policy can permit access
or remediate the device.

2.3.6.1 Configuration Steps

For this configuration step a Posture Profile named NAP will be created with the following parameters
defined:

1) Verify Anti-Virus, Anti-Spyware, Firewall and Windows Automatic Updates are enabled.
2) Verify Anti-Virus and Anti-Spyware software is up to date.
3) Verify Critical updates are installed.

4) Enable Auto remediate to automatically correct non-compliant workstations.

Within Ignition Dashboard select Configuration > Access Policies > Posture Profiles. Click

New:

A\ Ignition Dashboard o

Current Site: Avayalabs

o
EH& Auayalabs

& ide.svayalabs local
&-[2 site Configuration
5[ Access Policies
(=Y
: 43l Posture Profiles
B default-radius-u
MAC Auth
TACACS+
thenticators

Profile Mame Select a profile from the list of postures,

rectories
Provisioning
‘ Guest Manager
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avaya.com
2 Enter the name NAP then click OK:
A\ Add Posture Profile B
Fasture Profile Mame:
Jrap
=
—
3 Highlight the Posture Policy then select Edit:
r N
/\ Ignition Dashboard (= | B ]
| Administration  Help
Configuration Current Site: Avayalabs
= Aunyalabs Posture Profils Narme: NAP
L ide.avayalabsocal o B
&2 sits Configuration || TNC Configuration | NAP Configuration |
=] ;Access Policies
2B rapus g
-£3] Posture PRGHIER
el ap Product Installed | Real-Time | Mot Infacted Last Scan Data File
- B default-radius-u Anti-irus By By
MAC Puith Anti-Spyware Ay Ay
B8 Tacars. F—
-4 Authenticators e
7B Directories Yulnerahility Product Ection Message
a8 Provisioning
Hod Guest Manager
mgw...l\ Edit. |I
| Delete | | Copy... |
Category Vendor Product Version
1] [Tr
[ ==
L J

June 2011
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Select the NAP Configuration tab. Enable the appropriate Postures to check then enable the
option Restrict access for clients that do not have all available security updates installed.
Select the minimum Security Level then specify the number of Hours allowed between
security updates. Enable the option Auto remediate then click OK:

F> = B
A\ Edit Posture Profile — . M
|| Posture Profile Marne: |NAP I
TNC Configuration ﬁ
Ll p
D
Product Cornrnent
Anti-Yirus A antivirus application is active and up to date
. An antispyneare application is active and up to date
- S Jrote; This antion is "Mot" annlicable for Windows XP client
Fireunrall & fireweall application is enabled for all network connections
Weindows Automatic Update Autornatic updating is enabled

Restrict access for clients that do not have all available security updates installed

Specify the minirnum security level required for updates: o only v

Maximum number of hours allowed since client has g
checked for new security updates:

By default, clients can receive security updates fram Microsoft update, If additional sources
are required for deployment, select one or both of the following sources,

[ "] Windows server update services

[ Windows updates
|
["] Probation time: | 2011-05-17 15:19:30

(Clients will be allowed network access till abowve specified time even if they are found as non-compliant).

[ "] URL for remediation server:

Auto remediate

| (] e
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5 A Profile Posture has been created on the Ignition Server:

-
/A Ignition Dashboard

| Administration  Help

iﬁ ¢ Troubleshoot

Configuration Current Site: Avayalabs

E‘"% Auayalabs Profile Mame Posture Profile Narme: NAP

Ll ide.avayalabsocal

-2 Site Configuration TNC Configuration

=] ;Access Policies

=& rapus Praduct Enabled | Up to date Comment
E-43] Posture Profiles| || L 1

#1| nap
Windows Security Update Protection

B default-radius-u
B 1AC Auth Restrict access for clients that do not have all available security updates installed

B Tacacss Specify the minirmurm security level required far updates: it only
g N
- Authenticators .
1 defau Masirmurn number of hours allowed since clisnt has 7
$ default checked far new security updates:

- ) Directories
a8 Provisioning
Hod Guest Manager

By default, clients can receive security updates fram Microsoft update. If additional sources
are required for deployment, select ane or both of the following sources.

Windows server update services

Windows updates

| New...| | Edit.. |
e
‘%J ‘EDLJ Probation time: ‘2&)11-05-17 15:19:30

(Clients will be allowed network access till above specified time even if they are fo...

URL for remediation server:

Auto remediate
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2.3.7 Access Policies

Access Policies contain a set of Authorization Rules that govern user authentication, defines supported
EAP types and the search order for user lookups. Access Policies control if a user will be permitted
access to the network as well as how the authentication transaction is to be performed.

2.3.7.1 Configuration Steps

For this configuration step an Access Policy named EAP Users will be created with the following
parameters defined:

1) PEAP authentication support will be enabled using EAP-MSCHAPV2.

2) The signed server certificate named ide.avayalabs.local will be used for TLS.

3) The Directory Set name Active Directory will be used for user authentication.

1 Within Ignition Dashboard select Configuration > Access Policies > RADIUS. Click New:

A\ Ignition Dashboard =N X

| Administration  Help
i:ﬁ Monitor 2¢ Troubleshoot

E-&2 Avayalabs
Ll ide.avayalabsocal
5[ site Configuration default-radius-user
=] EAccess Policies
i3 rapis
= mac puth
B3 Tacacs.
44 Authenticators
i Bl Directories
=] @l Provisioning
&, Yendors/vsas
B Tnbound Attributes
~& Outbound Attribute
B Outbound Values
3} 5 Guest Manager

Bccess Policy Names

I New...l
| T
[ =
2 Enter the name NPS Users then click OK:
A\ New Access Policy léj
Access Policy Mame:
I|NPSU5er5 I

==
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p
A\ Ignition Dashboard

| Administration  Help

Configuration
E-&2 Avayalabs
Ll ide.avayalabsocal

i:ﬁ [ Moniter ¢ Troubleshoot

Current Site: Avayalabs

Access Policies
Access Policy Mames

&2 Site Configuration

& B Access Policies
B ropIUS

= mac puth

3 Tacacs.
Authenticators
E Directories

@l Provisioning
& Guest Manager

New.. || R .|| Edit. f§ Delete

4 Enable the PEAP type EAP-MSCHAPvV2. Select the signed server Certificate installed earlier
then click Next:

A\ Access Policy Wizard - Edit NPS Use

Authentication Policy
& Authentication Policy i Indicate which inner/outer protocols will be supported in this Access Policy I

Identity Routing Palicy
Access Palicy Summary

Authentication Protocols (Quter/Inner)

F
EAP-MSCHAPW2

ESP-GTC
[ E&P-TLS
B TTLS
Ll pap
B} NOME
[T EAP-MSCHAPGE
] EAP-MDS

ID

-

Certificate: I|ide‘avaya\ahs.\n(a| "I

Ciphers

TLS_DHE_DSS WITH_3DES_EDE_CBC_SHA
TLS_REA_WITH_3DES EDE_CBC_SHA
TLS_RS&_WITH_RC4_128_MDS
TLE RS _WITH_RCA4_128_SHA,
TLS REA_WITH_AES 138 CBC_SHA
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5 Enable the option Enable Default Directory Set then select the Directory Set named Active

Directory. Click Next:

y
R T o ———

[dentity Routing Policy
v Authentication Palicy i You can setup authenticator container or realm-based rules for Directory Set
5] Identity Routing Palicy selection, or you can simply use the default Directory Set

Realm-Directory Set Mapping
Enable Default Directory Set
{ Directary Set} Actwe Directory =

l Authenticatar Container | Realrn Directory Set

Access Policy Summary

=
:

6 Verify the parameters then click Finish:

)
A\ Access Policy Wizard - it oS Uscre R

Access Policy Summary

v Authentication Policy i The Access Policy will be updated with the following settings.
v Identity Routing Palicy
"] Access Policy Summary

Access Policy Name: MPS Users

Authentication Policy

PEAP: EAP-MSCHAPWE

Identity Routing

Default Directory Set:  Active Directory

Suthenticator Container | Realn | Directory Set |

[ "] Edit Authorization Policy When Wizard is Complete

| [1] Back| B} l Finish || Cancel | 1

= — == — A
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2.3.8 Authorization Policies

Access Policies contain one or more Authorization Policies that contain a set of rules that govern which
computers and users are granted access to the network, restrictions that determine when computers and
users can access a network as well as return attributes such as VLAN membership. The Ignition Server
can also evaluate user attributes, device attributes, and the context of the access request in order to
decide whether to authorize a user.

2.3.8.1 Configuration Steps

For this configuration step an Authorization Policy for Sales, Marketing and Engineering users will be
added to the Access Policy named NAP Users. The authorization attributes defined in this example will
assign VLAN membership based on Active Directory group membership and NAP compliance state:

RUIEENEERSEES

Action

User Group Member (Exact Match)

NAP Compliant Outbound Value (VLAN)
NAP Non-Compliant Outbound Value (VLAN)

Rule Name: Marketing

Check Posture

Sales

Sales

Remediated

Action

User Group Member (Exact Match)

NAP Compliant Outbound Value (VLAN)
NAP Non-Compliant Outbound Value (VLAN)

Rule Name: Engineering

Check Posture
Marketing
Marketing

Remediated

Action
User Group Member (Exact Match)
NAP Compliant Outbound Value (VLAN)

NAP Non-Compliant Outbound Value (VLAN)

Check Posture
Engineering
Engineering

Remediated

Table 2.3.8.1 — Authorization Policies
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1  Within Ignition Dashboard select Configuration > Access Policies > RADIUS > NPS Users.
Under RADIUS Authorization Policy click Edit:

-
A\ Ignition Dashboard

| Administration  Help

i:ﬁ Monitar % Troubleshoot

Configuration : Avayalabs
E- &% Avayalabs
s ide.avayalabsocal

E5-[2 site Configuration
2B Access Policies [ Authentication Pelicy | Identity Routing

=l raoius RADIUS Autharization Policy
45] Posture Profiles
G default-radius-u
G NPSUsers Name

Access Pulicy: NPS Users | Access Policy Summary.

Rule Names Rule Sum mary

Enabled | Action

@ Guest Manager

If No Rules Apply: Deny

Authentication-Failed Policy [RADIUS) - Currently Disabled

The RADIUS autharization palicy ttop half of this window) applies when a user's authentication succeeds, The authentication-failed policy..
when a user's authentication atternpt fails. Define and enable this palicy anly if you want to autharize users wha fail to authenticate.

["] Enable Unauthenticated RADIUS Authorization

Rule Mames Rule Summary

MNarne Enahled Action

If No Rules Apply: Deny

2  Click Add:

A\ Edit Authorization Policy | =5
Rules Selected Rule Details
Name | Enabled | Action
Rule Name: Rule Enabled
| Constraint | 3 | awpsor
a
-
Action
THC
NAP
Summary
If No Rules Apply
() Allow (=) Deny
Provening Admin-Becess
| oK || Cancel |
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3 Enter the name Sales then click OK:

New Rule &J

[ ]
I

4 Click New to add constraints:

A\ Edit Authorization Policy I = =5
Rules Selected Rule Details
Hame Enabled | Action
Rule Narme: | Sales || 1 Rule Enabied
| Constraint | 3 | awpsor
| New
a
-

Action

O Allew

(%) Deny

() Check Posture

THC
NAP
Summary
7 THEN Deny
| Add... || Copy.. | | Remove|
If No Rules Apply
() Allow (%) Deny
Provisioning,  Admin-Accass
| oK || Cancel |

5 Select the Attribute Category type User then the Attribute named group-member. Select the

condition type Exactly Matches. Click Add then select the Virtual Group named Sales. Click
OK then OK:

/\ Constraint Details [

Match The Following Rule:

Attribute Cateqory:  fUser - Attribute: group-member

Data type: inteqer
puthentication Seruice - Description: User's group membership {internal store)
Authentication Service Name [P Gl b

Authentication Service Type Exactly Matches o

Lookup Service
Lookup Service Mame

Lookup Service Type (%) Static Value () Dynamic Value of Attribute
account-locked
ernail-address Sales

enable-max-retries
enable-password-expiration
enable-start-tirme

max-retries
network-usage M

office-location
password-expiration

role
start-time
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6 Check the option type Check Posture and enable the Check Posture option NAP and disable

the Check Posture option TNC. Assign the Posture/Remediation Profile named NAP. Edit the
NAP Compliant provisioning option and assign the Outbound Value called Sales:

A\ Edit Authorization Policy - =

Rules Selected Rule Details I
Hame Ensbled | Action
Rule Narme: | Sales || ] Rule Enabied
| Constraint |3 | awpsor
~  User.group-member exactly matches [Sales] - - L
DNew.
“~
A
Action Posture/Re mediation Profilef AP ~ )it
O Allow —
Raa Compliancy Condition Provision with
(%) Check Posture I
- HAP Compliant 5o f
MAP Non-Compliant <M option s selected >
‘ Ho Pasture <Mo option is selected>
Summary
N — IF User.group-member exactly matches [Sales] THEN Check Posture Profile NAP
| add... | | Copy.. | | Bemove #iap Complant Sens Outbaun values Sales
If Nap Nen-Compliant Remediate Without Any Outbound Value
If No Rules Apply If Pesture Mot Available De Net Send Any Dutbound Value
) Allow () Deny
Proisianing) Admin-Aecess

| o || cancel |

-
A\ Choase Provisioning Option(s) @

All Outbound Yalues

Engineering
Marketing
NAS-Prompt

4
[+l

ﬂ
2
CINER|
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7 Edit the NAP Non-Compliant provisioning option and assign the Outbound Value called

Remediated:

£ duvorcaion Pty M i
A\ Edit Authorization Policy | - =]
Rules Selected Rule Details l
Hame Enabled | Action
Rule Narme: | Sales || (4] Rule Enabied
| Constraint |y | awpror
~  User.group-member exactly matches [Sales] - - =
New...
“~
A
Action Posture/Remediation Profile: |NAP ~| | edit...|
O Allow —
) Deny Cormpliancy Conditian Provision with
(%) Check Posture I
[Ime HAP Compliant = |
[] Nap AP Non-Compliant =]
‘ Ho Pasture <Mo option is selected >
Summary
N — IF User.group-member exactly matches [Sales] THEN Check Posture Profile NAP
| add.. | [ Copy...| [Remove tisp Complisn: Sens Outeeurs values Sales
If Nap Mon-Complisnt Remediste Using Remediated
If No Rules Apply If Festure Mot Available De Net Send Any Outbound Value
) Allow () Deny
Froering . Admin-Aceess
| oK || cancel |
-
/\ Choose Provisioning Option(s) i
All Qutbound Yalues
G Allow €] Engineering B
() Deny » | [Marketing 1
(2] MAS-Prompt ~ "
ok ‘I
L —

8

Click Add to create a new rule. Enter the name Marketing then click OK:

New Rule &J

%&ting I
| Cancel |
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] Click New to add constraints:

A\ Edit Authorization Policy I J— =]
- . S—
Rules Selected Rule Details
| Mame | Enabled | Action |
Sales & Rule Mame:  Marketing | 1 Rute Enabled
= ey
| Constraint [y | awpror
[ New
=y
v
I
Action
O Allow
(%) Deny
(") Check Posture
HC
NAP
Summary
N — IF THEN Deny
| Add... || Copy.. | |Remove]
1f No Rules Apply
) Allow (%) Deny
e Admin-Becess
| ok || cancel |

10 Select the Attribute Category type User then the Attribute named group-member. Select the

condition type Exactly Matches. Click Add then select the Virtual Group named Marketing.
Click OK then OK:

A\ Constraint Details Ié

Match The Following Rule: I
Attribute Category: o = Attribute: qroup-rmember
Data type: integer
Authentication Service -

ot e e Description: User's graup membership (internal store)

Authentication Service Type Exactly Matches -
Lookup Service

Lookup Service Mame

Lookup Service Type (3] Static Value () Dynamic Value of Attribute
account-locked
email-address Marketing

enable-rmax-retries
enable-passward-expiration
enable-start-tirme

T ——

max-retries
hetwark-usage
office-location

passward-expiration

role
start-time —
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11 Check the option type Check Posture and enable the Check Posture option NAP and disable

the Check Posture option TNC. Assign the Posture/Remediation Profile named NAP. Edit the
NAP Compliant provisioning option and assign the Outbound Value called Marketing:

A l A-— _ee—— e
-

Rules Selected Rule Details
| Mame | Enabled | Action |
S ———— e Vereing | =
| Constraint |3 | awpsor
~  User.group-member exactly matches [Marketing] - - [l
bew..
L)
hd [l
| . _— .
Action Posture/Re mediation Profilef AP ~ )it
O Allow -
| R Compliancy Candition Pravision with
%) Check Posture
- HAP Compliant
AP Nan-Compliant
Mo Posture
Summary

IF User.group-member exactly matches [Marketing] THEn Check Posture Profile NAP
If Nap Gompliant Send Outbouns Valuss Marketing

If Nap Nen-Compliant Remediate Without Any Outbound Value

If Pasture Not Available Do Not Send Any Outbound Value

| Add... || Copy.. | | Remove|

If No Rules Apply
) Allow (%) Deny

Browisiatiriay Adrnin-Access

[ok || cancel |
-
A\ Choase Provisioning Option(s) @
All Outbound Yalues
= L1 Engineering E
"% | NAS-Prompt ||
% ‘Ll Rernediated b |
I oK I
—_——
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12 Edit the NAP Non-Compliant provisioning option and assign the Outbound Value called

Remediated. Click OK:

A\ Edit Authorization Policy | [r— =]
- —— — —
Rules Selected Rule Details
| Mame | Enabled | aAction |
e ———— Fuleamei| vereeing | Enueraiea
| Constraint |y | awpror
~  User.group-member exactly matches [Marketing] - - [l
New..
=
= |
| ) — l
Action Posture/Remediation Profile: |NAP ~| | edit...|
O Allow —
I O Deny Cormpliancy Condition Provision with
(%) Check Posture
[Ime HAP Compliant WMarketing
NAP AP Non-Compliant [T
Na Pasture
Summary
e = User group-member exactly matches [Marketing] THen Check Posture Profile NAP
| Add... || Copy... | |Remove| I Nap Gompliant Sens Outbouns Valves Markeling
If Nap MNon-Complisnt Remediste Using Remediated
If Mo Rules Apply If Pasture Mot Available Do Not Send Any Outbound Value
() Allow () Deny
Provfsioring, Admin-Access
| oK || cancel |
-
/\ Choose Provisioning Option(s) i
All Outbound Yalues
G Allow €] Engineering B
() Deny » | [Marketing 1
(2] MAS-Prampt - "
ok ‘I
s =

13 Click Add to create a new rule. Enter the name Engineering then click OK:

New Rule &J

%eermg I
I =
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14 Click New to add constraints:

A\ Edit Authorization Policy I J— =]
- . S—
ules Selected Rule Details
Mame | Enabled | Action |
Sales 7 (Check Pasture Rule Mame:  Engineering | 1 Rute Enabled
Wiarketing #  Check Posture
| Constraint [y | awpror
[ New
=y
v
I
Action
O Allow
(%) Deny
(") Check Posture
HC
NAP
Summary
N — IF THEN Deny
| Add... || Copy.. | |Remove]
1f No Rules Apply
) Allow (%) Deny
e Admin-Becess
| ok || cancel |

15 Select the Attribute Category type User then the Attribute named group-member. Select the

condition type Exactly Matches. Click Add then select the Virtual Group named Engineering.
Click OK then OK:

A\ Constraint Details Ié

Match The Following Rule: I
Attribute Category: o = Attribute: qroup-rmember
Data type: integer
Authentication Service -

ot e e Description: User's graup membership (internal store)

Authentication Service Type Exactly Matches -
Lookup Service

Lookup Service Mame

Lookup Service Type (3] Static Value () Dynamic Value of Attribute
account-locked :
ernail-address Enqineering

enable-rmax-retries
enable-passward-expiration
enable-start-tirme

T ——

max-retries
hetwark-usage
office-location

passward-expiration

role
start-time —
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16 Check the option type Check Posture and enable the Check Posture option NAP and disable
the Check Posture option TNC. Assign the Posture/Remediation Profile named NAP. Edit the
NAP Compliant provisioning option and assign the Outbound Value called Engineering:

A\ Edit Authorization Policy l _— ‘ . Pmn— =]
-
Rules Selected Rule Details
| Mame | Enabled | Action |
Sales &/ (Check Posture Rule Name: | Enginesring || ] Rule Enabied
Warketing 7 Check Posture
| Constraint |3 | awpsor
~  User.group-member exactly matches [Engineering] - - L
DNew.
=
v [l
\ . _— .
Action Posture/Re mediation Profilef AP ~ )it
O Allow —
| Raa Compliancy Condition Provision with
(%) Check Posture
- HAP Compliant
AP Non-Compliant
Ho Pasture
Summary
e ¥ User group-member exaclly maiches [Engineering] THen Check Posture Profile NAP
| add.. || copy.. | |Remove| ¥ Nap Gompliant Sens Dutbouns Values Engineering
If Nap Nen-Compliant Remediate Without Any Outbound Value
If No Rules Apply If Pasture Not Available Do Not Send Any Qutbound Value
) Allow () Deny
Provisioning,  Admin-Accass
| oK || Cancel |
-
A\ Choase Provisioning Option(s) @
All Outbound Yalues
| L
L& vtarketing i
MNAS-Prompt —_
v b2 ) =
‘—l Rernediated = |
I oK I
—=——
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17 Edit the NAP Non-Compliant provisioning option and assign the Ou

Remediated. Click OK then OK:

avaya.com

und Value called

A\ Edit Authorization Policy

| i o o—

-
ules
Mame | Enabled | Action |
Sales </ Check Posture
Wiarketing #  Check Posture

(2]

| Add... || Copy... | |Remove|

If Mo Rules Apply
) Allow (%) Deny

Browisiamiray Admin-Access

Selected Rule Details

Rule Name: Enginesring

|| (4] Rule Enabied

| Constraint |y | awpror
~  User.group-member exactly matches [Engineering] - -
Action Posture/Remediation Profile: |NAP ~| | edit...|
O Allow -
) Deny Cormpliancy Conditian Provision with
(%) Check Posture
ompliant
[Ime HAP Compl
[] Nap AP Non-Compliant
Ho Pasture
Summary
IF User group-member exaclly maiches THEN Check Posture Profile NAP

1t Nap Gempliant Send Dutbsuna values Engineering
It Nap Mon-Complint Remediate Using Remediated
I Pasture Mot Aveilable Do Not Send Any Outbound Velue

[ New... |

[ok || cancel |
-
/\ Choose Provisioning Option(s) i
All Outbound Yalues
G Allow [ S5 [engineering
Des "5 | [Marketing
Ooemy | w (2] MAS-Prarnpt
| ok |
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18 Authorization rules for Sales, Marketing and Engineering users have now been added to the

Access Policy

-
A\ Ignition Dashboard

|gd nistration  Help

E- &% Avayalabs
s ide.avayalabsocal
=RE

Site Canfiguration
& B Access Policies
=B rapUs

B, NPS Users
B pac Auth

8 Directories
8 provis hing
@ Guest Manager

43] Posture Profiles
B, default-radius-u

e: Avayalabs

Access Pulicy: NPS Users | Access Policy Summary..

| Authentication Pelicy | Identity Routing ||
RADIUS Authorization Policy

Rule Sum mary

Rule Names

Name

IF User.group-member exactly matches [Sales] THEN Check Posture Profile NAP

If Nap Compliant Send Outtound Values Sales
If Map Non-Compliant Remediste Using Remediated

5 eck Po

Marketing | &#  Check Po..
Engineering <  Check Po..

If Posture Not Avsilsble Do Not Send Any Outbound Value

If No Rules Apply: Deny

Authentication-Failed Policy [RADIUS) - Currently Disabled

The RADIUS autharization palicy ttop half of this window) applies when a user's authentication succeeds, The authentication-failed policy..
when a user's authentication atternpt fails. Define and enable this palicy anly if you want to autharize users wha fail to authenticate.

["] Enable L icated RADIUS
Rule Mames Rule Summary
MName Enabled Action

If No Rules Apply: Deny
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2.3.9 Authenticators

Avaya Ethernet Routing Switches and Wireless LAN 8180 Wireless Controllers that forward RADIUS
authentication requests to the Ignition Server are called Authenticators. Each Avaya Ethernet Routing
Switch or Wireless LAN 8180 Wireless Controller that uses the Ignition Server to authenticate PEAP
users and computers must be defined as an authenticator. One entry can be created for each
Authenticator or alternatively for larger deployments a bundle can be created which allows one
Authenticator entry to service multiple Authenticators.

Each Authenticator entry includes a friendly name, IP address, RADIUS shared secret, authenticator
type, Access Policy association and vendor information which defines the check and return attributes and
VLAN format the device supports.

2.3.9.1 Configuration Steps

For this configuration an Authenticator entry will be defined for a stack of Ethernet Routing Switch 4500s
and a Wireless LAN 8180 Controller:

1 Within Ignition Dashboard select Configuration > Authenticators > default. Click New:

A\ Ignition Dashboard SHACE X

| Administration  Help

Eﬁ Monitor ¢ Troubleshoot

ide.avayalabs.lacal
+ Configuration || Include descendants of selected container

Mame IP Address Bundle Enabled | RADIUS |MAC &uth| TACACS+ |  Container

Access Policies

WVendors/WSas
ound Attributes
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2 Enter the required parameters for the Wireless LAN 8180 Controller (example below) then click

OK:
Name Set to the hostname of the Wireless LAN 8180 Controller.
IP Address Set to the Wireless System Interface IP Address on the Wireless LAN 8180 Controller.
Authenticator Type Set to Wireless.
Vendor Set to Nortel.
Device Template Set to generic-nortel which forwards the VLAN information as a Name.

RADIUS Shared Secret Set to avayalabs which matches the shared secret defined on the Wireless LAN 8180
Controller.

Access Policy Set to NAP Users.

A\ Authenticator _ @

Marme: IwcSlSO-l‘avayalabs.local I Enable Authenticator

IP Address: ) 192.168.10.30 | [ Bundle

Container: default

Authenticator Type:

Wendor = Device Ternplate: §generic-norel =
TACACS+ Settings

RADIUS Shared Secret; [essensens | | show |

Enable RADIUS Access

Access Policy: lNPS Users 'I

[ "] Enable MAC Auth

Lccess Policys default-radius-device

=
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3 Click New to define an additional Authenticator. Enter the required parameters for the

Ethernet Routing Switch 4500 (example below) then click OK:

Name Set to the hostname of the Ethernet Routing Switch 4500 or Stack.

IP Address Set to the management IP Address assigned to the Ethernet Routing Switch 4500 or
Stack.

Authenticator Type Set to Wired.

Vendor Set to Nortel.

Device Template Set to ers-switches-nortel which forwards the VLAN information as an ID.

RADIUS Shared Secret Set to avayalabs which matches the shared secret defined on the Ethernet Routing

Switch 4500 or Stack.
Access Policy Set to NAP Users.
A\ Authenticator _ @
Mame: IerstUG-l‘avayalabs.local I Enable Authenticator
IP Address: 1192.168.10.19 | [ Bundle

o
o
oy
of
=
=

Container:

Authenticatar Type:

Wendon = Device Template:
(|
TACACS+ Settings
RADIUS Shared Secret: fsossnsase ] | show|

Enable RADIUS Access

Access Policy: I|NPS Users ‘l

[ ] Enable MAC Auth

Aecess Pl default-radius-device

‘ LCancel |

Note — When adding a stack of switches as an Authenticator, you must define the stack IP
address and not the switch IP address.
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4 The Wireless LAN 8180 Wireless Controller and Avaya Ethernet Routing Switch 4500 have

now been added as Authenticators to the Ignition Server:

June 2011

-
A\ Ignition Dashboard

=N X
|gdministm|icm Help
i:ﬁ nitor % Troubleshoot
Configuration Current Site: AvayaLabs
-2 Ausyalabs Authenticator Summary
s ide.avayalabsocal
£ te Canfiguration [ Include descendants of selected container
coess Policies || —— T P
uthenticators wic8180-Lavayalabs.local 192.168.10.30 Y2 Y2 default
1 defalllf ers4500-Lavayalabs Jocal 192.168.10.19 [V o default
ioning
& Guest Manager
| Mew...|
[ =
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2.4 Avaya Wireless LAN 8100

The following section outlines the configuration steps required to configure the Avaya WC8180 wireless
controller to provide secure 802.1X authenticated access to wireless PEAP users and computers with
dynamic VLAN assignments using the Ignition Server for RADIUS services:

2.4.1 Base Configuration

The Avaya 8100 series Wireless Controller requires basic network configuration before it can provide
wireless services to users. The Wireless Controller will be configured with the necessary management
and user VLANSs as well as the virtual IP addresses required for management and Access Point
communications. In addition wireless services need to be configured and enabled so that the Avaya 8100
series Wireless Controller can manage Avaya 8100 series Access Points and serve Wireless LANS.

2.4.1.1 Configuration Steps
For this configuration step a factory defaulted WC8180 Wireless Controller will be configured with the
following basic parameters:

1. Management VLAN ID 10, Sales VLAN ID 11, Marketing VLAN ID 12, Engineering VLAN ID 13
and Remediated VLAN ID 14 will be created:

a. VLAN 10 will be assigned the IP address 192.168.10.30/24 and will be assigned to uplink
port 26.

b. IP routing will be enabled.

2. A static default route will be defined pointing to the 192.168.10.1 IP address assigned to the
private internal interface on the firewall.

A valid license file will be uploaded.
4. Wireless services will be enabled:
a. The Interface-ip address will be set to the management IP address 192.168.10.30.

b. The WC8180 will be configured as MDC capable with the password AvayalLabs12!@
assigned.

The WC8180 will join the wireless domain named AVAYALABS.
The wireless domain will be configured with the country code US.

The wireless domain will be configured to automatically promote-discovered-aps.

-~ o o 0

Mobility VLANs named Sales, Marketing, Engineering and Computers will be created
and mapped to their respective VLAN IDs.

Using the AACLI access the global configuration context:

WC8180# configure terminal
WC8180 (confiqg) #
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2  Create VLANs 10-14 and assign port membership:

WC8180 (config) # vlan create 10 name Mgmt type port

WC8180 (config) # vlan create 11 name Sales type port
WC8180 (config) # vlan create 12 name Marketing type port
WC8180 (config) # vlan create 13 name Engineering type port
WC8180 (config) # vlan create 14 name Remediated type port
WC8180 (config)# vlan members remove 1 1-26

WC8180 (config) # vlan members add 10-14 26

WC8180 (config) # vlan mgmt 10

WC8180 (config)# show vlan

Id Name Type Protocol User PID Active IVL/SVL Mgmt

1 VLAN #1 Port None 0x0000 Yes IVL No
Port Members: NONE

10 wmgmt Port None 0x0000 Yes IVL Yes
Port Members: 26

11 sales Port None 0x0000 Yes IVL No
Port Members: 26

12 Marketing Port None 0x0000 Yes IVL No

Port Members: 26

13 Engineering Port None 0x0000 Yes IVL No
Port Members: 26

14 Remediated Port None 0x0000 Yes IVL No
Port Members: 26

Total VLANs: 6

3  Assign virtual IP addresses to VLAN 10 and mark VLAN 10 for management:

WC8180 (config)# interface vlan 10
WC8180 (config-if)# ip address 192.168.10.30 255.255.255.0
WC8180 (config-if) # exit

WC8180 (config)# show vlan ip

vid 1ifIndex Address Mask MacAddress offset Routing

Primary Interfaces

10 10010 192.168.10.30 255.255.255.0 00:1B:4F:CA:19:80 1 Enabled

% Total of Primary Interfaces: 1
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4  Globally enable IP Routing:

WC8180 (config) # ip routing
WC8180 (config) # show ip routing

IP Routing is enabled
IP ARP Tife time is 21600 seconds

5 Define a static Default Route that points to the core router on VLAN 10:

WC8180 (config)# ip route 0.0.0.0 0.0.0.0 192.168.10.1 1
WC8180 (config) # show ip route

Ip Route
DST MASK NEXT COST VLAN PORT PROT TYPE PRF
0.0.0.0 0.0.0.0 192.168.10.1 1 14 12 S 1B
192.168.10.0 255.255.255.0 192.168.10.30 1 10 ---- C DB 0

Total Routes: 2

6 If necessary upload alicense file. Once installed the WC8180 will need to be reset:

WC8180 (config) # copy tftp license address 192.168.10.6 filename license.dat

License successfully downloaded.
NOTE: system must be rebooted to activate Ticense.

WC8180 (config) # boot

7 Using the AACLI access the wireless configuration context. Set the interface-ip to the virtual

IP Address assigned to VLAN 10 and enable wireless services:

WC8180> enable

WC8180# configure terminal

WCB8180 (config) # wireless

WC8180 (config-wireless) # interface-ip 192.168.10.30
WC8180 (config-wireless) # enable

WC8180 (config-wireless)# show wireless

Status : Enabled

Interface IP : 192.168.10.30
TCP/UDP base port : 61000
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8 Configure the WC8180 as MDC-Capable and define a password:

WC8180 (config-wireless) # controller mdc-capable

% Domain password should be between 10-15 characters long.
% Password must contain a minimum of 2 upper, 2 Towercase letters
% 2 numbers and 2 special characters Tike !@#$%A&* ()

Enter domain password: AvayaLabsl2!@

Verify Domain password: AvayaLabsl12!@

9 Create and join the Wireless Domain using the password defined in the previous step:

WC8180 (config)# end

WC8180# wireless controller join-domain domain-name AVAYALABS mdc-address
192.168.10.30

Enter Domain Secret: AvayaLabsl2!@

WC8180# show wireless controller domain-membership

Domain Name : AVAYALABS
pomain Role : Active MDC
Domain Action Status : Join Success
Action Failure Reason : None

10 Access the wireless configuration context. Create a Mobility VLAN for the Sales, Marketing

and Engineering users and Remediated:

WC8180# configure terminal

WC8180 (config) # wireless

WC8180 (config-wireless# domain mobility-vlan Sales
WC8180 (config-wireless# domain mobility-vlan Marketing
WC8180 (config-wireless# domain mobility-vlan Engineering
WC8180 (config-wireless# domain mobility-vlan Remediated

WC8180 (config-wireless# show wireless domain mobility-vlan

Mobility VLAN Name Status
default-MVLAN Active
Sales Active
Marketing Active
Engineering Active
Remediated Active
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avaya.com

11 Map the Mobility VLANs to the Local VLANS:

WC8180 (config-wireless#
WC8180 (config-wireless#
WC8180 (config-wireless#
WC8180 (config-wireless#

WC8180 (config-wireless#

Ssales
Marketing
Engineering
Remediated
default-MVLAN

switch vlan-map Sales lvid 11
switch vlan-map Marketing lvid 12
switch vlan-map Engineering lvid 13
switch vlan-map Remediated lvid 14

show wireless switch vlan-map

11 None 1 NONE
12 None 1 NONE
13 None 1 NONE
14 None 1 NONE
0 None 1 NONE

12 Define a country-code and enable then option to Automatically Promote Discovered APs.
Finally synchronize the configuration:

WC8180 (config-wireless#
WC8180 (config-wireless#
WC8180 (config-wireless#

WC8180 (config-wireless#

domain
country-code us
domain auto-promote-discovered-ap

end

WC8180# wireless controller config-sync

WC8180# show wireless domain info

Country IS

AP QoS Mode : Disabled
Roaming Timeout 30 seconds
TSPEC Vviolation Report Interval : 300 seconds
Auto Promote Discovered AP : Enabled

AP Image Update Download Group Size : 5 %

AP Image Update Reset Group Size 1 5%

AP Reset Group Size

June 2011
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2.4.2 RADIUS Profiles

The Avaya 8100 series Wireless Controller can authenticate guest users against one or more RADIUS
servers assigned to a RADIUS profile. The RADIUS profiles are then assigned to one or more network
profiles that require 802.1X, MAC or captive-portal authentication. The Avaya 8100 series Wireless
Controller will then direct all RADIUS authentication requests to the available servers defined in the
RADIUS profile.

2.4.2.1 Configuration Steps
For this configuration step a RADIUS authentication profile named IDE will be created with the Ignition
Server added as a RADIUS server. The following RADIUS parameters will be defined:

1) The IP Address set to 192.168.10.52 which matches the IP Address assigned to the Admin
Port on the Ignition Server.

2) The RADIUS Shared Secret set to avayalabs which matches the RADIUS shared secret defined
on the Ignition Server in section 2.3.8.

1 Using the AACLI access the Wireless Security configuration context:

WCB8180 (config-wireless)# security

2 Create a RADIUS Profile with the id 1 named IDE and set the type to Auth:

WC8180 (config-security) # radius profile IDE type auth

WC8180 (config-security)# show wireless security radius profile

Total radius profiles: 1, auth: 1, acct: 0
Radius Profile Type

IDE Authentication

Create a RADIUS Server entry with the IP Address assigned to the Ignition Server and assign

it to the RADIUS Profile named IDE. When asked enter and confirm the secret avayalabs:

WC8180 (config-security) # radius server 192.168.10.52 IDE secret

Enter server secret: avayalabs

Verify server secret: avayalabs

WC8180 (config-security) # show wireless security radius server

Total radius servers: 1

Server IP Radius Profile Port# Priority

192.168.10.52 IDE 1812 1
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2.4.3 Network Profiles

Network Profiles define the wireless service parameters that radios advertise to wireless users. Each
network profile defines the SSID name advertised to users, the mobility VLAN users are assigned, the
authentication type and encryption ciphers. In addition the network profile defines the QoS mode and
parameters for the wireless service.

2.4.3.1 Configuration Steps

For this configuration step Network Profile 2 will be created with the following parameters will be defined:

1) The Profile Name set to AVAYA-IDE which for consistency matches the SSID name.
2) The SSID set to AVAYA-IDE which is advertised to wireless clients.

3) User Validation set to RADIUS and the RADIUS profile named IDE assigned.

4) WPAZ2 security with CCMP encryption will be enabled.

Using the AACLI access the Wireless Network Profile 2 configuration context:

WC8180 (config-security) # network-profile 2

2 Set the Profile Name and SSID Name to AVAYA-DOT1X and define the Mobility VLAN name:

WC8180 (config-network-profile)# profile-name AVAYA-DOT1X
WC8180 (config-network-profile)# ssid AVAYA-DOT1X

3 Set the User Validation mode to RADIUS and assign the RADIUS Profile named IDE:

WC8180 (config-network-profile)# user-validation radius

WC8180 (config-network-profile)# radius authentication-profile IDE

4 Enable 802.11i security with CCMP encryption:

WC8180 (config-network-profile) # security-mode wpa-enterprise
WC8180 (config-network-profile)# wpa2 versions-supported WPA2 cipher-suite CCMP

WC8180 (config-network-profile)# show wireless network-profile 2 detail

Network Profile ID: 2

Name : AVAYA-DOT1X

SSID : AVAYALAB-DOT1X

Hide SSID : No

Mobility Vvlan Name :

No Response to Probe Request : Disabled
User validation : RADIUS

Local User Group : Default

RADIUS Authentication Profile Name : IDE
RADIUS Accounting Profile Name :

RADIUS Accounting Mode : Disabled
Security Mode : WPA-Enterprise

MAC Validation : Disabled

WPA Versions : WPA2

WPA Encryption : CCMP

WPA2 Pre-Authentication : Enabled

WPA2 Pre-Authentication Limit : 0

WPA2 Key Caching Holdtime (minutes) : 10
Session Key Refresh Period (seconds) : 0
Group Key Refresh Period (seconds) : 0
wireless ARP Suppression : Disabled
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2.4.4 AP Profiles

Administrator’s provision managed Access Points using AP profiles. AP profiles allow a common set of
configuration parameters to be defined and applied to large groups of APs. Each AP profile is AP model
specific and assigns radio profiles, network profiles and QoS mappings to Access Points assigned to the
AP profile.

Each Access Point radio supports up to 16 Virtual Access Points (VAPs) each of with are assigned a
uniqgue MAC address and look like a single Access Point. Each radio can support a maximum of 16
network profile assignments.

2.4.4.1 Configuration Steps

For this configuration step Network Profile 2 will be assigned to radios using the default AP Profile 1:
1) Network Profile 2 will be assigned to VAP 1 on Radio 1 (5GHz).
2) Network Profile 2 assigned to VAP 1 on Radio 2 (2.4GHz).

1 Using the AACLI access the Wireless AP Profile 1 configuration context:

WC8180 (config-wireless)# ap-profile 1

2 Assign Network Profile 2 to VAP 1 on Radios 1 & 2:

WC8180 (config-ap-profile)# network 1 1 profile-id 2
WC8180 (config-ap-profile)# network 2 1 profile-id 2

WC8180 (config-ap-profile)# show wireless ap-profile network 1

AP Profile Id Radio Id VAP Id Network Profile Id Radio Operation

AP MAC AP IP controller IP Status Need Image
Upgrade
5C:E2:86:0F:A3:CO0 192.168.10.110 192.168.10.30 Managed No
5C:E2:86:0F:C6:20 192.168.10.111 192.168.10.30 Managed No
5C:E2:86:10:4A:C0 192.168.10.112 192.168.10.30 Managed No
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2.5 Avaya Ethernet Routing Switch

The following section outlines the configuration steps required to configure an Avaya Ethernet Routing
Switch to provide secure PEAP authenticated access with dynamic VLAN assignments to wired hosts
using the Ignition Server for RADIUS services.

Note — This configuration example only provides the basic configuration parameters only.

@ Please reference the Small, Medium, Large and Super Large Campus Technical Solution
Guides available athttp://support.avaya.com/css/Products/P0846/All_Documents for Avaya’s
Ethernet Routing Switch best practices and implementation recommendations.

2.5.1 Base Configuration

The stack of Avaya Ethernet Routing Switches requires basic network configuration before it can provide
wired services to users. The stack of Avaya Ethernet Routing Switches will be configured with the
necessary management and users VLANs as well as a stack IP address which will be used for
management access and RADIUS communications.

2.5.1.1 Configuration Steps
For this configuration step a factory defaulted stack of Avaya Ethernet Routing Switch 4500s will be
configured with the following basic parameters:

1. Management VLAN ID 10, Sales VLAN ID 11, Marketing VLAN ID 12, Engineering VLAN ID 13
and Remediated VLAN ID 14 will be created:

a. VLAN 10 will be defined as the management VLAN.
b. The IP address 192.168.10.19/24 and will be assigned to the stack.
c. A default gateway 192.168.10.1 will be assigned to the stack.

1 Using the AACLI access the global configuration context:

ERS4500# configure terminal

2 Create the Management, Sales, Marketing and Engineering VLANs 10 — 14:

ERS4500 (config) # vlan create 10 name Mgmt type port
ERS4500 (config) # vlan create 11 name Sales type port
ERS4500 (config) # vlan create 12 name Marketing type port
ERS4500 (config) # vlan create 13 name Engineering type port

ERS4500 (config) # vlan create 14 name Remediated type port

3 Assign VLAN 10 as the Management VLAN:

ERS4500 (config) # vlan mgmt 10

3 Remove all ports from the default VLAN 1:

ERS4500 (config) # vlan members remove 1 all
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4 Enable 802.1Q tagging on uplink port 1/48:

ERS4500 (config) # vlan ports 1/48 tagging tagall
ERS4500 (config) # vlan ports 1/48 filter-untagged-frame enable

5 Add VLANs 10 - 13 to the uplink port 1/48 then set the PVID to 10:

ERS4500 (config) # vlan members add 10-14 1/48

ERS4500 (config) # vlan ports 1/48 pvid 10

ERS4500 (config) # show vlans

6 Verify VLAN configuration:

ERS4500 (config) # show vlans

Id Name Type Protocol User PID Active IVL/SVL mMgmt

1 VLAN #1 Port None 0x0000 Yes IVL No
Port Members: NONE

10 wmgmt Port None 0x0000 Yes IVL Yes
Port Members: 1/48

11 sales Port None 0x0000  Yes IVL No
Port Members: 1/48

12 Marketing Port None 0x0000 Yes IVL No
Port Members: 1/48

13 Engineering Port None 0x0000 Yes IVL No
Port Members: 1/48

14 Remediated Port None 0x0000  Yes IVL No

Port Members: 1/48
Total VLANs: 6

ERS4500 (config) # show vlan interface vids 1/48

Filter Filter
Untagged Unregistered
unit/Port Frames Frames PVID PRI Tagging Name

1/48 Yes Yes 10 0 TagAll Unit 1,Port 48

ERS4500 (config) # show vlan interface info 1/48

Unit/Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name
1/48 10 wmgmt 11 sales 12 Marketing
13  Engineering 14  Remediated
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7 Assign a stack IP address, mask and default gateway:

ERS4500 (config) # ip address stack 192.168.10.19
ERS4500 (config) # ip address netmask 255.255.255.0
ERS4500 (config) # ip default-gateway 192.168.10.1

ERS4500 (config) # show ip

Bootp/DHCP Mode: BootP When Needed

Stack IP Address: 192.168.10.19 192.168.10.19 0.0.0.0

Switch IP Address: 0.0.0.0 0.0.0.0
Stack Subnet Mask: 255.255.255.0 255.255.255.0 0.0.0.0
Default Gateway: 192.168.10.1 192.168.10.1 0.0.0.0

2.5.2 RADIUS

Avaya Ethernet Routing Switches support RADIUS authentication servers which can be used to provide
secure authenticated management access in addition to port based access control. The stack of Avaya
Ethernet Routing Switches require a primary RADIUS server to be defined before wired EAPOL
authentication can be enabled on the access layer ports. The Avaya Ethernet Routing Switches will be
configured with the necessary RADIUS parameters that will allow the stack of Avaya Ethernet Routing
Switches to communicate and forward EAPOL authentication requests to the Ignition Server.

2.5.2.1 Configuration Steps
For this configuration step the Ignition Server will be defined as a RADIUS server on the stack of Avaya
Ethernet Routing Switch 4500s:

1. The Ignition Server’s Admin IP address 192.168.10.52 will be added as the Primary RADIUS
Server.

2. The RADIUS shared secret avayalabs will be defined which matches the RADIUS shared secret
defined on the Ignition Server in section 2.3.8.

1 Configure the Ignition Server’s Admin IP address 192.168.10.52 as the primary RADIUS server

IP and specify the RADIUS shared secret avayalabs:

ERS4500 (config) # radius-server host 192.168.10.52

ERS4500 (config) # radius-server key

Enter key: avayalabs
Confirm key: avayalabs

2 Verify the RADIUS server configuration:

ERS4500 (config) # show radius-server
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Password Fallback: Disabled
Primary Host: 192.168.10.52
Secondary Host: 0.0.0.0
Port: 1812

Time-out: 2

Key: koo

Radius Accounting is Disabled
AcctPort: 1813

2.5.3 EAPOL

Avaya Ethernet Routing Switches support the Extensible Authentication Protocol over LAN (EAPOL)
encapsulation standard to provide port based access control. This concept uses the Extensible
Authentication Protocol (EAP) as described in the IEEE 802.1X standard. EAPOL filters traffic based on
source MAC address. Unauthorized hosts are unable to receive traffic from authorized devices or the
network until the host successfully authenticate. Authentication hosts can be assigned to the native VLAN
assigned to the access port or alternatively can be assigned to a dynamic VLAN provided by the RADIUS
server.

By default Avaya Ethernet Routing Switches support a single EAPOL host per port; however Avaya
includes support for a number of EAPOL enhancements which allows a port to assign Guest VLANS,
support multiple EAPOL hosts, support a mix of EAPOL and non EAPOL hosts and support non EAPOL
enabled hosts such as Printers or Access Points.

2.5.3.1 Configuration Steps

For this configuration step the access layer ports 1/1-47 and 2/1-24 on the stack of Avaya Ethernet
Routing Switch 4500s will be enabled for EAPOL authentication with re-authentication support. For this
example the default Single Host Single Authentication (SHSA) implementation will be used:

1. EAPOL on access layer ports 1/1-47 and 2/1-24 will be configured as Auto.

2. EAPOL re-authentication will be enabled on access layer ports 1/1-47 and 2/1-24 using the
default timer 3600 seconds.

3. EAPOL will remain disabled on the uplink port 1/48 which will be set to the default value Forced
Authorized.

1 Enable EAPOL on access ports 1/1-47,2/1-24 and enabled re-authentication:

ERS4500 (config) # interface fastEthernet all
ERS4500 (config-if) # eapol port 1/1-47,2/1-24 status auto
ERS4500 (config-if) # eapol port 1/1-47,2/1-24 re-authentication enable

2 Configure the uplink port 1/47 as Forced Authorized:

ERS4500 (config-if) # eapol port 1/48 status authorized
ERS4500 (config-if) # exit

ERS4500 (config) # show eapol
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Admin Status: Auto
Auth: No

Admin Dir: Both
Oper Dir: Both
ReAuth Enable: Yes
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2

RDS DSE: No

Access Ports 1/1-48,2/1-24

avaya.com

Admin Status: F Auth
Auth: Yes

Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2

RDS DSE: No

Uplink Port 1/48

3 Globally enable EAPOL.:

ERS4500 (config) # eapol enable
ERS4500 (config) # show eapol

EAPOL Administrative State:
Port-mirroring on EAP ports: Disabled

Note — Details for enabling multihost EAPOL options can be located in the product
documentation as well as various technical configuration guides available for download at
http://support.avaya.com/css/Products/P0846/All_Documents.

June 2011
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2.6 Microsoft Windows 7
2.6.1 Root CA Certificate Installation

For this configuration step a base-64 encoded CA root certificate will be installed in Windows 7 so that
Windows 7 can validate the signed server certificate issued to the Ignition Server during PEAP
authentication:

1 Using Explorer double click the CA root certificate to install. This will open the Certificate:

@n\;/nv| & » kimarshall » Downloads - |¢'v,| Search Download }DI
QOrganize » Include in library + Share with + Burn Mew folder s== S| |®|
& Fruorites - MName : Date modified Type Size
Bl Desktop 5/9/2011 5:00 PM Security Certificate 2KB
& Downloads

15| Recent Places

il SharePoint Sites

= Libraries
3 Documents
J“. Music
= Pictures

E Videos

m

18 Computer
£, Drive (C2) —
S klmarshalls (119
5 Images (\192.16:
® Decumentation |
5 Applications (W1 _

1 item

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 81



AVAYA

avaya.com

2 Verify the CA root certificate you are installing is correct then click Install Certificate:

-

Certificate

General | petails | Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: AVAYALABS CAl

Issued by: AVAYALABS CAl

valid from 12/ 2/ 2010 te 12/ 2f 2015

[nstall Certificate. .. Issuer Statement

Learn more about

o

4

3 Click Next:

June 2011

Certificate Import Wizard Ié
P

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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4 Select the option Place all certificates in the following store then click Browse. Select Trusted

Root Certificate Authorities then click OK. Click Next:

Certificate Import Wizard Ié
P

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

IO Place all certificates in the following sturel

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back l Next = l[ Cancel ]

5 Click Finish to add the CA root certificate to the users Trusted Root Certificate Authorities

certificate store:

Certificate Import Wizard @
g

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

o=y Tar B TS e =l N2 Trusted Root Certifice|
Content Certificate
4| I *

[ < Back l Finish I[ Cancel ]

Note — If the server certificate installed on the Ignition Server was issued from Microsoft

@ Certificate Services configured as an Enterprise Root CA and the Windows 7 workstation was
added to the domain after Certificate Services was installed, the CA root certificate will be been
automatically installed when the Windows 7 workstation was added to the domain.
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2.6.2 Network Access Protection Agent Service

The Network Access Protection Agent service must be enabled before the Windows 7 workstation can
participate in a network with Network Access Protection (NAP) enforcement enabled. The Network
Access Protection Agent Service is disabled by default but can be stated on an individual Windows 7
workstation using the following procedure:

1 In Windows 7 click Start > All Programs > Accessories > Run. Enter SERVICES.MSC then click
OK. Locate the service Network Access Protection Agent, right-click then select Properties:

File Action View Help

e EEL= Hzl > = uw

;. Senvices (Local) | [0 Services (Local

Network Access Protection Agent  Name Description  Ststus  StatupType  LogOnAs =
% Microsoft NETFr... Microsoft .. Disabled Local Syste...

stop the service £ Microsoft [NET Fr..  Microsoft ... Automatic (D... Local Syste...

Restart the service -

— Z Microsoft NET Fr... Microsoft .. Automstic (D... Local Syste...
“h Microsoft iSCSlIni... ManagesIn. Manual Local Syste...

Description: 2 Microsoft Softwar... Manages so. Manual Local Syste...

The Network Access Protection % Multimedia Class .. Enables rela.. Started  Automatic  Local Syste...

(NAP] agent service collects and ;

manages health infermation for % Net.Tep Port Shari... Provides shi... Dissbled Local Service

client computers on a network.

Information collected by NAP agent  § ¢ N ey Vo Ty MR e]

is used to make sure that the client

computer s the required software - Nework Connecti.. Manzgeso..  Staried  Manual Local Syste...

and settings. IF a client computeris . Network List Service Identifiesth... Sterted  Manual Local Service

not compliant with health policy, it i Metwork Location ... Collectsan.. Started  Automatic Metwork S...

can be provided with restricted ZiMetwork StoreInt... This service .. Started  Automatic Local Service

network access until its configuration

is updated. Depending on the " Office 64 Source E.. Saves install... Manual Local Syste...

configuration of heslth policy, client 7 Office Software Pr... Office Soft... Manual Network S...

computers might be automatically £, Offline Files The Offline ... Started  Automatic Local Syste...

updlated so that users quickly regain

T ek et ot g Parenal Cortrols  Thissenice . Manual Locsl Service

mznally update their computer. % Peer Name Resolu... Ensbles serv... Manual Local Service
“hPeerNetworking .. Enables mul... Manual Local Service
Z Peer Networking L. Provides ide... Manual Local Service _
< |- - = - m - - — 3

\ Extended { Standard

2 Set the Startup type to Automatic then click Start. The Service status will change to Started.

Click OK:

Metwork Access Protection Agent Properties (Local Computer) lﬁ

General | Log On | Recovery | Dependencies |

Service name: napagent

Digplay name: Metwork Access Protection Agent

Description: The Network Access Protection (NAP) agent "
service collects and manages health information for

Path to executable:
f C:\Windows \System32'\svchost exe & Network Service

Startup type: || Automatic hd I

Help me configure service startup options.

Service status:  Stopped

Stop Pause Resume

“You can specify the start parameters that apply when you start the service
from here.

Start parameters:

L ok J[ cancel
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2.6.3 EAP Quarantine Enforcement Client

Network Access Protection (NAP) requires the Windows workstations to run a Quarantine Enforcement
Client for the specific NAP implementation that is being enabled. Windows 7 supports Quarantine

Enforcement Clients for DHCP, IPsec, RD Gateway and EAP and by default all Quarantine Enforcement
Clients are disabled.

The EAP Quarantine Enforcement Client can be enabled on an individual Windows 7 workstation using
the following procedure:

1 In Windows 7 click Start > All Programs > Accessories > Run. Enter NAPCLCFG.MSC then
click OK. Select Enforcement Clients then right-click on EAP Quarantine Enforcement Client

and select Enable:

File Action View Help

«=| 7B HE

42 NAP Client Configuration (Local Comp Actions
-t T — i
, 1] Health Registration Settings 8, DHCP Quarantine Enforcement Client Disabled View ’
%, IPsec Relying Pary Disabled & Refresh
W, EAP Quarantine Enforcement Cliert Encbied | Help
DHCP Quarantine Enforcement Client 4
Enable
| Refresh
[E] Properties
EH Hep

& DHCP Quarantine Enforcement Client

Lo} 79617

Name: DHCP Quarantine Erforcement Cliert
Description: Provides DHCP based enforcemert for NAP
Version: 10

Vendor: Microsoft Corporation

Status: Disabled

é Tip — The EAP Quarantine Enforcement Client can be optionally enabled using the CLI by
issuing the netsh nap client set enforcement ID = 79623 ADMIN = “ENABLE” command.

é Tip — The EAP Quarantine Enforcement Client status can be optionally viewed using the CLI by
issuing the netsh nap show configuration command.
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2.6.4 Wired Authentication Configuration Steps

For this configuration step PEAP user authentication with NAP enforcement will be enabled on the Local
Area Connection in Windows 7:

Note — The Windows 7 service Wired AutoConfig must be started before 802.1X can be
enabled on a Local Area Connection.

1 In Windows 7 select Control Panel > Network and Sharing Center > Change Adaptor Settings.
Right click on Local Area Connection then select Properties:

@l\_/l'| E" <« Metwork and Internet » MNetwork Connections » v | Jv¢| Search Network Connections o l
Organize + Disable this network device Diagnose this connection  » 5=~ O I@l
: Local Area Connection L‘ Netwaork Connect Adapter

- N . -
—_ motolabs.com - Unidentified network
i?ﬁ’ IntEh'F‘J 82567 LM Gigabit Network... J?'E Juniper Metwork Connect Virtual ...
L_'- PdaNet Broadband Connection — VMware Network Adapter VMnetl
“ome_ Metwork cable unplugged - -' Disabled
K @~ PdaNet Broadband Adapter @2 VMware Virtual Ethernet Adapter ...
YMware Metwork Adapter VMnetd Wireless Metwork Connection

P,

—

> . Not connected

Disabled
;i_'ﬂ] Intel(R) WiFi Link 5100 AGMN

@2 Mware Virtual Ethernet Adapter ...

x!’i
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2 Enable the option Enable IEEE 802.1X authentication then select the network authentication

method type Microsoft: Protected EAP (PEAP). Click Settings:

fa ™
4 Local Area Connection Properties Iﬁ

Authertication | Sharing

Select this option to provide autherticated network access for
thiz Ethemet adapter.

Enable |EEE 802.1X authentication

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) ~| || Setings |

Remember my credentials for this connection each
time 'm logged on

Fallback to unauthorized network access

Additional Settings...

I [ ok || Ccancel ]I
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Enable the option Validate Server Certificate. Optionally enable Connect to these servers then
enter the hostname of the Ignition Server as defined in the CN field of the signed server

certificate installed on the Ignition Server. Enable Enforce Network Access Protection. Click

Configure and enable the option Automatically use my Windows logon name and password.
Click OK then OK:

-

.\ ) \
Protected EAP Properties | EAP MSCHAPy2 Properties [

When connecting:

l Validate server certificate I

Connect to these servers:

= ide.avayalabs.local I

When connecting:

Automatically use my Windows logon name and
password (and domain if any).

I ok J[ cancel |

LS = =

Trusted Root Certification Authorities:

[ AddTrust External CA Root

AVAYALABS CA1

[ Class 3 Public Primary Certification Authority
D DigiCert High Assurance EV Root CA

[7] DST Root CA X3

[ Entrust.net Certification Authority (2048)
[ Entrust.net Secure Server Certification Authority -
4| [l 2

»

|.m

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] | Configure... |
Enforce Network Access Protection l
t cryptobinding TLV
[| Enable Identity Privacy
[ OK ] ’ Cancel ]

.%

i Certificate Requests r Protocol Root Certificates r Certificate Revocation List

| Import Certificate ‘

Admin Certificate: ide.avayalabs.local | Modﬁy...|

Marme | Type | Date Generated | Expiration Date Bound to Services
default_soap_cert RS, 2010-10-21 2025-12-31 S0AP Part Cert
SA2010-10-21 2025-12-31
ide.avayalabs.local S48 2011-05-05 2013-05-04 ULPort Cert, EAP Users
- ) sS4 2010-10-21 2025-12-31
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2.6.5 Wireless Authentication Configuration Steps

For this configuration step a Wireless Network will be added to Windows 7 that will authenticate the
Computer and Users on a WPA2 enabled Wireless LAN using PEAP while providing a single sign-on
experience:

Note — The Windows 7 service WLAN AutoConfig must be started before 802.1X can be
enabled on a Wireless interface.

1 In Windows 7 select Control Panel > Network and Sharing Center > Manage Wireless Networks
then click Add:

@ledﬂ] <« Network and Inte... » Manage Wireless Networks - ‘ &,l ‘ Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add I Adapter properties  Profiletypes  Metwork and Sharing Center (7]

0 items

: 11’5!

2 Select Manually create a network profile:

i = e |

) = Manually connect to a wireless network
i) s v

How do you want to add a network?

ALv Manually create a network profile

= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (5510} and
security key (if applicable).

. Create an ad hoc network
Y This creates a temporary network for sharing files or an Internet connection

Cancel
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3 In the Network name field type the SSID name to connect to then set the Security type to
WPAZ2-Enterprise. Set the Encryption type to AES then enable the option Start this connection

automatically. Click Next:

@ al Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: | avava-De |
Security type: I[WPAZ* Enterprise 'I
Encryption type: I aes ~|
Security Key: Hide characters

I Start this connection automatically I

Connect even if the netwerk is not broadcasting
Warning: If you select this option, yeur computer's privacy might be at risk,

J

4 Select Change connection settings:

( = i

(NS 2! Manually connect to a wireless netwaork

Successfully added AVAYA-IDE

< Change connection settings
Open the connection properties so that [ can change the settings,

Close

Ignition Server NPS Active Directory Authentication

June 2011 Avaya Inc. — External Distribution 90



AVAYA

5 Select the network authentication method type Microsoft: Protected EAP (PEAP) then click

Settings:

AVAYA-IDE Wireless Network Properties =5

seauty

Security type: |WPA2-Enterprise -]

Encryption type: [AES ‘]

Choose a network authentication method:
|| Microsoft: Protected EAP (PEAP) | setings |

Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK ] [ Cancel
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-

Enable the option Validate Server Certificate. Optionally enable Connect to these servers then
enter the hostname of the Ignition Server as defined in the CN field of the signed server

certificate installed on the Ignition Server. Enable Enforce Network Access Protection. Click

Configure and enable the option Automatically use my Windows logon name and password.
Click OK then OK:

.\ ) \
Protected EAP Properties | EAP MSCHAPy2 Properties [

When connecting:

l Validate server certificate I

Connect to these servers:

When connecting:

Automatically use my Windows logon name and
password (and domain if any).

= ide.avayalabs.local I

I ok J[ cancel |

LS = =

Trusted Root Certification Authorities:

[ AddTrust External CA Root

AVAYALABS CA1

[ Class 3 Public Primary Certification Authority
D DigiCert High Assurance EV Root CA

[7] DST Root CA X3

[ Entrust.net Certification Authority (2048)
[ Entrust.net Secure Server Certification Authority -
4| [l 2

»

|.m

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] | Configure... |

Enable Fast Reconnect
|| Disconnect if server does not present cryptobinding TLY
[| Enable Identity Privacy

[ Ok H Cancel ]

.%

i Certificate Requests r Protocol Root Certificates r Certificate Revocation List

| Import Certificate ‘

Admin Certificate: ide.avayalabs.local | Modﬁy...|

Marme | Type | Date Generated | Expiration Date Bound to Services
default_soap_cert RS, 2010-10-21 2025-12-31 S0AP Part Cert
SA2010-10-21 2025-12-31
ide.avayalabs.local S48 2011-05-05 2013-05-04 ULPort Cert, EAP Users
- ) sS4 2010-10-21 2025-12-31
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7 A Wireless network profile has now been created in Windows 7:

[ = | B S

™

@ledﬂ] <« Network and Inte... » Manage Wireless Networks - ‘ &,l ‘ Search Manag )

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center (7]

et ppren oen e e dis cadue o L 2
.-h AVAYVA-IDE Security: WPA2-Enterprise Type: Any supported

cuit

1 item

: -11!5!
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3. Verification

3.1 Avaya Ethernet Routing Switch
3.1.1 NAP Compliant Users

The following section highlights the steps required to validate EAPoL PEAP user authentication for
Compliant Windows 7 Enterprise workstation:

Login to Windows 7 using a domain username and password which will initiate PEAP user
authentication. In this example a domain user that is a member of the Sales group is used and
the computer is fully compliant:

3:20 PM
5/18/2011

A " @ D0

> V Control Panel » System and Security » Action Center < %3] [ sean ]
) id y: ity [4]] e
[7]
Control Panel Home .
Review recent messages and resolve problems
Change Action Centersettings No issues have been detected by Action Center.
@ Change User Account Control
settings Security ()
View archived messages
View performance information Maintenance 2

¥ you don't see your problem listed, try on of these:

£T
Troubleshooting ) Recovery
A Find and fix problems [b«* { Restore your computer to an

earlier time

See also
Backup and Restore
Windows Update

Windows Program
Compatibility Troubleshooter

3 Onthe Avaya Ethernet Routing Switch view the EAPOL port status. The Auth status will

display as Yes indicating the sales user has authenticated. In this example the Windows 7
workstation is connected to port 1/1:

ERS4500# show eapol port 1/1

EAPOL Administrative State: Enabled
Port-mirroring on EAP ports: Disabled
Unit/Port: 1/1

Admin Status: Auto

Auth: Yes

Admin Dir: Both
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4 On the Avaya Ethernet Routing Switch view the dynamic VLAN assignment. In this example
the sales user is Compliant and will be assigned to the Sales VLAN:

ERS4500# show vlan interface vids 1/1

Unit/Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

Using the Ignition Dashboard view the Access Logs by selecting Monitor > Site-Name >

Ignition-Server-Name > Log Viewer > Access. A record showing a successful authentication
and authorization for the sales user will be listed:

-
A\ Ignition Dashbaard

= | Bl | S
Administration  Help

{.F" Configurat %ﬁ Troubleshoot

onito
E % Auayalahs Statistics r System Health r Directory Services Status
ide.avayalabs.local
og 8

Configure...
Audit | Security | System

Use Saved Filter ~ ] Clear Filter

Export Log & Refresh

Access Record Details...

Authentication Details 3
il . D Access Policy: NP5 Users
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6 Double-click on the computer authentication log entry to view the authentication and

authorization details. The Posture Details section in the Access Record will highlight the
posture evaluation results for the sales user and the assigned VLAN:

p
A\ Access Record Details Iéj A\ Access Record Details @

Authentication/Authorization Request Details AuthenticationfAuthorization Request Details
= COTRHE O TR ST AT T R O T Ty =
E General Details Ml Lookup Directory Store Type: Active Directory Service -
Received: 2011-05-18 15:29:15 Directory Result: Success

UserId: salesuser

Access Policy: MPS Users

Authenticator: fdefault/ers4500-Lavayalabs.local
MAC Address: CE2A14138873

Authentication Result: Authenticated

Directory Result: Success Posture Profile; NAR

Authorization Result: Check Posture Posture Byaluation Result: Compliant
Map Client: true

El' NAP Firewall Products on Client

Bl Authorization Details

Palicy Rule Used: Sales
Authorization Result: Ch;(k Fosture

Bl Posture Details

Posture Evaluation Result: Compliant

B User Details

Ll <empty’ = MICROSOFT PRODUCT
= Groups Caormpliant: Yes
Sales Enabled: true

= Inbound Attributes El NAP Anti Yirus Products on Client

User-Marme: AVAYALABS salesuser
MAS-IP-Address: 192,168,10,19

= Mcafee YirusScan Enterprise

Compliant: Yes

NAS-Port: 1 Enabled: true L

Service-Type: 2 Uptodate: true

Frarmed-MTU: 1490 { . . |

State: bec26438b0F204ab0BeFrE00c b 22d0e E NAP Anti SPyware Froducts on Client

Calling-Station-Id: C8-24-14-13-88-73 M El MICROSOFT PRODUCT |

MNAS-Port-Type: 15 Cornpliant: Yes

Message-Suthenticator: 09ceeecefiSbacedad277291f2bfa3bfa I Enabled: true !
=l Authentication Details Uptodate: true

Outer Tunnel Type: PEAP I E NAP Auto Update on Client

Outer Tunnel User: salesuser — Cormpliant: Yes

Inner Tunnel Type: EAP_MSCHARY?Z Enabled: true

Inner Tunnel User: salesuser . El MAP Security Update on Client |

Authentication Result Authenticated .
Cormpliant: Yes

= Directory Details Enabled: false
Authentication Directory Store Type: Active Directory Service Security Rating: IMPORTANT
Directory Set: Active Directory l Update Src: Microsoft Update b
Authentication Directory Store Marme: Active Directory Update Server: no server
Realm: AVAYALABS | Fystemld: 19744 |
Lookup Directory Stare Mame: Sctive Directony LastSync Time: 2 Hour(s) 29 Minute(s) 11 Second(s)
Lookup Directory Store Type: Active Directory Service {l =l Qutbound Attributes |
Directory Result: Success B WVLAN (Tunnel-Private-Group-Idy: 11 B
liZ | Close | =] | Close |
J o

3.1.2 NAP Non-Compliant Users

The following section highlights the steps required to validate EAPoL PEAP user authentication for Non-
Compliant Windows 7 Enterprise workstation:

Login to Windows 7 using a domain username and password which will initiate PEAP user
authentication. In this example a domain user that is a member of the Sales group is used and
the Windows Firewall and Auto Remediation have been disabled. A Network Access
Protection dialog will be displayed in the task bar stating that Network access might be
limited:

Network Access Protection % *
& Network access might be limited

222PM
5/18/2011

< % @ a0
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2 Open the Windows 7 Action Center then select View Solution:

() ~[F+ Control Ponel + System and Securty » Action Center «[#3 | [ Search Contral Panct )

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings  Action Center has detected one or more issues for you to review,

@) Change User Account Control
settings

Security ()
View archived messages
View performance information Network Access Protection (Important)
This computer doesn't meet security standsrds defined by your
network administrator.

Network firewall (Important)

& Tum on now

W Windows Firewall is turned off or set up incorrectly.

Tumn off messages about network firewall Get a different firewall program
online
Maintenance [€2)

1f you don't see your problem listed, try one of these:

5 pu
= Troubleshoating D) Recovery

Backup and Restore A Find and fix prablems 9 ¢eiore your computerto an
Windows Updste earlier time

Windows Program
Compatibility Troubleshooter

3 A Network Access Protection dialog window outlining why the computer has failed posture

evaluation and how to remediate the issue will be displayed:

Network Access Protection = | Bl |

i "'.‘ This computer doesn't meet security standards defined by your network
- administrator.
MNetwork access might be limited until you update your computer. To check the
security state of this computer, click Try Again.

@ Windows Security Health Agent Unsuccessful ‘
Microsoft Corporation
The Windows Security Health Agent monitors security settings on your
computer.
Version: 1.0, ID 79744

The Windows Security Health Agent cannot update the security state of this =
computer,

Remediation Results:
0:00ff0022  An administrator must enable a firewall program that is
compatible with Windows Security Center service. -

Last updated: 5/18/2011 2:57 PM

[ ®Tyagein || Tas

4 On the Avaya Ethernet Routing Switch view the EAPOL port status. The Auth status will

display as Yes indicating the sales user has authenticated. In this example the Windows 7
workstation is connected to port 1/1:

ERS4500# show eapol port 1/1

EAPOL Administrative State: Enabled
Port-mirroring on EAP ports: Disabled
Unit/Port: 1/1

Admin Status: Auto

Auth: Yes

Admin Dir: Both
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5 On the Avaya Ethernet Routing Switch view the dynamic VLAN assignment. In this example
the sales user is Non-Compliant and will be assigned to the Remediated VLAN:

ERS4500# show vlan interface vids 1/1

Unit/Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

1/1 14 Remediated

Using the Ignition Dashboard view the Access Logs by selecting Monitor > Site-Name >

Ignition-Server-Name > Log Viewer > Access. A record showing a successful authentication
and authorization for the sales user will be listed:

I3 ™
A\ Ignition Dashbaard =ANE X )
Administration  Help
{.F" Configurat %ﬁ Troubleshoot
onito al a =)
B Auayalabs Statistics | System Health | Directory Services Status
ide.avayalabs.local G
Audit | Security | System
+ e Use Saved Filter ~ l Clear Filter Export Log & Refresh
Agccess Record Details... @ @ @
Authentication Details 3
. Access Policy: NP5 Users -
] ] [ »
==
L
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Double-click on the computer authentication log entry to view the authentication and

avaya.com

authorization details. The Posture Details section in the Access Record will highlight the

posture evaluation results for the sales user, why posture evaluation failed and the assigned
VLAN:

A\ Access Record Details

Authentication/Authorization Request Details

Access Policy: MPS Users
Authenticator: fdefault/ers4500-Lavayalabs.local
MAC Address: CE2A14138873
Authentication Result: Authenticated
Directory Result: Success
Authorization Result: Check Posture
Posture Evaluation Result: Mot Compliant and Allow
B User Details
<emphys
= Groups
Sales
I[® mbound Attributes
User-Marme: AVAYALABS salesuser
MAS-IP-Address: 192,168,10,19
MAS-Port: 1
Service-Type: 2
Frarned-hTU: 1490
State: edZbdb3ccfiBS03377dd6ececlblblche
Calling-Station-Id: C8-24-14-13-88-73
MNAS-Port-Type: 15
tessage-Suthenticator: e5ci94eT047aTacBalcShi860afidals
=l Authentication Details
Quter Tunnel Type: PEAP
Quter Tunnel User: salesuser
Inner Tunnel Type: EAP_MSCHARY?Z
Inner Tunnel User: salesuser
Authentication Result Authenticated
= Directory Details
Authentication Directory Store Type: Active Directory Service
Directory Set: Active Directory
Authentication Directory Store Marme: Active Directory
Realrm: AVAYALARS
Lookup Directory Stare Mame: Active Directony
Lookup Directory Store Type: Active Directory Service
Directory Result: Success
Bl Authorization Details

Policy Rule Used: Sales
Authorization Result: Check Posture

-
A\ Access Record Details

AuthenticationfAuthorization Request Details

Palicy Rule Used: Sales
Authorization Result: Check Pmtu-re

Bl Posture Details
Posture Profile; NAP
Posture Evaluation Result: Mot Compliant and Allow
Map Client: true
El' NAP Firewall Products on Client

El MICROSOFT PRODUCT
Cormpliant: & Microsoft product is not enabled
Enabled: false
= MAP Anti Virus Products on Client

= Mcafee YirusScan Enterprise
Compliant: Yes
Enabled: true
Uptodate: true
El NAP Anti SPyware Products on Client

El MICROSOFT PRODUCT
Cornpliant: Yes
Enabled: true
Uptodate: true
E NAP Auto Update on Client
Cormpliant: Yes
Enabled: true
Bl NAP Security Update on Client
Cormpliant: Yes
Enahled: false
Security Rating: IMPORTANT
Update Src: Microsoft Update
Update Server: no server
Systernld: 79744
Last3ync Time: 1 Hour(s) 57 Minute(s) 8 Second(s)
El' NAP Remediation Info
Auto Rernediate: false

Remediation Lirl:

=l Qutbound Attributes

- WLAM {Tunnel-Private-Group-Id): 14
lig | Close | | Close |
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3.2 Wireless LAN 8100
3.2.1 NAP Compliant Users

The following section highlights the steps required to validate Wireless PEAP user authentication for
Compliant Windows 7 Enterprise workstation:

Login to Windows 7 using a domain username and password which will initiate wireless PEAP
user authentication. In this example a domain user that is a member of the Sales group is
used and the computer is fully compliant:

3:48 PM

A [m @F )
B @ o O oo

Open the Windows 7 Action Center. No issues will be displayed:

U\-J [¥* » Control Panel » System and Security » Action Center = [# ][ Search Controt Pane 2]

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings  No issues have been detected by Action Center,

@) Change User Account Control
SRR Security [©]
View archived messages

View performance information Maintenance

1f you don't see your problem listed, try one of these:

Ak
- Troubleshooting ) Recovery
EA Find and fix problems [b« Restore your computer to an

earliertime

Seealso
Backup and Restore
Windows Update

Windouws Program
Compatibility Troubleshooter

3 On the Avaya Ethernet Routing Switch view the dynamic VLAN assignment. In this example

the sales user is Compliant and will be assigned to the Sales Mobility VLAN:

WCB8180# show wireless client status

Total number of clients: 1

Client Client Associated Mobility Status
MAC Address IP Address controller VLAN
EO:F8:47:0F:E0:14 192.168.10.100 192.168.10.30 Sales Authenticated

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 100



AVAYA

Using the Ignition Dashboard view the Access Logs by selecting Monitor > Site-Name >

Ignition-Server-Name > Log Viewer > Access. A record showing a successful authentication
and authorization for the sales user will be listed:

F B
A\ Ignition Dashboard l =& é}
Administration  Help
{:’,“?’, LConfiguration % Troubleshoot
onito alab [n
Bt % Auayalabs Statistics r System Health r Directory Services Status
% ide.avayalabs.local oa Tub e

Audit | Security | System
B Filte Use Saved Filter [ Clear Filter

Export Log & Refresh

Access Record Details..,

|

Authentication Details
. Access Policy: NP5 Users
A T [ T»
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5 Double-click on the computer authentication log entry to view the authentication and

avaya.com

authorization details. The Posture Details section in the Access Record will highlight the
posture evaluation results for the sales user and the assigned VLAN:

A\ Access Record Details

Authentication/Authorization Request Details

B General Details
Received: 2011-05-1815:53:23
User Id: salesuser
Access Policy: MPS Users
Authenticator: fdefaultfucB180-Lavayalabs.local
MAC Address: ENFE4TOFIELS
Authentication Result Authenticated
Directory Result: Success
Authaorization Result: Check Posture
Posture Evaluation Result: Compliant

B User Details

(| <emphy

El Groups

Sales
= Inbound Attributes
User-Marme: AVAYALABS salesuser
MAS-TP-Address: 192,168,10,30
NAS-Port: 1
Service-Type: 2
Frarned-hTU: 1400
State: 26293 edSebd49108b3afefladchf3g6s
Called-3tation-Id: 00-23-68-2E-6F-08:4% AV A-IDE
Calling-Station-Id: E0-F8-47-0F-0E-14
MAS-Tdentifier: RFS4000-1
MNAS-Port-Type: 19
Connect-Info: CONMECT -Mbps 802.11g
Message-Authenticator: D0elb3f8e8Tabfe13a0d34c2045bA 80
MAS-Port-Id: AVAYA-IDE
Symbol-Current-ESSID: AVAYA-IDE
Syrmbol-WLAN-Index:
El Authentication Details
Outer Tunnel Type: PEAP
Outer Tunnel User salesuser
Inner Tunnel Type: EAP_MSCHARYZ
Inner Tunnel User: salesuser
Authentication Result Authenticated
= Directory Details
Authentication Directory Store Type: Active Directory Service

-
A\ Access Record Details

AuthenticationfAuthorization Request Details

COTRHE O TR ST AT e O DT Ty
Lookup Directory Store Type: &ctive Directory Service
Directory Result: Success

Bl Authorization Details
Palicy Rule Used: Sales
Authorization Result: Ch;(k Posture

El Posture Details
Posture Profile; NAP

Pasture Evaluation Result: Cornpliant
Map Client: true

El NAP Firewall Products on Client

El MICROSOFT PRODUCT
Compliant: Yes
Enabled: true

El NAP Anti Yirus Products on Client

= Mcafee YirusScan Enterprise
Compliant: Yes
Enabled: true
Uptodate: true
El NAP Anti SPyware Products on Client

=l MICROSOFT PRODUCT
Compliant: Yes
Enabled: true
Uptodate: true
B NAP Auto Update on Client
Cormpliant: Yes
Enabled: true
El' NAP Security Update on Client
Cornpliant: Yes
Enabled: false
Security Rating: IMPORTANT
Update Src: Microsoft Update
Update Server: no server
Systernld: 79744
LastSync Tirne: 2 Hour(s) 53 Minute(s) 18 Second(s)

=l Qutbound Attributes

- WLAM {Tunnel-Private-Group-Id): 11 -
li= ‘ Close | | Close |
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3.2.2 NAP Non-Compliant Users

The following section highlights the steps required to validate Wireless PEAP user authentication for Non-
Compliant Windows 7 Enterprise workstation:

Login to Windows 7 using a domain username and password which will initiate wireless PEAP
user authentication. In this example a domain user that is a member of the Sales group is
used and the Windows Firewall and Auto Remediation have been disabled. A Network Access
Protection dialog will be displayed in the task bar stating that Network access might be
limited:

"% Network Access Protection * *
V%% Network access might be limited

—
3:55PM

a [Nz o )
e @ O e

Open the Windows 7 Action Center then select View Solution:

k_/\-J [¥* » Control Panel » System and Security » Action Center « [ # ][ search Controt Pane 2]

Control Panel Home .
Review recent messages and resolve problems

e e T et SR Action Center has detected one or more issues for you to review.
#) Change User Account Control
SHLEE Security (]
View archived messages
View performance information Network Access Protection (Important)
This computer doesn't mest szcurity sandards defined by your
network administrator.
Network firewall (Important) _
WP Windows Firewall is turned off or set up incorrectly.
Tum off messages about network firewall Get a different firewall program
anline
Maintenance 2]
T you don't see your problem listed, try one of these:
s £T
Seealso Troubleshooting ) Recovery
Backup and Restore & Find and fix problems [b(* ! Restore your computer to an
Windows Update earlier time

Windouws Program
Compatibility Troubleshooter

3 A Network Access Protection dialog window outlining why the computer has failed posture

evaluation and how to remediate the issue will be displayed:

MNetwork Access Protection = | B |

i ?\ This computer doesn't meet security standards defined by your network
- administrator.
Network access might be limited until you update your computer. To check the
security state of this computer, click Try Again.

@ Windows Security Health Agent Unsuccessful
Microsoft Corporation
The Windows Security Health Agent monitors security settings on your
computer.
Wersion: 1.0, ID 79744

The Windows Security Health Agent cannot update the security state of this =
computer.

Remediation Results:
0:00ff0022  An administrator must enable a firewall program that is
compatible with Windows Security Center service,

Last updated: 5/18/2011 2:57 PM

[ % Try Again ] i sz

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 103



AVAYA

4 On the Avaya Ethernet Routing Switch view the dynamic VLAN assignment. In this example

the sales user is Non-Compliant and will be assigned to the Remediated Mobility VLAN:

WCB8180# show wireless client status

Total number of clients: 1

Client Client

Associated Mobility
MAC Address IP Address

Status
Controller VLAN

EO:F8:47:0F:E0:14 192.168.14.100 192.168.10.30 Remediated

5 Using the Ignition Dashboard view the Access Logs by selecting Monitor > Site-Name >

Ignition-Server-Name > Log Viewer > Access. A record showing a successful authentication
and authorization for the sales user will be listed:

- ™

A\ Ignition Dashboard 0| e S
Administration  Help

Lonfiguration Troubleshoot
i Configurati Troublesh

onito e
Bt % Auayalabs Statistics r System Health r Directory Services Status

& ide.avayalabs.local on ) e

Audit | Security | System
- Use Saved Fiiter ~ [Jf Clear Filter

Export Log & Refresh

Access Record Details..,

E| = =
Authentication Details

o . I Access Policy: NP5 Users
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Double-click on the computer authentication log entry to view the authentication and

avaya.com

authorization details. The Posture Details section in the Access Record will highlight the

posture evaluation results for the sales user, why posture evaluation failed and the assigned
VLAN:

A\ Access Record Details

Authentication/Authorization Request Details

B General Details
Received: 2011-05-18 15:56:46
UserId: salesuser
Access Policy: MPS Users
Authenticator: fdefaultfuwcd180-1avayalabs.local
MAC Address: ENFE4TOFIELS
Authentication Result Authenticated
Directory Result: Success
Authorization Result: Check Posture
Posture Evaluation Result: Mot Compliant and Allow
E User Details
(| <emphy
El Groups
Zales
= Inbound Attributes
User-Name: A0YALABS salesuser
MAS-IP-Address: 192,168,10,30
MNAS-Port: 1
Service-Type: 2
Frarned-hTU: 1400
State: 6f3edadeceffi4734c1f33fbcadfzbhil
Called-3tation-Id: 00-23-68-2E-6F-08:4% AV A-IDE
Calling-Station-Id: E0-F8-47-0F-0E-14
MAS-Tdentifier: RFS4000-1
MNAS-Port-Type: 19
Connect-Info: CONMECT -Mbps 802.11g
Message-Authenticator cidbTefbddabidalBbchaffTlaeaaddal
MAS-Port-Td: AVAYA-IDE
Syrbol-Current-ESSID: AVAYA-IDE
Syrbol-WLAN-Index:
El Authentication Details
CQuter Tunnel Type: PEAP
Outer Tunnel User salesuser
Inner Tunnel Type: EAP_MSCHARYZ
Inner Tunnel User: salesuser
Authentication Result Authenticated
= Directory Details
Authentication Directory Store Type: Active Directory Service

-
A\ Access Record Details

AuthenticationfAuthorization Request Details

Palicy Rule Used: Sales
Authorization Result: Check Pmtu-re

Bl Posture Details
Posture Profile; NAP
Posture Evaluation Result: Mot Compliant and Allow
Map Client: true
El' NAP Firewall Products on Client

El MICROSOFT PRODUCT
Cormpliant: & Microsoft product is not enabled
Enabled: false
= MAP Anti Virus Products on Client

= Mcafee YirusScan Enterprise
Compliant: Yes
Enabled: true
Uptodate: true
El NAP Anti SPyware Products on Client

El MICROSOFT PRODUCT
Cornpliant: Yes
Enabled: true
Uptodate: true
E NAP Auto Update on Client
Cormpliant: Yes
Enabled: true
Bl NAP Security Update on Client
Cormpliant: Yes
Enahled: false
Security Rating: IMPORTANT
Update Src: Microsoft Update
Update Server: no server
Systernld: 79744
LastSync Time: 2 Hour(s) 56 Minute(s) 42 Second(s)
El' NAP Remediation Info
Auto Rernediate: false
Remediation Lirl:

=l Qutbound Attributes

- WLAM {Tunnel-Private-Group-Id): 14 -
lig | Close | | Close |
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4. Troubleshooting

The following section highlights some common issues and resolutions when deploying Active Directory
computer and user authentication:

4.1 Authentication
4.1.1 Authenticator Trust

Problem Description:

One of the most common causes of failed authentication attempts is a mismatched RADIUS shared secret,
authenticator IP address mismatch or no authenticator entry. When an authentication request is received by the
Ignition Server, the Ignition Server will verify that the authenticator is trusted and the RADIUS shared secret matches.

If an Authenticator entry cannot be located for the source IP address that the RADIUS authentication request was
received from or the RADIUS shared secret is mismatched, the Ignition Server will drop the authentication request.

Using the Ignition Dashboard by select Monitor > Site-Name > Ignition-Server-Name > Log Viewer > Security. A
Packet dropped as Message-Authenticator Attribute validation failed log entry will be displayed:

- N
A\ Ignition Dashboard E‘M

Administration  Help

% Troubleshoot

Monitor Current Site: Avayalabs E
Bt % Auayalabs [ Statistics r System Health r Directory Services Status
% ide.avayalabs.local Nt T

Audit [

Access

Use Saved Filter [ Clear Filter

2 ritic ttribute v fail d secret m
2011-05-13 10:03:38 Packet dropped as Message-Authenticator &ttribute validation failed (shared secret mismatch or untrusted &P) - Suthentic..,
2011-05-13 10:03:35 Packet dropped as Message-Authenticator &ttribute validation failed (shared secret mismatch or untrusted AF) - Authentic..,
2011-05-13 10:03:32 Packet dropped as Message-Authenticator Attribute validation failed (shared secret mismatch or untrusted AP) - Authentic...

Access Record Details., @ @ E

Packet dropped as Message-Authenticator Attribute validation failed (shared secret mismatch or untrusted AP)
Authenticator IP Address=192.168.10.30

4] i [ »

élll»
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1. Using the Ignition Dashboard select Configuration > Site-Name > Site-Configuration > Authenticators >
default. Verify the Ignition Server has an Authenticator entry for the Avaya Wireless LAN Controller 8180 or
Avaya Ethernet Routing Switch(es).

2. If an Authenticator entry is present, verify the IP Address for the Authenticator record is correct:

a. The Avaya Wireless LAN Controller 8180 uses the Interface-IP address to originate RADIUS
authentication and accounting requests.

b. Anindividual Avaya Ethernet Routing Switch uses the Switch Management IP address to originate
RADIUS authentication and accounting requests.

c. A stack of Avaya Ethernet Routing Switches uses the Stack Management IP address to originate
RADIUS authentication and accounting requests.

3. If the Authenticator entry is present and the IP Address is correct, reset the RADIUS shared secret on the
Wireless LAN Controller 8180 or Ethernet Routing Switch(es) to match the RADIUS Shared Secret defined
in the Authenticator record.

TIP — You can view the RADIUS Shared Secret within the Authenticator Details window by selecting Show
next to the defined RADIUS Shared Secret:

weB180-1.avayalabs.local

wc8180-1.avayalabs.local [v]
1921681030 L]
oo |4 -

192.168.10.30

e[z

(T2 Authentics == H TA\ Authentics I

R [

e

|
—
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4.1.2 NTLM Authentication

Problem Description:

PEAP uses MSCHAPV2 as an inner authentication protocol which is not natively supported by LDAP. To overcome
this limitation the Ignition Server employs NTLM authentication and creates a computer object in the Computers

container in the Active Directory tree. If the computer object is not present, MSCHAPV2 authentication will not be
possible and authentication will fail.

4% Active Directory Users and Computers

<5 Ele  Action  Wiew Window Help | =18
- | BDme PR 2E| e LTS T
@ Active Directory Users and Comp Computers 2 ¢ cts
-] Saved Quariss —
f Marme Type Drescripkion |
EI-@ avayalabs,local E_
(1 Builin L0937 14-MAC Computer
423 Computers
[+-{53] Domain Controllers
D FareignSecurityPrincipals
-2 LostandFound
[-[Z0 MTDS Quetas
[:l Program Data
-2 System

fe ) Users

KN il
| | \

Resolution:

If MSCHAPV2 authentication is failing:

1. Check the Computers container in Active Directory and look for the Ignition Server computer object. The
Name will either be the MAC address of the Ignition Server or the resolvable hostname.

2. If the computer object is missing, assign the Ignition Server bind user account with the necessary
permissions required to allow it to Create Computer Objects in the domain

(http://technet.microsoft.com/en-us/library/cc754478.aspx). Alternatively assign the account to the Domain
Admins group.

3. Initiate an MSCHAPvV2 authentication request. If the Ignition Server bind user account has the necessary
permissions it will create a computer object | the Computers container.
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-fl Active Directory Users and Computers

' Ele action vew wndw b [_Isx]
«-» @ e EFpR|2Egiih TS e

@ Active Directary Users and Comp Computers 2 s
[#1-[C1] Saved Queries
E-@ avayalabs.local
+1-(_] Builtin
a Computers
{5 Domain Contrallers
D ForeignSecurityPrincipals
L3 LostandFound
[ NTDS Quaotas
D Program Data
#-[] System
D Users

4.1.3 EAPOL Quiet Period

Each Ethernet port on an Avaya Ethernet Routing Switch supports various EAPOL timers. Most EAPOL
deployments can utilize the default timer values; however there may be some instances where certain
timers need to be modified to address authentication performance issues.

Problem Description:

When an EAPOL authentication attempt fails, the Avaya Ethernet Routing Switch will wait for the Quiet Period before
a new authentication attempt is accepted. While the Ethernet host may attempt to re-authenticate, the Avaya
Ethernet Routing Switch will not accept the new authentication until the Quiet Period expires which can impact the
Windows workstations ability to access the network. For example a user on a Windows host that fails computer

authentication will have to wait 60 seconds before user authentication can occur and access to the network is
permitted.

Quiet Period 60 (s) Time interval between an authentication failure and the

start of a new authentication attempt.

Resolution:

1. If users are experiencing long authentication times due to initial authentication failures, consider reducing

the Quiet Period t010 seconds (or lower) to minimize the impact on the user and provide a transparent
logon experience.
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4.1.4 EAPOL Re-Authentication

Problem Description:

When re-authentication is enabled on an EAPOL port, the Avaya Ethernet Routing Switch will initiate re-
authentication when the re-authentication period expires. Re-authentication is a useful feature as it provides a
mechanism to disconnect users when their Active Directory accounts are disabled or if time and date authorization
attributes are applied to users. Without re-authentication, users with expired or disabled credentials will remain
connected to the network and time and date authorization restrictions will never be applied to users.

Re-Authentication Period 3600 (s) Time interval between successive re-authentications.

Resolution:

1. If users are remaining authenticated after their Active Directory accounts are disabled or time and date
permissions expire, enabled re-authentication on the EAPOL ports.

2. When implementing time and date authorization policies are being deployed, consider reducing the Re-
Authentication Period to 15 minutes. This will ensure users are disconnected within reason while
balancing the increase in authentication requests.

4.2 CA Root Certificates

Problem Description:

By default during PEAP authentication a Windows workstations will attempt to validate the signed server certificate
installed on the RADIUS authentication server using the corresponding CA root certificate installed in the users or
computers Trusted Root Certificate Authorities store. If no CA root certificate is found, the TLS session will not be
trusted and PEAP authentication will fail.

AL¥ Windows cannot connect you to AVAYA-IDE. % X
"< Contact your network administrator

211 PM
5/13/2011

A % @

Resolution:

1. Temporarily uncheck the Protected EAP Properties option Validate server certificate. If the user’s
credentials are valid this will allow the user to authenticate and connect to the network.

2. Install the appropriate CA root certificate following the procedure outlined in Section 2.6.1. If the machine is
a member of the domain you may also use the MMC certificate snap-in to renew the certificate.

3. Once the CA root certificate has been installed, re-enable the Protected EAP Properties option Validate
server certificate.
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' ™
Protected EAP Properties S i M

I [T validate server certificate I

Connect to these servers:

ide.avayalabs.local

Trusted Rook Certification Autharities:

(W] AddTrust External CA Root

[ class 3 Public Primary Certification Autharity

|:| DigiCert High Assurance EV Root CA

[ DST Root CA %3

[] Entrust.net Certification Authority (2048)

[ Entrust.net Secure Server Certification Autharity
[ Equifax Secure Certificate Authority -
4 1 | »

[ | »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP vZ)

'] [ Configure. .. ]

Enable Fast Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy

[ OK. J [ Cancel

Ignition Server NPS Active Directory Authentication
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4.3 Active Directory Cache

Problem Description:

The Ignition Server maintains a cache for each Directory Services groups and attributes. When a new group is added
to Active Directory it might take some time for the Active Directory cache to be updated on the Ignition Server which
may result in new groups not being visible when attempting to map a Virtual Group to an Active Directory group.

A\ Map Groups E
Marne Type Descripkion | - —

ﬁ Adrinistrator User Builk-in account For admini. ..
ﬁCert Publishers Security Group ... Members of this group are... Directary Service: |Acti\.-'e Directary vJ
ﬁCERTSVC_DCOM_P.CCESS Security Group ...
ﬁDHCP Administrators Security Group ... Members who have admini...
!ﬁDHCP Users Security Group ... Members who have view-... ﬂ §E
ﬁDnsAdmins Security Group ... DNS Administrators Group
mDnsUpdateProxy Security Group ... DMS dlients who are pernii... & CN_HeIpSe NICESGrDup | <l
Domain Admins Secutity Group ... Designated administrators. .. & CM=Cert Publishers
Domain Computers Security Group ... All workstations and serve.., .
& ) P b P ) ) & CM=5chema Admins
!ﬁDomaln Controllers Security Group ... Al domain controllers in th...
!ﬁDomain Guests Security Group ... All domain guests & CN=IS_WPG
!ﬁDomain Users Security Group ... All domain users & CM=Darnain Users
Eng!neer!ng Security Group ... & M= dateProzy | |
ﬁ Engineering User User
epcpice 0o i c aciccabad sdcicicteoto & CH Admins
g CN=Sales
s T . T A & CH=DH, deninistrators
%Guest User Built-in account For guest ... & CN=D u
!ﬁHeIpServicesGroup Security Group ... Group For the Help and Su... & - el
€ ide User gl CM=Marketing
§IIS_WPG Security Graup .., 115 Worker Process Group & CMN=Dormain Contrallers
TUSR_W'3KSERVER-DC1 User Builk-in account For anony... .
ﬂ TWaM_W3KSERVER-DCL User Builk-in account For Inkern... ;I & CN=Dnsédmins

& CM=Domain Computers

& CM=Domain Guests

& CM=Domain Admins

& ChH=CERTSWC_DCOR_ACCESS
& CM=Engineering

& QOU=Damain Contrallers

B gl CH=Builtin

-

| Cancel

Ignition Server NPS Active Directory Authentication
June 2011 Avaya Inc. — External Distribution 112



AVAYA

Resolution:

If an Active Directory group is not visible on the Ignition Server, you can force an Active Directory cache using the
Ignition Dashboard by selecting Monitor > Ignition-Server-Name > Directory Services Status > Refresh Cache.

Monitor Current Site: Avayalabs
E-&8 Avayalabs

[ i

Marne Directory Type Connected Group Cache
Internal User Store Internal Database
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5. Reference Documentation

Publication Number Document Title

NN47280-500

Avaya Identity Engines Ignition Server Configuration Guide

NN47205-505

Avaya Ethernet Routing Switch 4500 Series Configuration — Security

NN47251-500

Avaya WLAN 8100 Configuration — WC8180 (CLI)
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