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Simple Network Management Protocol in the MPS Environment

Scope

This document contains an overview and description of the Simple Network
Management Protocol, commonly known by the acronym SNMP, its devel opmental
structure and its function in managing network components. The Nortel Networks
enterprise Management Information Base (MIB), its relationship to SNMP, and its
practical usein managing the Nortel Networks Media Processing Server (MPS) Series
system isdiscussed in detailed terms. Comparisons to analogoustools and functionsin
Nortel’s PeriView MPS management Graphical User Interface (GUI) are aso
included.

Intended Audience

This guide assumes that the MPS system operators have completed an on-site system
familiarization training program conducted as part of the initial system installation. In
addition, they should be familiar with other site-specific operating procedures relating
to the MPS that are due to specific application functions performed by the MPS and
other equipment to which the MPS may be connected. Basic knowledge of the Solaris
and/or Windows 2000 operating system(s) is also assumed.

How to Use This Manual

This manual uses many standard terms relating to computer system and software
application functions. However, it contains some terminology that can only be
explained in the context of the MPS system. Refer to the Glossary of MPS
Terminology for definitions of MPS specific terms.

Initially, you should read this manual at least once, from start to finish. Later, you can
use the Table of Contentsto locate topics of interest for reference and review.

If you are reading this document online, use the cross-reference links (shown in blue)
to quickly locate related topics. <LEFT> click once with your mouse while positioned
with your cursor over the cross-reference link. Click on any point in a Table of
Contents entry to move to that topic. Click on the page number of any Index entry to
access that topic page.

To familiarize yourself with various specialized textual references within the manual,
see Conventions Used in This Manual on pageiv.

Periphonicsis part of Nortel Networks. The name Periphonics, and variations thereof,
appear in this manual only where referred to in a product. (For examples, a

PeriProducer application, the PERI nps package, theperi r ev command, etc.)

Pageii Nortel Networks Confidential # P0607269 Ver: 1.1
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Organization of This Manual

This manual contains separate chapters that describe SNMP, its application and
functions within the MPS environment, its use as a“generic” manager and in relation
to GUI-oriented packages such as PeriView. To thisend, achapter has been devel oped
to familiarize the user with correlating functions between such GUI tools and objects
in the MIB. Chapter/appendix overviews are as follows:

Chapter 1 — Introduction

Provides broad explanations, concepts, definitions, and examples of the application
and integration of SNMP and the MIB in the MPS environment.

Chapter 2 — Installation and Configuration

Discussesthe installation, system startup, environment variables, and configuration of
SNMP. Provides configuration default values and the process to modify these values
for those users who wish to alter community strings, default MIB-11 values, MIB
views, access control, traps, and transports parameters. Also discusses command line
utilities and options.

Chapter 3 — MPS Functions and Administration

Describes in generic terms the functions and administration of the MPS which are
controlled or monitored by the SNMP manager in anon-GUI environment.

Chapter 4 — PeriView Mappings

Details cross-references between the Nortel Networks, Periphonics Enterprise MIB
components and analogous tools and functions in PeriView.

Appendix A — Periphonics Enterprise MIB Reference

[llustrates the Nortel Networks, Periphonics Enterprise MIB in both tree form and
detailed textual form.

Appendix B — Troubleshooting/FAQs

Contains atroubleshooting guide, alist of commonly asked questions and the answers
thereto.

Appendix C — Utilizing Request For Comment (RFC)

Contains information on using and accessing RFCs and their relevance to the SNMP
environment.

# P0607269 Ver: 1.1 Nortel Networks Confidential Page iii



Simple Network Management Protocol in the MPS Environment

Conventions Used in This Manual

This manual uses different fonts and symbols to differentiate between document
elements and types of information. These conventions are summarized in the
following table.

Conventions Used in This Manual Sheet 1 of 2

Notation Description
Normal text Normal text font is used for most of the document.
important term The ltalics font is used to introduce new terms, highlight

meaningful words or phrases, or distinguish specific terms from
nearby text.

system This font indicates a system command and/or its arguments. Such

conmmand keywords are to be entered exactly as shown (i.e., users are not to
fill in their own values).

conmand, Command, Condition and Alarm references appear on the screen

condition in bold text and reference the Command Reference Manual, the

andal arm Condition Reference Manual, or the Alarm Reference Manual.
Refer to these documents for detailed information about
Commands, Condi ti ons, and Al ar ns.

file nane / This font is used for highlighting the names of disk directories, files,

directory and extensions for file names. It is also used to show displays on
text-based screens (e.g., to show the contents of a file.)

on-screen field This font is used for field labels, on-screen menu buttons, and
action buttons.

<KEY NAME> A term that appears within angled brackets denotes a terminal
keyboard key, a telephone keypad button, or a system mouse
button.

Book Reference This font indicates the names of other publications referenced
within the document.

cross reference A cross reference appears on the screen in blue text. Click on the

cross reference to access the referenced location. A cross
reference that refers to a section name accesses the first page of
that section.

C@ﬂ' The Note icon identifies notes, important facts, and other keys to
= / understanding.

The Caution icon identifies procedures or events that require
special attention. The icon indicates a warning that serious
problems may arise if the stated instructions are improperly
followed.
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Conventions Used in This Manual Sheet 2 of 2

Notation Description

The flying Window icon identifies procedures or events that apply
to the Windows 2000 operating system only.2

«l-‘."u-' The Solaris icon identifies procedures or events that apply to the
"_t:-_ _ Solaris operating system onIy.b
SOLARIS

a. Windows 2000 and the flying Window logo are either trademarks or registered
trademarks of the Microsoft Corporation.

b. Solaris is a trademark or registered trademark of Sun Microsystems, Inc. in the
United States and other countries.

Solaris and Windows 2000 Conventions

This manual depicts examples (command line syntax, configuration files, and screen
shots) in Solaris format. In certain instances Windows 2000 specific commands,
procedures, or screen shots are shown where required. The following table lists
examples of general operating system conventions to keep in mind when using this
manual with either the Solaris or Windows 2000 operating system.

Solaris Windows 2000
Environment $MPSHOVE 9VPSHOVEY
Paths $MPSHOVE/ common/ et ¢ %VPSHOVE% conmon) et ¢
Command <conmmand> & start /b <command>

# P0607269 Ver: 1.1 Nortel Networks Confidential Page v



Simple Network Management Protocol in the MPS Environment

Trademark Conventions

The following trademark information is presented here and applies throughout for
third party products discussed within this manual. Trademarking information is not
repeated hereafter.

UNIX®isa registered trademark of The Open Group in the U.S. and other countries.

Solarisisatrademark or registered trademark of Sun Microsystems, Inc. in the United
States and other countries.

Microsoft, Windows, Windows 2000, Internet Explorer, and the Flying Windows logo
are either trademarks or registered trademarks of Microsoft Corporation.

Netscape® and Netscape Navigator® are registered trademarks of Netscape
Communications Corporation in the United States and other countries. Netscape's
logos and the Netscape product and service names are al so trademarks of Netscape
Communications Corporation, which may be registered in other countries.

Page vi
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Introduction

This chapter covers:

1. Simple Network Management
Protocol

2. SNMP and MPS Integration



Simple Network Management Protocol in the MPS Environment

The Simple Network Management Protocol (SNM P) provides a uniform method for
managing a hetwork of diverse products from multiple vendors. A Nortel Networks
MPS system with the Periphonics Enterprise Management Information Base (MIB)
with SNMP can be integrated into existing TCP/IP networks controlled by third-party
management tools. In addition, the Nortel Networks Periphonics Enterprise MIB can
be used to develop custom M PS management applications.

Simple Network Management Protocol

Network Management Concepts

Network management involves management personnel utilizing aworkstation to
communicate with one or more network elements to be monitored and controlled. The
architecture of network management may be broken into 4 core components:

« Management Station: Network management personnel monitor and control
the network from the network management station. The management station
communicates with network elementsto do dataanalysis, fault recovery et d.,
and is responsible for generating requests and receiving responses and event
reports. In SNMP, the Management Station is referred to as the manager (the
manager would be considered aclient in a client/server architecture). The
Management Station is analogous to a PeriView workstation.

« Management Agent: A Management Agent is responsible for receiving and
processing the Management Station requests for information about a network
element, responding to requests, and generating event reports. In SNMP, a
Management Agent isreferred to as an agent (agents would be considered
serversin aclient/server architecture).

« Management Information Base (MIB): A MIB is acollection of objects
that describe one or more network elements. A MIB can be considered to be a
form of database schema, which contains the set of system components that
can be queried or controlled. For additional information, see Management
Information Base (MIB) on page 3.

« Network Management Protocol: A Network Management Protocol isthe
means by which the Management Station and Agents communicate.

In summary, SNMP provides a network management protocol for allowing managers
(clients) to perform status and control functions by querying agents (servers) about the
network elements described in various MIBs (databases).

Page 2 Nortel Networks Confidential # P0607269 Ver: 1.1
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Management Information Base (MIB)

The Management Information Base (MIB) specifies the variables that describe a
network element. These variables are considered to be common knowledge to the
Management Station and Agent. This“commonality” is achieved by requiring the
MIB to be specified in a standard syntax called Abstract Syntax Notation One
(ASN.1). Typicaly a Management Station will query MIB variablesin order to
determineinformation about a network element and its state. The Management Station
may also change an MIB variable in order to modify a property of the network
element or its state. Through the act of modifying MIB variables, the Management
Station exerts control over network elements.

The MIB is adatabase of objects that work in attribute/value pairs and whose
hierarchy is atree-like structure. The definition of SNMP requires a single standard
MIB which can be extended by vendors to include product specific subtrees to the
base MIB. In RFC 1213 a standard subtree called MIB-11 is defined and must be
implemented by all Management Agents (for additional information, see Appendix
Using the Service on page 124). MIB-II is the core branch of SNMP, where
information about attributes can be set and/or queried. MIB-I1I isdivided into the
following groups:

e system: Overall system information

» interfaces: Information about the interfaces from system to an attached
subnetwork

e at: Address-trandation table for internet-to-subnet address mapping

e ip: Information about the Internet Protocol on this system

e icmp: Information about the Information Control Protocol on this system

e tcp: Information about the Transmission Control Protocol on this system

e udp: Information about the User Datagram Protocol on this system

e egp: Information about External Gateway Protocol on this system

e transmission: Information about transmission schemes and access protocols
at each system interface

e snmp: Information about the Simple Network Management Protocol on this
system.

In additionto MIB-II, thereis asubtree called enterprises. This subtree allows vendors
to extend the MIB to support their products.

# P0607269 Ver: 1.1 Nortel Networks Confidential Page 3



Simple Network Management Protocol in the MPS Environment

+---internet(1)

|

+--- mgmt(2)

||

|  +---mib-2(1)

| |

| +--- system(1)
I |
| |

| +--- interfaces(2)
I |-
| |

| +--- at(3)
I |
I -
| +---ip(4)

I |-

| |

| +--- icmp(5)
I |
| |
| +--- tcp(6)
I |-

| |

| +--- udp(7)
I |

| |

I |+ egn(8)
1

| +--- transmission(10)
I |
|
|
|
|

I
+--- snmp(11)

+--- private(4)
I
+--- enterprises(1)

Vendors extend the MIB viathe enterprise branch to define their own products so
management tools can recognize them. For additional information, see Nortel

Networks, Periphonics Enterprise MIB on page 10.

Page 4
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Introduction

Structure of Management Information

The Structure of Management Information (SM1) defines a set of common structures
and an identification scheme used to reference variables within the MI1B. SNMP
alows for two simple data types - scalar and two dimensional arrays of scalar (tables).
SMI data types can be divided into two main components - Universal Types and
Application Types. In turn, each encompasses the following:

Universal Types.

« INTEGER: May or may not have restrictions. These restrictionsinclude
ranges (ie TCP/IP port numbers are between 0 and 65535) or enumerated
types (ie State of a system unknown(1), up(2), down(3), etc...).

e OCTECT STRING: String of 0 or more 8-hit bytes. These strings are not
NULL terminated.

« OBJECT IDENTIFIER: Sequence of decimal separated integers used to
identify avariable within the MIB.

e NULL: Used to indicate that the variable has no value.

» SEQUENCE: Similar to astructurein C.

SEQUENCE OF: Defines a vector whose elements are a simple data type.
Thisis used to define tables within SNMP.

Application Types:

« DisplayString: String of 0 or more 8-bit bytes where each byte must be a
character from NVT ASCII set. The string length must be [0...255].

e IpAddress: Octect string of length 4 specifying the |P address. Each byte
represents a byte of the IP address.

e Counter: Non-negative integer whose value increases from 0 to 2%2-1. When
the maximum value is reached, it will reset to zero.

e Gauge: Non-negative integer which may increase or decrease. The range of
valuesis0to 2%2-1.

e TimeTicks: Counter representing the timein hundreds of seconds since some
event.

SM1 also specifies how MIB variables are referenced. Since MIB variables are
arranged in atree structure, they are referenced as a set of hode names (separated by
periods) from the root of the tree traversing the path to the object being referenced.
For example, the reference (or object identifier or even OID) for the enterprises
portion of the MIB isiso.org.dod.internet.private.enterprises. Each object identifier
aso has a numeric representation. The enterprises example above in numeric
representation is 1.3.6.1.4.1.

It is these sequences of integers that both the manager and agent use to uniquely
identify MIB variables.

# P0607269 Ver: 1.1 Nortel Networks Confidential Page5



Simple Network Management Protocol in the MPS Environment

Protocol

The SNMP protocol isthe method via which managers and agents communicate.
Currently only version 1 of SNMP (SNMPv1) is a standard protocol. All other
versions are a draft or a proposed standard. Typically the manager makes requests of
the agent to get or modify the value of avariable defined in the MIB and waits for the
agent’s response. The manager receives responses from the agent as well as process
event reports generated by the agent. In the case of the MPS implementation, the
SNMP agent is bilingual (v1 and v2c supported); that is, the agent detects the version
of SNMP stipulated by the manager, and automatically repliesin kind.

SNMPv1 definesfive types of messages that are exchanged between the manager and

agent.

get-request: Message sent from the manager to the agent asking for the value
of one or more variables.

get-next-request: Message sent from the manager to the agent asking for the
value of the next variable after one or more variables.

set-request: Message sent from the manager to the agent asking to change the
value of one or more variables.

get-response: Message sent from the agent to the manager in response to a
get-request, get-next-request, or set-request.

trap: Unsolicited message sent from the agent to the manager to notify the
occurrence of some asynchronous event. SNMPv1 defines 6 traps: coldStart,
warmsStart, linkDown, linkUp, authenticationFailure, egpNeighborL oss, and
enterpriseSpecific. The enterpriseSpecific allows organizations to define their
own traps. Traps are analogous to alarms in the M PS environment.

In addition, SNMPv2c extends the v1 message typesto include:

get-bulk-request: Allows retrieval of large numbers of variables at one time
(similar to numerous individual iterations of get-next-requests).
inform-request: Used for manager-to-manager communications.

Page 6
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Sample Manager and Agent Interaction

Consider the MIB-11 system subtree which is defined as:

system(mib-2) (1)
|+ sysDescr(1)
|+ sysObjectID(2)
|+ sysUpTime(3)
|+ sysContact(4)
|+ sysName(5)
|+ sysLocation(6)

I
+--- sysServices(7)

get-request

Suppose the network manager wanted a description of the network entity. The
network manager would then send a get-request message on the variable:

iso.org.dod.internet. mgmt.mib-2.system.sysDescr.0

The agent would then send a get-response message indicating that this variable
contained the value “Nortel Networks MPS Network."

get-next-request

Suppose the network manager wanted to know what variable came after the variable
sysContact. The network manager would send a get-next-request message on the
variable:

iso.org.dod.internet.mgmt.mib-2.system.sysContact.0

The agent would send a get-response message indicating the next variable after
sysContact is iso.org.dod.internet.mgmt.mib-2.system.sysName.0 and its current
valueis“peri.com”.

The above exampleis not really useful in itself, since the sysName variableis directly
accessible. In practical use, an SNM P manager would use get-next-request to iterate
through MIB tables. MIB tables are much like arrays; they allow the specification of
sets of similarly defined elements.

An SNMP manager could also use get-next-request to iterate through the list of
variables supported by an SNMP agent to seeif a particular facility were available.

# P0607269 Ver: 1.1
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set-request

Suppose that the location of the MPS network has moved to the second floor. The
network manager now needs to update the value of the sysL ocation variable. He
would indicate the new value is “4000 Vets Hwy 2nd Floor” by sending a set-request
message on the variable:

iso.org.dod.internet.mgmt.mib-2.system.sysL ocation.0

The agent would send a get-response message indicating that the new value of
sysL ocation has been changed to “4000 Vets Hwy 2nd Floor”.

More importantly, an agent can invoke actions when a variable is modified. For
example, if an enterprise MIB contained a variable called sysState, which was defined
as having the enumerated values sysUp(1) and sysDown(2), the agent might use a
set-request to bring the system up or down depending on what value was set by the
manager.

It is this mechanism that the Nortel Networks SNM P implementation uses to control
MPS systems viathe Nortel Networks, Periphonics Enterprise MIB.

get-bulk-request

Available when using SNMPv2c only, this request allows the manager to poll for large
blocks of data efficiently. If the manager wanted to iterate through the MIB-I1 system
subtree to search for aparticular set of data, the manager would issue a get-bulk-
request on the variable:

iso.org.dod.internet.mgmt.mib-2.system

The agent would return al the variables on this subtree in one response. The manager
could then determine if the necessary information were available and at what variable.

get-response

This message is the generic reply sent by the agent to the manager in response to any
get-request, get-next-request, or set-request.

Samplerequest-response interaction

SNMP request SNMP Agent
Manager > ’
Workstation response

Page 8 Nortel Networks Confidential # P0607269 Ver: 1.1
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inform-request

Available when using SNMPv2c only, this message is used for manager-to-manager
communications.
Sampleinform-request interaction

SNMP - inform-request SNMP
Manager Manager
Workstation response p»  Workstation

trap

The messages described so far allow the manager to actively poll the agent for status
and control information, but it is also desirable for the agent to send unsolicited
messages to the manager in case of unexpected internal conditions that need attention.
SNMP defines the trap message for this purpose. No formal mechanism existsin
SNMPv1 for managers to request to be sent traps. Trap destinations can be set
automatically by using thet r apcf g. pl portion of theinstallation script (see SNMP
Installation on page 14 and Defining Trap Destinations Automatically on page 15);
otherwisethe configuration file (snnpd. cnf ) will haveto be edited to add, delete, or
change the manager parameters to which traps are sent (see Configuring snmpd.cnf
on page 25).

Sample generation of trap

SNMP
Manager -
Workstation

trap SNMP Agent

SNMP functionality dictates that manager requests are sent via adifferent port (port
161) from that which receives the traps generated by the agent (port 162).

# P0607269 Ver: 1.1 Nortel Networks Confidential Page9
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SNMP and MPS Integration

Nortel Networks, Periphonics Enterprise MIB

The Periphonics Enterprise MIB has been created by Nortel Networks for managing
the MPS network. This MIB has been registered with the Internet Assigned Numbers
Authority (IANA) and has been assigned the number 1357. The Nortel Networks,
Periphonics Enterprise MIB object identifier is

iso.org.dod.internet. private.enterprises.periphonics (.1.3.6.1.4.1.1357).

The Nortel Networks, Periphonics Enterprise MIB allows network managers to
determine the status and have control of the following components:

+  VRU systems

» telephony ports

e IVR applications

* externa host interfaces

« digital telephony interfaces (T1 spans)

In addition, the Nortel Networks SNM P agent sends enterprise-specific traps when
one of the following events occurs:

e system and component alarms
e user defined application alarms
e real time updates regarding component status.

For adetailed look at the Nortel Networks, Periphonics Enterprise MIB, see Appendix
The Nortel Networks MPS uses the Periphonics Enterprise MIB. The Periphonics
Enterprise MIB isregistered with the | ANA and has been assigned the number
1357. The Periphonics MIB OID is. on page 76.

Page 10
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PeriView and SNMP Integrations

In astandard MPS system, PeriView is configured on network nodes as the
management application. It communicates directly with the MPS network to monitor
and control through proprietary protocol. This means that workstations which are not
configured to run PeriView cannot normally communicate with the MPS network and
components. SNMP acts as a“trandator” between management stations that are not
configured for PeriView and the MPS network, both from a command line aspect as
well as through third-party tools that are SNMP compliant. The Nortel Networks,
Periphonics Enterprise MIB offers the basis for the items that can be monitored and
controlled. For additional information, see SNMP Utilization on page 42. The
illustration that follows offers a basic view of this comparison.

Sandard MPS Configuration S\NMP MPS Configuration
PeriView SNMP Manager
Workstation Workstation
A i
MPS

SNMP Agent
r—-— — ‘— | r - - _¢> |
| MPS | | MPS \
| Component . MPS | Component |
| Daemons ' Node | Daemons |
\ SRP | \ SRP |
\ alarmd \ \ alarmd \
\ etc. \ \ etc. \
Lo - - - — — | L - - - — — |
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Understanding Components

Components are software driven aspects of the M PS network which reside on nodes
and provide functionality to the network. Nodes, in turn, provide the central point of
control for its resident components.

Presently, MPS componentsinclude (but may not be limited to) - MPS (enables phone
lines to interact with applications to process calls), VAS (enables node to run ASE
processes on behalf of an MPS component that resides on another node), and OSCAR
(enables both large vocabulary and text-to-speech processing). Each component is
capable of generating alarms specific to its own processes. SNMP can also monitor
the status of each component through use of the MIB.
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Simple Network Management Protocol in the MPS Environment

SNMP Installation

Installation steps are outlined in the applicable guides for both the Solaris and
Windows 2000 operating systems. The information below covers related topics that
should be used in conjunction with the guides.

To verify installation on either system, use the per i r ev command. To verify that
agents areresponding, usetheget many command. Refer to Verify Agents' Response
on page 17.

Optionally, to free up space on disk upon completion of the package installation, the
<t enpdi r > originaly created to hold the contents of the tape should be deleted. To
delete the entire contents of the temporary directory, use the following syntax:

rm-rf <tenpdir>

Package Licensing

This Nortel Networks package requires alicense to use it. See both the Solaris and
Windows 2000 Install Guides for details on installing and configuring the license file
and server.

Page 14
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Defining Trap Destinations Automatically

Trap destinations can be set automatically using thet r apcf g. pl portion of the
installation script (see Defining Notification Target Entries on page 34 and the script
examples below). The following information presents the procedures necessary to do
so in each operating system.

In Solaris

During installation of your PERIsnmp package, you will be presented with the prompt
shown below for automated processing of trap destinations. Enter y to proceed with
thisfeature, ? for more information, or g to quit theinstall. If n is selected, traps may
till be configured at some later point either automatically by enteringt r apcf g. pl
from acommand line to run the script, or manually by editing the configuration file
(see Configuring snmpd.cnf on page 25).

Configure traps during install [y,n,?,q] Yy
Traps will be configured during postinstall phase....

Enter |P address(s) of Managenent Station(s)

in a space separated list: 192.84.160. 227

You have entered the following for | P addresses
192. 84. 160. 227

Is this correct [y,n, ?,q] vy

You must, at a minimum, include the | P address of the station on which the SNM P
agents are running.

The actual configuring of the trapsis performed later in the install ation process, given
that the “y” option for trap configuration were invoked earlier. The trapcf g. pl
script configures trap destinations based on the information provided at that point.

Configuring snnp traps....
St opping all SNMP processes

Backi ng up /opt/vps/ comon/ etc/snnp/ snnpd. cnf to

[ opt/ vps/ comon/ et ¢/ snnp/ snnpd. cnf . bak

snnpNoti fyEntry al ready exists for Consol e.

snnpTar get ParanmsEntry al ready exists for v1Exanpl eParans.
Configure trap destination for 192.84.160.227

Added snnpTarget AddrEntry for Consol e on 192. 84. 160. 227
Starting all SNWP agents

Once the above information is processed for each of the |P addresses you had entered
earlier, the stations are capable of receiving traps generated from the node on which
the SNMP agents are located.
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In Windows 2000

After the installation reboot process has transpired and the logon has been completed,
thet rapcf g. pl portion of the installation procedure will appear in a DOS prompt
window. Enter one or more management station | P addresses in a space separated list
(these will be the stations to which traps are sent), and hit <RETURN>. The script
automatically configures the required files (for additional information, see Defining
Notification Target Entries on page 34).

I P addresses must be entered as a numerical (octet) string. Do not use management
station names in lieu of thisinformation; even though the script will appear to
acknowledge configuration of the necessary files, it will not actually do so.

If the only station to receive trapsis that on which PERIsnmp is running, you do not
need to enter its |P address (simply hit <RETURN> at the prompt); doing this will
cause duplicate traps to be issued.

® C:x\Program Files“\Periphonics“bin~Perl.exe
Please enter IP addresses of all Managment Stations: 192.84.168.13

C:s>echo off

Stopping all SHMP processes.
Stopping service Periphonics_vesnmpd
Stopping service msnsa

Stopping service SHMPDH

Backing up C:“Program Files“Periphonics:commonetcssnmpssnmpd.cnf to C:\Program
FilessPeriphonicsscommonsetchsnmpssnmpd.cnf .bak
1 file<{s> copied.
snmpMotif yEntry already exists for Console.
snmplargetParamsEntry already exists for viExampleParams.
Configure trap destination for 192.84.168.13
Added snmpTargetAddrEntry for Console on 192.84.168.13

C:s>echo off

Starting all SHMP processes.
Starting service SHMPDM

Starting service msnsa

Starting service Periphonics_vesnmpd

[H

After the trap configuration is completed, the window will disappear and your
computer will come back up. You are now ready to use your PERIsnmp package.

Management stations can be added at a later time astrap destinations. To do this
automatically, simply enter t r apcf g. pl at acommand line to run the script, then
proceed as before. This process can also be accomplished manually by editing the
configuration file (see Configuring snmpd.cnf on page 25).

%% Command Prompt - rapcfg.pl

Microsoft(R> Windows NT{TM>
{C> Copyright 1985-1996 Microsoft Corp.

C:s>trapcfg.pl
Please enter IP addresses of all Managment Stations: 123.45.678.918_
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%

Verify Agents’ Response

To verify that agents are responding, use the get many command.

getmany Command Example:

$ getmany is9516 peri phonics
al rmLogMax. 0 = 1024
al rmLogNunber.0 = 0
vrul pAddress. 116 = 192. 84. 161. 52
vruDescr. 116 =

vruLi neCnt. 116 = 96
vruSpanCnt. 116 = 4
vruHostCnt. 116 = 2

vr uAdm nSt ate. 116 = ot her (1)
vruState. 116 = up(4)

Installation Upgrades

The following conditions should be followed when upgrading from pre-5.4 SNMP
releases or using Solaris 2.8 or higher.

PERIsnmp Upgrade

Customers who are upgrading from pre-5.4 SNMP releases to this one will need to
reconfigure the SNMP master agent snnmpdm This may include reconfiguring trap
destinations previoudly established and reincorporating any other modifications that
were made to the snnpd. cnf file (thisfile is overwritten during the installation of
release 5.4). For additional information, see Defining Notification Target Entries on
page 34 and Configuring snmpd.cnf on page 25.

Customers upgrading from PERIsnmp release 5.2.1 to 5.5.0 must manually delete the
snmpd. cnf file, if they want the newest version of thefileinstalled. The

snmpd. cnf fileisnot overwritten when upgrading from 5.2.1 t0 5.5.0, nor is it
eliminated when performing a package removal using the Solaris pkgr mcommand.

Solaris Upgrade

The PERIsnmp package conflicts with the Solaris SNM P agent found on systems
running Solaris 2.8 or higher. Executing the following commands, in order, will
disable the Solaris SNMP agent.

mv /etc/rc3.d/ S76snnmpdx /etc/rc3.d/ ol d. S7T6ésnnmpdx
m/ /etc/rc3.d/ S77dm [etc/rc3.d/old. S77dm

You must reboot your Solarisworkstation subsequent to issuing these commands
for the changesto take effect.
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SNMP System Startup

If aCPSisadded to an already running system, PERIsnmp should be stopped and then
restarted to recognize this new CPS.

Solaris Systems

Thescript S19snnp. st art up islocatedinthe/ et ¢/ rc3. d subdirectory, andis
responsible for starting/stopping the master agent (snnpdm), mib-2 subagent
(m b2agt ), and the MPS components subagent (vr snipd).

e To start the agents, use the command
[etc/rc3.d/ S19snnp. startup start

« To stop the agents, use the command
/etc/rc3.d/ S19snnp. startup stop

Thesnnp. sh filefound in $MPSHOVE/ conmon/ et ¢/ snnp should be modified
when changes to any of the command line options for snnpdm m b2agt , or
vr snnpd are needed (see Command Line Options on page 23).

Windows 2000 Systems

There are two methods of starting and stopping the SNM P agents on your Windows
2000 system. The Services window in the Control Panel can be used to stop and start
the master agent (snnpdm exe), subagent adapter (mensaagt . exe), and the MPS
components subagent (vr snimpd. exe) individually. To do so, <LEFT> click the
Start button on the taskbar, then follow the Settings—Control Panel path. Double
<LEFT> click the Servicesicon in the Control Panel window to display the Services
window.

Services E
vrsnm p d .exe Service Status Startup
MT LM Security Support Provider M anual =l
Periphonics Startup Servi Started Automatic Start |
:Periphonics SHMP D aemon Autarnatic
Flug and Flay Started Automatic Stop I
msns aag t .exe Femote Procedure Call [RPC) Locator b anual P
Femote Procedure Call [RPC) Service Started Automatic Lause
Schedule Manual Eorie |
Server Started Automatic —
SHMP EMAMATE Adapter for T Started Automatic Sl |
SHMP EMANATE Master Agent Started Automatic =] ==
Hiw! Profiles. .. |
snm pd m.exe Startup Parameters:
| Help |

By default, the SNMP services are started automatically when you install the package.
If you wish to stop the services at some point, you may do so by selecting the service
in the window (as shown above), then <LEFT> clicking the Stop button (or pressing
the keyboard letter “ 7). You will be prompted on whether you wish to proceed with
this action.
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The following window prompts are used as examples. The actual windows will
contain the name of the particular service you are working with.

. . S .
Services E

& Are you sure you want to stop the Periphonics YPS Resources SMMP Dasmon service?

<LEFT> click Yes (or pressthe keyboard letter “Y™) to proceed, or select No to cancel
the operation. If you continue, the Service Control window will advise you that an
attempt is being made to stop the service. When this attempt is successful, the window
will disappear and the column labeled Status in the Services window will be blank.

i Service Control E
i

| Attemnpting to Stop the Periphonics ¥PS Resources
SMHMP Daemon service on PC105R

To start/restart a service, simply select the service as before, then <LEFT> click on the
Start button (or press the keyboard letter “S’). The Service Control window will
advise you that an attempt is being made to start the service. When this attempt is
successful, the window will disappear and the column labeled Status in the Services
window will display theword St ar t ed.

l Service Control E

Attemnpting to Start the Periphonics ¥PS Resources
| SMHMP Daemon service on PC105R

To stop and start all PERIsnmp processes at one time, simply use the snnpst op or
snnpst art command from a DOS command prompt. When the command prompt
returns, execution of the directive is successful.

"% Command Prompt

C:x>snmpstop

C:~>echo off

Stopping all SHMP processes.
Stopping service Periphonics_vesnmpd
Stopping service msnsa

Stopping service SHMPDM
C:xsnmpstart

C:s>echo off

Starting all SHMP processes.
Starting service SHMPDM

Starting service msnsa

Starting service Periphonics_vesnmpd

LRSS
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MIB Files

The Nortel Networks, Periphonics Enterprise MIB files are contained in $MPSHOVE/
common/ et ¢/ snnp. Currently, Nortel Networks providesits MIB in both SMIv1
and SMIv2 formats. The following information defines these files, their contents, and
use:

e Periphonicsvl.mb and Periphonicsv2.mb
Defines Nortel Networks enterprise in SMIv1 or SMIv2 format.

e VRU Networkvl.mb and VRU Networkv2.nmib
Defines Nortel Networks VRU Network in SMIv1 or SMIv2 format.

Prior to loading the MIBs into network management software, it is necessary to
determine whether the software supports SMIv1 or SMIv2. If the software supports
SMIv1, load the Per i phoni csvl. ni b filefollowed by the

VRU Net wor kvl. m b file. Conversely, if the software supports SMIv2, load the
Peri phoni csv2. mi b filefollowed by the VRU Net wor kv2. ni b file.

Theorder in whichthe MIB filesareinstalled ismandatory. In addition, only one
SMI version should beloaded and used.
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Configuration Files

The PERIsnmp configuration files are located in $MPSHOVE/ conmon/ et ¢/ snnp.
The following information defines these files and their contents:

e snnpd. cnf
Configuration file containing information for community strings, default
MIB-II values, access rights, traps, and notifications. Thisfile is used by the
master agent. Refer to Configuring snmpd.cnf on page 25.

Thisfile must be owned by r oot and have read permission for that owner
only. Thisis accomplished by setting ther oot permission mode to 400.

Thisfileisinstalled asaread-only file. In order for changesto take effect, you
must change its properties to allow for writing by deselecting the read-only
attribute. To do this, launch the Windows 2000 Explorer tool. Locate thisfile,
place your cursor over it, and <RIGHT> click to display the file menu. Scroll
down to Properties and <LErFT> click. Go to the bottom of the snmpd.cnf
Properties window, <LEFT> click on the Read-only box to desdlect it (no
check mark), then click on AppLY and/or OK.

e snnpi nf o. dat
Contains nameto OID trandation information for the MIB-Il and Nortel
Networks, Periphonics Enterprise MIB. Thisis used by all SNMP command

line utilities.
e snnp.sh
KUY Contains environment variables and command line options. You must source
- thisfile after editing it or subseguent to installing the PERIsnmp package for
SOLARIS the first time, to have the information contained therein to take effect.

# P0607269 Ver: 1.1 Nortel Networks Confidential Page 21



Simple Network Management Protocol in the MPS Environment

Environment Variables

Editing

Neither SR_MER_CONF_DI Rnor SR_AGT_CONF_DI Rshould ever be edited by
the user.

In Solaris

These variables can be changed by editing the file SMPSHOVE/ conmon/ et ¢/
snnp/ snnp. sh. However, you must have write permission to do so.

In Windows 2000

The environment variables can be changed by editing the linesin the System
Properties window (you must have administrative privileges to perform these edits).
To access this window, click on the Start button on the task bar and follow the
Settings—Control Panel—Systems path. Double <LEFT> click on the Systems
icon to display the Systems Properties window. <LEFT> click on the Environment tab
to display alisting of all system and user variables.

System Properties EHE
Startup/S hutdown I Hardware Frafiles | Uzer Profiles |
Gereral I Performance Environment

Sustem Yariables:

Wariable | Walue |;|
SR_AGT_COMF_...  C:\Program Filez\Periphonicsicommontetchs. .

SHOLOG DR LC:\Program Files\Penphonicsicommaontlog

SR_MGR_COMF_... C:\Program Filez\Periphonicshcommontetchs. . ol

SR_UTIL_COMM...  periuzer

SR_UTIL_SNMP_.. 1 x|
User Variables for Administrator:

Wariable | Walue |

HOME “homehperi

TEMP CATEMP

THP CATEMP

\ariable: [SR_LOG_DIR

Yalue: IE:\Program FilezPeriphonicshcommaontlog

Set Delete |
QK I Cancel | Lol |

To change the parameters of the variable, select it from the System Variableslist by
<LEFT> clicking it. Now highlighted, the name of the variable and its value are
displayed at the bottom of the window. Edit the Valuefield, then <LEFT> click the Set
button, at which point the Apply button will become active. <LEFT> click it to apply
the changes. When you are done using the window, <LEFT> click the OK button to
closeit.
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Master/Subagent Related

* SR AGT_CONF_DI R
Specifies the location of master agent configuration file (snnpd. cnf ) and
should be set to SMPSHOVE/ conmon/ et ¢/ snnp.

* SR LOGDR
Specifies the location of the master agent log file. This should be set to
$MPSHOVE/ conmon/ | og.

Manager Related

Thefirst two environment variables are optional - the use of these variables eliminates
the need to specify certain options when using SNMP command line utilities.

SR _UTI L_SNWP_VERSI ON
Specifies the default SNM P version to use for al command line utilities and
should besetto- vl or-v2c.

e SR _UTIL_COMMUNI TY
Specifies the default SNM P community string used for all command line utilities
and should be set to per i user or peri admi n.

* SR MER _CONF_DIR
Specifies the location of the manager configuration files (mgr . cnf and
snnpi nf 0. dat ) which are used by command line utilities and should be set to
$MPSHOVE/ conmon/ et ¢/ snip.

Command Line Options

In Solaris
The following command line options can be set by editing the file
$MPSHOVE/ common/ et ¢/ snnp/ snnp. sh.

SNWMPDM _CMDLI NEARGS
Command line arguments for snnpdm

*  VRSNWVPD_CMDLI NEARGS
Command line arguments for vr snnpd

* M B2AGT_CNMDLI NEARGS
Command line arguments for m b2agt

Note that if environment variables are edited, the arguments need to be enclosed
within double quotes (“arguments”).
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In Windows 2000

To set options for any of the SNMP agents, use the Start Up Parameters field at the
bottom of the Control Panel—Services window. You must have administrative
privileges and stop the service prior to entering the options as start up parameters.
Restart the service to have these choices take effect. The following services affect the
corresponding SNMP agents:

« SNVP EMANATE Master Agent
Master agent snmpdm exe

e SNWVP EMANATE Adapter for W ndows 2000
Subagent adapter nensaagt . exe

e Nortel Networks MPS Resources SNWVP Daenon
MPS components subagent vr snnpd. exe

For further information on accessing and using the Services window, see Windows
2000 Systems on page 18.
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Configuring snmpd.cnf

Users who need to configure trap destinations will need to edit thisfile if the
trapcf g. pl portion of the installation script is not used, or alternatively execute
the script (see SNMP I nstallation on page 14). The editing tends to be the most
comprehensive activity necessary, and involves both the notification and notification
target fields (see Defining Notifications on page 34 and Defining Notification Target
Entries on page 34). Thisfile should also be edited by those users who want to modify
current security access rights, default MIB-I1 values, or master agent performance
parameters. Otherwise, most customers can usethe snnpd. cnf filewhichis
shipped.

agent, use any text editor to modify thefields, then restart the agent after the
editing isdone. For additional information on starting and stopping the agents,
see SNMP System Startup on page 18.

v Thisfile must be edited when the master agent is not running. Sop the master

Default MIB-Il Values

The only MIB-11 object values that may need to be changed to suit individual
parameters are those for sysDescr, sysCont act , sysNaneg, and
sysLocat i on. Thisisdone by changing the strings next to the applicable
keywords, defined as follows:

e sysDescr
Contains atextual description of the system.

 sysCont act
Contains the name of a contact person or entity and how they may be
contacted.

e sysNane
Containsthe fully qualified domain name.

e« syslocation
Contains the physical location of the node that SNMP isinstalled on.

All strings must be enclosed in quotes. By default, Nortel Networks SNMP packageis
shipped with the following values:

sysDescr "Nortel Networks MPS Network"
sysCont act "Nortel Networks - 1-800-645-1120"
sysNane -

sysLocation "TBD'
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Security Access Rights (View Subtrees)

A view subtree defines object instances included in or excluded from a particular
party of users. View subtrees may be added or deleted by adding or deleting the
respectivevacnVi ewTr eeFami | yEnt ry tag. By default, Nortel Networks SNMP
agents are configured with the following view subtrees:

Publ i c — includes 0.0 and iso subtrees.
Net wor k — includes mib_2, snmpTrap, and snmpTraps subtrees.
Peri phoni cs — includes0.0 and iso subtrees.

The view subtrees format consists of thetag vi ewTr eeEnt r y followed by the
fidds:

e vacnVi ewTr eeFani | yVi ewNane
Textual name for the family of view trees.

 vacnVi ewTr eeFam | ySubt r ee
OID of the subtree that should be included or excluded from this view.

e vacnVi ewlr eeFami | yMask
Octet string represented by a sequence of hexadecimal numbers separated by
colons. Each octet is within the range 0x00 through Oxff. Use the hyphen
symbol (-) for a zero length octet string.

« vacnVi ewlr eeFam | yType
Specifies whether the vacnVi ewTr eeFani | ySubt r ee isaccessible (set
toi ncl uded) or not accessible (set to excl uded) from thisfamily of view
subtrees.

 vacnVi ewlTr eeFam | ySt or ageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.
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For example, the default views "Public" "Network" and "Periphonics' have the

following entriesin the snnpd. cnf file

vacnwi
nonVol

ewTreeFani | yEntry
atile

vacnVi
nonVol

ewTr eeFanmi | yEntry
atile

vacnvi
nonVol

ewTreeFani | yEntry
atile

vacnVi
nonVol

ewTr eeFami | yEntry
atile

vacnvi
nonVol

ewTreeFani | yEntry
atile

vacnVi
nonVol

ewTr eeFani | yEntry
atile

vacnVi ewTr eeFami | yEntry
nonVol atil e

Public iso - included
Public 0.0 - included
Network mb_2 - included

Net wor k snnpTrap - incl uded
Net wor k snnpTraps - incl uded
i ncl uded

Peri phonics iso -

Peri phonics 0.0 - included
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Groups and Access Rights

This section describes and defines groups and their associated access rights. Group
and access rights may be added or deleted by adding or deleting the respective
vacmAccessEnt ry tag. By default, Nortel Networks SNMP agents are configured
with the following access rights:

Anyone — SNMPvL/SNMPv2c read-only access to Public view.
Peri user — SNMPVv1/SNMPv2c read-only access to Periphonics view.
Peri adm n — SNMPvL/SNMPv2c read-write access to Periphonics view.

The access rights format consists of thetag vacmAccessEnt r y followed by the
fields:

e vacn@ oupNane
Name of the group associated with these access rights.

* vacmAccessCont ext Prefi x
Entire or partial context identifier. Containsthe value- (hyphen) if no context
identifier is defined.

e vacmAccessSecuri t yModel
Must have the value snnpv1 or snnpv2c.

e vacmAccessSecuritylLevel
Must be set to noAut hNoPr i v for no authentication and no privacy.

e vacmAccessCont ext Mat ch
Specifies the way in which the context of arequest must match
vacmAccessCont ext Pref i x. Must havethevalue exact or prefi x.

* vacAccessReadVi ewNane
ThevacnVi ewTr eeFani | yVi ewNane whichidentifiesthe view subtrees
accessible for get, get-next, and get-bulk requests.

* vacmAccessWit eVi ewNane
ThevacnVi ewTr eeFani | yVi ewNane which identifiestheview subtrees
accessible for set requests. Containsthevalue- (hyphen) if no view subtreeis
defined.

e vacmAccessNoti f yVi ewNare
ThevacnVi ewTr eeFani | yVi ewNane which identifiestheview subtrees
accessible for trap messages and inform requests.

e vacmAccessSt or ageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.
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For example, the default access rights groups "Anyone" "Periuser" and "Periadmin”
have the following entriesin thesnnpd. cnf file

vacmAccessEntry Anyone - snnpvl noAut hNoPriv exact
Public - Public nonVolatile

vacmAccessEntry Anyone - snnpv2c noAut hNoPriv exact
Public - Public nonVolatile

vacmAccessEntry Periuser - snnmpvl noAut hNoPriv exact
Peri phoni cs - Periphonics nonVol atile

vacmAccessEntry Periuser - snnpv2c noAut hNoPri v
exact Periphonics - Periphonics nonVolatile

vacmAccessEntry Periadmn - snmpvl noAut hNoPriv
exact Periphonics Periphonics Periphonics
nonVol atil e

vacmAccessEntry Periadm n - snnmpv2c noAut hNoPri v
exact Periphonics Periphonics Periphonics
nonVol atil e
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Community Strings

This section specifies the configuration of community strings which can be used in
SNMP requests to the Nortel Networks SNM P agent. Community strings can be
added or deleted by adding or deleting the respective sr Conmuni t yEnt r y tag. By
default, the Nortel Networks SNMP agents are configured with the following
community strings:

public — Access control of the community group named Anyone.
periadm n — Accesscontrol of the community group named Periadmin.
peri user — Access control of the community group named Periuser.

The community string format consists of thetag comruni t yEnt ry followed by the
fields:

e sr Conmuni t yAut hSnnpl D
Must have thevaluel ocal Snnpl D.

e srConmuni t yNane
Name associated with this community string.

e srConmuni t yGr oupNane
Name of this community’s group. This name must be defined by at |east one
vacmAccessEnt ry and appear with the community string namein a
vacnSecurityToG oup entry. (For related information, see Groups and
Access Rights on page 28 and Assigning Principles to Groups on page 32,

respectively.)

e sr Conmuni t yCont ext Snnpl D
Must have thevaluel ocal Snnpl D.

e srConmuni t yCont ext Name
Must have thevaluedef aul t .

e srConmuni tyTransport Label
Used to select a set of entriesinthesnnpTar get Addr Tabl e for source
address checking (see Defining Notification Target Entries on page 34). Use
thevalue - (hyphen) if source address checking is not desired.

e srConmuni t yMenor yType
Must be one of nonVol ati | e, per manent , orr eadOnl y.

Page 30 Nortel Networks Confidential # P0607269 Ver: 1.1



Installation and Configuration

For example, the default community strings "periadmin” "periuser" and "public’ have
the following entriesin the snnpd. cnf file:

comuni tyEntry | ocal Snnpl D peri adm n Peri adnin
| ocal Snnpl D default - nonVol atile

communi tyeEntry | ocal Snnpl D peri user Periuser
| ocal Snnpl D default - nonVol atile

comuni tyEntry | ocal Snnpl D publ i c Anyone | ocal Snnpl D
default - nonVolatile
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Assigning Principles to Groups

This section describes how a principle (i.e. community string) is assigned to a group.
Principle assignments may be added or deleted by adding or deleting their respective
vacnBecurit yToG oupEnt ry tag. By default, Nortel Networks SNM P agents
are configured with the following principle/group assignments:

public — Assigned to Anyone group for both SNMPv1 and
SNMPv2c security model.

periadm n — Assigned to Periadmin group for both SNMPv1 and
SNMPv2c security model.

peri user — Assigned to Periuser group for both SNMPv1 and
SNMPv2c security model.

The principle/group format consists of thetag vacnSecuri t yToGr oupEntry
followed by the fields:

e vacnBecurityhMdel

Specifies whether the SNMPv1 (value of snipv 1) or SNMPv2c (value of
snnpv2c) security model should be used.

e vacnBecurityNane
Name of the principle assigned to the group.

* vacn@ oupNane
Name of the group principleis assigned to.

e vacnBecurityToG oupSt orageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.
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For example, the default principles "public" "periadmin” and "periuser" have the
following entriesin the snnpd. cnf file

vacnSecurityToG oupEntry snnpvl public Anyone
nonVol atil e

vacnBecurityToG oupEntry snnpvl periadnin Periadmn
nonVol atil e

vacnSecurityToG oupEntry snnpvl periuser Periuser
nonVol atil e

vacnBecurityToG oupEntry snnpv2c public Anyone
nonVol atil e

vacnBSecurityToG oupEntry snnpv2c periuser Periuser
nonVol atil e

vacnBecurityToG oupEntry snnpv2c periadm n Periadmnin
nonVol atil e

For related information regarding groups, see Groups and Access Rights on page 28.
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Defining Notifications

This section defines the format and configuration of a notification. Notifications can
be of the trap or inform-request variety, and can be added or deleted by adding or
deleting therespectivesnnpNot i f yEnt ry tag. By default, Nortel Networks SNMP
agents are configured to send notifications to the Console, which is the workstation
the SNMP agent is running on.

The natification format consists of the tag snnpNot i f yEnt ry followed by the
fidds:

e« snnpNoti f yNane
“Name” of this notification.

e snnpNotifyTag
Name used to select aset of entriesin the snnpTar get Addr Tabl e (see
Defining Notification Target Entries on page 34) and that which corresponds
tothevalue of snnpTar get Addr TagLi st .

e snnpNotifyType
Stipulates whether this notification isatrap (value of t r ap) or inform-
request (value of i nf or m.

« snnpNoti fyStorageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.

For example, the default notification entry inthe snipd. cnf fileisasfollows:

snnpNoti fyEntry 31 Console trap nonVol atil e

Defining Notification Target Entries

Specifies the endpoints (targets) that may receive notifications. These endpoints may
be added or deleted by adding or deleting asnnpTar get Addr Ent ry tag. The
default endpoint is the master agent workstation, defined with the name Console. An
snnpTar get Addr Ent r y will have to be added for each management station other
than the default value to which notifications are to be sent. This can be done manually
or, for trapsin particular, handled automatically by running thet r apcf g. pl portion
of the installation script (for additional information, see Defining Trap Destinations
Automatically on page 15). Thet r apcf g. pl script must be run on the same node
that the SNM P agents are running on. By specifying the | P address(es) when
prompted, the script automatically stops all SNMP agents, backs up the snipd. cnf
file(tosnnpd. cnf . bak), addsthesnnpTar get Addr Ent r y for the specified IP
address, then restarts the SNMP agents. If more than one management station is
designated to receive traps, the | P addresses can be entered separated by asingle
space, at the appropriate prompt.

In addition, the snnpTar get Addr TagLi st entry should match that of
snnpNot i fyTag (see Defining Notifications on page 34).
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The target entry format consists of thetag snnpTar get Addr Ent r y followed by
thefields:

snnpTar get Addr Nane
Name of the notification target.

e snnpTar get Addr TDomai n
An OID which indicates the network type. This should be set to
snnpUDPDomai n.

e snnpTar get Addr TAddr ess
A valid IP address in the transport domain specified by
snnpTar get Addr TDormai n.

e snnpTar get Addr Ti neout
Expected round trip time, expressed in hundredths of a second, for
communicating with the snnpTar get Addr TAddr ess.

e snnpTar get Addr Ret r yCount
The number of times the SNMP entity will attempt to retransmit an inform-
reguest when aresponse is not received.

e snnpTar get Addr TagLi st
A quoted string containing one or more space separated tags, which
correspond to the value of the snnpNot i f yTag.

e snnpTar get Addr Par ans
Used to select a set of entriesin thesnnpTar get Par ansTabl e (see
Defining Target Parameters on page 36).

e snnpTar get Addr St or ageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.

e tgt AddressMask
Should always be set to 255. 255. 255. 255: 0.

For example, the default notification target entries appear as followsin the
snnpd. cnf file

snnpTar get AddrEntry 31 snnpUDPDomain 127.0.0.1:0 3
Consol e vliExampl eParans nonVol atil e
255. 255. 255. 255: 0

snnpTar get AddrEntry 32 snnmpUDPDormain 127.0.0.1:0 3

Consol e v2cExanpl eParans nonVol atil e
255. 255. 255. 255: 0

where 127. 0. 0. 1: 0 isthe IP address of the endpoint that receives the notification.
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Defining Target Parameters

This section describes the parameters to be used when sending notifications.
Parameters may be added or deleted by adding or deleting the respective

snnpTar get Par ansEnt r y tag. By default, Nortel Networks SNMP agents are
configured with the following parameters:

v1Exanpl ePar ans — SNMPv1 trap with community string set to
public.

v2cExanpl ePar ans — SNMPv2c trap with community string set to
public.

Thetarget parameter format consists of thetag snnpTar get Par ansEntry
followed by the fields:

* snnpTar get Par ansNane
Name given to this parameter.

e snnpTar get Par ans MPModel
Assign avalue of 0 for SNMPv1 or 1 for SNMPv2c.

e« snnpTar get ParansSecurit yMbdel
Must have avalue of snnpv1 or snnpv2c, in conjunction with
snnpTar get Par ans MPModel above.

e snnpTarget ParansSecurityNane
Specifies the principle to use in the notification.

e snnpTarget ParansSecuritylLevel
Must always be set to noAut hNoPr i v.

e snnpTarget Par ans St or ageType
Must be one of nonVol ati | e, per manent , orr eadOnl y.

For example, the default target parameter entries appear as follows in the
snnpd. cnf file

snnpTar get Par ansEnt ry v1Exanpl eParans 0 snnpvl
publ i c noAut hNoPriv nonVol atile

snnpTar get Par ansEntry v2cExanpl eParans 1 snnpv2c
public noAut hNoPriv nonVol atile

For related information, see Community Srings on page 30 and Assigning Principles
to Groups on page 32.
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Error Logging

Error logging is now available with this version of PERIsnmp. The error log files are
located in $MPSHOVE/ common/ | og, and can be read with any text-based

application or command. These log files are identified as follows:

...Logs Errors for

...Whose Executable is...

File Name.... th
€.... On Windows 2000 On Solaris
vrsnnpd. | og MPS components vrsnnpd. exe vr snnpd
subagent
snnpd. | og Master agent snnpd. exe snnpd
msnsa. | og Subagent adapter nmsnsaagt . exe (not implemented)

You should also check / var / adni n for logged error messages (specifically
concerned with licensing problems).
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Executables

The following executables are integral components of your PERIsnmp package and
responsible for its functionality. On Solaris systems, these files are located in
$MPSHOVE/ PERI snip/ bi n; on Windows 2000 systems, they are located in
%vVPSHOVE% bi n.

Agents

In the following listing, Windows 2000 agents are identified as those appended with
the . exe extension.

e snnpdmsnnmpdm exe
SNMP master agent. Responsible for authenticating formatting, security,
access, and ownership parameters of requests, replies, and notifications. Acts
as an intermediary between the management station and the subagents.

 nib2agt
SNMP subagent for MIB-I1 subtree. Responsible for providing information
concerning MIB-11 itemsto the master agent.

* msnsaagt. exe
SNMP subagent adapter for MIB-I1 subtree. Responsible for providing
information concerning MIB-II items to the master agent.

e vrsnnpd/ vrsnnpd. exe
MPS components subagent for Nortel Networksvr uNet wor k subtree. Acts
as a proxy for the MPS network, using data in the Nortel Networks,
Periphonics Enterprise MIB to construct replies to queries. Also sends
requests to and receives replies from resource daemons outside the SNM P
agents when requested data is not available internally.
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SNMP Command Line Utilities

For examples of command line utilities in use, see SNMP Applied on page 48.

get bul k
Gets as many MIB variable(s) as possible in one request.

e getnmany
Getsthe MIB variables in the specified MIB subtree.

e getnet
Gets MIB-I1 variables containing metric information.

* getnext
Gets the MIB variable(s) whichis (are) lexicographically next after the
specified MIB variable(s).

+ getone
Gets the specified MIB variable(s).

« getroute
Gets MIB-I1 variables containing routing information.

e getsub
Gets MIB-I1 variables containing routing information for specified subnet.

e gettab
Gets MIB variable(s) from specified table and display in tabular form.

* setany
Sets one or more MIB variable(s) to specified values.

e traprcv
Displays contents of received trap.
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SNMP Utilization

This chapter discusses, in generic terms, the functions that can be controlled and
monitored using SNMP in the MPS environment. These functions generally fall into
the administrative and maintenance categories. The user is directed to the Nortel
Networks, Periphonics Enterprise MIB (hereafter simply called MIB) variables that
are monitored only, those that can be both monitored and controlled, and those that act
asindexesinto tables within the MIB. In addition, notifications generated by the agent
and sent to the manager for disposition are a so discussed. For a detailed description of
each variable and its associated data, see Appendix The Nortel Networks MPS uses
the Periphonics Enterprise MIB. The Periphonics Enterprise MIB isregistered with
the lANA and has been assigned the number 1357. The PeriphonicsMIB OID is:
on page 76.

Communication

At abasic level, SNMP uses five types of messages for processing information. These
messages are exchanged between the manager and the agent. Three messages are sent
directly from the manager to the agent - get-request, get-next-request, and set-request.
In addition, SNMPv2c includes a message termed the get-bulk request which is aso
sent from the manager to the agent. The remaining two - get-response and the trap -
are sent from the agent to the manager. The “get-" and “set-" messages are simply
request-reply protocols; the trap isinitiated directly by the agent and sent to the
manager’s station. For afurther discussion of these messages, see Protocol on page 6.
For details on changing destinations for traps as they apply to the Nortel Networks
product in particular, see Configuring snmpd.cnf on page 25.

The Nortel Networks SNMP product also contains a group of command line utilities
that bundle many functions into small, self-contained programs. This provides a quick
and simple means of manipulation and retrieval of data by the user. The use of these
utilities results in the generation of a Protocol Data Unit (PDU). These utilities can be
broken down into three main areas - the “get-", “set-" and trap designations. It isthese
utilities that the SNM P manager uses when querying or posting variables within the
MIB. For afurther definition of each command line utility, see SNMP Command
Line Utilities on page 39.
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System Architecture

In the following discussion, Windows 2000 agents are identified as those appended
with the. exe extension.

When the network management station issues an SNMP request, it is sent to the
master agent (snnpdm snnpdm exe) which confirms that the request is formatted
properly and contains the proper security and community strings. If the datais not
accurate, the agent returns the request to the manager with an appropriate message
indicating the problem; if the request is properly configured, it forwards the request to
the applicable subagents.

For MIB-I1 items, the master agent forwards the request to the subagent/adapter

m b2agt /mensaagt . exe. For information concerning the MPS system, the
master agent forwards the request on to the MPS components subagent vr snnpd/
vr snnpd. exe, which acts as a proxy for the MPS network. It uses the dataiin the
Nortel Networks, Periphonics Enterprise MIB to formulate areply. If the datais not
presently available, the subagent sends the request to the appropriate resource
daemons outside the SNM P agent complex. The information from these daemons
travels the opposite route through the subagent, on to the master agent, and ultimately
back to the management station which originally issued the request. Trapstravel in
much the same manner along this return path - changes in status in the MPS are
monitored by the subagent vr snnpd/vr snnpd. exe, which formulates the
appropriate data and issues it to the master agent, which in turn builds the trap and
then passes it on to the designated management station. The graphic below illustrates
the context of the MPS management architecture.

r-— " 1
Nortel Networks SNMP Agent MPS
‘ |_ MPS Components ‘ VOS Processes
| |
| ‘ TPC/vtdbirtu
Network ! ! ‘
Manager’s | |
Station ‘ ‘ ‘
| |
B O o |
I_ o _ Eubagent Ad _ter_(20%

. - - - _ _ _ _
SPARC/ Windows 2000 Station
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MIB Variables

Access

Many variablesin the Nortel Networks, Periphonics Enterprise MIB database contain
access information which stipulates the characteristics of querying and control. These
levels of access are defined asfollows:

» read-write - indicates variable may be both read and written to by the manager

» read-only - indicates variable may only be read by the manager

e accessible-for-notify - indicates variable may only appear in notification

e not-accessible - indicates variable may not be directly read or written to.

If arequest is made on avariable for which no accessisallowed, an error message will
be generated and returned to the manager, making the request indicate this fact. If the
manager attempts to set avalue on avariable which has read-only access, an error

message will also be returned. Several variables with not-accessible status are used as
indexesinto tablesin thisMIB.
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Status

The status of objectsin the MIB is generaly that of current, meaning that the object is
presently supported by the SNMP product. However, several objects have been
changed to a status of deprecated, meaning that although they still exist in the MIB,
they will no longer be supported (essentially acting as placeholders in the MIB
hierarchy). The following table represents a historical view of these objects aswell as
the objects that supercede them. For afull listing of all MIB objects and their states,
see Appendix The Nortel Networks MPS uses the Periphonics Enterprise MIB. The
Periphonics Enterprise MIB is registered with the |ANA and has been assigned the
number 1357. The Periphonics MIB OID is: on page 76.

Deprecated Object and OID

Replaced by this Object and OID

vr uNet wor kM BConpl i ance
.1.3.6.1.4.1.1357.1.1.1.

vr uNet wor kM BConpl i anceBy
Conponent
1.3.6.1.4.1.1357.1.1.1.2

vr uNet wor kM BConpl i anceBy
Conmponent
.1.3.6.1.4.1.1357.1.1.1.2

vr uNet wor kM BConpl i anceBy
Conponent 2
.1.3.6.1.4.1.1357.1.1.1.3

vruNoti ficationsG oup
.1.3.6.1.4.1.1357.1.1.2.1

conponent Noti fi cati onsG oup
.1.3.6.1.4.1.1357.1.1.2.8

conponent Noti fi cati onsGroup
.1.3.6.1.4.1.1357.1.1.2.8

conponent Noti fi cati onsG oup2
.1.3.6.1.4.1.1357.1.1.2.10

vr uBEvent sG oup
.1.3.6.1.4.1.1357.1.1.2.2

conmponent Event sG oup
.1.3.6.1.4.1.1357.1.1.2.9

conmponent Event sG oup
.1.3.6.1.4.1.1357.1.1.2.9

conmponent Event sG oup2
.1.3.6.1.4.1.1357.1.1.2.11

notifyAl arm
.1.3.6.1.4.1.1357.1.2.2.1

not i f yAl ar nByConponent
.1.3.6.1.4.1.1357.1.2.2.9

not i f yAl ar nByConponent
.1.3.6.1.4.1.1357.1.2.2.9

not i f yAl ar nBy Conponent Ex
.1.3.6.1.4.1.1357.1.2.2.10

noti f yVruSt at eChg
.1.3.6.1.4.1.1357.1.2.2.2

not i f yConponent St at eChg
.1.3.6.1.4.1.1357.1.2.2.8

al rmLogVrul d
.1.3.6.1.4.1.1357.1.2.3.6.1.4

al r mLogConponent | d
.1.3.6.1.4.1.1357.1.2.3.6.1.11
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Types

There are two entries in the MIB which the SNM P manager is primarily concerned
with. The notification-type generates traps in response to an event occurrence (and
these traps are forwarded to the manager). While this entry cannot be directly
controlled by the manager, traps can alert the user to an instance that needs further
attention through other means. The object-typeis accessible to the manager within the
constraints of their assigned values as discussed in Access on page 44. Itisthese
variables that the manager can use to control or monitor the status of the MPS
systems.

Instance Identification

Direct Referencing

There are variablesin the Nortel Networks, Periphonics Enterprise MIB which can be
queried directly (that is, an instance does not have to be specified). A command can be
issued on the variable and its value will be returned by simply appending a .0 to the
object identifier (OID). These are termed scalar requests because no further instance
identification is required. See Getting a Value on page 48 for an example of this type
of transaction.

Table Referencing

Object values are sometimes maintained in tabular form in the enterprise MIB. This
most often occurs when specific locations or object identifications need to be
individually delineated. In cases such as this, tables can be built in the MIB through
sequencing of variables which act asindexes into the rows and columns of data (see
Appendix The Nortel Networks MPS uses the Periphonics Enterprise MIB. The
Periphonics Enterprise MIB isregistered with the |ANA and has been assigned the
number 1357. The Periphonics MIB OID is: on page 76). The variables themselves
that specify these indexes are not directly accessible. Instead, they act as a means of
indexing into the table to access the desired information for the specified location. The
combination of the variable and its index forms the object identifier (OID) for that
line.

The tables themselves are “built” in much the same fashion as a spreadsheet. When
the Nortel Networks MPS components subagent starts up, it determines, through the
use of proprietary APIs, the components that are present on the system and the
makeup of these components. It uses this topological configuration to assign the data
to and structure the tables. As stated previously, they may contain one or more
variables which act as indexes into the table. Values specific to thisindex will be
maintained in that row of the table. Since tables are built lexicographically (entries
ordered by their object identifiers), the get next command comes in handy by
allowing the manager to search through tables to find the desired data. Simply start
with the object name that defines the table (no instance is applicable in these cases)
and use the get next command: by repeating this command and substituting the
previous reply’s object and instance, you can iterate through the table until the desired

Page 46

Nortel Networks Confidential # P0607269 Ver: 1.1



MPS Functions and Administration

information is obtained. When the object name changes, you will know that you have
reached the end of the table you had been accessing.

Theget many command extracts all the datain the specified subtree at onetime. The
get t ab command displays blocks of data extracted from tables. In SNMPv2c, the
get bul k command can obtain large amounts of information by replicating several
get many requests at onetime. If more than one variable is used to index the table,
these instances will be appended one after the other, separated by periods.

If atableis“empty” (contains no data), the OID returned on arequest will be that of
the next lexicographical table variable that does contain data (even though that
returned value may not seem to apply to your original request).

For example, the vruTable is built from the following sequence of variables: vr ul d,
vr ul pAddr ess, vruDescr, vruLi neCnt,vruSpanCnt, vr uHost Cnt ,

vr uAdmi nSt at e, vruSt at e, andvr uSt at eLast Change. Thefirs variableis
aunique value that is used as an index into the table, and the remaining variables are
values associated with this index. Note that the vr uDescr variable has not been
implemented at the present time. Conceptually then, this table might look like this:

vruTable

vruld vrulp vru vru vru vru vru vru vru State

Address Desc Line Span Host Admin State Last
Cnt Cnt Cnt State Change
1 192.84. VRU1 48 2 1 other(1) | up(4) 07 cd 05
160.227 08 Oc 14

07 00
2 192.85. VRU2 48 4 1 other(1) | up(4) 07 cd 05
160.228 08 Oc 14

08 00

A get next request on thistable would return an OID including the instance in the
first column of the table. Depending on the variable queried, its value for that line
would also be returned. For example then, if get next nodenane vruTabl e
were sent by the manager, the agent would respond with vr ul pAddress. 1 =
192. 84. 160. 227, where. 1 istheinstance which identifies the VRU the
information is related to; the manager could then send get next nodenane

vr ul pAddr ess. 1 and would receivevr ul pAddress. 2 =

192. 85. 160. 228;issueget next nodenane vrul pAddr ess. 2 andreceive
areply of viruDesc. 1 = VRUL, and so on. The syntax shown is the default, where
nodenane would be the actual name of your management station, and thevr uDesc
variable is presently not used, but this example serves to show how indexing and
tableswork within SNMP. The manager could continue polling through the table until
the desired result(s) were obtained. If the exact index into the table were known, the
manager could use it to directly query the variable in question (i.e., get one
nodenane vruLi neCnt. 2 ==>vruLi neCnt.2 = 48). For afurther applied
example of indexing, see Setting a Value on page 49.
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SNMP Applied

Getting a Value

With these criteriain mind, the user can now manage the MPS using SNMP. For
instance, the overall basic structure of acommand line request, in general, might be as
follows. To specify that asingle MIB variable be queried, we would enter the
command get one. Next, we would stipulate the version of SNMP that we are using
(-v1or-v2c); theentry host nane would in actuality be the exact name of the
host on which the agent is located; the community is set to per i user (the manager
would set thisto per i adni n to allow for reading/writing permissions); the object or
objects being queried are listed last. Performing these actions resultsin the get one
command generating a get-request PDU containing all the Ol Ds stipulated for that
line. The get-request PDU is sent to the agent on the host namne entry. The
management station waits for a response from the agent. If no responseis received
within a specified time, the command times out. At this point, the request would have
to be reissued if an answer were still desired. Alternatively, the agent sends a get-
response PDU containing the values of the variable queried, along with the OID data
originaly issued on the command line. This result is then output at the command line
on the manager’s station. To illustrate, let’s say you want to know the maximum
number of alarms that may be logged into the alarm log table at one time. Using the
command line utilities, you would enter at the prompt on your management station the
following, which generates the get-request PDU:

getone -v1 hostname periuser alrmnmloghax.0

and the manager would receive the following command line output as a result of the
agent generating a get-response PDU:

al rmLogMax. 0 = 1024

The numerical value shown aboveisthe default value. Also, notethat theinstance. 0
must be included with all scalar requests: if this request were being made on atable,
and the index into the table were known, you would then enter that datain place of the
zero.

By default, the PERIsnmp package has been set up so that your command line
requests will consist simply of the command, the hostname, and the variable:

get one host nane al rmLoghax. 0

Remember that other arguments can be added to or deleted from the environment
variables, which will then affect that syntax of your command line input. Unless these
variables have been edited by the user, the above example should be sufficient. For
additional, related information, see Environment Variables on page 22.
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Setting a Value

Setting avaluein avariableis similarly executed. For instance, if you wished to start
an application on a particular line, you would enter the following command line at the
prompt:

setany -v1 hostname periadnmin |ineAppAdninState. 2.1
-i startapp

and the manager would receive the following result:
i neAppAdni nState. 2.1 = startapp(2)

Asin the previous example, we have specified that asingle MIB variable be
addressed, using SNMPv1 (this could instead be -v2c); the entry host nane would
in actuality be the exact name of the host on which the agent is located; the
community isset to per i adni n to alow for reading/writing permissions; and the
object to be set islisted next. In this case, the numerical representation appended to
thevariable (. 2. 1) dictates that line number one on MPS number two be addressed
(sincethevariables!| i neVrul d and| i nel d act asindexes into the object
lineTable). Theentry - i indicates that the item that follows has an integer value,
though for ease of use to the manager it is represented in atextual format: it showsthat
the manager wishes to start an application on the indicated line and MPS. The agent
sends a get-response PDU indicating the location and value of the variable that was
set. This tells the manager that the execution to start an application on MPS 2, line 1
was successful.

By default, the PERIsnmp package has been set up so that your command line
requests will consist simply of the command, the hostname, the variable, the variable
type, and the value:

setany hostnanme |ineAppAdninState.2.1 -i startapp

Remember that other arguments can be added to or deleted from the environment
variables, which will then affect that syntax of your command line input. Unless these
variables have been edited by the user, the above example should be sufficient. For
additional, related information, see Environment Variables on page 22.

Viewing Traps

As stated previously (see trap on page 9), traps are unsolicited messages sent from the
agent to the manager in the event of unexpected internal conditions within the MPS
system. These traps can consist of SNMPv1-defined events aswell as enterprise-
specific events (see Protocol on page 6). These enterprise-specific traps are
predefined, and include notifications of alarms generated by the MPS system (for
definitions of these traps, see Events Group Natifications Subtree on page 51).
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In order for thenot i f yAl ar mBy Conponent Ex trap to be generated and
forwarded to the management station, the al ar nmd process must be running on the
MPS node (each node contains one al ar nd daemon). To verify that the nodeis
connected to the al ar nd daemon, enter al ar mat any command line. You should
receive aresponse similar to the one that follows to indicate you are connected:

<<< alarm Connected to [al arnd#comon. 0, gen/
pcl05r @c105r: 1034] >>>

To view traps, enter thet r apr cv command at the command line of any management
station designated to receive traps (for related information, see Configuring
snmpd.cnf on page 25). If more than one station has been so configured, the traps
generated at all nodes which included a particular management station during the
configuration will be viewable at that station.

No more than onet r apr cv process should be started per management station.

For example, if node A, node B, and node C are all configured to receive traps, but
node A also hasthe IP addresses for nodes B and Cinitssnnpd. cnf file, then those
two nodes will also receive traps generated by node A. Initidly, thet r apr cv
window will display the prompt Wai ti ng for traps. until trapsare generated.

To verify that both commands are working properly:

e Leaveboththeal ar mandt r apr cv command windows open.
e Stop and start SRP on the node that you wish to check.

Issuethecommands / et ¢/ r ¢3. d/ S20vps. startup stop and
/etc/rc3.d/ S20vps. startup start inorder.

Stop and startthe Nort el Networks Startup Serviceinthe
Control Panel—Services window (for generalized information on stopping
and starting services, see Windows 2000 Systems on page 18).

e You should see dlarms generated in the al ar mwindow, followed
immediately thereafter by traps being generated inthet r apr cv  window.
You can then close, minimize, or leave the windows open. Alarms and traps
continue to be generated no matter what the condition of the respective
window.

Starting and stopping SRP may have other consequences regarding your system.
Be aware that running this test may affect overall system performance.

All other predefined enterprise-specific traps will be generated as they occur. For
additional information regarding starting and stopping SRP and using system
Services, see the System Operator’s Guide for the appropriate operating system.
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The MIB Applied

Subtrees

There are several subtreesin the MIB that can be used to monitor and/or control the
MPS network, and each contains variables particular to certain aspects of the network.
In this section each subtree is defined generically, and any variables that have been
implemented and which fall into the monitor/control disposition are discussed further.
In addition, those variables used asindexesinto tables are also identified. The OID for
each variable is provided for further consideration. For a complete definition of the
MIB, see Appendix The Nortel Networks MPS uses the Periphonics Enterprise
MIB. The Periphonics Enterprise MIB isregistered with the |ANA and has been
assigned the number 1357. The Periphonics MIB OID is: on page 76.

Events Group Notifications Subtree

Definestraps that are sent to network management stations. These traps are generated
by the MPS agent directly and sent to the manager. As aresult the manager could, for
example, write a script that runs when atrap isreceived (i.e.

noti f yAl ar mByConponent causes script to run that pages the network
administrator).

Variable (][] Condition

noti fyLi neAppSt at eChg .1.3.6.1.4.1.1357.1.2.2.3 This trap is forwarded when an
application associated with a
VRU line changes state.

not i f ySpanSt at eChg .1.3.6.1.4.1.1357.1.2.2.4 This trap is forwarded when a
VRU span changes state.

not i f yHost St at eChg .1.3.6.1.4.1.1357.1.2.25 This trap is forwarded when a
VRU host changes state.

noti f yLuSt at eChg .1.3.6.1.4.1.1357.1.2.2.6 This trap is forwarded when a
VRU host LU changes state.

not i f yTopol ogyChg .1.3.6.1.4.1.1357.1.2.2.7 This trap is forwarded when a
VRU network object topology
status changes.

not i f yConponent St at eChg .1.3.6.1.4.1.1357.1.2.2.8 This trap is forwarded when a
network component changes
state.

notifyAl arnmByConponent Ex  .1.3.6.1.4.1.1357.1.2.2.10  This trap forwards alarms
generated by an exceptional
condition occurring in a
component in the MPS
network, and includes the IP
address of the component
generating the alarm.
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G:f? Although the abjectsnot i f yAl ar mnoti f yAl ar nByConponent , and
noti f yVr uSt at eChg are still present in the MIB, each has a status of deprecated
and is no longer supported.

Component Events Alarms Subtree

Defines the component alarms that are recorded (through the

noti f yAl ar By Conponent trap) and the number of alarms that are kept. The
variables described (other than indexing variables) are al of monitor (read-only)
status. Requests on the table in this subtree must include the instance identification
provided by al r n_ogl dx.

If the Nortel Networks M PS components subagent is stopped and restarted for
any reason, the contents of theal r nLogTabl e iscleared.

CE? The connection, or lack thereof, between the MPS components subagent and
-~ J al ar ned will affect the alarms actually recorded inthe al r nLogTabl e.

Variable OID Condition

al r mLogMax .1.3.6.1.4.1.1357.1.2.3.4 Specifies the maximum number of
alarms that may be logged into
the alarm log table at one time.
When this number is reached, the
initial alarms will be deleted as
new ones are added.

al r mLogNunber .1.3.6.1.4.1.1357.1.2.3.5 The current number of log entries.

al r mLogl dx .1.3.6.1.4.1.1357.1.2.3.6.1.1 Serves as an index into
al r mLogTabl e, and is a number
between 1 and al r mLogNunber
(inclusive).

al rmLogSeverity .1.3.6.1.4.1.1357.1.2.3.6.1.2 Integer describing how severe the
alarm is. The higher the value, the
higher the severity; a value of 0
indicates that no severity has
been assigned.

al r mLogCode .1.3.6.1.4.1.1357.1.2.3.6.1.3 Code assigned to identify the
alarm.
al rmLogLi nel d .1.3.6.1.4.1.1357.1.2.3.6.1.5 The phone line associated with

the alarm; a value of 0 indicates
no phone line.

al rmLogHost | d .1.3.6.1.4.1.1357.1.2.3.6.1.6 Identifies the host associated with
the alarm; a value of 0 indicates
no host association.

al r mLogPr ocNane .1.3.6.1.4.1.1357.1.2.3.6.1.7 The name of the process that
generated the alarm.

al rmLogMessage .1.3.6.1.4.1.1357.1.2.3.6.1.8 A textual message describing the
alarm that occurred.
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Variable

OID

Condition

al rmLogTi ne

1.3.6.1.4.1.1357.1.2.3.6.1.9

The time that the alarm was
generated.

al r mLogConponent
Type

1.3.6.1.4.1.1357.1.2.3.6.1.10

Component type that generated
the alarm.

al r mLogConponent
I d

1.3.6.1.4.1.1357.1.2.3.6.1.11

Component identifier of the
component that generated the
alarm.

al r mLogConponent
| pAddr ess

1.3.6.1.4.1.1357.1.2.3.6.1.12

IP address of the component
which generated the alarm.

Although the object al r mLogVr ul d isstill present in the MIB, it has a status of
deprecated and is no longer supported.

The component type name and its corresponding component type ID can both be
determined by accessing the objects in the Component Type Table (see page 60).
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VRU Subtree

Defines the parameters of the VRU system. The variables can both monitor and
control the VRU. Requests on the table in this subtree must include the instance
identification provided by vr ul d.

Variable OID Condition

Index vruld .1.3.6.1.4.1.1357.1.3.1.1  The VRU number assigned
to a particular VRU. This
number is unique within the
VRU network, and is used
as an index into vruTabl e.

Monitor ~ vrul pAddress .1.3.6.1.4.1.1357.1.3.1.2 VRU network IP address.

vruLi neCnt .1.3.6.1.4.1.1357.1.3.1.4  Number of physical phone
lines on the system.

vr uSpanCnt .1.3.6.1.4.1.1357.1.3.1.5 Number of spans on the
system. Also indicates
number of rows in the
spanTabl e for the VRU.

vr uHost Cnt .1.3.6.1.4.1.1357.1.3.1.6  Number of hosts defined for
the system. Also indicates
number of rows in the
host Tabl e for the VRU.

vruSt at e .1.3.6.1.4.1.1357.1.3.1.8  The current status of the
VRU entity.

vruSt at eLast Change .1.3.6.1.4.1.1357.1.3.1.9 Date and time the VRU
entity last changed state.

Control  vruAdni nState .1.3.6.1.4.1.1357.1.3.1.7  Allows the network manager
to bring the VRU system up
or down.

Theabjectsvr ul d, vrul pAddr ess, vruSt at e, andvr uSt at eLast Change,
though still supported, are similarly represented by the objects conponent | d,
conponent | pAddr ess, conponent St at e, and
conponent St at eLast Change, respectively, when the component is an MPS,
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Line Subtree

Defines the parameters of the lines on the system. The variables can both monitor and
control the lines. Requests on the table in this subtree must include the instance
identification provided by both | i neVrul d and | i nel d.

Variable

OoID

Condition

Indexes |ineVruld

.1.3.6.1.4.1.1357.1.4.1.1

Identifies the VRU that
the phone line is
associated with.
Serves as the initial
index into | i neTabl e.

lineld

.1.3.6.1.4.1.1357.1.4.1.2

Identifies the line
number of this phone
line, and serves as the
second index into

| i neTabl e.

Monitor | i neType

.1.3.6.1.4.1.1357.1.4.1.3

Specifies whether the
line is a logical or
physical phone line or
whether this is
unknown. A value of
unknown indicates that
the agent is unable to
connect to the VRU to
determine the line type.

| i neProtocol

.1.3.6.1.4.1.1357.1.4.1.4

A value which indicates
the set of protocols the
phone line supports,
presented as a sum.

lineState

.1.3.6.1.4.1.1357.1.4.1.5

Current state of the line.
A value of unknown
indicates that the agent
is unable to connect to
the VRU to determine
the line state. A logical
line will always have a
value of unknown.

| i neAppOverl ay

.1.3.6.1.4.1.1357.1.4.1.7

The name of the
application linked to the
line.

| i neAppSt at e

.1.3.6.1.4.1.1357.1.4.1.9

Current state of the
application assigned to
the logical line.

| i neAppSt at eLast

.1.3.6.1.4.1.1357.1.4.1.10

Date and time the

Change current application
assigned to the line last
changed state.

| i neAppCf gLast .1.3.6.1.4.1.1357.1.4.1.11  Date and time of last

Change application configure or

unconfigure on the line.
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Variable

OID

Condition

Control | i neAppNane

.1.3.6.1.4.1.1357.1.4.1.6

The name of the
application currently
assigned to the line,
which will be returned
by any response PDU
on this object. This
variable can only be set
by setting

I'i neAppAdni nSt at e
to assign and this
object to the application
name.

I i neAppAdmi nSt at e

.1.3.6.1.4.1.1357.1.4.1.8

Allows the network
manager to set the
desired state of the
application.

Span Table Subtree

Defines the parameters of the spans on the system. The variables described (other
than indexing variables) are all of monitor (read-only) status. Requestson thetablein
this subtree must include the instance identification provided by both spanVr ul d

and spanl d.
Variable oID Condition
spanvrul d .1.3.6.1.4.1.1357.1.5.1.1 Identifies the VRU that the span is
associated with. Serves as the
initial index into spanTabl e.
spanl d .1.3.6.1.4.1.1357.1.5.1.2 Identifier of this span, and serves

as the second index into
spanTabl e.

spanLi nel dSt art

1.3.6.1.4.1.1357.1.5.1.3

Line identification of the first line in
the span.

spanLi neNunber

1.3.6.1.4.1.1357.1.5.1.4

Number of lines in the span.

spanEnabl ed

1.3.6.1.4.1.1357.1.5.1.5

Indicates whether span is enabled
or disabled.

spanSt at e

1.3.6.1.4.1.1357.1.5.1.6

Current state of the span.

spansSt at eLast Change

1.3.6.1.4.1.1357.1.5.1.7

Date and time the span last
changed state.
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Applications Subtree

Describes the applications associated with the VRU entity. Two variables are used for
monitoring these conditions. Reguests on the table in this subtree must include the
instance identification provided by both appVr ul d and appNane.

Variable

OID

Condition

appVrul d

1.3.6.1.4.1.1357.1.6.1.1

VRU that the application has been assigned to.
Serves as the initial index into appTabl e.

appNane

1.3.6.1.4.1.1357.1.6.1.2

The name of an the application that can be
assigned to the VRU. Serves as the second
index into appTabl e.

appOpt i ons

1.3.6.1.4.1.1357.1.6.1.4

The options that are used during application
startup.

appLi neCnt

1.3.6.1.4.1.1357.1.6.1.5

The number of lines the application is currently
assigned to.

Applications Stats Subtree

Describes the application statistic associated with an application. Two variables are
used for monitoring only. Requests on the table in this subtree must include the
instance identification provided by both appSt at sVr ul d and appSt at sNane.

Variable

OID

Condition

appSt at svrul d .1.3.6.1.4.1.1357.1.7.1.1  VRU that the application statistic is

associated with. Serves as the initial
index into appSt at sTabl e.

appSt at sNane

.1.3.6.1.4.1.1357.1.7.1.2  Terminology which identifies this

application statistic. Serves as the
second index into the
appSt at sTabl e.

appsSt at sVal ue .1.3.6.1.4.1.1357.1.7.1.3  An application stats’ value, which is

gathered in 15 minute intervals.

appSt at sLast Change .1.3.6.1.4.1.1357.1.7.1.4 Date and time when the application

stat was recorded.

# P0607269 Ver: 1.1 Nortel Networks Confidential Page 57



Simple Network Management Protocol in the MPS Environment

Host Subtree

Describes and defines the parameters of the host associated with the VRU entity. The
variables can both monitor and control these parameters. Reguests on thetable in this
subtree must include the instance identification provided by both host Vr ul d and
host 1d.

Variable OID Condition

Indexes host Vruld .1.3.6.1.4.1.1357.1.8.1.1 Identifies the VRU that the
host is associated with.
Serves as the initial index into
host Tabl e.

host | d .1.3.6.1.4.1.1357.1.8.1.2 Identifier of this host, and
serves as the second index
into host Tabl e.

Monitor  host LuCnt .1.3.6.1.4.1.1357.1.8.1.4 Number of LU’s defined for
the host. Also indicates the
number of rows in the
| uTabl e for the host.

host Pr ot ocol .1.3.6.1.4.1.1357.1.8.1.5 Protocol which is used for
host communication.

host Medi a .1.3.6.1.4.1.1357.1.8.1.6 Media used for
communicating with the host.

host St at e .1.3.6.1.4.1.1357.1.8.1.9 Current state of the host.

host St at eLast .1.3.6.1.4.1.1357.1.8.1.10  Date and time host last
Change changed state.

Control host AdninState .1.3.6.1.4.1.1357.1.8.1.8 Allows the network manager
to set the desired state of the
host for hardware based hosts
only (when host Medi a=
har dwar ebased).
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LU Subtree

Describes and defines the parameters of the LUs associated with the system. The
variables described are al of monitor (read-only) status. Reguests on the tablein this
subtree must include the instance identification provided by the variables| uVr ul d,

| uHost 1 d,and | ul d.

Variable OID Condition

| uvruld .1.3.6.1.4.1.1357.1.9.1.1 Identifies the VRU that the LU is
associated with. Serves as the initial
index into | uTabl e.

| uHost | d .1.3.6.1.4.1.1357.1.9.1.2 Identifies the host that the LU is
associated with. Serves as the
second index into | uTabl e.

luld .1.3.6.1.4.1.1357.1.9.1.3 Identifier of this LU, and serves as the
subsequent index into | uTabl e.

| uPool Name .1.3.6.1.4.1.1357.1.9.1.5 Pool name that the LU is assigned to.

| uState .1.3.6.1.4.1.1357.1.9.1.6  Current state of the LU.

| uSt at eLast Change

1.3.6.1.4.1.1357.1.9.1.7

Date and time LU last changed state.
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Components Subtree

This subtree contains two tables that describe and define the components and their
presence on the MPS network.

Component Type Table

Definesal the known component types. Reguests on the read-only object in thistable
must be made using the instance identification provided by the variable

conponent Typel d.

Variable (][]

Condition

conponent Typel d

.1.3.6.1.4.1.1357.1.10.1.1.1

Identifier for the component type.

Acts as the index into
conponent TypeTabl e.

conponent TypeNane

.1.3.6.1.4.1.1357.1.10.1.1.2

Common name of the component
type.

Component Table

Defines and describes all the components on the system that the agent has identified.
Requests on the read-only variables in this table must include the instance
identification provided by the variables conponent Type and conponent | d.

Variable

OoID

Condition

conponent Type

1.3.6.1.4.1.1357.1.10.3.1.1

Identifies the component
type. Acts as the initial index
into conponent Tabl e.

conponent | d

1.3.6.1.4.1.1357.1.10.3.1.2

Identifier of the component,
and the second index into
conmponent Tabl e.2

conponent | pAddr ess

1.3.6.1.4.1.1357.1.10.3.1.3

IP address of the
component.

conmponent St at e

1.3.6.1.4.1.1357.1.10.3.1.4

Current state of the
component.

conmponent St at eLast
Change

1.3.6.1.4.1.1357.1.10.3.1.5

Date and time the
component last changed
state.

a. To avoid possible problems, each component of a specific type on a particular
network must be assigned a unique component ID.

The objectsconponent | d, conponent | pAddr ess, conponent St at e, and
conponent St at eLast Change will contain the same data as the objectsvr ul d,
vrul pAddr ess,vruSt at e, andvr uSt at eLast Change, respectively, when

the component isan MPS.
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Mappings

This chapter provides the SNMP manager a cross-reference to tools and functions
availablein PeriView that will accomplish the same or similar results discussed earlier
in generic terms for utilizing the Periphonics enterprise MIB (see Chapter This
chapter discusses, in generic terms, the functionsthat can be controlled and
monitored using SNMP in the MPS environment. These functions generally fall
into the administrative and maintenance categories. The user isdirected to the
Nortel Networks, Periphonics Enterprise MIB (hereafter simply called MIB)
variables that are monitored only, those that can be both monitored and controlled,
and those that act as indexes into tables within the MIB. In addition, notifications
generated by the agent and sent to the manager for disposition are also discussed.
For a detailed description of each variable and its associated data, see Appendix
The Nortel Networks MPS uses the Periphonics Enterprise MIB. The Periphonics
Enterprise MIB isregistered with the ANA and has been assigned the number
1357. The Periphonics MIB OID is. on page 76. on page 42). It is not meant as a
learning guide or instructional tool in the use of PeriView. The chapter isformatted in
enterprise MIB group order for ease of use by the manager, and includes only those
variables for which an analogous PeriView function exists. For definitions of
individual MIB objects, refer to the applicable table in The MIB Applied on page 51.
For adetailed view of this MIB, see Appendix The Nortel Networks MPS uses the
Periphonics Enterprise MI1B. The Periphonics Enterprise MIB isregistered with the
IANA and has been assigned the number 1357. The PeriphonicsMIB OID is. on
page 76. For specific controls and functions beyond those discussed here, and amore
detailed explanation and graphical representation of PeriView usage (including
instructions on accessing tools and windows), refer to the PeriView Reference
Manual.

MIB-II

While the intention of this chapter is to provide information particular to Periphonics
MPS product, there are afew items that fall within the parameters of the system
portion of MIB-I1 that may be of interest to the user. These variables are used to
describe in strictly textual form certain aspects of the MPS system. They are
sysDescr, which describestheworkstationin use; sysLocat i on, whichindicates
the physical location of the workstation; sysNane, which is atextual description of
the MPS network; and sysCont act , which givesinformation pertaining to personal
contact available with regard to the station.
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Enterprise MIB

Events Group Notifications Subtree

This group defines the traps sent to the network management station. Traps are
analogous to alarmsin PeriView. As such, particular objects themselves are not
directly supported by PeriView, but there are certain indications in PeriView that can
be tied into the issuance of atrap. They are asfollows:

This MIB Object is analogous
to...

This representation...

In this PeriView tool.

not i f yAl ar nByConponent Ex2

Alarm Icon

Alarm Viewer

not i f yConmponent St at eChg
b

1)MPS, OSCAR icons
(change in color).

2) MPS icons (change in
color).

3) Failure of graph to update,
or beeping/flashing graph
icon.

1) Tree

2) APPMAN

3) Line Status (also displayed in Tree).

noti fyLi neAppSt at eChg®

Application icon (change in
color).

APPMAN (also displayed in Tree)

not i f ySpanSt at eChgd

Span state symbology
(change of symbol).

Span Status (also displayed in Tree)

not i f yHost St at eChg®

Host state symbology
(change of symbol).

Host Status

noti fyLuSt at eChgf

VT state symbology (change
in symbol). VTs in PeriView

are equivalent to LUs in MIB.

Host Status (when indexed by VT).

a. The alarms themselves are detailed and defined in the Component Events Alarms Subtree (see Component
Events Alarms Subtree on page 63).

b. Generated when a change in either vr uSt at e (see vr uSt at e on page 66) or conponent St at e (see

conponent St at e on page 73) is detected. Both vr uSt at e and conponent St at e will contain the same data

for MPSs.

~0Qo

Generated when a change in | i neAppSt at e is detected (see | i neAppSt at e on page 67).
. Generated when a change in spanSt at e is detected (see spanSt at e on page 69).
. Generated when a change in host St at e is detected (see host St at e on page 71).

Generated when a change in | uSt at e is detected (see | uSt at e on page 72).

Component Events Alarms Subtree

This group describes the aspects of component generated alarms and the parameters
for maintaining them in the database, and the Periphonics enterprise MIB variables
shown below are used to define specifically the contents of the
noti f yAl ar nrByConponent Ex trap (seenot i f yAl ar nrBy Conponent Ex on
page 63). Most of the Periphonics enterprise MIB variablesin this group have
comparable indications in the PeriView Alarm Viewer. The following illustration
shows a suitably configured file displaying typical entries containing information
analogous to each of the MIB variables.
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@ Alarm Viewer [ No Filter | =

Alarm Viewer

Xm| Arrival Time | Humber | Counts || Severity | Source |[B/Node|| Line | Host |
X[ Thu Sep 18,2003 11:03:47 [ 02040 | 6  [fa " consaled mps |0 o
|1 11:11:41[ 00001 | 2 | nfo sp jmps |0 10
X[ M| AR 12012 | 2 e sm mps [0 o
XM Thu Sep 18, 2003 11:11:24 |_ 12001 1 | warning  srp Imps il 0

[ ] alarm Messages

ime: Thu Sep 18 11:11:24, Fram =srp=, Alarm Mumber [12001], Source: comman:i
[ Linest 0, HostE 0, Severity Class: warning, Component: comman, Mode: mps )
larm Message:
nriod#camman. 0iMPS: DOV (pid: 15968, exit code: 15) - restarting

s Total Murmber of Displayed Alarmng; [1] s

Using the first entry of the preceding illustration as an example, we can compare the
variablesto their equivalent PeriView representations. PeriView alarms are
predefined, and information for each is stored in the alarm database.

e« alrmLogSeverity: Indication of how severe an alarm is considered. There
are three severity types - Info, Warning and Alarms.

e al rmLogCode: Individua code assigned to particular alarms. The example
entry showsthisat 21410.

e al rLogLi nel d: The phone line associated with the alarm. In the MIB, if no
lineis associated, the valueis set to 0. In the PeriView illustration, the line
identification is defined under the Li ne 10 entry. In this case, no entry would
exist if no phone line were associated with the alarm.

Note that the line numbersin PeriView areindicative of thelogical line with which the

physical lineis associated. For additional information pertaining to this logical-to-
physical line mapping, refer to the PeriView Reference Manual.
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e al rmLogHost | d: Identifiesthe host associated with the alarm. The MIB hasan
assigned value of 0 for this variable if no host isrelated to the alarm. For
PeriView, the entry Host 1, for example, would indicate the host association.
This entry would appear in the same location as (but instead of) the line
identification cited above. All other associated data in the alarm would likewise
change. Should no host be associated with the alarm, no entry would be made.

e al rimLogPr ocNane: The name of the process that generated the alarm. Thisis
indicated in bracketsin the example as <ccnp.

e al rmLogMessage: A textual description of the alarm. In PeriView, thisis
carried on the second and subsequent line of each entry made.

e al rmLogTi ne: The date and time that the alarm was generated. In the example
illustrated, thisis shown by theinitial entry Tue Sep 17 11: 36: 43.

e al rmLogConponent Type: Identifiesthe component that generated the alarm.
The example above indicates that a MPS generated the alarm. Had another
component generated the alarm, it would be identified at the same location.

e al rmLogConponent | d: Component identifier of the component that
generated the alarm. In the example thisis the number 6 following MPS (the
component type) in the entry MPS 6.

All of these variables are also viewable in the Alarm Viewer. However, the Alarm
Viewer window shows live dlarms, which are added to the Alarm Log File asthey are
generated.
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VRU Subtree

Defines the parameters of the VRU system. In the PeriView environment, thisis
represented by the MPS system. The MIB variables and their PeriView counterparts
areasfollows:

This MIB Object is
analogous to...

This representation...

In this PeriView tool.

vrul d 1) Listed under current MPS 1) vsh vhman
number.
2) Number after colon in MPS | 2) APPMAN, Line Status, Host Status, Alarm Filter, MPS
identification Control Center, Span Status, Tree
vr uLi neCnt 1) Total sum of represented 1) Line Status Graph (with vertical axis lines set to
states. absolute).
2) Sum of physical phone line 2) Line Status window.
icons; cursor placement over
last physical phone line icon
(line number representation);
line number representation in
right margin.2
3) Line count. 3) vsh Phone Line Status report (system-wide).b
vr uSpanCnt Quantity of indicated spans. Span Status (also displayed in Tree)
vr uHost Cnt Quantity of indicated hosts. Host Status
vruSt at e 1) MPS icons (color of). 1) APPMAN, Tree

2) MPS state symbology (type
of symbol).

2) Span Status and Host Status (also displayed in Tree)

vr uSt at eLast Change

Time and date stamp in report
of MPS command line.

vsh SRP Status and SRP Group Status reports.

. Second and third items assume all applicable rows of table are completely covered with physical phone line
icons; otherwise, appropriate adjustments should be made. Note that although this icon represents a physical
line, the line numbers in the table are indicative of the logical line with which the physical line is associated. For
additional information pertaining to this logical-to-physical line mapping, refer to the PeriView Reference
Manual.

. The quantity of lines shown in the report is indicative of the total number of physical phone lines on the system.
However, the actual phone line number indicated at each entry within the body of the report is the logical phone
line location on the MPS. Though the physical-to-logical phone line mapping is most often on a one-to-one
basis, it should not be assumed that the report line numbers indicate the actual location of the physical phone
line on the MPS. For additional information, refer to the PeriView Reference Manual.

. Any change to this particular data is analogous to one of the reasons for the not i f yConponent St at eChg
trap being generated (see not i f yConponent St at eChg on page 63).

. The time displayed in the report differs by a few seconds from the actual time the change took place. This is
due to the delay between the time the report is initiated (data queried) and the time the data is received by the

management station.
Line Subtree
Defines the parameters of the lines on the system. Thisis handled in PeriView through

the tools and windows that follow.

The representation of lines shown in PeriView isindicative of the physical phonelines
on the system. However, the actual phone line number indicated at each entry isthe
logical phone line location on the MPS. Though the physical-to-logical phone line
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mapping is most often on a one-to-one basis, it should not be assumed that the line
numbers indicate the actual location of the physical phone line on the MPS. For
additional, specific information, please refer to the PeriView Reference Manual.

This MIB ObjteOCt is analogous This representation... In this PeriView tool.
linevVruld 1) MPS number at 1)vsh SRP Status report.
command line request.
2) Listed as MPS at 2) vsh CCM Status report.
command line prompt.
3) Number after colon in 3) APPMAN, Span Status,
MPS identification Host Status, Line Status,
Tree
lineld 1) Listed under LI NE 1) vsh SRP Status report.
column.
2) Listed in body of reportby | 2) vsh CCM Status report.
line number.
3) Listed in windows by line | 3) APPMAN, Line Status
number.
I i neType Phone line icon. APPMAN, Tree
lineState Listed in body of report next | vsh CCM Status report;
to line number. Activity Monitor CCM Status
graphs.
I i neAppNane 1) Textual representation of | 1) APPMAN
application name and line
number.
2) Textual representation of | 2) APPMAN, Span Status,
application name with Host Status (when indexed
corresponding unique color | by line), Tree
resident on phone lines to
which it applies.
I i neAppOverl ay Not directly correlated on a Linked APP graph.
per line basis: linked
applications are displayed in
this tool on a per-
component basis.
| i neAppAdni nSt at e Window names imply the APPMAN
functions managed by these
tools.
| i neAppSt at e? 1) Phone line icon (by 1) APPMAN, Tree
color).
2) Presence or absence of 2) Span Status
applications listed on phone
lines shown.
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This MIB Object is analogous

to This representation... In this PeriView tool.

| i neAppSt at eLast Change | Application name listed in vsh SRP Status report.

right-most column, use time
and date stamp in report.b

| i neAppCf gLast Change Entry under STATE of vsh SRP Status report.

RUNNI NG indicates
configure, EXI TEDindicates
unconfigure; use time and
date stamp in report.©

a. Any change to this particular data is analogous to the reason for the

not i fyLi neAppSt at eChg trap being generated (see
not i fyLi neAppSt at eChg on page 63).

. The time displayed in the report differs by a few seconds from the actual time the

change took place. This is due to the delay between the time the report is initiated
(data queried) and the time the data is received by the management station.

. The results of the SRP Status Report are generated at the time the report is called

by the user. Each time the user repeats the procedure, a new set of data is
generated. By using the scroll bar along the right side of the screen, comparisons
can be made amongst the reports generated. By leaving the screen active and
generating reports by choice, a running tabulation can be kept, and the above
information extrapolated, for the applications (for example the addition or deletion of
applications can be determined).
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Span Table Subtree

Defines the parameters of the spans on the system. These parameters are all displayed
by PeriView in the Span Status tool.

Theline numbersin PeriView areindicative of thelogical line with which the physical
line isassociated. For additional information pertaining to this logical-to-physical line

mapping, refer to the PeriView Reference Manual.

This MIB Object is

This representation... In this PeriView tool.
analogous to...
spanVrul d Number after colon in MPS Span Status.
identification
spanl d Listed by span name. Span Status.
spanLi nel dSt art First number under Li ne Span Status.
Range next to each span
listing.
spanLi neNunber Number of lines listed under | Span Status.

Li ne Range. This
information becomes
cumulative when more than
one span exists: simple
mathematics for those
spans above the first will
yield the desired result.
Alternatively, add up number
of lines per span shown in

Li nes: field.

spanEnabl ed Span state symbology (type | Span Status.
of symbol).

spanSt at e? Span state symbology (type | Span Status.
of symbol).

a. Any change to this particular data is analogous to the reason for the
not i f ySpanSt at eChg trap being generated (see not i f ySpanSt at eChg on

page 63).
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Applications Subtree

Describes the applications that are associated with aVVRU. PeriView APPMAN
functions handl e the anal ogous relationships to this.

Note that the line numbersin PeriView areindicative of thelogical line with which the
physical lineis associated. For additional information pertaining to this logical-to-
physical line mapping, refer to the PeriView Reference Manual.

This MIB Object is
analogous to...

This representation...

In this PeriView tool.

application name and line
number. Quantities of each
application assignment can
be counted up.

2) Textual representation of
application name with
corresponding unique color
resident on phone lines to
which it applies. Quantities
of each application
assignment can be counted

up.

3) Sum of all states of
application shown.

appVrul d Number after colon in MPS APPMAN
identification.

appNane 1) Textual representation of 1) APPMAN
application name.
2) Textual representation of 2) APPMAN, Span Status,
application name with Host Status
corresponding unique color.

appOpti ons Options listed when APPMAN, Application
launched from an Configuration
application object.

appLi neCnt 1) Textual representation of 1) APPMAN

2) APPMAN (configurations
only) Host Status(when
indexed by line).

3) Line Status bar graph (set
to Absolute and launched on
an application object).
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Applications Stats Subtree

Describes the application statistic associated with an application. In PeriView, this
datais presented in the form of an application report through the PeriReporter Tools.
These tools generate user-defined application and system reports. For detailed
information on using these tools, refer to the PeriReporter User’s Guide.

This MIB Object is . . In this
This representation... S
analogous to... PeriView tool.

appSt at svVrul d Can be identified by checking the column | PeriReporter.
mapping menu.

appsSt at sName Defined at top of each column. PeriReporter.

appSt at sVal ue Listed in column(s) if application statistics | PeriReporter.

is selected in the Data Mapping window.

appSt at sLast Change Shown in Date column of report based on | PeriReporter.
date and time constraints set up in
Schedule Statistics Report tool.

Host Subtree

Describes and defines the parameters of the host associated with the VRU. In
PeriView, thisis accomplished in the Host Status tool. The MIB variables and their
PeriView counterparts are discussed below.

This MIB Object is

This representation... In this PeriView tool.
analogous to...
host Vrul d Number after colon in MPS Host Status
identification
host I d Listed by host name. Host Status
host LuCnt Symbology when tool is indexed by Host Status

VT (PeriView identifies LUs as VTs).
Count up the number of symbols in
the VTs: field other than that of

unassigned.
host Pr ot ocol The tool has a specific entry for this. Host Status
host St at e? Host state symbology (type of Host Status
symbol).

a. Any change to this particular data is analogous to the reason for the
not i f yHost St at eChg trap being generated (see not i f yHost St at eChg on

page 63).

LU Subtree

Describes and defines the parameters of the LUs associated with the system. PeriView
eguates LUs with VTs. The status of LUs can be determined in PeriView through the
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use of the Host Statustool. The tool must be indexed by VT to access thisinformation.

This MIB Object is
analogous to...

This representation...

In this PeriView tool.

| uvrul d Number after colon in MPS Host Status
identification

| uHost I d Host name selected. Host Status

luld Numbers along right side of | Host Status
tool adjacent to symbolic
representation of VTs.

| uSt at e? VT state symbology (type of | Host Status

symbol) in VTs: field.

a. Any change to this particular data is analogous to the reason for the
not i f yLuSt at eChg trap being generated (see not i f yLuSt at eChg on page 63).
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Components Subtree

This subtree contains two tables that describe and define the components and their

presence on the MPS network.

Component Type Table

Theonly MIB abject in this table that has a comparable representation in PeriView is
conponent TypeNarme. This object contains the common noun name (acronym)
associated with each component type (for example, MPS and OSCAR).

Component Table

This table defines and describes all the components on the network that the SNMP

agent knows about.

This MIB Object is analogous
to...

This representation...

In this PeriView tool.

conponent | d

Number after colon in
component identification

APPMAN, Line Status,
Span Status, Host Status,
MPS Control Center, Alarm
Filter, Tree

component St at e?

1) MPS, OSCAR icons
(color of icon).

2) MPS icon (color of
icon).

3) MPS icons (color of
icons).

4) MPS state symbology
(type of symbol).

1) APPMAN, Tree

2)APPMAN

3)APPMAN

NA

conponent St at eLast Change

Time and date stamp in
report of component
command line.P

vsh SRP Status and SRP
Group Status reports.

a. Any change to this particular data is analogous to the reason for the
not i f yConponent St at eChg trap being generated (see
not i f yConponent St at eChg on page 63).
b. The time displayed in the report differs by a few seconds from the actual time the
change took place. This is due to the delay between the time the report is initiated
(data queried) and the time the data is received by the management station.
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The Nortel Networks MPS uses the Periphonics Enterprise MIB. The Periphonics
Enterprise MIB is registered with the IANA and has been assigned the number 1357.
The Periphonics MIB OID is:

iso.org.dod.internet. private.enterprises.periphonics
13.6.1.4.1.1357

This appendix shows the objects that make up the Periphonics Enterprise MIB. It
includes both agraphical hierarchy in tree form for easy reference, and a more
comprehensive view detailing the structure of each entry in the enterprise MIB. It is
provided for those people who desire a better understanding of the function of these
items as they apply to the MPS environments.

Basic Tree Structure

I

Thisfigure provides a simple way to navigate through the MI1B and determine the
relationship of objects within it.

The following variables, though present, have not been implemented for use at this
time: vruDescr, appDescr, host Descr, and| uDescr . In addition, the objects
vr uNet wor kM BConpl i ance,

vr uNet wor kM BConpl i anceByConponent ,vruNoti fi cati onsG oup,
vr uEvent sGroup, conponent Not i fi cati onsG oup,

conponent Event sG oup, noti fyAl armnoti f yAl ar nByConponent ,
noti fyVruSt at eChg, and al r rLogVr ul d, though still present in the MIB,
have a status of deprecated and are no longer supported.

periphonics (1357)
I
+-- vruNetwork(1)

I
+-- viuNetworkM | BConformance(1)

| |
| +-- vruNetworkMIBCompliances(1)

||

| +-- vruNetworkMIBCompliance(1)

| +-- vruNetworkM IBComplianceByComponent (2)

| +-- vruNetworkMIBComplianceByComponent2 (3)

I
+-- vruNetworkM IBGroups(2)

I

I

I

I

I

I

|

| +-- vruNatificationsGroup(1)
| +-- vruEventsGroup(2)

| +-- vruGroup(3)

| +-- lineGroup(4)

| +-- applicationGroup(5)

| +-- hostGroup(6)

| +-- componentGroup(7)

| +-- componentNotificationsGroup(8)
| +-- componentEventsGroup(9)
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+-- componentNotificationsGroup2(10)
+-- componentsEventsGroup2(11)

- VIUEvents(2)

- vruEventVars(1)

I
+-
| |
| +---N- Object evObjectld(1)
| +---N- EnumVal evChange(2)
I

+-- vruNotifications(2)

| |

| +-- notifyAlarm(1)

| +-- notifyVruStateChg(2)

| +-- notifyLineAppStateChg(3)

| +-- notifySpanStateChg(4)

| +-- notifyHostStateChg(5)

| +-- notifyLuStateChg(6)

| +-- notifyTopologyChg(7)

| +-- notifyComponentStateChg(8)

| +-- notifyAlarmByComponent(9)

| +-- notifyAlarmByComponentEx(10)
I

+-- -R- Integer alrmLogMax(4)
+-- -R- Integer alrmLogNumber(5)
+-- armLogTable(6)
I
+-- alrmLogTableEntry(1)
|
+-- -N- Integer alrmLogldx(1)
+-- -R- Integer armLogSeverity(2)
+-- -R- Integer armLogCode(3)
+-- -R- Integer armLogVruld(4)
+-- -R- Integer armLogLineld(5)
+-- -R- Integer armLogHostId(6)
+-- -R- TextVal armLogProcName(7)
+-- -R- TextVal armLogM essage(8)
+-- -R- Object armLogTime(9)
+-- -R- Integer alrmL ogComponentType(10)
+-- -R- Integer alrmLogComponent|d(11)

|
|
I
+-
I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
| +-- -R- IPAddr alrmL ogComponentl pAddress(12)
I
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+-- vruTable(3)

| +
I
I
I
I
I
I
I
I
I
I
I

+--

| +

+-
|
I
I
I
|
|
|
I
I
I
|

-- vruTableEntry(1)
I
+-- -N- Integer vruld(1)
+-- -R- [PAddr vrulpAddress(2)
+-- -RW TextVa vruDescr(3)
+-- -R- Integer vruLineCnt(4)
+-- -R- Integer vruSpanCnt(5)
+-- -R- Integer vruHostCnt(6)
+-- -RW EnumVal vruAdminState(7)
+-- -R- EnumVal vruState(8)
+-- -R- Object vruStatel astChange(9)

lineTable(4)

-- lineTableEntry(1)
I
+-- -N- Integer lineVruld(1)
+-- -N- Integer lineld(2)
+-- -R- EnumVal lineType(3)
+-- -R- Integer lineProtocol(4)
+-- -R- EnumVa lineState(5)
+-- -RW TextVa lineAppName(6)
+-- -R- TextVa lineAppOverlay(7)
+-- -RW EnumVal lineAppAdminState(8)
+-- -R- EnumVal lineAppState(9)
+-- -R- Object lineAppStatel astChange(10)
+-- -R- Object lineAppCfgLastChange(11)

- spanTable(b)

-- spanTableEntry(1)
I
+-- -N- Integer spanVruld(1)
+-- -N- Integer spanld(2)
+-- -R- Integer spanLineldStart(3)
+-- -R- EnumVal spanLineNumber(4)
+-- -R- EnumVal spanEnabled(5)
+-- -R- EnumVal spanState(6)
+-- -R- Object spanStatel astChange(7)
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+-- appTable(6)
| +-- appTableEntry(1)

I

|  +---N-Integer appVruld(1)

|  +---N-TextVa appName(2)

| +--RW TextVal appDescr(3)
| +---R- TextVal appOptions(4)
|  +--R-Integer appLineCnt(5)
I

-- appStatsTable(7)

+

| |

| +-- appStatsTableEntry(1)

|

|  +---N-Integer appStatsVruld(1)

|  +---N-TextVal appStatsName(2)

| +--R-Integer appStatsvalue(3)

|  +---R- Object appStatsLastChange(4)
|

- hostTable(8)

+

| |

| +-- hostTableEntry(1)

||

|  +---N-Integer hostVruld(1)

|  +---N-Integer hostld(2)

| +---RW TextVal hostDescr(3)
|  +---R-Integer hostLuCnt(4)

|  +---R- EnumVal hostProtocol(5)

|  +--R-EnumVal hostMedia(6)

|  +---RW EnumVal hostAdminState(8)

|  +---R- EnumVal hostState(9)

|  +---R-Object hostStatel astChange(10)
I

+-- luTable(9)
||

| +-- luTableEntry(1)
|

|  +---N-Integer luVruld(1)

|  +---N-Integer luHostld(2)

| +---N- Integer luld(3)

|  +--R-TextVal luDescr(4)

|  +---R-TextVa luPoolName(5)

|  +---R-EnumVa luState(6)

|  +---R-Object luStatel astChange(7)
I
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+-- components(10)

|+-— componentTypeTable(1)
I I+ componentTypeTableEntry(1)
} |+ -N- Integer componentTypeld(1)
| +-- -R- TextVal componentTypeName(2)
|+-— componentTable(3)

I
+-- componentTableEntry(1)

|

+-- -N- Integer componentType(1)

+-- -N- Integer componentld(2)

+-- -R- IPAddr componentlpAddress(3)

+-- -R- EnumVal componentState(4)

+-- -R- Object componentStatel astChange(5)

Detailed Component Structure

This section provides more defined references to each component of the Periphonics
Enterprise MIB.

@ The following variables, though present, have not been implemented for use at this

— time: vruDescr, appDescr, host Descr, and| uDescr. In addition, the objects
vr uNet wor kM BConpl i ance,
vr uNet wor kM BConpl i anceByConponent ,vruNoti fi cati onsG oup,
vr uEvent sG oup, conponent Noti fi cati onsG oup,
conmponent Event sGroup, noti f yAl armnoti f yAl ar nrByConponent,
noti fyVruSt at eChg, and al r nLogVr ul d, though still present in the MIB,
have a status of deprecated and are no longer supported.

vruNetwork MODULE-IDENTITY
LAST-UPDATED "9808050000Z"
ORGANIZATION "Nortel Networks Corporation”
CONTACT-INFO
DESCRIPTION
"SNMP MIB module for aVRU Network."
::={ periphonics 1}

-- Conformance Information
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vruNetworkM IBConformance OBJECT IDENTIFIER ::={ vruNetwork 1}

vruNetworkMIBCompliances OBJECT IDENTIFIER
::={ vruNetworkMIBConformance 1}
vruNetworkMIBGroups OBJECT IDENTIFIER

::={ vruNetworkMIBConformance 2}

-- Compliance Statements

vruNetworkM I BCompliance MODULE-COMPLIANCE
STATUS deprecated
DESCRIPTION
"The compliance statement for SNMPv2 entities
which implement the VRU-NETWORK MIB."

MODULE -- this module
MANDATORY-GROUPS { vruNotificationsGroup, vruEventsGroup,
vruGroup,lineGroup, applicationGroup, hostGroup }
::={ vruNetworkMIBCompliances 1}

vruNetworkM | BComplianceByComponent MODUL E-COMPLIANCE
STATUS deprecated
DESCRIPTION
"The compliance statement for SNMPv2 entities
which implement the VRU-NETWORK MIB."

MODULE -- thismodule
MANDATORY-GROUPS{ vruGroup, lineGroup, applicationGroup,
hostGroup, componentGroup,
componentNotificationsGroup,
componentEventsGroup }
::={ vruNetworkMIBCompliances 2 }

vruNetworkM | BComplianceByComponent2 MODUL E-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statement for SNMPv2 entities
which implement the VRU-NETWORK MIB."

MODULE -- thismodule
MANDATORY-GROUPS{ vruGroup, lineGroup, applicationGroup,
hostGroup, componentGroup,
componentNotificationsGroup2,
componentEventsGroup2 }
.:={ vruNetworkMIBCompliances 3 }

-- units of conformance
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vruNotificationsGroup NOTIFICATION-GROUP
NOTIFICATIONS{ notifyAlarm, notifyVruStateChg,
notifyLineA ppStateChg, notifySpanStateChg,
notifyHostStateChg, notifyL uStateChg,
notifyTopologyChg }
STATUS deprecated
DESCRIPTION
"A collection of notifications related to a VVoice Response Unit
(VRU)."
::={ vruNetworkMIBGroups 1}

vruEventsGroup OBJECT-GROUP

OBJECTS { evObjectld, evChange, alrmLogMax, alrmLogNumber,
armLogSeverity, alrmLogCode, alrmLogVruld,
armLogLineld, alrmLogHostld, alrmLogProcName,
armLogMessage, alrmLogTime }

STATUS deprecated

DESCRIPTION

"A collection of objectsrelatedto aVRU."
::={ vruNetworkMIBGroups 2 }

vruGroup OBJECT-GROUP

OBJECTS { vrulpAddress, vruDescr, vruLineCnt,
vruSpanCnt,vruHostCnt, vruAdminState, vruState,
vruStatel astChange}

STATUS current

DESCRIPTION

"A collection of objectsrelated to aVRU."
::={ vruNetworkMI1BGroups 3 }

lineGroup OBJECT-GROUP

OBJECTS { lineType, lineProtocoal, lineState, lineAppName,
lineAppOverlay, lineAppAdminState, lineA ppState,
lineA ppStatel astChange, lineAppCfgL astChange,
spanLineldStart, spanLineNumber, spanEnabled,
spanState, spanStatel astChange }

STATUS current

DESCRIPTION

"A collection of objectsrelatedto alineonaVRU."
::={ vruNetworkMIBGroups 4 }

applicationGroup OBJECT-GROUP
OBJECTS { appDescr, appOptions, appLineCnt, appStatsvalue,
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appStatsLastChange }
STATUS current
DESCRIPTION
"A collection of abjectsrelated to a VRU application.”
::={ vruNetworkMIBGroups 5 }

hostGroup OBJECT-GROUP

OBJECTS { hostDescr, hostLuCnt, hostProtocol, hostM edia,
hostAdminState, hostState, hostStatel astChange,
luDescr, luPoolName, luState, luStatel astChange }

STATUS current

DESCRIPTION

"A collection of objectsrelated to aVRU host."
::={ vruNetworkMIBGroups 6 }

componentGroup OBJECT-GROUP

OBJECTS { componentTypeName, componentl pAddress,
componentState, componentStatel astChange }

STATUS current

DESCRIPTION

"A collection of objects related to components.”
::={ vruNetworkMIBGroups 7 }

componentNotificationsGroup NOTIFICATION-GROUP

NOTIFICATIONS{ notifyLineAppStateChg, notifySpanStateChg,
notifyHostStateChg, notifyL uStateChg,
notifyTopol ogyChg, notifyComponentStateChg,
notifyAlarmByComponent }

STATUS deprecated

DESCRIPTION

"A collection of notifications related to the MPS network."
::={ vruNetworkMIBGroups 8 }

componentEventsGroup OBJECT-GROUP

OBJECTS { evObjectld, evChange, alrmLogMax, alrmL ogNumber
armLogSeverity, alrmLogCode, alrmLogLineld,
armLogHostld, alrmLogProcName, alrmLogMessage,
armLogTime, alrmLogComponentType,
alrmLogComponentld }

STATUS deprecated

DESCRIPTION

"A collection of abjectsrelated to aVRU."
::={ vruNetworkMIBGroups 9 }

componentNotificationsGroup2 NOTIFICATION-GROUP
NOTIFICATIONS{ notifyLineAppStateChg, notifySpanStateChg,
notifyHostStateChg, notifyL uStateChg,
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notifyTopol ogyChg, notifyComponentStateChg,
notifyAlarmByComponentEx }
STATUS current
DESCRIPTION
"A collection of notifications related to the MPS network."
::={ vruNetworkMIBGroups 10 }

componentEventsGroup2 OBJECT-GROUP

OBJECTS { evObjectld, evChange, alrmLogMax, alrmLogNumber
armLogSeverity, alrmLogCode, alrmLogLineld,
armLogHostld, alrmLogProcName, alrmLogM essage,
armLogTime, alrmLogComponentType,
armLogComponentld, alrmLogComponentlpAddress }

STATUS current

DESCRIPTION

"A collection of objectsrelated to aVRU."
::={ vruNetworkMIBGroups 11 }

-- VRU Events Subtree

vruEvents OBJECT IDENTIFIER ::={ vruNetwork 2 }

-- VRU Events Variables Subtree

-- Defines variables that may be included within aVRU Network trap. These
-- object 1Ds cannot be retrieved from the SNMP Agent. Defining them here
-- serves as documentation for the contents of NM S traps.

vruEventVars OBJECT IDENTIFIER ::={ vruEvents 1}

evObjectld OBJECT-TY PE

SYNTAX OBJECT IDENTIFIER

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION
"Object identifier associated with the source of the trap. This
object cannot be retrieved from the SNMP agent."

::={ vruEventVars 1}

evChange OBJECT-TY PE
SYNTAX INTEGER {
other(1),
add(2),
del(3),
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mod(4)

}

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION
"Describes the type of change which just occurred. This object
cannot be retrieved from the SNMP agent.”

;:={ vruEventVars 2 }

-- Events Group Notifications Subtree

-- Defines traps that are sent to Network Management Stations.

vruNotifications OBJECT IDENTIFIER ::={ vruEvents 2 }

notifyAlarm NOTIFICATION-TY PE
OBJECTS { drmLogSeverity, alrmLogCode, alrmLogVruld,
armLogLineld, airmLogHostld, alrmLogProcName,
armLogMessage, alrmLogTime }
STATUS deprecated
DESCRIPTION
"When a exceptional condition occurs the VRU system will
generate an alarm. Thistrap forwards these alarms to the
Network Management Station.

**NOTE: this trap is deprecated and replaced by

notifyAlarmByComponent trap."
::={ vruNotifications 1}

notifyVruStateChg NOTIFICATION-TY PE

OBJECTS { vruState }
STATUS deprecated
DESCRIPTION

"Thistrap is forwarded to the Network Management Station when
the VRU changesiits state.

**NOTE: thistrap is deprecated and replaced by the

notifyComponentStateChg trap."
::={ vruNotifications 2 }

notifyLineAppStateChg NOTIFICATION-TY PE

OBJECTS { lineAppState, lineAppName, lineAppOverlay }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station when
an application attached to a VRU line changes its state.”
::={ vruNotifications 3}
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notifySpanStateChg NOTIFICATION-TY PE

OBJECTS { spanState }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station
when a VRU span changesiits state.”
::={ vruNotifications 4 }

notifyHostStateChg NOTIFICATION-TY PE

OBJECTS { hostState }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station
when a VRU host changes its state."
::={ vruNotifications 5 }

notifyL uStateChg NOTIFICATION-TY PE

OBJECTS { luState }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station
when aVRU host [u changes its state."
::={ vruNotifications 6 }

notifyTopologyChg NOTIFICATION-TY PE

OBJECTS { evObjectld, evChange }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station
when a VRU Network object topology status has changed."
::={ vruNotifications 7 }

notifyComponentStateChg NOTIFICATION-TY PE

OBJECTS { componentState }
STATUS current
DESCRIPTION

"Thistrap is forwarded to the Network Management Station
when a VRU Network component changesits state.”
::={ vruNotifications 8 }

notifyAlarmByComponent NOTIFICATION-TY PE
OBJECTS { drmLogComponentType, armLogComponentld,
armLogSeverity, alrmLogCode, alrmLogLineld,
armLogHostld, alrmLogProcName, alrmLogM essage,
armLogTime}
STATUS deprecated
DESCRIPTION
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"When an exceptional condition occursin the MPS network a
component will generate an alarm. This trap forwards these alarms to
the Network Management Station."

**NOTE: thistrap is deprecated and replaced by the
notifyAlarmByComponentEx trap."
::={ vruNotifications 9 }

notifyAlarmByComponentEx NOTIFICATION-TY PE
OBJECTS { armLogComponentType, alrmLogComponentid,
alrmLogSeverity, alrmLogCode, alrmLogLineld,
armLogHostld, alrmLogProcName, alrmLogMessage,
armLogTime, alrmLogComponentlpAddress }
STATUS current
DESCRIPTION
"When an exceptional condition occursin the MPS network a
component will generate an alarm. This trap forwards these alarms to
the Network Management Station. Thisis an extended version of
notifyAlarmByComponent and includes the | P address of the
component generating the alarm.”
::={ vruNotifications 10 }

-- Component Events Alarms Subtree

-- Defines what component alarms are recorded and for how long.

alarms OBJECT IDENTIFIER ::={ vruEvents 3 }

armLogMax OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
" Specifies the maximum number of alarms that may be logged in
the alarm log table at once. When alrmLogNumber is equivalent
to armLogMax, the first alarm in the table will be removed when the
next alarm is added"

n={adarms4}

armLogNumber OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The number of log entries currently defined.”
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w={adarms5}

armLogTable OBJECT-TYPE

SYNTAX SEQUENCE OF AlrmLogTableEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"A list of alarm entries. The number of entriesis given by
armLogNumber. Thislist could be thought of as a queue.
When the component generates an alarm, it is added to the end of the
list. If the number of entries reaches alrmLogMax then the
first entry will be deleted before anew oneis added.”

n={adams6}

alrmLogTableEntry OBJECT-TY PE
SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

not-accessible
current

AlrmLogTableEntry

"An aarm entry containing objects that describe that alarm."

INDEX { armLogldx }
i:={adrmLogTable 1}

AlrmLogTableEntry ::= SEQUENCE {
alrmLogldx
armLogSeverity
armLogCode
armLogVruld
armLogLineld
armLogHostld
armLogProcName
armLogM essage
armLogTime
alrmLogComponentType
alrmLogComponentld
alrmLogComponentl pAddress

armLogldx OBJECT-TYPE

INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
DisplayString,
DisplayString,
DateAndTime,
INTEGER,
INTEGER,
IPAddress

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Index into the alarm log table between one and armLogNumber."

;:={ armLogTableEntry 1}
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alrmLogSeverity OBJECT-TY PE

SYNTAX INTEGER (0..9)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Integer describing how severe thisalarm is. The lower the value,
the lower the severity. A severity value of O indicates that no
severity has been assigned to thisaarm."”

;:={ armLogTableEntry 2}

armLogCode OBJECT-TY PE
SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Code assigned to identify thisalarm."
;:={ adrmLogTableEntry 3}

armLogVruld OBJECT-TY PE
SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION
"VRU identifier which generated thisalarm. A valueof Ois
used to indicate no VRU is associated with this alarm.

**NOTE: this object is deprecated and has been replaced by
armLogComponentld object."
;:={ drmLogTableEntry 4}

armLogLineld OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The phone line number associated with this alarm. A vaue of
0 indicates no phone line."

;:={ armLogTableEntry 5}

armLogHostld OBJECT-TY PE
SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The host identifier associated with thisalarm. A value of
0 indicates that no host is associated with this alarm."
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.:={ armLogTableEntry 6 }

armLogProcName OBJECT-TY PE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The name of the process that generated this alarm.”
::={ armLogTableEntry 7 }

armLogMessage OBJECT-TY PE
SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"A message describing the alarm that occurred."
.:={ armLogTableEntry 8 }

armLogTime OBJECT-TY PE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Thetime that this alarm was generated."
.:={ armLogTableEntry 9}

armLogComponentType OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Component type of the MPS component which generated this
aarm."

::={ armLogTableEntry 10}

armLogComponentld OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Component identifier of the MPS component which generated this
aarm."

::={ armLogTableEntry 11}
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alrmLogComponentlpAddress OBJECT-TY PE

SYNTAX IPAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Component I P address of the MPS component which generated
thisalarm"

::={ armLogTableEntry 12 }

-- VRU Subtree

vruTable OBJECT-TY PE
SYNTAX SEQUENCE OF VruTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All Voice Response Units (VRU) an agent knows about"
::={ vruNetwork 3}

vruTableEntry OBJECT-TY PE
SYNTAX VruTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) row entry for one VRU."
INDEX { vruld}
={vruTable1}

VruTableEntry ::= SEQUENCE {

vruld INTEGER,
vrulpAddress IpAddress
vruDescr DisplayString
vruLineCnt INTEGER,
vruSpanCnt INTEGER,
vruHostCnt INTEGER,
vruAdminState INTEGER,
vruState INTEGER,
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vruStateL astChange  DateAndTime

}
vruld OBJECT-TYPE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The VRU number associated with this VRU entity. Note
that is a unique number within VRU network."
s:={ vruTableEntry 1}

vrulpAddress OBJECT-TYPE

SYNTAX IpAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"VRU network ip address."
.:={ vruTableEntry 2}

vruDescr OBJECT-TY PE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"A textual description of this VRU entity. It is mandatory
that this contain only printable ASCII characters.”

::={ vruTableEntry 3}

vruLineCnt OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Number of physical phone lines on this system."
::={ vruTableEntry 4}

vruSpanCnt OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Number of spans on this system. This aso indicatesthe
number of rowsin the spanTable(4) for thisVRU."

::={ vruTableEntry 5}

vruHostCnt OBJECT-TY PE
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SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Number of hosts defined for this system. Thisalso indicates
the number of rowsin the hostTable(6) for this VRU."
.:={ vruTableEntry 6 }

vruAdminState OBJECT-TY PE

SYNTAX INTEGER {
other(1),
startup(2),
shutdown(3),
recycle(4),
selftest(5),
checkpoint(6)-- save any dynamic info to disk
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The network managers desired state of this VRU entity."
2:={ vruTableEntry 7}

vruState OBJECT-TY PE
SYNTAX INTEGER {
other(1),
unknown(2),
init(3),
up(4),
down(5),
selftest(6)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The current status of the VRU entity."
::={ vruTableEntry 8}

vruStatel astChange OBJECT-TY PE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Date and time that this VRU entity changed its state."
::={ vruTableEntry 9}

-- Line Subtree
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lineTable OBJECT-TY PE

SYNTAX SEQUENCE OF LineTableEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"All physical and logical lines that are attached to a
Voice Response Unit (VRU)."

::={ vruNetwork 4 }

lineTableEntry OBJECT-TY PE
SYNTAX LineTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) entry for one physical/logical line."
INDEX { lineVruld, lineld }
={lineTable 1}

LineTableEntry ::= SEQUENCE {

lineVruld INTEGER,
lineld INTEGER,
lineType INTEGER,
lineProtocol INTEGER,
lineState INTEGER,
lineAppName DisplayString,
lineAppOverlay DisplayString,
lineAppAdminState INTEGER,
lineAppState INTEGER,

lineAppStateL astChange DateAndTime,
lineAppCfgLastChange  DateAndTime

lineVruld OBJECT-TY PE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The VRU identifier that this phone line is associated with."
::={ lineTableEntry 1}

lineld OBJECT-TY PE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
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STATUS current

DESCRIPTION
"The line number of this phone line. This number is unique
for each VRU."

::={ lineTableEntry 2}

lineType OBJECT-TY PE

SYNTAX INTEGER {
other(1),
unknown(2),
virtua (3),
analog(4),
digita (5)
}

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Specifies whether thislineis alogical(3) or a physical(4)
phoneline. A linetype of unknown(2) indicates that we can’t
determine the line type at this moment."

::={ lineTableEntry 3}
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lineProtocol OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"A value which indicates the set of protocols this phoneline
offers. Thevalueisasum. Thisvalueinitially takesthe
value of zero which indicates that the protocol is unknown.
Then for each protocol that this line supports, its protocol
value is added to the sum.

Vaue Functionality

0x00001  Uses some other type of protocol
0x00002  Some analog protocol

0x00004  AT&T Bell release

0x00008  British Paging (BTUK/MCP)
0x00010  Channel bank with 2 wire option
0x00020  Channel bank with 2 wire FXOR else FXO
0x00040  Channel bank with 4 wire E&M
0x00080  Channel bank FSX|[r] else FXQ[R]
0x00100  Channel bank loop start else ground
0x00200  Channel bank standard access
0x00400  Common channel signalling (SS7)
0x00800 Galaxy 5/2 ACD

0x01000 ISDN

0x02000  Loop hangup supervision

0x04000 Mercury CASsignaling

0x08000  Network side protocol

0x10000 R1signaling system

0x20000 R2signaling with DTMF outdial
0x40000 R2 signaling system

::={ lineTableEntry 4 }
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lineState OBJECT-TY PE

SYNTAX INTEGER {
other(1),
unknown(2),
connected(3),
idle(4),
busy(5),
referral (6),
down(7)

}

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Current state of thisline. The line may be currently
servicing acall (connected), in service but not in acall
service or referral state (idle), not in service nor
down (busy), referral (referral), or down (down). |If
we are unable to connect to the VRU than the line state will
be unknown (unknown). A logical line (line) state will always be
unknown."
::={ lineTableEntry 5}

lineAppName OBJECT-TY PE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The name of the application that is currently assigned to
thisline. Any response PDU on this object will return the
name of the application assigned to thisline. If thereis
no application assigned to thisline, a0 length string is
returned.

Assigning anew application to thislineis achieved by
setting lineAppAdminState to assign and this object to the
applications name."

::={ lineTableEntry 6 }

lineAppOverlay OBJECT-TY PE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The name of the application that has been linked to thisline."
::={ lineTableEntry 7}
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lineAppAdminState OBJECT-TY PE
SYNTAX INTEGER {
other(1),
startapp(2),
softterm(3),
hardterm(4),
assign(5),
unassign(6),
hardrestart(7),
softrestart(8)
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"Desired state that Network Manager wants the application in.
::={ lineTableEntry 8}

lineAppState OBJECT-TY PE
SYNTAX INTEGER {
other(1),
unknown(2),
noapp(3),
init(4),
up(5),
down(6),
config(7),
exit(8)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Current state of the application that is assigned to this
logical line. If no applications are assigned this entry will

be noapp(3)"
::={ lineTableEntry 9}

lineA ppStatel astChange OBJECT-TY PE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Date and time that the current application assigned to this
line last changed its state.”
::={ lineTableEntry 10}
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lineAppCfgL astChange OBJECT-TY PE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Date and time of last application configure or unconfigure

on thisline.
::={ lineTableEntry 11}

--- Span Table

spanTable OBJECT-TY PE
SYNTAX SEQUENCE OF SpanTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"All spans which are attached to a VVoice Response Unit (VRU)."

::={ vruNetwork 5}

spanTableEntry OBJECT-TY PE
SYNTAX SpanTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) entry for one span."”
INDEX { spanVruld, spanid}

:={ spanTable 1}

SpanTableEntry ::= SEQUENCE {
spanVruld INTEGER,
spanid INTEGER,
spanLineldStart INTEGER,
spanLineNumber INTEGER,
spanEnabled TruthValue,
spanState INTEGER,
spanStatel astChange DateAndTime

}

spanVruld OBJECT-TYPE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"VRU identifier that this span is associated with."

;:={ spanTableEntry 1}
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spanld OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"ldentifier of this span."
::={ spanTableEntry 2 }

spanLineldStart OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Lineid of thefirst linein this span.”
::={ spanTableEntry 3}

spanLineNumber OBJECT-TY PE

SYNTAX INTEGER {
europal.ineNumber(30),
usaL.ineNumber(24)

}

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Number of linesin this span."

.:={ spanTableEntry 4}

spanEnabled OBJECT-TY PE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Indicates whether span is enabled or disabled. A value of
true(1) indicates span is enabled and a value of false(2)
indicates span is disabled."

::={ spanTableEntry 5}
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spanState OBJECT-TY PE

SYNTAX INTEGER {
other(1),
unknown(2),-- span state can not be determined
init(3),-- spanisin aninitial state
green(4),-- span is online and ready
fatal(5),-- span entered failed signal state
yellow(6),-- spanisin yellow state
red(7)-- spanisin red state

}

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Current state of this span.”

::={ spanTableEntry 6 }

spanStatel astChange OBJECT-TY PE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Date and time that the span last changed its state.”
::={ spanTableEntry 7}

-- Applications Subtree

appTable OBJECT-TY PE
SYNTAX SEQUENCE OF AppTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All applications that VRU currently knows about."
::={ vruNetwork 6 }

appTableEntry OBJECT-TY PE
SYNTAX AppTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) entry for one VRU application”
INDEX { appVruld, IMPLIED appName}
:={ appTable1}
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AppTableEntry ::= SEQUENCE {
appVruld  INTEGER,
appName  DisplayString,
appDescr DisplayString,
appOptions DisplayString,
appLineCnt INTEGER

}
appVruld OBJECT-TYPE
SYNTAX INTEGER(1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"VRU id that this application has been assigned to."
::={ appTableEntry 1}

appName OBJECT-TY PE

SYNTAX DisplayString ( SIZE(1..255) )

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The name of the application that can been assigned to a
line. Thisname must be unigue for each VRU"

::={ appTableEntry 2}

appDescr OBJECT-TY PE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"A textual description of thisapplication. It is mandatory
that this contain only printable ASCII characters.”

::={ appTableEntry 3}

appOptions OBJECT-TY PE
SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The options that are needed during this applications startup.”
.:={ appTableEntry 4}
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appLineCnt OBJECT-TY PE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

INTEGER(0..2147483647)
read-only
current

"The number of lines that this application is assighed to."
::={ appTableEntry 5}

-- Applications Stats Subtree

appStatsTable OBJECT-TY PE
SYNTAX SEQUENCE OF AppStatsTableEntry

MAX-ACCESS
STATUS
DESCRIPTION

not-accessible
current

"All application specific stats that have been collected."
::={ vruNetwork 7}

appStatsTableEntry OBJECT-TY PE

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

AppStatsTableEntry
not-accessible
current

"A (conceptual) entry for one application stat"
INDEX { appStatsVruld, IMPLIED appStatsName
:={ appStatsTable 1}

AppStatsTableEntry ::= SEQUENCE {

appStatsVruld INTEGER,
appStatsName DisplayString,
appStatsValue INTEGER,
appStatsL astChange DateAndTime

}

appStatsVruld OBJECT-TY PE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The VRU identifier that this application statistic is
associated with."
::={ appStatsTableEntry 1}

# P0607269 Ver: 1.1

Nortel Networks Confidential Page 103



Simple Network Management Protocol in the MPS Environment

appStatsName OBJECT-TY PE
SYNTAX DisplayString ( SIZE(1..255) )
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Name which identifies this application stat."
::={ appStatsTableEntry 2}

appStatsvValue OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"An application statsvalue. Thisvalueis gathered on 15 minute
intervals."

::={ appStatsTableEntry 3}

appStatsL astChange OBJECT-TY PE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Date and time when this application stat was recorded."
::={ appStatsTableEntry 4 }

-- Host Subtree

hostTable OBJECT-TY PE
SYNTAX SEQUENCE OF HostTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All hosts defined for aVRU."
::={ vruNetwork 8}

hostTableEntry OBJECT-TY PE
SYNTAX HostTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) entry for one VRU host"
INDEX { hostVruld, hostld }
::={ hostTable 1}
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HostTableEntry ::= SEQUENCE {

hostVruld INTEGER,
hostld INTEGER,
hostDescr DisplayString,
hostLuCnt INTEGER,
hostProtocol INTEGER,
hostMedia INTEGER,
hostAdminState INTEGER,
hostState INTEGER,

hostStatelastChange DateAndTime

hostVruld OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The VRU identifier that this host is associated with."
::={ hostTableEntry 1}

hostld OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Unigue identifier associated with this host."
::={ hostTableEntry 2}

hostDescr OBJECT-TY PE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"A textual description of thishost. It is mandatory that
this contain only printable ASCII characters."

::={ hostTableEntry 3}

hostLuCnt OBJECT-TY PE

SYNTAX INTEGER (0..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Number of lu's defined for this host. This also indicates

the number of rows in the luTable(7) for this host."
::={ hostTableEntry 4 }
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hostProtocol OBJECT-TY PE
SYNTAX INTEGER {
other(1),
unknown(2),
atte(3),
async(4),
lu62(5),
sna3270(6),
sdicexp(7),
vpstn3270(8)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Protocol which is used for host communications."
::={ hostTableEntry 5}

hostMedia OBJECT-TY PE

SYNTAX INTEGER {
other(1),
unknown(2),
hardwarebased(3),
softwarebased(4)

}

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Media used for communicating with the host."

::={ hostTableEntry 6 }

hostAdminState OBJECT-TY PE

SYNTAX INTEGER {
other(1),
init(2),
up(3),
down(4),
recycle(),
selftest(6)
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"Desired state that Network Manager wants the host in."
::={ hostTableEntry 8}
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hostState OBJECT-TY PE
SYNTAX INTEGER {
other(1),
unknown(2),
init(3),
up(4),
down(5),
selftest(6)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Current state of the host."
::={ hostTableEntry 9}

hostStatel astChange OBJECT-TY PE
SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Date and time this host last changed it state."
::={ hostTableEntry 10}

-- LU Subtree

[uTable OBJECT-TY PE
SYNTAX SEQUENCE OF LuTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All logical units (LU) defined for hostson aVRU."
::={ vruNetwork 9}

luTableEntry OBJECT-TY PE
SYNTAX LuTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A (conceptual) entry for one LU"

INDEX { luVruld, luHostld, luld }
={IluTablel1}
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LuTableEntry ::= SEQUENCE {
[uVruld
[uHostld
luld
[uDescr
[uPoolName
luState
luStatel astChange

luVruld OBJECT-TY PE
SYNTAX

INTEGER,
INTEGER,
INTEGER,
DisplayString,
DisplayString,
INTEGER,
DateAndTime

INTEGER (1..2147483647)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"VRU entity that this LU is associated with."

s:={ luTableEntry 1}

luHostld OBJECT-TY PE
SYNTAX

INTEGER (1..2147483647)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Host entity that this LU is associated with."

::={ luTableEntry 2}

luld OBJECT-TYPE
SYNTAX

INTEGER (1..2147483647)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LU identifier that is associated with this LU."

::={ luTableEntry 3}

luDescr OBJECT-TY PE
SYNTAX

DisplayString

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"A textual description of thisLU. It is mandatory that
this contain only printable ASCII characters."

©:={ luTableEntry 4}
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luPoolName OBJECT-TY PE
SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Pool name that this LU is assigned to."
:={ luTableEntry 5}

|uState OBJECT-TY PE
SYNTAX INTEGER {
other(1),
unknown(2),
init(3),
up(4),
down(5)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Current state of thisLU."
::={ luTableEntry 6 }

luStatel astChange OBJECT-TY PE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Date and time this lu last changed it state."
::={ luTableEntry 7}

-- Component Subtree

components OBJECT IDENTIFIER ::= { vruNetwork 10}

--Table of al defined component types

componentTypeTable OBJECT-TY PE
SYNTAX SEQUENCE OF ComponentTypeTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All defined component types."
::={ components 1}
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componentTypeTableEntry OBJECT-TY PE

SYNTAX ComponentTypeTableEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A (conceptual) entry for one component type."
INDEX { componentTypeld }
::={ componentTypeTable 1 }

ComponentTypeTableEntry ::= SEQUENCE {

componentTypeld INTEGER,
componentTypeName DisplayString
}
componentTypeld OBJECT-TY PE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Identifier for this component type."
::={ componentTypeTableEntry 1}

componentTypeName OBJECT-TY PE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Name of this component type."
:={ componentTypeTableEntry 2}

--Table of all components an agent knows about.

componentTable OBJECT-TY PE
SYNTAX SEQUENCE OF ComponentTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"All components found in the system."
::={ components 3 }
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componentTableEntry OBJECT-TY PE
SYNTAX ComponentTableEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A (conceptual) entry for one component."”
INDEX { componentType, componentid }
::={ componentTable 1}

ComponentTableEntry ::= SEQUENCE {

componentType INTEGER,
componentld INTEGER,
componentlpAddress IpAddress,
componentState INTEGER,
componentStatel astChange DateAndTime
}
componentType OBJECT-TY PE
SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Type of this component."”
::={ componentTableEntry 1}

componentld OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Identifier of this component.”
::={ componentTableEntry 2 }

componentlpAddress OBJECT-TY PE

SYNTAX IpAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Ip address of this component."
::={ componentTableEntry 3}
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componentState OBJECT-TY PE

SYNTAX INTEGER {
other (1)
unknown (2)
init (3)
up (4)
down (5)
}
MAX-ACCESS read-only
STATUS current

DESCRIPTION
"Current state of this component.”
::={ componentTableEntry 4 }

componentStatelastChange OBJECT-TY PE

SYNTAX DateAndTime
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Date and time this component last changed its state.”
::={ componentTableEntry 5}

END
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This appendix is divided into two sections designed to help you use your PERIsnmp
package. The first section covers possible undesirabl e situations you might encounter
during your use of PERIsnmp, their causes, and suggestions on how to alleviate them
(see Troubleshooting on page 114). The second section lists some Frequently Asked
Questions (and not-so-frequently asked questions!) and provides answers and/or links
within the manual to them (see Frequently Asked Questions (FAQs) on page 119).

If you are reading this document online and wish to comment on or contribute to this
information, please use the “mail to” link at the bottom of this page. If you are
paperbound, you can mail us your feedback at:

£ ee,dback

Your name and
address

P
B &
Qg

Nortel Networks
4000 Veterans Memorial Hwy
Bohemia, LI, NY 11716-0493

Att: Documentation (R&D)

Troubleshooting

This section presents some common fault conditions, their causes, and suggested
actions. Try using these entries prior to contacting Periphonics technical support.

Condition:

The following messageisfound inthevr snnpd. | og file (see Error Logging
on page 37):

Tue Aug 18 08:51:00 1998 Problemwith Iicense. Cannot
talk to the LicenseServ

server on host >>scrubjay<< Server not running?. FILE:
vpsresources/vrsnnp_license.c LINE 198

Cause:

1) No license exists for Periphonics SNMP agent.

2) License server isnot running or is configured incorrectly.

3) LSHOST is not set to the correct node running the license server.

Action:

1) Make sure you' ve obtained and properly installed the license file (see Package
Licensing on page 14).

2) Check if you have a properly configured and running license server (consult
your systems administrator for assistance if necessary).

3) Make sure the environment variable LSHOST contains the name of the node
running the license server.

Condition:
The following messageisfound inthevr snnpd. | og file (see Error Logging
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on page 37):

Tue Aug 25 09:35:00 1998 Error on naster agent file
descriptor, attenpt to reconnect. FILE vpsresources/
vrsnnp_ipc.c LINE 1438

Cause:

Periphonics MPS components subagent is unable to connect to the master agent
(see Agents on page 38).

Action:

Verify that the master agent is running (see Verify Agents' Response on page 17).

+

Condition:

When trying to run snipst ar t , you receive the following message:

ERROR: Unable to start service Periphonics_vrsnnmpd
Cause:

Periphonics MPS components subagent (see Agents on page 38) could not be
started.

Action:

Make sure that the service is not already running. Use snnpst op or the services
panel to stop the service, then repeat the snnpst art command (see Windows
2000 Systems on page 18).

G:f? This scenario can apply to any of the Periphonics Windows 2000 SNM P agents.

+

Condition:

When trying to run snipst op, you receive the following message:

ERROR: Unabl e to stop service Periphonics_vrsnnpd

Cause:

Periphonics MPS components subagent (see Agents on page 38) could not be
stopped.

Action:

Check to make sure that the service was not already stopped. Usesnnpst art or
the services pand to start the service, then repeat the snnpst op command (see
Windows 2000 Systems on page 18).

This scenario can apply to any of the Periphonics Windows 2000 SNM P agents.

+
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Condition:

When trying to run snnpst op or snnpst ar t , you receive the following
message:

ERROR: Unabl e to connect to service control manager
Cause:

The process responsible for managing servicesis unavailable.

Action:

Try stopping/starting the services through the control panel (see Windows 2000
Systems on page 18). Otherwise, reboot the system to re-establish contact with the
service control manager.

Condition:

When trying to run get- or set- command line utilities, you receive the following
message:

Error code set in packet - No such variabl e nane.

| ndex: 1.

Cause:

1) The SNMP agent(s) are not running.

2) Thereisno information available for the requested object.

3) You havefailed to append . 0 to a scalar request.

Action:

1) Make sure the agents (particularly the MPS components subagent) are running
(see Windows 2000 Systems on page 18).

2) Perform aget next , get many, or get t ab command on the object table to
seeif the information you are requesting exists at that time (see Table
Referencing on page 46).

3) Re-enter the command with a. 0 following the object name (i.e.

al rmLogMax. 0) (see Direct Referencing on page 46).

+

Condition:

When trying to run a get- command line utility, you receive the following
message:

Cannot translate variable class: <variabl e_nane>

(where variable name is the name of the object you were performing the “get” on).
Cause:

You entered an incorrect object name.

Action:

Be surethat you' ve correctly entered the object name, including case-dependency,
no spaces, and “abbreviated” portions within the object name (i.e. in

al rmLogMax, al r misthe “abbreviated” version of the word “aarm”, and the
“L” inLog and and “M' in Max need to be upper-case) (see Appendix The Nortel
Networks MPS uses the Periphonics Enterprise MIB. The Periphonics
Enterprise MIB isregistered with the | ANA and has been assigned the number
1357. The Periphonics MIB OID is. on page 76).

+

Page 116 Nortel Networks Confidential # P0607269 Ver: 1.1



Troubleshooting/FAQs

Condition:

Traps are not being generated/received.

Cause:

1) MPS components subagent is not running.

2) The management station you are on was hot configured to receive traps.
Action:

1) Make sure the MPS components subagent is running (see Windows 2000
Systems on page 18).

2) Runthet rapcf g. pl script or edit the snnpd. cnf fileto enable the
management station to receive traps (see Defining Target Parameters on page
36).

Condition:

t rapcf g. pl doesnot run. You receive the following message when trying to
runtrapcfg. pl:

ERROR: Environnent variable SR AGT_CONF_DI R not set
Cause:

The environment variable specifying the location of snnpd. cnf was not set, or
does not point to the proper location.

Action:

Make sure SR_AGT_CONF_DI Ris properly configured (see Master/Subagent
Related on page 23).

Condition:

Cannot view traps.

Cause:

1) You havenot runthet r apr cv executable.

2) You are not configured as a station allowed to receive traps.

3) Your eyes are closed.

Action:

1) Enter t r apr cv a acommand line (see Viewing Traps on page 49).

2) Runthet r apcf g. pl script or edit the snnpd. cnf fileto enable the
management station to receive traps (see Defining Target Parameters on page
36).

3) Open your eyes.

Condition:

trapcf g. pl does not configure the station you entered.

Cause:

You did not enter avalid IP address

Action:

Enter a proper numerical 1P address (see Defining Target Parameters on page
36).
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+
Condition:

An OID isreceived that does not seem to coincide with the request sent.

Cause:

The object table that you performed the request on is empty.

Action:

Check the Periphonics MIB to seeif the returned value follows that of the one you
regquested. If arequest is made on an “empty” table, the next available object
containing information will normally be returned (see Table Referencing on page
46).

Condition:

A request ontheal r mLogTabl e does not return any results even though alarms
have been generated.

Cause:

Thetable that you performed the request on is empty.

Action:

This occurs if the MPS components subagent is stopped: each time that occurs,
thetableisemptied. Theal r nLogTabl e will begin collecting alarms generated
subsequent to arestart of the subagent (see Component Events Alarms Subtree
on page 52).

Condition:

An darm message longer than 255 characters (6 lines) is truncated.

Cause:

Thisisaphysical limitation within the program.

Action:

There should be adequate information available to you based on the number of
characters allowable in the alarm. If additional information is needed, first try
performing a get-request on the object al r mLogMessage (see Getting a Value
on page 48). If this still does not meet your needs, please contact your Periphonics
support personnel.
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Frequently Asked Questions (FAQS)

This section presents the answers to some frequently (and some not-so-frequently)
asked questions regarding SNMP and its relationship to the MPS environment.

Question:
What is SNMP?

Answer:

SNMP isa network management protocol by which management stations and agents
communicate. In summary, SNMP provides a network management protocol for
alowing managers (clients) to perform status and control functions by querying
agents (servers) about the network elements described in various M|Bs (databases)
(see Simple Network Management Protocol on page 2).

Question:

Okay, so what isthe MIB and what changes would customers make?

Answer :

The Management Information Base (MIB) is a collection of objects which describe
one or more network elements. An MIB can be considered aform of database schema
that contains the set of system components that can be queried or controlled (see
Management | nformation Base (MIB) on page 3). Therefore, customers should
never make any changesto the M1 Bs!

Question:
How do | use SNMP on an MPS system?

Answer :
This question has humerous parts to its answer, al of which are covered throughout
this manual. The basic requirements, besides licensing and installation, are:

« Configure traps (specify which management stations will receive them) (see
Defining Target Parameters on page 36)
e Make sure agents are running (see Verify Agents' Response on page 17)
e Understand the Periphonics enterprise MIB (see The MIB Applied on page 51)
e Usecommand line utilities to monitor and control the MPS environment (see
I nstance | dentification on page 46 and SNMP Applied on page 48).
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Question:
What is the difference between SNMP and TCP as protocols?

Answer :
SNMP “lives’ on UDP and integrates MPS control and monitoring into existing
management software (see Management I nformation Base (M1B) on page 3).

Question:
Does SNMP run over the same network structure as TCP, and does it use the same
configuration files that the system normally uses?

Answer :

SNMP uses UDP ports 161 and 162, and hasits own configuration files (see
Configuration Files on page 21). Port 162 is used to receive traps on the management
station, and port 161 is used by the SNMP master agent to receive get- and set-
requests.

Question:
How can | tell that the PERIsnmp packageisinstaled and running on my machine?

Answer :

You can check your MPSHOME directory to see if you find the PERIsnmp package
listed, or usetheper i r ev command to seeif itslisted there (see the Nortel Networks
Media Processing Server Series Solaris System Operator’s Guide and Nortel
Networks Media Processing Server Series Windows System Operator’s Guide, for
information related to these procedures). To determine if the package is running, use
the get many command (see Verify Agents' Response on page 17).

Question:
How would SNM P packets be identified when using Snoop?

Answer :
Uses Snoop ports 161 and/or 162.

Question:
Does PERIsnmp need to be licensed?

Answer :

Yes! You must properly install and modify the license package and/or file as
applicable (see Package Licensing on page 14). If the license doesn’t exist, amessage
error will belogged to thevr snnpd. | og (see Error Logging on page 37).
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Question:
What are some of the possible problems and conflicts | may encounter when using the
product?

Answer:
Apparently you didn’t read the first part of this appendix! Go back and check out
Troubleshooting on page 114. You might also want to see | nstallation Upgrades on

page 17.

Question:
If | encounter problems, isthere somewhere | can look to see what might have
happened?

Answer:
Yesthereis! Error logging is now part of your PERIsnmp package. To find out more,
see Error Logging on page 37.

Question:

What impact might the package have on processor overhead and network traffic?

Answer :

Using the command line utilities will have a fairly small impact on your processor’s
overhead. The greatest impact on both the processor and network occurs when
multiple management stations are designated as trap recipients (see Defining Target
Parameters on page 36). The more stations designated as such, the greater the traffic
and demand on processor power.

Question:
What, exactly, are traps anyway? How do | know if they are being generated, and how
can | seethem?

Answer :

Traps are unsolicited messages sent from the agent to the manager in the event of
unexpected internal conditions within the MPS system. As atest, you can stop and
start SRP to purposely generate atrap. To view traps, enter thet r apr cv command
a the command line of any management station designated to receive traps. For
important information related to these procedures, see Viewing Traps on page 49.

Question:
What happens if | add a component to a system that is already running PERIsnmp?

Answer :
You will have to stop and then restart PERIsnmp so that it can recognize the new CPS
(see SNMP System Startup on page 18).
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Question:
Okay, you' ve answered all of those questions well. Now tell me, why do | need
PERIsnmp if | aready have PeriView?

Answer:

PeriView communicates directly with the MPS network for monitoring and control
through proprietary protocol. This means that workstations which are not configured
to run PeriView cannot normally communicate with the MPS network and
components. SNMP acts as a“trandator” between management stations that are not
configured for PeriView, and the MPS network, bath from a command line aspect as
well as through third-party tools that are SNMP compliant (see SNMP and MPS

I ntegration on page 10). Okay?!
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Using the Service

Tables of RFCs

Additional useful information about SNMP, the MIB, and related topics may be had
by obtaining RFCs. An RFC isareport or paper on specific topics put together by
authoritative sources within the subject community. Though not specific to the Nortel
Networks, Periphonics Enterprise MIB itself, the information provided in the RFCs
can be used to better understand the integration and relevance of SNMP in the Nortel
Networks product.

RFC-INFO is amail-based server for listing and retrieving RFCs. An RFC may be
obtained by sending e-mail to: RFC-INFO@I SI.EDU. The message contents should
be formulated as follows:

Retrieve: RFC
Doc-ld: RFCxxxx

where xxxx is the RFC number being requested. Note that in your mail, the subject
lineisignored, and the message text is case independent.

For help with this service, send e-mail to the above address with the body of your
message containing the following:

HELP: HELP

Thiswill provide you with information on using the service and other topics that may
aid you in your endeavor. Two specific help topics that may be of use are:

HELP: RETRIEVE (Explains how to use the retrieve request)
HELP: TOPICS  (Listshelp topics)

Toreceive alist of current RFCs, your message should contain the following entry:

LIST: RFC
Keywords: somestring

where “somestring” isatitle or key component word you wish to search for. For alist
of keywords currently in use, send a message containing the entry:

LIST: KEYWORDS

The following table lists topic RFCs that will be of relevance with regard to SNMPv1.
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RFC Number RFC Title
RFC 1155 Structure of Management Information
RFC 1156 Management Information Base for Network Management of

TCP/IP-Based Internets

RFC 1157 SNMP V1 Protocol

RFC 1212 Concise MIB Definitions

RFC 1213 Management Information Base Il

RFC 1215 A Convention for Defining Traps for use with the SNMP

The following table lists topic RFCs that will be of relevance with regard to

SNMPvZ2c.
RFC Number RFC Title
RFC 1901 Community Based SNMPv2c
RFC 1902 MIB for SNMPv2c
RFC 1903 Textual Conventions for SNMPv2c
RFC 1904 Conformance Statements for SNMPv2c
RFC 1905 Protocol Operations for SNMPv2c
RFC 1906 Transport Mappings for SNMPv2c
RFC 1907 MIB for SNMPv2c
RFC 1908 Coexistence Between SNMPv1 and SNMPv2c
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deprecated objects (and their replacements) 45

E

enterprise, Nortel Networks 20
enterprises, private
Seealso MIB
environment variables 22—24
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view subtrees 26

P

Periphonics Enterprise M1B
detailed component structure 66—98
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