AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Remote User Access to
Avaya one-X® Communicator H.323 over VPN Net Direct
SSL tunnel using Avaya VPN Gateway 3050 with Avaya
Aura® Communication Manager 6.0.1 Issue — 1.0

Abstract

This Application Notes present a configuration where a remote user with Avaya one-X®
Communicator H.323 soft client establishes and terminates a VPN Net Direct SSL Tunnel in
the main office location with an Avaya VPN Gateway 3050. After completing the VPN Net
Direct SSL tunnel negotiation, the Avaya one-X® Communicator H.323 soft client will
register to Avaya Aura® Communication Manager R6.0.1.

The validation test of the sample configuration was conducted at the Avaya Solution and
Interoperability Test Lab.
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1. Introduction

1.1. Net Direct Client

Avaya Net Direct is a VPN client that can be downloaded to the remote user pc from the Avaya
VPN Gateway 3050. When the remote user exits Net Direct or the SSL VPN session, the client is
automatically uninstalled. Net Direct client offers a simple and secure access method. Net Direct
includes a network driver that captures network traffic and tunnels it through SSL to the Avaya
VPN Gateway. The Avaya VPN Gateway then decrypts the traffic and forwards it to the
requested destination. The tunneled network destination is configurable. The Net Direct client is
packet based, and since it operates at a lower network level, it supports more applications. By
clicking on a Web Portal link the Net Direct client is downloaded, installed and launched on the
remote user’s pc. While Net direct is running in the background, the remote user can access
intranet resources through his or her native applications without the need to install VPN client
software manually. When the remote user exits Net Direct or the Portal, the client is
automatically uninstalled.

1.2. Interoperability Compliance Testing

The objective of this interoperability test is to verify that the Avaya one-X® Communicator
H.323 soft client can interoperate with Avaya VPN Gateway 3050 over a VPN Net Direct SSL
tunnel, while registered to Avaya Aura® Communication Manager running as an Evolution
Server. Another objective is to confirm that Avaya one-X® Communicator H.323 can make a
video call, interoperate with Avaya Aura® Messaging and Avaya Aura® Presence Services,
while the VPN Net Direct SSL tunnel is established to the Avaya VPN Gateway 3050.

1.3. Configuration

The configuration used in these Application Notes is shown in Figure 1. The Avaya Aura®
Communication Manager running as an Evolution Server is used to register Avaya one-X®
Communicator soft client while the VPN Net Direct SSL tunnel is established. The Avaya G650
Media Gateway contains the IP Server Interface card which is used to interface with the Avaya
Aura® Communication Manager Evolution Server. The G650 Media Gateway also contains the
CLAN and Medpro cards used for signaling and audio generation respectively. The diagram
indicates logical signaling connections. The Avaya Aura® Presence Services Server is used to
provide Presence information to one-X® Communicator H.323 soft client. The Avaya Aura®
Messaging server is used to provide voicemail functionality and message waiting indicator (mwi)
to the one-X® Communicator H.323 soft client. All components are physically connected to a
single Avaya C363T-PWR Converged Stackable Switch, and are administered into a subnet
range, 135.64.186.x. The Avaya VPN Gateway 3050 is configured to establish a VPN Net Direct
SSL tunnel to the remote user pc. The Juniper SSG 5 is used to simulate a broadband connection
thus giving the remote user pc access to the internet.
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Figure 1: VPN Net Direct SSL Tunnel using Avaya VPN Gateway 3050
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Avaya Aura®

Software

Avaya Aura® Communication Manager
on a S8800 Server

Avaya Aura® Communication Manager
Release 6.0.1
R16x.00.1.510.0 Update: Service Pack 3

Avaya Media Gateway G650
IP Server Interface TN2312BP
Clan TN799DP

IPMedpro TN2602AP

Hardware 15 Firmware 54
Hardware 16 Firmware 40
Hardware 08 Firmware 59

Avaya Aura® C363T-PWR Converged
Stackable Switch

Release 4.5.14

Avaya VPN Gateway 3050

Release 8.0.7.1

Avaya one-X® Communicator H.323
Soft client

Release 6.1.0.19-GA-31696

Juniper SSG 5 Router

Release 6.1.0r2.0

3. Configure Avaya Aura® Communication Manager

This section describes steps needed to configure Communication Manager. It will describe
configuration of ip codec, ip network region, ip network map and configuring one-X
Communicator as a station for a remote user to make a video call. These instructions assume that
Communication Manager has been installed, configured, licensed and provided with a functional
dial plan. It was decided to place the one-X Communicator H.323 soft client endpoint, that
would reside on the remote users pc, into ip network region 1.
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3.1. Administer IP-Codec

This section describes the 1P Codec Set screen. IP Codec G.729 was used for testing purposes
with the one-X Communicator H.323 endpoint on the remote user pc.

display ip-codec-set 1 Page 1 of 2
IP Codec Set

Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 2 20
2: G.711A n 2 20
3: G.711MU n 2 20
4:

On Page 2 set Allow Direct-1P Multimedia to y (yes). For this configuration a Maximum Call
Rate for Direct-IP Multimedia of 768 :Kbits was set to prevent video from oversubscribing.

display ip-codec-set 1 Page 2 of 2
IP Codec Set
Allow Direct-IP Multimedia? y

Maximum Call Rate for Direct-IP Multimedia: 768:Kbits
Maximum Call Rate for Priority Direct-IP Multimedia: 768:Kbits

Mode Redundancy
FAX relay 0
Modem off 0
TDD/TTY us 3
Clear-channel n 0

3.2. Administer IP Network Region

This section describes the IP Network Region screen. It was decided to place the one-X
Communicator H.323 endpoint into network region 1. The Authoritative Domain was set to
silstack.com. The codecs used on the SIP endpoints were placed in Codec Set 1. IP Shuffling
was turned on so both Intra-region IP-1P Direct Audio and Inter-region IP-IP Direct Audio
were set to yes.

display ip-network-region 1 Page 1 of 19
IP NETWORK REGION
Region: 1

Location: 1 Authoritative Domain: silstack.com

Name :
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes

Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
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Go to Page 4 and ensure that ip codec set 1 is used when connection calls to dst rgn (destination
region) 1.

display ip-network-region 1 Page 4 of 20

Source Region: 1 Inter Network Region Connection Management | M

G A t

dst codec direct WAN-BW-limits Video Intervening Dyn A G c

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 1 y NoLimit n all t
2 2 all

3.3. Administer IP Network Map

This section describes the IP Network Map screen. The IP Address range will be the same
range as the IP Pool address range defined on the VPN Gateway 3050. The FROM range was
10.10.97.0 and the TO range was 10.10.97.255. The Network Region was 1 and Subnet Bits
was 24.

display ip-network-map Page 1 of 63
IP ADDRESS MAPPING
Subnet Network Emergency
IP Address Bits Region VLAN Location Ext
FROM: 10.10.97.0 /24 1 n

TO: 10.10.97.255

3.4. Administer Station Screen

This screen describes the station form setup for the one-X Communicator H.323 endpoint on
Communication Manager. The Extension used was 20092 with phone Type 9640. Phone type
9640 was the recommended phone type to use for the one-X Communicator H.323 endpoint. The
Name of the phone was set to H323, 1XC. The two parameters IP Softphone and IP Video
were set to yes to enable the one-X Communicator extension to make a video call.

display station 20092 Page 1 of 5
STATION
Extension: 20092 Lock Messages? n BCC: 0O
Type: 9640 Security Code: TN: 1
Port: S00010 Coverage Path 1: 3 COR: 1
Name: H323, 1XC Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 20092
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? Y
IP Video? y
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On Page 2, Direct IP — IP Audio Connections were set to yes (y).

display station 20092 Page 2 of 5
STATION
FEATURE OPTIONS
LWC Reception: spe Auto Select Any ldle Appearance? n

LWC Activation? y Coverage Msg Retrieval? y
LWC Log External Calls? n Auto Answer: none
CDR Privacy? n Data Restriction? n
Redirect Notification? y Idle Appearance Preference? n
Per Button Ring Control? n Bridged ldle Line Preference? n
Bridged Call Alerting? n Restrict Last Appearance? y
Active Station Ringing: single
EMU Login Allowed? n
H.320 Conversion? n Per Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced Audible Message Waiting? n
MWI Served User Type: Display Client Redirection? n
AUDIX Name: Select Last Used Appearance? n
Coverage After Forwarding? s
Multimedia Early Answer? n

Remote Softphone Emergency Calls: as-on-local Direct IP-IP Audio Connections? y
Emergency Location Ext: 20092 Always Use? n IP Audio Hairpinning? n

3.5. Save Translations
Use the save translations command to save these changes.

save translation

SAVE TRANSLATION

Command Completion Status Error Code
Success 0
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4. Administer Avaya VPN Gateway 3050

The following steps describe configuration of the VPN Gateway 3050. This section will describe
the server configuration needed to establish a VPN Net Direct SSL tunnel between the remote
user pc and VPN Gateway 3050. It will describe administering an IP Pool, enabling Net Direct,
configuring Split Tunneling and administering a Net Direct link to establish the VPN Net Direct
SSL tunnel. This section will also describe configuring the Avaya VPN Gateway in a two arm
configuration, where interface One will be configured to handle the private traffic and interface
Two will be configured to handle public traffic. It will also detail setting up static routes and the
creation of the SSL VPN Gateway or Gateway Portal . It will also describe creating a Trusted
Group and assigning the Net direct Link to that Group. Administering of User Accounts is also
discussed.

4.1. Access the Avaya VPN Gateway 3050

To access the VPN Gateway 3050 browse to the management IP Address. This was
http://135.64.186.14. Input the User ID and password for the VPN Gateway 3050.

¥~ I A http:ff135.64, 186, 14 index.php I

dit  VWiew Favorites Tools Help

le | v|ilSearch v--|Eﬂiv| Mare >

e IA Avaya VPN Gakteway

AVAYA

VPN Gateway

: Login Reset
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Upon login the following screen is displayed.

AVAYA

Managing: §
D

VPN Gateway

5L-8.0.7.1 on 3050
ashboard » Health

Apply | Diff | Revert | Logout

Logged as sdmin [

- Dashboard
- Health
- Management
+ Monitor
+ Statistics
+ Diagnostics

Health
& Warr

ning:: GUI Is currently not locked.

Lock infarm

Dashboard

nation is available on Menitor-=GUI Lock page

_ 6o To GUI Lock Page ]

Hosts
MIP 1P : 135.64.186.14 Port - 7998 Interface : eth0
IP Type Status MIp Local Port Status
135 64 186,13 master true true ol
Network 1 ~ CPU Usage
E it T Used
REEED 1ons Transmissions 200%
Packets: 15173255 Packets: 6780960
Errors: 0 Errors: 0
Dropped: 0 Dropped: 0
Overruns: 0 Owerruns: 0
Frame: 0 Carrier: 0
Caollisions:0 Free
Inboud Traffic :845.1 Mb Outhound Traffic:1386.7 Wb 8.00%

-

Netmask : 255.255.255.255

O Summarize
Memory Usage

Used

. 20.00%

Fres
B80.00%

4.2. Administer Public Private Interface

Select Config = Host(s) on the graphical user interface to configure the public and private side
of the VPN Gateway. In order to have 135.64.186.x network side configured as the private
interface and the 172.16.1.x network side configured as the public interface, the Default
Gateway was set to 172.16.1.2. Select Update.

AVAYA
Monitor

- Wizards

- Cluster Manager

- Certificates

- 88L Offload Servers

- Bandwidth Management
- VPN Gateways

+ Administration

Managing

VPN Gateway

55L-8.0.7.1 on 3050
Cluster » Host-isd@a135-64-186-13 » System

Apply | Diff | Revert | Li

Logged as sdmi

Syste

Assigns an administratively-assigned name to the managed Avaya VPN Gateway (AV'G) host and also adds a description of the physical location of the managed AVG host

m Information

General | Host Routes | Ports | Interfaces | Licenses

Host Type: :Vmaster v
System Name: I

System Location:

|D5fa“h Gateway: 172161 2I | {format: 10.10.1.75, 0.0.0.0 to remove}

Dont Fragment bit: ::r:op_y v:

=]
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4.3. Administer Interface One
Select Config = Hosts = Interfaces on the graphical user interface of the VPN Gateway 3050.
Select the ADD option.

AVAYA VPN Gateway
| Config | Manitor Managing: SSL-3.0.7.1 on 3050
Cluster » Host-isd{@al3i5-64-186-13 » Interfaces
_ Wizards Host Interfaces
- Cluster Manager ) ) : ) . R . L
Lets you configure an IP interface and assign physical ports (on the YPM Gateway) te this interface. If you add mere than ene
- different modes: failover or trunking.. @)
- Certificates
- S5L Offload Semvers General Host Routes | Forts ﬂmﬂ Licenses
- Bandwidth Management
- VPN Gateways Add | Edit || Delete |

Interface One had IP address set to 135.64.186.13, the inside interface. The Netmask was set to
255.255.255.224 and the Default Gateway was 135.64.186.1. Interface 1 was Selected from the
Port(s) column. The Update button was selected to update the configuration.

AVAyA VPN Gateway 4pply | Diff | Reverl | Lo
Config Maonitor IManaging: $5L-8.0.7.1 on 3050 Logged as 2amin

Cluster » Host-isd@a135-64-186-13 » Interface 1 » Configure Interface
Host Interfaces

- Wizards
- Cluster Manager

_ Hostis) General | Routes
- Ceriificates

- 5L Offlead Servers Modify Network
- Bandwidth Management

- VPN Gateways

- Administration I Netmask: |255.255 255224 Available Selected

— 0 i
peration EJ Fl

| P Address: [1356418613 Default Gateway: 135641361 |

Eoll
VLANId: [0 e

- System

Mode: [failover v

S
~
A

- Users
- Remote Access Primary Port: o

- Access List = 3
Update | Back |

- 95H keys
= SMMP
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4.4. Administer Interface Two

Select Config = Hosts = Interfaces on the graphical user interface of the VPN Gateway 3050.
Select the ADD option.

AVAYA VPN Gateway
| Config | Manitor Managing: $5L-8.0.7.1 on 3050

Cluster » Host-isd{@al3i5-64-186-13 » Interfaces
- Wizards Host Interfaces

- Cluster Manager ) : : ) R . L
Lets you configure an IP interface and assign physical ports (on the VPN Gateway) te this interface. If you add mare than ane
-Host(s)

different modes: failover or trunking.. E‘

- Certificates

- S5L Offload Servers General Host Routes | Forts Ilnterfacesl Licenses
- Bandwidth Management

- VPN Gateways Add || Edit || Delete |

Interface Two had IP address set to 172.16.1.4, the outside interface. The Netmask was set to
255.255.255.0 and the Default Gateway was 172.16.1.2. Interface 2 was Selected from the
Port(s) column. The Update button was selected to update the configuration.

AVAYA VPN Gateway R
M lfanaging: §5L-8.0.7.1 on 3060 Logged as =dm)
Cluster » Host-isdi@a136-64-186-13 » Interface 2 » Configure Interface
- Wizards Host Interfaces
- Cluster Manager
T [l
- Certificates
— 851 Ofload Servers Modify Network

- Bandwidth Management

_ VBN Gateways IP Address: |172 1614 | | Default Gateway: [172.1612 |

+ Administration MNetmask: |255 255 2550 i Available Selected

- - B [2_|
VLAN Id: G - Portls): |3 E [ |
Mode: |failover ¥ &

Primary Port: |0

e
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45. Administer Static Routes

A static route was created to ensure traffic on the Private network would use interface one. Select

Config = Host(s) = Host Routes on the graphical user interface of the VPN Gateway 3050.
Select the ADD option.

AVAYA VPN Gateway
| Config | Monitor Managing: $5L-8.0.7.1 cn 3050

Cluster » Host-isd@a135-64-186-13 » Routes

- Wizards Host Routes

- Cluster Manager . B . | |
_ Lets you manage static routes for a specific host when mare than one interface is configured.. @)
- Certificates

_ 23 Offload Servers General [|Host Routes | Forts  Interfaces | Licenses

- Bandwidth Management i Edit Delete

- VPN Gateways

The Destination IP was set to 135.64.186.0. The Destination Subnet was set to 255.255.255.0.

The Gateway IP was set to 135.64.186.1. The Save Route button was selected to save the
changes.

AVAYA VPN Gateway
Config Monitor Managing: §5L-8.0.7.1 on 3050

Cluster » Host-isd@a135-64-186-13 » Configure Host Route
- Wizards Host Routes

- Cluster Manager

Apply | Diff | Revert | |

Logged as sdmij

Lets you manage static raUtes for @ specific host when more than ane interface is configured.. &)

- Host(s

PSR Modify Host Route

- 55L Offload Servers -

— Bandwidth Management |Destination IP: [13564.1860 | | (format- 10 10 175)

=g e i O EC ICE
VN EaiSnes [ Destination Subnet: 255 2652550 |

+ Administration

| Gateway IP: |135.54.186.1)

(Back )

4.6. Administer SSL VPN Gateway

To create the SSL VPN Gateway, select Config = VPN Gateway on the graphical user
interface. Select the Add button.

AVAVA VPN Gateway apply | DI

Moniter 1anaging: $5L-8.0.7.1 on 3060 L
VPN Gateways

. Wizards VPN Gateways

- Cluster Manager

T Lists the configured VPM(s) and also allows you to add, edit and delete VPN{s). @

- Host{s)

- Cerificates e

_ S50 Ofioad Seners Add L Edit N Delete . Quick VPN |

- Bandwidth Management .| Name IP Address{es) Port SSL IPsec

’ {45! IPSec 172.16.1.3 443 Enabled Enabled

satminisiation 02 ssL 1721616 443 Enabled Disabled
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The VPN Name was SSL. The SSL VPN Portal IP Address was set to 172.16.1.6. This is the IP
Address the remote user will use to access the SSL VPN tunnel. The default Port number was
443. The SSL Status was enabled. The Create VPN button was selected to save the changes.

AVAyA VPN Gateway Apply | Diff | Revert | Lc
I Config I Menitor Managing: SSL-8.0.7.1 on 3050 Logged as admin

WPN Gateways » Add a VPN

= VPN Gateways

- Cluster Manager Add a VPN

- Host(s)

- Certificates VPN Identifier: _3 |- |
- S5L Offload Servers VPN Name: |SSL

- Bandwidth Management

S I | IP Address: [172.161 s|
+ Administration {1-65534)

SSL Status: | enabled |

Certificate Number: | <unset> ~|

& Warning: Mew VPNs are directly applied to the database. |Create wPN || Back

The following screen is displayed.

AVAYA VPN Gateway
w Managing: S5L-8.0.7.1 on 3060

VPN Gateways
- Wizards VPN Gateways

- Cluster Manager

~ Hosis) Lists the configured VPNis) and also allows vou to add, edit and delete VPMN(s). @

- Ceriificates - o 5 \

_ 891 Offioad Servers L Add )4 Edit J Delete L Quick VPN

- Bandwidth Management (1 Name IP Address{es) Port S5 |Psec

- VPN Gateways 0o |PSec 172.16.1.3 443 Enabled Enabled

* Administration 0 2 ssL 1721616 443 Enabled Disabled

4.7. Administer IP Pool

To administer the IP Pool, select Config > VPN Gateway - VPN 2. Then under settings select
IP Pool on the graphical user interface.

AVAYA VPN Gateway
|Eunfig| Manitor Managing: S5L-8.0.7.1 on 3050
| vPH Gateways » WPN-2 |

~ Wizards VPN Summary
- Cluster Manager - -

g Settings Configuration
- Host(s)

- General WPMN Mame : 351, Standalone Mode is enabled, WholeSecuritv is off,

- Cerificates
— 9SL Offioad Servers SSL SSLis enabled, Server Certificate is 1, Listen Portis 443, DNS name of VIP is ssl.silstack.com
- Bandwidth Management Traffic Trace  Lets youtraceroute or ping a host.
- VPN Gateways IP Pool Default IP Pool is 2, The configured IP Poals are
e Host IP Pool  HostIP Pool is disabled
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Under the IP Pool List select the Add button.

AVAYA VPN Gateway
Config Maniter Managing: $5L-8.0.7.1 on 3050

VPN Gateways » VPN-2 » IP Pool

- Wizards IP Pool
- Cluster Manager . X ) - " ; . .

- The IP Pocl menu is used to configure the desired method for assigning IP address and network attributes to VPN clients. The IP pool comes into
- Host(s) to access a hostusing an IPsec VPN client iformerly the Mortel VPN client) or Met Direct client connection. The IP address is used as a new sourc
- Certificates the VPM Gateway and the destination hast, once the remote user is authenticated and the VPM tunnel is setup.. @)
- SSL Offload Servers
- Bandwidth Management Default IP Pool: |2 SSL % | (Mone' indicates that no IP Poal will be used by default)

- YPIM Gateways
+ Administration

IP Pool List

" add | Edit Delete Alloc Info Copy Paste

[]/ID Name Type Proxy ARP Status

O =2 S5L lacal an an

For the SSL VPN Gateway VPN 2. The IP Pool Name was set to SSL. The Status was enabled.
The Type was set to local and Proxy ARP was set to on. The Update button was selected to

save the changes.

AVAyA VPN Gateway Apply | Diff | Revert | Lo
Config Manitor Wanaging: $5L-8.0.7.1 on 3050 Logged as =dmin

VPH Gateways » VPH-2 » IP Pool- » Add/Modify
IP Pool Configuration

- Wizards
REE R Add new IP Address Pool

- Host(s)

- Certificates VPN: 2 |

- SSL Offload Servers IPPool ID: |1 %

- Bandwidth Management rET——
- VPN Gateways
. hd
+ Administration Status:
Type: |local ¥

Proxy ARP: |on ¥

Under the General Settings of the IP Pool named SSL. The Lower IP address was set to
10.10.97.21 and the Upper IP address was set to 10.10.97.40. The Update button was selected

to save the changes.

Modify IP Address Pool

General | Network Attributes

General Settings

Proxy ARP: |on +
| Lower IP: [10.109727 |

Name: |SSL

Status: |enabled ¥

Type: |local v | UpperIP: [10.10.5740 |

=
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4.8. Enable Net Direct

To enable Net Direct select Config > VPN Gateway > VPN 2. Then under Settings, select
VPN Client on the graphical user interface.

AVAYA
_[W Monitor

- Wizards

- Cluster Manager

- Hostis)

- Cerificates

- SSL Offload Servers

- Bandwidth Management
- VPN Gateways

+ Administration

VPN Gateway

Managing: 55L-8.0.7.1 on 3050

| VPN Gateways » WPN-2 |

VPN Summary
Settings Configuration
IPsec IPsecis disabled, IKE Profiles...., User Tunnel Profiles....., BC Tunnel Profiles.....
L2TP L2TF is disabled, IKE Profiles...., User Tunnel Profiles.....
NAP Autornatic Remediation is disabled, Probation settings is disabled, Remote policy servers....., Svsh
Portal Citrix support is off, Company Name is Avaya Inc, SMB Workgroup is WORKGROUFP, ReDirect URL i3
Link Sets Configured Linksets are base-links, netdirect, Installed_MD

Authorization

Groups
Authentication
EACA

VPN Client

Configured Metworks are MIL.

Configured Services are hitp, https, web, smitp, pop3, imap, email, telnet, ssh, fip, smb, fileshare.
Configured Client Filters are MIL.

Configured Applications are MIL.

Configured Filename Extensions are MIL.

Default group is trusted, Anonymous group is not set, The Configured groups are trusted
The configured Auth servers are local, cert

EACA s disahled, Failover action @ teardown. Mo SRS rules are configured.

Under VPN Client select Net Direct. In the General Settings set Net Direct Client to on. The
Update button was selected to save the changes.

INet Direct I Split Networks | FailOver Servers | Old Clients | XML Configuration | TDI | LSP | Mobility | Adwanced

General Settings

-
\ll) Net Directlinks should be configured for any of the configured linksets in VBN Gateways->VEN-2->Linksets page.

General Settings | Met Direct Banner | Net Direct License | Download Net Direct Setup

| Net Direct Client: | on VI

Retry Connection Time: |180

Rekey Time Limit: |28300

Idle Check: |off ¥

Rekey Traffic Limit: |0

LING Darte- |ENNN.EANT

Available Selected
generic_win all
linux winxp
Net Direct/SPO Operating Systems:  [11Fnown
vista
win2k

win?

Under Split Networks the Split Tunnel Mode was disabled to tunnel all the network traffic
through the Net Direct client to the SSL VPN Gateway. The Update button was selected to save

the changes.
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Managing: S5L-8.0.7.1 on 3050 Logged as sdmin
VPN Gateways » VPN-2 » VPN Client » Split Tunnels

Networks for Split Tunnels

Allows yau to canfigure the netwark ranges or IP addresses to which traffic should be tunneled through the VPN Gateway.. &)

Met Direct ISpIit Networks I FailOver Servers | Old Clients = XML Configuration | TDI | LSP | Mobility | Advanced

| Split Tunnel Mode: | disabled ~|

4.9. Administer Net Direct Link

To administer a Net direct Link select Config 2 VPN Gateway = VPN 2. Then under Settings
select Link Sets on the graphical user interface.

AVAYA VPN Gateway
Meniter Managing: SSL-8.0.7.1 on 3050
| vPN Gateways » VPN-Z |
- Wizards VPN Summary
- Cluster Manager ; :
_ Settings Configuration
- Hostis}
. General YPM Mame : 331, Standalone Mode is enabled, WheleSecurity is off,
- Certificates
_ S5 Offload Servers SSL S5Lis enabled, Server Certificate is 1, Listen Portis 443, DNS name of VIP is ssl.silstack.com
- Bandwidth Management Traffic Trace Lets you traceroute or ping a host.
- ¥PM Gatewavs IP Pool Default IP Poal is 2, The configured IP Pocls are
R Host IP Pool Host IP Pool is disabled
IPsec IPsecis dizabled, IKE Profiles...., User Tunnel Profiles....., BC Tunnel Profiles.....
L2TP L2TFP is disabled, IKE Profiles...., User Tunnel Profiles.....
NAP Automatic Remediation is disabled, Probation settings is disabled, Remote policy servers.....,
Portal Citrix support is off, Company Mame is Avaya Inc., SMB Workgroup is WORKGROUP, ReDirect L)
Link Sets Configured Linksets are base-links, netdirect, Installed_MD
Configured Metwaorks are MIL.

Under the Portal Linksets select the Add option.

VI OOTEEeay s 0 TTE-2 1T LITRETTE

Portal Linksets

nager ) ) . :
Allows vou to create a linkset, i.e. a set of hypertext links that can be accessed i

simultaneausly.. @)

1

Copy Paste |

"

i Servers

" add | Edit || Delete
Management - -
[ 111D Name

ation ] 1 baze-links
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In the Add New Linkset, the Name for netdirect was added. The Update button was selected to
save the changes.

Add New Linkset

I Name: |netdirect I

Text:

Autorun: |false v

[z sscc.

In the Add Portal Links the Link Type was set to NetDirect. The Continue button was
selected.

Add Portal Links

Id: |4 &
Text:

| Link Type: |NetDirect |

(] oo

The following netdirect link was created.

Config Manitar Managing: $5L-8.0.7.1 on 3050

VPN Gateways » WPH-2 » Linksets
- Wizards POI’tal LinKSEtS

- Cluster Manager

Allows you to create a linkset, ie. 3 set of hypertext links that can be accessed from the Portal's Home tab.

] simultaneausly.. E‘

- Certificates
- 38L Offload Servers

" add | Edit |[ Delete | Copy ' paste
- Bandwidth Management - - - - - )

- VPN Gateways L1ID Name
+ Administration a1 hase-links
I [Pl netdirect I
O 3 Installed_MD

4.10.Administer Trusted Group

To administer a Trusted Group select Config = VPN Gateway = VPN 2. Then under Settings
select Groups on the graphical user interface.
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AVAYA
m Maonitor

Wizards

Cluster Manager
Hostis)

Certificates

S5L Offload Servers
Bandwidth Management
VPN Gateways
Administration

VPN Gateway

IManaging: SSL-8.0.7.1 on 3050

I VPN Gateways » VPN-2 I

VPN Summary
Settings Configuration
General WPM Mame ; S5L, Standalone Mode is enabled, WheoleSecurity is off,
S5L SSLis enabled, Server Certificate is 1, Listen Portis 443, DNS name of VIP is ssl.silstack com
Traffic Trace Lets vou traceroute or ping a host.
IP Paool DefaultIP Poaol is 2, The configured IP Pools are
Host IP Pool HostIP Pool is disabled
IPsec IPsecis disabled, IKE Profiles...., User Tunnel Profiles....., BEC Tunnel Profiles.....
L2TP L2TP is disabled, IKE Profiles...., User Tunnel Profiles.....
NAP Automnatic Remediation is disabled, Probation settings is disabled, Remote policy servers.....
Portal Citrix support is off, Company Name is Avaya Inc., SMB Workgroup is WORKGROUP, ReDirect
Link Sets Configured Linksets are base-links, netdirect, Installed_MND

Authorization

Authentication

Configured Metworks are MIL.
Configured Services are hitp, htps, weh, smip, pop3, imap, email, telnet, ssh, ftp, smb, fileshar
Configured Client Filters are MIL.
Configured Applications are MIL.
Configured Filename Extensions are MIL.

Default group is trusted, Anonymous group is not set, The Configured groups are trusted

The configured Auth servers are local, cert

Select the Add button under Groups.

L

Wizards

Cluster Manager
Host(s)

Certificates

S5L Offload Servers
Bandwidth Management
VPN Gatewavs
Administration

VPN Gateways » WPH-Z » Groups

Groups

Lets you define the user groups that reside on the VPN Gateway
group membership. This is done by searching for a match ety

user was authenticated (RADILS, LDAP, NTLM, SiteMinder, RSA SecurlD, REA ClearTrust, client cerificate or local database). E‘

: Add Edit ‘ Delete Copy Paste

11D

Name User Type

When a user logs in to the VPN {via the Portal, the S3L VPN client or the I1F
en a group name defined, and a group name associated with the users o

Default Group: |1 trusted
Anonymous Group:

Under the Add a Group the Group Name was set to trusted. The User Type was set to
advanced. The Update button was selected.

ABM; Reviewed:
SPOC 09/12/2011

Solution & Interoperability Test Lab Application Notes 18 of 34
©2011 Avaya Inc. All Rights Reserved. 1XCVPNSSL



VPN Gateways » MPN-2 » Groups » Add

Add a Group

Add New Group to VPN 2

I Name: |trusted I

| User Type: |advanced v|

Comment:

=] o

The following trusted group was added.

: Add Edit Delete Copy Paste

[ 1D

Name

User Type Comment

1

trusted

advanced

After selecting the group named trusted the following page is displayed. The IP Pool called SSL
created in Section 4.7 was assigned to the group named trusted. The Update button was

selected to save the changes.

General | Accese Lists | Linksets | EACA | IPsec L2tp VPN Admin | Met Direct Mobility | Extended Profiles | SPO

User Type:

Bandwidth policy:

Net Direct Windows Admin User Hame:
Net Direct Windows Admin Password:

Net Direct Windows Admin Password (again):

Name: |trusted

advanced ¥ |

<None> v |

Eradrmlin istrator

|eeenene

| IPPool:

Host IP Pool:
lMaximum Sessions:
Session Idle Time:

Maximum Session Length:

Comment:

::......0 =

2 ssLiv]

[ <None> v]

D (0 is unlimited)
IU | (seconds)

U | {seconds)

4.11.Map Net Direct Linkset to Trusted Group
To map the linkset to the trusted group select Linksets under Modify a Group.
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AT AGTTG. 3300 T, T 01T U

VPH Gateways » VPN-2 » Group-1 » Modify Group

[Modify a Group

Lets you configure the general settings of a user group.. 2]

General | Access Lists ILinksetsIEACA IPzec | L2tp | WPM Admin | Met Direct Mobility  Extended Profiles  SPO

Name: |trL|5ted |

User Type: |advanced ¥

Under Linksets, select the option To add a new portal linkset, click here.

Allows you to map linksets to the current group.. @

General Access Listz ILinksetsl EACA | IPsec | L2tp | WPN &dmin | Met Direct

“‘!z) Mo new portal linksets remaining)To add a new portal linkset, click here.

1

: Delete J

Under Portal Linksets, the Linksets for netdirect from Section 4.9 was added.

VPN Gateways » VPN-2 » Group-1 » Linksets

Portal Linksets

Allows vou ta map linksets to the current group.. E‘

General  Acceszs Listz || Linksets | EACA | IPsec | L2tp | VPN Admin | Net Direct

-
\}) Mo new portal linksets remaining. To add a new portal linkset, click here.

!

: Delete J

[ 11D Name

1 base-links
[P Installed_MD
mE netdirect
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4.12.Administer User Authentication

To administer an Authentication Account, select Config - VPN Gateway = VPN 2. Then
under Settings select Authentication on the graphical user interface.

AVAYA
m Monitor

VPN Gateway

Managing: 55L-8.0.7.1 cn 3050

| VPl Gateways » WPI-2 |

- 55L Offload Servers
- Bandwidth Management

Groups

Traffic Trace

Authorization

- Wizards VPN Summary
- Cluster Manager . c
< Settings Configuration
- Hostis)
- General WM Mame : 551, Standalone Mode is enabled, WholeSecurity iz off,
- Cerificates
SSL S8L is enabled, Server Certificate is 1, Listen Port is 443, DNS name of VIP is ssl.silstack.com

Lets you traceroute or ping a host.

- VPN Gateways IP Pool Default IP Poolis 2, The configured IP Pools are

* Administration Host IP Paol HostIP Paol is disabled
IPsec IPsecis disabled, IKE Profiles.... User Tunnel Profiles..... EC Tunnel Profiles.....
L2TP L2TP is disabled, IKE Profiles..... User Tunnel Profiles.....
NAP Automatic Remediation is disabled, Probation settings is disabled, Remote policy servers....., System Health
Portal Citrix supportis off, Company Name is Avaya Inc., SMB Workgroup is WORKGROUP, ReDirect URL is not set....
Link Sets Configured Linksets are base-links, netdirect, Installed_MD

Configured MNetworks are MIL.

Configured Services are hitp, https, web, smip, pop3, imap, email, telnet, ssh, fip, smhb, fileshare.
Configured Client Filters are MIL.

Configured Applications are MIL.

Configured Filename Extensicns are MIL.

Default group is trusted, Anonymeaus group is not set, The Configured groups are trusted

Authentication The configured Auth servers are local, cert

Select the Authentication Server called local that was defined on the VPN Gateway 3050 after

installation.

- Cerificates

- S5L Offload Servers
- Bandwidih Management
- VPN Gateways

+ Administration

_[Authentil:atiun Servers | Authentication Order | Sequential Authentication  Sequential Order

: Add Edit Delete Copy Paste

11D Name Display Name Domain Name
1 local
2 cert Mot applicable 5sl.silstack.com

Select the Users option.
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Config Manitar lManaging: 55L-8.0.7.1 on 3050

VPN Gateways » WPH-2 » Auth Server-1 » General

Authentication Servers

- Wizards

Cluster Manager
Allows you to configure the general settings of Local Datakase authentication method . @

Host(s)

Cerificates
SEL Offload Servers

Bandwidth Management

_[General I Users I Password Changs | Advanced

Name: |local

VPN Gatewavs

Administration Display Name:

+

Then select the Add button.

I Cerificates
I S5L Offload Semvers

General | Users | Password Changs  Adwvanced
I Bandwidth Management

I VPM Gateways )
Prefix: |~ Max: |50 hd

I Administration

Users

Edit Delete Import/Export

The User Name called Stack was added and the Password for the user. The trusted Group was
selected . The Save User button was selected to save the changes.

Managing: S5L-8.0.7.1 cn 3050 Logged
VPH Gateways » VPN-2 » Auth Server-1 [Local] » Add/Modify User(s)
Users

Add Single User | Add Bulk Users

Add Single User

I Name: |Stack I

| Password: [ssesssss |

Password (again): |eessssse

Available selected
trusted
Groups: E
& Warning: Users are added immediately to the database. Mo apply is required. ‘ Back
4.13.Apply Changes
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For the changes to take affect on the VPN Gateway 3050 select the Apply button on the top right
hand side of the graphical user interface.

AVAYA VPN Gateway i |
Config Maonitor Managing: S§SL-8.0.7.1 on 3050 Logae
WPN Gateways
| Wizards VPN Gateways

Select the Apply Changes button.

AVAYA VPN Gateway
Config Menitor Managing: S5L-8.0.7.1 on 3050

Apply Pending Configuration Changsz

| Wizards Apply Pending Configuration Changes
+ Cluster Manager

- Host(s]

- Cerificates

- S5L Offload Servers

+ Bandwidth Management

& Warning: Applying changes will save them to the configuration.

!

: Apply Changes |

- VPN Gateways
+ Administration

: Back

The following screenshot shows the changes were successful.

AVAYA VPN Gateway
Config | Menitor Managing: S5L-8.0.7.1 on 3050

Apply Pending Configuration Changes

_ Wizards Apply Pending Configuration Changes
- Cluster Manager

- Host(s)

- Cerificates Apply Results

- 55L Offload Servers

- Bandwidth Management  Apply Succeeded
- VPN Gateways ) .
+ Administration _Back |
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5. Avaya one-X® Communicator H.323 Settings

The following section describes the settings needed to administer one-X Communicator H.323
soft client. On the one-X Communicator H.323 soft client select General Settings. Under
Telephony the H.323 option was enabled. The Extension was set to 20092. The Password was
set and the Server list was set to 135.64.186.70. This is the IP Address of the PROCR in
Communication Manager. The Enable Video Calls was also selected.

|General ﬁettings | ? X

Accounts Telephony
Login Using: (2H.323 | OsIP
Messaging
IM and Presenca nsion: 20092

| Password: sssnse |

Devices and Services
Outgoing Calls [Server DSt 135.64.186.70)

Phone NMumbers
Dialing Rules
Audio

Video

Public Directory Add Remove
Preferences

:dvanégd I Enable Video Calls I

Under General Settings the Messaging option was selected. The Enable Message Access was
selected and the Dial this number was set to 80960, the hunt group number of the voicemail.

General Settings ? x

Accounts Messaging
Telephony
Login

Enable Message Access

IM and Presence

Do the following when the Message Waiting

Indicatar is clicked:
Devices and Services

Cutgeing Calls
Phone Mumbers (Z) Dial this number

Dialing Rules
80960
Audio |

Video () Start This Application
Puklic Directony

Preferences |
Metwork
Advanced

Browse
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Under General Settings the IM and Presence option was selected. The Enable Instant
Messaging and Presence was selected. The Server was set to 135.64.186.122, the IP Address of
the Presence Server and the Domain was set to pres.silstack.com. The Manually specify my
IM login information was enabled. The IM username was set to 20092 and IM password was

set.

[General Settings|

Accounts
Telephony
Login

Messagin
| M anat Presenca |

Settings  Preferences

| [#]Enable Instant Messaging and Presence |
Instant Messaging and Presence Settings

Devices and Services
Owrtgoing Calls
Phone Mumbers
Dialing Rules
Audio
Video
Public Directory
Preferences
Network
Advanced

Server:

135.64.186.122

| Domain: pres.silstack.com |

() Autornatically discover my IM login information

(ZyManually specify my IM login information
IM username: 20092

IM password:

LE L L L]

Under General Settings the Outgoing Calls option was selected. The Place and receive calls
using option was set to This Computer.

|General Settings |

Accounts
Telephony
Login
Messaging
IM and Presenca

Devices and Services
Qutgoing Calls
Fnone Mumbers
Dialing Rules
Audio
Video
Public Directory
Preferences
Network
Advanced

Qutgoing Calls

Place and receive calls using
[ This Computer

Enable Emergency Call Handling Feature

If you need to make a emergency 911 call using this
phone, the following telephone numbser will be usad

to identify your location to a Public Safety Answering
Point.

(Z)our extension number 20092
{1 Telephone number

6. Verification Steps

The following six verification steps were tested using the sample configuration. The following
steps can be used to verify installation in the field.
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1. Verified the SSL VPN Net Direct Tunnel is connected from the remote user pc to the
VPN Gateway 3050.

2. Verified one-X Communicator H.323 extension 20092 is registered to Communication
Manager while the SSL VPN Net Direct Tunnel is connected.

3. Verified one-X Communicator H.323 extension 20092 is able to make a Video Call while
the SSL VPN Net Direct Tunnel is connected.

4. Verified that a message could be left for one-X Communicator H.323 extension 20092
and that the message waiting indicator turned on while the SSL VPN Net Direct Tunnel
IS connected.

5. Verified that Presence information is seen on one-X Communicator H.323 extension
20092 while the SSL VPN Net Direct Tunnel is connected.

6. Verified that an Instant Messaging is sent from one-X Communicator extension 20092
while the SSL VPN Net Direct Tunnel is connected.

6.1. Verify Access and Connection to SSL VPN Net Direct Tunnel

The remote user accesses the SSL VPN Tunnel by browsing to the IP Address of the SSL VPN
Gateway or Portal IP address https://172.16.1.6. The remote user enters the Authentication User
account administered in Section 4.12 and presses the Login button.

e

@ yv 2] 172.16.1.6 w | 4 Certificat
File Edit “iew Favaorites Tools Help
5.7 Favorites 1.3 el ~ | Free Hotmal & |

fé Awaya Inc,

AVAYA

This is a configurable text.
Login Status: not logged in
Usermame: Stack

Password:  |esesssess

Login Service: | default »

The following screen is displayed. The remote user accesses the SSL VPN Net Direct link
administered in Section 4.9.
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AVAYA

Home
This is a configurable text. Please add link sets to the area below.

Enter URL:

M save as Bookmark

After selecting the SSL VPN Net Direct Link, the following screen is displayed. Select the |
Agree button on the License Agreement.

AVAYA

Licence Agreement

EMD LUSER LICENSE AGREEMEMT

FOR Ahiayd WEN CLIEMT

Thiz Software License Agreement [Agreement’] is between pou, ['User'] and Awvaya
Corporation and its subsidianies and affiliates [‘dwapa’). PLEASE READ THE
FOLLOWIMNG CAREFLLLY.

Home

AL ARG (B CLICKIMG OM THE YES' EUTTON OR USING THIS SOFTWARE, YO
[USER'ARE CONSENTING TO BE BOUMD BY THIS AGREEMENT BETWEEN
, YOURSELF AND AYAYA. IF YOU DO NOT AGREE TO BE BOUND BY THIS
Enter URL: AGREEMENT. CLICK 'WO' AND DO NOT LSE THIS SOFTwWARE.

LICEMSE GRAMT: Thiz Auigreement shall govern the licenzing of Avapa and Avaya
licenszors' software and the accompanying wser manualz, on line help services, Avaya
WWeb Site and other instructions [collectively, the 'Software’] provided or made
available to Uszer. The Software includes client zoftware, which resides on the e

j If pouw accept all the terms of the agreement choose | Aagree to continue, ou must accept
the agreement to ingtall Awvaya NetDirect Client.

ﬁ ) | Aagree | Cancel |

The SSL VPN Net Direct Link downloads the VPN client software to the remote user PC.
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Activating MetDirect

Downloading files from server. .

= [ e

The VPN client is downloaded successfully to the remote user PC.

Activating MetDirect

MetDirect activated successiully

= A e e

The following screen is displayed.

An ipconfig is performed at the command line of DOS on the remote user pc.
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Status: Connected
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Subnet bazk: 28R 285 2R5 0
Default Gateway: 13216811
Prirnary DMS: 135641865
Secondary DMS: 0000

WINS Server 1 0000

WS Server 2: 0000

LDF Port: 5007

LDF SID: 20480
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¢t Command Prompt

Connection—specific DHS Suffix : 88G5—Serial-ULAH
IP Address. . . . . . . : 192.168.1.36
Subnet Mask . . . . . : 2556.2556.255.08
Default Gateway . . . :

Ethernet adapter {FIFFBF16-D44B-4390-9B50-28BYCE24C1C3%:

Connection—specific DHS Suffix
IP Address. . - - - - = - . - : A.8.8.8
Subnet Mask . . . . . . . . . . : 8.8.8.8

Default Gateway . . . . . - . .
Ethernet adapter {F?A48A6B-188D-4C62-8D60-BD5543731C6F>:

Media State . . . . . . . . . . . & Media disconnected
Ethernet adapter Local Area Connection 4:

Connection—specific DMS Suffix . =

IP Addres=s. . . . . . . - . . . = 18.18.97.23

Subnet Mask . . . . . . . . . . = 255_255_255.4

Default Gateway . . . . - . . . . = 18.18.97.24

C:~Documents and Settings~administrator. SILETACK>

6.2. Verify Avaya one-X® Communicator H.323 Registered to Avaya

Aura® Communication Manager

A list registratiered-ip-stations was performed from the command line of the SAT termainal on
Communication Manager. The result shows the one-X Communicator extension 20092
registered to Communcation Manager while the SSL VPN Net Direct Tunnel is connected. It
also shows IP Address 10.10.97.23 assigned to the remote user pc that one-X Communicator
H.323 soft client resides on. The results also show one-X Communicator H.323 extension 20092

assigned to ip network region 1.

list registered-ip-stations
REGISTERED 1P STATIONS

Station Ext Set Type/ Prod ID/ TCP Station IP Address/
or Orig Port Net Rgn Release Skt Gatekeeper IP Address

20092 9630 oneX_Comm y 10.10.97.23
1 6.1019 135.64.186.70
20093 9640 oneX_Comm y 135.64.186.199
1 6.1018 135.64.186.70
20090 9630 oneX_Comm y 135.64.186.213
1 6.1018 135.64.186.70
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6.3. Verify Video using Avaya one-X® Communicator H.323

The following screenshots show a successful Video Call made from one-X Communicator
H.323 extension 20092 to another video endpoint while the SSL VPN Net Direct Tunnel is
connected.

£ Mojo, MES
40040 0:17 —h Q - ﬁ —n
| Conference
|E':—:' name or number iﬂ.!l" |JE AVAYA orne>{"
Contacts View _M1_,f Contacts e Sort _L_ast MName 4
| Name | | Click to launch |

AVAYA ome>l"

- o
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6.4. Verify MWI using Avaya one-X® Communicator H.323

The following screenshot shows the one-X Communicator H.323 extension 20093 can access
Avaya Aura Messaging while the SSL VPN Net Direct Tunnel is connected.

5 Mango cover
80960 0:59 ,‘!:. o c"‘. P
Cl::-nferenl:e

[a]e ..Jm AVAYA ome>l

Contacts View My Contacts = Sort Last Name

Mame “lick to launc

20090 (=N

20093 (=N

70002 (=l

The following screenshot shows that a message can be left with the one-X Communicator
extension 20092 and that the message waiting indicator was turned on while the SSL VPN Net
Direct Tunnel is connected.

{5 Mango cover
80960 Oe04 ‘:.K‘ o C". e
“;Cc:-nferer'lce
alesE AVAYA ore><’
Contacts View My Contacts - Sort Last Mame
Mame
20090 @ E
20093 =]
70003 =R
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6.5. Verify Presence using Avaya one-X® Communicator H.323

The following screenshot shows Presence busy information for the one-X Communicator H.323
extension 20092 while the SSL VPN Net Direct Tunnel is connected.

“¢® EXT 20091
: -
i e i oS m
Conference

|Enter name or numbe: [ale s E AVAYA ome><"
Contacts View My Contacts = Sort Last Name =
;Name | Click to launck

€ 20090 (= P =

€ 20093 test (= P =

& 70003 Test status (=P =

The following screenshot shows Presence busy information for the Contacts of one-X
Communicator H.323 extension 20092 while the SSL VPN Net Direct Tunnel is connected.

¢® EXT 20091
2 .M. —
i 15T el O S e
--Conference
"Ei'l'.:' name or number ia?:%ﬁ AVﬁyﬂ EHEQ’:{
Contacts View My Contacts = Sort LastName <
: MName Click to launch
€ 20090 (=X & =
— 20093 Onacall--test [ X 9 W
= 70003 Onacall-Test s [ (X # W«
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6.6. Verify Instant Messaging using Avaya one-X Communicator H.323

The following screenshot shows Instant Messaging information for the one-X Communicator
H.323 extension 20092 while the SSL VPN Net Direct Tunnel is connected.

® Chat 20092 [+ | — ¢
& 20092 { = -

20092 [10:45]:

hi

Me [10:46]:
hello back

7. Conclusion

These Application Notes have described the administration steps required so that Avaya one-X®
Communicator H.323 soft client can interoperate with Avaya VPN Gateway 3050, over a VPN
Net Direct SSL tunnel, while registered to Avaya Aura® Communication Manager running as an
Evolution Server. It has also confirmed that Avaya one-X® Communicator H.323 can make a
video call, interoperate with Avaya Aura® Messaging and Avaya Aura® Presence Services,
while the VPN Net Direct SSL tunnel is established to the Avaya VPN Gateway 3050.

8. Additional References

This section references Avaya documentation relevant to these Application Notes. Additional
Avaya product documentation is available at http://support.avaya.com.
[1] Administrator Guide Avaya VPN Gateway, December 2010 Document Number
NN46120-105
[2] User Guide Avaya VPN Gateway, December 2010 Document Number NN46120-104.
[3] Administering Avaya Aura® Communication Manager Server Options, June 2010,
Document Number 03-603479.
[4] Administering Avaya Aura® Presence Services 6.0 , September 2010.
[5] Administering Avaya Aura® Presence Services 6.0 XCP Controller, August 2010.
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