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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between service provider Windstream and Avaya IP Office.

Windstream SIP Trunking provides PSTN access via a SIP trunk between the enterprise and
the Windstream network as an alternative to legacy analog or digital trunks. This approach
generally results in lower cost for the enterprise.

Windstream is a member of the Avaya DevConnect Service Provider program. Information in
these Application Notes has been obtained through DevConnect compliance testing and
additional technical discussions. Testing was conducted via the DevConnect Program at the
Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between service provider Windstream and Avaya IP Office.

Windstream SIP Trunking provides PSTN access via a SIP trunk between the enterprise and the
Windstream network as an alternative to legacy analog or digital trunks. This approach generally
results in lower cost for the enterprise.

2. General Test Approach and Test Results

The general test approach was to connect a simulated enterprise site to the Windstream SIP
Trunk service via the public Internet and exercise the features and functionality listed in Section
2.1. The simulated enterprise site was comprised of Avaya IP Office and various Avaya
endpoints.

2.1. Interoperability Compliance Testing / Results

A simulated enterprise site with Avaya IP Office was connected to Windstream SIP Trunking.
To verify SIP trunking interoperability, the following features and functionality were exercised
during the interoperability compliance test:

e Response to SIP OPTIONS queries

e Incoming PSTN calls to various Avaya phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All inbound PSTN calls were routed to
the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from soft clients Avaya IP Office supports two soft

clients: Avaya IP Office Phone Manager and Avaya IP Office Softphone. Only Avaya IP

Office Softphone was tested.

Various call types including: local, long distance, international, outbound toll-free and

Directory assistance

Codec G.711MU

Caller ID presentation and Caller ID restriction

Voicemail navigation for inbound and outbound calls

User features such as hold and resume, transfer, and conference

Off-net call forwarding and twinning

G.711 Faxing inbound and outbound

SIP REFER on transfer and forward

Items not supported or not tested included the following:
e Inbound toll-free and emergency calls (911) are supported but were not tested as part of
the compliance test.

e Operator services are supported but were not tested.

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 2 of 29
SPOC 10/21/2011 ©2011 Avaya Inc. All Rights Reserved. Windstream Ipo7



e Codec negotiation of multiple codecs between Windstream and Avaya was not tested
since Windstream currently supports only one codec (G.711MU) for SIP Trunking.

Interoperability testing of Windstream SIP Trunking was completed with successful results for
all test cases with the exception of the observations/limitations described below.

e SIP OPTIONS message response: I[P Office sends SIP OPTIONS messages to the
Windstream SIP gateway and Windstream returns a 501 Not Implemented. A 200 OK
is the usual response but the IP Office only requires a response, not a specific message.
However, Check OOS on the Line = SIP Line must be unchecked for IP Office to
consider the SIP Line in-service. See Section 5.5 for more details.

e Codec mismatch on Outbound calls: When incompatible codecs are configured,
outbound calls succeed but caller gets dead air and then the call drops and phone displays
“INCOMPATIBLE”. Inbound calls do not go through and caller hears an appropriate
rejection message.

e RFC2833 Not Supported: Only Inband DTMF is supported.

e T.38 FAX Not Supported: Only G.711 Fax is supported.

¢ Outbound Call Number Restriction Not Supported: On Outbound calls from the
Avaya IP Office when Called-ID is restricted, Windstream does not allow that call to go
through. Inbound calls with restricted caller-id complete and display “Anonymous /
Private”

e Off-net call forwarding: When an inbound call is placed to a station with forwarding
enabled and the forwarding number is an off-net PSTN number, RTP Keepalives on LAN
2 must be enabled or the call will complete, but receive dead-air. LAN2 is the interface
typically used to connect to the SIP Service Provider. Twinning: RTP Keepalives on
LAN2 must be enabled for proper functioning. LAN2 is the interface typically used to
connect to the SIP Service Provider.

e Call display update: Call display was not properly updated on PSTN phone to reflect
the true connected party on calls that are transferred to the PSTN from the enterprise.
After the call transfer was completed, the PSTN phone showed the party that initiated the
transfer instead of the actual connected party.

e [P Softphone — must have Call Waiting On and Offhook Station checked on the User
> Telephony > Call Settings page to allow for proper transfer and forwarding
capabilities.

e SIP REFER — Windstream does not support SIP REFER at this time, but will in a later
release, it is therefore recommended that REFER not be enabled. REFER is enabled by
checking “REFER Support” under Line=>17 in the reference configuration.

2.2. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Windstream SIP Trunking, contact Windstream using the Customer
Service links at www.windstream.com.
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to Windstream SIP Trunking.

Located at the enterprise site is an Avaya IP Office 500 V2 with ATM Combination Card (6210)
and Digital Station Base Card (TCMS). The LANI1 port of Avaya IP Office is connected to the
enterprise LAN while LAN2, the WAN port, is connected to the public network. Endpoints
include an Avaya 1140E Series (SIP firmware) registered to IP Office, Avaya 1600 Series IP
Telephone (with H.323 firmware), an Avaya 1400 Series Digital Telephone, an Avaya T7100
Digital Telephone (Legacy Nortel), an Avaya 6210 Analog Telephone, an Avaya IP Office
Softphone, and Avaya IP Office Phone Manager with embedded voicemail.

Enterprise Site

Service Provider

Windstream

SIP Trunking

! PSTN
Service

Telephone(s)

Inha%‘net

/— I Avaya 1408 _\'
Avaya IP Office 500 v 2 sIP . 10_1_1_1// Digital Telephone
6210 Analog
Telephone Ava
ya Trio0
T Digital
10.80.140.35 Telephone
Analog Fax 10.80.140.0/24
Avaya IP Office Avaya IP Office Avaya 1600 Series B
Phone Manager Softphone IF Telephone :
H.323) —
DIDs: 501 555-1140 Avaya 1140 Series
501 555-1141 IP Telephone (SIP)
501 555-1142
501 555-1143
N 501 555-1144 vy

Figure 1: Avaya IP Telephony Network Connecting to Windstream SIP Trunking Service
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For security purposes, any public IP addresses or PSTN routable phone numbers used in the
compliance test are not shown in these Application Notes. Instead, public IP addresses have been
replaced with private addresses and all phone numbers have been replaced with numbers that
cannot be routed by the PSTN.

For the purposes of the compliance test, users dialed a short code of 9 + N digits to send digits
across the SIP trunk to Windstream. The short code of 9 is stripped off by Avaya IP Office but
the remaining N digits were sent unaltered to Windstream. For calls within the North American
Numbering Plan (NANP), the user dialed 11 (1 + 10) digits. Thus for these NANP calls, Avaya
IP Office sent 11 digits in the Request URI and the To field of an outbound SIP INVITE
message. It was configured to send 10 digits in the From field. For inbound calls, Windstream
SIP Trunking sent 10 digits in the Request URI and the To field of inbound SIP INVITE
messages.

Windstream uses the phone number in the From header of a SIP INVITE message to authenticate
the calling party. Thus, a call will be rejected by the network unless the From header contains a
number known to Windstream. This is especially important for calls inbound from the PSTN
which are redirected back to the PSTN by call forwarding or twinning. For call forwarding,
Avaya IP Office always sends the number of the forwarding phone in the From header. This is a
number known to Windstream. As a result, the call display on the destination phone shows the
forwarding party not the original caller. For twinning, this behavior can be slightly altered
through configuration. See Section 5.4 and 5.5.3 for details.

In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and the Avaya IP Office such as a session border
controller or data firewall. A complete discussion of the configuration of these devices is beyond
the scope of these Application Notes. However, it should be noted that SIP and RTP traffic
between the service provider and the Avaya IP Office must be allowed to pass through these
devices.
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component Release
Avaya IP Office 500 v2 7.0.5
ATM Combination Card (6210)
Digital Station Base Card (TCMS)
Avaya 1140E Series IP Telephone (SIP) 04.01.13.00
Avaya 1616L Series IP Telephone (H323) 1.3000
Avaya 1408 Digital Telephone n/a
Avaya T7100 Digital Telephone n/a
Avaya 6210 Analog Telephone n/a

Avaya [P Office Softphone (SIP)

Component

3.1.2.17 (59616)

Release

Metaswitch - CFS

7.1.01-B48 P90.41

Metaswitch - UMG

7.1.01-SU64 P86.00

Metaswitch - EMS

7.3.00-SU16 P86.00

Adtran — TA908E

A02.06

Table 1: Equipment and Software Tested

5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to Windstream
SIP Trunking. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start >
Programs > IP Office > Manager to launch the application. Navigate to File > Open
Configuration, select the proper Avaya IP Office system from the pop-up window, and log in
with the appropriate credentials. A management window will appear similar to the one in the
next section. All the Avaya IP Office configurable components are shown in the left pane known
as the Navigation Pane. The pane on the right is the Details Pane. These panes will be referenced
throughout the Avaya IP Office configuration. All licensing and feature configuration that is not
directly related to the interface with the service provider (such as twinning and IP Office
Softphone support) is assumed to already be in place. A screen that includes the following in the
center may be displayed:
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WELCOME to IP Office Administration

What would you like to do ?

Create an Offline Configuration

Open Configuration from System

Read a Configuration from File

Open the IP Office configuration, either by reading the configuration from the IP Office server, or
from file. The appearance of the IP Office Manager can be customized using the View menu. In the
screens presented in this section, the View menu was configured to show the Navigation pane on the
left side, the Group pane in the center, and the Details pane on the right side.

5.1. Licensing and Physical Hardware

The configuration and features described in these Application Notes require the IP Office system
to be licensed appropriately. If a desired feature is not enabled or there is insufficient capacity,
contact an authorized Avaya sales representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in
the Navigation pane and SIP Trunk Channels in the Group pane. Confirm a valid license with
sufficient “Instances” (trunk channels) in the Details pane.

File

3

Edt  Wiew  Tools

BOOTP (3)

i Operator (3)
= ODEOO7OSBESS

“ap System (1)
4 Line (5)

= Control Unit {3}
Ay Extension {20}
= User {23)
i HuntGroup (2
# Short Code (60}
@ Service [0}
ol RAS (1)
e Incaming Call Route (7)
@ WanPort {0)
@ Directory (0)
rf‘ Time Prafile {0)
@ Firewall Profile {13
@l IF Route (4)
#m Account Code (0)
. Licence (200
@& Tunnel (0)
i‘l User Rights (&)
BRS (1)
fx E91L System (1)

Help

Licence Type

% Advanced Edition
R AUDTX Yaicemall

% Avaya IP endpoints
S CTI Link Pro

W Customer Service Agent
W Custorner Service Supervisor
S IPSO0 Yoice Metworking Channels

% IPSec Tunnelling
% Mobile Warker
W Office Warker

% Phone Manager Pro (per seat)
% Phone Manager Pra IP Audio Enabled (users)

S Poweer User

% Preferred Edition (YoiceMail Pra)

% Receptionist

JSIP Trunk Charinels
S Telewarker
e yMPro Metworked Messaging
R WMPra TTS (Scansoft)
S wave User

i DOEO0TOSEES3 T Licence = SIP Trunk Channels = [
IP Offices Licence

Status
Walid
Valid
Yalid
Walid
Walid
Walid
Yalid
Yalid
Walid
Walid
Walid
Yalid
Walid
Walid
Valid

Walid
Walid
Walid
Yalid

Licences

Licence Key
Licence Type
Licence Status
Instances

Expiry Date

SIP Trunk Channels

H@HYRXERAHOIpSFoCkpx 33 _Lwwdry,
SIP Trurk Channels

Yalid

8

Newver

If Avaya IP Telephones will be used as is the case in these Application Notes, verify the Avaya
IP endpoints license. Click License in the Navigation pane and Avaya IP endpoints in the
Group pane. Confirm a valid license with sufficient “Instances” in the Details pane.
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%= Office Worker

%= Phone Manager Pro (per seat)
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% Power User
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alid
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Licence Key
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Instances

Expity Dake

Avaya IP endpoints
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Avava IP endpoints

Walid

5
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5.2. Physical, System and Network Settings

This section describes attributes of the sample configuration, but is not meant to be prescriptive.

Consult reference [IPO-INSTALL] for more information on the topics in this section.

5.2.1. Physical Configuration and Settings

In the sample configuration, looking at the IP Office 500 v2 from left to right, the first module is the
TCMS card, a digital station module, the next slot from left to right contains the COMBO 6210/
ATM4 card, an analog and digital combo card, and the last slot was blank (i.e., no module is
physically inserted). The TCM8 module allows connection of legacy Nortel digital stations, a T7100
was used in this configuration. The COMBO6210/ATM module allows connection of analog and
Avaya digital endpoints. In the testing of the sample configuration, an analog telephone or a fax
machine is connected to port 8 of the module and an Avaya 1408 digital station is connected to port

1.

The following screen shows the modules in the IP Office used in the sample configuration. To access

such a screen, select Control Unit in the Navigation pane. The modules appear in the Group pane. In
the screen below, IP 500 V2 is selected in the Group pane, revealing additional information about the
IP 500 in the Details pane.

IP Offices Control Unit & IP 500 V2
R BOOTR(1) Dev Mo, | Dev Type Wersion Unit
;_,‘- Cperatar (3) w1 IP 500 ¥z2 7.0(5) i
=)-#57 Windstream1 w3z TCME 7.0(5) Drevice Mumber 1
= System (1) “w3 COMBOGZ10faTM4  7.0(S) Uinit Type P SO0 Y2
4 Line (5)
“» Conkral Uit (33 Versian 7.0(5)
Ay Extension (21)
= User (21} Setial Mumber 00e0070595F2
ﬂ HunkGroup (23 !
Unit IP Add) 10.80,140.35
% Shart Code (61) al =
service ([ Interconnect Mumber 0
ol RAS (1)
@ Incoming Call Route (7) Module Murmber Contral Unit
@ ‘WianPort {07
a4 Directory (0)
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5.2.2. System Settings

Select System from the Navigation pane to access the main system menu. The Name field can be
used for a descriptive name of the system, Windstream1 is used here. The TFTP and HTTP server
fields indicate the Avaya IP Office LANI1 IP Address for endpoints to discover. The Avaya HTTP
Clients Only and Enable SoftPhone HTTP Provisioning boxes are checked to facilitate Avaya IP
Office Softphone usage.

ﬁ YWindstream1*

System | LaM1 || L&NZ | DMS Woicemail | Telephony | Directory Services | Swstem Events | SMTP || SMDR. | Twinning || YCM CCR
MName Windstrearn1 Lacale United States (US English) w
E@ontact Information

Set conkact information to place System under special control

TFTP Server IP Address 10 a0 140 35 Branch Prefix

HTTP Server IP Address 10 a0 140 35 Lacal Mumber Length

Fhone File Server Tyvpe Memory Card v

Manager PC IP Address 10 a0 140 50

Avaya HTTP Clients Only D Favar RIP Routes, over static roukes

Enable SoftPhone HTTP Provisioning
Automatic Backup Command
Time Setting Config Source Yoicemail ProfManager %

Time Settings

Time Server Address [t} 0 0 i}
Time Offset -
0000
(haurs:minutes) x
File Writer IP Address 10 a0 140 50
Dongle Serial Mumber Local 1314292496
AVPP IP Address 0 0 a i}

5.2.3. LAN1 Settings

Under System->LAN1->LAN Settings, the IP Address of the LAN Interface is set, along with
the IP Mask of the subnet and the DHCP Mode. Here the LAN1 IP Address is 10.80.140.35

with a mask of 255.255.255.0 and the DHCP Mode is set to Server. The L) indicates that

Advanced DHCP settings are being used and by rolling the mouse over the U button you can
see the notice. The DHCP Pools tab will display the DHCP config (not shown).
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ﬁ Windstream1®

Systern | LAMNL | LaNZ || DNS || Yoicemail | Telephony || Direckory Services | Swstern Events | SMTR
LAM Settings | YoIP || Metwork Topology | DHCP Pools | SIP Registrar

IP Address 10 g0 140 35

IP Mask. 255 255 255 o

Primary Trans, IP Address ] 0 1] 0

RIP Mode Maone A

[] Enable MaT
Murber OF DHCP IP Addresses l[j%
DHCP Mode |advanced DEHP pools configured |
*) server (O Client (O Dialin ) Disabled advanced

In the sample configuration, the I[P Office LANI port is physically connected to the local area
network switch at the IP Office customer site. The default gateway for this network is 10.80.140.1.
To add an IP Route in IP Office, right-click IP Route from the Navigation pane, and select New. To
view or edit an existing route, select IP Route from the Navigation pane, and select the appropriate
route from the Group pane. The following screen shows the Details pane with the relevant default
route using Destination LAN1.

10.80.140.0 ef - K| v |

IF Rioute

IP Address 10 g0 140 0

IP Mask. 295 255 o u]

Gateway IP Address % 10 80 . 140 1

Destination LaMN1 hd
Mekric 0 £

|:| Proxy ARP

5.2.4. LAN2 Settings

In the sample configuration, the WAN port was used to connect the Avaya IP Office to the
public network. The LAN2 settings correspond to the WAN port on the Avaya IP Office. To
access the LAN2 settings, first navigate to System = Windstream1 in the Navigation Pane and
then navigate to the LAN2->LAN Settings tab in the Details Pane. Set the IP Address field to
the IP address assigned to the Avaya IP Office WAN port. Set the IP Mask field to the mask
used on the public network. All other parameters should be set according to customer
requirements.
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ﬁ 'ﬁ Windstream

Systern || LaM1 | LAMZ | DNS || Yoicemail || Telephony | Directory Services | System Events || 5]

LAM Settings | yoIP | Metwork Topology

IP Address 10 1 1 1

IP Mask 255 255 255 128

Primary Trans, IP Address 1] 1] 1] ]

Firewsall Profile <Mane = v

RIP Mode Mone “
[ Enable MAT

Mumber OF DHCP IP Addresses (200 |5
DHCP Mode

) Server O Client ) Dialin (%) Disabled

On the VoIP tab in the Details Pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. The RTP Port Number Range can be customized to a specific
range of receive ports for the RTP media. Based on this setting, Avaya IP Office would request
RTP media be sent to a UDP port in the configurable range for calls using LAN2. Avaya [P
Office can also be configured to mark the Differentiated Services Code Point (DSCP) in the IP
Header with specific values to support Quality of Services policies for both signaling and media.
The DSCP field is the value used for media and the SIG DSCP is the value used for signaling.
RTP Keepalives must be enabled or Forwarding Off-net and Twinning does not function
properly. The specific values used for the compliance test are shown in the example below. All
other parameters should be set according to customer requirements.
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ﬁ Windstream1™

Swstemn | LAML | LANZ  |DMNS | Yoicemail | Telephony || Directory Services | System Events | SMTP

LAM Settings "-" Metwork Topology

[] H323 Gatekeeper Enable
SIP Trunks Enable
[] sIF Registrar Enable

RTP Port Mumber Range
[] H323 suto-create Extn

4%

Port Range (Minimum) ~ [+9152

H323 Auto-create Lser Port Range (Maximum)  [S3246

4%

H Enable RTCP Monitoring
Cn Pork 5005

Diff3ery Settings

B8 3| DSCPHex) FC 3| DSCPMaskiHex) B8 5| SIG DSCP (Hex)
46 5| Dscp 63 3| DSCP Mask 34 3| slGDscP
DHCP Settings

Frimary Site Specific Option Murmber {S50M) 178 E
Secondary Site Specific Option Murnber (S50M) 242 3

VLAN Mok Present W

1100 Yoice YLAM Site Specific Option Murber (SSOM) (232 =

1100 Yaice YLAN IDs

RTP ﬁpalives
Periodic
Scop RTP " reriodi "
Initial
keepalives Enahbled  »

On the Network Topology tab in the Details Pane, configure the following parameters:

e Select the Firewall/NAT Type from the pull-down menu that matches the
network configuration. No firewall or network address translation (NAT) device
was used in the compliance test as shown in Figure 1, so the parameter was set to
Open Internet.

e Set Binding Refresh Time (seconds) to 0. This value is used as one input to
determine the frequency at which Avaya IP Office will send SIP OPTIONS
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messages to the service provider. Windstream responds to OPTIONS messages
with a 501 Not Implemented, so this was set to 0, which means that OPTIONS
messages are sent only every 5 minutes.

e Set Public IP Address to the IP address of the Avaya IP Office WAN port.

e All other parameters should be set according to customer requirements.

W —

= YWindstream1

| DNS Woicemail | Telephony | Directory Services || Swstem Events | SMTP | SMDR

LAN Settings | YoIP | Metwork Topology |

Metwork Topology Discdisery

STUN Server IP Address | 63 el 163 13 | STUM Poart L

Firewall/MAT Type |Open Inkernet " |
Binding Refresh Time -

(seconds) m

Public IP Address R 1 1|

Public Part S0e0 % Run STUM Cancel

|:| Run STUM on startup

5.3. Voicemail
In the sample configuration, Embedded Voicemail was used. To change voicemail settings,

navigate to System—> Voicemail as shown below.
ﬁ Windstream1*

5yste;;n LAM1 || LAMZ | DMS |"f'C'iCE|'ﬂai| |Teleph0ny Directory Services || System Events | SMTP | SMOR. | Twinning || YCM

Yoicemail Type |Embedded Yoicemail w | [] Messages Button Goes To Wisual Voice

Woicernail Destination

voicerail IP Address | |

Backup Yoicemail IP Address | |

Mazirmum Record Time 120 3

e

Pzl
e

DTHMF Breakout

Reception § Breakaut (DTMF 0) | |

Ereakout (DTME 2) | |

Breakout (DTME 3 | |
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5.4. System Telephony Settings

Navigate to the Telephony > Telephony Tab on the Details Pane. Set the Automatic Codec
Preference for the default codec to be used for intra-enterprise traffic. Choose the Companding
Law typical for the enterprise location. For North America, ULAW is used. Uncheck the Inhibit
Off-Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via
the service provider across the SIP trunk.

Syskern | LAML | LANZ | DNS yoicemail | Telephony Directory Services | System Events || SMTP || SMDR || Twinning || YCM CCR

Telephony | Tones & Music | Call Log

Analogue Extensions Companding Law
Swikch Line
Default Dutside Call Sequence Maormal w
Defaulk Inside Call Sequence Ring Type 1 A © waw © uLaw Line
Defaulk Ring Back Sequence Ring Type 2 w
O ALAw ) ALAW Line

Restrict Analogue Extension Ringer Yolkage [

Dial Delay Time (secs) 4 & [] D55 status

Dial Delay Count 0 3 #Auta Hold

Default Mo Answer Time (secs) 20 S Dial By Mame

Hold Timeout (secs) 20 % Show Account Code

Park Timeout (secs) 00 % [ 1nhibit Gff-Switch Forward) Transfer
Ring Delay (secs) 5 & [ Restrict Metwork Interconnect

[] orop External Only Impromphu Conference

4

Call Priority Promotion Time (secs)  |Disabled

Default Currency LSD I [ wisually Differentiate External Cal

Automatic Codec Preference G711 LA 64K w

5.5. Twinning Calling Party Settings

When using twinning, the calling party number displayed on the twinned phone is controlled by
two parameters. These parameters only affect twinning and do not impact the messaging or
operation of other redirected calls such as forwarded calls. The first parameter is the Send
original calling party information for Mobile Twinning box on the System—> Twinning tab.
The second parameter is the Send Caller ID parameter on the SIP Line form (shown in Section
5.6). If this box (representing the first parameter) is checked, the setting of the second parameter
is ignored and Avaya IP Office will send the following in the SIP From Header:

e On calls from an internal extension to a twinned phone, Avaya IP Office will send
the calling party number of the originating extension.

e On calls from the PSTN to a twinned phone, Avaya IP Office will send the calling
party number of the host phone associated with the twinned destination (instead of
the number of the originating caller).

If this box is unchecked, the value sent in the SIP From header is determined by the setting of the
second parameter. For the compliance test, the Send original calling party information for
Mobile Twinning box on the System—>Twinning tab was checked which overrides any setting
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of the Send Caller ID parameter on the SIP Line form. Click the OK Button at the bottom of
the page (not shown).

Swstem | LAML || LAMZ | DNS Yoicemail | Telephony | Direckory Services | Swskemn Events | SMTP | SMDR | Twinning

Send original caling party information For Mabile Twinning

alling party information For
Maobile Twinning

To have the caller-id displayed on the twinned phone be the originating caller instead of the host
phone associated with the twinned destination on a PSTN call, the Send original calling party
information for Mobile Twinning box on the System—> Twinning tab must be unchecked and
the Send Caller ID parameter on the SIP Line form must be set to Diversion Header.

Ei SIP Line - Line 17

SIP Line |Transport || SIP URI|YoIP | 738 Fax |SIP Credentials

Line Mumber (17 =]
ITSP Domain Mame  |10.2.2.2 In Service
Use Tel URI Fi
Prefix ' '_ Check 005
Mational Prefix [0 Zall Routing Method Requesk LRI b
T Criginatar number Far

formwarded and twinning calls

Inkernational Prefix |00
Send Caller ID | Diversion Header W |

Association Methaod | By Source IP address |

{_| REFER Suppart :

5.6. Administer SIP Line

This section shows the configuration screens for the SIP Line in IP Office Release 7. Since IP Office
Release 7 introduced new SIP Line parameters and re-oriented existing parameters, this section has
the most substantive changes in these Application Notes.

5.6.1. SIP Line - SIP Line Tab

A SIP line is needed to establish the SIP connection between Avaya IP Office and Windstream
SIP Trunking. To create a SIP line, begin by navigating to Line in the Navigation Pane. Right-
click and select New=> SIP Line. On the SIP Line tab in the Details Pane, configure the
parameters as shown below.
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e Set ITSP IP Address to the IP address of the Windstream SIP proxy.

e Set Send Caller ID to None. For the compliance test, this parameter was ignored
since the Send original calling party information for Mobile Twinning box is
checked in Section 5.5

e Check the In Service box.

e Uncheck the Check OOS box since OPTIONS messages are not supported. This
MUST be unchecked or IP Office will never consider the trunk in service since
the OPTIONS messages are not being responded to properly.

e UnCheck REFER Support since Windstream does not support REFER at this

time.
e Default values may be used for all other parameters.

Ei SIP Line - Line 17
SIP Line |Transport || SIP URI|YoIP | 738 Fax |SIP Credentials

Line Mumber (17 =

ITSP Daomain Mame  |10.2.2.2 In Service

Use Tel URI Fi
Prefis ' '_ Check 005
Mational Prefix [0 Call Routing Methad Request LRI w

Criginatar number Far

Country Code forwarded and twinning calls

International Prefix (00
Send Caller ID | Diversion Header w |

Association Method | By Source IP address ¥ |

{_| REFER Support

5.6.2. SIP Line - Transport Tab

Select the Transport tab. This tab was introduced in Release 6.1. Some information configured in
this tab had been under the SIP Line tab in Release 6.0.

The ITSP Proxy Address is set to the [P Address provided by Windstream. As shown in Figure 1,
this [P Address is 10.2.2.2. In the Network Configuration area, UDP is selected as the Layer 4
Protocol, and the Send Port is set to the port number provided by Windstream. The Use Network
Topology Info parameter is set to “LAN 2”. This associates the SIP Line with the parameters in the
System > LAN2 - Network Topology tab.
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HEX
2

SIP Line | Transport [STP URT||WoIP || T3S Fax | SIP Credentials

ITSP Proxy Address (10,222

Metwork Configuration

Layer 4 Prokocol (3] w
Ilse Mebwork Topology Info  |LAM 2 W
Explicit DMNS Server(s) 1] 1] 1] n 0

Calls Riouke wia Reqistrar

Separate Regisktrar

Send Port

SIP Line -Line 17

2060

4

5.6.3. SIP Line - SIP URI Tab

A SIP URI entry must be created to match each incoming number that Avaya IP Office will

accept on this line. To create a SIP URI entry, first select the SIP URI tab. Click the Add button

and the New Channel area will appear at the bottom of the pane. For the compliance test, a
single SIP URI entry was created that matched any number assigned to an Avaya IP Office user.
The entry was created with the parameters shown below.

Set Local URI, Contact, Display Name, and PAI to Internal Data. This setting
allows calls on this line whose SIP URI matches the number set in the SIP tab of
any User as shown in Section 5.8.1.

e Associate this line with an incoming line group by entering a line group number
in the Incoming Group field. This line group number will be used in defining
incoming call routes for this line. Similarly, associate the line to an outgoing line
group using the Outgoing Group field. The outgoing line group number is used
in defining short codes for routing outbound traffic to this line. For the
compliance test, a new incoming and outgoing group 17 was defined that only
contains this line (line 17).

Set Max Calls per Channel to the number of simultaneous SIP calls that are
allowed using this SIP URI pattern.

17 of 29
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B SIP Line - Line 17

S[:%Line Transport| SIP URD lwoIp | T35 Fax| SIP Credentials

Channel  Groups Via | Local URI  Contact  Display Mame  PAL Credential | Max Calls

Mew Channel

Wia 10.1.1.1

Local URI Use Internal Daka w
Conkack Use Internal Data -~
Cisplay Mame Use Internal Data “
PAl Use Internal Data ~
Registration 0: =MNone:= b

Incaming Group 17

Qutgoing Group 17|

LE

Max Calls per Channel |10

Select the VoIP tab, to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below.

Set the Compression Mode to G.711 ULAW 64K. Windstream only supports
G.711TULAW at this time.

Set Fax Transport Support box to G.711. T. 38 is not supported at this time.
Set the DTMF Support field to Inband. This is the only option Windstream
supports.

Check the Re-invite Supported box.

Check the Use Offerer’s Preferred Codec. Normally for SIP calls, the initiator
of the calls sends a SIP offer which includes the codecs that they support in order
of preference. The SIP response includes the codec they want to use for the call.
This option can be used to override that behaviour and use the codec preference
offered by the caller.

Default values may be used for all other parameters.

Click the OK button at the bottom of the page (not shown).
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EE

¢ SIP Line -Line 17

SIP Line | Transport|| SIP URI| YoIP T35 Fax| SIP Credentials

Compression Mode 3,711 ULAW 64K [] waolr Silence Suppression

Re-invite Supparted

Use Offerer's Preferred Codec

[] codec Lockdown

Fax Transpork Suppork |G.?11 b |
Call Initiation Timeout (53 4 E
DTMF Suppork |In|:|anl:| w |

5.7. Short Code

Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
on Short Code in the Navigation Pane and select New. On the Short Code tab in the Details
Pane, configure the parameters as shown below.

e In the Code ficld, enter the dial string which will trigger this short code, followed
by a semicolon. In this case, 9N;. This short code will be invoked when the user
dials 9 followed by any number.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to N”@10.2.2.2”. This field is used to construct the
Request URI and To headers in the outgoing SIP INVITE message. The value N
represents the number dialed by the user. The IP address 10.2.2.2 is the IP address
of the Windstream SIP proxy.

e Set the Line Group Id to the outgoing line group number defined on the SIP
URI tab on the SIP Line in Section 5.6.1. This short code will use this line group
when placing the outbound call.

Click the OK button (not shown).

IP Offices =] 9N: Dial

R BOOTP (1) Short Code |

{7 Operator (3}
=y Windskream1 Code |9N |
é)@"*;.’ Syskem (1) -
7 Line (5) Feature |D|a| w |
<= Cantrol Unit (3) Telephone Mumber |N"@1l3.2.2.2" |
Ay Extension (21)
a User (Z1) Line Group Id |1? - |
Sk HuntGroup (2)
P Short Code (61) Locale |I_Inited States {US English) w |

@B Service (0) Force Account Code [
s RS (1)
@ Incoming Call Route (7)

5.8. User

In this section, examples of IP Office Users and Extensions will be illustrated. In the interests of
brevity, not all users and extensions shown in Figure 1 will be presented, since the configuration can
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be easily extrapolated to other users. To add a User, right click on User in the Navigation pane, and
select New. To edit an existing User, select User in the Navigation pane, and select the appropriate
user to be configured in the Group pane.

5.8.1. User 1143

The following screen shows the User tab for User 1143. This user corresponds to the H.323
telephone 1616L.

B AvayaH323: 1143

User | Yoicemail | DMD ShortCodes | Source Numbers || Telephory || Forwarding || Dial In | Yoice Recording
Marne |.ﬁ.vayaH323 |
Password |**** |
Confirm Password |**** |
Full Marne | |
Extension | 1143 |
Locale | w |
Priority E v |
Systerm Phone Rights |r'-.ln:|ne w |
Profile |Mu:-|:ui|e Iser w |

|:| Receptionist
Enable SoftPhone
[] Enable one-¥ Portal Services
Enable one- TeleCarmmuter
[] Ex Directory
L E fwaya 16160
Tvpe

The following screen shows the SIP tab for User 1143. The SIP Name and Contact parameters are
configured with a Windstream SIP Trunk DID number for the user, 5015551143. These parameters
configure the user part of the SIP URI in the From header for outgoing SIP trunk calls, and allow
matching of the SIP URI for incoming calls from Windstream SIP Trunk Service, without having to
enter this number as an explicit SIP URI for the SIP Line. The SIP Display Name (Alias) parameter
can optionally be configured with a descriptive name. Anonymous cannot be checked to withhold
user information as Windstream does not allow call-id restrictions on outgoing calls.
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AvayaH323: 1143

]
i

Telephony || Forwarding || Dial In || Woice Recording || Butkon Programming || Menu Programming || Mobility

SIP Mame % 15015551143 |

SIP Display Mame (Alias) | AvayaH323 |

Contact (5015551143 |

|:| Anonyrmous

User 1143 will use the Mobile Twinning feature. The following screen shows the Mobility tab for
User 1143. The Mobility Features and Mobile Twinning boxes are checked. The Twinned Mobile
Number field is configured with the number to dial to reach the twinned mobile telephone, in this
case 913035551856, with 9 being a short code, see Section 5.7. Other options can be set according to

customer requirements.
F AvayaH323: 1143"

Forwarding || Dial In | Yoice Recording || Button Programming | Menu Prugramming| Mahility |F'h|:une Manager Options || Hunk G

[] trkernal Twinning

Twin Bridge Appearances
Twin Coverade Appearances

Twin Line Appearances

Mobility Features
Mobile Twinning

Twinne_d Mu:_nbile Murnber |91303555185Eu |
{inchuding dial access code)

Twinning Time Profile | <Mone:=

Mobile Dial Delay (secs) |2
Mohile Anawer Guard (secs)
] Hunt group calls eligible For mabile bwinning
Forwarded calls eligible For mobile twinning
Twin When Logged Cut

[] one-% Mabile Client

[] rMobile call Contral

Mobile Callback.

5.9. Incoming Call Route
An incoming call route maps an inbound DID number on a specific line to an internal extension.
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This procedure should be repeated for each DID number provided by the service provider. To
create an incoming call route, right-click Incoming Call Routes in the Navigation Pane and
select New. On the Standard tab of the Details Pane, enter the parameters as shown below.
* Set the Bearer Capacity to Any Voice.
* Set the Line Group Id to the incoming line group of the SIP line defined in
Section 5.6.1
* Set the Incoming Number to the incoming number on which this route should
match. Matching is right to left.
* Default values can be used for all other fields.

[‘%andard Yoice Recording || Destinations

Bearer Capability any Moice W
Line &roup Id 17 "
Incoming Mumber S015551143

Incoming Sub Address

Incoming CLI

Locale w
Priarity 1-Low W
Tag

Hold Music Source System Source w

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. Click the OK button (not shown). In this example, incoming calls to
5015551143 on line 17 are routed to extension 1143.

Standard || Voice Recording | Destinations

TimePrafile Destination

4 Cefault Yalue 1143 AvayaH323

5.10. Save Configuration

When desired, send the configuration changes made in IP Office Manager to the IP Office server, to
cause the changes to take effect. Click the “disk” icon that is the third icon from the left (i.e.,
common ‘“save” icon with mouse-over help “Save Configuration File”). Click Yes to validate the
configuration, if prompted.
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%

"_\ The configuration has not been validated.
. Perform validation before saving?

o |

Once the configuration is validated, a screen similar to the following will appear, with either
“Merge” or “Immediate” selected, based on the nature of the configuration changes made since the
last save. Note that clicking OK may cause a service disruption. Click OK if desired.

X

—IP Office Settings

O0EOO7026F2D

— Configuration Reboot Mode
& Merge

" Immediate

© When Free

© Timed

~Reboot Time
10:09 —

—Call Barring

I" Incoming Calls

I” QOutgoing Calls

OK | Cancel Help

6. Windstream SIP Trunking Configuration

Windstream is responsible for the configuration of Windstream SIP Trunking. The customer will
need to provide the IP address used to reach the Avaya IP Office at the enterprise. This is the
LAN?2 address configured in Section 5.2.4. Windstream will provide the customer the necessary
information to configure the Avaya IP Office SIP connection to Windstream including:

» [P address of the Windstream SIP proxy
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* Supported codecs

* DID numbers

* Al IP addresses and port numbers used for signaling or media that will need
access to the enterprise network through any security devices.

7. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

7.1. System Status

The System Status application is used to monitor and troubleshoot IP Office. Use the System
Status application to verify the state of the SIP trunk. System Status can be accessed from Start
—Programs —IP Office —System Status. Or by opening an Internet browser and type the
URL: http://ipaddress where ipaddress is the IP address of the Avaya IP Office LANI interface.
Click on System Status to launch the application.

£ | htbpe 10,580,140, 35 findex, bkl
File Edit Miew Fawarites Toaols  Help @SH

U0 | @ about P Office R7

AVAYA

IP Office R7

Systern Mame: Windstream 1
IF Address: 10.80.140.35
Yersion: 7.0 (5)

=wstem Status
Knowledge Base
Avava Support

© 2001 — 2011 Avaya Inc. All rights reserved.

The following screen shows an example Logon screen. Enter the IP Office IP address in the
Control Unit IP Address field, and enter an appropriate User Name and Password. Click
Logon.
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Online | CFfline

Logon

Control Unit IP Address:
Services Base TCP Port:
Local IP Address:

User Mame:

Password:

M Auto reconnect

Select the SIP line under Trunks from the left pane. On the Status tab in the right pane, verify
the Current State is Idle for each channel.

IP Office System Status

Abaut

Alarms

SIP Trunk Summary

Peer Domain Mame: 10.1.11
Resolved Address: 10.2.2.2
Line Mumber: 17
Murnber of Administered Channels: ]
Mumber of Channels in Use: 0
Administered Compression: Auto
Silence Suppression: on

SIF Trunk Channel Licences: S

SIP Trunk Channel Licences in Use: 0

SIP Device Features:

inection  Caller 1D or
= 3 Dialed Digits
1 Idle 01:23:37
2 Idl= 01:23:37
3 Idle 01:23:37
4 Idl= 01:23:37
S Idle 01:23:37
& Idle 01:23:37
7 Idle 01:23:37
g Idle 01:23:37
El Idle 01:23:37
10 Idle 01:23:37

Select the Alarms tab and verify that no alarms are active on the SIP line.
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Alarms for Line: 17 siP 10.1.1.1
Alarms

Last Dake OF Error QCcurrences Error Description

7.2. Monitor

The Monitor application can also be used to monitor and troubleshoot IP Office. Monitor can be
accessed from Start —Programs —IP Office —Monitor. The application allows the
monitored information to be customized. To customize, select the button that is third from the
right in the screen below, or select Filters —Trace Options.

The following screen shows the SIP tab, allowing configuration of SIP monitoring. In this
example, the SIP Rx and SIP Tx boxes are checked. All SIP messages will appear in the trace
with the color blue. To customize the color, right-click on SIP Rx or SIP Tx and select the
desired color.

" All Settings X
T | PN | it | SCN

atM | cal | DTE | ECont | FameRely | GOD | H323 | Interface

1SDM ] Kew/Lamp ] Directary ] Media ] FPF ] R2 ] Routing ] Services  SIF ] Spgtem

Events

[~ Sip [~ STUN
Packets
[~ SIPReg/Opt Rx [ SIP Misc Rz
[~ SIPReg/Opt Tx [~ SIP Misc Tx
[~ SIPCallRx [ Cm Matify Bx
[~ SIPCall Tx [~ Cm Matify Tx
[+ Sip Rx [ hex IP Filter [nrn.nnn.nnn.nnn)

v Sip Tx [~ hex

De[auIlAII| Clear All ‘ TabEIaarAII| Tab Set Al O] cancel

Save File | Load File: ‘ Select File |

As an example, the following shows a portion of the monitoring window for an outbound call
from extension 1145, whose DID is 501-555-1145, calling out to the PSTN via the Windstream
IP Trunking Service. The telephone user dialed 9-1-303-555-1212.
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EY: Avaya IP Office R7 SysMonitor, - [STOPPED] Monitoring 10.80.140.35 (Windstream); Log Settings - C:\Documents and
File Edit View Filters Status Help

=8| T| X[y @ %E=

631588058m5 5IP Call BFx: phone
INVITE zip:913035551212@10.580.140.35 3IPFF2.0
Locept: applicationssdp
Wia: 3IP/2.0/TCP 10.850.140,92:12207aliaz:branch=z%htdbKecdb2296c07057045
Max-Forwards: 70
From: <zip:[WERELO,80. 140,35 tag=20b7847h72
To: <3ip:913035551212@10.80.140. 35>
Call-ID: 527d53c476a9589cE
C3eq: 55986 INWITE
Contact: «<zip:1145@10.50.140.92;transport=tocp
Min-5E: 1800
Session-Expires: 1800
Supported: timer, replaces
User-bogent: Awvaya IP Phone 1140E (3IP1140e.04.01.13.00)
Allow: INVITE, ACE, OPTIONY, CANCEL, BYE, REFER, INFO, MES3AGE, NOTIFY, UPDATE
Femote-Party-ID: «3ip:ll45[@10.80.140. 358> acreen=yes ;party=callingprivacy=off
Expires: 180
¥x-nt-GUID: E51626BEGOSZ
Content-Type: application/ssdp
Content-Length: 297

5

w=0

0=1145 0 1311506345 IN IP4 10.380.140.592
5=-

c=IN IF4 10.80.140.592

t=0 0

n=audic 50035 RTPFAWF 0 & 1§ 101 111
c=IN IP4 10.30.140.92

a=rtpmap: 0 PCHI/3000

a=rtpmap: & PCHML/3000

a=rtpmap: 1§ G7Z9/5000

a=rtpmap: 101 telephone-event/S000
a=rtpmap: 111 X-nt-inforecg/3000
a=fumtp: 18 annexb=no

e Verify that a phone connected to Avaya IP Office can successfully place a call to the
PSTN with two-way audio.

e Verify that a phone connected to PSTN can successfully place a call to the Avaya IP
Office with two-way audio.

8. Conclusion

The Windstream SIP Trunking passed compliance testing. These Application Notes describe the
procedures required to configure the connectivity between Avaya IP Office and the Windstream
SIPTrunking as shown in Figure 1.
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Product documentation for Avaya products may be found at http://support.avaya.com.
Product documentation for Windstream SIP Trunking is available from Windstream.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
® are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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