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Abstract

These Application Notes describe a sample configuration of Avaya Aura® Communication
Manager 6.0.1, Avaya Aura® Session Manager 6.1, and Avaya Session Border Controller for
Enterprise with Verizon Business IP Contact Center (IPCC) IP Toll Free VoIP Inbound service.
The Verizon Business IPCC Services suite includes the IP Toll Free VoIP Inbound and IP-IVR
SIP trunk service offers. These Application Notes illustrate IP Toll Free VoIP Inbound. This
service provides toll free inbound calling via standards-based SIP trunks as well as re-routing of
inbound toll free calls to alternate destinations based upon SIP messages (i.e., REFER)
generated by Avaya Aura® Communication Manager. The Network Call Redirection (NCR)
and SIP User-to-User Information (UUI) features can be utilized together to transmit UUI
within SIP signaling messages to alternate destinations via the Verizon network. These
Application Notes update previously published Application Notes with newer versions of Avaya
Aura® Communication Manager and Avaya Aura® Session Manager, and present an example
configuration for the Avaya Session Border Controller for Enterprise.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted in the Avaya Solution &
Interoperability Test Lab, utilizing a Verizon Business Dedicated Internet Access (IDA) circuit
connection to the production Verizon Business IPCC Services.

MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 10of 73
SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



Table of Contents

1. INEOAUCTION ...ttt 4
2. General Test Approach and Test ReSults..........ccccveeriieiriiieeiiiieeiieceecee e 5
2.1. Interoperability Compliance TeStING ........cc.eeerviiiiiiiiiiieiiiieeieeeieee et 5
2.2. TSt RESULLS ...ttt ettt 6
2.3. SUPPOTE ettt ettt ettt e s e e st e et e e e sab e e et e e s bt e e eabbeesabbeeeabeeesabaeena 7
2.3.1 ALVAYQ .ttt ettt e e et e e e et e e e e bt e e e e abt e e e e e ataeeeenabteeeeenraaeean 7
2.3.2 VBIIZOM ...ttt et ettt et sttt nees 7

3. Reference Configuration..........ccceeccuieeeiiieeniieenieeeeieeerieeeteeereeeareesaeeeenseeesseeesnneees 8
3.1. History Info and Diversion Headers ............coooviiiiiiiiiiiiiiiieiiieeeeeeeeeeeeee 9
4. Equipment and Software Validated ...........c.ccovvieeniiieniieeiiecieeeeeee e 10
5. Configure Communication Manager Release 6.0.1.......c.ccccovvieiniiiiniienniieenieeene, 10
5.1 Verify Licensed FEatures ........cccuviiiiieiiiiiiiieeiee et 11
5.2. SYSEM FEATUTES .....eeiuiiiiiiiie ittt ettt st e st e s e e s 13
5.3. INOAE NAMES ...ttt ettt et et e st e e e 14
5.4. IP INterface fOr PrOCT.......iiiiiiiiiieeiiee et 14
5.5. TP COAEE SELS ...ttt ettt ettt e st 15
5.6. IP Network REGION ...couviiiiiiiiiiieeie et 15
5.7. SIZNAING GIOUP c..uvvieiiiieeiieeeiee et et e et e st e e e tee e saeeesebeeessbeeesaseessssaeensneesssaeensseeas 17
5.8. STP TTUNK GTOUPS ..eeinitieiiiieeiieeeitee ettt ettt ettt ettt e st e e s beeesabeeesaree s 18
5.9. Contact Center CONfigUIAtION .......ccvvieevieeriieeriieerieeerieeereeeireeetreesaeeesseeesnseeennnes 20
5.9.1 ANNOUNCEMENLS. ....eouvtiiiiitieniteeiteeite ettt ettt et site et esiee st e st e e bt e saeeeneesaneenneenene 21
59.2 Post-Answer Redirection to a PSTN Destination ...........cccceeveerieinienienneenieenieene 21
593 Post-Answer Redirection With UUI to a SIP Destination.........cc.cccceeceeevcieeenneennne. 22
5.10. INbOUNA ROULING ..ottt ettt et et e e e e e e enns 23
5.11. Calling Party InfOrmation ............occoooiiiiiiiiiiniieieeeee e 23
5.12. OUbOUNd ROULING. ...ccvviiiiiieiiiieeiee e ettt e e e e e eaaeeenbaeeensee s 24
5.13. Saving Communication Manager Configuration Changes ............ccccceevvveeriieenneen. 26
6. Avaya Aura ® Session Manager Configuration for SIP Trunking...........c.ccccveee.... 27
6.1. SPecify SIP DOMAIN......cooiiiiiiiiiiiiieieeee et 30
6.2. A LOCALION ..ottt ettt ettt et e sabe e e e 30
6.3. AAPLALIONS ...eeueiieeiiieeeitee ettt ettt e et e et e e st e e sttt e st e e et e e saaeeenanee 32
6.4. SIP ENEIEIES. ..ttt ettt et st e e e eeees 33
6.5. ENUEY LANKS...eiiiiiiiiiie ettt sttt et 36
6.6. ROULING POIICIES ..cviieeiiieeiieeee ettt ettt et e e e e e e ennes 37
6.7. D1l PAtteINS ... .eeuiiiiiiiiiiiieeteeeee ettt et 39
7. Avaya Session Border Controller for Enterprise .........cccoeevveeeveeeeieeniieesiieeeieeeene 40
7.1. Access the Management INterface ..........cooceeeviieiiiiiiiiiiniieicccee e 40
7.2. Device SPECIfic SEHNZS ..ocvvieiiieeeiieeeiie ettt e e tae e sree e b e e e 42
7.2.1 Define Network Information.............coocuiiiiiiiiiiiiiiiieiieeecceeeee e 42
7.2.2 SigNaling INLETTACES ....veeeeiiieiiieeiee et et sree e 43
7.2.3 Media INEEITACES. ....c.veieiiiiierieeeee et 44
7.3. G1ODAl ProOfiles .....oouviiiiiiiieiieeeeeee e 44
7.3.1 ROUING PrOfile....coouiiiiiiiiiiieee e 44
7.3.2 Topology Hiding Profile..........ccceeeiiiiiiiiiiieeie et 46
7.3.3 Server INTEIWOTKING ......eeiiuiiiiiiiiiiiee ettt ettt st e st e s e e as 47

MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 2 0f 73

SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



7.3.4 Signaling Manipulation.............eeeriieriieiniiierieeeee et 50

7.3.5 Server CONTIGUIAION. .....cccviieiiieeiieeeitee ettt e eieeeeteeesteeesaeeestbeeeeneeenareeensneesnsaeennseeas 52
7.3.6 Server Configuration for Verizon IPCC ...........cocoiiiiiiiiiiiiiiieeeeeen 54
7.4. Domain Policies — Media Rules.........c.coooueiiiiiiiiiiniieceeeeeeeeee 55
7.5. Domain Policies — Signaling Rules............cccooviiiiiiiiiiiiiiiieiiceceeeeeeeeeiee e 57
7.6. Domain Policies — End Point Policy Groups .........cccceecveeevieeenieeeiiieeie e 58
7.7. Device Specific Settings — End Point FIOWS.........ccccoooiiiiiiiiiiiniiieiceeeee 59
8. Verizon Business IPCC Services Suite Configuration ............ccceeeveeevveencneeenneeennne. 62
9. VerifiCatiON STEPS.....ceeiiiiiiiiiiiiie ettt ettt et e e 62
9.1. Communication Manager and Wireshark Trace Call Verifications ..........cc.ccceuee... 62
9.1.1 Wireshark Example of Incoming Call from PSTN via Verizon IPCC...................... 62
9.1.2 Example Incoming Call Referred with UUI to Alternate SIP Destination............... 63
9.2. System Manager and Session Manager Verifications ............cceeeveevvieeniiieenineeenneen. 66
9.2.1 Call ROULING TESt ..c.ueiiiiiiieiiieeiees ettt ettt et 66
9.3. TTOUDIESNOOUING ...ttt ettt 68
10. CONCIUSION 1.ttt ettt ettt ettt e bt e st e e b e eee 71
11. Additional REfErENCES. .......eoviiiiiiiiiiiiericeee e 71
11.1. AAVAYA ¢ttt ettt ettt et b st e ebe e 71
APDPENAIX A .ottt ettt e sttt et e et e e e bt e e e bt e e ehteeebeeeebeeea 72
MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 30f73

SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



1. Introduction

These Application Notes describe a sample configuration of Avaya Aura® Communication
Manager 6.0.1, Avaya Aura® Session Manager 6.1, and Avaya Session Border Controller for
Enterprise with Verizon Business IP Contact Center (IPCC) Services suite. The Verizon Business
IPCC Services suite includes the IP Toll Free VoIP Inbound and IP-IVR SIP trunk service offers.
Access to these Verizon features may use Internet Dedicated Access (IDA) or Private IP (PIP).
These Application Notes cover IP Toll Free VoIP Inbound using IDA access. Verizon IP Toll Free
VoIP Inbound service provides toll free inbound calling via standards-based SIP trunks as well as
re-routing of inbound toll free calls to alternate destinations based upon SIP messages (i.e.,
REFER) generated by Avaya Aura® Communication Manager. The Network Call Redirection
(NCR) and SIP User-to-User Information (UUI) features can be utilized together to transmit UUI
within SIP signaling messages to alternate destinations via the Verizon network.

In the sample configuration, an Avaya Session Border Controller for Enterprise (ASBCE) is used
as the edge device between the Avaya CPE and Verizon Business. The Avaya SBCE performs SIP
header manipulation and provides topology hiding. Avaya Aura® Session Manager is used as the
Avaya SIP trunking “hub” connecting to Avaya Aura® Communication Manager, the Avaya
SBCE, and other applications.

The Verizon Business IP Toll Free VoIP Inbound service provides inbound toll-free service via
standards-based SIP trunks. Using SIP Network Call Redirection (NCR), trunk-to-trunk
connections of certain inbound calls at Avaya Aura® Communication Manager can be avoided by
requesting that the Verizon network transfer the inbound caller to an alternate destination. In
addition, the SIP User-to-User Information (UUI) feature can be utilized with the SIP NCR feature
to transmit UUI within SIP signaling messages to alternate destinations. This capability allows the
service to transmit a limited amount of call-related data between call centers to enhance customer
service and increase call center efficiency. Examples of UUI data might include a customer
account number obtained during a database query or the best service routing data exchanged
between sites.

For more information on the Verizon Business IP Contact Center service, visit
http://www.verizonbusiness.com/Products/communications/contact-center/

MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 4 of 73
SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



2. General Test Approach and Test Results

The Avaya equipment depicted in Figure 1 was connected to the commercially available Verizon
Business IPCC IP Toll Free VoIP Inbound Service. This allowed PSTN users to dial toll-free
numbers assigned by Verizon. The toll-free numbers were configured to be routed within the
enterprise to Avaya Aura® Communication Manager extensions, including Vector Directory
Numbers (VDNs). The VDNs were associated with vectors configured to exercise Communication
Manager ACD functions as well as Verizon IPCC Services such as network call redirection to
PSTN destinations, and network call redirection with UUL

The test approach was manual testing of inbound and referred calls using the Verizon IPCC
Services on a production Verizon IDA access circuit, as shown in Figure 1.

The main objectives were to verify the following features and functionality:
¢ Inbound Verizon toll-free calls to Communication Manager telephones and VDNs/Vectors
¢ Inbound private toll-free calls (e.g., PSTN caller uses *67 followed by the toll-free number)
¢ Inbound Verizon toll-free calls redirected using Communication Manager SIP NCR (via

SIP REFER/Refer-To) to PSTN alternate destinations

¢ Inbound Verizon IP toll-free calls redirected using Communication Manager SIP NCR with

UUI (via SIP REFER/Refer-To with UUI) to a SIP-connected destination

Inbound toll-free voice calls can use G.711MU or G.729A codecs.

Inbound toll-free voice calls can use DTMF transmission using RFC 2833

Inbound toll-free voice calls via the Verizon IP-IVR

Inbound toll-free voice calls received via the Verizon IP-IVR and redirected using a vector

Testing was successful. Test observations or limitations are described in Section 2.2.

2.1. Interoperability Compliance Testing

The interoperability compliance testing included the execution of test cases from the Verizon-
authored interoperability test plan [VZ-Test-Plan].

¢ Incoming calls from the PSTN were routed to the toll-free numbers assigned by Verizon
Business to the Avaya location. Configuration was varied such that these incoming toll-free
calls were directed to Communication Manager telephone extensions and Communication
Manager VDNs containing call routing logic to exercise SIP Network Call Redirection.

¢ Proper disconnect when either party hangs up an active call.

¢ Proper disconnect when the PSTN caller abandons (i.e., hangs up) a toll free call before the
call has been answered.

e Proper SIP 486 response and busy tone heard by the caller when a PSTN user calls a toll-free
number directed to a busy user or resource when no redirection on busy conditions was
configured (which would be unusual in a contact center).

e Proper termination of an inbound IP Toll Free call left in a ringing state for a relatively long
duration, which again would be unusual in a contact center. In the sample configuration,
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Verizon sent a SIP CANCEL to cancel the call after three minutes of ring no answer
conditions, returning busy tone to the PSTN caller.

Privacy requests for inbound toll-free calls from the PSTN were verified. That is, when
privacy is requested by a PSTN caller (e.g., dialing *67 from a mobile phone), the inbound
toll-free call can be successfully completed while withholding presentation of the PSTN caller
id to user displays. (When the caller requests privacy, Verizon IP Toll Free sends the caller
ID in the P-Asserted-Identity header and includes “Privacy: id”” which is honored by
Communication Manager).

Inbound toll-free call long holding time call stability. Communication Manager sends a re-
INVITE with SDP to refresh the session at the configured session refresh interval specified on
the Communication Manager trunk group handling the call. In the sample configuration, the
session refresh re-INVITE was sent after 900 seconds (15 minutes), the interval configured
for the trunk group in Section 5.8. The call continued with proper talk path.

Telephony features such as hold and resume. When a Communication Manager user holds a
call in the sample configuration, Communication Manager will send a re-INVITE to Verizon
with a media attribute of “sendonly”. The Verizon 200 OK to this re-INVITE will include the
media attribute “recvonly”. While the call remains on hold, RTP will flow from the Avaya
CPE to Verizon, but no RTP will flow from Verizon to the Avaya CPE (i.e., as intended).
When the user resumes the call from hold, the bi-directional media path resumes. Although it
would be unexpected in a contact center, calls on hold for longer than the session refresh
interval were tested, and such calls could be resumed after the session refresh.

Transfer of toll-free calls between Communication Manager users.

Incoming voice calls using the G.729a and G.711 ULAW codecs and proper protocol
procedures related to media.

DTMF transmission using RFC2833. For inbound toll-free calls, PSTN users dialing post-
answer DTMF digits are recognized properly by the Avaya CPE.

Proper DiffServ markings for SIP signaling and RTP media flowing from the Avaya CPE to
Verizon.

Inbound toll-free calls from the Verizon IP-IVR answered at a station or a vector.

Inbound toll-free calls from the Verizon IP-IVR answered at a station or a vector and then
transferred using a SIP REFER message.

2.2. Test Results

The interoperability compliance testing of the sample configuration was completed with successful
results. The following observations may be noteworthy:

Verizon Business IPCC Services suite does not support fax.

Verizon Business IPCC Services suite does not support History Info or Diversion headers. The
Avaya CPE will not send History-Info or Diversion headers to Verizon IPCC in the sample
configuration.

Verizon Business IPCC Services suite does not support G.729 Annex b. When using G729, the
Avaya CPE will always include “annexb=no” in SDP in the sample configuration.

The presence of Avaya generated SIP headers that Verizon need not receive, such as “P-
Location”, in a SIP message sent to Verizon does not cause any user-perceivable problems.
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Nevertheless, for consistency with previously published Application Notes, SBC procedures are
shown in Section 7.3.4 to illustrate how headers such as P-Location that are not required by
Verizon may be removed by the Avaya SBC for Enterprise.

e SIP REFER/TRANSFER OFF-NET: If on Communication Manager the public-unkonwn
numbering table is being used to map local extensions to DIDs and a transfer to the PSTN is
attempted using a SIP REFER, the Contact header will incorrectly contain the local extension
instead of the DID. This may cause the service provider to send a 603 DECLINE instead of a
202 ACCEPT on the REFER. This will allow the call to be transferred but will not release
media resources for the transfer and the call will stay resident on the system. The recommended
work-around is to use a Sigma Script as detailed in Section 7.3.4. Internal tracking issue
defsw121215 has been created for this issue.

2.3. Support
2.3.1 Avaya

For technical support, visit http://suppport.avaya.com

2.3.2 Verizon

For technical support, visit http://www.verizonbusiness.com/us/customer/
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3. Reference Configuration

Figure 1 illustrates the sample configuration used for the DevConnect compliance testing. The
configuration is comprised of the Avaya CPE location connected via a T1 Internet connection to
the Verizon Business IPCC service node with a secure VPN used for SIP signaling and the internet
T1 used for RTP. The Avaya CPE location simulates a customer site. At the edge of the Avaya
CPE location is an Avaya Session Border Controller for Enterprise. The Avaya SBC-E receives
traffic from Verizon on port 5060 and sends traffic to Verizon using destination port 5060. UDP is

the transport protocol.
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Figure 1: Avaya Interoperability Test Lab Configuration

The Verizon IP toll-free numbers were mapped by Session Manager or Communication Manager to
various Communication Manager extensions. The extension mappings were varied during the
testing to allow inbound toll-free calls to terminate directly on user extensions or indirectly through
hunt groups, vector directory numbers (VDNs) and vectors to user extensions and contact center

agents.
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For efficiency, the Avaya CPE environment utilizing Session Manager Release 6.1 and
Communication Manager Release 6.0.1 was shared among other ongoing test efforts at the Avaya
Solutions and Interoperability Test lab. Access to the Verizon Business IPCC services was added
to a configuration that already used the domain “avayalab.com” at the enterprise. As such, Session
Manager or the ASBCE were used to adapt the domains as needed. These Application Notes
indicate the configuration that would not be required in cases where the CPE domain in
Communication Manager and Session Manager match the CPE domain known to Verizon.

The following summarizes various header content and manipulations for IP toll-free calls in the
sample configuration:

e Verizon sends the following in the initial INVITE to the CPE:
o The CPE domain depending on the DID in the Request URL
= 8666735877@IPTF7.INTEROPLAB.21SIP.COM
= 8666747056 @IPTFS.INTEROPLAB.21SIP.COM
= 8666747057 @IPTF9.INTEROPLAB.21SIP.COM
o The Verizon gateway IP address in the From header.
o The assigned DID and CPE domain in the To header.
o Sends the INVITE to Avaya CPE using destination port 5060 via UDP
e Avaya Session Border Controller for Enterprise sends Session Manager:
o The Request URI containing avayalab.com, to match the shared Avaya SIL test
environment.
o The host portion of the From header also containing avayalab.com
o The host portion of the To header also containing avayalab.com
o Sends the packet to Session Manager using destination port 5060 via TCP
e Session Manager to Communication Manager:
o The Request URI containing avayalab.com, to match the shared Avaya SIL test
environment.
o Session Manager sends to Communication Manager using destination port 5060 via
TCP to allow Communication Manager to distinguish Verizon IP Toll Free traffic
from other traffic arriving from the same instance of Session Manager.
o Communication Manager uses the incoming call handling treatment trunk group x
form to translate the inbound toll-free number to a Communication Manager
extension or vector and then adapts the number as configured.

Note — The Fully Qualified Domain Names and IP addressing specified in these Application Notes
apply only to the reference configuration shown in Figure 1. Verizon Business customers will use
FQDNs and IP addressing appropriate for the unique customer environment.

3.1. History Info and Diversion Headers

The Verizon Business IPCC Services suite does not support SIP History Info headers or Diversion
headers. Therefore, Communication Manager was provisioned not to send History Info headers or
Diversion headers.
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4. Equipment and Software Validated

The following equipment and software were used in the sample configuration.

Equipment

Software

Avaya Aura® Communication Manager running on

an HP Common Server

Avaya Aura® Communication Manager
Release 6.0.1

Avaya Aura® System Manager running on an HP

Common Server

Avaya Aura® System Manager 6.1

Avaya Aura® Session Manager running on an HP

Common Server

Avaya Aura® Session Manager 6.1

Avaya G650 Gateway

3.1.20.1

Avaya one-X® Communicator (H.323)

6.1.2.06_SP2-35739

Avaya 96x1-Series IP Telephones (H.323)

96x1-1IPT-H323-R6_0-090610

Avaya 96x1-Series IP Telephones (SIP)

96x1-IPT-SIP-R6_0_3-120511

Avaya 2400-Series Digital Telephones

N/A

Avaya Session Border Controller for Enterprise

Release 4.0.5 Q09

Table 1: Equipment and Software Used in the Sample Configuration

5. Configure Communication Manager Release 6.0.1

This section illustrates an example configuration allowing SIP signaling via the “Processor
Ethernet” of Communication Manager to Session Manager. In configurations that use an Avaya
G650 Media Gateway, it is also possible to use an Avaya C-LAN in the Avaya G650 Media

Gateway for SIP signaling to Session Manager.

Note — For the Avaya servers and media gateways, the initial installation, configuration, and
licensing are assumed to have been previously completed and are not discussed in these
Application Notes. These Application Notes focus on describing the sample configuration as it

relates to SIP Trunking with Verizon IPCC.

Configuration is illustrated via the Communication Manager SAT interface. Screens are abridged

for brevity in presentation.
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5.1. Verify Licensed Features

The Communication Manager license file controls customer capabilities. Contact an authorized
Avaya representative for assistance if a required feature needs to be enabled.

On Page 2 of the display system-parameters customer-options form, verify that the Maximum
Administered SIP Trunks is sufficient for the combination of trunks to the Verizon Business
IPCC Services and any other SIP applications. Each call from the Verizon Business IPCC Services
to a non-SIP endpoint uses one SIP trunk for the duration of the call. Each call from Verizon
Business IPCC Services to a SIP endpoint uses two SIP trunks for the duration of the call.

display system-parameters customer-options
OPTIONAL FEATURES

Page 2 of 11

IP PORT CAPACITIES USED

Maximum Administered H.323 Trunks: 12000 O

Maximum Concurrently Registered IP Stations: 18000 12
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 414 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 18000 O
Maximum Video Capable IP Softphones: 18000 O

Maximum Administered SIP Trunks: 24000 50
Maximum Administered Ad-hoc Video Conferencing Ports: 24000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 128 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0

On Page 4 of the system-parameters customer-options form, verify that IP Trunks and IP
Stations are enabled. If the use of the SIP REFER method will be required verify that the
ISDN/SIP Network Call Redirection feature is enabled.

display system-parameters customer-options 4 of 11

OPTIONAL FEATURES

Page

Emergency Access to Attendant? y IP Stations? y
Enable 'dadmin' Login? y

Enhanced Conferencing? y ISDN Feature Plus? n

Enhanced EC5007? y ISDN/SIP Network Call Redirection? y

Enterprise Survivable Server? n ISDN-BRI Trunks? y

Enterprise Wide Licensing? n ISDN-PRI? y

ESS Administration? y Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? y

External Device Alarm Admin? y Media Encryption Over IP? n

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? y
IP Trunks? y
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On Page S of the system-parameters customer-options form, verify that the Private Networking
and Processor Ethernet features are enabled if these features will be used, as is the case in the
sample configuration.

display system-parameters customer-options Page 5 of 11
OPTIONAL FEATURES

Multinational Locations? n Station and Trunk MSP? y
Multiple Level Precedence & Preemption? n Station as Virtual Extension? y
Multiple Locations? n
System Management Data Transfer? n
Personal Station Access (PSA)? y Tenant Partitioning? y
PNC Duplication? n Terminal Trans. Init. (TTI)? y
Port Network Support? y Time of Day Routing? y
Posted Messages? y TN2501 VAL Maximum Capacity? vy
Uniform Dialing Plan? y
Private Networking? y Usage Allocation Enhancements? y
Processor and System MSP? y
Processor Ethernet? y Wideband Switching? y

Wireless?

=)

Remote Office? y
Restrict Call Forward Off Net? y
Secondary Data Module? y

On Page 6 of the system-parameters customer-options form, verify that any required call center
features are enabled. In the sample configuration, vectoring is used to refer calls to alternate
destinations using SIP NCR. Vector Variables are used to include User-User Information (UUI)
with the referred calls.

display system—parameters customer-options Page 6 of 11
CALL CENTER OPTIONAL FEATURES

Call Center Release: 6.0

ACD? y Reason Codes? y

BCMS (Basic)? y Service Level Maximizer? n

BCMS/VuStats Service Level? y Service Observing (Basic)? y

BSR Local Treatment for IP & ISDN? y Service Observing (Remote/By FAC)? y
Business Advocate? n Service Observing (VDNs)? y

Call Work Codes? y Timed ACW? y

DTMF Feedback Signals For VRU? y Vectoring (Basic)? y
Dynamic Advocate? n Vectoring (Prompting)? y

Expert Agent Selection (EAS)? y Vectoring (G3V4 Enhanced)? y
EAS-PHD? y Vectoring (3.0 Enhanced)? y

Forced ACD Calls? n Vectoring (ANI/II-Digits Routing)? y

Least Occupied Agent? y Vectoring (G3V4 Advanced Routing)? y

Lookahead Interflow (LAI)? y Vectoring (CINFO)? y
Multiple Call Handling (On Request)? y Vectoring (Best Service Routing)? y
Multiple Call Handling (Forced)? y Vectoring (Holidays)? y
PASTE (Display PBX Data on Phone)? y Vectoring (Variables)? y
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On Page 7 of the system-parameters customer-options form, verify that the required call center
capacities can be met. In the sample configuration, agents will log in (using agent-login IDs) to
staff the ACD and handle inbound calls from Verizon IP Toll Free.

display system—parameters customer-options Page 7 of 11
CALL CENTER OPTIONAL FEATURES

VDN of Origin Announcement? y vuStats? y
VDN Return Destination? y VuStats (G3V4 Enhanced)? y

USED
Logged-In ACD Agents: 10000 O
Logged-In Advocate Agents: 10000 O
Logged-In IP Softphone Agents: 10000 O
Logged-In SIP EAS Agents: 2500 O

5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer ficld
to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If for
security reasons, incoming calls should not be allowed to transfer back to the PSTN then leave the
field set to none.

change system—parameters features Page 1 of 19
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? n
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? y

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN) for
restricted or unavailable calls. This text string is entered in the two fields highlighted below. The
compliance test used the value of Aronymous for both types of calls.
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change system-parameters features Page 9 of 19
FEATURE-RELATED SYSTEM PARAMETERS

CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: Anonymous
CPN/ANI/ICLID Replacement for Unavailable Calls: Anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code:
International Access Code:

SCCAN PARAMETERS
Enable Enbloc Dialing without ARS FAC? n

CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200

5.3. Node Names

Node names are mappings of names to IP Addresses that can be used in various screens. The
following abridged change node-names ip output shows relevant node-names in the sample
configuration. As shown in bold, the node name for Session Manager is ASM with IP Address
10.80.150.206. The node name (procr) and IP Address (10.80.140.22) for the Communication
Manger Processor Ethernet appears automatically due to the initial installation and configuration of
the system. The text at the bottom of the screen provides the command syntax for listing, changing,
or adding node names.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
ASM 10.80.150.206
Gatewayl 10.80.140.1
default 0.0.0.0
procr 10.80.140.22
procrb6 HH

Use 'list node—-names' command to see all the administered node—-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

5.4. IP Interface for procr

The add ip-interface procr or change ip-interface procr command can be used to configure the
Processor Ethernet (PE) parameters. The following screen shows the parameters used in the
sample configuration. While the focus here is the use of the PE for SIP Trunk Signaling, observe
that the Processor Ethernet will also be used for registrations from H.323 IP Telephones and H.248
gateways in the sample configuration.
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change ip-interface procr Page 1 of 2
IP INTERFACES
Type: PROCR
Target socket load: 19660

Enable Interface? y Allow H.323 Endpoints? y
Allow H.248 Gateways? y
Network Region: 1 Gatekeeper Priority: 5

IPV4 PARAMETERS
Node Name: procr IP Address: 10.80.140.22
Subnet Mask: /24

5.5. IP Codec Sets

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test ip-codec-set 1 was used for this
purpose. In the example below, G.729, G.71IMU and G.711A were entered in the Audio Codec
column of the table. Default values can be used for all other fields.

change ip-codec-set 1 Page 1 of 2
IP Codec Set
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 2 20
2: G.711MU n 2 20
3: G.711A n 2 20

4:

On Page 2 of the form, configure the FAX Mode field to off. Verizon IPCC does not support fax.

change ip-codec-set 1 Page 2 of 2
IP Codec Set
Allow Direct-IP Multimedia? n

Mode Redundancy
FAX off 0
Modem off 0
TDD/TTY Us 3
Clear—-channel n 0

5.6. IP Network Region

Create a separate IP network region for the service provider trunk. This allows for separate codecs
or quality of service settings to be used (if necessary) for calls between the enterprise and the
service provider versus calls within the enterprise or elsewhere. For the compliance test, IP-
network-region 5 was chosen for the service provider trunk. IP network region 1 is the default IP
network region and encompasses the rest of the enterprise. Use the change ip-network-region 5
command to configure region 5 with the following parameters:

¢ Set the Location field (optional) to match the enterprise location for this SIP trunk.
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e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is avayalab.com. This name appears in the “From” header
of SIP messages originating from this IP region.

® Enter a descriptive name in the Name field.

¢ Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between IP
endpoints without using media resources in the Avaya Media Gateway. To enable
shuffling, set both Intra-region and Inter-region IP-IP Direct Audio fields to yes. This is
the default setting. Shuffling can be further restricted at the trunk level on the Signaling
Group form.

e Set the Codec Set field to the IP codec set defined in Section 5.5.

e Default values can be used for all other fields.

change ip—network-region 5 Page 1 of 20
IP NETWORK REGION

Region: 5

Location: to Verizon Authoritative Domain: avayalab.com
Name: Verizon IPCC Testing
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 5 Inter—-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.1p Priority:
Video 802.1lp Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

o

On Page 4, define the IP codec set to be used for traffic between region 5 and region 1 (the rest of
the enterprise). Enter the desired IP codec set in the codec set column of the row with destination
region (dst rgn) 1. Default values may be used for all other fields. The example below shows the
settings used for the compliance test. It indicates that codec set 1 will be used for calls between
region 5 (the service provider region) and region 1 (the rest of the enterprise).

change ip—network-region 5 Page 4 of 20
Source Region: 5 Inter Network Region Connection Management I M
G A t
dst codec direct WAN-BW-limits Video Intervening Dyn A G @
rgn set WAN Units Total Norm Prio Shr Regions CAC R L &
1 1 v NoLimit n t
2
3
4
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5.7. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the service provider trunk. This signaling group is used
for inbound and outbound calls between the service provider and the enterprise. For the compliance
test, signaling group 5 was used for this purpose and was configured using the parameters
highlighted below.

Set the Group Type field to sip.

Set the IMS Enabled field to n. This specifies Communication Manager will serve as an
Evolution Server for Session Manager.

Set the Transport Method to the recommended default value of #Is (Transport Layer
Security). Set the Near-end Listen Port and Far-end Listen Port to a valid unused port. For
compliance testing the Near-end Listen Port and Far-end Listen Port were set to 5060 and
tcp was used so traces could be taken.

Set the Peer Detection Enabled field to y. The Peer Server field will initially be set to
Others and cannot be changed via administration. The Peer Server field will automatically
change to SM once Communication Manager has detected a Session Manager peer.

Set the Near-end Node Name to procr. This node name maps to the IP address of
Communication Manager as defined in Section 5.3.

Set the Far-end Node Name to ASM. This node name maps to the IP address of Session
Manager as defined in Section 5.3.

Set the Far-end Network Region to the IP network region defined for the service provider in
Section 5.6

Set the Far-end Domain to the domain of the enterprise.

Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the SIP
trunk.

Set the DTMF over IP field to rep-payload. This value sends the DTMF digits in the RTP
event packets.

Default values may be used for all other fields.

MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 73
SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



change signaling-group 5 Page 1 of 1
SIGNALING GROUP

Group Number: 5 Group Type: sip
IMS Enabled? n Transport Method: tcp
O=-SIP? n SIP Enabled LSP? n

IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM

Near-end Node Name: procr Far-end Node Name: ASM
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far—-end Network Region: 5

Far—-end Domain: avayalab.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? y

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 12

5.8. SIP Trunk Groups

This section illustrates the configuration of the SIP Trunk Groups corresponding to the SIP
signaling groups from the previous section.

NOTE: For Verizon Business customers utilizing either Verizon IP Contact Center or IP-IVR
service offers, at least one Elite Agent license is required to support the ability to utilize the
Network Call Redirection capabilities of those services with Communication Manager. This
license is required to enable the ISDN/SIP Network Call Redirection feature. This licensed
feature must be turned ON to support Network Call Redirection. Additional details on how to
configure Network Call Redirection in Communication Manager can be found within the
supporting text and figures contained within this section.

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.7. For the compliance test, trunk group 5 was configured using the parameters
highlighted below.

e Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

¢ Enter an appropriate Class of Restriction (COR) designated for SIP Trunks in the COR
field.

¢ Enter an available trunk access code (TAC) that is consistent with the existing dial plan in

the TAC field.

Set the Service Type field to public-ntwrk.

Set Member Assignment Method to auto.

Set the Signaling Group to the signaling group shown in the previous step.

Set the Number of Members field to the number of trunk members in the SIP trunk group.

This value determines how many simultaneous SIP calls can be supported by this trunk.

e Default values were used for all other fields.
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change trunk-group 5 Page 1 of 21
TRUNK GROUP

Group Number: 5 Group Type: sip CDR Reports: y
Group Name: OUTSIDE CALL COR: 1 TN: 1 TAC: *105
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 5
Number of Members: 255

On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITEs must be sent to
keep the active session alive. For the compliance test, the value of 900 seconds was used.

change trunk-group 5 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000
SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 900

Disconnect Supervision - In? y
XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

On Page 3, set the Numbering Format field to public. This field specifies the format of the calling
party number (CPN) sent to the far-end.

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if the
inbound call enabled CPN block. For outbound calls, these same settings request that CPN block be
activated on the far-end destination if a local user requests CPN block on a particular call routed
out this trunk.

change trunk-group 5 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y
Numbering Format: public
UUI Treatment: service-provider

Replace Restricted Numbers? y
Replace Unavailable Numbers? y

Show ANSWERED BY on Display? y
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The following shows Page 4 for trunk-group 5. The PROTOCOL VARIATIONS page is one
reason why it can be advantageous to configure incoming calls from Verizon IPCC to arrive on
specific signaling groups and trunk groups. The bold fields have non-default values. The Convert
180 to 183 for Early Media field was introduced in Communication Manager Release 6. Verizon
expects inbound calls to the enterprise to result in either a SIP 180 without SDP, or a SIP 183 with
SDP. (That is, Verizon prefers not to receive a 180 containing SDP.) Setting Convert 180 to 183
for Early Media field to y for the trunk group handling inbound calls from Verizon produces the
183 with SDP result. Although not strictly necessary, the Telephone Event Payload Type has
been set to 101 to match Verizon’s expectation. Setting the Network Call Redirection flag to y
enables advanced services associated with the use of the SIP REFER method, while also implicitly
enabling Communication Manager to signal “sendonly” media conditions for calls placed on hold
at the enterprise site. If neither REFER signaling for NCR nor “sendonly” signaling is required for
calls held at the enterprise, the Network Call Redirection field may be left at the default “n”
value. In the testing associated with these Application Notes, the Network Call Redirection flag
was set to y to allow REFER to be exercised with the Verizon IP Toll Free Service.

The Verizon IPCC Services do not support the Diversion header or the History-Info header, and
therefore both Support Request History and Send Diversion Header are set to n.

change trunk-group 5 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling Number?

Send Transferring Party Information?
Network Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

BB B DSBS

Convert 180 to 183 for Early Media? y
Always Use re-INVITE for Display Updates? n

Identity for Calling Party Display: P-Asserted-Identity
Enable Q-SIP? n

5.9. Contact Center Configuration

This section describes the basic commands used to configure Vector Directory Numbers (VDN5s)
and corresponding vectors. These vectors contain steps that invoke the Communication Manager
SIP Network Call Redirection (NCR) functionality. These Application Notes provide rudimentary
vector definitions to demonstrate and test the SIP NCR and UUI functionalities. In general, call
centers will use vector functionality that is more complex and tailored to individual needs. Call
centers may also use customer hosts running applications used in conjunction with Application
Enablement Services (AES) to define call routing and provide associated UUI. The definition and
documentation of those complex applications and associated vectors are beyond the scope of these
Application Notes.
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5.9.1 Announcements

Various announcements will be used within the vectors. In the sample configuration, these
announcements were sourced by the Avaya G450 Media Gateway. The following abridged list
command summarizes the announcements used in conjunction with the vectors in this section. To
add an announcement extension, use the command add announcement <extension>.

list announcement
ANNOUNCEMENTS/AUDIO SOURCES

Announcement Source Num
of

Extension Type Name Pt/Bd/Grp Files
7696 integrated Refer-Fail-Announcement 001Vv9 1
7697 integrated Pre-REFER-Announcement 001Vv9 1

5.9.2 Post-Answer Redirection to a PSTN Destination

This section provides an example configuration of a vector that will use post-answer redirection to
a PSTN destination. In this example, the inbound toll-free call is routed to VDN 7698 shown in the
following screen. The originally dialed Verizon IP Toll Free number may be mapped to VDN 7698
by Session Manager digit conversion, or via the incoming call handling treatment for the
Communication Manager trunk group handling the call.

display vdn 7698 Page 1 of 3
VECTOR DIRECTORY NUMBER

Extension: 7698
Name*: Refer-to-PSTN
Destination: Vector Number 3
Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1
TN*: 1
Measured: none
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VDN 7698 is associated with vector 3, which is shown below. Vector 3 plays an announcement
(step 03) to answer the call. After the announcement, the route-to number (step 05) includes
~r+13035387023 where the number 303-538-7023 is a PSTN destination. This step causes a
REFER message to be sent where the Refer-To header includes “+13035387023” as the user
portion. Note that Verizon IP Contact Center services require the “+” in the Refer-To header for
this type of call redirection.

display vector 3 Page 1 of 6
CALL VECTOR

Number: 3 Name: Refer-to PSTN
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? y

Prompting? y LAI? y G3V4 Adv Route? y CINFO? vy BSR? vy Holidays? y
Variables? y 3.0 Enhanced? y

01 wait-time 2 secs hearing ringback

02 # Play Announcement to caller in step 3. This answers the call.

03 announcement 7697

04 # Refer the call to PSTN destination in Step 5 below.

05 route-to number ~r+13035387023 with cov n if unconditionally

06 # If Refer fails play announcement and disconnect

07 disconnect after announcement 3696

5.9.3 Post-Answer Redirection With UUI to a SIP Destination

This section provides an example of post-answer redirection with UUI passed to a SIP destination.
In this example, the inbound call is routed to VDN 7690 shown in the following screen. The
originally dialed Verizon toll-free number may be mapped to VDN 7690 by Session Manager digit
conversion, or via the incoming call handling treatment for the Communication Manager trunk
group handling the call.

display wvdn 7690 Page 1 of 3
VECTOR DIRECTORY NUMBER

Extension: 7690
Name*: Refer-with-UUI
Destination: Vector Number 5
Attendant Vectoring? n
Meet-me Conferencing? n
Allow VDN Override? n
COR: 1

To facilitate testing of NCR with UUI, the following vector variables were defined.

change variables Page 1 of 39
VARIABLES FOR VECTORS

Var Description Type Scope Length Start Assignment VAC
A Testl asaiuui L 16 1
B Test2 asaiuui L 16 17
c
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VDN 7690 is associated with vector 5, which is shown below. Vector 5 sets data in the vector
variables A and B (steps 01 and 02) and plays an announcement to answer the call (step 05). After
the announcement, the route-to number step includes ~r+18666747056. This step causes a
REFER message to be sent where the Refer-To header includes “+18666747056” as the user
portion. The Refer-To header will also contain the UUI set in variables A and B. Verizon will
include this UUI in the INVITE ultimately sent to the SIP-connected target of the REFER, which is
toll-free number “18666747056”. In the sample configuration, where only one location was used,
866-674-7056 is another toll-free number assigned to the same circuit as the original call. In
practice, NCR with UUI would allow Communication Manager to send call or customer-related
data along with the call to another contact center.

display vector 5 Page 1 of 6
CALL VECTOR

Number: 5 Name: Refer—-with-UUI
Multimedia? n Attendant Vectoring? n Meet-me Conf? n Lock? n
Basic? y EAS? vy G3V4 Enhanced? y ANI/II-Digits? y ASAI Routing? y
Prompting? y LAI? y G3V4 Adv Route? y CINFO? vy BSR? vy Holidays? y
Variables? y 3.0 Enhanced? y
01 set A = none CATR 1234567890123456
02 set B = none CATR 7890123456789012
03 wait-time 2 secs hearing ringback
04 # Play announcement to answer call and route to ~r to cause REFER
05 announcement 7697
06 route-to number ~r+18666747056 with cov n if unconditionally
07 # If REFER fails play announcement and disconnect
08 disconnect after announcement 7696

09

5.10. Inbound Routing

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. Since Session Manager is present, Session
Manager can be used to perform digit conversion, and digit manipulation via the Communication
Manager incoming call handling table is not necessary. In alternative configurations, if the toll-free
number sent by Verizon was not changed before reaching Communication Manager, then the
Verizon IPCC number could be mapped to a Communication Manager extension using the
incoming call handling treatment form of the receiving trunk group. As an example, the following
screen illustrates a conversion of toll-free number 8666735877 to extension 7684 when the call
arrives on trunk group 5.

change inc-call-handling-trmt trunk-group 5 Page 1 of 30
INCOMING CALL HANDLING TREATMENT
Service/ Number Number Del Insert
Feature Len Digits
public—-ntwrk 10 8666735877 10 7684
public—-ntwrk 10 8666747056 10 7689
public—-ntwrk 10 8666747057 10 7690

5.11. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.8), use the change public-
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unknown-numbering command to create an entry for each extension which has a DID assigned.
The DID number will be one assigned by the SIP service provider. It is used to authenticate the
caller.

In the bolded rows shown in the example abridged output below, Communication Manager
extensions are mapped to DID numbers that are known to Verizon for this SIP Trunk connection
when the call uses trunk group 5.

change public—-numbering 0 Page 1 of 2
NUMBERING - PRIVATE FORMAT

Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 10
4 7690 5 8666747057 10 Maximum Entries: 9999
4 7689 5 8666747056 10 Note: If an entry applies to
4 7684 5 8666735877 10 a SIP connection to Avaya

Aura(tm) Session Manager,
the resulting number must
be a complete E.164 number.

5.12. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route outbound
calls via the SIP trunk to the service provider. In the sample configuration, the single digit 9 is used
as the ARS access code. Enterprise callers will dial 9 to reach an outside line. This common
configuration is illustrated below. Use the change dialplan analysis command to define a dialed
string beginning with 9 of length 1 as a feature access code (fac).

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 attd
ext
ext
ext
ext
ext
ext
ext
ext
fac
dac
dac

FH *x O 00 IO Ul b WN O
W wWwEr o oruo o ool ool

Use the change feature-access-codes command to configure 9 as the Auto Route Selection (ARS)
— Access Code 1.
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change feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code: *10
Abbreviated Dialing List2 Access Code: *12
Abbreviated Dialing List3 Access Code: *13
Abbreviated Dial - Prgm Group List Access Code: *14
Announcement Access Code: *19
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code: *00

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *33 Deactivation: #33
Call Forwarding Activation Busy/DA: *30 All: *31 Deactivation: #30
Call Forwarding Enhanced Status: Act: Deactivation:

Use the change ars analysis command to configure the routing of dialed digits following the first
digit 9.

¢ Dialed String: enter the leading digits (e.g., 1303) necessary to uniquely select the desired
route pattern.

e Total Min: enter the minimum number of digits (e.g., 11) expected for this PSTN number.

e Total Max: enter the maximum number of digits (e.g., 11) expected for this PSTN number.

¢ Route Pattern: enter the route pattern number (e.g., I) to be used. The route pattern (to be
defined next) will specify the trunk group(s) to be used for calls matching the dialed
number.

e (Call Type: enter fnpa, the call type for North American 1+10 digit calls. For local 7 or 10
digit calls enter hnpa. For 411 and 911 calls use svel and emer respectively. The call type
tells Communication Manager what kind of call is made to help decide how to handle the
dialed string and whether or not to include a preceding 1.

The example below shows a subset of the dialed strings tested as part of the compliance test. All
dialed strings are mapped to route pattern 1 which contains the SIP trunk to the service provider (as
defined next).

change ars analysis 1 Page 1 of 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: O
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqgd
1303 11 11 1 fnpa n
1502 11 11 1 fnpa n
17 11 11 1 fnpa n
1720 11 11 1 fnpa n
18 11 11 1 fnpa n
1866 11 11 1 fnpa n
1877 11 11 1 fnpa n
1888 11 11 1 fnpa n
1908 11 11 1 fnpa n

The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
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service provider trunk route pattern in the following manner. The example below shows the values
used for route-pattern I during the compliance test.

e Pattern Name: Enter a descriptive name.

¢ Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance test, trunk group 5 was used.

¢ FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: A prefix mark (Pfx Mrk) of 1 will prefix any FNPA 10-digit number with a
1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits are
sent to the service provider for long distance North American Numbering Plan (NANP)
numbers. All HNPA 10 digit numbers are left unchanged.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: toASM
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 5 0 1 n user
2: n user
33 n user
4: n user
55 n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
01 2M4W Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: vy yyyyn n rest none

5.13. Saving Communication Manager Configuration Changes
The command “save translation all”” can be used to save the configuration.
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6. Avaya Aura ® Session Manager Configuration for SIP
Trunking

This section illustrates relevant aspects of the Session Manager configuration used in the
verification of these Application Notes.

Note — The following sections assume that Session Manager and System Manager have been
installed and that network connectivity exists between System Manager and Session Manager.

Session Manager is managed via System Manager. Using a web browser, access “https://<ip-addr
of System Manager>/SMGR”. In the Log On screen, enter appropriate User ID and Password and
press the Log On button as shown in the example System Manager 6.1 Log On screen below.

€ {7} 10.80.150.204 | https://10.80, 150,204/ netwarkloging @ | * - avayalook shead routing 5

|%] st visited & voga-for-t-band-synd... ®® Sky High 53 June 17-2... ¥ The Gazette's Evacua... [EJ Facebook B91 United Aifines £+5 AHPM Calendar | Hist 1 Welcome to 5CFD: .. B SIP Training and 55¢A... () Layer Family including

AVAYA Avaya Aura® System Manager 6.1

Home f Log On

Log On

Recommended access to System Manager is via FQDM.

Go to central login for Single Sign-On

If IP address access is your only option, then nate User ID: |

that authentication will fail in the following cases:
Password:

# First time login with "admin" account
#* Crpired/Reset passwords

Use the "Change Password"” hyperlink on this page to
change the password manually, and then lagin,
Also note that single sign-on hetween servers in the Change Password

same security domain is not supported when
accessing via IP address,
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Once logged in, a screen similar to the abridged screen shown below is displayed.

Users

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles
to users

Synchronize and Import
Synchronize users with the enterprise
directary, import users from file

User Management
Manage users, shared user resources
and provision users

Elements

Application Management
Manage applications and application
certificates

Communication Manager
Manage Communication Manager
objects

Conferencing
Conferencing

Inventory

Manage, discover, and navigate to

elements, update element software
Messaging

Manage Messaging System objects
Presence

Presence

Routing
Metwork Routing Policy

Session Manager
Session Manager Element Manager

SIP AS 8.1
SIP 45 8.1

Services

Backup and Restore
Backup and restore System Manager
database

Configurations
Manage system wide configurations

Events
Manage alarms,view and harvest logs

Licenses
view and configure licenses

Replication
Track data replication nodes, repair
replication nodes

Scheduler
Schedule, track, cancel, update and
delete jobs

Security
Manage Security Certificates

Templates
Manage Templates for Communication
Manager and Messaging System
objects

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Reqular Expressions

Defaults

Under the heading Elements in the center, select Routing. The screen shown below shows the
various sub-headings available on the left hand side menu.
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The right side of the screen, illustrated below, outlines a series of steps. The sub-sections that
follow are in the same order as the steps outlined under Introduction to Network Routing Policy
in the abridged screen shown below.

Introduction to Network Routing Policy

Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

The recommended order to use the routing applications (that means the overall routing workflow) to configure your netwark
configuration is as follows:

Step 1: Create "Domains" of type SIP (other routing applications are referring domains of type SIP).
Step 2 Create "Locations"
Step 3: Create "adaptations”
Step 4: Create "SIP Entities"
- 5IP Entities that are used as "Cutbound Proxies" e.g. a certain "Gateway" ar "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriate "Locations", "Adaptations" and "Outbound Proxies”
Step 5 Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"
- align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies"
- Assign the appropriate "Routing Destination" and "Time Of Day"
{Time Of Day = assign the appropriate "Time Range" and define the "Ranking")
Step 8: Create "Dial Patterns"
- Assign the appropriate "Locations" and "Routing Policies" to the "Dial Patterns"
Step 9 Create "Regular Expressions”

- Assign the appropriate "Routing Policies” to the "Regular Expressions”

Scroll down to review additional information as shown below. In these Application Notes, all steps
are illustrated with the exception of Step 9, since “Regular Expressions” were not used.

Each "Routing Policy" defines the "Routing Destination" {(which is a "SIP Entity") as well as the "Time of Day" and its associated
"Ranking".

IMPORTANT: the appropriate dial patterns are defined and assigned afterwards with the help of the routing application "Dial patterns",
That's why this overall routing workflow can be interpreted as

"Dial Pattern driven approach to define Routing Policies"
That means {with regard to steps listed above):
Step 7: "Routing Polices" are defined
Step 8: "Dial Patterns" are defined and assigned to "Routing Policies" and "Locations" {one step)

Step 9 "Regular Expressions" are defined and assigned to "Routing Policies" {one step)
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6.1. Specify SIP Domain

Create a SIP Domain for each domain for which Session Manager will need to be aware in order to
route calls. For the compliance test, this includes the enterprise domain (avayalab.com). Navigate
to Routing - Domains and click the New button in the right pane (not shown). In the new right
pane that appears, fill in the following:

e Name: Enter the domain name.
e Type: Select sip from the pull-down menu.
® Notes:  Add a brief description (optional).

Click Commit. The screen below shows the entry for the avayalab.com domain.

MHome / Elements / Routing / Domains

Help ?

Domain Management Commit] |[Cancel

Warning: SIP Domain name change will cause login failure for Comrmunication Address handles with this domain, Consult
release notes or Support for steps to reset login credentials,

1 Itemn | Refresh Filter: Enable
MName Type Default Notes
* lavavalab.com sip |

6.2. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing ->Locations in the left-hand navigation pane and click the New button in the right pane
(not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
® Notes: Add a brief description (optional).

The Location Pattern was not populated. The Location Pattern is used to identify call routing
based on IP address. Session Manager matches the IP address against the patterns defined in this
section. If a call is from a SIP Entity that does not match the IP address pattern, then Session
Manager uses the location administered for the SIP Entity. In this sample configuration Locations
are added to SIP Entities (Section 6.4), so it was not necessary to add a pattern.

The following screen shows the addition of Location_150_SM, this location will be used for
Session Manager. Click Commit to save.
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Home f Elements / Routing / Locations - Location Details

Location Details

Call Adriszsion Control has been set to ignore SDP. All calls will be counted using the Default Audio Bandwidth,
see Session Manager -> Session Manager Administration -= Global Setting

General

* Name: |LDcati0n_1SD_SM |

Notes: |Sessi0n Manager |

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth: l:l

Per-Call Bandwidth Parameters

* Default Audio Bandwidth: | EIDl |Kbit/sec v |

Repeat the preceding procedure to create a separate Location for Communication Manager and the

Avaya SBCE. Displayed below is the screen for Location_I140_CM used for Communication
Manager.

Home / Elements / Routing / Locations - Location Details
Location Details

Call Adrnission Control has been set to ignore SDP All calls will be counted using the Default Audic Bandwidth,
fee SESSiON Manager -» Session Manager Administration -= Global Setting

General

* Wame: |Lucati0n_14D_CM |

Motes: |Subnet 140 |

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth: I:I

Per-Call Bandwidth Parameters

* Default Audio Bandwidth: | BD| [khitisec |

Below is the screen for ASBCE_1_Loc_140 used for Avaya SBCE.
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Home f Elements / Routing / Locations - Location Details

Location Details

Call Adrmizsion Contral has been zet to ignare SDP. All calls will be counted using the Default Audic Bandwidth.
see SE55ion Manager -= Session Manager Administration -= Global Setting

General
* Mame: ASBCE 1 Loc_140

Motes: |10.80.140.140

Overall Managed Bandwidth

Managed Bandwidth Units: Khitfsec

Total Bandwidth:

Per-Call Bandwidth Parameters

* pefault Audio Bandwidth: 20| | khitfsec v

6.3. Adaptations

To view or change adaptations, select Routing = Adaptations. Click on the checkbox
corresponding to the name of an adaptation and then Edit to edit an existing adaptation, or the New
button to add an adaptation. Click the Commit button after changes are completed.

The following screen shows a portion of the list of adaptations that were available in the sample
configuration, not all of which are applicable to these Application Notes.

Home / Elements / Routing / Adaptations - Adaptations

Help 7|
Adaptations
14 Items | Refresh Filter: Enable
Egress URI
| Name ‘ Module name Parameters Notes
. Attadapter fromto=true iodstd=attavaya.com osrcd=205.168.62.51
O ATET Adsptations odstd=207 242,225,210
O ATT CLAN DigitConversionAdapter fromto=true osrcd=attavaya.com
[0 att sipera adapter DigitConversionAdapter g;g;ﬁonversmn for
Centurylink- - .
O RemoveRlus DigitConversionAdapter fromto=true
0 CM-ES-%Z Inbound DigitConversionAdapter odstd=avayalab.com avayalab.com for lab
network
O csi000 Cs1000Adapter osrcd=avayalab.com odstd=avavyalab.com CS5 1000 7.5
[0 CSi1K to Messaging DigitConversionAdapter fromto=true
[] History Diversion IPT  VerizonAdapter

The adapter named History Diversion IPT will later be assigned to the ASBCE SIP Entity. The
History Diversion IPT Adapter uses the Verizon Adapter and performs the History-Info to
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Diversion adaptation. The Verizon Adapter also performs all the conversions available by the Digit
Conversion Adapter.

Help ?
Adaptation Details
General
* Adaptation name: |History Diversion IPT
Module name: |‘erizonadapter v
Module parameter:
Egress URI Parameters:
MNotes:
Digit Conversion for Incoming Calls to SM
0 Items | Refresh Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify MNotes
Digit Conversion for OQutgoing Calls from SM
0 Items | Refresh Filter: Enable
Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify MNotes

6.4. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected to
it which includes Communication Manager and the Avaya SBCE. Navigate to Routing > SIP
Entities in the left-hand navigation pane and click on the New button in the right pane (not shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name: Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

e Type: Enter Session Manager for Session Manager, CM for
Communication Manager and SIP Trunk for the Avaya SBCE.

¢ Adaptation: This field is only present if Type is not set to Session Manager.

If applicable, select the Adaptation Name that will be applied to
this entity.

Location: Select one of the locations defined previously.

Time Zone: Select the time zone for the location above.

The following screen shows the addition of Session Manager. The IP address of the Session
Manager signaling interface is entered for FQDN or IP Address.
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Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details
General
* Mame: |45M
* FQDM or IP Address: |10.80.150.206
Type: | Session Manager

Motes: Session Manager

Location: | Location_150_5M bt
Outbound Proxy: b
Time Zone: | America/Denver bt

Credential name:

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. This section defines
a default set of ports that Session Manager will use to listen for SIP requests, typically from
registered SIP endpoints. Session Manager can also listen on additional ports defined elsewhere
such as the ports specified in the SIP Entity Link definition in Section 6.5.

In the Port section, click Add and enter the following values. Use default values for all remaining
fields:

¢ Port: Port number on which Session Manager can listen for SIP
requests.

¢ Protocol: Transport protocol to be used to send SIP requests.

¢ Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Click Commit to save.
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Port

7 Items | Refresh

| Port Protocol Default Domain

F 5060 UDP avayalab.com A
O 5060 TCP avayalab.com w
[ |soe1 TLS (% avayalab.com w
O 5070 TCP avayalab.com w
[ |soao0 TCP avayalab.com w
F 5081 TLE avayalab.com A
|:| 5090 TCP | attavaya.com L

The following screen shows the addition of Communication Manager. The FQDN or IP Address
field is set to the IP address defined in Section 5.3 for the procr interface on Communication
Manager. The Location is set to the one defined for Communication Manager in Section 6.2.

Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details

General
* mame: |vz_CMall
* FQDN or IP Address: (10.90.140.22
Type: CM

Motes: |CMG01 - tg 5

Adaptation: b
Location: |Location_140_CM ~
Time Zone: | America/Denyver b

Override Port & Transport with DNS SRY: [
* SIP Timer B/F {in seconds): |4
Credential name:

Call Detail Recording: none %

SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

The following screen shows the upper portion of the SIP Entity Details corresponding to
Vz_ASBCE-1. The FQDN or IP Address field is configured with the Avaya SBCE inside IP
Address (10.80.140.141). Other is selected from the Type drop-down menu for SBC SIP Entities.
This SBC has been assigned to Location ASBCE_1_Loc_140. Link Monitoring was Disabled as
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SIP OPTIONS were not exchanged between Verizon and Avaya for the test. Other parameters (not
shown) retain default values.

Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details
General
* Name: Vz_ASBCE-1
* FQDM or IP Address: |10.80,140.141
Type: | Other

Motes:

Adaptation: | History Diversion IPT v
Location: |ASBCE_1_Loc_140 v
Time Zone: |America/Denver v
Override Port & Transport with DNS SRY: [
* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: | none %

SIP Link Monitoring
SIP Link Monitoring: | Link Monitoring Disabled e

* Prpactive Monitoring Interval {in seconds): 60
* Reactive Monitoring Interval {in seconds): [120

* Mumber of Retries: 5

6.5. Entity Links

Note — In the Entity Link configurations below (and in the Communication Manager SIP trunk
configuration), TCP was selected as the transport protocol for the Avaya CPE in the sample
configuration. TCP was used to facilitate trace analysis during network verification. TLS may be
used between Communication Manager and Session Manager in customer deployments.

A SIP trunk between Session Manager and a telephony system is described as an Entity Link. Two
Entity Links were created; one to Communication Manager for use only by service provider traffic,
and one to the Avaya SBCE. To add an Entity Link, navigate to Routing = Entity Links in the
left-hand navigation pane and click on the New button in the right pane (not shown). Fill in the
following fields in the new row that is displayed:

¢ Name: Enter a descriptive name.

e SIP Entity 1:  Select the SIP Entity for Session Manager.

¢ Protocol: Select the transport protocol used for this link.

¢ Port: Port number on which Session Manager will receive SIP requests from

the far-end. For Communication Manager, this must match the
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Far-end Listen Port defined on the Communication Manager signaling
group in Section 5.7.

e SIP Entity 2:  Select the name of the other system. For Communication Manager,
select the Communication Manager SIP Entity defined in Section 6.4.

¢ Port: Port number on which the other system receives SIP requests from the
Session Manager. For Communication Manager, this must match the
Near-end Listen Port defined on the Communication Manager signaling
group in Section 5.7.

e Trusted: Check this box. Note: If this box is not checked, calls from the associated
SIP Entity specified in Section 6.4 will be denied.

Click Commit to save. The following screens illustrate the Entity Links to Communication
Manager and Avaya SBCE.

Entity Link to Communication Manager:

Entity Links

1 Item | Refresh

Connection

Name SIP Entity 1 Protocol Port SIP Entity 2 Port Policy

* Yz ASM_CMGO1_tgs]  * | ASM w TCP & * 5060 * | yz_CMAEDL ~| #5080 Trusted v

Entity Link to Avaya SBCE:

Entity Links

1 Item | Refresh

Connection

Name SIP Entity 1 Protocol Port SIP Entity 2 Port Policy

* |Wz_ASM_ASBCE-1 *ASM v TCP w * |5060 *|Vz_ASBCE-1 hd * 5060 Trusted hd

6.6. Routing Policies

Routing Policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies must be added; one for Communication Manager and
one for the Avaya SBCE. To add a routing policy, navigate to Routing > Routing Policies in the
left-hand navigation pane and click on the New button in the right pane (not shown). The screen
below is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
¢ Name: Enter a descriptive name.
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* Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select (not
shown). The selected SIP Entity displays on the Routing Policy Details page as shown below. Use

default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies for Communication Manager and the Avaya

SBCE.

Routing Policy for Communication Manger:

Routing Policy Details

General
* Name: |Vz_CME01_tg5_RPalicy
Disabled: [

MNotes: |To CM Trunk Group 5 for SIP SP

SIP Entity as Destination

Mame FQDN or IP Address Type MNotes

Wz_CME0L 10.80.140,22 cM CMEDL - tg §
Routing Policy for Avaya SBCE:
Routing Policy Details
General

* Name: |Yz_4sSBCE-1_RP
Disabled: []
Motes:

SIP Entity as Destination

Nanme FQDMN or IP Address Type

Wz_ASBCE-1 10.80.140.141 Other
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6.7. Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Manager to Verizon and vice versa. Dial
Patterns define which route policy will be selected for a particular call based on the dialed digits,
destination domain and originating location. To add a dial pattern, navigate to Routing - Dial
Patterns in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:

e Pattern: Enter a dial string that will be matched against the Request-URI of the
call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain:  Enter the destination domain used in the match criteria.

¢ Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy list that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be used
to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
An example of an inbound dial pattern used for the compliance test is shown below. The example

shows that 11 digit dialed numbers that begin with 1866 originating from ASBCE_1_Loc_140 uses
route policy Vz_CM601_tg5_RPolicy.

Dial Pattern Details Commit || Cancel

General
* Pattern: 1866

* Min: |11
* Max: |11

Emergency Call: []
SIP Domain: | -ALL- hd

MNotes:

Originating Locations and Routing Policies

2 Items | Refresh Filter: Enahle
n D mEE Lostem Heme || Originating Routing Policy Rank 2 R;:Iii:::r;rg Routing Policy Routing Policy
Location Notes Name Disabled Destination Notes
To CM Trunk
[0 &SBCE_1 Loc 140 10,50.140.140 wz_CMe01_tgS_RPolicy il Wz_CMeO1 Group 5 for SIP
SP
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7. Avaya Session Border Controller for Enterprise

In the sample configuration, an Avaya Session Border Controller for Enterprise is used as the edge
device between the Avaya CPE and Verizon Business.

These Application Notes assume that the installation of the Avaya SBCE, and the assignment of a
management IP Address, have already been completed.

7.1. Access the Management Interface

Access the web management interface by entering https://<ip-address> where <ip-address> is the
management [P address assigned during installation. Select UC-Sec Control Center.

Choose a destination

UC-Sec Control Center IM Log Viewer

A login screen is presented. Enter an appropriate Login ID and Password.

@ S i pe ra Session expired, please login again
Systems Login Il |ucsec

LEARM - VERIFY - PROTECT Passworid

The UC-5ec ™ family of praducts from Sipera Systems delivers camprehensive
WolP security by adapting the best practices of internet security and by using unigue,
sophisticated techniques such as VolP protocol misuse & anomaly detection,
hehavioral leaming based anomaly detection and voice spam detection to protect
WolP networks.

Wisitthe Sinera Systerms website to learn mare.

NOTICE TO USERS: This systern is for authorized use only. Unauthorized use ofthis
systermn is strictly prohibited. Unauthorized orimproper use ofthis system may
resultin civil andiar criminal penalties. Use of this systemn constitutes consent to
security monitaring. All activity is logged with [ogin infa, host name and IP address.
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The main page of the UC-Sec Control Center will appear.

& | ) 10,80,140,140  https://10.80.140. 140/ ucsec/ wve !"l” avaya look ahead routing Pl &

&1 Most visited A ‘¥oga-far-it-band-synd... ®® Sky High 53 June 17-2.. 'J The Gazette's Evacua... I] Facebook. ﬁ United Airines £ AHPM Calendar | Hist. m 1! Welcome ko SCRD: .. m SIP Training and S5CA. B Layer Family including ... »

UC-Sec Control Center @ Slpera

Systems
E Users @J Logowt (@ Help

O Alarms Incidents
1D Ue-Bec Control Centar

Siwelcome Securing your real4time unified communications
o Administration

ﬂﬁ Statistics

[‘E‘]Elackupfﬁestnre Acomprehensive P Communications Security product, the Sipera LC-Sec offers a complete suite of security, enahlement
ES system Management and compliance features for protecting and deploying unified cormmunications such as Voice-over-IF (IR, instant Sipera Website

» |2 Global Parameters messaging (Ih), multimedia, and collaboration applications: Sipera VIPER Labs

b [ Global Profiles

> 5 8IP Cluster Ifyou need support, please call ourtoll free number at (866) 861-3113 or e-mail support@sinera.com Contact Support

> [ Device Specific Settings =

[ TLS Management vZ_1 DMZ_ONLY ]

> 12 IM Logoing

Administrator Notes

Mo notes posted.

Once logged in, a UC-Sec Control Center screen will be presented. The following image
illustrates the menu items available on the left-side of the UC-Sec Control Center screen.

Iy Uiz-Sec Contral Centar
@Welcnme
ot Administration
[‘5‘] Backup/Festore
@ Systemn Management
> |2 Global Pararmetars
|2 Global Profiles
> | SIP Cluster
» | Domain Policies
» |2 Device Specific Settings
> |2 Troubleshooting
> |2 TLS Management
* |2 I Logging

To view system information that was configured during installation, navigate to UC-Sec Control
Center - System Management. A list of installed devices is shown in the right pane. In the case
of the sample configuration, a single device named VZ_1 is shown. To view the configuration of
this device, click the monitor icon (the third icon from the right).

em Management

Installed Updates

™ S T T EEE—
VZ 1 IPCS31030013 405209 @ Commissioned BE =

1\

The System Information screen shows the Network Settings, DNS Configuration and

MEO; Reviewed: Solution & Interoperability Test Lab Application Notes 41 of 73
SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



Management IP(s) information provided during installation and corresponds to Figure 1. The Box
Type was set to SIP and the Deployment Mode was set to Proxy. Default values were used for all
other fields.

System Information: WZ_1

Metwork Configuration

—General Settings Device Settings
Appliance Hame WZ_1 HA Mode o
Box Type SIP Secure Channel Mode  Mone
Deployment Mode Prowy Two Bypass Mode o
—Network Settings

10.80.140.141 1080140141 285.265.2585.0 10.80.1401
12.71.18.138 127119138 2652552550 127118137 B1
12.71.18.141 127118141 285.265.2585.0 1271158129 B1
—DNS Configuration Management IP(s)

Primary DNS ’7 P 10.80.140.140

Secondary DNS

DHNS Location DMz

DHNS Client IP 127119138

7.2. Device Specific Settings

7.2.1 Define Network Information

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the A1 and B1 physical interfaces are used. Typically the A1 interface is
used for the internal side and B1 is used for external. Each side of the Avaya SBCE can have only
one physical interface assigned. One internal interface address and two external interface addresses
(both configured on physical interface B1) were required for the Verizon testing. To define the
network information, navigate to Device Specific Settings - Network Management in the UC-
Sec Control Center menu on the left hand side and click Add IP. A new line appears that can be
configured.

Enter the IP Address for the internal interface
Enter the appropriate gateway IP Address
Select the desired hardware interface (A1)

o JP Address:
Gateway:
o Interface:

Click Save Changes.
Repeat the process for external interface addresses using B1.
Note: Multiple IP addresses defined on a single interface must be in the same subnet.
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UC-Sec Control Center

is 10:57:21 AM GMT

@ Marms Incidents | [Jfy Statistics agnostics | [ Users g_j Logout | (g Help
|2 UC-8ec Contral Center /I
@) Welcome
¢ Administration
[l Backupirestore Network C: ion | [ nterface ¢
B8 System Management VZ_1
» | Global Parameters Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application
b [ Slobal Profiles restarts can be issued from System Wanagement.
> 10 8IP Cluster A1 Metrnask A2 Metrnask B1 Netmask B2 Netrnask
+ 5 oomainpotces BT \ !

4 [ Device Specific Seftings
Hl media interrace
2 Signaling inferface | pawress | Pwe | oaewwy | memace | |

% Bignaling Farking [1080140141 [ | [10801404 [[a1 ] %

T ——— (127113138 I | 12719037 |[51 ~] x
i Session Flows [1z71a8241 [
5 Two Factor

Select the Interface Configuration tab and click on Toggle State to enable the interfaces.

| [1271 19429 |[B1 ] x

UC-Sec rol Center

1 &S Admin. Current wer time is 10:57:57 AM GMT Systems

@ Alarms Incidents  [|f Statistics Logs &% Diagnostics |Gl Users QJ Logout | (@ Help
) UC-Sec Gontrol Genter Management: YZ_1
@Welcume
-+ Administration
[tﬁl] Backup/Restore UC-Sec Devices Network Configuration Interface Configuration |
@Svstem Management VZ_1
+ 53 olobal Farameters [ e Admiistrativo Status 1
1D Global Profiles Toggle
Al Enahlad
I SIP Cluster
I |2 Domain Policies
Toggle
4 |2) Device Specific Settings A2 Digablad
@Netwurk Management =
oggle
Hl media Interface Bi Enablad
L Bignaling Interface
o .
rrrrr Signaling Forking Bz sl
iy SNMP A€
25 End Point Flows:

7.2.2 Signaling Interfaces

To define the Signaling Interfaces on the Avaya SBCE, navigate to Device Specific Settings >
Signaling Interface in the UC-Sec Control Center menu on the left hand side and Select Add
Signaling Interface.

Define a signaling interface for Verizon:

e Name Enter a descriptive name for the external signaling
interface to the Verizon network

e JP Address: Choose the external address for the signaling

e TCP/UDP/TLS Port: Enter the port for the desired transport protocol

Click Finish (not shown).

Repeat the process for the internal Avaya network.
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UC Sec Control Center

Current server time iz 11:17:31 AM GMT

15 Admin.

@ Alarms | [ Incidents

[Ify Statistics

Diagnostics

(5 UC-gec Control Center
@Welmme
L+ Administration
HBackuereslure
@System Management
> 12 Global Parameters
b D Global Profiles
b 1D SIF Cluster
I Dornain Policies
4 |2 Device Specific Settings
@ Metwork Management
E Media Interface
_!' Bignaling Interface

|2 users

ignaling Interface: VI _1

UC-Sec Devices

wZ_1

ems
& Logout | (@ Help

['signaling Interface |
[ name | signaling IP TCPPort | UDPPort | TLSPort TLS Profile ..
Sig_Inside_lo_CPE 10.80.140141 5060 5060 None
Sig_Outside_to_vz 12.71.18.138 5060 Mone e X

7.2.3 Media Interfaces
To define the Media Interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Media Interface in the UC-Sec Control Center menu on the left hand side, and select Add Media
Interface. Details of the RTP and SRTP port ranges for the internal and external media streams are
entered here. The IP addresses for media can be the same as those used for signaling or can be

different.

Define a media interface for Verizon:

e Name

e JP Address:
¢ Port Range:

Enter a descriptive name for the external media
interface for the Verizon network

Choose the external address for the media

Enter port ranges for the media path

Repeat the process for the internal Avaya network.

@ Alarms | [F] Incidents

UC Sec Contro Center

ime i= 12:56:46 PM GMT

(5 UC-Sec Control Center
@Welmme
& Administration
[H]Backuptﬁ'esmre
Systemn Management
> | Global Parameters
> | Global Profiles
> 2 8IP Cluster
> |2 Domain Policies
4 | ) Device Specific Settings
@ MNetwork Managerment
E_ Media Interface
_4! Signaling Interface
I Signaling Forking

UC-Sec Devices

vz_1

©) Sipera

Systems

5] Logout | @ Help

Int_Media_to_CPE
Ext_Media_to_VZ

10.80.140.141
127118441

Add Media Interface
Port Range ..

35000 - 40000
35000 - 40000

Ed X

7.3. Global Profiles

Global Profiles allows for configuration of parameters across all UC-Sec appliances.

7.3.1 Routing Profile

Routing Profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which security
features will be applied to those packets. Parameters defined by Routing Profiles include packet
transport settings, name server addresses and resolution methods, next hop routing information, and
packet transport types.
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Create a Routing Profile for Session Manager and Verizon SIP Trunk. To add a routing profile,
navigate to UC-Sec Control Center - Global Profiles 2 Routing and select Add Profile. Enter
a Profile Name and click Next to continue (not shown).

In the new window that appears, enter the following values. Use default values for all remaining
fields:

URI Group: Select “*” from the drop down box.
e Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server.
e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server.
¢ Routing Priority Based on
Next Hop Server: Checked.
¢ Next Hop in Dialog: (Optional) Checked only information in the Via
Header is to be used instead of received port and IP.

¢ Outgoing Transport: Choose the protocol used for transporting outgoing
signaling packets.

Click Finish (not shown).

The following screen shows the Routing Profile to Session Manager. The Next Hop Server 1 IP
address must match the IP address of the Session Manager Security Module. The Outgoing
Transport must match the Avaya SBCE Entity Link created on Session Manager in Section 6.5.

UC-Sec Control Center
Wi 3min. Curn erver time iz 10:28:00 AM GMT
@ Alarms | 5 Incidents  [[ Statistics Diagnostics [/ Users
|5 Uc-sec Control Center

& Logout | @ Help

Global Profiles = Routl

S welcome Rename Profile Clune Profile Delete Profile
.+ Administration
[5] BackupiRestare Click here to add a description.
@ System Management default m‘
> I Global Parameters Route to SM
4 |2 Global Profiles
EDnmam Das Vz IPCC

& Fingarprint " Mext Next | Ignore -
3 Server Intarworking Priority Next Hop Senver 1 Next Hop Server 2 Hop |NAPTR| SRV | Hopin | Route Dinonig
iﬂPhunelnlewurkmg Priority Dialog | Header | MNsPOTt
ﬁgzilfn;m"g - 1080150 208 B BB | B [ |e
3 Server Configuration
£ Subscriber Profiles
1'DTnpn\ngy’H\ding
Signaling Manipulation

The following screen shows the Routing Profile to Verizon. In the Next Hop Server 1 field enter
the IP address that Verizon uses for the [PCC Service Director. In the Next Hop Server 2 field
enter the IP address that Verizon uses for the IPCC Service Host. Check the Next Hop Priority
and the Next Hop in Dialog (This is only used if the information in the Via header is to be used
and not the IP and port that the request was received on. See Verification Section 9 for a detailed
description). Enter UDP for the Outgoing Transport field.
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UC-Sec Control Center

iz 10:31:53 AM GMT

"
@ Marms | [F Incidents ﬂﬁ Statistics

& Users

8] Logout | (@ Help

Logs &% Diagnostics

|2 UC-8ec Contral Center Glokal Profile: e
@We‘cume Add Profile Rename Profile | Clone Profile | Delete Profile
< Administration

Backup/Restore Routing Profiles Click here to add a description.

B3 System Management default T
> ) Global Parameters Route to SH
4 [ Global Profiles P
B pomainDos = Add Rnutlng Rule

15 Fingerprint

8 Server Interworking

@Fhune Interwarking

ﬁMedla Forking

E"ERnutmg

3 Server Configuration

&2 Subsetiber Profiles

"'ETnpnlngy Hiding
Signaling Manipulation

HNext lgnore Outt
URI Group Next Hop Server 1 Next Hop Server 2 Hup NAPTR| SRV | Hopin | Route 1 g gu'":—_"
Priority Dialog | Header ranspa

63.78.178.20 63.79.178.21 L] O ]

7.3.2 Topology Hiding Profile

The Topology Hiding Profile manages how various source, destination and routing information in
SIP and SDP message headers are substituted or changed to maintain the integrity of the network. It
hides the topology of the enterprise network from external networks.

Create a Topology Hiding Profile for both the enterprise and the SIP Trunk. In the sample
configuration, the Enterprise and SIP Trunk profiles were cloned from the default profile. To
clone a default profile, navigate to UC-Sec Control Center ->Global Profiles > Topology
Hiding. Select the default profile and click on Clone Profile as shown below.

in. Cu B ems
@ Alarms Incidents S i i U: 3| Logout | (@ Help
) UC-Sec Control Center o e

S wislcome
Add Profile Clone Profile
 Administration -

H Backup/Restare Topology Hiding Profiles It is not recommended to edit the defaults. Try cloning or adding anew profile instead.
B8 system Management ! defautt —|
|
> ) Global Parameters Topology Hiding
4
B oamipunes e | Cmena | epacencuon Overnrte vawe
ornain Do
£ Fingerprint Record-Route IPDamain Auto
& Server Interworking To IFfDomain Auto
€3 Phaone Interworking RequestLine IPADamain ALt
i : :
E"E MediaForldng From IFDomain Auto
Routing
gy Server Configuration via IF‘IDDma?n Auta
&2 Subscriber Profiles S0P IFDomain Auto
lm Tapology Hiding
Signaling Manipulation m
4 URI Groups

Enter a descriptive name for the new profile and click Finish.

Clone Profile

Profile Mame default

Edit the Avaya profile to overwrite the To, Request-Line and From headers shown below to the
enterprise domain. The Overwrite Value should match the Domain set in Session Manager
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(Section 6.1) and the Communication Manager signaling group Far-end Domain (Section 5.7).
Click Finish to save the changes.

Edit Topology Hiding Profile 3

[soP v| ||F>;Dumam v| [ Auto v | | %
|Request—Line Vl |IP,:’DDma|n V| |Overwrite V| |avayalab.com | >
| Record-Rioute ~| [IP/Domain ~| [Auto ~| | | %
|Fr0m Vl |IP,:’DDmain V| |Overwrite V| |avayalab.com | x
|TD v| |IP,.“DDmain v| |Overwrite V| |avayalab.oom | *
[via v| [IP/Domain v [Auto ~| | | %

It is not necessary to modify the Verizon profile from the default values. The following screen
shows the Topology Hiding Profile Verizon_IPT created for Verizon

UC-Sec Control Center

© Sipera

Systems

m Logout | (@ Help
I UC-3ec Contral Center G = Tc c g
s  Renume protis | cone praris | peste promte |
Add Profile Rename Profile | Clone Profile | Delete Profile
-+ Administration -
|| BackupiRestore Topology Hiding Profiles Click here to add a description.
B8 system Managerent default —|
Topology Hiding
> I Global Parameters cisco_th_profile
4
ormain Do

f.?d‘,' Fingerprint Verizon_IPT Reguest-Line IPIDarmain Auta

B Server Interworking Record-Route IP/Darmain Alto

45 Phone Interworking Fram IP/Damain Autn

P &

E‘E Media Fordng To IP/Domain Auto

Routing 5 A

% Server Configuration WVia IF/Diomain Auto

& Subscriber Profiles

1|DTnpnIngy Hiding m

Signaling Manipulation

7.3.3 Server Interworking

Click the Add Profile button (not shown) to add a new profile or select an existing interworking
profile. If adding a profile, a screen such as the following is displayed. Enter an appropriate
Profile Name such as Verizon-IPCC shown below. Click Next.

Interworking Profile

Profile Bame | Werizon-IPCC |

In the new window that appears, default values can be used. Click Next to continue.
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%

Editing Profile; Verizon-IPCC

. geea |
&) Mone
Hold Suppart () RFC2543 - ¢=0.0.0.0
() RFC3264 - a=sendanly
180 Handling () Mone (O SDP (O Mo SDP
181 Handling (® MNone (& SDP (O Mo SDP
182 Handling ® Mone (O SDFP (O Mo SDP
183 Handling ® Mone (O SDFP (O Mo SDP
Refer Handling FI
e Handling i
Diversion Header Support
Dielayed SDP Handling F
T38 Support L
URI Scheme @ 8P O TEL O ANY
Wia Header Format g EES;S;
et
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Default values can also be used for the next two windows that appear. Click Next to continue.

Interworking Profile x

O
1

Privacy Enabled
User Name
P-Asserted-ldentity
P-Preferred-ldentity

Privacy Header

DTMF Support ® None O SIPNOTIFY O SIP INFO

Interworking Profile x

Configuration is not required. All fields are optional.

SIP Timers

Min-SE seconds, [90 - 86400]

Init Tirmer | miliseconds, (50 - 1000]
Max Timer | milliseconds, (200 - 8000]
Trans Expire | seconds, [1-64)

Invite Expire | seconds, 180- 300)

Transport Timers

| seconds, [B00 - 3600

TCP Connection Inactive Timer

On the Advanced Settings window uncheck the following default settings:

Topology Hiding: Change Call-ID

¢ (Change Max Forwards

Click Finish to save changes.

Interworking Profile [

Fecord Routes

Topology Hiding: Change Call-1D
Call-Info MAT

Change Max Forwards

Include End Paint IP far Context Loakup
0CS Exensions

AVAYA Extensions

MORTEL Extensions

SLIC Exensions

Diversion Manipulation

Diversion Header LIRI

Metaswitch Extensions

Feset on Talk Spurt

Reset SRTP Context on Session Refresh
Has Remote SBC

Route Response on Via Port

Cizco Extensions

Advanced Settings

) Mone
() Bingle Side
(*) Both Sides

EDD!DDDIDDDDDDDDD
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The Avaya profile will be created by cloning the Verizon profile created in the previous section. To
clone a Server Interworking Profile, navigate to UC-Sec Control Center = Global Profiles -
Server Interworking and click on the previously created profile (e.g., Verizon-IPCC), then click
on Clone Profile as shown below.

© Sipera

Systems

Al I |2 users & Logout | @ Help
(2 UC-5ec Contral Center ofile erver Interwarking: Werizon-IPCC
g veloams  Ronamnc Profie | Clane Proie |
Add Profile Rename Profile | Clone Profile | Delete Profile
-+ Administration -
[\ﬁ‘] Backup/Restore Interworking Profiles Click here to add a description.
@System Management A General | | Titmers ‘ ‘ URI i i | | Header Manipulation ‘ ‘ Advanced ‘
b 1 Global Pararmeters avaya ru
4 | Global Profiles OESERRES ~
B oomain bos Edge-Server e |
’:;5-;- Fingerprint Cisco-ccim Hald Support MOME
8 Server Interwarking cups 180 Handling Mone
@ Phaone Interworking Sipera-Halo 181 Handling Mone
ﬁ Media Forking
0OCS-FrontEnd-Server 182 Handling Mone
;“g Rauting
T Server Conflguration Avaya 183 Handling Mone
L2 Bubscriber Profiles > Verizon-IPCC Refer Handling Mo
ol Topology Hiding o Handling Mo
Signaling Manipulation | e

Enter a descriptive name for the new profile and click Finish to save the profile.

Clone Profile

Profile Mame Yerizon-IPCiC

7.3.4 Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change or delete any of the headers
in a SIP message. This feature will add the ability to configure such manipulation in a highly
flexible manner using a proprietary scripting language called SigMa.

The SigMa scripting language is designed to express any of the SIP header manipulation operations
to be done by the Avaya SBCE. Using this language, a script can be written and tied to a given flow
through the EMS GUI. The Avaya SBCE appliance then interprets this script at the given entry
point or “hook point”.

These Application Notes will not discuss the full feature of the Signaling Manipulation but will
show an example of a script created during compliance testing to aid in topology hiding and to
remove unwanted headers in the SIP messages to and from Verizon. To create a new Signaling
Manipulation, navigate to UC-Sec Control Center = Global Profiles = Signaling Manipulation
and click on Add Script (not shown). A new blank SigMa Editor window will pop up. The script
will act on all outbound traffic to Verizon after the SIP message has been routed through the Avaya
SBCE. The script is further broken down as follows:
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within session “All” Transformations applied to all SIP sessions.

act on message Actions to be taken to any SIP message.
% DIRECTION=“OUTBOUND” Applied to a message leaving the Avaya
SBCE.

% ENTRY_POINT=“POST_ROUTING” The “hook point” to apply the script after the
SIP message has routed through the Avaya
SBCE.

Remove(% HEADERS[*“Alert-Info”’][1]); Used to remove an entire header. The first
dimension denotes which header while the
second dimension denotes the 1* instance of
the header in a message.

With this script, the Endpoint-View, Alert-Info, User-Agent, Server, and P-Location headers will
be removed.

T 10,80.140,140 | https:/10.80. 140. 140 ucsec/list

—Options

Title | Example_for_IPCC m

- g

act on message where $DIRECTION="OUTEOUND" and %ENTRY_ POINT="POST_ROUTING"

// Topology Hiding of P-Location header for subsequent re-INVITEs

¥

ithin session "ALL"™

i

remove (3HEADERS["Endpoint-View™] [1]) 2
remove ($HEADERS["Alert-Infa™] [1]):
remove ($HEADERS["User—-Lgent™] [1])
remove (SHEADERS["3erver™] [1]);

remove ($HEADERS["P-Location™] [1]);

'

Click Save.

The following screen shows the finished Signaling Manipulation Script Example_for_IPCC. This
script will later be applied to the Verizon Service Director and Service Host in the Server
Configuration in Section 7.3.5. The details of these script elements can be found in Appendix A.
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UC-Sec Control Center
‘Welcome uc ou signed in &z Admin. Current server time iz 5:51:43 AM GMT
@ Alarms Incidents | [} Statistics

) UC-Sec Contral Center

-] Logs & Diagnostics [B Users

ling Manipulation: Example_far_[PCC

& welcome .
.+ Administration oo Sent
@ Backup/Restare Signaling Manipulation Scripts Click here to add a description.
B St ot
CS1K_Sigma_Script
4 |7 Glohal Prafiles Example2 within session "ALL™
B comain Dos [
& Fingerprint CS1K_Combined act on message where $DIRECTION="0UTEOUND” and %ENTRY POINT="POST ROUTING"
t Server Interwaorking Example22 ! o )
@Phone Interworking Example_for_IPCC /¢ Topology Hiding of P-Location header for subsequent re-INVITEs
&% Media Forking IPCC Test remove ($HEADERS[ “Endpoint-View'1[11)
L& Routing remove ($HEADERS["Alert-Info"][1]);
3 Server Configuration remove ($HEADERS [ "User-Agent™J[1]):
L8, Subscriber Profiles remove ($HEADERS[ "Jerver™][1]) ;

ala Topology Hiding remove [$HEADERS["P-Location™][1]):

Signaling Manipulation
20 URI Groups 1
> |2 SIP Cluster

> |[2) Domain Policies m

> |2 Device Specific Settings

}

7.3.5 Server Configuration

Servers are defined for each server connected to the Avaya SBCE. In this case, Verizon is
connected as the Trunk Server and Session Manager is connected as the Call Server. To define the
Session Manager, navigate to Global Profiles = Server Configuration in the UC-Sec Control
Center menu on the left hand side. Click on Add Profile and enter details in the pop-up menu.

Add Server Configuration Profile

Profile Bame |.ﬂ~va':.fa_SME.1 |

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e Server Type: Select Call Server from the drop-down box.
e IP Addresses/
Supported FQDNs: Enter the IP address of the Session Manager signaling

interface. This should match the IP address of the Session
Manager Security Module

¢ Supported Transports: Select TCP. This is the transport protocol used in the
Avaya SBCE Entity Link on Session Manager Section 6.5

e TCP Port: Port number on which to send SIP requests to Session
Manager. This should match the port number used in the
Avaya SBCE Entity Link on Session Manager in Section
6.5.

Click Next to continue.
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Verify Enable Authentication is unchecked as Session Manager does not require authentication.
Click Next to continue.

Edit Server Configuration Profile - General "

Semver Type

IP Addresses f Supported FQDNs
Comma seperated list

Supported Transpons

TCFP Port
UDF Port
TLS Port

Call Server v/

10.80.150.206

TCP
O uop
O s

5060

L
]

Enable Authentication

User Name
Realm
Password

Confirm Password

In the new window that appears, enter the following values. Use default values for all remaining

fields:

Enabled Heartbeat:

[ )
e Method:

Frequency:

e From URI:

e TO URI:

Checked.

Select OPTIONS from the drop-down box.
Choose the desired frequency in seconds the Avaya
SBCE will send SIP OPTIONS. For compliance

testing 60 seconds was chosen.

Enter an URI to be sent in the FROM header for
SIP OPTIONS.
Enter an URI to be sent in the TO header for SIP

OPTIONS.

Click Next to continue.

In the new window that appears, select the Interworking Profile created for the enterprise in
Section 7.3.3. For Signaling Manipulation Script, select a script if desired. Use default values for
all remaining fields. Click Finish to save the configuration.

Enable Heartheat
Method
Frequency
Fram URI
To URI

TCP Probe

TCP Probe Freguency

OPTIONS +
60 seconds
ping@10.80.140.141
|ping@10 80,150 206
O

Enable DoS Protection
Enable Groaming
Interworking Profile
Signaling Manipulation Script
TCF Connection Type

| Avaya V:
| None v

® SUBID O PORTID () MAPPING
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7.3.6 Server Configuration for Verizon IPCC

In the Routing Profile created in Section 7.3.1, there were two IP addresses configured for one
routing profile. In the Server Configuration section both of these addresses will be configured.

To define the Verizon Service Director and Service Host, navigate to Global Profiles > Server

Configuration in the UC-Sec Control Center menu on the left hand side. Click on Add Profile
and repeat the instructions above with the displayed values.

Add Server Configuration Profile

Profile Name | IPCC_Service |

General Properties, using Trunk Server with both IP Addresses listed (Service Host and Service
Director):

Global Profiles > Server Configuration: IPCC_Service

Gonsral | Authenticaton | | Heartoeat | Advanced
Avaya_SM6E.2
veieT . Geea |
Avaya_SM6.1 Server Type Trunk Server

IP Addresses / FQDNs 63.79.179.20, 63.79.179.21
default
1PCC_Servi Supported Transpors UDP

UDP Port 5060

Edit

Authentication and Heartbeat tabs were left at defaults (notice that external OPTIONS are not
enabled since they are not used in this configuration):

Giokal Proflies = Server Configuration: PCC_Service

[ Global Profies > Server Configurafion: PCC_Service

T | e[ aovenicat || Heatoat | Abanced | ———
b2 e
| v

Vi IPT p Avaye_SMEA Enable Hearlbeat O

Avaya_SH.1 Eralle ARcaton O e TCP Probe r

i IPCC_Service

IPCC_Service m m
Configure the Advanced Tab by selecting Verizon -IPCC for Internetworking Profile and
Example_for_IPCC as the Signaling Manipulation Script:
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Glokal Profiles = Server Configuration: IPCC_Service

“ General | | Authentication | | Heartbeat | | Advanced |

Avaya_SMG.2

Avaya_SMG.1 Enable DoS Protection r

default Enable Grooming r

IPCC_Service Interworking Profile Verizon-IPCC
Signaling Manipulation Script Example_for_IPCC
LDP Connection Type SUBID

Edit

Click Finish to save changes (not shown).

7.4. Domain Policies — Media Rules
Select Domain Policies = Media Rules from the left-side menu as shown below.

In the sample configuration, a single media rule was created by cloning the default rule called
default-low-med. Select the default-low-med rule and click the Clone Rule button.

UC-Sec Control Center

2:36 &M GMT

@ Alarms dents  [Jfy Statistics
(5 Uc-Sec Control Center

med

e
S

LGGURUEY | | Filter By Dewvice v e
2 saminisraton I | Firerey ey |
E] Backup/Restare Media Rules Itis not recommended to edit the defaults. Try cloning or adding a new rule instead.

B8 system defaull low-med: Media NAT | | Media
> [ Global Parameters CErr TS
> (2 Glabal Profiles o
> =8P Cluster autt-hiy
4 [ Damain Policies default-high-enc
[=3 Application Rules avaya-low-med-enc
[ Border Rules def-low-media-Q0S
Def_low_media_QoS2

ion | | Media Anomaly | | Media Silencing | | Media Gos | | Turing Test |

Media NAT

Leam hiedia IP dynamically

[ Media Rules
[ Security Rules

Enter a name in the Clone Name field, such as default-low-med-QoS as shown below. Click
Finish.

Clone Rule

Fule Hame default-low-rmed

Clone Mame |Iefaurt-lcuw-med-QnS

Select the newly created rule, select the Media QoS tab, and click the Edit button (not shown). In
the resulting screen, check the Media QoS Marking Enabled checkbox. Select DSCP and select
EF for expedited forwarding as shown below. Click Finish.
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Media GoS

Media QoS Reporting

RTCP Enabled F

Media QoS Marking

Enahled

{3 Tas

Audio Precedence
Audio Tog

Video Precedence

Video ToS

® DSCP
Audio \EF v |
Video \EF v |

When configuration is complete, the default-low-med-QoS media rule’s Media QoS tab appears as
follows.

Domain Policie:

Media Rules Click here to add a description.

default-low-med Media NAT | | Media Encryption | | Media Anomaly | | Media Siencing | [ Media 0os | | Turing Test |

default-low-med-enc

default-high Media QoS Reporting
default-high-enc RTCP Enabled O
avaya-low-med-enc
default-low-med-GoS Media QoS Marking
test Enabled

QoS Type DSCP

Audio QoS
Audio DSCP EF

Video QoS

Video DSCP EF
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7.5. Domain Policies — Signaling Rules

Select Domain Policies = Signaling Rules from the left-side menu as shown below.
I UC-Sec Contral Center
@Welcume
¢ Administration
[‘,5‘] Backup/Restare
@ Systemn Management
» |2 Global Parameters
> |2 Global Profiles
> | 5IP Cluster
4 ) Damain Policies
[=5 Application Rules
Eaurderﬁules
H Media Rules
E}Securi’w Fules
M Signaling Rules

Click the Add Rule button to add a new signaling rule. In the Rule Name field, enter an
appropriate name, such as Block_Hdr_Remark.

Rule Marne |Block_Her_Remark |

In the subsequent screen (not shown), click Next to accept defaults. In the Signaling QoS screen,
select DSCP and select the desired Value for Signaling QoS from the drop-down menu. In the
sample configuration, AF32 was selected for “Assured Forwarding 32.” Click Finish (not shown).

Enabled

) Tos
Frecedence | |_|
Tos |

& DSCP
Value | AF32 v| | |

After this configuration, the new Block_Hdr_Remark will appear as follows.

MEQO; Reviewed: Solution & Interoperability Test Lab Application Notes 57 of 73
SPOC 12/10/2013 ©2013 Avaya Inc. All Rights Reserved. VzIPTF_CMSM61



Dramain Polic

graling Rules: Block_Hdr_Remark
Click here to add a description.
default General | | Requests | | Responses | | Request Headers | | Response Headers | | Signaling GoS |

No-Content-Type-Checks

signal-QoS Signaling QoS
Block_Hdr_Remark QoS Type DSCP
DSCP AF32

7.6. Domain Policies — End Point Policy Groups
Select Domain Policies 2 End Point Policy Groups from the left-side menu.

Select the Add Group button.

Domain Policies = End Point Poli

| Filter By Dewvice...
Policy Groups It is not recommended to edit the defaults. Try adding a new group instead.

Enter a name in the Group Name field, such as default-low-remark as shown below. Click Next.

Policy Group

Group Mame |defaulrt-lcuw-remark |

Hext

In the sample configuration, defaults were selected for all fields, with the exception of the Media
Rule which was set to default-low-med-QoS, and the Signaling Rule, which was set to
Block_Hdr_Remark as shown below. The selected non-default media rule and signaling rule were
created in previous sections. Click Finish.

Policy Group

Application Rule default

Border Rule | default hd |

Media Rule | defaul-low-med-Clos » |
Security Rule | default-low |+ |

Signaling Rule | Block_Hdr_Fermark A |

Time of Day Rule

Once configuration is completed, the default-low-remark policy group will appear as follows.
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= default-low-remark

Click here to add a description.

Hover over a row to see its description.

Paolicy Group

[vcw summay | s oty s

default
default defautt ioq qng | defaultiow Black_Hdr_Remark default o &

7.7. Device Specific Settings — End Point Flows

Select Device Specific Settings - End Point Flows from the left-side menu as shown below.

Iy UC-Sec Control Center
@Welcume
o Administration
[‘,5'] Backup/Restore
@ Systermn Management
> |2 Global Parameters
> | Global Profiles
> |20 BIP Clugter
> |2 Domain Policies
< ) Device Specific Settings
@Hehﬁmrk Management
EMedia Interface
Cat Bignaling Interface
‘f’? Signaling Forking

5 End Point Flows

Under UC-Sec Devices, select the device being managed, which was named VZ_1 in the sample
configuration (not shown). Select the Server Flows tab. Select Add Flow.

wera-outside-1112

Subscriber Flows | | Server Flows

Add Flow
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The following screen shows the flow named Avaya_SM6.1 being added to the sample
configuration. This flow uses the interfaces, policies, and profiles defined in previous sections.
Click Finish.

Edit Flow: Avaya SMG.1 [®
Flow Marne |varya_SMe.1 |
Server Configuration |Avaya_SME.1 V|
LRI Group |* V|

Transport
: |

Remaote Subnet

Received Interface | oig_Outside_to_Wz V|
Signaling Interface | 2ig_Inside_to_CPE V|
Mediz Interface |Int_Media_tD_CPE V|
End Paoint Policy Group | clef_low_rematrk v|
Routing Profile |V2_IPCC V|
Topology Hiding Profile |Avaya V|

File Transfer Frafile

Once again, select the Server Flows tab. Select Add Flow.
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The following screen shows the flow named SIP Trunk being added to the sample configuration.

This flow uses the interfaces, policies, and profiles defined in previous sections. Click Finish.

Edit Flow: SIP Trunk =
Flow Mame | SIP Trunk \
Server Configuration |IPCC_Service V‘
URI Group | ¥ V|

Transport

* |

Remote Subnet

Received Interface |Sig_lnside_to_CF’E V|
Signaling Interface |Sig_0utside_to_‘ufz V|
Media Interface |Ext_Media_to_VZ V|
End Point Policy Group |def_|ow_remark V|
Routing Profile |Route to SM V|
Topology Hiding Profile |Verizon_IF’T V|

File Transfer Profile

The following screen summarizes the Server Flows configured in the sample configuration.

UC-Sec Subscriber Flows | | Server Flows
Devices

Click here to add a row description.

Server Configuration: Avaya_SM6.1

Topology| File
Priotity | Flow Name G Transport (R Regelied Signaling Media Interface Endipcintgzeiting Hiding |Transfer
roup Subnet Interface Interface Policy Group | Profile Profile | Profile

- Avaya_SME.T * " Sig_Outside_to_¥z Sig_lnside_to_CPE Int_Media_to CPE def_low_remark Vz_[PCC Avaya MNone 2 XK &
Server Configuration: IPCC_Service
Remote Received Signalin End Peint | Routin Topology A
Priority | Flow Name Transport s g 9 Media Interface 9 Hiding | Transfer
ubnet Interface Interface Policy Group | Profile
Profile Profile
- SIP Trunk " * Sig_lnside_to_CPE Sig_Outside_to_Vz Ext_Media_to_VZ def_low_remark Route w© Verizon_|PT MNone 2R B
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8. Verizon Business IPCC Services Suite Configuration

Information regarding Verizon Business [IPCC Services suite offer can be found at
http://www.verizonbusiness.com/products/contactcenter/ip/ or by contacting a Verizon Business
sales representative.

The reference configuration described in these Application Notes was located in the Avaya
Solutions and Interoperability Test Lab. Access to the Verizon Business IPCC Services suite was
via a Verizon Private Dedicated Internet Access (IDA) T1 connection. Verizon Business provided
all of the necessary service provisioning.

9. Verification Steps

This section provides example verifications of the sample configuration illustrated in these
Application Notes.

9.1. Communication Manager and Wireshark Trace Call Verifications

This section illustrates verifications using Communication Manager and Wireshark to illustrate key
SIP messaging and call flows.

9.1.1 Wireshark Example of Incoming Call from PSTN via Verizon IPCC

Incoming toll-free calls arrive from Verizon at the Avaya SBCE, which sends the call to Session
Manager. Session Manager sends the call to Communication Manager via the entity link
corresponding to Communication Manager processor Ethernet using port 5060. On
Communication Manager, the incoming call arrives via signaling group 5 and trunk group 5.

Filker: | sip + | Expression,.. Clear
Mo, Tirne: Source Destination Prokocol Infa
1 0.000000 63.79.178.21 12.71.19.138 SIP/SDP  Request: INVITE sip:8666735877@iptf7. interoplab.21lsip. com;transport=ud
2 0.001668 12.71.15.138 63.703.178.21 SIP Status: 100 Trying
3 0.035776 12.71.19.138 63,79.178.21 SIP/SDP Status: 183 Session Progress, with session description
190 3.792756 12.71.19.138 63.79.178.21 SIP/SDP Status: 200 oK, with session description
198 3.949220 63.79.178.21 dbzl pal e ke SIP Request: ACK s1p:8666735877612.71.19.138:5060; transport=udp
1100 13.001505 63.79.178.21 12.71.15.138 SIP/SDP Request: INVITE sip:8666735877@12.71.19.138:5060; transport=udp, in-dial
1101 13.002951 12.71.19.138 63.79.178.21 SIP Status: 100 Trying
1103 13.020734 12.71.19.138 63.79.178.21 SIP/SDP  Status: 200 oK, with session description
1104 13.070582 63.79.178.21 12.71.16.138 SIP Request: ACK sTp:B666735877@12.71.19.138:5060; transport=udp
1105 13.083705 63.79.178.21 12.71.18.138 SIP REquUasT: BYE s1p:58666735877612.71.19.138:5060; transport=udp
1106 13.115841 12.71.1%.138 63.70.178.21 SIP Status: 200 oK

Frame 1: 963 bytes on wire 7704 hits), 963 bytes captured (7704 bits)

Ethernet II, src: Metscreen_3f:c8:46 (00:10:db:3T:c8:46), Dst: Intelcor_cc:23:11 ¢00:1h:21:cc:23:11)
Internet Protocol version 4, Src: 63.79.178.21 (63.79.178.21), Dst: 12.71.19.138 (12.71.19.138)

User Datagram Protocol, Sr< Port: 34056 (34056), Dst Port: sip (50600

session Initiation Protocaol

B Request-Line: IMVITE sip:

N E B E E

= Message Header

Call-Ip: 21113012261815257392@63.79.178.21

via: SIP/2.0/UDP 63.79.178.21:5060; branch=z%hc4bK3F4FE2156ADF0OD0O0000L27I7OFEEFOL4 7S
via: SIPA2.0/UDP app.ubiquitysoftware. com: branch=z9hs4bK3F4FE2LSBADFOODOO000LS7379FBETD
From: <sip:+13035387022@15%. 173, 94.16:5060; user=phone>;tag=36632945.1. pdpeclehiameejmnnmkfbfan
To: sip:l8666735877@iptf7. interoplab, 21sip. com

Cseq: 1 INVITE

Contact: sip:63.79.178.20:5060

Allow: IMVITE, ACK, BYE, OPTIOMS, CANCEL, SUBSCRIBE, REFER

P-Asserted-TIdentity: "UNAVATILABLE" <sip:+130353870226@1599.173.94.16;user=phonas

Accept: application/sdp

Content-Type: application/sdp

Content-Length: 201

Max-Forwards: 70

# Message Body

HEEHEEBE

&
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The following abridged and annotated Communication Manager list trace trace output shows a call
incoming on trunk group 5. The PSTN telephone 3035387022 dialed 866-674-7056. Session
Manager can map the number received from Verizon to the extension of a Communication
Manager telephone (x7689), or the incoming call handling table for trunk group 5 can do the same.
In the trace below, Communication Manager receives the DID of 866-674-7056 and translates that
to local extension 7689.

list trace tac *105 Page 1
LIST TRACE
time data

17:39:29 TRACE STARTED 06/20/2012 CM Release String cold-00.1.510.1-19528

/* Incoming call arrives to Communication Manager for DID 8666747056 */

17:39:37 SIP<INVITE sip: 8666747056@avayalab.com;transport=tcp SIP/2.

17:39:37 SIP<O

17239837 Call-ID: 1137110669543718452@63.79.178.21

17:39:37 active trunk-group 5 member 249 cid Oxlaa

/* Communication Manager sends 183 with SDP as a result of TG 5 configuration */
17:39:37 SIP>SIP/2.0 183 Session Progress

17:39:37 Call-ID: 1137110669543718452@63.79.178.21

/* Communication Manager translates the DID to extension 7689 */
17:39:37 dial 7689

17:39:37 ring station 7689 cid Oxlaa

/* G450 Gateway at 10.80.140.15, ringback tone heard by caller */
17:39:37 G729A ss:o0ff ps:20

rgn:1 [10.80.140.40]:32670
rgn:1 [10.80.140.15]:16394
17:39:37 G729 ss:off ps:20
rgn:1 [10.80.140.141]:35020
rgn:1 [10.80.140.15]:16386
17:39:37 xoip options: fax:o0ff modem:off tty:US uid:0x50107
xoip ip: [10.80.140.15]:16386
/* User Answers call, Communication Manager sends 200 OK */
17:39:42 SIP>SIP/2.0 200 OK
17:39:42 Call-ID: 1137110669543718452@63.79.178.21
17:39:42 active station 7689 cid Oxlaa
/* Communication Manager receives ACK to 200 OK */
17:39:42 SIP<ACK sip: 8666747056@10.80.140.22;transport=tcp SIP/2.0

17:39:42 Call-ID: 1137110669543718452@63.79.178.21

/* Communiction Manager Extension terminates the call *x/
17:39:44 SIP>BYE sip:10.80.140.141:5060;transport=tcp SIP/2.0
17:39:44 Call-ID: 1137110669543718452@63.79.178.21
17:39:44 idle station 7689 cid Oxlaa

9.1.2 Example Incoming Call Referred with UUI to Alternate SIP Destination

The following Communication Manager list trace vector trace output shows a different example of
an incoming Verizon toll-free call. The call was routed to a Communication Manager vector
directory number (VDN 3690) associated with a call vector (call vector 5). As in previous
illustrations, this vector will answer the call, play an announcement to the caller, and then use a
“route-to” step to cause a REFER message to be sent to Verizon. In this case, the Refer-To number
will cause Verizon to route the call to another SIP-connected destination. In the sample
configuration, where only one site is available, this was tested by including a different IP Toll Free
number (1866-674-7056) assigned to the same site in the Route-To step in the vector. The vector
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also sets UUI data that will be included in the Refer-To header. When Verizon originates a new
call to the “alternate” destination, the INVITE message sent by Verizon will contain a User-To-
User header containing the UUI data originally sent by the referring site in the Refer-To header. In
practice, this would allow Communication Manager at one site to pass call or customer-related data
to another site via the Verizon network.
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list trace tac *105 Page 1

LIST TRACE

time data
17:27:13 TRACE STARTED 06/20/2012 CM Release String cold-00.1.510.1-19528
/* Inbound call arrives to DID 8666747057 —— VDN 7690 associated with vector 5 */
17:27:40 SIP<INVITE sip:8666747057@avayalab.com;transport=tcp SIP/2.
17:27:40 SIP<0 Call-ID: -2087842424-4496534360@63.79.178.21
17:27:40 active trunk-group 5 member 249 cid 0Oxlab
17:27:40 0 0 ENTERING TRACE cid 421
17:27:40 5 1 vdn e7690 bsr appl 0 strategy lst-found override n
/* Steps in vector 5 add UUI */
17:27:40 5 1 set A = none CATR 1234567890123456
17:27:40 5 1 operand =
17:27:40 5 1 operand = [1234567890123456]
17:27:40 5 1 ========= CATR =========
17:27:40 5 1 variable A = [1234567890123456] asaiuui local
17:27:40 5 1 asaiuui chg from [] to [1234567890123456]
17:27:40 5 2 set B = none CATR 7890123456789012
17:27:40 5 2 operand =
17:27:40 5 2 operand = [7890123456789012]
17:27:40 5 2 ========= CATR =========
17:27:40 5 2 variable B = [7890123456789012] asaiuui local
17:27:40 5 2 asaiuui chg from [] to [7890123456789012]
17:27:40 5 3 wait 2 secs hearing ringback
17:27:40 SIP>SIP/2.0 183 Session Progress
17:27:40 Call-ID: -2087842424-4496534360@63.79.178.21
17:27:40 dial 7690
17:27:40 ring vector 5 cid 0Oxlab
17:27:40 G729 ss:off ps:20

rgn:1 [10.80.140.141]1:35012

rgn:1 [10.80.140.15]1:16390
17:27:42 5 4 # Play announcement to answer c...
17:27:42 5 5 announcement 7697
17:27:42 SIP>SIP/2.0 183 Session Progress
17:27:42 Call-ID: -2087842424-4496534360@63.79.178.21
17:27:42 5 5 announcement: board 001V9 ann ext: 7697
/* Pre-refer announcement answers call,200 OK sent to Verizon */
17:27:42 SIP>SIP/2.0 200 OK
17:27:42 Call-ID: -2087842424-4496534360@63.79.178.21
17:27:42 hear annc board 001V9 ext 7697 cid Oxlab
17:27:42 SIP<ACK sip:10.80.140.22;transport=tcp SIP/2.0
17:27:42 Call-ID: -2087842424-449653436(@63.79.178.21
17:27:49 idle announcement cid 0xlab
/* Announcement completes, route-to step executes and REFER (with UUI) is sent */
17:27:49 5 6 route-to number ~r+18666747056 cov n if unconditionally
17:27:49 SIP>REFER sip:10.80.140.141:5060;transport=tcp SIP/2.0

17:
/*

17:
17
/*
17:
17
17:
17:
17:
17:
17
/*
17:
17:
17
17:
17:
17
17:
17
17:
17:
17:

27:49 Call-ID: -2087842424-4496534360@63.79.178.21
Communication Manager receives 202 Accepted for the REFER */
27:49 SIP<SIP/2.0 202 Accepted

:27:49 Call-ID: -2087842424-4496534360@63.79.178.21

Verizon sends re-INVITE with ¢=0.0.0.0 SDP */
27:49 SIP<INVITE sip:10.80.140.22;transport=tcp SIP/2.0

:27:49 Call-ID: -2087842424-4496534360@63.79.178.21

27:49 SIP>SIP/2.0 100 Trying

27:49 Call-ID: -2087842424-449653436@63.79.178.21
27:49 SIP>SIP/2.0 200 OK

27:49 Call-ID: -2087842424-449653436@63.79.178.21

:27:50 SIP<ACK sip:8776735877@10.80.140.22;transport=tcp SIP/2.0

Communication Manager receives SIP NOTIFY with sipfrag 200 OK, agent answered */
27:50 SIP<NOTIFY sip:8776735877@10.80.140.22;transport=tcp SIP/2.
27:50 SIP<0 Call-ID: -2087842424-449653436@63.79.178.21

:27:50 SIP>SIP/2.0 200 OK

27:50 Call-ID: -2087842424-4496534360@63.79.178.21
27:56 SIP<NOTIFY sip:10.80.140.22;transport=tcp SIP/2.0

82756 Call-ID: -2087842424-4496534360@63.79.178.21

27:56 SIP>SIP/2.0 200 OK

827256 Call-ID: -2087842424-4496534360@63.79.178.21

27:56 5 6 LEAVING VECTOR PROCESSING cid 421
27:56 SIP>BYE sip:10.80.140.141:5060;transport=tcp SIP/2.0
27:56 idle vector 0 cid 0xla5
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9.2. System Manager and Session Manager Verifications

This section contains verification steps that may be performed using System Manager for Session

Manager.

9.2.1 Call Routing Test

The Call Routing Test verifies the routing for a particular source and destination. To run the call
routing test, expand Elements - Session Manager - System Tools = Call Routing Test, as

shown below.
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Dashboard

Session Manager

Administration

Communication Profile

Editor
Network Configuration

Device and Location

Configuration

Application

Configuration

System Status

System Tools
Maintenance Tests

SIP Tracer

Configuration
SIP Trace Yiewer
Call Routing Test

Performance
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A screen such as the following is displayed.

Call Routing Test

[This page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIP INVITE to learn how it will be routed based on current
administration.

SIP INVITE Parameters

Called Party URT Calling Party Address

Calling Party URI Session Manager Listen Port

5060
Day Of Week Time (UTC) Transport Protocol
Wednesdayj 23:45 TCP j

Called Session Manager Instance

ASM j Execute Test |

Populate the fields for the call parameters of interest and click Execute Test.

For example, the following shows a call routing test for an inbound toll-free call from the PSTN to
the enterprise via the Avaya SBCE (10.80.140.141). Under Routing Decisions, observe that the
call will route to Communication Manager using the SIP entity named Vz_CM601. The digits are
manipulated such that the Verizon toll-free number (i.e., 866-674-5877) is converted to a
Communication Manager extension by the Communication Manager incoming-call-handling-

treatment-trunk-group form. Scroll down to inspect the details of the Routing Decision Process
if desired (not shown).

Home / Elements / Session Manager / System Tools / Call Routing Test - Call Routing Test

Help ?|

Call Routing Test

This page allows you to test SIF routing algorithms on Session Manager instances. Enter information about a SIF INVITE to learn how it will be routed based on current
administration.

SIP INVITE Parameters

Called Party URI
8666745877 @avayalab.com
Calling Party URL

Calling Party Address
10.80.140.141
Session Manager Listen Port

anycaller@anydomain.com 5060
Day Of Week Time (UTC) Transport Protocol
Wednesdayj 23:45 TCP j

Called Session Manager Instance

et

Routing Decisions

Route =< sip:8666745877@avayalab.com = to SIP Entity Wvz_CM&01 (10.80.140.22). Terminating Location is Location_140_CM.

Below is an example of an active call.
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status trunk 5
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0001/001 TOOOO1 in-service/active no S00000
0001/002 TO0002 in-service/idle no
0001/003 T00003 in-service/idle no
0001/004 TO00004 in-service/idle no

Verify the port returns to in-service/idle after the call has ended.

status trunk 5
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0001/001 TOOOO1 in-service/idle no
0001/002 T00002 in-service/idle no
0001/003 T00003 in-service/idle no
0001/004 TO00004 in-service/idle no

9.3. Troubleshooting

1. Communication Manager:
¢ list trace station <extension number> - Traces calls to and from a specific station.
e list trace tac <trunk access code number> - Trace calls over a specific trunk group.
e status station <extension number> - Displays signaling and media information for
an active call on a specific station.
e status trunk <trunk number> - Displays real-time trunk group status.
2. Session Manager:
¢ traceSM -x -uni - Session Manager command line tool for traffic analysis. Log in to
the Session Manager management interface to run this command.
3. Avaya SBCE:
¢ Incidents - Displays alerts captured by the UC-Sec appliance.
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| (S) 10.80,140,140 | hittps:/{10,80, 140, 140/ucsec/list i |

Incident ®
eves (Al _¥| - Categery A g
Displaying results 1 to 15 out of 2000,
[ incidentType | _ncidentD | Date | Time | Category |Device | Cause |
Call Denied GT06E2031896742 732 Z01PM O Policy W7 Mo Server Flow Matched for Outgoing Message
Call Denied G70661994168844 732 1:59PM Policy V71 Mo Server Flow Matched for Outgoing Message
Call Denied B70BE19542T6260 732 158 PM Policy V71 Mo Server Flow Matched for Outgoing Message
Call Denied B7066194596497 5 7312 1.58PM Policy V71 Mo Server Flow Matched for Outgoing Message
Call Denied BYOBE1925281761 732 1ETPM Policy V71 Mo Server Flow Matched for Outgoing Message
Call Denied B70661836355435 732 154 PN Policy V71 Mo Server Flow Matched for Outgoing Message
Server Heartbeat  670544586913020 G/30/12 846 PM  Policy VZ_1 Server Heartbeat is UP
Server Heartbeat  670544560072813 B/30/12 845 PN Policy VZ 1 Server Heartbeat is failed
Server Heartbeat  670395413600112 BI27112 953 AN Policy WZ A Server Heartbeat is UP
Call Denied G70395398129528 BI27112 953 AN Policy W7 Mo Server Flow Matched for Incoming Message
Call Denied B70395390129764 BI271M2 953 AM Policy V71 Mo Server Flow Matched for Incoming Message
Call Denied G70395389651406 G272 952 AM Policy V71 Mo Server Flow Matched for Incoming Message
Server Heartbeat  670395386597209 BI27TM2 952 AM Policy V71 Server Heartbeat is failed
Call Denied G70395386129139 G272 952 AM Policy V71 Mo Server Flow Matched for Incoming Message
Call Denied B70395384128531 G272 952 AW Policy VZ_1 Mo Server Flow Matched for Incoming Message
<[<T: [zl 4 ]s]- ]|

¢ Diagnostics - Allows for PING tests and displays application and protocol use.

”) Diagnostics - Mozilla Firefox

| &) 10,80,140,140 | https:/{10,80.140, 140/ucsec/list

Pinging 10.80.140.1... L

Average ping from 1080140140 to 10.80.140.1 is 0. 176ms
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Troubleshooting = Trace Settings - Configure and display call traces and packet
captures for the UC-Sec appliance.

Packet Trace ‘ ‘ Call Trace ‘ ‘ Packet Capture ‘ ‘ Captures ‘

Packet Capture Configuration

Currently capturing Mo

Alv

Interface

Local Address {ip:port)

Remote Address (*, " port, ip, ipport)

Protocol

|Test_Trace.pcap

Start Capture

Maximum Mumber of Packets to Capture

Capture Filename
Existing captures with the same name will be overwritten

Packet Trace | ‘ Call Trace ‘ | Packet Capture ‘ | Captures |

Test Trace 2020710122335 peap

Fils izs (e n

4 096

duly 10,2012 12:23:48 PM GMT

The packet capture file can be downloaded and viewed using a Network Protocol Analyzer such as

Wireshark:

Fiter: | sip v | Expression...  clear
Mo, Time Source Drestination Protocol Info
1 0.000000 63.73.178.21 12.71.19.138 SIP/SDP Reguest: INVITE sip:8666735877@iptf7.interoplab. 21sip. com; transport=ud
2 0.001668 12.71.15.158 63.70.178.21 SIP Status: 100 Trying
3 0.035776 12.71.1%9.138 §3.79.178.21 SIP/SDP Status: 183 sSession Progress, with session description
190 3.792756 12.71.19.138 63.79.178.21 SIP/SDP Status: 200 oK, with session description
198 3.949220 63,70 178,21 12.71.19.138 SIP Regquest: ACK sip:BEE6735877@12.71.19.138:5060; transport=udp
1100 13. 001505 63.73.178.21 12.71.159.138 SIP/SDP Reguest: INVITE sip:8666735877@12.71.19.138:5060;transport=udp, in-dia
1101 153.0025851 12.71.19.138 B3.70.178.21 SIP Status: 100 Trying
1103 13.020734 12.71.19.138 §3.79.178.21 SIP/SDP Status: 200 oK, with session description
1104 13.070582 63.79.178.21 12.71.19.138 SIP Request: ACK sip:BEE6F35877@12.71.19.138:5060; transport=udp
1105 13.083705 63.709.178.21 12.71.19.138 SIP Reguest: BYE si1p:BEE6735877@12.71.19.138:5060; transport=udp
1106 153.11%841 12.71.19.138 63.79.178.21 SIP Status: 200 oK
| Ed
@ Frame 1: 963 bytes on wire (7704 hits), 963 bytes captured (7704 bits)
# Ethernet II, Src: Metscreen_3T:c8:46 (00:10:db:3F:c8:460, Dst: Intelcor_cc:23:11 (00:1b:21:cc:23:11)
® Internet Protocol wersion 4, sSrc: 63.7%2.178.21 (63.79.178.21), Dst: 12.71.19.136 (12.71.1%9.138)
@ User Datagram Protocol, Src Port: 34056 (340560, Dst Port: sip (50600
= Session Initiation Protocol
e INVITE S
ga Header
Call-ID: 211130122618152573028463, 72,178, 21

via: SIPS2.0/UDP 63.79.178.21:5060; branch=z8hG4bK3F4FBE215BADFO0ODOO000L3F37FEEFOLATE

via: SIPS2.0/UDP app.ubiguitysoftware. com;branch=z9hG4bK3F4FE2Z15BADFOODO0000L3F37IFEETD

From: <sip:+13035387022@199.173.94.16:5060; user=phone>;Ttag=366329%949.1. pdpeclebiameaeijmnrmkfbfan
o: =ip:l866673587 7@ pt 7. interoplab. 21sip. com

Cseq: 1 INVITE

contact: sip:g3.79.178.20:5080
Allow: IMVITE, ACK, BYE, OPTIONS, CANCEL, SUBSCRIBE, REFER
® P-asserted-Identity: "UNAVAILABLE" <sip:+13035387022@19%.173.94.16; user=phonex>
Accept: application/sdp
Content-Type: application/sdp
content-Length: 201
Max-Forwards: 70

® Message Body
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10. Conclusion

As illustrated in these Application Notes, Avaya Aura® Communication Manager 6.0.1, Avaya
Aura® Session Manager 6.1, and Avaya Session Border Controller for Enterprise can be
configured to interoperate successfully with Verizon Business IP Contact Center Services IP Toll
Free VoIP Inbound service. This solution enables inbound toll free calls over a Verizon

Business VoIP Inbound SIP trunk service connection. In addition, these Application Notes further
demonstrate that the Avaya Aura® Communication Manager implementation of SIP Network Call
Redirection (SIP-NCR) can work in conjunction with Verizon Business IP Contact Center service’s
implementation of SIP-NCR to support call redirection over SIP trunks inclusive of passing User-
User Information (UUI).

Please note that the sample configurations shown in these Application Notes are intended to
provide configuration guidance to supplement other Avaya product documentation.

11. Additional References

11.1. Avaya

Avaya product documentation, including the following, is available at http://support.avaya.com

[1] Installing and Configuring Avaya Aura™ Communication Manager, Doc ID 03-603558, Release
6.0 June, 2010 available at http://support.avaya.com/css/P8/documents/100089133

[2] Administering Avaya Aura™ Communication Manager, Doc ID 03-300509, Issue 6.0 June 2010
available at http://support.avaya.com/css/P8/documents/100089333

[3] Administering Avaya Aura® System Platform, Release 6, June 2010.
[4] Installing and Upgrading Avaya Aura® System ManagerRelease6.1, November 2010.

[5] Installing and Configuring Avaya Aura® Session Manager, January 2011, Document Number 03-
603473

[6] Administering Avaya Aura® Session Manager, March 2011, Document Number 03-603324.
[7]1 RFC 3261 SIP: Session Initiation Protocol, http://www .ietf.org
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Appendix A

Included below is the Sigma Script used during the compliance testing.

// Verizon
//Remove unwanted headers to assist in topology hiding.

within session "ALL"
{
act on message where %DIRECTION="OUTBOUND" and S$ENTRY_POINT="POST_ROUTING"
{
// Topology Hiding of P-Location header for subsequent re-INVITEs

remove ($HEADERS ["Endpoint-View"] [1]);

HEADERS ["Alert-Info"][1]);

(% [

remove (% [

remove ($HEADERS ["User—-Agent"][11]1);
(% [
(% [

]
remove ($HEADERS ["Server"] [1]);
"1[11)

remove "P-Location
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and

™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are
the property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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