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Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya pro-
vides. Go to www.avaya.com or go to one of the pages listed in the following sections.

Navigation

“Getting technical documentation” on page 19

[

B “Getting product training” on page 19

B “Getting help from a distributor or reseller” on page 19
[

“Getting technical support from the Avaya Web site” on page 20

Getting technical documentation

To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training

Ongoing product training is available. For more information or to register, you can access the
Web site at www.avaya.com/support. From this Web site, you can locate the Training contacts
link on the left-hand navigation pane.

Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.
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Avaya Secure Remote Access BBI Application Guide

Getting technical support from the Avaya
Web site

The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.
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Preface

This guide provides examples to configure Avaya Secure Remote Access (SRA) for VPN
deployment by using the Browser-Based Management Interface (BBI). For configuration
instructions based on the Command Line Interface (CLI), see the Avaya CLI Application Guide
for VPN. For more information about the deployment of SSL acceleration, see the Avaya
Application Guide for SSL Acceleration (NN46120-100).

Who Should Use This Book

This guide is for network installers and system administrators who configure and maintain in a
network. You must be familiar with Ethernet concepts and IP addressing. All IP addresses are
examples and should not be used as is.

Related Documentation

Following is a list of the documents available for Avaya Secure Remote Access:

B BBI Application Guide for Avaya Secure Remote Access (NN47206-101)

B Using Avaya Secure Remote Access for Avaya Collaboration Pod (NN47206-118)
B Avaya Secure Remote Access Release Notes (NN47206-400)

B Troubleshooting Avaya Secure Remote Access (NN47206-700)

Product Names

Whenever the generic terms Avaya Secure Remote Access or Secure Remote Access or SRA are
used, the following hardware model is implied:

B Avaya Secure Remote Access 5050-VM (SRA 5050-VM)

NN47206-101, 02.01, January 2015 21



BBI Application Guide for Avaya Secure Remote Access

22 m Preface

How This Book is Organized

Chapter 1, “New in this release”. Introduces the new features for this release.
Chapter 2, “Getting Started”. Introduces how to enable BBI access in the CLI.

Chapter 3, “The Browser-Based Management Interface”. Introduces BBI, for example
how to access the BBI, interface components, basic operation and a site map.

Chapter 4, “VPN Introduction”. Describes the main features of Avaya Secure Remote
Access software.

Chapter 5, “Clientless Mode”. Describes how to set up a VPN for clientless mode, i.e. acces-
sible with the available browser.

Chapter 6, “The Portal from an End-User Perspective”. Describes the Portal web page.

Chapter 7, “Net Direct”. Describes how to configure the system for use with the Net Direct
client, a VPN client that can be temporarily downloaded for each Portal session.

Chapter 8, “Groups, Access Rules and Profiles”. Describes how to define user access
groups with access rules and profiles.

Chapter 9, “Authentication Methods”. Describes how to configure a VPN to use external
authentication servers (for example RADIUS), local database authentication or client certifi-
cate authentication.

Chapter 10, “Customize the Portal”. Describes how to customize the Portal, for example
language version, logo, company name, colors, static texts and so on.

Chapter 11, “Group Links”. Describes how to define links on the Portal’s Home tab.

Chapter 12, “HTTP to HTTPS Redirection”. Describes how to configure SRA for redirec-
tion of HTTP requests to HTTPS.

Chapter 13, “Bandwidth Management. Describes how to configure bandwidth.
Chapter 14, “WholeSecurity”. Describes how to enable a WholeSecurity scan of client PCs.

Chapter 15, “Secure Service Partitioning”. Describes how to configure hosting of multiple
VPNs, a feature especially designed for Internet Service Providers (ISPs).

Chapter 16, “Branch Office Tunnels”. Describes how to configure IPsec-based branch
office tunnels.

Chapter 17, “Layer 2 Tunneling Protocol. Describes how to configure a Secure Remote
Access device for Layer 2 Tunneling Protocol (L2TP).
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Chapter 18, “Transparent Mode”. Describes how to set up a VPN for transparent mode, i.e.
accessible with the Avaya VPN Client.

Chapter 19, “Configure Portal Guard”. Describes how to convert a regular HTTP site to
generate HTTPS links.

Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1 Typographic Conventions

Typeface or Meaning Example
Symbol

AaBbCc123  This type is used for names of commands, View the r eadne. t xt file.
files, and directories used within the text.

It also depicts on-screen computer output and Mai n#
prompts.

AaBbCc123  This bold type appears in command exam- Mai n# sys
ples. It shows text that must be typed in
exactly as shown.

<AaBDbCcl123> This italicized type appears in command To establish a Telnet session, enter:
examples as a parameter placeholder. Replace host# t el net <IP address>
the indicated text with the appropriate real
name or value when using the command. Do
not type the brackets.

This also shows book titles, special terms, or  Read your User’s Guide thoroughly.
words to be emphasized.

[1 Command items shown inside brackets are host# |s [-a]
optional and can be used or excluded as the
situation demands. Do not type the brackets.
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CHAPTER 1
New in this release

New in Release 2.0.1.0

The following features have been added in Secure Remote Access Release 2.0.1.0.

Security Fixes
The following security fixes have been implemented in Release 2.0.1.0:
B CVE-2014-7169 bash environment variable code injection.

B CVE-2014-0160 TLS heartbeat read overrun.

B CVE-2014-0224 SSL/TLS MITM Vulnerability and other OpenSSL Security Advisories
for June 9, 2014.

B CVE-2014-3566 POODLE

Usability Enhancements

The following usability enhancements have been implemented in Release 2.0.1.0:

B Windows 8.1 support.
B  Mac OS X 10.9.4 support.

B Microsoft Internet Explorer 11 support.

VMware ESXi 5.5
WMware ESXi 5.5 is certified to run SRA 2.0.1.0.
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New in Release 1.0.1.1

Release 1.0.1.1 is the first release of Avaya Secure Remote Access for Collaboration Pod.
There is currently no content for this section.

In subsequent releases this section will describe:

B changes and updates to existing software and hardware on a Collaboration Pod level.
B new hardware and software in Secure Remote Access

B new functions for Secure Remote Access.

other changes to Secure Remote Access.
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CHAPTER 2

Getting Started

This chapter describes the software features and requirements for the Browser-Based Manage-
ment Interface (BBI) and explains how to access the BBI start page.

Features

You can access virtually all Avaya Secure Remote Access configuration and monitoring func-
tions through the BBI, a Web-based management interface for the Avaya Secure Remote
Access software. The BBI has the following features.

most of the configuration and monitoring functions of the Command Line Interface (CLI)
intuitive, easy-to-use interface structure

nothing to install; the BBI is part of the Avaya Secure Remote Access software

can be upgraded as future software releases are available

can be accessed using HTTP, or secure HTTPS

up to 10 simultaneous BBI sessions
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Minimum Setup

To access the BBI, a minimum configuration is required on your Avaya Secure Remote
Access.

Setup for Secure Remote Access

After you perform the Initial Setup procedure for your model, some additional configuration is
required in the CLI to permit BBI access.

NOTE — Make sure that the host IP address and the management IP address (MIP) that you
entered during the Initial Setup are accessible to your browser host network.

1. Enable the BBI.

By default, the BBI is disabled for HTTP and HTTPS access. You can enable the BBI for
HTTP and/or HTTPS.

NOTE — HTTP is not a secure protocol. All data (including passwords) between an HTTP cli-
ent and Avaya Secure Remote Access is unencrypted and is subject only to weak authentica-
tion. If secure remote access is required, consider using HTTPS instead of HTTP.

To allow remote BBI access, enter the following commands in the CLI.

B Enable HTTP access and set the HTTP logical port:

>> Mai n# /cfg/sys/adm http/ena HTTP access enabled
>> Mai n# [ cfg/sys/adm http/port 80 HTTP port set to 80 (default)

NOTE — The default HTTP port value is well-known HTTP port 80. If you change this value
(for example, to 81), users must append the port value to the host IP address (for example,
http://10.10.1.110:81) when opening a connection to Avaya Secure Remote Access or the SSL
Processor. If you set up HTTP to HTTPS redirection during the initial setup procedure, port 80
is occupied. Specify another port number (for example 81) for BBI access through HTTP.

B Enable HTTPS access:

>> Mai n# /cfg/sys/adm https/ena HTTPS access enabled
>> Mai n# [ cfg/sys/adm https/port 1025 HTTPS port set to 1025
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You can choose any port for BBI traffic, except one that other traffic on your system uses (the
CL1, in fact, rejects the selection of ports that are known to bear traffic).

2. Add your browser host’s network address to the access list:

>> Mai n# [ cfg/sys/adm accessli st/ add <network IP address>

This step is optional. If the list is empty, there is no access restrictions based on the client net-
work IP address.

NoOTE — If you add your browser host’s network to the Access list, you must also add the Man-
agement IP address and the Interface 1 IP addresses of existing SRAs in the cluster to the
Access list (or a network that covers all of these IP addresses). Otherwise, SRAs cannot com-
municate.

3. Apply the changes.

>> Mai n# apply
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CHAPTER 3
The Browser-Based Management
Interface

This chapter provides a general introduction the BBI, for example global commands, general
site navigation, and on-line help. For configuration examples, see chapters 3-17.

Web Browser Setup

Once you have configured your system for Web access, you can connect to the BBI through a
properly configured Web browser.

To display the BBI, your browser must be configured to work with frames and JavaScript. The
Internet Explorer, Firefox, Chrome, and Safari browsers, which have been verified to work
with the BBI, are default-configured to work with frames and JavaScript, and require no addi-
tional setup. However, you should check your Web browser’s features and configuration to
make sure frames and JavaScript are enabled.

NOTE — JavaScript is not the same as Java. Make sure that JavaScript is enabled in your Web
browser.

Host Setup

Refer to “Minimum Setup” on page 28 or to the user documentation for your host (Avaya
Secure Remote Access or SSL Processor) for configuring web access on your system (see
“Related Documentation” on page 21).
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Starting the BBI

Once you have completed the necessary setup procedures, follow these steps to launch the
BBI:

1. Start your Web browser.

2a. For http connections, enter http://<host IP or MIP address or DNS name of your SRA> in
the Web browser URL field.

For example, if your host IP address is 200.200.200.100, you would enter the following in your
browser: http://200.200.200.100

2b. If the host name (for example, SRA_3050_lab) for 200.200.200.100 has been added to
your local domain name server, you could enter it instead.

2c¢. For https connections, enter https://<host MIP address>:<port number> in the browser
URL field.
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3. Login to Avaya Secure Remote Access.

Proper host configuration includes a host IP that is accessible to your browser network. If your
host and browser are properly configured, the Login page is displayed:

AVAYA

Secure Remote Access

UseriD- | |

Password: | |

: Login “ Reset J

4. Enter the account name and password for the host’s administrator or user account.

5. Click the Login button or press ENTER.
The first page in the BBI is displayed.
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AVAYA

- Dashboard
- Health
- Management
- Monitor
- Hosts
- Disk Space Usage
- Ethernet
- Alarms
- Users
- SONMP Topology
- License Usage
- IPsec Users

Secure Remote Access Apply | DIft | Revert | Logout

-

Managing: SRA-1.0.1.0 on 5050-WM (10.177.220.27)
Dashboard » Health

Health Dashboard

Logged as admin

i Warning: GUI is currently not focked.

Notice: There are active alarms.

Information is available on 'Monitor-=GUI Lock' and ‘Monitor-=Alarms’ pages

_Go To GUI Lock Page Go To Alarms Page

Hosts -
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MIP IP © 10.177.220.27 Port - 7998 Interface - ethO Netmask - 265.255 255255
: IELT:'I\;‘;EHSI A IP. Type Status. MIP Local Port Status
- IP Pool Allocations 10:477.220.45 master true frue (T T 1] Summarize
- GUILock Network 1~ CPU Usage Memory Usage
- CLILogins Receptions Transmissions ;‘_Eoeo‘i% U
- About Packets: 4446657 Packets: 1581719 22.00%
+ Statistics Errors: 0 Errars: 0 ’ .
+ Diagnostics Dropped: 0 Dropped: 0
Overruns: 0 Overruns: 0
Frame: 0 Carrier: 0 v v
Callicions0 Eraa i 70 iy
GUI Lock

The GUI lock warning message displayed at the top of the screen is only displayed just after
login. If you switch to another BBI screen without taking the GUI lock, the message will disap-
pear.

On the GUI Lock page (click Go to GUI Lock Page ), you can lock the current BBI session by
clicking Take The Lock. This step makes the BBI session owned by you and nobody else can
make changes to the Avaya Secure Remote Access configuration through the BBI. The pad-
lock symbol top right changes from blue to green. To provide a message to other administra-
tors logging in to the BBI while it is locked by you, enter a message in the User Message field.
For these users, the padlock symbol is red.

To release the lock, click the Release The Lock button.

If necessary, it is possible to take the lock from an operator that currently has the lock. This is
done in the same way as when taking the lock the first time.

NoOTE — Changes made by another operator through the CLI is possible even if the GUI lock is
activated.
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VPN Lock

The ability to lock a specific VPN is only available if a Secure Service Partitioning license is
loaded (see Chapter 15, “Secure Service Partitioning).

Global Administrators

The VPN lock lets you (as the global administrator) lock a specific VPN, for example to notify
other administrators that the VPN is currently being edited. You can however apply configura-
tion changes even if a VPN lock is owned by somebody else. You will not be able to apply
changes if a GUI lock has been taken by another administrator.

The padlock symbol in the BBI header does not indicate whether or not a VPN lock is taken.
This is instead indicated with the color of the breadcrumbs for VPN related pages:

Brown color of the bread crumb indicates that no VPN lock has been taken.
I'..'Pllﬁ{newngs » WPH-1 » General Settings |

Green color of the bread crumb indicates that you currently have the lock.

I'u'PIIGnte'mWs » WPH-3 » General Settings I

Red color of the bread crumb indicates that another administrator has the lock.

|vPl Gateways » VPI-3 » General Settings|

By clicking the padlock icon, the Monitor>GUI Lock page is displayed. VPN Lock informa-
tion is also available on VPN Gateways>SRA name>General>VPN Lock.

VPN Administrators

The VPN lock lets the VPN administrator of a specific VPN lock the VPN. While the VPN is
locked by that administrator, no other VPN administrator of that VPN can apply configuration
changes. VPN administrators will not be able to apply changes if a GUI lock has been taken by
a global administrator, even if they own the VPN lock.

To lock or release the lock, or to view who currently has the lock, VPN administrators can go
to VPN Gateways>SRA name>General>VPN Lock or Monitor>GUI Lock.

Active Alarms

If there are active alarms, this is displayed with the text “Notice: There are active alarms”.
To view active alarms (if any), click the Go To Alarms Page button.
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Tool Tip

When a user points the cursor to a field in a screen, the information about that field is displayed
in the text tool tip. In the following figure, information about the VPN name filed is displayed
in the tool tip.

[Session

Wi lowes you to configure the name, Standalone Status, Session ldle Time, Maximum Session Length and S5P-specific syslog servers for the current
P B

General | IP Addresses Wholesecurity | Single Sign ©n | Wirtual Desktop | Portal Launch | WPN Lock

VPN Name: van_p rac |Edi‘t the YPM name as required.'—Tool Tip
Standalone Status: lm
Session ldle Time: ID days ID hrs |15 min IU sEC
Maximum Session Length: |IJ days |D hrs |D fmin |IJ sec Or Infinity: ¥

: Update

36 m Chapter 3 The Browser-Based Management Interface NN47206-101, 02.01, January 2015



BBI Application Guide for Avaya Secure Remote Access

Copy and Paste

You can do copy and paste of IP Pools, Groups, Authentication servers, SSL Offload servers,
IPSec's, IKE, User and BO Tunnel and Portal Linksets between VVPNs that are supported in the
respective tables using “Copy” and “Paste” buttons.

IP Pool

The IP Pool menu is used to configure the desired method for assigning IP address and network attributes to VPN clients. The IP pool comes into play when the
remote usertries to access a hostusing an Avaya IPsec VPN client ar Met Direct client connection. The IP address is used as a new source |P for connections

between the Secure Remote Access and the destination host, once the remote user is authenticated and the WPMN tunnel is setup.. E‘

Default IP Pool: 1 IPPOOLT ~ [None indicates that no IP Pool will be used by default)

: Update
IP Pool List
: Add Edit Delete Alloc Info Copy Paste Refresh
1D Name Type Proxy ARP Status
1 IPPOOL1 local on on

For Example, if a IP Pool’s configuration has to be copied from VPN 1 and pasted to VPN 2.
Select VPN 1 from the VPN table and navigate to IP Pool table page and check the IP Pool
from the IP Pool List table that has to be copied and click on the Copy button. Now, select
VPN 2 and Navigate IP Pool page and click on the Paste button.
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Basics of the Browser-Based Interface

Once you are properly logged in, the Avaya Secure Remote Access Browser- Based Interface
(BBI) appears in your Web browser’s viewing window:

Config and Monitor Tabs

Global Link Commands

Forms Area
A\JV—\ A Secure Remote Access
Apply | Diff | Revert | Logout
Config Monitor Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) Logged as sdmin [ =
System Dashboard » Health
Yy B Health Dashboard
Tl’ee - Health
. - Management Hosts =
VIeW - Monitor P
e MPIP - 10.177.220.27 Port - 7998 Interface - eth0 Netmask - 255 255 255 255 =
- Hosts 7
_ Disk Space Usage 13 Type Status Mip Local Port Status
_ Ethernet 10.177.220.45 master true true [ T3 1] O Summarize
- Alarms Network 1.~ CPU Usage Memory Usage
- Users i i Used
Receptions Transmissions oo Usedl
- SONWP Topology Packets: 4456910 Packets: 1589022 22.00%
- License Usage Errors: 0 Errors: 0 -
- IPsec Users Dropped: 0 Dropped: 0
- ldle Users Overruns: 0 Overruns: 0
- BO Tunnel Sessions Frame: 0 Carrier: 0
- IP Pool Allocations Collisions:0 Free 78 UF;Z
- GUILock Inboud Traffic :743.0 Mb Outbound Traffic:442.7 Mb T
- CLILogins
- About 10.177.220.44 master false false [ T T T (> ]
+ Statistics

+ Diagnostics

Alzrms ¢ Graph | = Details

Alarm Details

lzﬂ

Total Number of Alarms 1

Critical = 0 -
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Following are the main regions on the screen:

B System tree view

B Config and Monitor tabs
B Forms area
[ |

Global link commands

System tree view

The system tree view consists of items (cluster, network, etc.) that represent the main catego-
ries for viewing information and configuring the system. By expanding an item, new items for
the category’s available forms are displayed. Several items can be expanded at the same time,
which gives you a good overview when configuring the system.

Note that some of the +-marked items (for example, Certificates) display information when

selected, i.e. besides showing sub-items.
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AVAYA

- Wizards

- Cluster Manager

- Host(s)

- Certificates

- 93L Offload Servers

- Bandwidth Management
- VPN Gateways

+ Administration

Config
The Config tab lets you configure various VPN options.
Secure Remote Access Apply | Diff | Revert | Logout
Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) F Logged as sdmin [
Wizards
Wizards
Refresh
Wizards 3

SSL Offload Wizard

The SSL Server wizard lets you configure various attributes of a particular virtual SSL server.

Net Direct Wizard

The Met Direct wizard lets you create a link on the Portal that downloads and launches a slim version of the $5L VPN client — the Met Direct client
Avaya Endpoint Access Control Agent Wizard

The Avaya EAC Agent wizard helps you to enable EAC Agent and to configure global EAC Agent settings for the selected VPN

Add Portal Linkset Wizard

The Add Portal Linkset wizard helps you to create a portal link group, i.e. a set of hypertext links that can be accessed from the Portal's Home tab
Authentication Wizard

The Authentication wizard helps you to create different types of authentication servers.

LDAP Active Directory Set Up Wizard

This wizard helps you to configure the LDAP Active Directory.

Add/Edit SSL and/or IPsec VPN Wizard

The Add/Edit S5L and/or IPsec VPN wizard helps you to configure SSL-WPN and/or to configure the Secure Remote Access to support IPsec-based user ok

m

B Wizards - All wizard pages contains Back (except in the first page), Next (except in the
last page), and Cancel buttons. Intermediate 'Finish' button completes the minimal config-
uration. This button is enabled once the user has completed configuring the mandatory
parameters. By this, the user can skip the configuration of optional fields. This makes the
feature to work on minimal settings. Default values are provided in the fields wherever it
is applicable.

Following wizards are available for configuration of different applications of the Secure
Remote Access.

O SSL offload: The SSL Server wizard lets you configure various attributes of a partic-
ular virtual SSL server.

O Net Direct: The Net Direct wizard lets you create a link on the Portal that downloads
and launches a slim version of the Avaya VPN Client -- the Net Direct client.

O Add Portal Linkset: The Add Portal Linkset wizard helps you to create a portal link
group, that is a set of hypertext links that can be accessed from the Portal's Home tab.

O Authentication: The Authentication wizard helps you to create different types of
authentication servers.
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O LDAP Active Directory Setup: This wizard helps you to configure the LDAP Active
Directory.

O Add/Edit SSL and/or IPsec VPN: The Add/Edit SSL and/or IPsec VPN wizard helps
you to configure SSL-VPN and/or to configure the Secure Remote Access to support
IPsec-based user tunnels and branch office tunnels.

O Certificate: The Certificate wizard helps you to manage private keys and certificates.

O IPsec: The IPsec wizard used to configure the Secure Remote Access to support
IPsec-based user tunnels and branch office tunnels.

O L2TP: The L2TP wizard used to configure the Secure Remote Access to support
L2TP-based user tunnels.

O Manage Portal: The Manage wizard helps you to customize the look and behavior of
Portal web page.

O Manage Administrative Access to SRA: The Manage Administrative Access to SRA
Wizard helps you configure the Administrative Settings of SRA.

O User Group: User Group Wizard help to configure user access groups for mobile
users.

NOTE — Mandatory fields are marked with '*'

Host(s) - Allows you to set the Management IP(MIP) address and configure Secure
Remote Access to either master or slave. You can also halt, reboot or delete Secure
Remote Access remotely.

Certificates - Allows you to manage private keys and certificates. You can add up to 1500
certificates to Secure Remote Access.

SSL Offload Servers - Allows you to configure virtual SSL servers.

Bandwidth Management - Allows you to allocate bandwidth for each user based on the
users group membership. The user types can be Portal and IPSec Client.

Secure Remote Accesss - Lists the configured VPN(s) and also allows you to add, edit and
delete VPN(s).

Administration - Following options are available under Administration:
O Operation - Operation allows you to:
e halt, reboot, or delete the configuration of the selected SRA(S).

« save current configuration including private keys and certificates to the local sys-
tem.
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» download software upgrade packages from local system.
* manage language definition files.

O System - Allows you to set the system date, time and time zone, add NTP and global
DNS servers, configure syslog servers, disable tracing, and manage static routes.

O Users - The User menu is used to change the password for the currently logged in
administrator user, add a new administrator user account, or delete an existing admin-
istrator user account. By using the edit menu option, you can also change the pass-
word and group assignment for a specified user account. Only users with
Administrator rights can add or delete user accounts, or change the password of
another user account.

O Remote Access - Allows you to enable/disable Telnet and SSH access, and HTTP/
HTTPS access.

O Access list - The Access List menu is used for controlling Telnet and SSH access to
the SRA host. The access control rules can be applied to individual machines, or to all
machines on a specific network.

O SSH Keys - The SSH Keys menu is used to generate new SSH host keys for the clus-
ter. It also lets you display the current host keys and manage known host keys, for
example paste or import SSH keys from known remote hosts.

O SNMP - SNMP menu is used for configuring network management of your SRA.
SNMP (Simple Network Management Protocol) is a set of protocols for managing
complex networks. SNMP works by sending messages, called protocol data units
(PDUs), to different parts of a network. SNMP-compliant agents on the SRA store
data about themselves in Management Information Bases (MIBs) and return this data
to the SNMP requesters.

O IPPool - Allows you to enable/disable the feature to use more than the default number
of IP Pools for the current VPN.

O SONMP - Allows you to configure SynOptics Network Management Protocol
(SONMP). When SONMP is enabled, SRAs in the cluster exchange multicast pack-
ets. The IP address of an iSD is written into the hello packets. The topology table can
be viewed from '‘Monitor->SONMP Topology' page under the ‘Monitor' tab.

O RADIUS - RADIUS menu is used to configure RADIUS authentication of system
users (device administrator). Authentication applies to both CLI and WebUI users.

O RSA Server - The RSA Servers menu allows you to configure the symbolic name for
the RSA server and import the sdconf.rec configuration file.
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O Auditing - The Audit menu is used to configure a RADIUS server to receive log mes-
sages about commands executed in the CLI and operations done in the WebUI. If
auditing is enabled but no RADIUS server is configured, events are still generated to

the event log and any configured syslog servers.

O In-Memory - The In-Memory menu is used to configure the status of the internal

memory and to set the size of the internal buffer.

Monitor

The Monitor tab lets you view and monitor various configured options:

AVAYA

- Dashboard
- Health
- Management
- Monitor
- Hosts
- Disk Space Usage
- Ethernet
- Alarms
- Users
- SOMMP Topology
- License Usage
- IPsecUsers
- Idle Users
- BO Tunnel Sessions
- IP Pool Allocations
- GUI Lock
- CLiLogins
- About
+ Statistics
+ Diagnostics

Secure Remote Access

Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27)
Dashboard » Health

Apply | Diff | Revert | Logout

Logged as sdmin

Health Dashboard

i Warning: GUI is currently not focked.
Notice: There are active alarms.

Information is available on ‘Monitor->GUI Lock” and ‘Monitor-=Alarms’ pages

_Go To GUI Lock Page Go To Alarms Page

Hosts
MIP IP : 10.177.220.27 Port : 7998 Interface © ethQ
1P Type Status MIP Local Port Status
10177220 45 master true true ol ol o
Network 1~ CPU Usage
i Used
Receptions Transmissions Lhed
Packets: 4446657 Packets; 1581719
Errors: 0 Errors: 0
Dropped: 0 Dropped: 0

Qverruns: 0 Overruns: 0
Frame: 0 Carrier: 0

Cnllisinns 1 Fraa

m

=

Netmask - 255.255.255 255

@ Summarize
Memory Usage

Used

-2200%

Dashboard - Displays health and management data collated from the device. The follow-

ing options are available under Dashboard:

O Health- Displays device health, compliancy, and audit details.

O Management- Displays general information about device settings, log details, differ-
ent type of users grouped into specific categories, and license usage.

Monitor - Displays the status of all interfaces. The following options are available under

Monitor:

O Hosts- Displays the IP addresses, master/slave assignments, CPU usage, memory
usage and operational status and so on. for all the Secure Remote Access in the clus-

ter.
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O Disk Space Usage- Displays the amount of disk space available on all the currently
mounted filesystems. Disk space is shown in 1K blocks by default.

O Ethernet - Displays statistics for the Ethernet Network Interface Card (NIC) on the
particular SRA host to which you have connected.

O Alarms - Displays all active alarms by their main attributes: severity level, alarm ID
number, date and time when triggered, alarm name, sender and cause.

O Users - Provides information about the users currently logged into the system.
O SONMP Topology - Provides SONMP topology information.

O License Usage- Displays logged in VPN users (under Used) and allowed number of
concurrent VPN users in the cluster (under Size). The number is presented for each
license type (i.e., SSL and IPsec) and - if the Secure Service Partitioning feature is
used - for each VVPN.

O IPsec Users - Provides information about the current IPsec sessions.

O Idle Users - Provides information about the idle SSL-VPN Portal users currently
logged into the system.

O BO Tunnel sessions - Provides information about the current active Branch Office
Tunnel sessions.

IP Pool Allocations - Provides IP Pool information per IP pool and VPN.
GUI Lock - Provides information about the GUI and VPN lock status.

CLI Logins - Provides information about CLI user(s) login.

O o o o

About - Provides general information about the system, like product and version
number.
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B Statistics - The following options are available under Statistics:

O Authentication - Displays the total authentication statistics for all SRAs in the cluster
since the system was started.

O SSL server - Displays the SSL statistics.

O IPsec - The following options are available under IPsec:
e General - Displays the IP statistics.
»  Cluster - Displays the Cluster statistics.
» Host - Displays the hosts statistics.

»  BO Tunnels - Displays the number of encoded and decoded kBytes per second,
during the last minute, for branch office tunnels in all VPNs in the cluster.

O Bandwidth Management - Displays information related to Bandwidth management.
B Diagnostics - The following options are available under Diagnostics:

O Events - Displays the most recent 64k of the event log file existing on the selected
host.

O Audit Log - Displays the most recent 64k of the audit log file existing on the selected
host.

O Maintenance - Allows you to do the following:
e Check the configuration.
*  Log certain information pertaining to a VPN user session.

»  Start logging of events to an internal buffer, stop logging, clear the internal log
and display the last n messages where n is a multiple of 10 and is calculated from
the Buffer Size value configured in the Administration > In-Memory page on the
Config tab.

e Collect Dump logs and statistics.

Forms Area

The Forms area displays information about the options available in the system tree view. Using
this you can specify information required for system configuration.
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Global Command Links

These command links are available from any page. The links display forms that are used for
saving, examining, or aborting configuration changes.

Basic Operation

The Browser-Based Management Interface allows you to administer Avaya Secure Remote
Access software in the following manner. To access the full functionality of the BBI, you must
be logged in as administrator:

B Select from a series of pages and sub-pages, and modify fields to create the required con-
figuration.

B When finished making changes on any given page, submit the form using the appropriate
Update buttons. If you select a new form or end the session without submitting the infor-
mation, the changes are lost.

Most submitted changes are considered pending and are not immediately put into effect or
permanently saved. Only a few types of changes take effect as soon as the form is submit-
ted, for example changes to users and passwords.

B Use the global Apply form to save changes and make them take effect. The apply form
allows the administrator to make an entire series of updates on multiple forms and then put
them into effect all at once.

B Use the global Diff form to view pending changes before they are applied.

B Use the global Revert form to clear all pending changes; then continue the configuration
session, or use the global Logout form to exit from the system. Logging out manually is
preferred, though closing your browser manually or through inactivity (browser sessions
automatically close after five minutes of inactivity) also discards pending changes.

NoOTE — When multiple CLI or BBI administrator sessions are open at the same time, only
pending changes made during your current session are affected by the Diff, Revert, or Logout
commands. However, if multiple CLI or BBI administrators apply changes to the same set of
parameters concurrently, the latest applied changes take precedence.

If the BBI is locked, no changes can be made by another operator using the BBI. CLI changes
are still possible.
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Global Command Forms

The global command links are always available at the top of each form:

Apply | Diff | Revert | Logout

These links summon pages that are used for logging out, saving, examining, or aborting con-
figuration changes. Each global command page provides options to verify or cancel the com-
mand as appropriate.

Apply
The global Apply form is used for checking the validity of the current session’s pending con-
figuration changes, and for saving the configurations change and putting them into effect.

Wizarags

= Cluster lanager

- VPN Gateways
* Administration

AVAyA Secure Remote Access ppl) | D | Revert | Logout

Config Monagor Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) g 1 = Logged 23 » :f
Apply Pending Configuration Changes

Apply Pending Configuration Changes

/ !:.: Warneng: Applying changes will save them to the configur ation

Apply Changes

Back

The Global Apply form includes the following buttons:
B Apply Changes - Applies pending changes.

B Back - Returns the previously viewed form.

NOTE — The global Revert command clears pending changes. It cannot be used to restore the
old configuration after the Apply Changes command has been issued.
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Diff
The global Diff form provides a list of the current session’s pending configuration changes.
AVAVA Secure Remote Access Apply | Diff | Revert | Logout
Config Monitor Managing: SRA-1.0.1.0 on 5050-VM {10.177.220.27) ; op Logged as admin Ef
Pending Configuration Changes
s Pending Configuration Changes
- Cluster Manager
- Host(s)
- Cerificates

_ 850 Offload Senvers Change 1: Bandwidth

- Create Bandwidth Policy 1
= i Janag . T y - " -
Eandwich Management Update Bandwidth Paolicy Name Old:  Mew: Bandwidth Policy 1
- VPN Gateways
+ Administration Change 2: Bandwidth
Create Bandwidth Policy 2
Update Bandwidth Palicy Name Old:  Mew: Bandwidth Policy 2
_Back |

The list displays a change record for each submitted update. Each record can consist of many
modifications, depending upon the complexity of the form and submitted changes. Modifica-
tions are color coded:

B Green - New items that are added to the configuration when the global Apply command is
given and verified.

B Blue - Existing items that are modified.
B Red - Configuration items that are deleted.

The Diff list is cleared when configuration changes are applied or reverted, or when the admin-
istrator logs out or closes the browser window.

This command does not include pending changes made in other open CLI or BBI sessions.
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Revert

The global Revert form is used for canceling pending configuration changes.

AVAYA Secure Remote Access Lpply | Diff | Revert | Logout
Config Maniter Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) Logged as sdmin E

Remove Pending Configuration Changes

Remove Pending Configuration Changes

- Wizards

- Cluster Manager

- Hostis)

Ji ?
T Gertificaies Are you sure you want to revert the current changes?
- S8L Offload Servers
- Bandwidth Management | Revert || Back )

- VPM Gateways
+ Administration

This form includes the following buttons:

B Revert - Cancels the current session’s pending configuration changes. Applied changes
are not affected. Pending changes made in other open CLI or BBI sessions are not
affected.

B Back - Returns the previously viewed form without cancelling pending changes.
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The global logout form is used to terminate the current user session.

AVAYA

- Wizards

- Cluster Manager

- Hostis)

- Cerificates

- B5L Offload Servers

- Bandwidth Management
- VPN Gateways

+ Administration

Secure Remote Access

Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) : Logged as admin [}

Apply | Diff | Revert | Logout

Are you sure you want to exit Avaya VPN Gateway administration?

_Logout || Back |

This form includes the following buttons:

B Logout - Terminates the current user session. Any configuration changes made during this
session that have not yet been applied are lost. This command has no effect on pending
changes in other open CLI or BBI sessions.

B Back - Returns the previously viewed form without logging out.

NOTE — For thorough security, close all BBI windows (including Help) after logging out.
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Help

The Help button provides assistance with forms in the BBI. The Help button is available on
every page of the GUI. Help is context-sensitive, which means that the Help page displays
detailed information about the form that is currently displayed.

AV/-\YA Secure Remote Access Apply | Diff | Revert | Logout
w Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) Logged as zdmin

Bandwidth Management

General

- Wizards
- Cluster Manager
- Host(s)

Allows you to configure Bandwidth seftings B
- Certificates
- §5L Offload Servers

A\/AyA Secure Remote Access .
- Bandwidth Management

- VPN Gateways Bandwidth Management

+ Administration

General

Description

The Secure Remote Access provides the shility to allocate bandwidth per user based on the users group
membership. This applies to all the user types (NDIC, Portal and IPSec Client).

The Bandwidth Management feature provides constant bandwidth to particular groups of users so that

the traffic from the designated group is always handled based on the bandwidth configured. This is done
in @ manner such that the highest-priority groups of people get the access whenever required. They are
not denied access due to non-priority or low-priority group users, A traffic control utility uses iptables to

When you click the Help button, a new window appears with information appropriate to your
current option:

The help window consists of the Close (top right corner) option to close the help window.
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The Site Map table provides the list of sub-page menus and status/command labels for
each form to aid navigation through the BBI. Items in parenthesis are for clarification or to
indicate the operations that can be performed.

Table 1 BBI site map

Folder

Sub Folder/Page

Page

Status and Command Labels

Wizards

SSL Offload, Net Direct, Add Portal linkset, Authen-
tication, LDAP Active Directory Set Up, Add/Edit
SSL and/or IPsec VPN, Certificate, IPsec, L2TP,
Manage portal, Manage Administrative access to
SRA, User Group, and SSP VPN.

Cluster Manager

Launch SSL-VPN Cluster Manager, a Java-based
application for
centralized cluster management.

Hosts

Management IP(MIP) Address and SSL VPN
Host(s)

Certificates

General Certificate Infor- | Certificate Information Table, Certificate Update
mation Page, and Certificate Show Page

Import Import Certifi- Import File and Import Text
cate and/or Key
as File

Export Export Certifi- Export File and Export Text
cate and/or Key
to File

Generate Generate Signing | Request, Signed Certificates, and Test Certificates.
Request

Sign Request Sign Request Certificate Information, Signed Certificate, Certifi-

cate Signing Request.
Revocation List Revocation List General and Automatic CRL.
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Folder

Sub Folder/Page

Page

Status and Command Labels

SSL Offload Servers

General, HTTP Type, Socks Type, Trace, Advanced,
Load Balancing

Bandwidth Management

General, Bandwidth Policy, IPSec PassThrough Serv-
ers, Info

Secure Remote Access

General, SSL, Traffic Trace, IP Pool, Host IP Address
Pool, Host IP Pool, IP Sec, L2TP, NAP, Portal, Link
Sets, Authorization, Groups, Authentication, VPN
Client, Accounting, and Advanced settings.

Administration

Operation Host(s), Export/ Export/Import Cluster Configuration, Installed Pack-
Import Config, ages, Upload New Package, Language List, Import/
Software Export Language Definition, Delete Language Defini-
Upgrade, Lan- tion.
guage

System Time, NTP,DNS, | Add, Delete Save, Update
Syslog, Trace,
Static Routes

Users Passphrase, Pass- | Add, Edit, Delete

word Expire
Time

Remote Access

Telnet/SSH, Web

HTTP Settings, HTTP/SSL Settings, Idle Timeout

Access List Access List Add

SSH Keys SSH Keys Gener- | Add Import, Generate New Keys, Show SSH keys
ation

SNMP General, SNMP Update, Add Event, Add Monitor, Save Download
Users, DISMAN
Event MIB, Sys-
tem, Commu-
nity, Notification
Target, MIBs

IP Pool IP Pool List Status

SONMP SONMP Settings | Status

RADIUS RADIUS Serv- Add RADIUS Servers, Update

ers, Group Attri-
butes
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RSA Server RSA Server Add/ | Update, Import
Update Page,
Importsdconf.rec
file
Auditing RADIUS Servers | Add
In-Memory General Log status, update, Buffer Size
Dashboard
Health Hosts, Alarms, MIP and Host device details
Statistics Alarms graph and details
Statistics of servers
Management General Configu- | Device status of Telnet, SSH, SONMP, Auditing,
ration, Logs, HTTP, HTTPS, SNMP, and RADIUS
Users Logs graph and details
Admin and CLI users, and resource usage graph
Monitor
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Hosts

Management IP
Address, Hosts
Status

IP Address, MAC Address, Status
Type, MIP, Local
CPU Usage Memory Usage

Disk Space Usage

Disk Space
Usage

IP Address, MAC Address, Status, Type, MIP, Local,
CPU %, Memory %

Ethernet Host Informa- Packets, Errors, Dropped, Overruns
tion, Receptions, | Frame
Transmissions
Alarms Alarm Table Delete, Name, Sender, Cause, Severity, Time
Users Current Users VPN, User, Login,
Source IP, Host IP, Access, Group: Profile,
Number Of Currently Logged In Users, Kick
Selected,
Kick All.
SONMP Topology SONMP Topol- Slot/Port, IP Address, Seg Id, MAC Address, Chassis
Table ogy Table Type, Local Seg, state.
License Usage Description -
IPsec Users Description, Number of Active IPsec Sessions,
IPsec Users VPN,

User, TunnelProfile,
IP Inner/Outer,
Encrypted,
Decrypted

Time
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Idle Users

Description

VPN, User, Login,
Source IP, Active,
Access

BO Tunnel Sessions

Description, BO
Tunnel Sessions

Number of Enabled BO Tunnel Sessions,

Number of BO Tunnel Sessions in State VPN, BO
Tunnel Profile, Host, State,

Encrypted, Decrypted,

Time

IP Pool Allocations

IP Pool Allocations for all VPNs

GUI Lock GUI and VPN User Name, Lock Time, User Message,
Locks Take The Lock,
Release The Lock
CLI Logins CLI Login Ses- Logged In On, From,
sions Kill Sessions
About Product Informa- | Product, version
tion
Statistics
Authentication Cluster Wide Servers, Accepted, Rejected, VPN, Timed Out
Authentication
Statistics.
SSL server General, License, | Active Request Sessions, Total Completed Request
Cluster statistics, | Sessions, Total Completed SSL Accept, Total Com-
Cluster Histo- pleted SSL Connect.
grams, Host sta-
tistics, Host
Histograms
IP Sec
General IPsec Server Statistics, Clear all IPsec Statistics for all
IPs
Cluster Cluster wide IPsec Statistics for SRA #
Host Single Host IPsec Statistics for SRA #
BO Tunnels General, Cluster statistics, Cluster Histograms, Host
statistics, Host Histograms
Bandwidth Management Host Number, BWM Type, Refresh
Diagnostics
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Events

Description,
Events, Time
frame, Events for

Host, Begin, End

Audit Log

Description,
Auditing, Time
Frame, Audit
Log

Host, Begin, End for

Maintenance

Check configura-
tion, Trace, In
memory Log,
Tech support
dump

Stop Trace, Start Trace, Check Applied Configura-
tion, Applied Configuration, Start logging, Stop log-
ging, Clear logging, Maintenance Dump, Dump Log,
Dump Statistics.
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CHAPTER 4

VPN Introduction

This chapter introduces the VPN (Virtual Private Network) subsystem included in Secure
Remote Access software.

Secure Access from a Remote Location

VPNs allow remote users — for example mobile workers, telecommuters or partners — to access
protected intranet or extranet resources such as applications, mail, files or web pages. The data
is sent through a secure connection, either SSL (Secure Sockets Layer) or IPsec (Internet Pro-
tocol Security). What resources are accessible to the user is determined by the access rules
configured for the group where the user is a member.

The intranet’s resources can be accessed in clientless mode, transparent mode or both:

B Clientless mode. From any computer connected to the Internet. The remote user connects
to the VPN Portal through a secure SSL connection through the web browser. Once
authenticated, the user can access intranet resources through the Portal’s tabs. Clientless
mode also enables download of the Net Direct client, a simple and secure method for
accessing intranet resources through the remote user’s native applications (see page 59).

B Transparent mode. From a computer with the Net Direct or the Avaya VPN Client in
IPSec mode installed. The term “transparent” means that the remote user will experience
network access as if actually sitting within the corporate intranet (see page 62).

VPNs

Up to 250 VPNSs can be configured for each cluster of Avaya Secure Remote Access. A VPN is
typically defined for access to an intranet, parts of an intranet or to an extranet. For each VPN
you can define the authentication methods to be used, which user access groups are authorized
to the domain and the access rules that apply to each user group.
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Each VPN has one or more IP addresses to which the remote user should connect to access
resources on the intranet.

Secure Service Partitioning

Because Secure Remote Access software provides the ability to partition a cluster of SRAs into
separate VPNSs, Internet Service Providers (ISPs) are provided with an excellent basis for host-
ing multiple VPN customers on a shared Remote Access Services (RAS) platform.

To enable the Secure Service Partitioning feature, obtain a license key from Avaya. For more
information about the Secure Service Partitioning feature, see Chapter 15, “Secure Service
Partitioning”.

NOTE — Secure Service Partitioning is not supported in Release 1.0.1.1 of Avaya Secure
Remote Access.

Clientless Mode

For a partner or mobile worker to access intranet resources from any computer with Internet
connectivity (an Internet café or similar), access is made possible through the clientless mode.
No manual software installation is required.

In clientless mode, interaction with the intranet is done through the web Portal through HTTP,
Java Applets and ActiveX controls, which gives the client full HTTP access to the intranet. It
also provides FTP and SMB (Windows file shares) access from the browser. All network traf-
fic between the client and the Avaya Secure Remote Access is sent through a secure SSL con-
nection.

Clientless mode capabilities include intranet browsing, file server access through the Portal,
Telnet/SSH access and application tunneling (port forwarding).
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Web Portal

In clientless mode, the remote user connects to the VPN through the web browser. Each VPN
is provided with a web Portal where the remote user can access intranet resources from differ-

ent tabs.
AVAyA Logout user1 [
I T T AT

Home

This is a configurable text. Please add link sets to the area below.

Enter URL:
I N ® sove as bookmark

For a more detailed description of the Portal, see Chapter 6, “The Portal from an End-User Per-
spective”.
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Net Direct Client

Net Direct provides end-users with clientless SSL access to the intranet. By clicking a link on
the Web Portal, the Net Direct client is downloaded, installed and launched on the remote
user’s PC. While Net Direct is running in the background, the remote users can access intranet
resources through their native applications — without the need to manually install VPN client
software.

tsvt Nyts Logout userl
T T T
w

Home

This is a configurable text. Please add link sets to the area below.

Enter URL:

I EY = sove as Bookmark

Net Direct link +—— (8} necorec

Cached Version

To cut down on network traffic and start-up time, a cached version of Net Direct is also avail-
able as a configurable option. If enabled, Net Direct leaves some components from the first
installation on the client machine when the user exits the Portal session. These components can
only be retrieved from the server.
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PDA Support

Clientless mode also includes PDA (Personal Digital Assistant) support. To browse to the PDA

page, enter the portal address followed by /pda, e.g., https://vpn.example.com/pda. The Por-
tal login page is displayed:

Avayva Inc.'s Portal

Username:
Password:

Login Status: nor logged i

Lagin

Once logged in, the PDA Portal is displayed. The PDA Portal layout is a simplified version of
the web Portal. Its capabilities include intranet web browsing and file server access (only for
downloading files). The company name can be changed if required.

Avaya Inc.’s Portal
Home | Browse | Files | Logout

Your resources:

Intranet
4y Timereport
File shares

g'_‘!' Project folder

The preceding example shows the Home tab with two linksets with one link each.

NoOTE — When configuring an SMB (Windows file share) link to be displayed on a PDA Portal,
specifying a shared network folder is required.

For instructions on how to configure Secure Remote Access for clientless mode, see Chapter 5,
“Clientless Mode”.
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Transparent Mode

As opposed to clientless mode, transparent mode requires the user to install VPN client soft-
ware, either the Net Direct or the Avaya VPN Client. Secure Remote Access then acts as the
VPN server.

The term “transparent” is mainly relevant from a user perspective. It means that the remote
user experiences network access as if actually sitting within the corporate intranet. No Portal
interaction is required.

Avaya VPN Client

The Avaya VPN Client should be installed on the remote user’s machine and configured with
the required authentication option along with the IP address or domain name of the Secure
Remote Access cluster.

Once the Avaya VPN Client is started on the remote user’s machine and the user is authenti-
cated to Secure Remote Access, requests made by the remote user are tunneled to Secure
Remote Access through a secure IPsec tunnel.

For more information about the Avaya VPN Client along with configuration instructions, see
Chapter 18, “Transparent Mode”.
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VPN Client Summary

As mentioned previously in this chapter, SRA software supports several types of VPN clients.
The following table contains a summary of supported operating systems and protocols for
available VPN clients:

VPN Client Security  Network Operating Requires pre-

Protocol  Protocols Systems installation
Net Direct SSL All IP Windows 2000, No
(downloadable protocols XP, Linux, Mac-
client) intosh, Vista, 7, 8
Avaya VPN SSL and All IP proto-  Windows XP, Yes
Client 10.06 IPsec cols Vista, Win 7 (32

and 64 bit), 8

NN47206-101, 02.01, January 2015 Chapter 4 VPN Introduction ® 63



BBI Application Guide for Avaya Secure Remote Access

Authentication and Access Control

To achieve secure authentication and access control, the SRA can use both external authentica-
tion servers and the SRA’s built-in local database. The same mechanisms are used for both cli-
entless and transparent mode. Authentication can also be achieved by means of client
certificate authentication.

External Database Authentication

Companies with external authentication servers (RADIUS, LDAP, NTLM, CA SiteMinder,
RSA SecurID and/or RSA ClearTrust) can use these servers for authentication without modifi-
cation. Which server and fallback order to use is defined on the SRA.

Local Database Authentication

If no external authentication server exists, or if speedy deployment is required, the SRA can act
as an authentication server itself. It can store thousands of user authentication entries each
defining user name, password and the name of access groups.

Access Rules

Each user is mapped to one or more access groups stored in the SRA. The access rules associ-
ated with the group define the user’s access rights to resources on the corporate intranet. The
access rules permit or deny access to servers based on a combination of criteria:

Destination host or network

Ports or protocol

Path (for HTTP, SMB and FTP file browsing)

Source IP address (if extended profiles are used)
Authentication method (if extended profiles are used)
Access method (if extended profiles are used)

Client PC properties (if extended profiles are used)

B Maintenance status of the Secure Remote Access

If no access group is defined for a certain user a configurable default access group can be used.

See Chapter 8, “Groups, Access Rules and Profiles” for instructions on how to define groups,
access rules, and profiles.
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Licenses

The following license is available to enhance the capabilities of the SRA software:

SSL License

To enable the VPN feature for more than 50 concurrent SSL users, a license key must be
obtained from Avaya. SSL users are users connecting to the Avaya Secure Remote Access
through their web browsers or through the Avaya VPN Client. License upgrades are available
for 50, 100, 250, 500, 1000 and 2000 users.

Obtaining Licenses

Perform the following procedure to obtain a license for Secure Remote Access.

1. Send an email request to datalicensing@avaya.com.
In your email, include the following information:
B MAC address of your Secure Remote Access, for example, MIP MAC if HA cluster.
To obtain the MAC address, enter the following command from the CLI:
>> Main# /info/local
B List of order codes associated with purchase.

B License Authorization Codes (LAC) received with purchase.

NOTE — You can view the MAC address by selecting Host > License. In the following screen,
00:30:48:2e:bf:de is the MAC address.

NN47206-101, 02.01, January 2015 Chapter 4 VPN Introduction ® 65



BBI Application Guide for Avaya Secure Remote Access

Host License

Lets you paste the license key forthe type of license you have purchased.. @

General Host Routes  Ports | Interfaces | Licenses | IPsec

Current License for 00:30:48:2e:bf:de Refresh
Description Value

Expiras Mon 2008-03-24,17:00:00-0700
IPSEC User sessions 50
spike 1]
spoclient oh

TFS unlimited

vdesk 1}
SSL user sessions a0

2. After the device MAC address is verified by Avaya, a keycode is sent to you. Use this key-
code to enable the feature.

To apply the keycode to the device through the BBI, perform the following procedure.
3. Select the Config tab.
4. Select Host > License from the BBI menu.
5. Paste the keycode in the text box labeled New License.

6. Click Save.
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License Key

To obtain the license key from Avaya, you have to provide the MAC address of each Secure
Remote Access device on which a VPN license should be installed (see instructions on next
page). This applies to all available licenses.

License Pool (SSL and IPsec Users)

All SRAs that are up and running in a cluster contribute to the license pool. For example, if the
cluster consists of two SRAs — where each device has an IPsec license installed that is valid for
500 users — the cluster shares a license pool of 1000 concurrent IPsec users. When the remote
user connects to the SRA cluster, a license for the current user session is allocated from the
license pool — not from a specific SRA. The distribution of users on the two devices is indepen-
dent of the licenses installed on each device.

If a user logs in through IPsec and there is no IPsec user license available, an SSL user license
will instead be used (if available).

If a Cluster Member Fails

If a cluster member fails, it will continue to contribute to the license pool for a period of 30
days. After that, the cluster will no longer be aware of the license loaded to the faulty device.
Using the preceding example, the license pool would only consist of a 500 user license after
the 30 day grace period.

If the cluster consists of three SRAs — one with a 1000 user license and the two other devices
with the default 50 user license — the license pool will only consist of a 100 user license (after
30 days) if the SRA with the 1000 user license fails.

An alarm message is generated if the devices in a cluster do not have the same license loaded.
In the SSL/IPsec user license case, this message can safely be ignored. In the Secure Service
Partitioning case however, the licenses must be the same on all devices.

Also see the section “If a Cluster Member Fails” on page 72.

Hardware Limits

Loaded licenses in a cluster might add up to a high total number of allowed users. Each device
type however has a hardware limit that determines how many concurrent user sessions it can
accept.

B Avaya Secure Remote Access 5050-VM: 500 SSL concurrent users. The single node host
license limit is 500.
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NOTE — The 5050-VM requires the Enterprise VMware license or VMware ESX 5.1 and
above license to enable 8-core in Guest OS environment.

B Avaya Secure Remote Access 5070-VM: 1,000 concurrent users
B Avaya Secure Remote Access 5090-VM: 5,000 concurrent users

For example, if the cluster consists of two SRAs, each with a 500 user license, make sure that
the cluster is properly load balanced to avoid an uneven session distribution.

How to Obtain the MAC Address

1. Log in to the BBI as administrator user.
2. Click on config tab and select Host(s).
3. Double click on the host name.

4. Click on Licenses tab.

The Host License form is displayed.
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[Host License

Lets vou paste the license key for the type of license you have purchased.. E‘

General  Host Routes | Ports | Interfaces | Licenses | IPsec

Current License for 00:0:81:28:¢d:03 Refresh
Description Value
date 2007-08-09
Expires Sat 2007-09-08,17:00:00-0700
IPSEC user sessions 300
Secure Service Partitioning on
FartalGuard an
spike 250
TPS 300
videsk 2480
S5L user sessions 200

MNew License

Paste contents of license inta the box belaw:

5. Contact Avaya Support and provide the MAC address. You will be given the license key
for the required number of users.

Paste the License Key
1. Log in to the BBI as administrator user.
2. Click on config tab and select Host(s).

3. Double click on the hostname.

The Host License form is displayed.

NN47206-101, 02.01, January 2015 Chapter 4 VPN Introduction m 69



BBI Application Guide for Avaya Secure Remote Access

New License

Pazte contents of licenze into the box below:

Save
< >
‘3 Local inkranet b v Hmeswm -

b

5. Paste the license key into the box. Include the BEGIN LICENSE and END LICENSE
lines.

6. Click Save.

7. Toload a license key to another SRA in the cluster, select the required device in the Host
field, then paste the license into the box.

Note that this must be another license key, because each key is generated from the SRA’s
MAC address.

NOTE — If there are several SRAs in the cluster and they do not have the same license loaded,
a warning message is generated.

If there are active alarms, the administrator is notified on login. The alarm can be viewed in the
Alarm list (Administration>Monitor>Alarms) and the System log (Diagnostics>Events).

This is what the License form will look like with a multi-license key loaded. The form includes
information about the license key’s expiration date.
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Host License

Lets you paste the license key for the type of license you have purchased.. E‘

General | Host Routes  Ports  Interfaces | Licenses | IPsec

Current License for 00:0:81:28:¢d:03 Refresh
Description Value
Expires Sun 2007-05-20,17:00:00-0700
IPSEC user sessions a0
Secure Service Paditioning an
TPS unlimited
S5L user sessions a0

Manage new IPsec logins during maintenance

The option “Disable new IPSec logins” allows maintenance of the Secure Remote Access

without forcing current users to log-off. During the maintenance interval, new IPSec logins to

the node can be redirected to the other nodes.

Click the Config tab in the navigation pane.

Click the Host(s) tab in the navigation tree.
Double-click on the host under maintenance.

The System Information window appears.

Click the IPsec tab in the System Information window.

The Host IPsec pane appears.

AVAYA

- Wizards

- Cluster Manager

- Host(s)

- Ceriificates

- S5L Offload Servers

- Bandwidth Management
- VPN Gateways

+ Administration

Secure Remote Access

Apply | Diff | Revert | Logout

Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) Logged as sdmin [f
Cluster » Hostisd@al0-177-220-44 » IPsec

Host IPsec
Sets IPsec parameters values to the managed Avaya Secure Remote Access (SRA) host, @

General Host Routes | Ports | Interfaces | Licenses | IPsec

Don't Fragment bit: reset =

Block IPsec login:  disabled -

IPsec TTL: |copy

Update
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5. Select the fragment bit option in the Don't Fragment Bit pull-down menu.
The default value is copy.

6. Select the block login option from the Block IPsec Login field.
The default is disabled.

7. Click the Update button to save the change.

If a Cluster Member Fails

If a cluster member fails it will continue to contribute to the license pool for a period of 30
days. When the 30 days have expired, the cluster will no longer be aware of the license loaded
to the faulty device. If the device must be replaced, proceed as follows (the instruction refers to
the CLI management interface):

1. Contact your reseller at Avaya for information about the possibilities of a replacement
device and license.

When you have obtained a new device and a new license, continue with the following steps.

2.  Dump the information configured for the faulty device (host).

>> Mai n# cfg/sys/ host 2/dunp
Dunmp privatel/ secret keys (yes/no) [yes]: <press ENTER to accept>
Col l ecting data, please wait...

3. Copy and save the data to a text editor.

4. Delete the faulty host from the cluster.

>> Mai n# cfg/sys/host 2/delete
Cluster Host 2 will be del eted when changes are appli ed.

5. Connect the new device to the network and join it to the cluster.

For instructions on how to join an SRA to an existing cluster, see the chapter on initial setup in
Using Avaya Secure Remote Access for Avaya Collaboration Pod (NN47206-118). Assign the
IP address of the failed device to the new device.
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6. Load the license to the new device as described in the section “Paste the License Key” on
page 69.

Note that a new license is needed because the new device has a different MAC address.

7. To restore the host configuration, paste the configuration that was previously dumped.

>> Mai n# cfg/sys/ host 2/paste
Enter gl obal key/secret inport password: <press ENTER to skip>
>> Cluster Host 1# <paste the configuration at this prompt>

8. Apply the changes.
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CHAPTER 5

Clientless Mode

This chapter describes how to configure Secure Remote Access for clientless mode. Clientless
mode does not require any reconfiguration of the client web browser, nor does any VPN client
software need to be installed on the remote user’s machine.

Following is a simple overview of the flow when a remote user requests a resource on the
intranet. To access the Portal, the remote user types the SRA Portal IP address or fully quali-
fied domain name in the available browser. The Portal’s capabilities are shown in the Intranet
cloud in the illustration. To maintain the SRA configuration (for example add users, change
access rules and so on), the operator connects to the management IP address (MIP) of the SRA.
To access the command line interface (CLI), the operator connects to the MIP through Telnet
or SSH. To access the browser-based management interface (BBI), the operator connects to the

MIP through the browser.

Java appletsdownloaded to

client to enable e.g. Telnet/SSH access,
/ HTTP proxy and Port forwarder

Client
Gateway

Secure Remote Access (SRA)

'rf —_— Internet —_ H Portal
. I S0CKS'ss- gﬁ

Portal server
192.168.128.100 (Portal IP)
192.168.128.200 (MIP)

FTP Proxy Intranet browsing to
complex web pages

Intranet browsing

192.168.128.11 (SRA Host IP)

(HTTP proxy)

Intranet

| Telnet/SSHaccess |

Application tunneling
(Port forwarder)

Figure 5-1 VPN in Clientless Mode
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Configure VPN from Wizard Settings

If you run the VPN Quick Setup wizard during the initial setup procedure, the SRA cluster is
automatically configured with all the required settings for a fully functional VPN Portal (cli-
entless mode), as well as support for the Avaya VPN Client (transparent mode). This setup is
mainly for testing purposes but you can easily let your proper VPN evolve from these settings.

The following settings have been created:

B A VPN with the number 1.

B Aserver of the portal type with a Portal IP address. This is the address to which the remote
user should connect to access the Portal. The portal server is set to standalone mode,
which is required when using the VPN feature without an application switch.

B A test certificate has been installed for use with the portal server.

B You have had the option to add one or several domains to the DNS search list, which
means that the remote user can enter a short name in the Portal’s various URL and host
name fields (for example i nsi de instead of i nsi de. exanpl e. comif exam
pl e. comis added to the search list).

B The authentication method is set to Local database and you have one test user configured,
belonging to a group called t r ust ed. Thet r ust ed group’s access rules allow access
to all networks, services and paths.

Having tested the Portal, the next step is to make all the necessary adjustments to the settings
made by the wizard. You probably want more than one user and one access group configured
and the relevant access rules have to be defined for each group. The test certificate should be
substituted for a real certificate, signed by a CA authority. Furthermore, you may want to use
an external authentication database instead of or, as a complement, to the local database.

The following sections describe how to import a signed server certificate, map it to the VPN
and how to configure a DNS name.

For information on how to perform an initial setup, see Using Avaya Secure Remote Access for
Avaya Collaboration Pod (NN47206-118).
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Create a Test Certificate
Follow these steps to create a Test Certificate:
1. Log in to the BBI as administrator.
2. Click on Config tab.

3. Inthe system tree view, select Certificates.

The test certificate is created when you run the VPN Quick setup wizard. If you have not run
the VPN Quick setup wizard, no certificates are displayed.

Certificate Information
Allows you to manage private keys and cerificates. You can add up to 1500 cerificates to the Secure Remote Access.. E‘

" Add |[ Edit || Delete || Show | Refresh
[] ID MName Cert CA Cert Key Key Size  Key Match
/|1 test cert Yes Yes Yes 2048 Yes
[ 2 AwayalTCA Yes Yes No
[ 3 AvayalTRootCA Yes Yes No
[ 4 VeriSignClass3SecuraSnr Yes Yes Ho

4. Click Add.
Secure Remote Access Apply | DIff | Revert | Logott
Wanaging: SRA-1.0.1.0 on 5050-VM (10.177.220.27) 15 Logged as admin [f

Certificates » Add a Cerificate
Certificate Information

Allows you to add a new certificate to the SRA.. @

Add a New Certificate
Certificate |dentifier: 5 -
Certificate Name:
:’!E Warning: Mew certificates are directly applied to the database. 1 Update L Back

5. Click Update.

A place holder for the new certificate is created.

6. Click on the name of the certificate.
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Certificate summary screen is displayed.

Settings

General
Import
Expont

Generate

Certificate Summary

Sign Request Sign a cerificate request

Revocation

Configuration

Mame :test_Cedificate

Import key andior cedificate as afile or as text
Export cedificate andior kev as a file or as text

Generate a signed clientiserver certificate, cedificate request or a test cedificate

Revocation

10.

11.

Under settings, click Generate.

By default Generate Signing Request screen is displayed.
Click Test Certificate tab.

Specify name of the Web server in the Common Name field as it appears in the URL.

This name must be the same as the domain name of the Web server that is requesting a certifi-
cate. Wildcards (such as * or ?) and IP address are not allowed.

Click Update.

Click Apply to save.

Import Signed Certificate to Secure Remote Access

This instruction assumes that you have a real server certificate available, signed by a CA
authority. The certificate can be imported to the SRA as a file, through the BBI, or be pasted
into the BBI as text.

Log in to the BBI as administrator.
Click on Config tab.

In the system tree view, select Certificates.
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The test certificate is created when you run the VPN Quick setup wizard. If you have not run
the VPN Quick setup wizard, no certificates are displayed.

Certificate Information
Allows you to manage private keys and cerificates. You can add up to 1500 cerificates to the Secure Remote Access.. E‘
" Add |[ Edit || Delete || Show | Refresh
[] ID MName Cert CA Cert Key Key Size  Key Match
/|1 test cert Yes Yes Yes 2048 Yes
[ 2 AwayalTCA Yes Yes No
[ 3 AvayalTRootCA Yes Yes No
[ 4 VeriSignClass3SecuraSnr Yes Yes Ho
4. Click Add.
Secure Remote Access Apply | Diff | Revert | Logout
Managing: SRA-1.0.1.0 on 5050-VM (10.177.220.27) 15 Logged as sdmin [

Certificates » Add a Cerificate
Certificate Information

Allows you to add a new cerificate to the SRA. E‘

Add a New Certificate

Certificate ldentifier: 5 -

Certificate Name:

:’!E Warning: Mew cerificates are directly applied to the database. 1 Update L Back

5. Click Update.

A place holder for the new certificate is created.

6. Click on the name of the certificate.

NN47206-101, 02.01, January 2015 Chapter 5 Clientless Mode m 79



BBI Application Guide for Avaya Secure Remote Access

Certificate summary screen is displayed.

Certificate Summary

Settings Configuration

General Mame :test_Certificate

Import Import key andior cedificate as afile or as text

Export Export cerificate andfor key as a file or as text

Generate Generate a signed client'server cerdificate, cedificate request or a test cedificate

Sign Request Sign a certificate request

Revocation | Revocation

7. Toimport afile, click Import.

Import Certificate screen is displayed.

Import Certificate and/or Key as File

Allows you to update the current cerdificate with the new private key andior cedificate by downloading it from the local system. Ifthe private key has
heen passward protected, you are prompted for the correct password phrase.. @

Import File | Import Text

The current cedificate is Mot set, and the current key is Mot set.

Certificate andlor Key File
Certificate and/or Key File:
Private Key Password (if required)

Private Key Password:

Private Key Password {again):

Cedificates with multiple keysicerts are not currently supported. The first cedificate and key will be chaszen. [ Update 1

8. Under Certificate and/or Key file, click Browse.

The files in your file system are displayed.
9. Find and double-click the certificate file you want to import.
10. In the fields under Private Key Password, enter the import passphrase if required.

11. Click Update.
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12. In the system tree view, select Certificates to view the properties of the imported certifi-
cate.

Certificate Information

Allows you to manage private keys and cerificates. You can add up to 1500 cerificates to the Secure Remote Access.. E‘

" Add |[ Edit || Delete || Show | Refresh
ID  Name Cert CA Cert Key Key Size  Key Match
1 test_cert Yes Yes Yes 2048 Yes
2 AvayalTCA Yes Yes Ho
3 AvayalTRootCA Yes Yes Ho
4 VeriSignClass3SecureSnr Yes Yes Ho

13. Apply the changes.

Map Signed Server Certificate to VPN

When the signed server certificate has been added to the SRA, it should be mapped to the por-
tal server of the required VPN. The certificate (with certificate no 1) that is currently mapped
to your portal server is a self-signed test certificate. Select the number corresponding to the
signed certificate that you have added to the SRA.

1. Log in to the BBI as administrator.
2. Click on Config tab.

3. In the system tree view, select VPN Gateways.
VPN Gateways

Lists the configured VPM(s) and also allows you to add, edit and delete VPN(s). E‘

" add || edit || Delete || Quick vPN | Refresh
1D Name IP Address(es) Port SSL Locked
1 VPN-1 10.177.220.36 443 Enabled X

4. Click on Secure Remote Access name.
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VPN Summary screen is displayed.

VPN Summary
Settings Configuration
General WPR Mame : doc_test, Standalone Mode is enabled, wholeSecurity is off,
SSL SSLis enabled, Server Certificate is 1, Listen Portis 443, DMS name of VIP is notset..............

Traffic Trace  Lets youtraceroute or ping a host.
IP Pool Default IP Foolis 2, The configured IP Pools are IP Pool 1, aa, ippool2
Host IP Pool  HostIP Poolis disabled

IPsec IPse: is disahled, IKE Profiles...., User Tunnel Profiles..... B Tunnel Profiles.....

L2TP L2TP is enabled, IKE Profiles...., User Tunnel Profiles.....

NAP Autormatic Rermediation is disahled, Probation settings is disakled, Remote policy servers....., Systel
Portal Citrix supportis off, Company Name is Morel Inc., SMB Waorkgroup is WORKGROLP, ReDirect URL is
Link Sets Configured Linksets are Tests

Configured MNetworks are MIL.

Configured Services are ML
Authorization Configured Client Filters are MIL.

Configured Applications are MIL.

Configured Filename Extensions are ML, -
Groups Default group is not set, Anonymous group is not set, The Configured groups are trusted, new cer -
4| | 2
5. Click SSL.

6. Under SSL Settings, in the Certificate Number list box, select the certificate number you
want to map to the portal server.

SSL Settings
Certificate Number: 4 test_Cedifica... v
SSL Status: | enabled
Protocol: |ssl3 +

Ciphers: |ALL@STREMGTH

Verify Level: | none v

SSL Cache Size: |4000 (0-10000, O=unlimited)

SSL Cache Timeout: |300 (seconds)

7. Click Update.

8. Apply the changes.
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Assign a Fully Qualified Domain Name (FQDN)

This step assigns a FQDN to the portal server. The domain name you specify should be regis-
tered in DNS to resolve to the virtual server IP address you specified in VPN quick setup wiz-
ard. The FQDN for the portal server corresponds to the URL that remote users will type in the
address field of their web browser to access the Portal login page.

1. Log in to the BBI as administrator.
2. Click on Config tab.
3. Inthe system tree view, select VPN Gateways.

4. Click on Secure Remote Access name.

VPN Summary screen is displayed.

VPN Summary
Settings Configuration
General WPR Mame : doc_test, Standalone Mode is enabled, wholeSecurity is off,
SSL SSL is enabled, Server Certificate is 1, Listen Portis 443, DMNS name of VIP is not set .

Traffic Trace  Lets you traceroute or ping a host.
IP Pool Default IP Poolis 2, The configured IP Pools are IP Pool 1, aa, ippool2
Host IP Pool  HostIP Pool is disabled

IPsec IPsec is disahled, IKE Profiles...., User Tunnel Profiles..... B Tunnel Profiles.....

L2TP L2TP is enahled, IKE Profiles...., User Tunnel Profiles.....

NAP Autornatic Rermediation is disabled, Probation settings is disabled, Remote policy servers..... Systel
Portal Citrix support is off, Company Mame is Morel Inc., SMB Woarkgroup is WORKGROUP, ReDirect URL is
Link Sets Configured Linksets are Testa

Configured Metwarks are MIL.
Configured Services are MIL.
Authorization Configured Client Filters are MIL.
Configured Applications are RIL.
Configured Filename Extensions are MIL. oo

Groups Default group is not =et, Anonymous graup is not set, The Configured groups are trusted, new cer -
>|

4 |

5. Click SSL.

6. In the DNS Name of VIP field, enter the FQDN, e.g. vpn.example.com.

~

Click Update.

®

Apply the changes.
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1.
2.

3.

You have created the basis for your Portal and must update your DNS server, configure one or
more authentication methods, add user groups with access rules, configure group links and
customize the web Portal page. You can also configure Net Direct and HTTP to HTTPS redi-
rection.

For a list of the remaining tasks and where to find the necessary documentation, see page 87.

Configure VPN from Scratch

If you did not run the VPN quick setup wizard during the initial setup, this section describes
how to configure the VPN from scratch. Even if you did run the VPN quick setup wizard, read-
ing through this section will give you an idea about which settings are required for a fully func-
tional Portal.

Import Signed Certificate

For instructions on how to import a signed certificate to be used as the SRA’s server certifi-
cate, see “Import Signed Certificate to Secure Remote Access” on page 78.

Create a VPN

These steps create a VPN. You can have several VPNs, where each VPN identifies a unique
Portal. Thus, you can have several different Portals, for example, with different layout and
links. A portal server is automatically created along with the VPN. The portal server is con-
nected to the Portal IP address(es) and listens to TCP port 443 (https) by default.

Creating several VPN is especially useful for internet service providers (ISPs). It enables
hosting of a number of customers with their own Portals, securely separated from one another
(see Chapter 15, “Secure Service Partitioning”).

Log in to the BBI as administrator.
Click Config tab.

In the system tree view, select VPN Gateways.
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The VPN Gateways form is displayed.
VPN Gateways

Lists the configured VPM(s) and also allows you to add, edit and delete VPN(s). E‘

" add || edit || Delete || Quick vPN | Refresh
1D Name IP Address(es) Port SSL Locked
1 VPN-1 10.177.220.36 443 Enabled X
4. Click Add.

The Add VPN form is displayed.

PN Gateways
lAdd a VPN
VPH Identifier: 2 ~
VPN Name:
IP Address:
Port: 443 (1-65534)
SSL Status:  enabled -
Certificate Number:  <unset> -
& Warning: Mew WYPRs are directly applied to the database. Create WPH _ Back

5. In the Name field (optional) enter a name for the VPN.

6. Inthe IP address field, enter the Portal IP address.

This is the IP address the remote user should use to connect to the VPN.

7. Inthe Certificate Number list box, select the server certificate you want to use.

This requires that you have previously imported a signed certificate to the SRA or that you
have created a test certificate.

8. Click Create VPN.
The new VPN is added to the VPN Gateways form.

9. Click on the Secure Remote Access name

10. Click on General settings.
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Session screen is displayed.

Session

Allows you to configure the name, Standalone Status, Session ldle Time, Maximum Session Length and 38P-specific syslog servers for the current VPN.. @

General | IP Addresses | Wholesecurity = Single Sign On | Portal Launch VPN Lock

VPN Name: |VPN-1
Standalone Status: | enabled ¥
Session Idle Time: |0 days 1 hrs |0 min |0 sec

Maximum Session Length: |0 days 0 hrs |0 min |0 sec Or Infinity: ¥

: Update

11.

12.

13.

14.

15.

16.

17.

18.

Under General, set the standalone status.

This step sets the portal server to standalone mode, which is required if the SRA is not con-
nected to an application switch. Application switches can be used to load balance clusters of
SRAs to increase performance (see page 91).

Click Update.
Click on SSL in VPN Summary screen.

In the DNS Name of VIP field, enter a Fully Qualified Domain Name (FQDN) for the
portal server.

The domain name you specify (for example vpn.example.com) should be registered in DNS to
resolve to the virtual server IP address you specified in Step 6. The FQDN for the portal server
corresponds to the URL that remote users will type in the address field of their web browser to
access the Portal login page when the VPN is fully deployed.

Click Update.
Click on Advanced in VPN Summary screen.
Select DNS.

Configure the required search domains.

The search domain(s) you specify are automatically appended to the host names a remote user
types in the various address fields on the Portal (provided a match is found).

Example: If you specify the search domain exanpl e. com a remote user can access the web
page i nsi de. exanpl e. comby only typing i nsi de in the URL field displayed on the
Portal’s Home tab.
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If you specify more than one domain name, separate the names with comma (,).

19. Click Update and apply your changes.

You have created the basis for your Portal and must update your DNS server, configure one or
more authentication methods, add user groups with access rules, configure group links and
customize the web Portal page. You can also configure Net Direct and HTTP to HTTPS redi-
rection.

To test the Portal, you can create a test group and configure the required access rules for the
group. Then enable the SRA’s local user database, add a test user and map this user to the test
group. See Chapter 8, “Groups, Access Rules and Profiles” and Chapter 9, “Authentication
Methods”, respectively.

Update DNS Server

The local DNS server should be updated with the domain name used for the VPN, and be con-
figured to perform reverse DNS lookups.

Configure User Access Groups and Access Rules

The user’s group membership determines what resources can be accessed from the Portal. The
access rules associated with a group govern which networks, services and paths the group
member should have access to. See Chapter 8, “Groups, Access Rules and Profiles” for config-
uration instructions.

Select Authentication Method(s)

Several different external authentication methods are available (RADIUS, LDAP, NTLM, CA
SiteMinder, RSA ClearTrust and RSA SecurlD). In addition, you can configure the SRA clus-
ter for client certificate authentication. To test the Portal, the local database authentication
method can be configured with one or several test users. For instructions on how to configure
authentication methods, see Chapter 9, “Authentication Methods”.

Configure Group-Specific Linksets

Hypertext links to intranet and Internet web pages and server applications can easily be config-
ured. Links appear on the Portal’s Home tab. Which links are displayed for the logged on user
depends on the user’s group membership and which linksets are mapped to the user group. For
instructions on how to configure linksets and links, see Chapter 11, “Group Links”.
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Configure Access through Net Direct Client

Net Direct eliminates the need to install VPN client software on all remote user machines. Net
Direct installs a slim version of the Avaya VPN Client — the Net Direct client — when the
remote user clicks the Net Direct link on the Portal’s Home tab. When the user exits the ses-
sion, the Net Direct client is removed from the client PC. For instructions on how to configure
access using the Net Direct client, see Chapter 7, “Net Direct”.

Customize the Portal

The Portal can be customized with respect to logo, language, color, static texts and so on. For
instructions on how to customize the Portal, see Chapter 10, “Customize the Portal”.

Enable WholeSecurity Scan

Using the Symantec WholeSecurity Confidence Online software, a scan of client PCs can be
performed before the user has actually logged on to the VPN. When the remote user connects
to the VPN, he or she is automatically redirected to a WholeSecurity Confidence Online server
on the intranet. The Confidence Online software is downloaded to the endpoint machine and
performs a scan to identify any eavesdropping threats, including Trojan horses, remote
controls, keystroke loggers and worms. See Chapter 14, “WholeSecurity”.

HTTP to HTTPS

To configure the SRA to automatically transform an HTTP client request to the required
HTTPS request, see Chapter 12, “HTTP to HTTPS Redirection”.
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DNS Round Robin Load Balancing

The example described in this section uses round robin load balancing performed by a DNS
server. The purpose is to distribute client traffic evenly between two SRAs in a cluster.

Javaappletsdownloaded to

client to enable e.g. Telnet/ SSH access,
/ HTTP proxy and Port forwarder SRA #1
192.168.128.100 (Portal IP)

Client 192.168.128.11 (SRA Host IP)
Gateway

.'lf — Internet —_ Portal >
|3 - SR S0CKSsaL gﬁ Portal server

\) SRA #2

192.168.128.101 (Portal IP)

intranet browsing to 192.168.128.12 (SRA Host IP)

complex web pages

Intranet browsing (HTTP proxy)

Intranet

File sharing [ Telnet/SSHaccess |

Application tunneling
(Port forwarder)

Figure 5-2 DNS Round Robin Balancing of two SRAs

To realize DNS round robin load balancing, you typically add as many Portal IP addresses as
there are SRASs in the cluster. For instructions on how to join an SRA to an existing cluster, see
the chapter on initial setup in Using Avaya Secure Remote Access for Avaya Collaboration Pod
(NN47206-118).

In the DNS server configuration you should specify that the fully qualified domain name
assigned to the Portal resolves to the Portal IP addresses configured under

VPN Gateways>SRA name>General>IP Addresses. You must also configure the DNS server
to perform round robin load balancing and reverse DNS lookups.

If one of the SRAs in the cluster should fail, the virtual server IP address currently assigned to
that SRA is migrated to another SRA in the cluster. This means that traffic directed to that IP
address (by means of the DNS round robin configuration) will still reach its destination.
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Add IP Addresses
1. Log in to the BBI as administrator.
2. Click on Config tab.

3. Inthe system tree view, select VPN Gateways.

The VPN Gateways form is displayed.
4. Click on the Secure Remote Access name.
5. Click on General settings in VPN Summary screen.
6. Click on IP Addresses tab.

7. Apply the changes.
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VPN with Application Switch

When Secure Remote Access is used for SSL acceleration, it typically requires support of an
application switch for traffic redirection. With this setup, standalone mode should not be
enabled. Only one (virtual) IP address (VIP) can be assigned to the portal server configured in
the SRA cluster and this VIP should be mapped to the application switch.

This configuration example assumes that you have two SRAs in the cluster, and that the SRAs
are connected to an application switch.

Java applets downloaded to client to enable e.g.

Telnet/SSH access, HTTP proxy and Port forwarder \
Application Switch SRA #1

Qlient 192.168.10.100 (VIP) 172.16.10.2 (SRA Host IP)
Gateway
[V HTTPS Portal
-— Internet -_
o - S S0CKS/ssL Portal server
- ==
| ]
| ]
: _ SRA #2
Intranet browsingto | 172,16,10.3 (SRA Host IP)
VAN 1, IF 1(192.168.10.1), Port 1 P mr“(ﬂ%":}‘izfy‘;ges
VLAN 2, IF2(172.16.10.1), Port 2 &3 T
" nm \LAN 3, IF3(10.20.10.1), Port 7
Application tunneling
(Port forwarder)

Figure 5-3 VPN in Clientless Mode with Application Switch

Configure Secure Remote Access
1. Login to the BBI as administrator user.
2. Click on Config tab.
3. In the system tree view, select VPN Gateways.

4. Click Add to create a new SRA.

If you would rather modify an existing SRA, go straight to Step 9.

5. In the VPN Name field (optional), enter a name for the SRA.
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10.
11.
12.
13.
14.

In the IP address field, enter the required IP address.

In the Alteon Application switch case, this IP address is called a virtual IP address (VIP).
When the SRA is connected to an application switch, the VIP must also be defined on the
switch. In this example, we will use 192. 168. 10. 100 as the VIP.

In the Certificate Number list box, select the required server certificate.

The server certificate must be installed on the SRA. See “Import Signed Certificate to Secure
Remote Access” on page 78.

Click Create VPN.
The SRA is added to the configuration.

In the system tree view, expand VPN Gateways.
Click on Secure Remote Access name.

Click General settings.

Under General, set the standalone status.

Click update.

Apply the changes.

Next, you should configure the application switch (see next section). Among other things, the
virtual IP address (VIP) that you have configured on the Avaya Secure Remote Access should
also be configured on the application switch.
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Configure the Application Switch

Create the Necessary VLANs

In this configuration, there will be three VLANSs: VLAN 1 for the Application Switch that con-
nects to the Internet, VLAN 2 for the SRA devices, and VLAN 3 for the intranet. Because
VLAN 1 is the default, only VLAN 2 and VLAN 3 requires additional configuration.

NOTE — This is an Alteon Application Switch example. Please refer to the third-party network
load balancer configuration for more information.

1. Configure VLAN 2 to include Application Switch ports leading to the SRA devices.

# /cfg/vlan 2

>> VLAN 2# add 2

Port 2 is an UNTAGGED port and its current PVID is 1.
Confirmchanging PVID from1 to 2 [y/n]: vy

>> VLAN 2# add 3

Port 3 is an UNTAGGED port and its current PVID is 1.
Confirmchanging PVID from1 to 2 [y/n]: vy

>> VLAN 2# ena

2. Configure VLAN 3 to include the Application Switch port leading to the intranet.

# /cfg/vlan 3

>> VLAN 3# add 7

Port 7 is an UNTAGGED port and its current PVID is 1.
Confirmchanging PVID from1 to 2 [y/n]: vy

3. Disable Spanning Tree Protocol (STP) for the SRA ports 2 and 3.

# [cfglstp/port 2

>> Spanning Tree Port 2# off

>> Spanning Tree Port 2# ../port 3
>> Spanning Tree Port 3# off
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Configure One IP Interface for Each VLAN

NOTE — If you prefer, you can reverse the order of the first two commands (addr and nask)
in the following example. By entering the mask first, the Application Switch will automatically
calculate the correct broadcast address for you. The calculated broadcast address is displayed

immediately after you provide the IP address of the interface, and will be applied together with

the other settings when you execute the appl y command.

1. Configure an IP interface for client traffic on the Application Switch with VLAN 1.

>>
>>
>>
>>
>>

# lcfglip/if 1

IP Interface
IP Interface
IP Interface
IP Interface
IP Interface

1#
1#
1#
1#
1#

addr 192.168.10.1
mask 255.255.255.0
broad 192. 168. 10. 255
vian 1

ena

2. Configure an IP interface for SRA traffic with VLAN 2.

>>
>>
>>
>>
>>

# /cfglip/if 2

IP Interface
IP Interface
IP Interface
IP Interface
IP Interface

2#
2#
2#
2#
2#

addr 172.16.10.1
mask 255.255.0.0
broad 172.16. 255. 255
vlan 2

ena

3. Configure an IP interface for intranet traffic with VLAN 3.

>>
>>
>>
>>
>>

# /cfglip/if 3

IP Interface
IP Interface
IP Interface
IP Interface
IP Interface

3#
3#
3#
3#

addr 10.20.10.1
mask 255.255.255.0
broad 10. 20. 10. 255
vlan 3

ena

4. Apply the changes.

# apply
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NOTE — Make sure the SRAs are configured to use the IP address of IP interface 2 on VLAN 2
as their default gateway. For more information about gateway configuration, see the chapter on
initial setup in Using Avaya Secure Remote Access for Avaya Collaboration Pod (NN47206-
118).

Configure the SRA Load Balancing Parameters

Set and enable the IP addresses of the SRAs, and create a group in the switch for load balanc-
ing.
1. Define each SRA as a real server and specify the real server IP address.

The real server IP (RIP) address you are asked to specify in this case is the IP address you
assigned to each SRA during the initial setup. To view the real IP address of each SRA in the
cluster, you can use the / i nf o/ i sdl i st command

# /cfg/slb/real 1

>> Real server 1# rip 172.16.10.2
>> Real server 1# ena

>> Real server 1# ../real 2

>> Real server 2# rip 172.16.10.3
>> Real server 2# ena

2. Create a real server group and add the real servers (the SRAs in this case) to the group.

# /cfglslb/group 1
>> Real server group 1# add 1
>> Real server group 1# add 2

3. Set the load balancing metric and health check type for real server group 1.

# /cfglslb/group 1
>> Real server group 1# netric hash
>> Real server group 1# health sslh

4. Set and enable the IP address for Virtual Server 1, enable service on port 443, and assign
server group 1 (the SRAS) to this service.
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The reason for configuring a virtual server is solely to ensure that the application switch will
respond to the ARP request for the virtual IP address (VIP). Server load balancing cannot be
used with SRA because the Portal IP address must be preserved as destination IP address in the
TCP packets. Instead, a redirect filter is used (see “Configure Redirect Filters” on page 96).

# /cfglslb/virt 1

>> Virtual Server 1# vip 192.168.10.100

>> Virtual Server 1# ena

>> Virtual Server 1# service https

>> Virtual Server 1 https Service# group 1

5. Enable client processing on port 1 leading to the Internet.

# /cfgl/slb/port 1
>> SLB Port 1# client ena

6. Turn on Layer 4 processing.

‘#/cfg/slb/on ‘

7. Apply the changes.

| # apply |

Configure Redirect Filters

1. Create afilter to redirect client HTTPS traffic intended for port 443 on the Virtual
Server IP (VIP) address.

When this filter is added to the switch port leading to the Internet, incoming HTTPS traffic
destined for the virtual server IP address is redirected to the SRASs in real server group 1.

# /cfg/slb/filt 100

>> Filter 100# dip 192.168. 10. 100

>> Filter 100# dmask 255.255. 255. 255
>> Filter 100# proto tcp

>> Filter 100# dport https

>> Filter 100# action redir

>> Filter 100# group 1

>> Filter 100# rport https

>> Filter 100# ena
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2. Create a default filter to allow all other traffic.

# /cfglslb/filt 224

>> Filter 224# sip any

>> Filter 224# dip any

>> Filter 224# proto any

>> Filter 224# action allow
>> Filter 224# ena
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CHAPTER 6

The Portal from an End-User
Perspective

This chapter describes the Portal from a user perspective. It includes step-by-step instructions

on how access intranet resources in clientless mode, for example through the Portal. For

instructions on how to change the Portal’s look and feel, see Chapter 10, “Customize the Por-

tal”.

Accessing the Portal Web Page

In clientless mode, no VPN client need to be installed on the remote user’s machine. Instead,
the remote user accesses intranet resources through a secure SSL connection through the Por-

tal.

1. Inthe available web browser, the remote user should enter the domain name (for exam-
ple, https://vpn.example.com) or IP address (for example, https://192.168.128.100) to the

SRA.

The Portal login page is displayed:

AVAYA

This is a configurable text.

Login Status: not logged
Username: |

Password:

| Login |

in
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1. Tolog in, the remote user should enter his or her user name and password in the User-
name and Password fields, respectively.

The user’s credentials will be checked against a previously configured user record in the
SRA'’s local authentication database or in an external authentication database (for example
RADIUS, LDAP, CA SiteMinder, NTLM, RSA SecurlD or RSA ClearTrust).

NOTE — If using a secondary authentication method, an extra password field displays. The first
field (Passcode) authenticates the primary authentication scheme and the second field (Pass-
word) authenticates the secondary authentication scheme You must use the same username
with both the primary and secondary authentication through the SSL portal. This feature is pri-
marily designed to support single-sign on to backend servers in cases where the first authenti-
cation method is token-based or uses client certificate authentication. A secondary
authentication server can only be specified for RSA SecurlD, RADIUS and client certificate
authentication mechanisms. Configuring a certificate authentication server automatically sup-
ports IPsec two factor authentication. In IPsec Two Factor authentication the client must pro-
vide both the username and password to the requesting server. IPsec Two Factor
Authentication supports only certificate authentication as primary and local, RADIUS or
LDAP as secondary.

Configuring authentication methods is described in Chapter 9, “Authentication Methods”.

2. To direct the remote user to a specific authentication database (if several different
authentication methods are configured for the SRA), the corresponding option can be
selected in the Login Service list box.

To configure a suitable display name for the authentication method and to make it appear in the
Login Service list box, go to VPN Gateways>SRA name>Authentication>(Method)>Gen-
eral and enter the required name in the Display Name field (see also Chapter 9, “Authentica-
tion Methods™).

NOTE — If no display name has been configured for any of the authentication methods used,
the Login Service list box will not be displayed.

3. Click Login.
The Portal web page is displayed.
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The Portal Web Page

Once the user is successfully authenticated, the Portal web page is displayed.

z.\vt‘\yt‘\ Logout userl
i o o e

Home

This is a configurable

Enter URL:

The Portal web page consists of different tabs from which the remote user can access intranet
resources. What resources are available is determined by the access rules associated with the
logged on user’s group. See Chapter 8, “Groups, Access Rules and Profiles”.

The Portal’s look and feel can be customized with respect to language, logo, company name,
colors and static text (see Chapter 10, “Customize the Portal™).

The icons to the right of the Portal tabs indicate whether or not certain Java applets and
ActiveX controls are active.

Citrix Metaframe Support

If Citrix Metaframe support is enabled, a Java applet will be started during login. This applet is
not visible to the user and provides seamless support for securing Citrix client traffic through
the Avaya Secure Remote Access. The Citrix Metaframe support feature can be used with the
Citrix Program Neighborhood as well as Citrix Nfuse, Citrix Web Interface and Citrix Presen-
tation Server application portals through the i nt er nal or ext er nal Portal link types. See
Chapter 11, “Group Links” for instructions. Citrix Metaframe support is disabled by default
(see VPN Gateways>SRA name>Portal>General).

IE Cache Wiper

The IE Cache Wiper is an ActiveX control that clears the cache (visited URLs and cached
HTML documents) after a Portal session for users running Internet Explorer. The IE Cache
Wiper is enabled by default (see VPN Gateways>SRA name>Portal>General).
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Net Direct Client

The Net Direct client is a VPN client similar to the Avaya VPN Client, only it does not require
manual installation. The Net Direct client is temporarily downloaded to the remote user’s
machine and removed when the user exits the session. For instructions on how to configure the
Avaya Secure Remote Access for use with the Net Direct client, see Chapter 7, “Net Direct”.

Capabilities
In clientless mode, the following services are enabled:

B Intranet web browsing.
B Access to SMB (Windows file shares) and FTP file servers.

B Intranet mail access through external web-based solutions, for example Outlook Web
Access.

B Telnet and SSH access to intranet servers through terminal Java applet.
B Handling plugins, Flash and Java applets using HTTP proxy Java applet.
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B Secure access to FTP file servers using native FTP client (FTP proxy).

B Port forwarding (application tunneling for third-party applications using a well-defined set
of ports) through SOCKS encapsulated in SSL.

B Intranet access through native applications by downloading the Net Direct client

The Home Tab

The Home tab is the default tab on the Portal page.

AVAyA Logout usert @

I R N "
How to con-
Home , ﬁgure this text
This is a configurable [= tl is described in
Enter URL: Chapter 10,
= Bookmark “CUStOmiZe
the Portal”.

The Enter URL field (configurable) lets the user access any web server through a secure SSL
connection. The user should enter the address (with or without http://) and click Go. The client
browser sends the request to the Avaya Secure Remote Access as e.g. http://inside.exam-
ple.com. A new browser window is opened, but now the request is rewritten with the SRA
rewrite prefix (boldface) added, e.g. https://vpn.example.com/http/inside.example.com. This
way, traffic is secured by the Avaya Secure Remote Access.

Visited URLSs can be saved as bookmarks by selecting the Save as Bookmark check box
before clicking Go (see page 108 for more information).

Links are defined within the context of a particular user access group, which means that all
remote users who are members in that group will have access to the links you define.

Examples of links are:

B Secure link (through Secure Remote Access) or direct link to web page
B Secure automatic logon link (through Secure Remote Access) to password-protected web
page
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Link to FTP or SMB file server

Application tunnel link (port forwarder) through SOCKS encapsulated in SSL
HTTP Proxy link (ensures display of web pages linked through plugins, e.g Flash)
Link to Telnet or SSH terminal servers

Net Direct link (downloads the Net Direct client)

See Chapter 11, “Group Links” for instructions on how to configure Portal links.

The Files Tab

The Files tab lets the user access a remote SMB (Windows file share) or FTP file server.

t-\VAyA Logout userl &
R —— .

From this page you can access file servers on the Intranet. You can only access servers as There are no active file sessions.
defined by your security level.

If you do not know any file server on the Intranet you should either contact your system
administrator or use the links on the Home page.
Host: @ smb ftp

| Open | [ save as Bookmark [¥IMore options

User: userl

Password: (Leave empty to use portal password)
[Share]: (Leave empty to scan)

[Workgroup]: WORKGROUP

[Path]: (Optional)

To access the file server, the user should do the following:

1. Enter the host name or IP address of the file server in the Host field. Also select the
required file server type, i.e. SMB (Windows file share) or FTP.

2. Todisplay more options, select the More options check box.

3. To limit the view to a specific user’s home share folder, enter the user’s name in the
[Share] field (optional). This field is ignored for FTP servers.

To browse to a specific share folder, combine this field with the [Path] field.
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4. To limit the view to specific workgroup, enter the workgroup’s name in the [Workgroup]
field (optional). This field is ignored for FTP servers.

5. To specify a path to a specific folder, enter the required path in the [Path] field. This field
is dependent on what is entered in the [Share] field.

For example, to browse to the folder / t enp/ myst uf f under the share folder j ohn, enter
j ohn in the [Share] field and / t enp/ my st uf f in the [Path] field.

6. To make the file server accessible through a Bookmark (selectable from the Home tab),
select Save as Bookmark.

For a more detailed explanation of the Save as Bookmark option, see page 108.

7. Click Open.

Files and folders contained in the specified folder are displayed by file type icon, file name,
size, and date.

Note: If single sign-on is not allowed (for security reasons), an error message is displayed. The
user can still access the requested file server by entering the Portal password once again in the
Password field and clicking Open.

Domains for which single sign-on is allowed can be added under VPN Gateways>

SRA name>General>Single Sign On.

To open a folder, click the folder name or icon.

To open/download a file from the file server to your computer, click the file name or icon.
To step up one level in the folder hierarchy, click Up.

To create a new folder on the file server, click New Folder. Then enter a folder name in
the Folder name field. Finally click Create.

B To upload a file from your computer to the file server, click Upload. Locate the required
file in the window displayed. To upload the file to the current folder, click Start Upload.

To delete a file or folder, select the corresponding check box and click Delete.

To view files and folders as icons, select icons instead of detail in the list box to the right
of the Delete option.

B To limit the view to files of a specific format, enter the required file extension (for exam-
ple t xt ) after the * (asterisk) in the Filter field and press ENTER.

B To exit the file server session, select the session in the File sessions area and click Close
Session.

B To add a new file server session, click New Session.

To simplify access, a link to the required file server can be defined on the Home tab.
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The Tools Tab, System Information

To view information about the current version of the SRA software, client information (for
example login name and browser) and so on, select System Info on the Tools tab. The summa-
rized information displayed on the System Information form provides an easy way for the user
to obtain the relevant system data, for example when in contact with Support or Helpdesk per-
sonnel.

The System information form also included an option to perform a bandwidth test. The result
is displayed in Mb/s.

The Tools tab, Clear Login Cache

By selecting Clear Login Cache on the Tools submenu, the remote user has the option to clear
the SRA system’s cache from any kind of login information supplied during a Portal session.

zl\vt.\yt.\ Logout userl [
R ————
w

Clear Login Cache

Do you want to clear the cache?

[es]
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The Tools tab, Change User Password

The Change Password option on the Tools submenu lets the remote user change his Portal
password.

AVAYA

Logout userl B

I T ST I

Change Password : Here you can change your account password. helpE

Old password:
New password:

New password (again):

| Change Cancel

Note that this only applies if the user has logged in through the local database authentication
method, i.e., has his/her password stored in the Avaya Secure Remote Access’s local database.
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The Tools tab, Edit Bookmarks

The Tools tab also includes an option to edit previously saved bookmarks. Both URLSs entered
on the Home tab and file server information entered on the Files tab can be saved as book-

marks.
tsvtsyls Logout userl
I N T N .

Edit Bookmarks

marks here, Update or delete one bookmark entries and
n.

Title Link Delete
http://www.avaya.com http://www.avaya.com

|5ave|

Saving bookmarks from one session to another is only supported for users stored in an
LDAP/Active Directory database. User preferences (such as bookmarks and login information
supplied to other web servers during the Portal session) are saved to an attribute in Active
Directory called isdUserPrefs.

To enable the User Preferences feature, set User Preferences to enabl ed under VPN Gate-
ways> SRA name>Authentication>LDAP>LDAP Settings. Also, add the isdUserPrefs
attribute to Active Directory. For more insformation, see the section on adding user prefer-
ences attribute to active directory in Using Avaya Secure Remote Access for Avaya Collabora-
tion Pod (NN47206-118).

Saved bookmarks can later be selected in the Go to list box on the Portal’s Home tab:

Home

This is a configurable text, Please add link set

Enter URL:
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The Full Access Page

The Full Access page (select Full Access on the Access tab) provides a way for the user to
launch his or her VPN client (if any) from within the Portal. Because the user has already
logged in to the Portal, no further login to the VPN is required.

A VPN client connection enables the user to request resources as if working from within the
intranet, i.e. no (further) Portal interaction is required. Supported VPN clients are the Avaya
VPN Client and the Net Direct client.

tNVI syt s Logout userl
"

Home

This is nfigurable text, Please add link sets to the area

Enter URL:

The Access tab is not displayed on the Portal by default, nor is VPN client access enabled by
default. Follow the instructions in Chapter 18, “Transparent Mode” and Chapter 7, “Net
Direct” respectively to enable access to the VPN from the Access tab, using the Avaya VPN
Client and/or the Net Direct client.

To start a VPN client from the Access tab, the user should do the following:

1. Click the Yes button.

A Java applet is downloaded to the user’s local machine. The Java applet checks if the Avaya
VPN Client is installed and able to connect to an Avaya VPN Router or to the Avaya Secure
Remote Access. If so, the Avaya VPN Client is silently activated on the remote user’s
machine.

If the Avaya VPN Client is not installed on the remote user’s machine or is unable to connect,
the Java applet goes on to check if the Net Direct client is enabled on the Avaya Secure
Remote Access and if it is able to connect. If so, the Net Direct client is silently activated on
the remote user’s machine.
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When the user is successfully authenticated, a secure tunnel is set up between the user’s local
machine and the SRA.

Info:

The guest for full netwark access has started.
The outcome of the gquestwill be indicated in the
pragress bar and consale window below.

This is an example of the Java
applet window when a connec-
tion to the SRA is successfully
established with the Avaya VPN
Client.

4]

Console:
=== 2005-5ep-01
I the IPSEC-YPM client available?Yes
=== 2005-5ep-01
|5 the 35L-VPM client available?Yes
=== 2005-5ep-01
Freparing the IPSEC-YPM clientSuccess
=== 2005-5ep-01
ol niow have full netwark access through the
IPSEC-YPM client!

|
| Deactivate Full Access |
€ [ [ [ |5 e mternet A

2. Startaclient application and request the required intranet resource.

The user’s group membership determines his/her access rights.

3. When you are finished with the session, close the connection by clicking the Deactivate
Full Access button in the Java applet window.

The Java applet window is closed and the VPN client connection is terminated.

If neither of the VPN clients are installed or able to connect, intranet resources can only be
accessed in clientless mode, i.e. by requesting resources from the other Portal tabs.

The Advanced Tab, Telnet/SSH Access

The Telnet/SSH Access feature lets the user run a Telnet or SSH session to a specified server
on the intranet. The session runs in a Java terminal emulation applet window. To simplify
access, a link to the required server can also be defined on the Home tab.
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To enable display of applications with graphical user interfaces, SSH version 2 supports
X11 forwarding.

tNVAyts Logout userl B
s
w

Telnet/SSH Access

the Intranet. You can anly

JRE from

Ad either

Port: 23 @ Telnet SSHv1 S5Hv2

[Log File Path]: (Leave empty to skip)
[Keymap URL]: ({Leave empty to skip)
[Proxy Host]: (Leave empty to skip)
[Proxy Port]: (Leave empty to skip)

[ open... |

To start a session, the user should do the following:
1. Enter the server’s host name or IP address in the Host field.
2. Select the required protocol (Telnet, SSHv1 or SSHv2).

The typical Telnet/SSH port number is inserted in the Port field.

3. Inthe [Log File Path] field (optional), enter the path to the folder where the log file
should be saved.

4. If the user has a non-standard keyboard, the [Keymap URL] field can be used to point to
a keyboard mapping file located for example on an intranet file server.

Keystrokes to be sent to the remote server will automatically be translated to the proper keys.
Syntax example: ht t p: / /i nsi de. exanpl e. conf keyCodes. at 386.

Documentation describing configuration file properties is available in the section on the defini-
tion of key codes in Using Avaya Secure Remote Access for Avaya Collaboration Pod
(NN47206-118).

NN47206-101, 02.01, January 2015 Chapter 6 The Portal from an End-User Perspective m 111



BBI Application Guide for Avaya Secure Remote Access

5. In the [Proxy Host] and [Proxy Port] fields, enter the IP address and port number of an
intermediate Proxy server (if any).

Users who are working from a location requiring traffic to pass through an intermediate Proxy
server on the intranet should enter the IP address (or domain name) and port of that Proxy
server. All applet traffic will thus be tunneled to the SRA through the Proxy server. The Proxy
server should have CONNECT support.

Users should be informed if this step is required. If the Proxy Host and Proxy Port fields are
left blank, all applet traffic will be tunneled directly to the SRA.

6. Click Open.

This is what the Java applet window might look like when a Telnet session is started:

’; https://10.1.62.146 - telnet_example.com:23 - Microsoft Intemnet E

Connected to telnet.example.com telnet online

[&] Applet myApplet started ’_ ’_ ’_ ’_ rg | Intermet v

7. Click in the window to activate it before logging in to the terminal session.

To quit the session, exit the terminal session and click the Close button top right.
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The Advanced Tab, HTTP Proxy

We have previously described the Home tab, where the user can access intranet web pages in a
secure mode. However, a web page may contain plugins (for example a Flash movie) which, in
their turn, may include embedded links to other web pages. If a user executes such an embed-
ded link, the HTTP request may not reach the Avaya Secure Remote Access and the URL will
not be displayed.

To ensure display of all URLs—also ones that are embedded in plugins—the HTTP Proxy fea-
ture lets the user download a Java applet to the client. The client browser’s proxy settings
should then be changed to direct all HTTP requests to this Java applet. The Java applet in its
turn routes each request through a secure SSL tunnel to the SRA’s proxy server, where it is
unpacked and redirected to its proper destination.

t.\vt.\yt.\ Logout user1 &
R S —— -
w

HTTP Proxy

ation. Detailed

f you hit the open. .. button.

[Proxy Host]: (Leave empty to skip)
[Proxy Port]: (Leave empty to skip)
| Open... | ] Reconfigure Internet Explorer to use the HTTP proxy

To start a HTTP Proxy session, the user should proceed as follows:

1. Inthe [Proxy Host] and [Proxy Port] fields, enter the IP address and port number of an
intermediate Proxy server (if any).

Users who are working from a location requiring traffic to pass through an intermediate Proxy
server should enter the IP address (or domain name) and port of that proxy server. All applet
traffic will thus be tunneled to the Avaya Secure Remote Access through the Proxy server. The
Proxy server should have CONNECT support.

Users should be informed if this step is required. If the Proxy Host and Proxy Port fields are
left blank, all applet traffic will be tunneled directly to the Avaya Secure Remote Access.
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2.

If Internet Explorer is used as the client browser, the user may select the check box
Reconfigure Internet Explorer to use the HTTP Proxy.

With this check box selected, the user does not have to change the browser’s proxy settings
manually, i.e. Step 4 can be ignored. Also, when the user exits the HTTP Proxy session, the
browser’s original proxy settings are automatically restored.

Click Open.

The user will be asked to install a signed applet (certified by Avaya). When done, a Java applet
window opens to confirm that an HTTP Proxy applet has been started.

4. Reconfigure the browser’s proxy settings (not required for Internet Explorer).

EEU HTTP Proxy - Netscape

=101 ]

Info:

WA HTTP Provy has been started. You must update
the browser configuration to use it.

2.