Steps to create a SHA 256 certificate
Prerequisites:

This procedure assumes that you have a certificate authority configured on your domain server. This
procedure uses a Windows certificate authority. Note that this information is provided as an aid to create a
certificate request and sign the certificate using a local certificate authority. Avaya does not recommend
to use a local certificate authority to sign the server certificates.

These steps have to be performed on the certificate authority server to enable SHA-2. If your
Certificate authority is already SHA-2 enabled you can skip these steps.

1) Just check what hash algorithm is currently used, execute this below given command

| certutil -getreg ca\csp\CNGHashAlgorithm

if this returns SHA256, skip to step 5.
2) By default the above should return SHAL. Run this below given command to configure the CA to
use SHA256 for CNG hashes.

|cer‘tutiL -setreg ca\csp\CNGHashAlgorithm SHA256|.

3) Restart Certificate Services:
|net stop CertSvc && net start CertSvcl

If your root ca is not SHA-2 enabled you will need to migrate your server. See this blog

http://arthurremy.com/index.php/107-tutorials/308-migrate-microsoft-certification-authority-to-
sha-2-algorithm

You should see following output


http://arthurremy.com/index.php/107-tutorials/308-migrate-microsoft-certification-authority-to-sha-2-algorithm
http://arthurremy.com/index.php/107-tutorials/308-migrate-microsoft-certification-authority-to-sha-2-algorithm

Microsoft Windows [Uersion 6.1.7688]
Copyright <c?> 208? Microsoft Corporation. All rights reserved.

C:sUserssAdministrator.SANCCHEL >certutil —getreg cascspsCHGHashAlgorithm
HKEY_LOCAL_MACHINE~SYSTEMNCurrentControlSet~Services~CertSvcConf igurationsccems—SANCCMS1-CANcsp:

CHGHashAlgorithm REG_SZ = SHAl
CertlUtil: —getreg command completed successfully.

C:sUserssAdministrator.SANCCHS1 >certutil —setreg cascspwONGHashAlgorithm SHAZ56
SYSTEMMCurrentControlSetServices CertSvc Configurationsccms—SANCCMS1-CA~Ncsp:

01d Ualue:
CHGHashAlgorithm REG_SZ SHAL

Hew Ualue:
CHNGHashAlgorithm REG_SZ = SHAZ256
CertUtil: —setreg command completed successfully.
The CertSvc service may need to be restarted for changes to take effect.

C:sUserssAdministrator.SANCCHE1 >certutil —getrey cascsp~CNGHashAlgorithm
HKEY_LOCAL_MACHINE~SYSTEM\CurrentControlSet~Services~CertSvcrConfigurationsccms—SANCCMS1-CANcsp:

CHGHashAlgorithm REG_SZ = SHA256
CertlUtil: —getreg command completed successfully.

C:sUserssAdministrator.SANCCHEL >net stop CertSvc && net start CertSvc
The Active Directory Certificate Services service is stopping.
The Active Directory Certificate Services service was stopped successfully.

The Active Directory Certificate Services service iz starting.
The Active Directory Certificate Services service was started successfully.

C:sUserssAdmninistrator. SANCCHS1 >

4. Execute step 1 and check SHA256 is set as the default hash algorithm



Steps to create a Certificate Signing Request

1.

On the EMC SQL Server database machine Server certificate needs to be installed. Open MMC

and add certificates snap-in. We need to create a certificate signing request for the same
Note: The certificate request must be made from the same machine where the certificate needs

to be installed.

2.

@ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

a File Action View Favortes Window Help

e’ @ olckz HE

#

Right Click on Personal > Certificates -> Advanced Operations > Create Custom Request

Consolel - [Console Root] o |[@ ][ = Equation Symbol
File Action View Favorites Window Help - || & =
Symbaols
&= |EH =]
| Console Root MName || Actions
Add or Remove Snap-ins 3
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ns:
Snapdn vendar - (] Console Root Edit Extensions...
ActiveX Control Microsoft Cor... | | e —
Authorlzahon Manager Microsoft Cor,
Ll Certificates Microsoft Cor | Certificates snap-in @
cH Component Services Microsoft Cor |
£ Computer Managem... Mirosaft Corl  This snap-n will ahways manage cerificates for:
= Device Manager Microsoft Cor| =
=5 Disk Management Microsoft and. - LR
2] Event Viewer Microsoft Cor | (© Service account
~IFolder Microsoft Cor| (@ Computer account
_%r Group Policy Object ... Microsoft Cor |
“Pinternet Informatio...  Microsoft Cor |
g IP Security Monitor Microsoft Cor |
@ 1P Security Policy M...  Microsoft Cor |
Description:
The Certificates snap-in allows you to bro
Enterthe cr
€] — =T
¥ Fa kel
File Edt View Favortes Tocks Help < Back Neot >
s Bl Suggested Sites = [ EMC 7.0+ Al Documents  Bils Pay = || Dem:

- Conscle Root Issued To Issued By
“ C_.E't;f"ateslmcal Computer) 5] cems-SANCCMSL-CA cems-SANCCMSL-CA
- f“;”r:_f_ 21 DA14120006 cems-SANCCMSL-CA
| Certifig=*
. [ Trusted Re All Tasks + Request New Certificate... SANCCMSL-CA
» ] Enterprize View N Import... ost

> | Intermedia
» || Trusted Pu
» [ Untrusted

Mew Window from Here

. MNew Taskpad View...
> || Third-Part
s || Trusted Pe Refresh
> || OtherPec Export List...
> || PC-Docto
» || Remote D Help

3. Select proceed without enrollment policy

Advanced Operations

Expiration Dats
2/17/2021
3/17/2017
3/17/2017
472772020

Create Custom Request...

Manage Enrcliment Policies...
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| Certificate Enroliment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate ternplates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy v

Configured by you

Add Mew
Custom Request

Proceed without enroliment policy

Learn more about certificate enrcllment policy

Mext ][ Cancel

Select Legacy Key



B Certificate Enrollment M=] E3

| Certificate Enrollment

Custom request

Zhose an option From the list below and configure the certificate options as required.

Template:

[™ suppress default extensions

Request Farmat: (% PRCS #10

= o

Mote: Key archival is not available for certificates based on a custom certificate request, even when this option is
specified in the certificate template.

Learn more abouk cuskom request

Mexk I Zancel

Go to Details -> Properties on Next Page



Certificate Properties = Expiration Date  Intended Purposes Friendly N

Friendly name:

Description:

ermplate, or click Details to customize the certificate

[ATUS: Available Details &
ity period that apply to this type of certificate:

Learn more about certificate properties

[ OK ] ’ Cancel Apply

[ Mext ][ Cancel

General |5ubject | Extensions I Private Key 21772011 <All> <Mone>
) — i - - - - — 7 mne s PETIT EUPUPET Y
A friendly name and description will make it easier to identify and use a certificate. —_—
o || = || £ | poc

55

Type name of the certificate. This will be used to select the certificate

Certificate Properties @

General |5ubject | Extensions | Private Key

A friendly name and description will make it easier to identify and use a certificate,
Friendly name:
cedemcl86.ccms.apac.avaya.com

Description:

501 551 Certificate

T

Enter the CN field and optionally the Alternate names, if using SQL aliases. All the aliases must be
entered in Subject Alternate names



m

General | Subject | Extensions | Private Key |

The subject of a certificate is the user or computer to which the certificate is issued, You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type: CM=cedemcl86.ccms.apac.avi

Commen name T] Add >

Walue:
< Remove

Alternative name:
Type:
DNS -

Walue: Add >
cedemclib

< Remove

Learn more about subject name

g i

J [ concel [ aomty |




General | Subject | Extensions | Private Key |

The subject of a certificate is the user or computer to which the certificate is issued, You

can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=cedemcl86.ccms.apac.avi

Common name '] | Add > |

Yalue;
< Remove

€| i 3
Alternative name:
Type:
s cedemcl&a
DNS -

cedemcl8b.coms.a ia c.avaia.c
Walue: | Add = |
Ok

4| i | »

Learn more about subject name

Select server authentication as Extended Key Usage



Certificate Properties

| General | Subjectl Extensions | private Key

Key usage

Extended Key Usage (application policies)

certificates issued by this ternplate.

Available options:

Client Authentication

Code Signing
Secure Email

Microsoft Trust List Signii

Microsoft Time Stamping m

Select Key type Exchange and key length as 2048

) >

The fellowing are the certificate extensions for this certificate type.

Selected options:

L

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application pelicy required for valid signatures of

m




| General | Subject | Extensions | Private Key

Certificate Properties

Cryptographic Service Provider v

Key cptions ~
Set the key length and export options for the private key.

Key size: [2048 -

Make private key exportable
[ Allow private key to be archived

[] Strong private key protection

Key type &
Key usage defines the allowed uses for a private key associated with a certificate,
@ Exchange
(7 Signature

Key permissions hd

Learn more about private key

m

[ QK ][ Cancel ][ Apply

Select a file location to create the certificate request




Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request

to your hard disk or removable media, Enter the location and name of your certificate request, and then
click Finish.

File Mame:

CAOpenssL-Win32\ CertificateRequest.csr | |M

File format:
i@ Basedd

) Binary

Learn more about file format




Steps to sign the certificate
The certificate request needs to be signed by a certificate authority. Here Microsoft CA is used
Go to the webbrowser and type the certificate server URL

https://<certauthority>/certsrv/.

Enter the credentials as appropriate and select Request a certificate

= How to ge...

e@l@ https://148147170.77 certsry/ O ~ &) Certificate ... & || g CR-CCEM... | 5 create cert... | =. Create Cer...
File Edit View Favorites Tools Help

@ How to cr... | & Certific

55 > Suggested Sites = E) EMC7.0 - All Documents | BillsPay~ | Demo~ | EMC~ | Learnings = | Personal = a HAvaya Remote Access IH—I Avaya - W

Microsoft Active Directory Certificate Services — ccms-SANCCMS1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your i
over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or cerificate revocation list (CRL), ort

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

elect a task:
Request a certificate

ing certificate request
Download a CA certificate_certificate chain, or CRL

6. Click on Advanced certificate request

a@l@ https://148147170.77 / certsrv/c O ~ § Certificate .. € ” 8 CR-CCEM... ‘ 5 create cert... | | Create Cer... ‘ 2 How to ge... | (@ How to cr.
File Edit Wiew Favorites Tools Help

ﬁ > Suggested Sites - E} EMCT.0 - All Documents | BillsPay v | Deme~ | EMC~- | Learnings v | Personal = a Avaya Remote Access

Microsoft Active Directory Certificate Senices - ccms-SANCCMS1-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anfadvanced cerfificate request. I

7. Click on the second link as given below.



e'@)@ hitps://148.147.170.7 /certsr/c O ~ € Certificate .. & || &, CR-CCEM-50... | G create certifi... | B® Create Cerifi... | 2 How to gene...
File Edit View Favorites Tools Help

@ How to creat... | & Microseft.. * | 2 secur

5% B Suggested Sites = E) EMC 7.0 - All Documents Bills Pay = Demo ~ EMC = Learnings = Personal « Q HAwvaya Remote Access Q Movaya - Webmail Access &) CricInfo

Microsoft Active Directory Certificate Senices — cecms-SANCCMS1-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

!Submit a cerificate request by using a base-64-encoded CI’»!C or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

14) Go back to the browser, paste your copied encoded values in to the Base-64-encoded certificate
request as given below. Open the certificate request file in notepad editor and copy all the contents
into the Saved Request field shown below.

Bf' C:\OpenSSL-Win22\ CertificateRequest.csr - Notepad++
File Edit Search View Encoding Language Settings Macre FRun  TedFX Plugins Window 7

cOBHE LRI 4dDD|oe iy 23 EEEIEDIENEB Eav =g

[= CerificateRequest.csr |

MIICOjCCAboCAQAWdDELMAKGRAIUEERMCSU4xDDAREBgNVEAGMAOIESDENMA=GAITUE
BWwWEUHVuZTEUMBIGRIUECgWLOXZheWEgSWS kaWEXDDARBgNVBAsMAQOADUZzEEMCIG
AIUEAWWBREExNDE yMDAWNI SnbG3iYHwu¥YXZheWEuY2 9tMITBI jANEgkghkiGO9w0B
AQEFAACCAQEAMITBCgRECAQEAWNGIYazc80] QVSpHIMvEbdwWdITgMBgeictDNaSym
6LC4kYixTENdFpld4SEYybWEF3gYAdOiEW]j25oMgedémg=z8eY6FoZgennar660Y
nAP1on¥XQIFEseMNgTMCSewGET ZWLwIX0Ly6fzzuceyeNEAOgj12ZDGv,/ 20t Xm03E/
f4uTEcbgXZNiaxa jEkZeDwRgMc378apE3gl6XE3ndreDOINe TmEE+bBATcgPoeYwz
Tyl0LaGe,2j57EXEN, /a4 LPYIQDSMVQiCCH+PgBEiBETufCOQypNTGECY1+utHE Nm
FchRGPfyap]jSdyo6TBYELxW,/0in,/TxLrUaAfEma6rMICwwIDAQRRoBkwEFWYJKoZT
hveHAQEHMQoMCEF2Y X1 hMT T zMAOQGCSgGSIb3DQEBCWUAL4 TBAQChydgFAGNdieRe
Z+GYSRtyaZeCYi3sS8/ /MiKhm9grtusdHbnRhGLCYZB2LoBNSkqxPU,/06IJLTESN=1
LYvQHFQQTIo6roHxCoulwZiTi zHnVOFOmw S 5dd¥X¥iG45f20¥h,/ rd=RD5/ Lb9pgeWr
HtChI355Ltl/EA+QbwoB32 fFtE4YpWFG001 v 1KkD4uNDE60e jhOS5ddSYzDrdBQX¥hh
vgZPx68xEIS0UC/ 68Bod] PxxJAGPeQk¥9elyglcP4lrgke IaBCFIK=XXCYfwZiha
+2IeQeE+inTn9dhmi tWIJ6px9nhfALFr£/VHrtZiHZrs/HPwl15511HU+ifLsWmOT
17 CmcTYVRE
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15: Select the proper Certificate template. The certificate template should have “Server
authentication” as extended key usage which is an important criteria to load the certificate
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File Edit View Favorites Tools Help

75 > Suggested Sites + @ EMC7.0 - All Documents | BillsPay » | Demo~ | EMC~ | Learnings > | Personal = e:]f-wayal

Microsoft Active Directory Certificate Services - ccms-SANCCMS1-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS
Web server) in the Saved Request box.

Saved Request:

MtChS55Lt1/EA+QbwoBS2 fFtE4YpWFGO01v1KkD4
Base-64-encoded | vgZPx68xEISOUC/ 68BodQ i PrxJAGPeQkN9e0yglc ~
cerificate request +2IeQeE+inTn9dhmi tWIJepxInhfALFr£/VHrtZi

(CMC or CmcTYvRT
PKCS#100r  |————- END CERTIFICATE REQUEST---——-— W
PKCS #7):

< >

Certificate Template:
SM certs 4

Additional Attributes:

Attributes:

16. Click on submit button



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS;
Web server) in the Saved Request box.

Saved Request:

HrChoS5Lel/ER+QbwoBS2 IFtE4YpWEGOOLl y1KKD4
Base-64-encoded yaZExBExETS0UC/ 68BoIg) PrxTAGEegkX SalygTe ™
cerificate request | +2IeQeE+inTnidhmitWITépxInhfALFr £/ VHZLZd
(CMC or CmeTYvRE
PKCS #100r  |===== END CERTIFICATE REQUEST===== W
PKCS &T):

Certificate Template:

[=I T o aal

Web Access Confirmation @

Additioy

1 = This Web site is attermnpting to perform a digital certificate operation on

LE your behalf:
https://148.147 170,77 fcertsrv/certfnsh.asp
You should only allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

16. Clich

Yes . HNo

17. Click on Yes and download the certificate

O [T S G ] 9 crccon s ccon. | v

File Edit View Favorites Tools Help

{E_‘j,; I» Suggested Sites ~ @EMC?.U-AII Docurmnents | BillsPay = . Demo - | EMC~ || Learnings -

Microsoft Active Directory Certificate Senices - cocms-SANCCMS1-CA

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

M

Cownload certuncare chain




18. Save the certificate and ensure that the certificate is a SHA2-Certificate

Certificate E
m Details | Certification Path

Show: [«:AJI:: v]

-

Field Value

DSignature hash algorithm sha25a
Dlssuer cems-SANCCMS 1-CA, comns, a...

D'u'alid from Thursday, February 18, 2015 ...
D'I.n'alid to Friday, February 17, 2017 2:2...
[E] subject DA14120006.global.avaya.co...

[=|Public key RSA (2048 Bits)
i3] subject key Identifier Oe 2427 6f 12 49 fc 17 1427 ...
.El.ﬁ.l ithnrite Kew Tdentifiar KewllN=re REhA rEhlarne £ s

CM = DA14120006,global avaya.com
OU =GCSs

0 = Avaya India

L = Pune

5 =MAH

C=IN

Edit Properties. .. [ Copy to File... ]

Learn mare about certificate details

Also download the root —ca certificate from the certificate authority . This will be used later.



eo@ https://148.147170.77/certsry/ O ~ € Certificate .. © || 8 CR-CCEM-508 C... | 2 How to generat... ‘ (&) How to create S... ‘ & Microsoft Ac...
File Edit View Faverites Tools Help

{__5 I> Suggested Sites ~ E) EMCT7.0 - All Documents | BillsPay~  Deme~ | EMC~ | Learnings * | Personal = @ Avaya Remote Access || Av

Microsoft Active Directory Certificate Senices — ccms-SANCCMS1-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify
over the Web, sign and encrypt messages, and, depending upon the type of ceriificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRI

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending cerificate request
IDownIoad a CA cerificate_ cerificate chain, or CRL I

Select Yes

Web Access Confirmation &2
. This Web site is attempting to perform a digital certificate operation on
J_\. your behalf:

https://148.147 170,77 fcertsre/certcarc.asp

You should only allow known Web sites to perform digital certificate

operaticns on your behalf,
Do you want to allow this operation?

Yes Mo

Download the CA certificate
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File Edit Wiew Favorites Tools Help

iy uggested Sites + 0- ocuments | Bills Pay « . Demo | - | Learnings = , Personal v 2| Avaya
= s d 5 EMC 7.0 - All D . BillsP kD L EMC b L W P I A R

Microsoft Active Directory Certificate Services - cems-SANCCMS1-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust cerificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [ccms-SANCCMS1-CA

Encoding method:

@ DER

Base 64
Download CA cedificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Verify the CA certificate is SHA-256



Cetice ==

Details | Certification Path

Show: [{H} v]

Field Value B

Signamre algorithm sha2SaRSA
Signature hash algorithm sha25a

comns-SANCCMS 1-CA, cons, a...
Thursday, February 18, 2015 ...
VWednesday, February 17, 20...

Subject coms-SANCCMS 1-CA, coms, 3.
[-=|Public key RSA (2048 Bits)
E]I‘"nrﬁﬁmh: Temnlate Mames A B

CMN = comns-SAMCCMS 1-CA
DC = coms

DiC = apac

DC = avaya

DC = com

Edit Properties. .. | [ Copy to File... ]

Learn mare about certificate details

o |




Installation of server certificate on SQL

Server

Prerequisites for server certificate (Copied from https://technet.microsoft.com/en-
us/library/ms189067(v=sql.105).aspx)

For SQL Server to load a SSL certificate, the certificate must meet the following conditions:

The certificate must be in either the local computer certificate store or the current user
certificate store.

The current system time must be after the Valid from property of the certificate and
before the Valid to property of the certificate.

The certificate must be meant for server authentication. This requires the Enhanced Key
Usage property of the certificate to specify Server Authentication (1.3.6.1.5.5.7.3.1).
The certificate must be created by using the KeySpec option of AT_KEYEXCHANGE.
Usually, the certificate's key usage property (KEY_USAGE) will also include key
encipherment (CERT_KEY_ENCIPHERMENT_KEY_USAGE).

The Subject property of the certificate must indicate that the common name (CN) is the
same as the host name or fully qualified domain name (FQDN) of the server computer. If
SQL Server is running on a failover cluster, the common name must match the host name
or FQDN of the virtual server and the certificates must be provisioned on all nodes in the
failover cluster.

SQL Server 2008 R2 and the SQL Server 2008 R2 Native Client support wildcard
certificates. Other clients might not support wildcard certificates. For more information,
see the client documentation and KB258858.

To provision (install) a certificate on the server

el A

On the Start menu, click Run, and in the Open box, type MMC and click OK.
In the MMC console, on the File menu, click Add/Remove Snap-in.

In the Add/Remove Snap-in dialog box, click Add.

In the Add Standalone Snap-in dialog box, click Certificates, click Add.


http://support.microsoft.com/kb/258858

S.
6.
7.

8.

Add or Remove Snap-ins

¥ou can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible smap-ins, you can configure which extensions are enabled.

Available snap-ins:

SnapHn
- ActiveX Control
.ﬁ.uti'u:urizaﬁon Manager
] Certiates |
cF Component Services
;é,‘ Computer Managem...
=g Device Manager
=7 Disk Management
@ Event Viewer

| Folder
_: Group Palicy Object ...
¥ Internet Informatio. ..
3, 1P Security Manitor
&, 1P security Policy M...

Vendor

Microsoft Cor. ..
Microsoft Car. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsaft Cor...
Microsoft and. ..
Microsoft Car. ..
Microsoft Cor...
Microsoft Cor...
Microsaft Cor...
Microsoft Cor. ..
Microsoft Car. ..

m

Description:

Selected snap-ins:

_| Console Root

Edit Extensions...

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

In the Certificates snap-in dialog box, click Computer account, and then click Finish.
In the Add Standalone Snap-in dialog box, click Close.
In the Add/Remove Snap-in dialog box, click OK.

Certificates snap-in

() My user account
(7 Service account

i@ Computer account

This snap4n will always manage cerificates for:

==

In the Certificates snap-in, expand Certificates, expand Personal, and then right-click
Certificates, point to All Tasks, and then click Import.




Consolel - [Console Root\Certificates (Local Computer)\Personal Certificates]
File Action View Favorites Window Help

e« 2@ olc= BHE
| Console Root Issued To : Issued By Exp||
4 __qj] Cgr‘tlflcates (Local Computer) Tllocalhost localhost 47
4 || Personal
| Certificat=-
3 Trusted Rod All Tasks 4 Request Mew Certificate...
: Enterpnsi:T View N Impeort...
| Intermediat
% Trusted Pub MNew Window from Here Advanced Operations 3
- Untrusted MNew Taskpad View...
| Third-Party
| Trusted Ped Refresh
1| PC-Doctor, Export List...
| Rermote Des

| Certificate E Help

9. Complete the Certificate Import Wizard, to add a certificate to the computer, and close
the MMC console. For more information about adding a certificate to a computer, see
your Windows documentation. Select the server certificate created in step 18 in the
previous section.

i

Certificate Import Wizard @

-

File to Import
Spedify the file you want to import.

File name:

C:\OpenssL-Win32\certnew-server, cer

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store (.55T)

Learn mare about cerfificate file formats

< Back ][ Mext = ] [ Cancel




Select Next.

& Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
& File Action View Favortes Window Help

&3 xEalcd=H
“| Console Root Issued To = Issued By Expiration Date  Intended Purposes Friendly Name
= C_ertplﬂtates I(anal Computer) ;] DA14120006 cems-SANCCMS1-CA 3/17/2017 Server Authenticati...  DA14120006
o _?'sg”:_f_ . % DAL4120006.global.avaya.com  cems-SANCCMSL-CA 3/17/2017 Server Authenticati.. DA14120006.glc
ertificates -
8l [ 7 icati
. [} Trusted Root Certification Authorities 3l localhost localhost 4/27/2020 Server Authenticati.. 115 Express Deve
~| Enterprise Trust
| Intermediate Certification Authorities
» || Trusted Publishers
» || Untrusted Certificates
> [] Third-Party Reot Certification Authorities o .
[ Trusted People Certificate Import Wizard :
~| Other People Certificate Store
_| PC-Doctor, Inc. Certificate stores are system areas where certificates are kept.
» || Remote Desktop

» || Certificate Enrollment Requests

» (] Smart Card Trusted Roots Windows can automatically select a certificate store, or you can specify a location for
> ] SMS the certificate.

| Trusted Devices () Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

Certificate store:

Personal Browse...

Learn more about certificate stores

[ < Back ][ Next > ][ Cancel

After importing ensure that the certificate has the private key symbol as shown below. It
is important to import the certificate in the same store which was used to create the
certificate signing request.



[ssued To

5] DA14120006

5] DA14120006.global.avaya.com

ollocalhost

Issu
cc
cc

locg

General |DE13i|S I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: DA14120006.global.avaya.com

Issued by: coms-SAMCCMS1-CA

To configure the server to accept encrypted connections

1. In SQL Server Configuration Manager, expand SQL Server Network Configuration,
right-click Protocols for <server instance>, and then selectProperties. Use < server
instance > with the installed instance of SQL server

File Action View Help

= || E g

Sql Server Configuration Manager

48 SQL Server Configuration Ma
E SQL Server Services

a4 _E_ SQL Server Network Confi

&~ Protocols for SQLEXPR

4 B 5QL Native Client11.0 Co
Client Protocols

% Aliases

F] _E_ SQL Server Network Confi

Open
View

Refresh

Export List...

Properties

Help

Protocol Mame
%~ Shared Memory
¥ Mamed Pipes
FTTCRAP

E= Protocols for MSSQLS

RVER

. .. 5QL Native Client 11.0 Cenfiguration

Status
Enabled
Disabled
Enabled

2. In the Protocols for <instance name> Properties dialog box, on the Certificate tab, select
the desired certificate from the drop down for the Certificate box, and then click OK.




Note that if the certificate is not shown in the dropdown probably the SQL server is
running under a different account than Local System/Network service. Either change the
SQL service account or install the certificate under the corresponding user credentials.

This procedure inserted here as an embedded document can also be used if the certificate
authority is a local certificate authority.

@j

SSL_Certificate.docx

If the SQL Service does not Start or gives certificate chain errors check to see which
account the SQL Service is running. If the SQL Service is running in a different account
as Local System, then the Server certificate needs to be given permissions to get access to
the Private Key.

Select Manage Private key for the server certificate and select the account which is used
to start SQL service. Normally it is NT Service\MSSQLSERVER

Issued To Issued By Expiration Date  Intendec|| Actions
\:iﬂl D:A14120006 cems-SANCCMS]-CA 3/17/2017 Server A|| Certificates -
ellocalhost localhost 4/27/2020 Server A Mare Actions

DAT 41 20006

. Permissions for DA14120006 private keys

Bl

Select Users or Groups

Select this object type:
Users, Groups, or Built4n security principals
From this location:

DA14120006

Enter the object names to select (zxamples):.

MSSQLSERVER

Multiple Names Found

More than one object matched the name "NT Service\MSSQLSERVER".

Special pe Select one or more names from this list, or, reenter the name.
Matching names:
For special pq Name (RDN) Logon Name ... E-Mail Address  Description Cel
click Advanc b mssalseRVER.

&, M55QLServerADHelper

Leam about 2 &, MSSQLSeverOLAP Service

L

Provide full access to this User.




.. Permissions for DA14120006 private keys ==

Securty

GI’DIJP ar User names:

52 5YSTEM

l DSouza, Cedric (Cednic) (dsouzac@avaya .com)
82 Administrators (DA14120006 Administrators)

2 MSSQLSERVER

[ Add... ][ Remaove ]

Pemissions for MS5GLSERVER Allow Dery
Full control [E
Read ]

Special permissions

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemmissions

| ok || cancel || pply |

Restart the SQL server after this.

If the certificate is still not displayed maybe this might help

http://thesgldude.com/2012/04/21/setting-up-ssl-encryption-for-sqgl-server-using-
certificates-issues-tips-tricks/

https://www.mssgltips.com/sglservertip/3299/how-to-configure-ssl-encryption-in-sql-
server/



http://thesqldude.com/2012/04/21/setting-up-ssl-encryption-for-sql-server-using-certificates-issues-tips-tricks/
http://thesqldude.com/2012/04/21/setting-up-ssl-encryption-for-sql-server-using-certificates-issues-tips-tricks/
https://www.mssqltips.com/sqlservertip/3299/how-to-configure-ssl-encryption-in-sql-server/
https://www.mssqltips.com/sqlservertip/3299/how-to-configure-ssl-encryption-in-sql-server/

Select the Server certificate and click on OK
Sgl Server Configuration Manager

File Action View Help

&= 5| E gz H

@ SQL Server Configuration Manager (Local) Protocol Mame Status
El SQL Server Services ] ) ) %~ Shared Memory  Enabled
. _E_ 5QL Server Network Configuration (32bit) = et D Piic bl
- Bb 501 Mative Client 11.0 Configuratid
259 J Protocols for MSSQLSERVER Properties [~ 5|3l

4 ﬂ 5QL Server Network Configuration

EF Protocols for MSSQLSERVER Certificate | Advanced
> .. 5QL Mative Client 11.0 Configuratio

Certificate: [ Miew l ’ ey l
| DA14120006.GLOBAL. AVAYA.COM -
Expiration Date 2/22/2017
Friendly Name
Issued By com, avaya, apac, coms, coms-5AM
Issued To IM, Maharashtra, Pune, Avaya Indi

4. Restart the SQL Server service.

Installation of root certificate on EMC
machine(s)

On each EMC desktop and EMC Server where database secure access is required the root certificate
must be installed to



Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

L

il lActions

_j Group Palicy Object ... Microsoft C
_'g"lnternet Informatio... Microsoft C
8, 1P Security Monitor  Microsoft C
& 1P Security Policy M., Microsoft C

Description:

The Certificates snap-in allows you to b

Available snap-ins: Selected snap-ins:
— Vendor B I Console Root Edit Extensions... |
=" ActiveX Control Microsoft Cor,.. | | R
Auﬂ'unrlzatlon Manager Microsoft C . .
: Certificat -
Eﬁl Certificates Microsoft Cf o Snapti @
CH Companent Services Microsoft C
;é' Computer Managem.., Microsoft C This snap-n will always manage certificates for:
=g Device Manager Microsoft C (7) My user accourt
=% Disk Management Microsoft a :
= ) g ) () Service account
@ Event Viewer Microsoft C -
| Folder Microsoft C @) Compter account

< Back Next =

] [ Cancel

Select Import




E Consolel - [Console Root\ Certificates (Local Computer)i Trusted Root Certification A
a File Action View Favorites Window Help

&= 7B o= BHE

uthorities,C

_| Console Root Iezued To Izzued By
PR Cn.ertificates (Local Computer) 130081 5feex2 30081 5fees
: : 'T'f:i:::lﬁnnt Certification Authorities _EHUUEIS s?pl 300815 s?pl
I Certificat —]300815sipl 300815sipl
. [ Enterprise Tr All Tasks k Import... ddTrust E:
y _. IntErmEdiatE V E AUTAENTICaTrom Va}"a TrLISi
» [ Trusted Publ = g e AvayalTRoc
. [ Untrusted Ce Mew Window from Here tHC A AvayalTroo
. [7] Third-Party F New Taskpad View.. tC A, FAvayalTroo
» || Trusted Peog tCA AvayalTroo
[ | Other People Refresh tCA2 AvayalTroo
> [| PC-Doctor, It Export List... tCAZ HAvayalTroo
» || Remote Deck yerCA AvayalTroo
> [ Certificate Er Help yberTrust Root Baltimare C

= i v [ 0 [ v T — .

Select the certificate

Certificate Import Wizard

File to Import
Spedfy the file you want to impart,

File name:

C:\OpensSL-Win32\certnew_ca. cer

Mote: Mare than ane certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKICS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

(=]

< Back ][ Mext = ][ Cancel




Select trusted root certificate authority

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a lacation for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Autharities

Learn more about cerfificate stores

Certificate Import Wizard @

« Back ][ MNext = ][ Cancel

Select finish.



| cenficateimport Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User [Egitar=s |l d M= gilil
Content Certificate

File Mame C:\OpenSSL-Win3 2
4 1 3




Configurations on EMC Core and desktop

The following configuration changes will need to be performed on EMC Core servers, if secure
connection is required from Servers. Note that this is optional on Server. All EMC servers can still
connect through the unsecure channel.

Server side changes required
Run Cliconfg.exe from c:\windows\syswow64 folder.

Enable Force protocol encryption option

yame Uate modaimed Iype sIZe
clb.dll 7/14/2009 6:45 AM  Application extens... 14 KB
clbeatg.dll 7/4/2009 6:45 AM  Application extens... 510 KB

cleanmgr.exe 74,2009 6:44 AM  Application 208 KB

clfsw32.dll ’

P &, SQL Server Client Network Utility =

cliconfg.exe General | Alias ] D'B-Library Cptions ] Metwork Libraries |
cliconfg.rll
B] clip.exe Disabled protocals: Enabled protocols by arder:

5 clspack.exe Mamed Fipes

%) clusapi.dll TCR/F

% cmcfg32.dll Enable ==
BN cmd.exe
crdial32.dll
CMDIALOG.5RG
cmdkey.exe | | |

@ cmdl32.exe

I

) ) Iv Force protocol encryption
crnicryptinstall.dll

%
%] crnifw.dll

[ Enable shared memary protocal

I'-'._-él cr'r1fpr1p.|.r.15ta||.dll ’TI Cancel Aoply | Help

For Voice Media Store, Email Media Store, PCMS and SMMS change the Server name to the FQDN of
the SQL server.



T MEda 2I0re Laanase

Server name: _EDEMCT 86 coms. apac. avapa. com)

Lzer name: I.-'-‘-.SMSEDntrDI F

Connection sting: IData Source=CEDEMCT 86, come. apac. avaya. com;lnitial Catalog=~%

v Save empty UL and collected digits

— Contact Databaze

Server name: CEDERMCTBE. comg. apac. avaya. cam | L

The connection can be tested with the Test connection button. If the connection succeeds and
Server certificate Validation is passed then the following message will be displayed

Test Connection E

|'  | Connecting ba SOL Server CEDEMC186,ccms, apac, avaya, com
' sucreeded,

If the connection fails due to certificate reasons the reason will be displayed as such



Test Connection |

W%, Connecting o SOL Server CEDEMC18E Failed with the Following
| ! mmessage:

& conneckion was successfully established with the server, but
then an error accurred during the login process, (provider: S50
Provider, erraor: O - The targek principal name is incarreck, )

Stop the IDS View service and change the following ini parameter. Also if the Connection string is
present ensure that it is emptied out before saving the file and restarting the IDS View service.

[IDS View Engine]

Database Connection String =

Database Server Name = CEDEMC186.ccms.apac.avaya.com
Change in Task Director database configuration as well

Changes are not required in Configuration server database settings



Desktop side changes required

The database server name must match the FQDN of the database server / the subject alternate
names of the DB server. / the alias if created.

For Alias creation to use a non- default SQL port refer to the “Changing the default SQL Server port
number” section in “Chapter 8: Installing SQL Server” in the Installation guide.

Options @

Communicator | Dashboard | Directary | Email | HTML Editar | 1D Wiew Client| 4 | *

Databaze
Database server name cedemc 86, coms, apac. avay:

D atabaze name ASContact
D atabaze uzer name AS5Contact
Databaze uzer paszword L LITITT T

Colurmnz Dizplayed

Colurmn dizplay D 1 h

et Colurmn Dizplay (D

|ritial Default Search

Enable initial default zearch

Default zearch critenia

Hiztory Search

Enable Show Higtary Enable Docking on Show History

ak. | | Cancel

Ensure that the connection between EMC Desktop and the SQL Server is encrypted using a tool
like Wireshark etc.



To configure a report server URL for SSL

=

Start the Reporting Services Configuration tool and connect to the report server.

Click Web Service URL.

3. Expand the list of SSL Certificates. Reporting Services detects server authentication
certificates in the local store. If you installed a certificate and you do not see it in the list,
you might need to restart the service. You can use the Stop and Start buttons on the
Report Server Status page in the Reporting Services Configuration tool to restart the
service.

4. Select the certificate.

Click Apply.

6. Click the URL to verify it works.

N

o

URL reservations for Report Manager and the Report Server Web service are configured
independently. If you want to also configure Report Manager access through an SSL-encrypted
channel, continue with the following steps:

Click Report Manager URL.

Click Advanced.

In Multiple SSL Identities for Report Manager, click Add.
Select the certificate, click OK, and then click Apply.
Click the URL to verify it works.

akrownE



%{ Reporting Services Configuration Manager: CEDEMC1864MSSOLSERYER

= Microzoft SGL Server 2008 Reparting Services
i Reporting Services Configuration Manager

33! Conneck |

| ‘ Report Manager URL

EReara st | Advanced - . - - x|
Add a Report Manager S5L Binding

2 Service Ac a Idertification

. IP Address I T d
&9 web servie [ Multiple |

@ SSL Port 443 - :I

nced to define multiple URLs, or to specify

D Database Al fssi Certificate
URL https:/fcedemc] 86, come. apac. avaya. . Advanced I
3.comi443/Re. ..
a Repaork Ma
- E-mail Sett 7] 0K | Cancel | J

ﬂ Execution  —pMyltiple 55L |dentities for Report Manager

) | IP Address S5L Port S5L Certificate Issued To
1?» Encryplion
(Al IPwa) 443 cedemcl86.coms.a,,,  cedemclS6.coms, ..
5
4y Scale-out [
d = | 21
Add Remave | Edit |

(7] oK | Cancel |




Micrazoft SGL Server 2008 Reporting Services
Reporting Services Configuration Manager

':!j' Conneck

- CEDEMC186|MSSOLSERVER
2'. Service Account
&8 web Service URL

D Database

l‘ Repaort Manager URL

—] E-mail Settings
ﬁ Execution Account
?S Encryption Keys

,5"'.5 Scale-out Deployment

Report Manager URL

e Configure a URL to access Report Manager, Click Advanced ko define multiple URLs, or to specify
" additional parameters on the URL.

Report Manager Site Identification

Wirtual Directary: IReports

URLs: http: f{CEDEMC 166:80/Reports Advanced I

https i cedemncl 6. coms, apac, avaya,comi443/Re. .

I | B

@ Reserving url https: ficedemc186,coms, apac, avaya,.com: 443
@ Create certificate binding.

The certificate binding was created successfully,

Apply Exit




Options
world |:I|:u:k| Eu:ummuniu:atu:url Dashl:u:uardl Direu:tu:ur_l,ll Emal Feporting | HTHh_ 4 I "I

—Report Server Connection Details

Report Server Scheme Im

=
1]
3
= Report Server Address Icedemuﬂ A6, coms. apac. avaya. com
T
E Repart Service Uil IHepDrtS EIVEr
&
£ Repart Wweb Service Ll Iiepn:nrtServer.-"HepartServiceEDDE.asmH
|
E}_ Report Generation Timeout [Seconds] E00 :
)
g
= | ~Metwork Credentials
IJzer name I.-'l‘-.dministratu:ur
Pazzword I--------
Diornain I
k. Cancel Apply

Ensure that EMC Reporting Desktop is able to see all the reports and open the reports accordingly



The task director settings also need to change

CC Elite Multichannel
|58 Databaze Management
= 8 Media Store Database
= -E cedemc] 86 coms. apac. avaya. cam
- k.- &t T extAnork Code
% Canhed Messages
- 21 Advanced work Code
---Ed rograms
- B-g Schedules
H-58 dal4120008
#-58 Contact Database
=1 Alarms And Notifications
I-¥ Communication Manager
|-® License Directars
L.y License Director@CEDEMCT 86
|-, Communicator Gateways
|-y SMS Gateways
|- Preview Contact Media Stores
-5 Preview Contact Media Store@CEDEMCT 85
¥ Interactions
I@ A5 Taszk Director
E_@] ASTazkDirector Service@CEDEMCT 26
=- 9 Adrniniztration
- 25| Reparting
&-& Tasks
|58 RMPP Gateway
I % "v"lrtual .-i'-.gents

Teaor

Ensure that EMC Reporting desktop is able to schedule reports and the reports get created on EMC

Server.

| Reporting

iz Elite bultichannelds Tazk DirectoridSTas

Feport Server Scheme

[hitps://

FRepart Server Addresz

||:E|:|emn:1 36.come. apac. avaya.com

Repart Service Lrl

IHepDrtS erver

Feport Wweb Service Ll

IHepDrtS erver/AeportSericeZ005, asmy

b axirnurm Concurrent Reportz

10

Report Generation Timeout [zeconds]

[&00

Banart Sarvar | lrarmama



