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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Swisscom Enterprise SIP Trunk and Avaya IP Office with Avaya
Session Border Controller for Enterprise.

Swisscom Enterprise SIP Trunk provides PSTN access via a SIP Trunk connected to the
Swisscom Voice over Internet Protocol (VolP) network as an alternative to legacy analogue or
digital trunks. Swisscom is a member of the Avaya DevConnect Service Provider program.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking between Swisscom Enterprise SIP Trunk and Avaya IP Office with Avaya
Session Border Controller for Enterprise (Avaya SBCE). Customers using this Avaya SIP-
enabled enterprise solution with Swisscom’s SIP Trunk are able to place and receive PSTN calls
via a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach generally results in lower cost for the
enterprise customer.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office to
connect to the Swisscom Enterprise SIP Trunk. This configuration (shown in Figure 1) was used
to exercise the features and functionality listed in Section 2.1.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

Avaya IP Office was connected to the Swisscom Enterprise SIP Trunk via the Avaya SBCE. To
verify SIP trunking interoperability the following features and functionality were exercised
during the interoperability compliance test:

e Incoming PSTN calls to various phone types including H.323, SIP and analogue
telephones at the enterprise. Calls were routed to the enterprise across the SIP trunk from
Swisscom.

e Outgoing PSTN calls from various phone types including H.323, SIP and analogue
telephones at the enterprise. Calls were routed from the enterprise across the SIP trunk to
Swisscom.

e Inbound and outbound PSTN calls to/from an Avaya Communicator for Windows client.
Various call types including: local, international, toll free (outbound) and directory
assistance.

Calls using G.711A, G.711MU and G.729A codec’s.

Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using T.38.
Caller ID presentation and Caller 1D restriction.

DTMF transmission using RFC 2833.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and mobile twinning.
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
Swisscom Enterprise SIP Trunk with the following observations:

Direct media was used between IP endpoints and the internal side of the Avaya SBCE.
This resulted in slight differences in signalling compared to a direct connection with IP
Office without direct media.

Transport issues encountered during testing resulted in some OPTIONS messages not
being received in the Swisscom network. The IP Office was taking the SIP trunk out of
service when it did not get a 200 OK. To enable testing to continue, as described in
Section 5.5.2, the Out of Service (OOS) check was disabled for some of the time during
testing.

No inbound toll-free access available for testing

No test call was booked with the Emergency Services Operator though location data was
defined and observed in the SIP INVITE message at call set-up.

An issue exists on the Avaya SBCE at build 7.1 Feature Pack 1 that causes T.38 fax to
fail. This is resolved in build 7.1 Feature Pack 2. A patch was used in the test
environment that allowed successful testing of T.38 fax. In the Live environment upgrade
of the Avaya SBCE should be postponed until FP2 is available or G.711 should be used
as a workaround. Fax transmission using G.711 was tested successfully.

At Release 10.0, IP Office uses both audio and T.38 media lines in the re-INVITE in
compliance with RFCs. This causes an issue in the Swisscom SBC as multiple media
lines are not supported. A patch was developed and tested successfully for IP Office that
reverses the specification of the media lines so that T.38 is first. The patch is incorporated
into the GA build at 10.0.0.3 available at the end of February. In addition, Swisscom
Engineers used SBC functionality to manipulate the media lines. With these changes in
place at both ends, T.38 fax calls were successful in both directions. Fax transmission
using G.711 was also tested successfully for inbound and outbound calls and may be used
as an alternative to T.38 until the IP Office patch is incorporated into the GA build.
When using the IP Office patch for reversing the media lines in the T.38 Fax re-INVITE,
a re-INVITE was sent at the end of the fax to change back to G.711. The media lines in
that re-INVITE were back to the original order of audio first and T.38 second. The
network released the call immediately with a BYE.

When conferencing an inbound call on Avaya Communicator for Windows, one way
media was encountered on the conferenced PSTN phone. This was resolved by
unchecking "Indicate HOLD™" in the SIP Line settings as described in Section 5.5.2. This
reverts to IP Office default behavior where no indication is given in signalling that a call
has been placed on hold.

Avaya Communicator for Web was not tested as it isn’t implemented on the system used
for test.

Long duration calls were successful during execution of the Avaya test plan but not
during execution of the Swisscom test plan. The difference was that when the IP Office
was the refresher for Session Refresh, the re-INVITE was not always received in the
network due to transport issues. This was successfully tested after changes to the TCP
settings on the VPN server.
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e When testing an incoming call with a signalling failure between IP Office and the
network, the call did not immediately fail. The caller heard ringback followed by a period
of silence, this sequence was repeated for approximately three minutes and then a failure
tone was played. The network sent repeated INVITE messages.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on Swisscom products please contact the Swisscom support team: Email:
cbu.incident-voice@swisscom.com
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an enterprise site
connected to Swisscom Enterprise SIP Trunk. Located at the enterprise site is an Avaya IP

Office Server Edition, an Avaya IP Office 500 V2 as an Expansion and an Avaya Session Border
Controller for Enterprise. Endpoints include an Avaya 1600 Series IP Telephone (with H.323

firmware), Avaya 9600 Series IP Telephones (with H.323 firmware), an Avaya 1140e SIP

Telephone, an Avaya Analogue Telephone and a fax machine. The site also has a Windows 7 PC

running Avaya IP Office Manager to configure the Avaya IP Office as well as Avaya

Communicator for Windows for mobility testing. For security purposes, PSTN routable phone

numbers used in the compliance test are not shown in full.
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Figure 1: Swisscom Enterprise SIP Trunk to Avaya IP Office Topology
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Note: The IP Office Server Edition is not required in this configuration. It was used during
testing as an additional check of compatibility with both implementations of IP Office. While
analogue and digital endpoints can only be connected to the 500 V2, IP endpoints can be
registered to either the 500 V2 or the Server Edition. During testing, the IP endpoints were
registered with the Server Edition and the 500 V2 was only used for the analogue lines. As
shown in the diagram, the SIP Trunk was connected to the Server Edition.

4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software

| Release/Version

Avaya

Avaya IP Office Server Edition

10.0.0.2.0 build 10

Avaya IP Office 500 V2 Expansion

10.0.0.2.0 Build 1001

Avaya Session Border Controller for
Enterprise

7.1.0.1-07-12090

Avaya 1140e IP SIP Telephone 04.04.23.00
Avaya 1608 IP Phone (H.323) 1.350B

Avaya 9608 IP Phone (H.323) 6.6.3.02 V474
Avaya 98390 Analogue Phone N/A

Avaya Communicator for Windows 2.1.3.0-NGUE-

FLAREWINIPOREGRESSION10-
JOB1.237

Avaya IP Office Server Edition Manager

Version 10.0.0.2.0 build 10

Swisscom

Cisco Unified Border Element (CUBE) 897va 15.5(3)M
Acme Packet Net-Net 6300 SBC Firmware 7.3.0m2p2
Genband Session Manager (SESM) 18.0.24.2

Testing was performed with IP Office Server Edition with 500 V2 Expansion R10.0. Compliance

Testing is applicable when the tested solution is deployed with a standalone IP Office 500 V2
and also when deployed with all configurations of IP Office Server Edition. Note that IP Office

Server Edition requires an Expansion IP Office 500 V2 to support analog or digital endpoints or

trunks, this includes T.38 fax.
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to Swisscom
Enterprise SIP Trunk. Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, select Start >
Programs - IP Office - Manager to launch the application. Navigate to File > Open
Configuration (not shown), select the appropriate Avaya IP Office system from the pop-up
window and log in with the appropriate credentials. A management window will appear similar
to the one in the next section. All the Avaya IP Office configurable components are shown in the
left pane known as the Navigation Pane. The pane on the right is the Details Pane. These panes
will be referenced throughout the Avaya IP Office configuration. All licensing and feature
configuration that is not directly related to the interface with the Service Provider (such as
mobile twinning) is assumed to already be in place.

ﬁ‘ Select IP Office = B PX

| Name IP Address Type Version Editicn
Server Edition 10.0
¥ Gsscp sE 10104101 IPO-Linux-PC 10.0.0.2.0 build10 Server (Primary) Select

Configuration Service User Login

1P Office: GSSCP SE (Primary System - IPO-Linux-PC)

Service User Name Administrator

Service User Password eeeesesse

oK l [ Cancel l { Help
TCP Discovery Progress Z
Unit/Broadcast Address
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5.1. Verify System Capacity

Navigate to License in the Navigation Pane. In the Details Pane verify that the License Status
for SIP Trunk Channels is Valid and that the number of Instances is sufficient to support the
number of SIP trunk channels provisioned by Swisscom.

%" Avaya IP Office Select Mana ver Edition GSSCP S|

ET100.020 build 10] ol e e T =

File Edit View Tools Help

25-d AEER v &

Configuration | (- v
=-& BOOTP (7) Licence | Remote Server
B¢ Operator (3) =
= Solution
& User(34) Feature Instances Status Expiry Date Source =
?,; Sl VMPro TTS Professional 40 Valid 08/03/2017 PLDS Nodal
i hort Code(52) IPSec Tunnelling 1 Obsolete 08/03/2017 PLDS Nodal
@ Directory(0)
-£7) Time Profile(0) Power User 1000 Valid 08/03/2017 PLDS Nodal
- Account Code(0) Avaya IP endpoints 1000 Valid 08/03/2017 PLDS Nodal
#-§3 User Rights(9) SIP Trunk Channels 256 Valid 08/03/2017 PLDS Nodal
-8 Location(1) 1P500 Universal PRI (Additional cha... 100 Obsolete 08/03/2017 PLDS Nodal
: Gfsscitse; 5 CTlLink Pro 1 Valid 08/03/2017 PLDS Nodal
i ‘;{ Liyne @ Wave User 16 Obsolete 08/03/2017 PLDS Nodal L |
i< Control Unit (8) 3rd Party IP Endpoints 1000 Valid 08/03/2017 PLDS Nodal 3
(-4 Extension (4) Server Edition R10 150 Valid 08/03/2017 PLDS Nodal 5
G-§  User (5) UMS Web Services 1000 Valid 08/03/2017 PLDS Nodal 3
- 3 §;°:'tpc(°)d i Avaya Mac Softphone 1000 Valid 08/03/2017 PLDS Nodal
-
@ Serovice?O]e Avaya Softphone Licence 1000 Valid 08/03/2017 PLDS Nodal
@ Incoming Call Route || | SM Trunk Channels 128 Valid 08/03/2017 PLDS Nodal
-l IP Route (2) Web Collaboration 64 Valid 08/03/2017 PLDS Nodal
i ‘: Ifi_c?nfe 22) Avaya Contact Center Select 1 Valid 08/03/2017 PLDS Nodal &

In the sample configuration, the LAN1 port was used to connect the Avaya IP Office to the
internal side of the Avaya SBCE as these are on the same LAN. To access the LAN1 settings,
first navigate to System => <IP Office Name> in the Navigation Pane where IP Office Name is
the name of the IP Office. This is GSSCP_SE for the Server Edition in the GSSCP test
environment. Navigate to the LAN1 = LAN Settings tab in the Details Pane. The IP Address
and IP Mask fields are the internal interface of the IP Office. All other parameters should be set
according to customer requirements. On completion, click the OK button (not shown).

Configuration = GSSCP SE
@"",‘ gOOTf (7()3) System_l LANL ‘ LAN2 | DNS l Voicemail I Telephony I Directory Services I System Events | SMTP
“ Operator ;
} Solution LAN Settings \VoIP | Network Topology!
g User(34)
(-5 Group(l) IP Address 10 10 4 101
(8% Short Code(52)
- Directory(0) IP Mask 255 255 255 0
£ Time Profile(0)
----- #m Account Code(0)
e-§5 User Rights(9) Number Of DHCP IP Addresses (134 £
(-85 Location(l)
= GSSCP SE DHCP Mode
? System (1) © Server © Client @ Disabled
. L.y GSSCP SE
i‘r", Line (2)
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On the VoIP tab in the Details Pane, check the SIP Trunks Enable box to enable the
configuration of SIP trunks. If SIP Endpoints are to be used such as the Avaya Communicator
for Windows and the Avaya 1140e, the SIP Registrar Enable box must also be checked. Define
the port to be used for the signalling transport, in the test environment TCP was used and the
port number was left at the default value of 5060.

Scroll down for further configuration. The RTP Port Number Range can be customized to a
specific range of receive ports for the RTP media. Based on this setting, Avaya IP Office
requests RTP media to be sent to a UDP port in the configurable range for calls using LANL1.
The range used for testing was the Linux default setting of 40750 to 50750.

’ Systemjf LANL LLANZ I DNS I Voicemail ] Telephony l Directory Services l System Events I SMTP l SMDR l VolP l VolIP Security ! Contact Centeri
‘r LAN Settings | VoIP Network Topologyg

[¥] H323 Gatekeeper Enable
[7] Auto-create Extn Auto-create User [7] H323 Remote Extn Enable

H.323 Signalling over TLS Disabled v F 1720

[¥] SIP Trunks Enable

[¥] SIP Registrar Enable

[] Auto-create Extn/User [T] SIP Remote Extn Enable
SIP Domain Name avaya.com
SIP Registrar FQDN avaya.com
[¥] upp UDP Port 5060 : C 5060
Layer 4 Protocol [¥] Tcp TCP Port 5060 = p 5060
[ 1Ls TLS Port 5061 : : 5061
Challenge Expiry Time (secs) 10 =
RTP
Port Number Range
Minimum 40750 = Maximum 50750 =
Port Number Range (NAT)
Minimum 40750 = Maximum 50750 =

[¥] Enable RTCP Monitoring on Port 5005

RTCP collecter IP address for phones 0 0 0 0

Keepalives

Scope Disabled v C 0
Disabled

DiffServ Settings

B8 > DSCP(Hex) B8 % Video DSCP(Hex) |FC +| DSCP Mask (Hex) 88 + SIG DSCP (Hex)

46 = Dscp 46 2 Video DSCP 63 | DSCP Mask 34 +{ SIG DSCP
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Note: Avaya IP Office can also be configured to mark the Differentiated Services Code Point
(DSCP) in the IP header with specific values to support Quality of Services policies for both
signalling and media (not shown). DSCP for media can be set for both voice and video. The
DSCP field is the value used for voice and the SIG DSCP is the value used for signalling. For
the compliance test, the DSCP values were left at their default values.

All other parameters should be set according to customer requirements. On completion, click the
OK button (not shown).

On the Network Topology tab in the Details Pane, leave the STUN Server Address blank and
the Firewall/NAT Type at Open Internet as NAT is not required in this configuration.

The Network Topology tab can be used to set the Binding Refresh Time for the periodic
sending of OPTIONS. This is intended for use where OPTIONS are required at intervals of less
than 300 seconds. If an interval greater than 300 seconds is required, use the NoUser User
Source Number (NUSN) SIP_OPTIONS_PERIOD=X as described in Section 5.8.

‘jVSystem:” LANL 1 LAN?7 l DE,S,, I Vsicemqil IrTeIephony erirectory Services l System Eventsrlr SMTP I SMDR JVV"IP ,I,VOIP Security I Contact Centerrj
| LAN Settings [ vorp | Network Topology
‘ Network Topology Discovery

STUN Server Address STUN Port 3478

Firewall/NAT Type Open Internet v

Binding Refresh Time (seconds) 300

Public IP Address 0 0 0 0 Run STUN Cancel

Public Port
uDP 0

TCP 0

TLS 0

| Run STUN on startup

Note: During compliance testing it was found that settings of Binding Refresh Time did not
affect the interval at which OPTIONS were sent and the default value of 300 seconds was always
used. Due to transport issues between the Avaya and Swisscom Labs, regular OPTIONS were
required at both ends to closely monitor the state of the SIP Trunk. To achieve this, a NUSN of
SIP_OPTIONS_PERIOD=1 was used as described in Section 5.8 so that OPTIONS were sent
every minute.
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5.3. System Telephony Settings

Navigate to the Telephony - Telephony tab on the Details Pane. Choose the Companding
Law typical for the enterprise location. For Europe, A-Law is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the

Service Provider across the SIP trunk. On completion, click the OK button (not shown).

System I LANL | LAN2 l DNS I Voicemail‘ Telephony ’ Directory Services l System Events I SMTP l SMDR I VolP I VoIP Security] Contact Centerl
Telephony I Park&Pagel Tones & Musicl Ring Tones | SM | Call Log I TUI ‘
Dial Delay Time (secs) 4 = Companding Law
= Switch Line
Dial Delay Count 4 =
Default No Answer Time (secs) 15 S © U-law U-Law Line
Hold Timeout (secs) 0 S
— @ A-Law @ A-LawlLine
Park Timeout (secs) 300 =
Ring Delay (secs) 5 = y—
] atus
Call Priority Promotion Time (secs) |Disabled 2 B Aol
uto Hol
Default Currency [CHF V] Dial Bv N
ial By Name
Default Name Priority {Favour Trunk '] [@ Show Account Code
Media Connection Preservation {Enabled v] l [F] Inhibit Off-Switch Forward/Transfer
2| & ;
Phone Failback [Automatic vl [7] Restrict Network Interconnect
Login Code C lexi
»ng St o Include location specific information
[¥] Enforcement
2z = [”] Drop External Only Impromptu Conference
Minimum length |4 =
[@ Complexity [7] Visually Differentiate External Call
High Quality Conferencing
RTCP Collector Configuration [7] Directory Overrides Barring
[] Send RTCP to an RTCP Collector oy
[T] Advertise Callee State To Internal Callers
0 0 0 0
5005
5
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5.4. Codec Settings

Navigate to the VoIP tab on the Details Pane. Check the Available Codecs boxes as required for
the IP endpoints. Note that G.711 ULAW 64K and G.711 ALAW 64K are greyed out and
always available. Once available codecs are selected, they can be used or unused by using the
horizontal arrows as required. Note that in test G.711 ALAW 64K, G.711 ULAW 64K and
G.729(a) 8K CS-ACELP were used as the default codec’s. The order of priority can be changed
using the vertical arrows. On completion, click the OK button (not shown).

RFC2833 Default Payload

Available Codecs

Ignore DTMF Mismatch For Phones M

Allow Direct Media Within NAT Location [ |

3

101

Default Codec Selection

(V] G.729(a) 8K CS-ACELP

Unused
[¥] G711 ULAW 64¢ G.722 64K
[¥] G.711 ALAW 64K
V] G.722 64K

Selected

| System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VoIP

G.711 ALAW 64K
G.711 ULAW 64K

G.729(a) 8K CS-ACELP

|

Note: The codec settings for IP endpoints can also be used for the SIP Trunk by selecting
System Default in the Codec Selection as shown in Section 5.5.2.
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5.5. Administer SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and the Swisscom
Enterprise SIP Trunk via the Avaya SBCE. The recommended method for configuring a SIP
Line is to use the template associated with these Application Notes. The template is an .xml file
that can be used by IP Office Manager to create a SIP Line. Follow the steps in Section 5.5.1 to
create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

e |P addresses.

e SIP Credentials (if applicable.)

e SIP URI entries.

e Setting of the Use Network Topology Info field on the Transport tab.

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown in Section 5.5.2.

Also, the following SIP Line settings are not supported on Basic Edition:
e SIP Line — Originator number for forwarded and twinning calls
e Transport — Second Explicit DNS Server
e SIP Credentials — Registration Required

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation
Pane and select New=>SIP Line (not shown). Then, follow the steps outlined in Section 5.5.2.
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5.5.1. SIP Line From Template

Copy the template file to the computer where IP Office Manager is installed. To create the SIP
Trunk from the template, right-click on Line in the Navigation Pane, then navigate to New —->
New from Template.

5% GSSCT,
gy U New »
2l X cw Ctrl+X
N
R W S E Copy Ctrl+C
‘+ = C Paste Ctrl+V 0
;Lf S X Delete Ctrl+Del 00
.9 G v Validate i
‘*‘""g S Newfrom Template » | Swiss_IPO10SBC.xml } |
5@ In Export as Template Otieri frorm Fie
&Ml IP Route (2) ﬂ Description

Note: If the template file was imported into the IP Office it will appear as an option in the menu
for creating a SIP Line from a template. If the template file was not imported but is present on
the local machine, click on Open from file and navigate to the directory where the template was
copied and select it.

¥ Open X
— v N « Documents > Test » Swisscom_IPO10_SBC > Config v O Search Config P
Organize ¥ New folder =~ M @
Swisscom_|P( A Name a Date modified Type Size
SreEacanIE 11-24-2202 320171415 File folder
App_Notes 11-54-2102 /2017 14:15 File folder
Config 15-32-2802 017 File folder
11-24-220, _, Swiss_IPO10SBC.xml 28/02/2017 15:58 XML Document 4KB
11-54-210.
15-32-280.
Screenshots
Test_Plan
Traces v

The SIP Line is automatically created and can be verified and edited as required using the
configuration described in Section 5.5.2.
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5.5.2. Manual SIP Line Configuration
On the SIP Line tab in the Details Pane, configure the parameters below to connect to Swisscom

via the Avaya SBCE.

e Select Location for Emergency Services calls if required. The definition of Location is
described in Section 5.11.

e Leave Prefix blank as it is not used

e Set National Prefix to 0 and International Prefix to 00 so that national and international
numbers can be correctly identified.

e Set Country Code to 41 for Switzerland so that the calling party number of inbound
numbers is converted to national format for display on IP Office extensions.

e Check the Check OOS box so that the SIP Trunk is taken out of service when there is no
response to OPTIONS.

e Ensure the In Service box is checked.

e Select Reinvite from the Refresh Method drop down menu for consistency with the
method used by Swisscom.

e Set Timer (seconds) to On Demand. This will use the value received in the Session-
Expires header received from the network. During testing this was 1800 resulting in re-
INVITE messages being sent every 900 seconds.

e Select Never in the Incoming Supervised REFER and Outgoing Supervise REFER
drop down menus. As described in Section 2.2, blind call transfer did not function
correctly when REFER was allowed

e Leave all other fields at default settings.

Configuration | g SIP Line - Line 18* g - %X |wv|<|>

#-R BOOTP (7) Sip Li"*‘TransportlSIP URI[VOIP ]SIP Credentials!S]P Advanced Engineering|
#-4# Operator (3)
(=% Solution Line Number 18 = In Service v
w-f§  User(34)
+-53 Group(l) ITSP Domain Name Check 00S
+-@% Short Code(52)
n§ D}re[tpry(‘o) Local Domain Name
a= Account Codet) URIType (s g [ SeionTimen
1 ﬁ‘_’ E:;Eﬂ;@) tocation [2: Galway | Refresh Method Reinvite %

& GSSCP SE Timer (seconds) On Demand

-3 System (1)

=4 Line (2)

1 Prefix

5 .:or\ltfoIUnit ® | National Prefix 0

:: f S:t:r"g]on @ International Prefix 00

: 2 (SS;oupc(O)d i Country Code 41 Redirect and Transfer

: @ Se::’;tce ?(])6(1 ! Name Priority \'System Default 'i Incoming Supervised REFER fNever v!

; n};c;;:‘;:g@iall Route (7) — Outgoing Supervised REFER Never -

% Licence (22) Send 302 Moved Temporarily

#-¢ ARS (1)

i Location (1)
2% Authorization Code (0)
=% GSSCP_IPO2

Outgoing Blind REFER

Note: Some of the testing was carried out with Check OOS unchecked so that intermittent
transport errors did not result in the SIP Trunk being taken out of service.

On completion, click the OK button (not shown).

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 56
SPOC 4/20/2017 ©2017 Avaya Inc. All Rights Reserved. Swiss_IPO10SBC




Select the Transport tab and set the following:
e Set ITSP Proxy Address to the internal IP address of the Avaya SBCE.
e Set Use Network Topology Info to None as NAT is not used in this configuration and
the Network Topology settings defined in Section 5.2 are not required.
e Set Layer 4 Protocol to TCP.
e Set Send Port and Listen Port to 5060.

On completion, click the OK button (not shown).

SIP Line| Transport SIP URI|VolP  |SIP Credentials|SIP Advanced|Engineering

ITSP Proxy Address 10.10.4.102

Network Configuration

Layer 4 Protocol [TCP v] Send Port 5060 =
Use Network Topology Info {None v] Listen Port 15060 -
Explicit DNS Server(s) 0 0 0 0 0 0 0 0

Calls Route via Registrar [V

Separate Registrar

After the SIP line parameters are defined, the SIP URIs that Avaya IP Office will receive and
transmit on this line must be created. To create a SIP URI entry, first select the SIP URI tab.
Click the Add button and the New URI area will appear at the bottom of the pane.

iSIP En#%ranspor’(i SIP URI 1V;IP Télpzedentials [VSIP Advance&!iEngineeringrr
URI Groups Local URI Contact Display Name Identity Header Originator Number Send CallerID Diversion Header Credential Max Calls | Add...

Remove

Two SIP URI’s are shown in this example, one for calls to and from extensions that have a DDI
number assigned to them and the other for calls to services such as Voicemail Collect and the
Mobile Twinning FNE.
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The SIP URI for calls to and from extensions that have DDI numbers associated with them was
created with the parameters shown below.

Set Local URI, Contact and Display Name to Use Internal Data. On incoming calls,
this will analyse the Request-Line sent by Swisscom and match to the SIP settings in the
User profile as described in Section 5.7. On outgoing calls this will insert the SIP settings
in the User profile into the relevant headers in the SIP messages.

Leave the Originator Number for Forwarding and Twinning blank so that the
originating number is sent as the calling party number. Select Diversion Number as the
Send Caller 1D value to ensure that the DDI number assigned to the forwarding
extension is sent in the Diversion header.

Leave the Registration drop down menu at the default value of 0: <None>.

Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. For the compliance test, a new incoming group 18 was defined
that was associated to a single line (line 18).

Associate this line with an unused outgoing line group by entering a line group number in
the Outgoing Group field. For the compliance test, a new outgoing group 18 was
defined that was associated to a single line (line 18)

Set Max Sessions to the number of simultaneous SIP calls that are allowed using this SIP
URI pattern.

Leave other fields at default values.

On completion, click the OK button (not shown).

Edit URI
Local URI !Use Internal Data Vl
Contact !Use Internal Data v l
Display Name |Use Internal Data v[
Identity
Identity \Use Internal Data vl
Header P Asserted ID Y

Forwarding And Twinning

Originator
Number
end.Calles 1d Diversion Header v
I
Diversion Header | None v
Registration 0: <None> i
Incoming Group |[18 v
Outgoing Group i18 v
Max Sessions 10 S
BG; Reviewed: Solution & Interoperability Test Lab Application Notes 17 of 56

SPOC 4/20/2017 ©2017 Avaya Inc. All Rights Reserved. Swiss_IPO10SBC



The SIP URI for calls to services such as VVoicemail Collect and the Mobile Twinning FNE was
created with the parameters shown below:

e Set Local URI to Auto. This will accept incoming calls that do not match any SIP details
defined for the Users, specifically the VVoicemail Collect and Mobile FNE services. If a
check is required on these calls, enter the specific DDI numbers assigned to the services
in this field.

e Associate this line with an incoming line group by entering a line group number in the
Incoming Group field. For the compliance test, a new incoming group 18 was defined
that was associated to a single line (line 18).

e Associate this line with an unused outgoing line group as this URI is defined for
incoming calls only. A value of 100 was used for compliance testing.

e Set Max Sessions to the number of simultaneous SIP calls that are allowed using this SIP
URI pattern.

e Leave other fields at default values.

On completion, click the OK button.

Edit URI
Local URI Auto &
Contact Use Internal Data v
Display Name Use Internal Data v
Identity
Identity Use Internal Data v
Header P Asserted ID X

Forwarding And Twinning

Originator
Number

Send Caller Id

None v
Diversion Header None v
Registration 0: <None> v
Incoming Group 18 v
Outgoing Group 100 -
Max Sessions 10 =

The following screenshot shows the completed configuration:

'VSlP Linehransport? SIP URI ?VoIP . ISIP Credentials!VSIP Advancedléngineerinév

URI Groups Local URI  Contact Display Name Identity Header Originator Number Send CallerID Diversion Header Credential Max Calls | Add...

1 18 18 <Internal> <Internal> <Internal> <Internal> PAI None Nene 0: <Non... 10

2 18 100 Auto <Internal> <Internal> <Internal> PAI None None 0: <Non... 10 REROVE
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Select the VoI P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

In Section 5.4, system default codecs were defined. If any other codec combination is
required for this SIP Line, select Custom in the Codec Selection drop down menu.
Highlight codecs in the Unused box that are to be used on this line and click on the right
arrows to move them to the Selected box.

Highlight codecs in the Selected box that are not to be used and click on the left arrows
to move them to the Unused box.

Highlight codecs in the Selected box and use the up and down arrows to change the
priority order of the offered codecs if required, for testing with Swisscom, G.711 ALAW
64K, G.711 ULAW 64K and G.729(a) 8K CS-ACELP were used. This reflected the
codec list received from the network.

Select T38 in the Fax Transport Support drop down menu. Refer to Section 2.2 for
details of a T.38 issue resolved in IP Office R10 Service Pack 3. Release 10 builds prior
to this may use G.711 as an alternative. Refer to Section 5.12 for T.38 Fax configuration.
Select RFC2833/RFC4733 in the DTMF Support drop down menu. This directs Avaya
IP Office to send DTMF tones using RTP events messages as defined in RFC2833.
Check the Re-invite Supported box to allow for codec re-negotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated.
Check the Allow Direct Media Path box to allow the establishment of a direct media
path between the IP endpoints and the internal interface of the Avaya SBCE. This
prevents the unnecessary use of DSP resources on the Server Edition.

Check the PRACK/100rel Supported box if early media is required. This was checked
during compliance testing.

On completion, click the OK button (not shown).

[SIP Line| Transport SIP URI VoIP SIP Credentials|SIP Advanced|Engineering

[7] Local Hold Music

|| Re-invite Supported

Codec Selection [Custom 24 [] Codec Lockdown
Unused Eelgcted ; 7] Allow Direct Media Path
[6.722 64K oo | G711 ALAWBSK i , o
[ G711 ULAW 64K Force direct media with phones
| G.729(2) 8K CS-ACELP V] PRACK/100rel Supported
Fax Transport Support [TSS VJ
| DTMF Support |RFC2833/RFC4733 ~|
‘ Media Security Media Security Features Disabled
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Select the SIP Advanced tab and set the following:

Check the Use + for International box to prefix the called party numbers of outbound
calls with leading “+” and to remove the leading “+” from the calling party number of
inbound calls. If dialled numbers are not formatted in the short code or ARS settings in
Section 5.6 and Section 5.10 respectively, they will be formatted according to SIP Line
settings. Received numbers are formatted to diallable format for display on IP Office
extensions.

Check the Use PAI for Privacy box to send the calling party number for outbound calls
with CLI Restricted in the P-Asserted-ldentity header.

SIP Line Transport SIP URI VolP  SIP Credentials SIP Advanced Engineering

Addressing Media
Association Method By Source IP address o2 Allow Empty INVITE O
Send Empty re-INVITE O
Call Routing Method Request URI M Allow To Tag Change O
Suppress DNS SRV Lookups Od P-Early-Media Support None o
Send SilenceSupp=0ff O
dentity Force Early Direct Media O
Use "phone-context” O Media Connection 5
Add user=phone Draceiiation Disabled v
Use + for International [ Indicate HOLD |
Use PAI for Privacy
Use Domain for PAI 0| Call Control
Surap From and PAUDversion [ Call Initiation Timeout (s) 4 ¢
Caller ID from From header O
Send From In Clear [ Call Queuing Timeout (m) 5 3
Cache Auth Credentials O Service Busy Response 486 - Busy Here
User-Agent and Server Headers [

on No User Responding Send | 408-Request Timeout

Send Location Info Emergency Calls v ‘ Suppress Q.850 Reason 0
Header
Emulate NOTIFY forREFER [

No REFER if using Diversion [

Note: There were additional fields defined in SIP Advanced tab during compliance testing:

The Add user=phone box was checked. This inserts user=phone into the Request-Line in
the SIP messages to indicate specifically that the call is VVolIP. This is not necessary for
effective operation of the IP Office on the Swisscom Enterprise SIP Trunk.

Emergency Calls was selected in the Send Location Info drop down menu so that
Location information as defined in Section 5.11 was sent in the SIP INVITE message for
calls to an Emergency Services test call number. Only use this if Location information is
required.

Test calls were made with Indicate HOLD both checked and unchecked. While it is
desirable to indicate in signalling using SIP re-INVITE messages that a call has been
placed on hold or taken off hold, it was not necessary for effective operation of the IP
Office on the Swisscom Enterprise SIP Trunk. As described in Section 2.2, an issue was
found with conferencing of a PSTN line by an Avaya Communicator for Windows
softphone when Indicate HOLD was checked.

It is advisable at this stage to save the configuration as described in Section 5.13 to make the
Line Group ID defined in Section 5.5 available.

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 20 of 56
SPOC 4/20/2017 ©2017 Avaya Inc. All Rights Reserved. Swiss_IPO10SBC



5.6. Short Codes
Define a short code to route outbound traffic to the SIP line. To create a short code, right-click
Short Code in the Navigation Pane and select New. On the Short Code tab in the Details Pane,
configure the parameters as shown in the example below for public numbers.
e Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon.
e The example shows 9N which will be invoked when the user dials 9 followed by a public
number.
e Set Feature to Dial. This is the action that the short code will perform.
e Set Telephone Number to 9N so that the call is passed to the ARS function with the
dialled number unchanged.
e Setthe Line Group Id to the ARS route number described in Section 5.10.
e On completion, click the OK button (not shown).

Configuration I 7 9N: Dial*
i-§ User (5) ~ || Short Code ‘
%% Group (0)
=-8% Short Code (11) Code 9N
B *66*NZ
-9 112 Feature Dial =
-@ 999
.- @% 18000 Telephone Number 9N
-9 18002 : ——
9% 086756 Line Group ID 50: Main
~B% 118N; Locale Switzerland (German) v
-@3 18001N;
@ 9*67N; Force Account Code [
i “BX 9N Force Autherization Code []
3% ON

A further example is shown of a short code for an emergency number:
e The Code is 086756 which is not an Emergency Services number but is a test number
used for checking Location information.
e Set Telephone Number to 086756 so that the call is passed to the ARS function with the
dialled number unchanged.

i= 086756: Dial Emergency
Short Code

Code |0s6756 |
Feature Dial Emergency bd

Telephone Number ’086."56 I
Line Group ID ‘0 vI
Locale Switzerland (German) v

Force Account Code O

Force Authorization Code []

Note: The Line Group ID is not used as routing information is taken from the Location settings
as described in Section 5.11.
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5.7. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP
line defined in Section 5.5. To configure these settings, first navigate to User in the Navigation
Pane. Select the User tab if any changes are required.

The following example shows the configuration required for an H.323 Endpoint.
e Change the Name of the User if required.
e Set the Password and Confirm Password.
e Select the required profile from the Profile drop down menu. Basic User is commonly
used; Power User can be selected for SIP softphone, WebRTC and Remote Worker

endpoints.

Configuration ‘ = 89105: 89105
BOOTP (7) User _]u\/oicemaiI“rDND “rShortCodesA VASource Numbers‘ >Telephonyh[ i:omardingA [ bial Inhl R/oice Recording I>Button ongrammingA
Operator (3)

Solution Name 89105

1§ User(34)

-3¢ Group(l) Password £0000608 8
()-8 Short Code(52)

-2 Directory(0) Confirm Password ol e bl

£ Time Profile(0) ) .

-l Account Code(0) Unique Identity

#-§3 User Rights(9)
- Location(0)
=+ GSSCP SE
(-39 System (1)
E-T1 Line (2) Account Status Enabled -
[#-<= Control Unit (8)
(-4 Extension @) Full Name 89105
E-§  User (5)

- §rg NoUser

Audic Conference PIN

Confirm Audio Conference PIN

Extension 89105

i" 89106 89106 Email Address

g 89108 89108
g 89109 89109
~53% Group (0) Priority [5 ']
(8% Short Code (10)
-8 Service (0) System Phone Rights [None vl
(-§ Incoming Call Rou
-l IP Route (2)
% Licence (22)
B¢ ARS (1) [T Receptionist
&8 Location (0)
-8 Authorization Cod Enable Softphone

-5 GSSCP_IPO2 Enable one-X Portal Services

Locale [ v]

Profile {Basic User V]

Enable one-X TeleCommuter

[] Enable Remote Worker
[] Enable Communicator
Enable Mobile VeIP Client

Send Mobility Email

Web Collaboration

SIP endpoints require setting of the SIP Registrar Enable as described in Section 5.2.
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Next select the SIP tab in the Details Pane. To reach the SIP tab click the right arrow on the
right hand side of the Details Pane until it becomes visible. The values entered for the SIP Name
and Contact fields are used as the user part of the SIP URI in the From header for outgoing SIP
trunk calls. These fields should be set to the DDI numbers assigned to the enterprise from
Swisscom in international format.

In the example below, one of the DDI numbers in the test range is used, though some of the
digits have been obscured. On completion, click the OK button (not shown).

; Voice RecordingiliButton Programmingrlv Menu Pregramming l Mobilityrl‘ Group MembershipTAnnouncements “ SIP

SIP Name +41438nnnn8l

SIP Display Name (Alias) extn 89105

Contact +41438nnnn8l

[] Anonymous

Note: The Anonymous box can be used to restrict Calling Line Identity (CLID).

5.8. NoUser User

The NoUser User settings apply to all Users on the system. In the compliance testing
configuration, a NoUser User Source Number (NUSN) was used to define a SIP OPTIONS
period of one minute. If required, define the NUSN by selecting the Source Numbers tab in the
NoUser User and clicking on Add. Enter the SIP_OPTIONS_PERIOD=X NUSN as shown in
the screenshot.

Configuration |§E NoUser: ek-M (X v<|> @

-4 I&i"etﬂ?)u @ ~ | User Voicemail DND  ShortCodes Source Numbers Telephony Forwarding Dialln Voice Recording Button Programming Menu Programming Mobility | « | »
) ontrol ni

-4 Extension (32) Soutce blrmbar Add...

=-§  User (32)
fo Rerniotibhanages SIP_OPTIONS_PERIOD=1 E—

#r NoUser

Note: During testing X was defined as 1 so that OPTIONS were sent at intervals of 1 minute.
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5.9. Incoming Call Routing

An incoming call route maps an inbound DDI number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Route in the Navigation Pane and
select New, (not shown).

On the Standard tab of the Details Pane, enter the parameters as shown below:
e Set the Bearer Capability to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.5.
e Set the Incoming Number to the incoming number that this route should match on.
Matching is right to left.
e Default values can be used for all other fields.

Configuration | = 18 +41438nnnn81
* 8 Location(1) + || Standard iVoice Recording l Destinations-g
(=% GSSCP SE
[H-%%9 System (1)
-9 Line (2) Bearer Capabili Any Voice -
[#-<2» Control Unit (8) PaRnes [ ¥
-4 Extension (4) Line Group ID 18 v
[ & User (5)
%% Group (0) Incoming Number +41438nnnndl
[+-8% Short Code (63) I
@ Service (0) Incoming Sub Address
& e Incoming Call Route || .
) 18 +41438nnnng1| ||| Incoming CUI
P 18 +41438nnnn82 | Vocaii L 'l

P 18 +41438nnnn83|
-~ 18 +41438nnnn84| | [| priority [1-Low -
P 18 +41438nnnn85 |
D 18 +41438nnnng6 | Tag
L) 18 +41438nnnn87 | =
-2 Directory (0) Hold Music Source [System Source V]
£ Time Profile (0)
(-l IP Route (2)
il Account Code (0)

Ring Tone Override None v

Note: A number of digits of the DDI have been obscured. Number format for incoming calls is
international.

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DDI number on line 18 are routed to extension 89105.

l Standard ] Voice Recording | Destinations ‘I

TimeProfile Destination Fallback Extension ‘

» Default Value |89105 89105 [~| E

Note: Calls coming in to destinations not associated with an extension such as VVoice Mail and
FNE also appear on line 18 in this configuration. The destinations are defined as the short codes
for Voicemail Collect and FNE Service.
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5.10. ARS

The Main ARS route exists by default and requires editing. Select the ARS Main route and click
on Add.

Configuration

= Main &k -

~#& BOOTP (0)
B-¢# Operator (3)
=% Solution
w-§  User(34)
-5 Group(1)
+-8% Short Code(52)
@z Directory(0)
£ Time Profile(0)
@8 Account Code(0)
) E‘, User Rights(9)
)-8 Location(1)

(-5 System (1)
-7 Line (2)
[#-<= Control Unit (8)
(-4 Extension (4)
2§ User(5)
-4 NoUser
g 89105 89105
§~ 89106 89106
g 89108 89108
£~ 89109 89109
a Group (0)
J-@% Short Code (11)
B Service (0)

+-Jill 1P Route (2)
% Licence (22)
¢ ARS (1)

R o)
J-i8 Location (1)

Incoming Call Route (7)

2% Authorization Code (0)

ARS

ARS Route Id D [J Secondary Dial tone

Route Name Main SystemTone

Dial Delay Time System Default (4) = Check User Call Barring

Description l

In Service Out of Service Route <None> v

1

Time Profile <None> e Qut of Hours Route <None> v

l

Code Telephone Number Feature Line Group ID ‘ Add...

1" 112 Dial Emergency 0
? Dial 18 i
9N; N Dial 18
90035391XXXXXX;  0035391N Dial 18
GOXXXXKXXKX; ON Dial 18

Edit...

Alternate Route <None> v

Define numbers as required. An example for national numbers is as follows:

e Define the Short Code, the example shows a 10 digit national number prefixed with 9 for
an outside line. Note that X indicates any digit and ““;” causes the system to wait for the
full number to be dialled.

e Select Dial in the Feature drop down menu.

e Define the Telephone Number as ON to remove the 9 and send the number as dialled.

e Select the Line Group ID defined in the SIP Line URI described in Section 5.5. During
testing this was 18 for the SIP Trunk.
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Edit Short Code

Code ;90)00000000(3 ‘

Feature Dial v

Cancel

Telephone Number ;ON ‘

Line Group 1D |18 vl

Locale v

Force Account Code O

Force Authorization Code [
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Click on OK. The next example shows emergency numbers. Set Feature to Dial Emergency.

New Short Code
Code |086756 |
Feature Dial Emergency v
- Cancel

Telephone Number [086/56 ]

Line Group 1D |18 v‘

Locale Switzedand (Geman) v

Force Account Code (|

Force Authorization Code [ ]

Note: The number shown is not a valid Emergency Services number. It is a test number used to

check Location data.

5.11. Location

If Location information is required for calls to Emergency Services, right-click Location in the

Navigation Pane and select New, (not shown).

On the Location tab of the Details Pane, enter the parameters as required. An example used

during testing is shown below:
e Define a Location Name.

e Define a Subnet Address and Subnet Mask as required. In the test environment, the IP

endpoints were in subnet 10.10.5.0/24.

e Select the Emergency ARS from the drop down menu. In the test environment default

ARS of 50: Main was used.
e Inthe example, all other fields were left at default values.

Configuration | = Galway

k-8 X | v

-4~ Operator (3) -
“% Solution

4 : User(34)

-3 Group(l)

t)-@% Short Code(52)

iam Directory(0)

£ Time Profile(0)

&8 Account Code(0)
w-f3 User Rights(9)
&8 Location(l)
*29 GSSCP SE
=89 GSSCP_IPO2

tH-%%p System (1)

#-F7 Line (10)

42 Control Unit (4)
-4 Extension (32)
&) i User (32)

-3¢ Group (1)

o--@% Short Code (74)
B Service (0)

ol RAS (1)

29 Incoming Call Routs
€2 WanPort (0)

£1) Time Profile ()

Location ‘»Address ‘

Location Name Galway

* This Location is common to all systems,

Location ID 2
Subnet Address 10 10 5 0

Subnet Mask 255 . 255 . 255 0

<no override> v

<None>

-

Emergency ARS

Fallback System

Call Admission Control

i,

Total Maximum Calls Unlimited

External Maximum Calls |Unlimited

Internal Maximum Calls  Unlimited

@ Firewall Profile (1)
+-filll IP Route (3)

@m Account Code (0)
% Licence (107)

@& Tunnel (0)
&-§3 User Rights (9)
5% ARS (1)
i “¢ 50: Main
-8 Location (1)
&5 2: Galway

Time Settings

Time Zone Same as System

00:00

<Add New Entry>

Edit Delete
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Note: The example shows the Location assigned by the subnet that the IP extension is in.
Location can also be assigned to a particular extension in the Extension data.

Click on the Address tab and enter data as required. The following screenshot shows an example
used during testing:

rLocation"‘ Address |
1, Please refer to the help for Information regarding this screen. Failure to format the address properly
Country Code I b could result in improper address association.
Al Connacht HNO
A2  Galway HNS
A3 Galway LMK
A4 Mervue BLD
Business Park LOC
Units 25-29 =
FLR
UNIT GSSCP Lab
RD
ROOM
RDSEC
SEAT
RDBR
RDSUBBR
PRD NAM 12345678
POD ADDCODE
STS PCN
PRM PC
POM POBOX

Note: The above example bears no relation to the information that would be used in the live
environment. It was specified for the sole purpose of being identifiable in the SIP messages of
the test calls.

5.12. T.38 Fax

At Release 10, T.38 Fax is supported on IP Office Server Edition when using an IP Office
Expansion (500 V2). The Swisscom Enterprise SIP Trunk testing was carried out using this
configuration with only the analogue extension for the fax machine on the Expansion. In this
configuration, the T.38 fax settings are configured on the SIP line between the Expansion and the
Server.
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5.12.1.

Analogue User

To configure the settings for the fax User, first navigate to User in the Navigation Pane for the

Expansion. In the test environment, the 5002 Expansion is called GSSCP_IPO?2. Select the

User tab. The following example shows the configuration required for an analogue Endpoint.
e Change the Name of the User if required.
e The Password and Confirm Password fields are set but are not required for analogue

endpoints.
e Select the required profile from the Profile drop down menu. Basic User is sufficient for
fax.
Configuration = Extn89022: 89022

‘.8 Account Code(0)
\Fﬂ, User Rights(9)
i Location(0)
(%% GSSCP SE
? GSSCP_IPO2
? System (1)

4 Line (10)
[#-“2> Control Unit (4)
[#-4 Extension (32)
=] & User (32)
-4 NoUser
-4 RemoteManager
- 89070 89070
@& 89021 Analog89021
89000 Extn89000
89001 Extn89001
89002 Extn89002
89003 Extn89003
89004 Extn89004
89005 Extn89005
89006 Extn89006
89007 Extn89007
89010 Extn89010
89011 Extn89011
89012 Extn89012
89013 Extn89013
89014 Extn89014
89015 Extn89015
89016 Extn89016
89017 Extn89017
89018 Extn89018
89020 Extn89020
89022 Extn89022
89023 Extn89023
89024 Extn89024
89025 Extn89025
89026 Extn89026
89027 Extn89027
89028 Extn89028
-4 89100 Mailbox
g 89050 SIP89050
- 89060 SIP89060
(-5 Group (1)

m

User | Voicemail l DND I ShortCodes | Source Numbers l Telephony l Forwarding I Dial In [ Voice Recording | Button Programming

Name

Password

Confirm Password
Unique Identity
Audio Conference PIN
Confirm Audio Conference PIN
Account Status

Full Name

Extension

Email Address

Locale

Priority

System Phone Rights

Profile

Extn89022
esssssees

Enabled

89022

[

s

INone

[Basic User

[] Receptionist
Enable Softphone
Enable one-X Portal Services
Enable one-X TeleCommuter
[7] Enable Remote Worker
[ Enable Communicator
Enable Mobile VoIP Client
Send Mobility Email

Web Collaboration

Configure other settings as described in Section 5.7
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5.12.2.

T.38 Fax Settings

The T.38 Fax settings are defined on the SIP Line between the Expansion and the Server. Note
that the VolP settings for T.38 Fax are required in three places in this configuration:

e The SIP Line for the Swisscom Enterprise SIP Trunk as described in Section 5.5.

e The IP Office Line between the Server and the Expansion on the Expansion.

e The IP Office Line between the Server and the Expansion on the Server.

In all the above cases, the Fax Transport Support was set to T38. If G.711 is required as a
workaround for the issue with incoming T.38 fax as described in Section 2.2, set this to G.711.
The following screenshot shows the VoIP Settings for the IP Office Line between the Server and

the Expansion on the Expansion:

Configuration

7

IP Office Line - Line 17*

@& BOOTP (7)
“ Operator (3)
¥ Solution
3] ﬁ User(34)
G538 Group(l)
(8% Short Code(52)
i Directory(0)
£ Time Profile(0)
@ Account Code(0)
E3] &; User Rights(9)
-8 Location(0)
(%% GSSCP SE
=% GSSCP_IPO2
+-%%) System (1)
=14 Line (10)
g 1
15
16
=7
48
@ 9
- 10
N 17

i ;21
+-<=> Control Unit (4)

ILine TShort Codes} VolP Settings ’T38 Fa:qz

Codec Selection Custom

Unused

[672264K
G.723.1 6K3 MP-MLQ

Selected

G.711 ALAW 64K
G.711 ULAW 64K
G.729(a) 8K CS-ACELP

Fax Transport Support 138

} Call Initiation Timeout (s) 4

Media Security

Media Security Features Disabled

[T VoIP Silence Suppression
Out Of Band DTMF

[T] Allow Direct Media Path

The T.38 Fax settings are defined in the T38 Fax tab. This is available on the Expansion only.
Default values were used for testing. If changes are required, uncheck Use Default Values.

Line |Shor’( CodeslVoIP Settingsi T38 Fax }

UDPTL

Trans TCF
14400
2600

2300

150

[¥] Use Default Values

Scan Line Fix-up
TFOP Enhancement
Disable T30 ECM
Disable EFlags For First DIS
Disable T30 MR Compression
NSF Override
0
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The following shows the VVolP Settings tab in the IP Office Line for the Expansion in the Server

configuration:
Configuration iz IP Office Line - Line 1
@-R BOOTP () [tine Ishort codgs(VoIP Settings |

Operator (3)

Solution

@-§  User(34)

(-5 Group(l)

[-8% Short Code(52)
@& Directory(0)
£ Time Profile(0)

- Account Code(0)

@-§3 User Rights(9)

& Location(0)

-2 GSSCP SE

#-“2» Control Unit (8)

-4 Extension (4)

& ﬁ User (5)

%% Group (0)

-@% Short Code (10)

D Service (0)

@-4p Incoming Call Route (7)
-l IP Route (2)

-8y Licence (22)

- ARS (1)

Codec Selection

Fax Transport Support

Call Initiation Timeout (s) 4 =

Media Security

[Custom v
Unused Selected
G.722 64K G.711 ALAW 64K
G.711 ULAW 64K
G.729(a) 8K CS-ACELP
>>>
(138 -

Media Security Features Disabled

Out Of Band DTMF

[] Allow Direct Media Path

Refer to Section 5.5.2 for the VolIP Settings on the SIP Line for the Swisscom Enterprise SIP

Trunk.
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5.13. Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.

File | Edit View Tools Help

Open Configuration... Ctrl+0

Close Cenfiguration

Save Configuration Ctrl+S

Save Configuration As...
Change Working Directory...

Preferences...

Offline
Advanced
Backup/Restore
Import/Export

Exit

LinelTransportISIP URII VoIP lSIP Credentials | SIP AdvancedIEngineeringl

Codec Selection [System Default

Unused Selected

G.722 64K sss | [GT11ALAWEMK
1 | G711 ULAW 64K
G.729(a) 8K CS-ACELP
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6. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya Session Border Controller for Enterprise
(Avaya SBCE). The Avaya SBCE provides security and manipulation of signalling to provide an
interface to the Service Provider’s SIP Trunk that is standard where possible and adapted to the
Service Provider’s SIP implementation where necessary.

6.1. Access Avaya Session Border Controller for Enterprise

Access the Session Border Controller using a web browser by entering the URL https://<ip-
address>, where <ip-address> is the private IP address configured at installation. A log in
screen is presented. Log in using the appropriate username and password.

o v o o Log In
Username: :}

WELCOME TO AVAYA SBC

Unauthorized access to this machine is prohibited. This system is for

Session Border Controller the use authorized users only. Usage of this system may be monitored
for Enterp rise and recorded by system personnel.

Anyone using this system expressly consents to such monitering and
is advised that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitering to law enforcement officials.

© 2011 - 2016 Avaya Inc. All rights reserved.

Once logged in, a dashboard is presented with a menu on the left-hand side. The menu is used as
a starting point for all configuration of the Avaya SBCE.

Alarms  Incidents Status~ Logs~  Diagnostics Users Settings v Help v~ Log Out
Session Border Controller for Enterprise AVAYA
Dashboard Dashboard
Adninistiation Information Installed Devices
Backup/Restore
System Time 01:37:40 PM GMT Refresh EMS

System Management

Global Parameters e 7.1.0.1-07-12090 GSSCP_R4S1

Global Profiles Build Date Tue Oct 11 15:52:41 EDT 2016

PPM Services License State @ 0K

Domain Policies Aggregate Licensing Overages 0
> TLS Management

Peak Licensing Overage Count 0
> Device Specific Settings

Last Logged in at 03/02/2017 10:34:20 GMT

Failed Login Attempts 0

Alarms (past 24 hours) Incidents (past 24 hours)
None found Nene found

Add

No notes found.
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6.2. Define Network Management

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external.

To define the network information, navigate to Device Specific Settings = Network
Management in the main menu on the left hand side and click on Add.

Dashboard Network Management: GSSCP_R481
Administration
Backup/Restore
System Management Interfaces || Networks
Global Parameters GSSCP R4S1 Add
Global Profiles
PPM Services Name Gateway Eg:gg: ST Interface IP Address
Domain Policies

TLS Management
4 Device Specific Settings

Network
Management

Enter details for the external interface in the dialogue box:

e Enter a descriptive name in the Name field.

e Enter the default gateway IP address for the external interfaces in the Default Gateway
field. In the test environment, this was the IP address of the VPN server.
Enter the subnet mask in the Subnet Mask field.
Select the external physical interface to be used from the Interface drop down menu. In
the test environment, this was B1.
Click on Add and an additional row will appear allowing an IP address to be entered.
Enter the external interface IP address for connection to the SIP trunk in the IP Address
field and leave the Public IP and Gateway Override fields blank.
e Click on Finish to complete the interface definition.

Add Network X

Name |Externa| ]
Default Gateway 1192.168.37.1 ]
Network Prefix or Subnet Mask |255.255.255.240 ]
Interface B1 v
Add
IP Address Public 1P Gateway Override
[192.168,37.2 I IUSE P Address ] IUse Default I Delete
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Click on Add again to define the internal interface. Enter details in the dialogue box (not
shown):
e Enter a descriptive name in the Name field.
e Enter the default gateway IP address for the internal interfaces in the Default Gateway
field.
e Enter the subnet mask in the Subnet Mask field.
e Select the internal physical interface to be used from the Interface drop down menu. In
the test environment, this was Al.
e Click on Add and an additional row will appear allowing an IP address to be entered.
e Enter an internal interface IP address for connection to IP Office in the IP Address field
and leave the Public IP and Gateway Override fields blank.
e Click on Finish to complete the interface definition.

The following screenshot shows the completed Network Management configuration:

Network Management: GSSCP_R4S1
Interfaces ” Networks I
GSSCP_R4581 Add
Name Gateway Eubnet Maskc Prefic Interface IP Address
ength
Internal 10.10.4.1 255.255.255.0 Al 10.10.4.102 Edit Delete
External 192.168.37.1 255.255.255.240 B1 192.168.37.2 Edit Delete

Select the Interface Configuration tab and click on the Status of the physical interface to
toggle the state. Change the state to Enabled where required.

Network Management: GSSCP_R48S1
Interfaces H Networks |
GSSCP_R451
Interface Name VLAN Tag Status
Al Enabled
A2 Message from webpage x
B1 s
{0\ Are you sure you wish to change the status of Interface to Enabled?
[ OK } [ Cancel }
Note: to ensure that the Avaya SBCE uses the interfaces defined, the Application must be
restarted.
e Click on System Management in the main menu (not shown).
e Select Restart Application indicated by an icon in the status bar (not shown).
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6.3. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces. Testing was carried out using TCP for transport of signalling
between IP Office and the Avaya SBCE, and for transport of signalling between the Avaya
SBCE and Swisscom Enterprise SIP Trunk. Signalling and media interfaces were required on
both the internal and external sides of the Avaya SBCE to handle traffic between the Avaya
SBCE and IP Office, and Avaya SBCE and Swisscom Enterprise SIP Trunk. This document
shows the configuration for TCP, if additional security is required, it’s recommended to use TLS
and port 5061.

6.3.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface (not shown) in the main menu on the left hand side. Details of transport
protocol and ports for the external and internal SIP signalling are entered here.

e Select Add and enter details of the external signalling interface in the pop-up menu.

e Inthe Name field enter a descriptive name for the external signalling interface.

e Inthe IP Address drop down menus, select the external network interface and IP
address. Note that when the external network interface is selected, the bottom drop down
menu is populated with the available IP addresses as defined in Section 6.2. In the test
environment, this was IP address 192.168.37.2.

e Enter the TCP port number in the TCP Port field, 5060 is used for the Swisscom SIP
Trunk.

Add Signaling Interface X

TLS Port has been disabled because no TS Server Profiles exist. Create a new TS Server

Profile to allow creation of a TS enabled Signaling Interface.

Name l External |

[External (B1. VLANO) V]|

192.168.37.2 V.

IP Address

TCP Port
Leave blank to dissble l5060 I
UDP Port [ l
Leave blank to disable
TLS Port
Leave blank to disable

TLS Profile None vV

Enable Shared Control

Shared Control Port

The internal signalling interfaces are defined in the same way; the dialogue box is not shown. In
the IP Address drop down menus, select the internal network interface and IP address.
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The following screenshot shows details of the signalling interfaces:

Signaling Interface: GSSCP_R4S51

GSSCP_R4§1

Modifying or deleting an existing signaling interface will require an application restart before taking effect. Application restarts can be
issued from SystemManagement.

Signaling IP TCP UDP TLS
Name o Port Port Port TLS Profile

10.10.4.102 y
Internal et GAESLAND 5060 - - None Edit Delete
External 192.168.37.2 5060 - None Edit Delete

External (81, VLAN 0)

Note: The internal signalling interface used internal IP address 10.10.4.102.

6.3.2. Media Interfaces

To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings =
Media Interface in the main menu on the left hand side. Details of the RTP port ranges for the
internal and external media streams are entered here. The IP addresses for media can be the same
as those used for signalling.

e Select Add and enter details of the external media interface in the pop-up menu.

e Inthe Name field enter a descriptive name for the external media interface.

e Inthe IP Address drop down menus, select the external network interface and IP
address. Note that when the external network interface is selected, the bottom drop down
menu is populated with the available IP addresses as defined in Section 6.2. In the test
environment, this was IP address 192.168.37.2.

e Define the RTP Port Range for the media path with Swisscom Enterprise SIP Trunk,
during testing this was left at the default values.

Add Media Interface X

Name [External I

[External (B1. VLANO) V|

IP Address
Port Range 35000 _]-[0000 |
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The internal media interface is defined in the same way; the dialogue box is not shown:
e Select Add and enter details of the internal media interface in the pop-up menu.
¢ Inthe Name field enter a descriptive name for the internal media interface.
e Inthe IP Address drop down menus, select the internal network interface and IP address.

The following screenshot shows the completed configuration:

Media Interface: GSSCP_R4S51

GSSCP_R4S1

Modifying or delefing an existing media interface will require an application restart before taking effect. Application restarts can be

issued from System Management.

Add

Media IP

Name et Port Range

192.168.37.2 o R
External External (81, VLAN 0) 35000 - 40000 Edit Delete
Internal 10.10.4.102 35000 - 40000 Edit Delete

Internal (A1, VLAN 0)

Note: In the test environment, the internal IP address was 10.10.4.102.

6.4. Define Server Interworking

Server interworking is defined for servers connected to the Avaya SBCE. To define server
interworking, navigate to Global Profiles = Server Interworking in the main menu on the left
hand side. To define Server Interworking for the Swisscom SIP Trunk, click on Add (not
shown). A pop-up menu is generated. In the Name field enter a descriptive name for the
Swisscom SIP Trunk and click Next.

Interworking Profile

Profe Name

Next
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Configuration of interworking includes Hold support, T.38 fax support and SIP extensions. In the
General dialogue box shown in the screenshot, define the interworking as follows:

e Check the T.38 Support box.

e During testing, the rest of the parameters were left at default values.

Interworking Profile X

® None

Hold Support ‘1;:?' RFC2543 -¢=0.0.00
() RFC3264 - a=sendonly

180 Handling ® None O SDP () No SDP
181 Handling ® None © SDP O No SDP
182 Handling ® None O SDP O NoSDP
183 Handling ® None O SDP O NoSDP
Refer Handling ]

URI Group None v

Send Hold v

Delayed Offer v
3xx Handling ]

Diversion Header Support

Delayed SDP Handling ]
Re-Invite Handling [l
Prack Handling ]
Allow 18X SDP

T.38 Support Vi
URI Scheme @®sip O TEL O ANY
Via Header Format . HES ol

U RFC2543

l Back ‘ l Next I
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Click on Next and Next again to go through the next two dialogue boxes. During testing, these
were left at default values.

Interworking Profile Interworking Profile

All fields are optional.

ey Enehee -
Min-SE [ ] seconds.[90-86400] Uz M
Init Timer l:l milliseconds, [S0 - 1000] P-Asserted-Identity
Max Timer l:l milliseconds, [200 - 8000] AT TR ALY
Trans Expire l:l seconds, [1-64] Privacy Header
Invite Expirs [ ] seconds, [180-300) Next

In the final dialogue box, leave the None box checked as the default value for Record Routes
and ensure that the Has Remote SBC box is checked. Note that Avaya extensions are not
supported on the Swisscom Enterprise SIP Trunk. Click on Finish

Interworking Profile X

O Single Side
() Both Sides
© Dialog-Initiate Only {Single Side)
O Dialog-Initiate Only (Both Sides)

Record Routes

Include End Point IP for Context Lookup  []

Extensions
Diversion Manipulation |
Diversion Condition None v

Diversion Header URI

Has Remote SBC V]
Route Response on Via Port |
Relay INVITE Replace for SIPREC |
DTMF

® None
DTMF Support O SIP NOTIFY

O SIPINFO

l Back | | Finish |

Repeat the process to define Server Interworking for IP Office.
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The following screenshot shows the completed configuration of the interworking profile for IP

Office.

Add

¢s2100
avaya-fu
Avaya CPE

Service_Provider

Interworking Profiles: Avaya_CPE

Interworking Profiles Click here to add a descripfion.

General || Timers H Privacy I | URI Manipulation H Header Ma‘nri‘pqlaﬁonrl | Advanced I

| Rename H Clone || Delete ]

General
Hold Support
180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling
URI Group
Send Hold
Delayed Offer
3xx Handling
Diversion Header Support
Delayed SDP Handling
Re-Invite Handling
Prack Handling
Allow 18X SDP
T.38 Support
URI Scheme

Via Header Format

>

NONE
None
None
None
None
No
None
No

No

No

No

No

No

No

No
Yes
SIP
RFC3261

Edit

The only differences are that Record Routes is set to Both Sides and Extensions is set to Avaya.
Although these are supported on the enterprise side, they are not used on the SIP Trunk.

Add

¢s2100
avaya-ru
Avaya_CPE

Service_Provider

Interworking Profiles: Avaya_CPE

Interworking Profiles Click here to add a description.

General H Timers || Privacy I I URI Manipulation H Header Manipulation | | Advanced ]

Record Routes

Include End Point IP for Context Lookup
Extensions

Diversion Manipulation

Has Remote SBC

Route Response on Via Port

Relay INVITE Replace for SIPREC

DTMF

DTMF Support

| Rename || Clone || Delete |

Both Sides
Yes

Avaya

No

Yes

No

No

None
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6.5. Define Servers

A server definition is required for each SIP Trunk connected to the Avaya SBCE. In the case of
the Swisscom Enterprise SIP Trunk test environment, this was IP Office on the enterprise side
and the Swisscom SIP Trunk on the network side via a VPN. To define the Swisscom SIP Trunk,
navigate to Global Profiles = Server Configuration in the main menu on the left hand side.
Click on Add and enter an appropriate name in the pop-up menu.

Add Server Configuration Profile

Profile Name Swisscom

Next

Click on Next and enter details in the dialogue box.

e Inthe Server Type drop down menu, select Trunk Server.

e Click on Add to enter an IP address or FQDN

e Inthe IP Address/ FQDN box, type the IP address for the Swisscom SIP Trunk,
10.254.150.52 was used for testing.

e Inthe Port box, enter the port to be used for the SIP Trunk. This was set to 5060 for
TCP.

e Inthe Transport drop down menu, select TCP.

e Click on Next.

Edit Server Configuration Profile - General X

Server Type | Trunk Server v

SIP Domain | |

TLS Client Profile None Vv
Add

IP Address / FQDN Port Transport

110.254.150.52 | [5060 | [TcP V| Delete

I Back | | Next I
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Click on Next and Next again. Leave the fields in the dialogue boxes at default values.

Add Server Configuration Profile - Authentication Add Server Configuration Profile - Heartbeat
Enable Authentication Enable Heartbeat
User Name Method OPTIONS Vv
ﬁfsa\}g::!ank to detect from server challenge) Frequency seconds
Password From URI
Confirm Password To URI
[Next |

Click on Next again to get to the final dialogue box. This contains the Advanced settings:
¢ Inthe Interworking Profile drop down menu, select the Interworking Profile for the
Swisscom SIP Trunk defined in Section 6.4.
e Leave the other fields at default settings.
e Click Finish.

Add Server Configuration Profile - Advanced X

Enable DoS Protection O
Enable Grooming J
Interworking Profile
Signaling Manipulation Script INone V]
Securable J
Enable FGDN O

TCP Failover Port 5060

TLS Failover Port 5061
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Use the previous process to define the Call Server configuration for IP Office if not already
defined.
e Ensure that Call Server is selected in the Server Type drop down menu in the General
dialogue box.
e Ensure that the Interworking Profile defined for IP Office in Section 6.4 is selected in the
Interworking Profile drop down menu in the Advanced dialogue box

The following screenshot shows the General tab of the completed Server Configuration for IP
Office:

Server Configuration: I[PO_10-0

Add Rename H Clone || Delete l
Server Profiles General H Authentication I | Heartbeat l | Advanced l
asses Server Type Call Server
IPO_10-0
IP Address / FQDN Port Transport
10.10.4.101 5060 TCP

The next screenshot shows the Advanced tab.

Server Configuration: IPO_10-0
Add Rename ‘ ‘ Clone H Delete I
Server Profiles General | | Authentication | | Heartbeat | | Advanced
Swisscom
Enable DoS Protection O
IPO_10-0
Enable Grooming O
Interworking Profile Avaya_CPE
Signaling Manipulation Script None
Securable O
Enable FGDN O

Note: If the heartbeat settings for the IP Office are defined, the Avaya SBCE may fail incoming
calls gracefully in the event that the IP Office becomes unavailable. This was not tested however,
and is not described here in detail.

6.6. Define Routing

Routing information is required for routing to the Swisscom SIP Trunk via the VPN on the
external side and IP Office on the internal side. The IP addresses and ports defined here will be
used as the destination addresses for signalling.
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To define routing to the Swisscom SIP Trunk, navigate to Global Profiles = Routing in the
main menu on the left hand side. Click on Add and enter an appropriate name in the dialogue
box.

Routing Profile

Profile Name Swisscom

Next

Click on Next and enter details for the Routing Profile for the SIP Trunk:

e During testing, Load Balancing was not required and was left at the default value of
Priority.

e Click on Add to specify the next hop address for the SIP Trunk.

e Assign a priority in the Priority / Weight field, during testing a value of 1 was used.

e Select the Server Configuration defined in Section 6.5 in the Server Configuration drop
down menu, the Next Hop Address field will be automatically populated.

e Click Finish.

Routing Profile X

URI Group Time of Day
Load Balancing | Priority v| NAPTR
Transport None Vv Next Hop Priority V]
Next Hop In-Dialog [ ] Ignore Route Header [ ]
ENUM ] ENUM Suffix
Add
Priority / :
Weight Server Configuration  Next Hop Address Transport
|1 | [Swisscom v| [10.254.15052:5060 (TCP) V| [None V| Delete
} Back | | Finish |
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Repeat the process for the Routing Profile for IP Office: The following screenshot shows the
completed configuration:

Routing Profiles: IPO_10-0
Add I Rename H Clone H Delete I

Routing Profiles Click here to add a description.
—— Routing Profile
IPO_10-0 —

Update Priority Add
Swisscom

Priority l(JEIr:f)Iup Time of Day Load Balancing Next Hop Address Transport

> default Priority 10.10.4.101 TCP Edit Delete

Note: The Next Hop Address for IP Office is 10.10.4.101 in this configuration.

6.7. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop for terminating addresses or Avaya SBCE interfaces for originating addresses.

To define Topology Hiding for the Swisscom SIP Trunk, navigate to Global Profiles =
Topology Hiding in the main menu on the left hand side. Click on Add to bring up a dialogue
box, assign an appropriate name and click on Next to configure Topology Hiding for each header
as required:

Topology Hiding Profile

Profs Name

Next
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Enter details in the Topology Hiding Profile pop-up menu.

e Click on Add Header and select from the Header drop down menu.

e Select IP or IP/Domain from the Criteria drop down menu depending on requirements.
During testing default settings of IP/Domain were used so that both IP addresses and
domain names were hidden.

e Leave the Replace Action at the default value of Auto unless a specific domain name is
required in which case select Overwrite and enter the domain in the Overwrite Value
field.

e Topology hiding was defined for all headers where the function is available.

Topology Hiding Profile X

Header Cntenia Replace Action Overwrite Value
[Request Line Vl [IP/Domaln Vl ]Auto Delete
| Back | | Finish l

The following screenshot shows the completed Topology Hiding configuration for the Swisscom
SIP Trunk.

Topology Hiding Profiles: External
Add ‘ Rename H Clone || Delete |

Profiles
default Topology Hiding
cisco_th_profile Header Criteria Replace Action Overwrite Value
Internal Record-Route IP/Domain Auto
External From IP/Domain Auto

Reguest-Line IP/Domain Auto

SDP IP/Domain Auto

Refer-To IP/Domain Auto

Via IP/Domain Auto

To IP/Domain Auto

Referred-By IP/Domain Auto

To define Topology hiding for IP Office, follow the same process. This can be simplified by
cloning the profile defined for the Swisscom SIP Trunk. Do this by highlighting the profile

defined for Swisscom Enterprise SIP Trunk and clicking on Clone.
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Enter an appropriate name for IP Office and click on Next. Make any changes where required, in
the test environment all settings were left at the default values.

Topology Hiding Profiles: Internal

Add I Rename H Clone ” Delete |

Topology Hiding Click here to add a description.
Profiles

default Topology Hiding
cisco_th_profile Header Criteria Replace Action Overwrite Value
Itatnal Referred-By IP/Domain Auto
External To IP/Domain Auto --
From IP/Domain Auto
Via IP/Domain Auto —
SDP IP/Domain Auto
Record-Route IP/Domain Auto -
Request-Line IP/Domain Auto
Refer-To IP/Domain Auto —

6.8. Server Flows

Server Flows combine the previously defined profiles into two End Point Server Flows, one for
the Swisscom SIP Trunk and the other for IP Office from each of the Avaya SBC internal
interfaces. These End Point Server Flows allow calls to be routed from IP Office to Swisscom
Enterprise SIP Trunk and vice versa.

To define the Server Flows, navigate to Device Specific Settings = End Point Flows and click
on Add.

Session Border Controller for Enterprise AVAYA
Dashboard End Point Flows: GSSCP_R4S1

Administration

Ejzz(eur:/zzzt:;zmem Subscriber Flows || Server Flows |

> Global Parameters CACRRL] Add

> Global Profiles
» PPM Services Use the add button to create a new Server Flow.

> Domain Policies

> TLS Management

4 Device Specific Settings
Network Management
Media Interface
Signaling Interface

End Point Flows
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Define the Server flow for the Swisscom SIP Trunk as follows:

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Flow Name field enter a descriptive name for the server flow for the Swisscom
SIP Trunk, in the test environment Swisscom was used.

In the Server Configuration field drop-down menu, select the SIP Trunk defined in
Section 6.5.

In the Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for the SIP Trunk is
received on.

In the Signaling Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for the SIP Trunk is
sent on.

In the Media Interface drop-down menu, select the external media interface defined in
Section 6.3.2. This is the interface that media bound for the SIP Trunk is sent on.

In the Routing Profile drop-down menu, select the routing profile of IP Office defined in
Section 6.6.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
the Swisscom SIP Trunk defined in Section 6.7 and click Finish.

Add Flow X

Flow Name |Swisscom l
Server Configuration
URI Group
Transport
Remote Subnet % ]
Received Interface
Signaling Interface External V|
Media Interface @
Secondary Media Interface
End Point Policy Group |default-low v
Routing Profile
Topology Hiding Profile
Signaling Manipulation Script [None V]
Remote Branch Office
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To define Server Flows for IP Office, navigate to Device Specific Settings = End Point Flows.

Click on the Server Flows tab.

Select Add Flow and enter details in the pop-up menu.

In the Flow Name field enter a descriptive name for server flow for IP Office, in the test
environment IPO_10-0_Fixed was used.

In the Server Configuration field drop-down menu, select the IP Office server defined
in Section 6.5.

In the Received Interface drop-down menu, select the external SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for IP Office is
received on.

In the Signaling Interface drop-down menu, select the internal SIP signalling interface
defined in Section 6.3.1. This is the interface that signalling bound for IP Office is sent
on.

In the Media Interface drop-down menu, select the internal media interface defined in
Section 6.3.2. This is the interface that media bound for IP Office is sent on.

In the Routing Profile drop-down menu, select the routing profile of the Swisscom SIP
Trunk defined in Section 6.6.

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of IP
Office defined in Section 6.7 and click Finish.

Add Flow X

Flow Name [IPO_10-0_Fixed |

Server Configuration

URI Group

Transport

Remote Subnet % l

Received Interface

Signaling Interface @]

Media Interface

Secondary Media Interface

End Point Policy Group Idefault-low v

Routing Profile

Topology Hiding Profile Internal v

Signaling Manipulation Script [None V]

Remote Branch Office
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The following screenshot shows the completed configuration:

End Point Flows: GSSCP_R4851

Subscriber Flows | | Server Flows I

GSSCP_R4S81

r Server Configuration: IPO_10-0

Add

Click here to add a row description.

S Received Signaling End Point Routing
HEL L Gl Interface Interface Policy Group  Profile
IPO_10-0_Fixed ~ External Internal default-low Swisscom

View

Clone Edit Delete

r Server Configuration: Swisscom

- Received Signaling End Point Routing

Prionity” Flow Name Interface Interface Policy Group  Profile

Swisscom * Internal External default-low IPO_10-0 View Clone Edit Delete
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7. Configure the Swisscom Enterprise SIP Trunk Equipment

The configuration of the Swisscom equipment used to support the SIP Trunk is outside the scope
of these Application Notes and will not be covered. To obtain further information on Swisscom
equipment and system configuration please contact an authorized Swisscom representative.

8. Verification Steps
This section includes steps that can be used to verify that the configuration has been done

correctly.

8.1. SIP Trunk status

The status of the SIP trunk can be verified by opening the System Status application. A Windows
7 PC was used for testing and the application was opened by pressing the Start button and
selecting All Programs—> IP Office - System Status.

. IP Office - :
. Devices and Printers
A\ IP Office Knowledge Base
gt Manager Default Programs
Monitor
| S Systern Status ﬂ Help and Support

. Java

Uninstall IP Office Admin Suite

1 Back

-

Log in to IP Office System Status at the prompt using the Control Unit IP Address for the IP
Office. The User Name and Password are the same as those used for IP Office Manager.

+J Avaya IP Office System Status

[=]®] %

AVAYA

Help Bxit About

IP Office System Status

Online [Offiine

Logon

Control Unit IP Address: BUBTRST}Y

Services Base TCP Port: ELl:LT
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From the left hand menu expand Trunks and choose the SIP trunk (21 in this instance). The
status window will show the status as being idle and time in state if the Trunk is operational.

+J Avaya IP Office System Status - GSSCP SE (10.10.4.101) - IP Office Linux PC 10.0.0.2.0 build 10 b

AVAYA IP Office System Status

Help Snapshot LogOff Exit About

K System

: i:;nk's . ;; ) SIP Trunk Summary
Line: 1 Line Service State: In Service
- } Peer Domain Name: sip://10.10.4.102
- :EZZE (;Z”SS Resolved Address: 10.10.4.102
B Voicemail Line Number: B
B IP Networking Number of Administered Channels: 20
Locations Number of Channels in Use: 0
Administered Compression: G711 A, G711 Mu, G723 A
Enable Faststart: off
Silence Suppression: off
Layer 4 Protocol: TCP
SIP Trunk Channel Licenses: 256 . 0%
SIP Trunk Channel Licenses in Use: 0
SIP Device Features:
... U.. Call Curr... Timein Remote C... Con... Caller Other Dire... Round Rec... Rec... Tran... Tran...
Ref S... Medi... ID 0... Partyo... Trip...
1 Idle |00:0... -
2 Idle |00:0... !§|I
3 Idle |00:0... T
4 Idle |00:0...
5 Idle |00:0... <
(INEREYS
[ Trace [ Trace All ] [ Pause ] [ Ping ] " Call Details Graceful Shutdown ] [ Force Out of Service ]

Print... || SaveAs... |

12:58:30 | Online ol

Should issues arise with the SIP trunk, use the Avaya SBCE trace facility to check that the
OPTIONS requests sent from IP Office via the Avaya SBCE to the Swisscom SIP Trunk are
receiving a response.
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To define the trace, navigate to Device Specific Settings = Advanced Options 2>
Troubleshooting = Trace in the main menu on the left hand side and select the Packet
Capture tab.
e Select the SIP Trunk interface from the Interface drop down menu.
e Select the signalling interface IP address or All from the Local Address drop down
menu.
e Enter the IP address of the network SBC in the Remote Address field or enter a * to
capture all traffic.
e Specify the Maximum Number of Packets to Capture, 1000 is shown as an example.
e Specify the filename of the resultant pcap file in the Capture Filename field.
e Click on Start Capture.

Dashboard Trace: GSSCP_R481

Administration

Backup/Restore

System Management Packet Capture || Captures

> Global Parameters BISCHIS Packet Capture Configuration

> Global Profiles Status Ready
> PPM Services i

Domain Policies
> TLS Management SRS Al VIl ]

4 Device Specific Settings

Remote Address
«. *Port, IP, IP:Port

0

Network Management

Media Interface Protocol
Signaling Interface
9 _g Maximum Number of Packets to Capture 10000
End Point Flows
i Capture Filename
Session Flows Usir,x)g the name of an existing capture will overwrite it ‘SfP_Trunk_Test.pcap
DMZ Services
TURN/STUN Service
SNMP

Syslog Management

Advanced Options

4 Troubleshooting
Debugging
Trace

To view the trace, select the Captures tab and click on the relevant filename in the list of traces.

Trace: GSSCP_R481

Packet Capture | | Captures |
GSSCP_R451
File Name File Size (bytes) Last Modified
SIP_Trunk_Test_20170302134004 pcap 118,784 March 2, 2017 1:45:11 PM GMT Delete

The trace is viewed as a standard pcap file in Wireshark. If the SIP trunk is working correctly, a
SIP response to OPTIONS in the form of a 200 OK will be seen from the Swisscom SIP Trunk.
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9. Conclusion

All tests for Swisscom Enterprise SIP Trunk were completed. Observations for the testing are
listed in Section 2.2.
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10. Additional References
Product documentation for Avaya products may be found at http://support.avaya.com.

[1]
[2]
[3]

[4]
[5]

[6]

[7]
[8]

[9]

[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]

Avaya IP Office™ Platform Start Here First, Release 10, August 2016.

Avaya IP Office™ Platform Server Edition Reference Configuration, August 2016

IP Office™ Platform 10.0, Deploying Avaya IP Office™ Platform Servers as Virtual
Machines, Jan 2017

IP Office™ Platform 10.0, Deploying Avaya IP Office™ Platform IP500 V2, Jan 2017.
1P Office™ Platform 10.0 Installing and Maintaining the Avaya IP Office™ Platform
Application Server, Document number 15-601011, Jan 2017.

Administering Avaya IP Office™ Platform with Web Manager, Release 10.0, September
2016.

Administering Avaya IP Office™ Platform with Manager, Release 10.0, September 2016.
IP Office™ Platform 10.0 Using System Status, Document number15-601758, 7" July
2016.

IP Office™ Platform 10.0 Using IP Office System Monitor, Document number 15-601019,
25™ November 2016.

Using Avaya Communicator for Windows on IP Office, Release 10.0, August 2016.
Avaya Communicator for Web- IP Office™ Platform: User Guide, October 2016.

Avaya Communicator for Web- IP Office™ Platform: Administering Guide, October 2016.
IP Office™ Platform 10.0 - Third-Party SIP Extension Installation Notes, June 2016.
Deploying Avaya Session Border Controller for Enterprise, Release 7.1, Nov 2016
Upgrading Avaya Session Border Controller for Enterprise, Release 7.1, Aug 2016
Administering Avaya Session Border Controller for Enterprise, Release 7.1, Jun 2016
RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

BG; Reviewed: Solution & Interoperability Test Lab Application Notes 55 of 56
SPOC 4/20/2017 ©2017 Avaya Inc. All Rights Reserved. Swiss_IPO10SBC


http://www.ietf.org/

©2017 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ gare registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
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recommendations provided in these Application Notes are believed to be accurate and
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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