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Abstract

These Application Notes describe the configuration steps required for HigherGround Calibre to
interoperate with Avaya Aura® Communication Manager using Avaya Aura® Application
Enablement Services.

HigherGround Calibre is a call recording solution. In the compliance testing, HigherGround
Calibre used the Device, Media, and Call Control (DMCC) Service Observing interface from
Avaya Aura® Application Enablement Services to monitor skill group and agent station
extensions on Avaya Aura® Communication Manager, and to capture the media associated with
the monitored agents for call recording.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for HigherGround Calibre (Calibre)
to interoperate with Avaya Aura® Communication Manager (Communication Manager) using Avaya
Aura® Application Enablement Services (Application Enablement Services).

Calibre is a call recording solution. In the compliance testing, Calibre used the Device, Media, and
Call Control (DMCC) interface from Application Enablement Services to monitor skill group and
agent station extensions on Communication Manager.

Calibre starts the call recording by using the Service Observing feature to add a virtual IP softphone to
target stations upon successfully registering via DMCC, and to obtain the media when calls connect to
the target stations.

When there is an active call on the monitored agent, Calibre is informed of the call via TSAPI event
reports from the DMCC interface. The event reports are used to tag recordings with agent, station,
caller and called information.

2. General Test Approach and Test Results

The feature test cases were performed both automatically and manually. Upon start of the Calibre
application, the application uses DMCC to register the virtual IP softphones to Communication
Manager, and to request TSAPI monitoring on the skill group and agent station extensions. These
virtual stations are then set to Service Observe the target stations using a Service Observe button
programmed on the station form.

For the manual part of the testing, each call was handled manually on the agent telephone with
generation of unique audio content for the recordings. Necessary user actions such as hold and
reconnect were performed from the agent telephones to test the different call scenarios. The
serviceability test cases were performed manually by disconnecting/reconnecting the network
connection to Calibre.

The verification of tests included using the Calibre logs for proper message exchanges and using the
Retrieval application for proper logging and playback of the calls.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to the
interoperability of the tested products and their functionalities. DevConnect Compliance Testing is
not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of a
DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.
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Support for these security and encryption capabilities in any non-Avaya solution component is the
responsibility of each individual vendor. Readers should consult the appropriate vendor-supplied
product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems and
Calibre did not include use of any specific encryption features as requested by HigherGround.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the following on Calibre:
e Use of DMCC registration services to register and un-register the virtual IP softphones.

e Use of DMCC monitoring services to monitor skill group, agent stations, and virtual IP
softphones.

e Use of DMCC device control services to activate Service Observing for the virtual IP softphones
and to obtain the media for call recording.

¢ Proper recording, logging, and playback of calls for scenarios involving inbound, outbound,
internal, external, ACD, non-ACD, hold, reconnect, simultaneous calls, simultaneous agents,
conference, and transfer.

The serviceability testing focused on verifying the ability of Calibre to recover from adverse
conditions, such as disconnecting/reconnecting the Ethernet connection to the Calibre server.
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2.2. Test Results

All test cases were executed, and the following were observations on Calibre from the compliance
testing:

e By design, every time a hold and resume is performed on the agent stations, a new record is
created on Calibre.

2.3. Support
Technical support on Calibre can be obtained through the following:

e Phone: (818) 456-1600
e Email: support@highergroundinc.com
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3.

Reference Configuration

Calibre can be configured on a single server or with components distributed across multiple servers.

The compliance test used a single server configuration shown in Figure 1.

Calibre has a Retrieval application that can be used to review and playback the call recordings.

In the compliance testing, the contact center devices consisted of the following.

Device Type Extension
VDN 31500
Skill/Hunt Group 3100
Agent ID 32000 - 32004

Agent Station (H.323)

30002, 30004

Agent Station (SIP)

30001, 30003, 30006

Agent Station (DCP)

30005

Virtual Station

30050-30055

|

H.323 Endpoints and H.323
Soft Clients T

Simulated
P PSTN

ISDN PRI~

/
G430 Media Gateway '
10.64.115.2

H.248

Communication Manager

VM Infrastructure

Application Enablement

Services

HigherGround Calibre

10.64.115.25 ASAI 10.64.115.28 10.64.115.37
| SIP|Trunks
[ SIP Endpoints and Soft | . S
Clients e .
o Session Manager (2) R T
RTP\SRTP 1084115 20 L -
Signaling \ /
Figure 1: Calibre Test Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager 8.0 (R018x.00.0.822.0)
Avaya G430 Media Gateway 40.10.0
Avaya Aura® System Manager 8.0.0.0.098174
Avaya Aura® Session Manager 8.0.0.0.800035
Avaya Aura® Application Enablement Services 8.0.0.0.0.6-0
Avaya 6408D Deskphone (DCP) n/a
Avaya J169/179 Deskphone (SIP) 3.0.0.1.6
Avaya 9641G Deskphone (SIP) 7.1.1.09
9611G (H.323) 6.6506
9670G (H.323) 3.280A
HigherGround Calibre on 8.1804
Windows 2016 Standard Server

e Avaya DMCC .NET (ServiceProvider.dll) | 7.0.0.38
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
include the following areas:

e Verify license

e Administer IP Services

e Administer CTI link

e Administer system parameters features
e Administer virtual IP softphones

5.1. Verify License

Log in to the System Access Terminal (SAT) to verify that the Communication Manager license has
proper permissions for features illustrated in these Application Notes. Verify that the Computer
Telephony Adjunct Links customer option is set to “y” on Page 4. If this option is not set to “y”,
then contact the Avaya sales team or business partner for a proper license file.

display system-parameters customer-options Page 4 of 12
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? y Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 012 y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? vy Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? vy DCS (Basic)? y
ASATI Link Core Capabilities? y DCS Call Coverage? y
ASAI Link Plus Capabilities? vy DCS with Rerouting? y

Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? vy
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? y DS1 Echo Cancellation? y

Attendant Vectoring? y
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5.2. Administer IP Services

Use the “change ip-services” command to define the service port. The AE Services Server must match
the hostname of the AES server, the password will be used later when configuring AES.

change ip-services Page 1l of 3

IP SERVICES

Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765
change ip-services Page 3 of 3

AE Services Administration

Server 1D AE Services Password Enabled Status
Server
1: sildvaes8 * y in use

5.3. Administer CTI Link

Add a CTI link using the “add cti-link n” command, where “n” is an available CTI link number.

display cti-link 1 Page 1 of 3
CTI LINK
CTI Link: 1
Extension: 30099
Type: ADJ-IP
COR: 1
Name: AESS8
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5.4. Administer System Parameters Features

Use the “change system-parameters features” command to enable Create Universal Call ID (UCID)
and assign a unique value for UCID Network Node ID.

change system-parameters features Page 5 of 19
FEATURE-RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEM-WIDE PARAMETERS
Switch Name: SILDenver
Emergency Extension Forwarding (min): 10
Enable Inter-Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station
EC500 Routing in Survivable Mode: dpt-then-ec500
MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:

Delay Sending RELease (seconds): 0
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n

Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL ID
Create Universal Call ID (UCID)? y UCID Network Node ID: 1

On Page 13, enable Send UCID to ASAI. This allows for the universal call ID to be sent to Calibre.

change system-parameters features Page 13 of 19
FEATURE-RELATED SYSTEM PARAMETERS
CALL CENTER MISCELLANEOUS
Callr-info Display Timer (sec): 10
Clear Callr-info: next-call
Allow Ringer-off with Auto-Answer? n

Reporting for PC Non-Predictive Calls? n
Agent/Caller Disconnect Tones? n

Interruptible Aux Notification Timer (sec): 3
Zip Tone Burst for Callmaster Endpoints: double

ASAI
Copy ASAI UUI During Conference/Transfer? n
Call Classification After Answer Supervision? n
Send UCID to ASAI? y
For ASAI Send DTMF Tone to Call Originator? y
Send Connect Event to ASAI For Announcement Answer? n
Prefer H.323 Over SIP For Dual-Reg Station 3PCC Make Call? n
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5.5. Administer Virtual IP Softphones

Add a virtual softphone using following values for the specified fields and retain the default values for
the remaining fields.

e Extension: The available extension number.
e Type: Any IP telephone type.
e Name: A descriptive name.

Security Code: A desired code.
IP SoftPhone: “y”

add station 30050 Page 1 of 5
STATION

Extension: 30050 Lock Messages? n BCC: O

Type: 9608 Security Code: * T™N: 1

Port: S00017 Coverage Path 1: COR: 1

Name: DMCC1l Coverage Path 2: COS: 1

Hunt-to Station: Tests? y

STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 30050
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? y

Make sure a button is configured with serv-obsrv:

add station 30050 Page 4 of 5
STATION

SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0

Building: Set Color:

ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS
1: call-appr
2: call-appr
3: call-appr
4: serv-obsrv

0 J oy U

voice-mail
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Repeat this section to administer the desired number of virtual IP softphones, using sequential
extension numbers. In the compliance testing, six virtual IP softphones were administered as shown
below, to allow for simultaneous recording of all monitored agents in Section 3.

list station 30050 count 6

STATIONS
Ext/ Port/ Name/ Room/ Cvl/ COR/
Hunt-to Type Surv GK NN Move Cable Jack Cv2 COS TN
30050 S00017 DMCC1 1
9608 no 1 1
30051 500020 DMCC2 1
9608 no 1 1
30052 500023 DMCC3 1
9608 no 1 1
30053 500026 DMCC4 1
9608 no 1 1
30054 500029 DMCC5 1
9608 no 1 1
30055 S00032 DMCC6 1
9608 no 1 1
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6. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Application Enablement Services. The
procedures include the following areas:

e Launch OAM interface

o Verify License

e Administer Switch Connection
e Administer H.323 Gatekeeper
o Administer TSAPI link

e Disable Security Database

e Restart Services

e Administer Calibre User

e Administer Ports

6.1. Launch OAM Interface

Access the OAM web-based interface by using the URL “https://ip-address” in an Internet browser
window, where “ip-address” is the IP address of the Application Enablement Services server. The

Please login here screen is displayed. Log in using the appropriate credentials.

AVAYA

Application Enablement Services
Management Console

Please login here:

Copyright A@ 2009-2016 Avaya Inc. All Rights Reserve d.

The Welcome to OAM screen is displayed.

AVAYA

» AE Services

Interface
High Availability
» Licensing
» Maintenance
) Networking
» Security
» Status

) Utilities

» Help

Welcome: User cust

Last login: Fri Apr 12 09:44:06 2019 from 10.64.115.42

Number of prior failed login attempts: 0

Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Wed May 29 12:45:37 MDT 2019

HA Status: Not Configured

Home | Help | Logout

Communication Manager Welcome to OAM

The AE Services Operations, istration, and (OAM) Web provides you with tools for
managing the AE Server. OAM spans the following administrative domains:

« AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.

« Communication Manager Interface - Use Communication Manager Interface to manage switch
connection and dialplan.

« High Availability - Use High Availability to manage AE Services HA.

« Licensing - Use Licensing to manage the license server.

« Maintenance - Use Maintenance to manage the routine maintenance tasks.

« Networking - Use Networking to manage the network interfaces and ports.

« Security - Use Security to manage Linux user accounts, certificate, host authentication and

» User Management authorization, configure Linux-PAM (Pluggable Authentication Modules for Linux) and so on.

« Status - Use Status to obtain server status informations.

o User - Use User to manage AE Services users and AE Services user-related
resources.

« Utilities - Use Utilities to carry out basic connectivity tests.

« Help - Use Help to obtain a few tips for using the OAM Help system

Depending on your business requirements, these administrative domains can be served by one administrator
for all domains, or a separate administrator for each domain.
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6.2. Verify License

Select Licensing > WebLM Server Access in the left pane, to display the Web License Manager
pop-up screen, and log in using the appropriate credentials. In the lab, the license was installed on

System Manager.

Select Licensed products > APPL_ENAB > Application_Enablement in the left pane, to display
the Application Enablement (CTI) screen in the right pane.

Verify that there are sufficient licenses for TSAPI Simultaneous Users and Device Media and Call
Control, as shown below. Note that the TSAPI license is used for monitoring and call control via
DMCC, and the DMCC license is used for the virtual IP softphones.

AVAYA

& Users v F Elements v & Services v

AVAYA

| Widgets v Shortcuts v

DeYCv.\nre-:t B A = | eomin

Aura® System Manager 8.0

Home Licenses

Licenses ~ WebLM Home
Install license
Licansed products
APPL_ENAB
» Application_Enablement
View license capacity
View peak usage
COMMUNICATION_MANAGER
+Call_Center
» Cammunication_Manager
Configure Centralized Licensing
MSR
» Media_Server
SYSTEM_MANAGER
} System_Manager
SessionManager
} SessionManager
Uninstall license

Server properties

Shartcuts
Help for Licensed products

You are here: Licensed Products > Application_Enablement > View License Capacity

License installed on: Movember 2, 2018 4:13:54 PM +00:00

License File Host IDs: WF-89-29-16-14-8B-01

Licensed Features

10 Items <= Show | All%

Feature (Licensa Key ) piration date | Licensed capacity
Unified £C API Desktop Edition rmanant 1000
VALUE_AES_AEC_UNIFIED_CC_DESKTOP P
SLAN ASAI ermanent 16
VALUE_AES_CVLAN_ASAI P
Device Media and Call Contral rmanant 1000
VALUE_AES_DMCC_DMC P
AES ADVANCED SMALL SWITCH rmanent 3
VALUE_AES AEC_SMALL ADVANCED P
DLG
VALUE AES DLG permanent 16
TSAPI Simultanzous Users rmanent 1000
VALUE_AES TSAPI USERS P
AES ADVANCED LARGE SWITCH rmanant B
VALUE_AES AEC LARGE ADVANCED P
CVLAN Proprietary Links parmanank 16

VALUE_AES _PROPRIETARY _LINKS

SmallServerTypes:
s8300¢c;58300d;icc; premio; tn8400;laptop; Ctis
MediumServerTypes:
ibmx306;ibmx306m;dell1950; xen; hs20;hs20
LargeServerTypes:
isp2100;ibmx305;dI380g3;dI38501;dI38502;u
TrustedApplications: IPS_001, BasicUnrestrictd
DMCUnrestricted; 1XP_001, BasicUnrestricted,
DMCUnrestricted; 1%M_001, BasicUnrestricted
DMCUnrestricted; PC_001, BasicUnrestricted, 4
DMCUnrestricted; CIE_001, BasicUnrestricted,
DMCUnrestrictad; OSPC_001, BasicUnrestricta
DMCUnrestricted; VP_001, BasicUnrestricted,
DMCUnrestricted; SAMETIME_001, VALUE_AEC
CCE_001, BasicUnrestricted, AdvancedUnrestr
CSI_T1_001, BasicUnrestrictad, AdvancadUnre
CSI_T2 001, BasicUnrestricted, AdvancedUnre
AVAYAVERINT_001, BasicUnrestricted, Advanc
DMCUnrestricted; CCT_ELITE_CALL_CTRL_001
AdvancedUnrestricted, DMCUnrastricted, Agen
BasicUnrestricted, AdvancedUnrestricted, DMC

Product Notes

VALUE_NOTES permanent
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6.3. Administer Switch Connection

Select Communication Manager Interface > Switch Connections from the left pane. Enter a name
for the Switch Connection, SILDVCM8 was used in this configuration, and click Add Connection.

The Add Switch Connection screen is displayed next (not shown), below is example of link created
during compliance test.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210

” - o Number of prior failed login attempts: 0
AVAYA Application Enablement Services HostName/IP: sildvaes8.sildenver.0rg/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 10:55:34 MDT 2019
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

= Communication Manager Switch Connections
Interface

Switch Connections Add Connection

Dial Plan Msg Period Number of Active Connections
30

| ConnectionName | ProcessorEthenet |
High Availability ‘ © siovems Yes 1

Edit Connection Edit PE/CLAN IPs Edit H.323 Gatekeeper Delete Connection Survivability Hierarchy

) Licensing

Next, click the Edit PE/CLAN IPs button and enter the IP Address of the Communication Manager
and click Add/Edit Name or IP.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210

. . . Number of prior failed login attempts: 0
AV‘\y‘\ Appllcatlon Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 10:44:51 MDT 2019
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout
» AE Services
- Communication Manager Edit Processor Ethernet IP - SILDVCM8
Interface
Switch Connections 10.64.115.25 Add/Edit Name or IP

paliran | MameortPAddress | Stawus |
High Availability T T
) Licensing

Back
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6.4. Administer H.323 Gatekeeper

Select Communication Manager Interface > Switch Connections from the left pane. The Switch
Connections screen shows a listing of the existing switch connections.

Locate the connection name associated with the relevant Communication Manager, in this case
“SILDVCMB8”, and select the corresponding radio button. Click Edit H.323 Gatekeeper.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210

4 “ % Number of prior failed login attempts: 0
A\/ AYA Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 10:37:19 MDT 2019
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

) AE Services

-~ Communication Manager Switch Connections
Interface

Switch Connections Add Connection

Dial Plan Processor E!Mrn-t Hsg Period Number of Active Connections

Migh Avalabley yﬁy—\ ]

Edit Connection Edit PE/CLAN IPs  Edit H.323 Gatekeeper Delete Connection Survivability Hierarchy

) Licensing

The Edit H.323 Gatekeeper screen is displayed. Enter the IP address of a C-LAN circuit pack or the
Processor Ethernet port on Communication Manager to be used as H.323 gatekeeper, in this case
“10.64.115.25 as shown below. Click Add Name or IP.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210

& _an i Number of prior failed login attempts: 0
‘NVZ&y‘x Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 10:41:18 MDT 2019
HA Status: Not Configured

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
- Communication Manager Edit H.323 Gatekeeper - SILDVCM8
Interface
Switch Connections Add Name or IP
Dial Plan Name or IP Address

© 10.64.115.25

High Availabil
2 Ity Delete IP | Back
) Licensing
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6.6. Administer TSAPI Link

To administer a TSAPI link, select AE Services > TSAPI > TSAPI Links from the left pane. The
TSAPI Links screen is displayed, as shown below. Click Add Link.

The Add TSAPI Links screen is displayed next (not shown), below is example of link created during
compliance test.

Welcome: User cust

Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210
g 3 2 Number of prior failed login attempts: 0

tsvzsyA Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0
Server Date and Time: Thu Jun 13 10:08:25 MDT 2019
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout

~ AE Services
CVLAN TSAPI Links

DMCC
o 1 sxu:vcma Both ‘
SMS

Add Link = Edit Link Delete Link

TSAPI
= TSAPI Links
= TSAPI Properties

For Switch Connection, select the relevant switch connection from the drop-down list. In this case,
the existing switch connection “SILDVCMS8” is selected. For Switch CTI Link Number, select the
CTI link number from Section 5.3. Select “9” for ASAI Link Version and select “Both” for Security.

Welcome: User cust

Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210
i 2 . Number of prior failed login attempts: 0

‘svzsyt& Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28

Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0
Server Date and Time: Thu Jun 13 10:29:39 MDT 2019
HA Status: Not Configured

AE Services | TSAPI | TSAPI Links Home | Help | Logout
v AE Services

CVLAN Edit TSAPI Links
e Link 1
DMCC Switch Connection SILDVCMS ¢
SMS Switch CTI Link Number | 1§
TSAPI ASAI Link Version 935
= TSAPI Links Security Both
= TSAPI Properties Apply Changes = Cancel Changes == Advanced Settings
TWS
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6.7. Disable Security Database

Select Security > Security Database > Control from the left pane, to display the SDB Control for
DMCC, TSAPI, JTAPI and Telephony Web Services screen in the right pane. Uncheck both fields

below and click Apply Changes. This step is optional, the user account can be given unrestricted
access instead, as described in Section 6.9.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210
- - - Number of prior failed login attempts: 0
AVAYA Application Enablement Services HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
Management Console SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 11:55:21 MDT 2019
HA Status: Not Configured

Security | Security Database | Control Home | Help | Logout

» AE Services

» Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

High Availability | Enable SDB for DMCC Service
) Licensing | Enable SDB for TSAPI Service, JTAPI and Telephony Web Services
Apply Changes

» Maintenance
» Networking
v Security

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

Security Database

= Control
CTI Users
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6.8. Restart Services

Select Maintenance > Service Controller from the left pane, to display the Service Controller
screen in the right pane. Check DMCC Service and TSAPI Service and click Restart Service.

Maintenance | Service Controller Home | Help | Logout

» AE Services

» Communication Manager Service Controller
Interface
High Availability | Service |Controller Status]
}» Licensing [ asal Link Manager Running
. W ) )
+ Maintenance DMCC Service Running
: [ cvian servi Running
Date Time/NTP Server ervice _
[ oLG service Running

Security Database .
D Transport Layer Service Running

Service Controller .
M TsAPI Service Running

Server Data
For status on actual services, please use Status and Control

» Networking _—
} Security Start Stop Restart Service Restart AE Server Restart Linux Restart Web Server
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6.9. Administer Calibre User
Select User Management > User Admin > Add User from the left pane, to display the Add User

screen in the right pane.

Enter desired values for User Id, Common Name, Surname, User Password, and Confirm
Password. For CT User, select “Yes” from the drop-down list. Retain the default value in the
remaining fields. Click Apply at the bottom of the screen (not shown below).

» AE Services

Communication Manager
Interface

High Availability

» Licensing

» Maintenance
» Networking
) Security

» Status

v User Management
Service Admin
User Admin
= Add User
= Change User Password
= List All Users
= Modify Default Users
= Search Users

AV Ay A g:r\::g::ion Enablement

Management Console

User Management | User Admin | List All Users

Edit User

* User Id Calibre
* Common Name Calibre
* Surname Calibre

User Password

Confirm Password

Admin Note

Avaya Role ‘None
Business Category

Car License

CM Home

Css Home

CT User Yes 4|

Department Number
Display Name

Employee Number
Employee Type

Enterprise Handle
Given Name
Home Phone

Home Postal Address

Welcome: User cust

Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210
Number of prior failed login attempts: 0

HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.0.0.0.0.6-0

Server Date and Time: Thu Jun 13 12:15:29 MDT 2019
HA Status: Not Configured

Home | Help | Logout

a>
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Next, navigate to Security > Security Database > List All Users and select the Calibre user from the
list and click Edit (not shown). Check the Unrestricted Access radio button and Apply Changes.

Welcome: User cust
Last login: Mon Jun 10 14:53:11 2019 from 10.64.10.210

Appllcatlon Enablement Number of prior failed login attempts: 0
‘ sv‘ syA HostName/IP: sildvaes8.sildenver.org/10.64.115.28

Services Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE

SW Version: 8.0.0.0.0.6-0
Management Console Server Date and Time: Thu Jun 13 12:20:16 MDT 2019
HA Status: Not Configured

Security | Security Database | CTI Users | List All Users Home | Help | Logout

» AE Services
Communication Manager Edit CTl User
Interface
High Availability User Profile: User ID Calibre
U i Common Name Calibre
censin ==
< 9 Worktop Name NONE ¢
» Maintenance Unrestricted Access
» Networking
3 . Call Origination/Termination and F x
v Security Call and Device Control: Dévice Statis None §
Account Management ) )
Audit Call and Device Monitoring: Device Monitoring VNone ¢
Certificate Management Calls On A Device Monitoring None v
Call Monitori:
Enterprise Directory Gt
Host AA Routing Control: Allow Routing on Listed Devices None 3
PAM Apply Changes Cancel Changes
Security Database
= Control
@ CTI Users
= List All Users
= Search Users
= Devices
= Device Groups
= Tlinks
= Tlink Groups
= \Warktong
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6.10. Administer Ports
Select Networking > Ports from the left pane, to display the Ports screen in the right pane.

In the DMCC Server Ports sub-section, select the radio button for Unencrypted Port under the
Enabled column, and make a note of the port value to be used later to configure Calibre. Retain the
default values in the remaining fields. Click Apply Changes at the bottom of the screen (not shown
below).

High Availability CVLAN Ports Enabled Disabled
» Licensing Unencrypted TCP Port 9999 ® O

» Maintenance Encrypted TCP Port 9998 ® O

* Networking

. DLG Port TCP Port 5678
AE Service IP (Local IP)
Network Configure TSAPI Ports Enabled Disabled
Ports TSAPI Service Port 450 ® O

TCP/TLS Settings Local TLINK Ports

TCP Port Min 1024

} Security TCP Port Max 1039

} Status Unencrypted TLINK Ports
TCP Port Min [1050 |

} User Management

— TCP Port Max [1065 |

b Utities Encrypted TLINK Parts

» Help TCP Port Min [1086 |
TCP Port Max [1081 |

DMCC Server Ports Enabled Disabled
Unencrypted Fort |4721 | ® O
Encrypted Port [4722 | @® O
TR/B7 Port [4723 | ® O
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7. Configure HigherGround Calibre

This section provides the procedures for configuring Calibre. The procedures include the following
areas:

e HigherGround VoIP Recorder Configuration
e DMCC Connector Configuration

e Administer VolP Channels

e Administer Station Utility

The configuration of Calibre is performed by HigherGround technicians. The procedural steps are
presented in these Application Notes for informational purposes.

7.1. HigherGround VolP Recorder Configuration

The following settings must be changed in the HigherGround VoIP Voice Recorder’s configuration
file. On the server, launch the Command Prompt, navigate to the master directory (E:\clu), and edit
the VoIP Recorder’s configuration file (cadclu#.cfg).

If the following parameters do not exist, enter them under the [Settings] section:
[Settings]
SniffIPPort=1
SendRtpKeepalivePeriod=30
VoIPRTPEvenOnly=0

Setting Definition

This tells the recorder to allow channels to be defined to IP:PORT
SniffIPPort=1 rather than just IP address. This is needed when multiple channels
terminate at the same address, but on different fixed port numbers.

_ ) This tells the recorder to send an RTP “keepalive” packet every 30
ggnthpKeepallvePerlod: seconds to the IP:PORT communicating with each channel that is
defined on a local IP address.

VoIPRTPEvenOnly=0 This tells the recorder to allow odd ports to be recorded.

Close the file and save all of the configuration changes.

RAB; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 37
SPOC; 8/31/2019 ©2019 Avaya Inc. All Rights Reserved. Calib_CM8_AES8



7.2. DMCC Connector Configuration

The HgDMCC Connector is an extension of the HgConnector, so it uses the same kind of
configuration file as HgConnector. You can use a clean G3LogFeed.cfg as the base configuration
file for HgDMCC connector.

Request ServiceProvider.dll file from the HigherGround support team and place it in the master
directory (E:\clu) on the server. Open the E:\clu folder and copy the G3LogFeed.cfg file and
rename it to DmccSO.cfg. Launch Notepad and open the DmccSO.cfg configuration file. Under
the [Settings] section, set:

ConnectionType=DMCCConnection

Under the [DmccSettings] section, set:

SwitchName=<switch name> from Section 6.3
AeslP=10.64.115.28

AesPort=4721

Username=<user> from Section 6.9
Password=<pw> from Section 6.9
Recorder1P=10.64.115.32
RecordingMethod=1

Setting Definition

AeslP=10.64.115.28 The IP address of the AES server.

4721 is the default port number if the customer did not

AesPort=4721 change it.

Username=<user>

From Section 6.9
Password=<pw>

RecorderiP=10.64.115.32 This is the IP address of the VVolP recorder.
RecordingMethod=1 1 isthe DMCC Service Observe.
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Continuing from above, under the [DmccSettings], specify the following parameters:
CallingDevicelndex=2
CalledDevicelndex=3
AnsweringDevicelndex=4
AcdGrouplndex=5
CallTypelndex=6
CallReasonIndex=7
GlobalLinkldIndex=8

Setting Definition
CallingDevicelndex=2 The calling device is stored to Attach2.
CalledDevicelndex=3 The calling device is stored to Attach3.

Under the [DmccExtensions] section, set:
Count=n
Extensionl=<physical device>:<recording device>:<password>:<port>
Extension2=<physical device>:<recording device>:<password>:<port>
Extensionn=<physical device>:<recording device>:<password>:<port>

Setting Definition

Count=n n is the number of extensions to be recorded.

<port> is the recorder port specified on a recording

Extension1=<physical device>: channel. In the screenshot on the next page, it is
<recording device>:<password>:<port> )
configured to be 20000.
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The following configurations are needed if the customer has agents logging in and out of the
phones.

Under the [DmccAcdGroups] section, set:
Count=n
AcdGroupl=<huntgroup>:0:0:0
AcdGroup2=<huntgroup>:0:0:0

Close the file and save all of the configuration changes.
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7.3. Administer VolP Channels

From the Calibre server, double click on the HigherGround Manage icon, which was created as
part of the installation.

L2

HigherGro...
Manage

Log in using the appropriate credentials.

Q HigherGround Calibre - HgManage Login [DEVCORNMNE-S841693]

y User Name: l
@ calibre pacemers |

setting the standard

Login | | cancel

The HigherGround Calibre Manage — User/Channel Table screen is displayed next. Select
the first VolIP Channel entry on the left portion of the screen.

@ HigherGround Calibre Manage - User/Channel Table
Settings Database Table Utility Run
[v] Show interactive users
[¥] Show recorder channels
[ User | Station 4 /
System ID . Record Type ‘ Name | o Nairie ‘ Trigger ‘ VolP IP Port VolP MAC
S16-AVAYA VolIP Channel CLU1-1001 | 30001 |SIP 30001 VolP 10.64.115.37:500... |00:00:00:00:00:¢
S16-AVAYA  |VolP Channel  |CLU1-1002 | 30002[H323 30002 | |VolP 10.64.115.37:500.... [00:00:00:00:00:¢
S16-AVAYA  |VolP Channel  |CLU1-1003 | 30003(SIP 30003 | |VolP 10.64.115.37:500....|00:00:00:00:00
S16-AVAYA VolIP Channel CLU1-1004 | 30004|H323 30004 VolP 10.64.115.37:500... |00:00:00:00:00:¢(
S16-AVAYA VolIP Channel CLU1-1005 | 30005|DCP 30005 VolP 10.64.115.37:500... |00:00:00:00:00:¢
S16-AVAYA |VolP Channel  |CLU1-1006 | 30006|SIP 30006 | |VolP 10.64.115.37:500... | 00:00:00:00:00: _
Home ‘ Add \ 1 Remove ‘ Copy ‘ ‘ Apply To ‘ Report ‘ ‘ Export ‘
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In the right portion of the screen shown below, enter the following values for the specified fields

in the Connection sub-section, and retain the default values for the remaining fields.

e Station:  The first agent station extension from Section 3.
e VoIP IP: IP address of Calibre server running the Recorder component.

e Port: An RTP port number for the station.
— Identification
Record Type: | VolP Channel Recorder Unit: | 1
User Name: | CLU1-1002 Channel: | 1002
Recording Group: | Automatic v |
Location: }
System ID: | S16-AVAYA
— Connection
Station: L30002 Picker: | 30002 |
Station Name: | H323 30002
Department Number: |0
Division Number: |0
VoIP IP: [ 10.64.115.37 Port: [s0002 [[0 |[o
VoIP MAC: [00:00:00:00:00:00 |
— Record Settings
Trigger Type: |VOX v |
[v|Record Incoming [ monitorOnly
[v] Record Outgoing
Light Mask: | None |
Single Appearance Mask: | None J
[] Create Virtual Channels For Line Appearances
Record Gain: ‘0 ‘ Silence Trunc: ‘.0
VOX Gain: |0 \ voX stop: [0 i
— Centralized Voice Recording—
Record Schedule: | All |
= = | , \
Save ' Cancel J ‘ Play ( \ Monitor ‘ ‘ History I
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Repeat this section to administer a VolP channel for each agent station extension from Section 3.
In the compliance testing, VolP channels were configured as shown below.

g, HigherGround Calibre Manage - User/Channel Table
Settings Database Table Utility Run
Show interactive users
Show recorder channels
User Station : A

System 1D Record Type ’ Name ‘ S I N ‘ l Trigger VolIP IP Port VolP MAC
S16-AVAYA VolP Channel CLU1-1001 | 30001|SIP 30001 VolP 10.64.115.37:500... (00:00:00:00:00:¢
S16-AVAYA  |VoIP Channel CLU1-1002 | 30002|H323 30002 VolP 10.64.115.37:500... |00:00:00:00:00:(
S16-AVAYA VolP Channel CLU1-1003 | 30003 |SIP 30003 VolP 10.64.115.37:500... |00:00:00:00:00:(
S16-AVAYA VolIP Channel CLU1-1004 | 30004|H323 30004 VolP 10.64.115.37:500... | 00:00:00:00:00:(
S16-AVAYA VolP Channel CLU1-1005 | 30005/DCP 30005 VolP 10.64.115.37:500... |00:00:00:00:00:¢
S16-AVAYA VolP Channel CLU1-1006 | 30006 SIP 30006 VolP 10.64.115.37:500... | 00:00:00:00:00:(

Home ’ Add ‘ ‘ Remove ‘ Copy \ } Apply To ‘ Report ‘ ‘ Export ‘

|
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7.4. Administer Station Utility

Select Utility - Station Utility from the top menu to display the HigherGround Calibre
Manager — Station Utility screen. Click Add in the bottom left portion of the screen.

@ HigherGround Calibre Manage - Station Utility
| Settings Database Table Ulility Run
IE Show expired Stations
|E| Show olderversions of Stations
System ID Station Name Division Division Mame Department Department Name .
S16-AVAYA 30001 | SIP 30001 0 0
S16-AVAYA 30002|H323 30002 o o
S16-AVAYA 30003 | SIP 30003 0 0
S16-AVAYA 30004 |H323 30004 0 0
S16-AVAYA 30005\ DCP 30005 0 o
S16-AVAYA 30006 | 2IP 30006 0 0
| I | I "
Home Save | Cancel | Add | Remove Copy | Apply To
| | o

In the right portion of the screen shown below, enter the following values for the specified fields
in the General Settings sub-section, and retain the default values for the remaining fields.

e Station No: The first agent station extension from Section 3.
e Station Name: A desired station name.

- General Settings
Station No: | R | Start Date: |
Station Name: |H323 30002 | End Date: |
Other Station #s: | ‘ Remarks: |
Division: ir — b - B Division Name:
Department: | - 0 - - 7‘ Department Name:
Location:
Equipment: | { System ID: | S16-AVAYA
In a similar fashion, create Agents in the same table:
- General Settings
Station No: 32000] Start Date: |
Station Name: !Agento End Date: |
Remarks: ‘

|

7 |

Other Station #s: ! ‘
|

|

|

|

Division: | 0 Division Name:
Department: L 0 —— Department Name:
Location:
Equipment: \7 - System ID: | S16-AVAYA
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Repeat this section to create an entry for each agent and station from Section 3. In the
compliance testing, station utility entries were configured as shown below.

E Hi gherGround Calibre Manage - Station Utility

Settings Database Table Utility Run

E| Show expired Stations

|E| Show olderversions of Stations

System ID Station MName I Division Divigion Name Department Department Name -

S16-AVAYA 30001 | 31P 30001 0 0

S16-AVAYA 30002 |H323 30002 o o

S16-AVAYA 30003 | 5IP 30003 0 0

S16-AVAYA 30004 H323 30004 o 0

S16-AVAYA 30005 DCP 30005 0 0

S16-AVAYA 30008 | 31P 30006 o 0

S16-AVAYA 32000 Agent 0 o o

S16-AVAYA 32001 | Agent 1 o o

S1R-AVAYA 32007 | Anent ? n n
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8. Verification Steps

8.1. Higher Ground Calibre

On the HigherGround Calibre server, the DMCC Recorder application as shown below will
summarize the status of recording ports. If an Agent is logged in to a station, the Agent name
will appear in place to the station. In this view, Agent 0 is logged in to station 30002, the
remaining stations have no logged in agent.

1l DMCC Recorder - O X
File View Setup Help
HigherGround DMCC Recorder 08/19/19 01:15:51p A
50 channels [50 waiting, 0 recording, 0 disabled, 0 other] 4 packets/sec

001 (00-00-00-00-00-00 10.64.115.37:50000 30001 - SIP 30001 ) 0:14:14 VoIP trigger wait *NO VOICE PACKETS*
1002" (00 00-00-00-00-00 10.64.115.37:50002 32000 - Agent O ) 0:00: {Ap1F1ex? VoIP trigger wa'!t "NO \'OICE PACKETS*
1003 (00-00-00-00-00-00 10.64.115.37:50004 30003 - SIP 30003 )i 08 IP trigger wait NO VOICE PACKETS®
1004 (00 00-00-00-00-00 10.64.115.37:50006 30004 - H323 30004 ) 0: VOIP trigger wait 'NO VOICE PACKETS*
1005 (00-00-00-00-00-00 10.64.115.37:50008 30005 - DCP 30005 ) 0: VoIP trigger wait 0 VOICE PACKETS*
1 (00-00-00-00-00-00 10.64.115.37:50010 30006 - SIP ) 0: VoIP trigger wait 0 VOICE PACKETS*
1007 (00-00-00-00-00-00 10.64.115.37:50012 CLU1-1007 ) 0: VoIP trigger wait 0 VOICE PACKETS*
1008 (00-00-00-00-00-00 10.64.115.37:50014 CLU1-1008 ) VoIP trigger wait 0 VOICE PACKETS*
1005 (00-00-00-00-00-00 10.64.115.37:50016 CLU1-1009 ) VoIP trigger wait 0 VOICE PACKETS*
1010 (00-00-00-00-00-00 10.64.115.37:50018 CLU1-1010 ) VoIP trigger wait 0 VOICE PACKETS*
1011 (00-00-00-00-00-00 10.64.115.37:50020 CLU1-1011 ) VoIP trigger wait 0 VOICE PACKETS*
1012 (00-00-00-00-00-00 10.64.115.37:50022 CLU1-1012 ) VoIP trigger wait *NO VOICE PACKETS*
1013 (00-00-00-00-00-00 10.64.115.37:50024 CLU1-1013 ) VoIP trigger wait *NO VOICE PACKETS*
1014 (00-00-00-00-00-00 10.64.115.37:50026 CLU1-1014 ) VoIP trigger wait 0 VOICE PACKETS*
1015 (00-00-00-00-00-00 10.64.115.37:50028 CLU1-1015 ) VoIP trigger wait 0 VOICE PACKETS*
1016 (00-00-00-00-00-00 10.64.115.37:50030 CLU1-1016 ) VoIP trigger wait 0 VOICE PACKETS*
1017 (00-00-00-00-00-00 10.64.115.37:50032 CLU1-1017 ) VoIP trigger wait 0 VOICE PACKETS*
1018 (00-00-00-00-00-00 10.64.115.37:50034 CLU1-1018 ) VoIP trigger wait 0 VOICE PACKETS*
1019 (00-00-00-00-00-00 10.64.115.37:50036 CLU1-1019 ) VoIP trigger wait 0 VOICE PACKETS*
1020 (00-00-00-00-00-00 10.64.115.37:50038 CLU1-1020 ) VoIP trigger wait 0 VOICE PACKETS*
1021 (00-00-00-00-00-00 10.64.115.37:50040 CLU1-1021 ) VoIP trigger wait *NO VOICE PACKETS*
1022 (00-00-00-00-00-00 10.64.115.37:50042 CLU1-1022 ) VoIP trigger wait =NO PACKETS*
1023 (00-00-00-00-00-00 10.64.115.37:50044 CLU1-1023 ) VoIP trigger wait 0 PACKETS*
1024 (00-00-00-00-00-00 10.64.115.37:50046 CLU1-1024 ) VoIP trigger wait 0 PACKETS*
1025 (00-00-00-00-00-00 10.64.115.37:50048 CLUL-1025 ) VoIP trigger wait 0 PACKETS*
1026 (00-00-00-00-00-00 10.64.115.37:30050 CLUT-10% 1 2 VoTP trigger wait 0 VOICE PACKETS: v
< >
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The DMCC Service Observe application window will show recent DMCC activity.

@ Dmcc Service Observe (G I=

Status Wamings

19/08/ 15 11:56:20.73 [15] Successfully ReglsterTenmnal 30055 reglster-True hashcode 58272093
15/08/15 11:56:20.78 [15] Monitored(Phone) OwnerBxension=30004 monitorld=4367
15/08/19 11:56:20.80 [15] Monitored (Phone) RecordingExtension=30053 MonitorlD=4565
15/08/19 11:56:20.83 [15] Monitored (Media) RecordingExtension=30053 MonitorlD=4570
15/08/19 11:56:20.83 [15] Monitored(ThirdParty) OwnerBxtension=30004 monitorld=4368
15/08/15 11:56:20.93 [15] Successfully RegisterTeminal=30053 register=True hashcode=54854360
19/08/19 11:56:20.93 [14] [DmccAcdGroups] Count=1

15/08/19 11:56:20.93 [14] [DmccAcdGroups] AcdGroup1=31000:0:0:0

15/08/15 11:56:20.98 [15] Monitored(Phone) OwnerBxtension=31000 monitorld=4571
15/08/15 11:56:21.05 [15] Activated SO button for Extension=30054

15/08/19 11:56:21.05 [15] Activated SO button for Extension=30055

15/08/19 11:56:21.05 [15] Activated SO button for Extension=30052

15/08/19 11:56:21.05 [15] Activated SO button for Extension=30053

15/08/15 11:56:21.06 [15] Activated SO button for Extension=30050

19/08/19 11:56:21.06 [15] Activated SO button for Extension=30051

15/08/19 11:56:21.07 [15] Pressed 30003

19/08/19 11:56:21.07 [15] Pressed 30004

15/08/19 11:56:21.07 [15] Pressed 30001

19/08/19 11:56:21.08 [15] Pressed 30005

19/08/19 11:56:21.08 [15] Pressed 30006

<

The HigherGround Task Master is an application that shows the health of all of the recorder

processes, and acts as a watchdog to restart any failed processes.

[i[¥ HigherGround Task Master — O =
File
Sustem up time: &7 d % B2-19-2019 Bl:1v:44p
Master directory: “~~516- HUH?H\ELU\ [mapped to E:-CLU-]
Task Title Task S5tatus Launches 0OK Time PeakDown
Hlarm Monitor Qk: Processing 1 1:24:88 Bz @0
DHEE Hecurder Qk: Processing z 16230 Bz @0
Feed Ok: Processing 1 1:23:28 =y
SHTP larm Connector MO DATH: 1:z23:@0% 1 H:E@  1:z23:80
Remote AFI Connector OF: Idle G:og 1 1:24:14 Bz 30
Omcc Serwvice Obserwe OK: Idle 2Z:8@ = z2z1l5 1:18:38
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When calls arrive at target stations, call event data will appear in the DMCC Service Observe
application window.

19/08/19 11:56:21.05
19/08/19 11:56:21.06
19/08/19 11:56:21.06
19/08/19 11:56:21.07
19/08/19 11:56:21.07
19/08/19 11:56:21.07
19/08/19 11:56:21.08
19/08/19 11:56:21.08
19/08/19 11:56:21.09
19/08/19 13:15:20.47
19/08/19 13:15:29.40
19/08/19 13:42:22 64
19/08/19 13:42:22.85
19/08/19 13:42:22.86
19/08/19 13:42:25.90
18/08/19 13:42:28.06
19/08/19 13:42:28.07
19/08/19 13:42:28.07
19/08/19 13:42:29.08
19/08/19 13:42:29.08
19/08/19 13:42:29.13
19/08/19 13:42:29.13
<

15
15
15
15
15
15
15
15
15

15] Initiated(DMCC): monitorld=4952 initiating=30002 ext=30002, eventCause=nomal, link|d=00001006791566245497

15
15
15
15
15

15] OnConnectionCleared Event(DMCC) cause=nomalClearing monitorld=4352 releasing=30002:SILDVCM8:0.0.0.0:0 ext=30{

15
15]
15
15
15

15] Established(DMCC) acdGroup= reason=none monitorld=4952 calling=30003 called=30002 answering=30051 ext=30002 ¢ ¥
>

@ Dmcc Service Observe &)= 58
Status  Wamings
19/08/19 11:56:21.05 [15] Activated SO button for Extension=30052 A~

Activated SO button for Extension=30053
Activated SO button for Extension=30050
Activated SO button for Extension=30051
Pressed 30003
Pressed 30004
Pressed 30001
Pressed 30005
Pressed 30006
Pressed 30002

OnConnectionClearedEvent(DMCC) cause=nomalClearing monitorld=4352 releasing=30002:SILDVCM8:0.0.0.0:0 ext=30
Initiated(DMCC): monitorld=4956 initiating=30003 ext=30003, eventCause=nomal, linkld=00001006801566247119
Delivered(DMCC): acdGroup= monitorld=4952 calling=30003 called=30002 alerting=30002 ext=30002, eventCause=new(
Delivered(DMCC): acdGroup= monitorld=4956 calling=30003 called=30002 alerting=30002 ext=30003, eventCause=new(
Initiated(DMCC): monitorld=4952 initiating=30002 ext=30002, eventCause=nomal, link|d=00001006811566247122

Established(DMCC) acdGroup= reason=none monitorld=4952 calling=30003 called=30002 answering=30002 ext=30002 ¢
Established(DMCC) acdGroup= reason=none monitorld=4356 calling=30003 called=30002 answering=30002 ext=30003 ¢
Established(DMCC) acdGroup= reason=none monitorld=4956 calling=30003 called=30002 answering=30052 ext=30003 ¢
Established(DMCC) acdGroup= reason=none monitorld=4952 calling=30003 called=30002 answering=30052 ext=30002 ¢
Established(DMCC) acdGroup= reason=none monitorld=4956 calling=30003 called=30002 answering=30051 ext=30003 ¢

Use a web browser to login to the HigherGround Calibre Retrieval interface to query for, and
replay recordings.

@ HigherGround Calibre Retrieval (S16-AVAYA]

File View Favorites ReportTemplates Dashboards Settings My Reports Run

Search - Media Types [FIE)E) | Timeline Pane. [FIE)E)] | visual Media Pane Ee6)
5 — 09:59:18.6a - 30001 - SIP 30001 (Voice) o
Fitter Setting 4 os:20s |
LE @i : |
Date Time. A
Duration A
Media Types. A
Station Al
Station Name A
Station Number Name |All
Calling Device Al
Called Device Al 2 oo @3 -
Answering Device Al —_  —
09:59:18.6a 09:59:18.62
e — =[als ] , .
RIEDEE s oromo o
Cr— o[a]/] .
Paused [] Correct Pitch
Call Reason an
Giobal Link 1D an
,,,,, Drag col here to group DefauitView: [CotapseLast ~ | [EEI[TOEE | revesn | (YN[ scaon | Reset | Home |
= ColapseLast ) | Befresh. | | feacte jjHomes
[v] & Voice T - "
Media station Station Number Calling Called Answering AcD call call
‘ DateTime(1) v | Dur.. | typey St ‘ Name Name Device Device Device Group | Type | Reason Gl Link I
» [03/1472015 09:59:18a | 00:00.06] o Voice 30001/SIP 30001 |30001 SIP 30001 130003 30001 30001 [N [newcall " Tooooto11451552582353
(03142019 09:59:13a | 00:00:10[ o Voice 30003(SIP 30003 [30003 SIP 30003 30003 4500 | OUT  [newCall |00001011441552582391
03/14/2019 09:53:00a | 00:00:03[ ¢ Voice 30001S1P 30001 \31001 SIP 30001 130002 30001 30001 N |newcall 00001011391552582016
03/14/2019 08:52:46a 00:00:18| o Voice. 32000/ Agent 0 32000 Agent 0 30002 4500 | out |newcCall 00001011371552582004
0311412019 09:31:27a 00:00:04| o Voice. 30003SIP 30003 |30003 SIP 30003 30003 4500 | out |newicail 00001010601552580711
0342019 09:22:23a | 00:00:10]  Voice 30001[SIP 30001 {30001 SIP 30001 4684573000 (30001 30001 N |newCall 00001010491552580172
0310772019 08:03:01a | 00:00:42] o Voice 30001[SIP 30001 |30001 SIP 30001 I
0211312018 01:25:58p | 00:00:31| J Voice 30004H323 30004 __|30004 H323 30004
02072019 12:20:34p | 00:0020| Y Voice 30004323 30004 |30004 H323 30004 30004 30004 00001008281549570628
~ [o2072019 12:20:33p 00:00: 27‘) Voice. 30002[H323 30002 [30002 H323 30002 30002 [30004 30004 ouT |newcall 00001008281549570628
020772019 11:10:03a | 00:00:03| ) Voice 30002H323 30002 _|30002 H323 30002 | I I
~ [02i0772018 11:09:41a 00:00:30| o Voice. 300041323 30004 [30004 H323 30004 [ |
1021072019 11:09:412__|_00.00-15 ¥ Voice. 300021373 30007 (30002 H323 30002 [ i

RAB; Reviewed:
SPOC 8/31/2019

Solution & Interoperability Test Lab Application Notes
©2019 Avaya Inc. All Rights Reserved.

33 0f 37
Calib_CM8_AES8



8.2. Communication Manager
On Communication Manager, use the list monitored-station command to confirm TSAPI that
the application is registered for event notification on agent stations.

list monitored-station

MONITORED STATION

Assoclations: 2 K] :
CTI CTE CTI

n Ext CRV Lnk CRV Lnk CRV Lnk CRV Lik CRV

Command successfully completed

Command : 4
ESC-x=Cancel Esc-e=Submit Esc-p=Prev Pg Esc-n=Next Pg Esc-h=Help Esc-r=Refresh|

Use the status station command to view RTP connections and codecs with an active call. The
display below illustrates a call connected to the Calibre server (10.64.115.37) on port 50004 with
g711 mulaw and no encryption. The station is connected to the media gateway (10.64.115.2)

with g729a and SRTP.

status station 30002 Page 9 of 11 L

> DORT TO DEST PORT TALKPATH
s/l-srtp-aescml28-hmac80
ml28-hmac80:TX:ctxID: 280
6/g711u/20ms .

port: 500023

ESC-x=Cancel Esc-e=Submit Esc-p=Prev Pg Esc-n=Next Pg Esc-h=Help Esc-r=Refresh

Note that to view RTP connections with a SIP station, use the status trunk commands.
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8.3. Application Enablement Services

On Application Enablement Services, navigate to the Status > Status and Control > DMCC
Service Summary. On the Device Summary page, verify the recorder has registered for events
on agent stations (state will display IDLE), and virtual extensions for recording:

AVAYA

» AE Services

Interface
High Availability

) Licensing

» Maintenance
) Networking
) Security
v Status
Alarm Viewer
Logs
Log Manager

Status and Control

Communication Manager

Application Enablement Services

Management Console

Please do not use back button
" Enable page refresh every | 60 4 | seconds

Session Summary Device Summary

Generated on Mon Aug 19 14:37:40 MDT 2019

Service Uptime:

Number of Active Sessions:

Number of Existing Devices:

DMCC Service Summary - Device Summary

62 days, 3 hours and 36 minutes

Number of Sessions Created Since Service Boot: 28
13
Number of Devices Created Since Service Boot: 80

Gatekeeper

Welcome: User cust

Last login: Mon Aug 12 13:58:32 2019 from 10.64.10.210
Number of prior failed login attempts: 0

HostName/IP: sildvaes8.sildenver.org/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.0.1.0.3.5-0

Server Date and Time: Mon Aug 19 14:44:50 MDT 2019
HA Status: Not Configured

Status | Status and Control | DMCC Service Summary Home | Help | Logout

= CVLAN Service Summary

+ DLG Services Summary

= DMCC Service Summary

= Switch Conn Summary

) User Management
) Utilities

» Help

= TSAPI Service Summary

30001:SILDVCM: 0.0:0 N/A IDLE 1
~! ||30002:SILDVCM8:0.0.0.0:0 N/A IDLE 1
~1 ||30003:SI1LDVCM8:0.0.0.0:0 N/A IDLE 1
30004:SILDVCM8:0.0.0.0:0 N/A IDLE 1
30005:SILDVCM8:0.0.0.0:0 N/A IDLE x
30006:SILDVCM8:0.0.0.0:0 N/A IDLE 1
30050:SILDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
30051:SILDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
30052:SILDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
30053:SILDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
~) ||30054:S1LDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
~) ||30055:SILDVCM8:0.0.0.0:0 10.64.115.25 REGISTERED 1
~1 ||31000:SILDVCM8:0.0.0.0:0 N/A IDLE 1

Terminate Devices

Item 1-13 of 13
1 Go

On the Session Summary page, the Calibre user can be confirmed, in this case using an

unencrypted XML session with the DMCC service.

AVAYA

) AE Services

Interface
High Availability

» Licensing

» Maintenance
» Networking
) Security
v Status
Alarm Viewer
Logs

Log Manager

Communication Manager

Application Enablement Services

Management Console

Please do not use back button

" Enable page refresh every| 60 % | seconds
Session Summary Device Summary
Generated on Mon Aug 19 14:45:33 MDT 2019

Service Uptime:
Number of Active Sessions:

Number of Existing Devices:

o]

DMCC Service Summary - Session Summary

62 days, 3 hours 44 minutes

Number of Sessions Created Since Service Boot: 28
13
Number of Devices Created Since Service Boot: 80

F: Connection # of Associated
Identifier Type Devices

Welcome: User cust

Last login: Mon Aug 12 13:58:32 2019 from 10.64.10.210
Number of prior failed login attempts: 0

HostName/IP: sildvaess.sildenver.0rg/10.64.115.28
Server Offer Type: VIRTUAL_APPLIANCE_ON_VMWARE
SW Version: 8.0.1.0.3.5-0

Server Date and Time: Mon Aug 19 14:45:43 MDT 2019
HA Status: Not Configured

Status | Status and Control |DMCC Service Summary Home | Help | Logout

Status and Control

[ ‘ 223674SBCCDCF8074 2ACCBC7ADESIIE calibre || HQDMCC 10.64.115.37 XML Unencrypted ‘ 13

Terminate Sessions |_Show Terminated Sessions

= CVLAN Service Summary

« DLG Services Summary

Item 11 of 1
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9. Conclusion

These Application Notes describe the configuration steps required for HigherGround Calibre to
successfully interoperate with Avaya Aura® Communication Manager and Avaya Aura®
Application Enablement Services to record audio calls. The solution passed all compliance test
cases successfully, please refer to Section 2.2 for results and any observations.

10. Additional References

This section references the product documentation relevant to these Application Notes. Product
documentation for Avaya products may be found at http://support.avaya.com.

Avaya:
1. Administering Avaya Aura® Communication Manager, Release 8.0.x Issue 4, May 2019
2. Administering Avaya Aura® Application Enablement Services, Release 8.0.x Issue 3,
August 2019
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©2019 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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