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Abstract

These Application Notes describe the configuration steps required for NetScout nGenius to
successfully interoperate with Avaya Communication Manager and an Extreme Networks
Summit48. Ports associated with IP telephones were mirrored to a single port connected to the
NetScout nGenius probe to allow monitoring of the phones. Features and functionality were
validated and performance testing was conducted in order to verify operation under load.
Information in these Application Notes has been obtained through compliance testing and
additional technical discussions. Testing was conducted via the DeveloperConnection Program
at the Avaya Solution and Interoperability Test Lab.

KT; Reviewed: Solution & Interoperability Test Lab Application Notes 1 of 21
NAB 2/16/04 ©2004 Avaya Inc. All Rights Reserved. ns-acm-xtrm.doc



1. Introduction

These Application Notes describe the compliance-tested configuration utilizing Avaya
Communication Manager on an Avaya S8300 Media Server and Avaya S§700 Media Server (IP
Connect configuration) to allow NetScout nGenius to monitor H.323 voice traffic. An Extreme
Networks Summit48 switch allowed the mirroring of multiple ports to a single port connected to
the nGenius probe.

NetScout nGenius provides customers a unified performance management solution. Key
performance management disciplines, application and network monitoring, capacity planning,
troubleshooting, fault prevention, and service-level management are fully integrated into a single
management application, providing a total network view through a browser interface. For
customers wanting to monitor their converged infrastructure, nGenius allows the monitoring of
the RTP streams associated with IP telephony devices such as telephones and media gateways.
In this configuration, the monitoring of RTP streams is done by mirroring the ports associated
with the IP telephones to a single port monitored by the nGenius probe. This sample
configuration utilizes an Extreme Networks Summit 48 switch, which allows a many-to-one
mapping between the source and destination ports. For information on using an Avaya switch,
refer to the document “Application Notes for NetScout nGenius with Avaya S8300 Media Server
and Avaya G700 Media Gateway”.

As seen in Figure 1, Avaya Communication Manager runs on the Avaya S8300 Media Server.
In this sample configuration, Avaya IP Telephones, by default, use direct IP-IP connections. The
Summit48 is functioning as a Layer 2 switch, where port 1/1 is the mirror port to the probe.

Note that a DHCP server and a TFTP server reside on the 192.45.50.0 network to support the IP
telephones, but their configurations are not specific to the integration with NetScout. As such,
they are not documented.

Figure 2 shows a similar configuration, where S§700 Media Servers and G600 Media Gateways
replace the Avaya S8300 Media Server and G700 Media Gateway.
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Figure 1: Avaya DeveloperConnection Compliance Test Configuration (S8300/G700)
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Figure 2: Avaya DeveloperConnection Compliance Test Configuration (S8700/G600)
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2. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment Software
Avaya S8300 Media Server and Avaya G700 Media Avaya Communication
Gateway Manager 2.0
Avaya S8700 Media Servers and Avaya G600 Media Avaya Communication
Gateways Manager 2.0
C-LAN 1 and C-LAN 2: TN799DP C-LAN 1: HW01 FW010
C-LAN 2: HW01 FWO008
MEDPRO 1 and MEDPRO 2: TN2302AP MEDPRO 1: HW03 FW071
MEDPRO 2: HW03 FW042
Avaya IP Telephones R 1.81
e Avaya 4606 IP Telephone
e Avaya 4620 IP Telephone
e Avaya 4624 IP Telephone
NetScout nGenius Server Version 2.0.1 Build 1420
NetScout nGenius 8241ET Probe V6.0.1 (Build 109)
Extreme Networks Summit48 4.1.21 Build 1
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3. Configure the Extreme Networks Summit48

Step

Description

1.

Connect a console cable to the Summit48. Use Hyperterm with the settings shown below:

COM1 Properties ﬂﬂ
Puart Settingz |
Bitz per second: IEIEEIEI j
Data bits: IB j
Earity: INnne j
Stop bits: |1 =l
Flow control: INDHE j
Ok Cancel Spply

Log in using the appropriate credentials and enter configuration mode. Enter the command

2. I . . 2
enable mirroring to port 1.
3 For each IP telephone connected to the Summit48, add the appropriate port to the mirror pool.
" | In this sample configuration, the following commands are applicable:
configure mirror add port 37
configure mirror add port 38
configure mirror add port 39
configure mirror add port 40
4. | Exit configuration mode and enter “y” to save the configuration.
5. | Connect port 1/1 to Interface 3 on the NetScout probe.
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4. Configure the NetScout Probe

Step Description
1. | Connect a console cable to the NetScout probe console port. Use Hyperterm with the settings
shown below:
COM1 Properties : d |
Puart Settingz |

Bitz per second: IEIEEIEI j

Data bits: IB j

Parity: INnne j

Stop bits: |1 =l

Flow control: INDHE j

] Cancel Spply
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Step

Description

Once connected, enter 1 to change the IP address of the probe. When prompted, enter the IP

2.
address 192.45.50.90 and press Enter.

**x** NetScout Model 8241ET V6.0.1 (Build 109 - Extended H323) *****
Interface number : 3
[1] Change IP Address 192.45.50.90
[2] Change Net Mask 255.255.255.0
[3] Change Default Gateway Address Not configured
[4] Change Config Server Address ~ Not configured
[5] Change Read Community public
[6] Change Write Community public
[7] Select Interface FAST-ETHERNET
[8] Software Options
[9] Agent Options
[10] Download Firmware
[11] Enter Command-line mode
[12] Reset Agent
[13] Security Options
[14] Console Logout

Enter your response or hit Esc to Abort
Selection#:

3 Enter 3 to change the gateway address of the probe. When prompted, enter the IP address

192.45.50.1 and press Enter.

*xxx% NetScout Model 8241ET V6.0.1 (Build 109 - Extended H323) *****

Interface number : 3

[1] Change IP Address
[2] Change Net Mask

[7] Select Interface

[8] Software Options
[9] Agent Options

[10] Download Firmware

[11] Enter Command-line mode
[12] Reset Agent

[13] Security Options

[14] Console Logout

Selection#:

192.45.50.90
255.255.255.0

[3] Change Default Gateway Address  192.45.50.1
[4] Change Config Server Address ~ Not configured
[5] Change Read Community public

[6] Change Write Community public

FAST-ETHERNET

Enter your response or hit Esc to Abort
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Step Description

Enter 8 to change Software Options.

4.

**xx* NetScout Model 8241ET V6.0.1 (Build 109 - Extended H323) *****
Interface number : 3
[1] Change IP Address 192.45.50.90
[2] Change Net Mask 255.255.255.0
[3] Change Default Gateway Address  192.45.50.1
[4] Change Config Server Address  Not configured
[5] Change Read Community public
[6] Change Write Community public
[7] Select Interface FAST-ETHERNET
[8] Software Options
[9] Agent Options
[10] Download Firmware
[11] Enter Command-line mode
[12] Reset Agent
[13] Security Options
[14] Console Logout

Enter your response or hit Esc to Abort
Selection#: 8

5 At the Software Options Menu, enter 1 to set Multi-Media Monitor to on. Enter 99 to return

to the main menu.

*#4%% NetScout Model 8241ET V6.0.1 (Build 109 - Extended H323) ###**

Software Options Menu:

1] Multi-Media Monitor
2] Response Time Monitor
3] NL and AL Host

[ on
i

[4] NL and AL Conversation

[

[

[

off
off
off
6] All Host off
71 All Conversation
8] Tunnel Parsing

off
off

[99] Go Back to Main Menu
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Step

Description

6 At the main menu, enter 11 to Enter Command-line mode.

*xkkk NetScout Model 8241ET V6.0.1 (Build 109 - Extended H323) *#*%*
Interface number : 3

[1] Change IP Address 192.45.50.90

[2] Change Net Mask 255.255.255.0

[3] Change Default Gateway Address  192.45.50.1
[4] Change Config Server Address ~ Not configured

[5] Change Read Community public

[6] Change Write Community public

[7] Select Interface FAST-ETHERNET
[8] Software Options

[9] Agent Options

[10] Download Firmware

[11] Enter Command-line mode
[12] Reset Agent

[13] Security Options

[14] Console Logout

Enter your response or hit Esc to Abort

Selection#: 11

7 Type the command get mmon to view the Extended H323 settings.

Enter "quit" to exit command-line mode

% get mmon

sccp_port 2000
mgcp_port 2427
sip_port 5060

Extended H323 off
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Step Description

Type the command set mmon Extended H323 on to set the Extended H323 field. Enter get
mmon to verify the modified Extended H323 settings.

Enter "quit" to exit command-line mode

% get mmon

sccp_port 2000
mgcp_port 2427
sip_port 5060
Extended H323 off

% set mmon Extended H323 on

% get mmon

scep_port 2000
mgcp_port 2427
sip_port 5060
Extended H323 on

Reboot the probe by typing do reset. Enter y and press Enter to confirm.

% do reset
WARNING : agent will be reset, confirm [n] y

5. Configure the NetScout nGenius Server

Installation of the NetScout server software is a straightforward task that requires no additional
instruction. In some cases, NetScout may ship a pre-installed server to the end customer. As
such, the installation process of the server is not documented in these Application Notes.
However, the probes must be provisioned on the nGenius server. This is done via the web as
shown in the following steps.
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Description

1 Open a browser and enter the IP address of the NetScout nGenius Server, followed by :8080 ,
" | as shown below.

3 nGenius Performance Manager 2.0 - Microsoft Internet Explorer

-8 -10| x|

File Edit Wew Favorites Tools Help

<Back ~ = - (2 at | Qysearch [EFavorites GFMedia 4 | B 4

Address Iﬂj http:ff192,45.50,11:83080/splash/serviet/MsEntryPort alDispatcher ?output =Fframe-base

nGenius

Performance Manager

VER 2.0.1

B
I

1st Time

Helg

’_ l_ ’_ (S Local inkranst
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Step Description

displayed. Click Always.

Warning - Security

Fuhlisher authenticity verified by: "WeriSign, Inc."

The security certificate has not expired and is still walid.

asserion.

Do you want to trust the signed applet distributed by "HetScout Systems [nc?

%@ The security cedificate was issued by a company that is trusted.

Caution: "MetScout Systems Inc." asserts thatthis content is safe. You shaould
anly accept this content if yvou trust"MetScout Systems Inc." to make that

2 Enter the proper credentials and log into the server. The following dialog box will be

More Details

fes Mo Alvays

will no longer be seen.

=101 I

Do Mok Close - ni

I rgt L i Crendus
nGenius e
Process ...

Perimrence Manager

3 The following box will be displayed. At some point, this box will minimize to the task bar and
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4 Return to the browser shown in Step 1 and click Server Administration. The following
" | window is displayed. Click Add.

nGenius Server [192.45.50.11] - Current User: admin
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Step

Description

Enter the name and IP address for the nGenius Probe as shown below (other settings are

default). Click Apply and OK.

(= Add Device

Device Parameters

Mame:

IP Address:

|Net5c|:|ut_Test_F'rnhe

1192.45.50.80

Read Communify: |pub|ic

Wit Cammunity: |pub|ic

Motes: |
Select Device Type: | Automatic v
Enahble learnanly, [
Advanced
] Cancel Apply Help
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6 The window will display an update as the probe is being added to the system, as shown below.
| When the status is shown as complete, click Close.

nGenius Server [192.45.50.11] - Current User: admin
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7 The probe will now be listed. Highlight the entry and click Details.
nGenius Server [192.45.50.11] - Current User: Administrator
| 0a || potsic || contgurs || osete || peactrate || pestn || memotsLonn |
[ ctose || ten |
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Step Description

Verify the interfaces listed for the probe. Click Re-learn to complete loading the
configuration. When complete, click OK.

g nGenius Server [192.45.50.11] - Current User: Administrator -8 -1o] x|

File “iew Device Administration Window Help

Xox S| rEEdBEA|ER=

<% Details for MetScout_Probe

(Prabe | Interfazes |

Mame [ Number [ Topolog [ Speed [ Status [ Template -
ita 3JET 100000000 acllve Defallt (Build 109 - Bxtended H33

it4 4ET 100000000 Active Default
ifg SET 100000000 Active Default
ifd 6ET 100000000 Active Default

| IP Fing H Delete H Mare... || Deactivate

- Details:if3
Associated Template:

. Logging
Template Stats Hosts Canvs Resp.Time Threshold (%)

Default Monitor & Log  |Monitor & Log  [Monitor & Loy [Monitor & Log

~Alarms: Default

MarmTme | Meral [or oo [ Thresholds | SendAlarms | Severity | Data Capture
Y& | rcaconds)| Entries """ Rising | Falling | Rising | Falling | Rising [ Falling | Rising | Fallin

-

3

IF Type: ethermetCsmacd Description: ethermetCsmacd
' [owse ]|

| Re-Learn || Reget || Refresh ‘ 0K || Cancel || Apply || Help |

& Ea =Ea

6. Configure Avaya Communication Manager

Basic administration, such as initial provisioning of the media server and the adding of IP
telephones, is assumed and is therefore beyond the scope of these Application Notes.

7. Interoperability Compliance Testing

Interoperability compliance tests included feature, functionality, and performance testing.
Feature and functionality testing examined the nGenius client’s ability to monitor IP telephone
features such as making, receiving, transferring, and conferencing calls. Feature and
functionality testing was verified using manual methods. Performance testing was conducted
using a bulk call generator to place calls to IP telephones and verifying the results shown by the

nGenius client.
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8. Verification Steps

This configuration was verified in a test environment with the use of network tools. In the field,

the following verification steps can be performed to test interoperability at stages where incorrect
configuration is most likely.

a) Network Connectivity — Ping between the media server and the nGenius server, from the
nGenius server to the nGenius Probe, and from the nGenius server to the IP Telephone.

b) Telephony Connectivity: Station — Place calls to and from the IP Telephone. Verify that
the calls are shown by the nGenius Client. A sample screen is shown below, indicating
an active call between an IP telephone and an Avaya 8410D telephone via the Avaya
G600 Media Gateway MEDPRO card (see Figure 2).

nGenius Performance Manager [192.45.50.11] - Current User: administrator - A8 - 10| x|
File Wiew Show Time PacketAnalysis Window Help

IS aEEo AR Phik Ea % (X245 7| 2 ‘
%5 Elemants 1

3 a FPhone Users - 54 (MetScout_Prohe:if3

! | Monitored Element
&8 Enterprise
@ [E3 Probes

User Details: [192.45.50.90:3]

M lactive = | Phone Number | User Mame IF Address Talkﬂme A\fg-Duratmn Valid Calls  |Valid Calls  |Incomplete
$ [El Ethernet : {(hhimmiss) | thhemmiss) | Out In out
H Netscout A 65 1924550101 |ewt500004192.45.50.101:3166[102.45.50.101 n0:00:00| 00:00:00|

H NetScout A % 1924510020 | [192.45.100.20 00:00:00] 00:00:00] ] 1
H NetScout A |:
H Netscout A |-

| »

|l'B2 [ 2 Pone Users received for this poll |2/5/04 4:38:08 PM EST

| 30 Seconds

[ [Decode (Exremes42. dat (NetScout_Probe:ira) shut down Wiews: 1 EA 8

9. Support

Technical support at NetScout can be reached at 1-888-357-7667. Alternatively, they can be
reached by sending email to support@netscout.com.
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10. Conclusion

These Application Notes describe the configuration steps required to configure NetScout
nGenius and Avaya Communication Manager to successfully interoperate. Features and
functionality were tested, and performance testing was conducted to validate the solution.

Note that for the S8700/G600 configuration, nGenius communicates with the C-LAN and
MEDPRO circuit packs. This solution may be extended to any media gateway containing C-
LAN and MEDPRO circuit packs. Hardware and firmware versions of these circuit packs are
provided in Section 2 as a baseline reference for extending the tested solution to other topologies.

11. Additional References

The following documents may be used for more information:

e “Application Notes for NetScout nGenius with Avaya S8300 Media Server and Avaya G700
Media Gateway”, available at
http://www 1.avaya.com/enterprise/resourcelibrary/applicationnotes/devconnect.html

e Administration for Network Connectivity for Avaya MultiVantage Software — Document ID
555-233-504, available at http://support.avaya.com.

¢ Administrators Guide for Avaya MultiVantage Software — Document ID 555-233-506,
available at http://support.avaya.com.

e NetScout nGenius Probe Agent Administrator Guide

e NetScout Probe Hardware Guide
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DeveloperConnection Program at devconnect@avaya.com.
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