AVAYA

Configuring H.323 over Port Network Address Translation
(PNAT) for Avaya IP Endpoints using the Avaya™ SG200
Security Gateway - Issue 1.0

Abstract

These Application Notes describe how to configure the Avaya SG200 Security Gateway to
handle Avaya IP Telephone/Softphone H.323 Voice over IP (VoIP) signaling and media traffic
through PNAT. The sample VoIP configuration depicted in this document consists of an
Avaya™ S8700 Media Server with an Avaya™ G600 Media Gateway (S8700/G600) located
in the headquarters, and Avaya™ IP Telephones/Softphones located in a remote site.
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1. Introduction

These Application Notes describe how to configure the Avaya SG200 Security Gateway to
handle Avaya IP Telephones/Softphones H.323 VolIP signaling and media traffic through PNAT.
The sample VolP reference configuration depicted in this document consists of Avaya telephony
equipment running Avaya Communication Manager software.

The Avaya SG200 Security Gateway is a Virtual Private Network (VPN) gateway/stateful
firewall targeted for branch locations and small/medium enterprises. The SG200 Security
Gateway firewall functionality features an integrated H.323 application proxy that addresses
VoIP deployment issues in a NAT environment. The SG200 Security Gateway acts as an
intermediary between H.323 terminals and gatekeepers performing H.323 manipulations on
signaling and media streams. It is typically located in a branch location between the LAN VoIP
endpoints and WAN access router.

Figure 1 illustrates the components of the VoIP network configuration used to verify these
Application Notes. The Avaya SG200 Security Gateway located at the remote site is connected
between the Cisco 2621 WAN access router and the Avaya P333R switch. Placing the Avaya
SG200 Security Gateway in this location ensures all VoIP traffic originating from the remote site
passes through the SG200 Security Gateway. The default route in the Avaya P333R switch
located at the remote site, routes all voice and data traffic to the Avaya SG200 Security Gateway
private interface.

Headquarters: Avaya S8700 Remote Office:

Media Server

—— i

Private Networks:
Avaya  |yoice VLAN 301: 10.3.1.0/24

|
I
Public Networks: I
|
I 142.16.782 | SG200  |pata VLAN 302 10.3.2.0/24
|
|
|
|
|

Voice VLAN 178: 178.16.12.0/24
Data VLAN 100: 100.1.1.0/24
C-LAN: 178.16.12.21

Public

Avaya G600

S5G VLAN 303: 10.3.3.0/24

Media Gateway

Telephone  IP Softphone Server Telephone  |P Softphone  Telephone

|

I

|

I

|

I

|

I

|

I

I

142.16.77.0/24 I

I T1PPP | |

AVEIyEI P333R - = _____i__——z | ]
wi ToE EEmEm. - [ = |
X330W-2DS1 - I : I
I | I

I | I

I | I

I | I

I | I

I | I

I | I

I | I

I | I

I : : I

£ = : | BE== :

Avaya IP Avaya DHCPITETP | : Avaya IP Avaya Avaya IP "

I I

I | I

Legend:
Headquarters: Native VLAN = 100, Tagged VLAN = 178 / Remote Office: Native VLAN = 302, Tagged VLAN = 301

Figure 1: Avaya IP Telephone VoIP over PNAT Configuration
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Note: These Application Notes assume the Layer 2 and Layer 3 network configuration depicted
in Figure 1 is already in place. Only the configuration related to the PNAT and H.323 proxy
implementation is addressed. Please consult the appropriate User Guides for more information
on how to setup the remaining components.

2. Hardware and Software Validated

Hardware and Software Version

Avaya' " S8700 Media Servers 1.3
Avaya™ G600 Media Gateway 1.3
Avaya™ 4600 Series IP Telephones 1.73
Avaya™ [P Softphones 4.2.2.2
Avaya™ P333R Modular Stackable Switches 4.0.9
Avaya™ SG200 Security Gateway 4.31.20 (Beta)
Cisco 2621 Router 12.2(8)T4
DHCP/TFTP Servers: Microsoft Windows 2000 Server 5.00.2195 (SP2)

Table 1: Hardware and Software Versions
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3. Avaya SG200 VolP (H.323 proxy) Configuration

The following configuration was done through the Avaya SG200 Security Gateway Web
Graphical User Interface (GUI).

Note: This procedure can be used for all other Avaya SG20x Security Gateway products.

Step

Description

1.

Bring up a web browser using “https” with the public or private IP address of the Avaya SG 200
Security Gateway. Click “Yes” to accept the security alert message.

Security Alert x|

0 Information pow exchange with thiz site cannat be viewed ar
? changed by otherz. Howewer, there iz a problem with the zite'z
gecurty certificate.

& The secunty cerificate was iszued by a company you have
not chozen to st YWiew the certificate to determine whether
yoL want ko kst the certifving authority.

6 The securty certificate date iz walid.

& The name on the zecurty certificate iz invalid or does naot
match the name of the site

Do you want to proceed?

Yes "Wiew Certificate |
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Step | Description

2. The Avaya SG200 Security Gateway “Login” window is displayed. Enter a username and
password with administrator privileges and click the “Log in” button to enter the system:

; Security Gateway Web Interface - Microsoft Internet Explorer

File Edit \Wiew Faworites Tools  Help

= Back - = - @ il | @58arch [3e] Favorites @Media ®| %v =h

SG200 Log In

LIser Marme root

Log In

Inc., All Rights Resered.

va Inc., Al Rights

address Iféj https:/j142.16.78.2] j @Eo | Links *

|E:| &pplet starked, I_ l_ @ (B Local intranst
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Step | Description

3. The main management window appears upon logging into the Avaya SG200 Security Gateway.
Add the voice and data private subnets to the “PRIVATE-NET” network object. The
“PRIVATE-NET” network object will be used later for H.323 proxy VoIP configuration.

Navigate to “Configure” = “Security Tab” = “Network Object”. Highlight the “PRIVATE-
NET” object and click the “Modify” button to specify the subnets for the private networks.

[ etwrork Advanced lzer root

Firewall Rules Setup

FRIVATE-HET

Dwnarmic Policy
Management
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Step

Description

The following “Modify Network Object” window is displayed. Enter the IP address(s)/ Mask(s)
for the private data and voice networks. Click the “Add” button to add the IP address(s)/Mask(s)
to the network object. Repeat this procedure if needed.

Modify Network Object x|

jio 2o o Hassfss o o §

I—I— e E1e

10.2.0.0

Java Applet twindow

Click the “OK” button to modify the SG200 “PRIVATE-NET” network object.
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Step | Description

5. The SG200 Security Tab”” window is displayed. Click the “Save” button to save the SG200
“Network Object” changes.

Metwark Lsers IEYiCe Advanced Lser: root

PRIVATE-HET

Dwnarmic Policy
Management
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Step

Description

Navigate to “Configure” = “Network Tab” = “NAT”. Check the “Enable NAT” parameter and
the “Share Public Address To Reach Internet” parameter to globally enable NAT and PNAT,
respectively, on the SG200 Security Gateway.

Security Advanced Lser: root

Interfaces [v [+
. [y lai=is] )
Static Routes I I I :

Click the “Add” button to add a NAT rule for the private voice network.

The following fields are displayed in the “Add NAT Rule” window shown below:

e Enable Rule — Check this box to enable the NAT rule.
Zone — Select “public” to apply the NAT rule to the public routable interface to the Wide
Area Network (WAN).

e Type — Select “Port” for PNAT.

Original — Specify the source IP addresses/port numbers to be translated.

e Option — Select “specify” to manually enter an IP address, Network Mask.
o [P address — Enter the voice network IP address.
e Mask — Enter subnet mask for the voice network.

Translation — Specify the IP address and port range to which the source addresses/port
numbers will be translated.
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Step

Description

e Option — Select “public” to translate the private IP addresses to the public routable IP
address.

e Start Port - Enter the start port number (default = 5000) for PNAT.
e End Port — Enter the end port number (default = 65535) for PNAT.

Add NAT Rule

LN EX EN j255 [ass fass Jo
[

IF Aaelelfzis _I _| _I —I

Java Applet WwWindow

Click the “OK” button to add the NAT rule.

The “Configure” = “Network Tab” = “NAT” window is displayed. Click the “Add” button to
add a second NAT rule for the private data network. The following fields are displayed in the
“Add NAT Rule” window shown below:

e Enable Rule — Check this box to enable the NAT rule.

e Zone — Select “public” to apply the NAT rule to the public routable interface to the Wide
Area Network (WAN).
e Type — Select “Port” for PNAT.

Original — Specify the source IP addresses/port numbers to be translated.
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Step | Description
e Option — Select “specify” to manually enter an IP address and network mask.
e [P address — Enter the data network IP address.
e Mask — Enter subnet mask for the data network.
Translation — Specify the IP address and port range to translate the source addresses/port
numbers to.
e Option — Select “public” to translate the private IP addresses to the public routable IP
address.
e Start Port - Enter the start port number (default = 5000) for PNAT.
End Port — Enter the end port number (default = 65535) for PNAT.
Add NAT Rule
v loupiic =]
|F el iz | | | |
Java Applet WwWindow
Click the “OK” button to add the NAT rule.
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Step | Description

9. The “Configure” = “Network Tab” = “NAT” window is displayed. Click the “Save” button to
save the NAT rules.

Security Advanced User: root

Interfaces

Static Routes

10.3.2.0/255 2552550
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Step | Description
10. | Add an H.323 proxy VolIP rule. This rule instructs the SG200 how to manipulate H.323 signaling
and media traffic through PNAT.
Navigate to “Configure” = “Security Tab” = “VoIP”. Check the “Enable VoIP” check box to
enable the VoIP feature globally on the SG200. Click the “Add” button.
The following fields are displayed in the “SG200 VoIP Configuration” window:
e Enable Rule — Check to enable the VolIP rule.
e Name — Enter a unique name for the VoIP rule.
e (Call Model — Select “Gatekeeper Routed” to enable the rule for H.323 IP Endpoints.
e Service Port — Enter destination port number for H.323 IP endpoint registration (Default
port: 1719).
e Timeout — Enter session timeout in seconds
= =R =3
Java spplet Window
Click the “Next” button to continue.
AM; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 22
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Step | Description
11. | Configure the source endpoints to which the H.323 proxy VoIP rule will be applied:
Select the “private® source endpoint “Zone* to indicate the Avaya H.323 IP Endpoints are
located on the private non-routable side of the SG200 Security Gateway. Move the “PRIVATE-
NET* network object from the “Available box to the “Members* box, to specify to which IP
Endpoints on the private side the rule will be applied.
PRIVATE-MET
Java Applet wWindow
Click the “Next” button to continue.
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Step | Description
12. | Select the zone where the C-LAN card is located:
Select the “public* destination endpoint “Zone* to indicate the C-LAN card is located on the
public side. Click the “Add* button to add the IP address of the C-LAN card located in the
Headquarters office.
Java dpplet window
AM; Reviewed: Solution & Interoperability Test Lab Application Notes 15 of 22
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Step | Description
13. | The “Add Destination Endpoint” window is displayed. Enter the IP address of the C-LAN card
in the “Endpoint IP” field. Leave the “Proxy IP” and “Proxy Port” fields blank. The Avaya
H.323 IP endpoints use the “Endpoint IP” address to register to the Avaya S8700 Media Server.
Add Destination Endpoint
Java applet \Window
Click the “OK” button to add the C-LAN IP Address.
AM; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 22
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Step

Description

14.

The following “SG200 VoIP Configuration” window is displayed.

SGZ200 ¥oIP Configuration

178.16.12.21

Java Applet WwWindow

Click the “Finish” button to finish adding the VoIP rule.
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Step | Description
15. | The “Configure” = “Security Tab” = “VoIP” window is displayed. Click the “Save” button to
save the H.323 proxy VolIP rule.
Security Gateway Web Interface - Microsoft Internet Explorer
File Edit %iew Favorites Tools Help |
<aBack - = - @D ot | Qysearch  [GFavorites  GPMedia ¢4 | By S
Address [&] https:jj142.16.78.2] x| @eo [Lnks *
- |
Security
Select a property to display the associated information
. Properies | [ WoIP
Configure
Firewsall Rules Setup [ Enable olP
Manitor WPM Setup
Senices
Metwork Ohject
Dog
Dynamic Palicy
Managerment
4]
Refresh |
. Screen Tips
Modify configuration for the selected entry.
|ﬁ:| l_ I_ ré_ Lacal inky amet 4
Click the “Logout” button to log out of the SG200 Security Gateway.
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Step | Description

16. | The “SG200 Confirmation” window is displayed:

SG200 Confirmation x|

ok ]| cancel |

Java Applet \Window

Click the “OK” button to log out of the Avaya SG200 Security Gateway.

4. Remote Office DHCP Server Configuration

The configuration depicted in Figure 1 does not require any special DHCP scope configuration
to support H.323 traffic over PNAT. For completeness, the table below summarizes the DHCP
server configuration:

DHCP Scope Option 3 Option 176 String Notes
Router
From untagged VLAN ID

10.3.2.0 10.3.2.1 L2Q=1,L2QVLAN=301 302

(10.3.2.150-254)
MCIPADD=178.16.12.21, 178.16.12.21 is the

10.3.1.0 10.3.1.1 MCPORT=1719, headquarters G600 C-LAN

(10.3.1.150-254) TFTPSRVR=10.3.2.61 IP address.

Table 2: DHCP Server Configuration

The following occurs when an IP telephone is installed (or reset). The IP telephone initially
sends an untagged DHCP request. The Avaya P333R switch port connected to the IP Telephone
is configured with both an untagged and tagged VLAN. The untagged DHCP request is
associated with the untagged VLAN on the port. The P333R switch layer-3 interface on the
native (untagged) VLAN has IP address 10.3.2.1. When the P333R switch layer-3 interface
relays the DHCP request to the configured DHCP server, it will use 10.3.2.1 as the source
address. The DHCP server associates this request with the 10.3.2.0 scope and returns a reply
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with option 176 string set, instructing the requestor to enable 802.1Q tagging with VLAN ID
301. The IP telephone receiving this reply will release the supplied IP address and issue a new
DHCP request with VLAN ID 301. This request will be associated with the tagged VLAN on
the port. The router interface of this VLAN has IP address 10.3.1.1 and will relay the DHCP
request to the DHCP server with this address as the source. The DHCP server associates this
address with scope 10.3.1.0 and replies with an IP address from that scope as well as several
parameters in the Option 176 string, as indicated in the second row of Table 2.

When a computer issues a DHCP request, it too will send an untagged DHCP request. This
request will be serviced like the initial request from the phone. However, the computer will
ignore the Option 176 values specifying a new VLAN. Therefore, no new DHCP request is
issued.

5. IP Telephone Station “IP Shuffling” Configuration

Since IP shufﬂingﬂis not supported by the current version of the Avaya SG200 Security
Gateway shown in Section 2, the feature should be disabled on all IP stations behind PNAT. To
disable IP shuffling, type “change station <station ID>" at the System Access Terminal (SAT),
go to Page 2, and match the highlighted parameter in Figure 2. Then apply the changes.

& Telnet 135.8.23.11

change sztation 3B108 Pag 2 of 3 .

STATIOHN
EATURE OPTIONS
LWC Reception: gpe Auto Select Any [dle Appearanc
LUWG Activation? v Coverage Msg Hetrie
LUC Log External Calls? Auto A
CDR Privacy? Data Restricti
Redirect MHotification? y Idle Appearance Preference?
Per Button Ring Control? ]
Bridged Gall Alerting?y Hestrict Last Hppearance?
Active Station Ringing: single

H.328 Conversion? n Per Station CPH - Send Calling Humber?
Serpice Link Mode: as-needed
Hultimedia enhanced

HUWI Serwved User Display Client Redirection?

AUDIX Select Last Used Appearance?

Coverage After Foruvardi

MHultimedia Early Answer?

Direct IP-IP Audio Connections?

Emergency Location Ext: IP Audio Hairpinning?

ESC—x=Cancel Esc—e=Submit Esc—p=Frev Pg Esc-—n=Next Pg Esc—h=Help Esc—r»=Refres

Figure 2: Change Station Form — IP Shuffling

! Please note that shuffling is known as “Direct IP-IP Audio Connections” by the Avaya S8700 Media Server.
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6. Verification Steps

In the field, the following tests can be performed to verify the Avaya SG200 VoIP H.323 proxy
feature over PNAT:

1. Verify that at least two Avaya IP Endpoints on the private side are able to register to the
Avaya S8700 Media Server located at the headquarters office on the public side.

2. Verify two simultaneous calls can be placed between two Avaya IP endpoints located at the
remote site and two Avaya IP Endpoints located at the headquarters office. Verify two way
talk path exists on both calls.

The “status station <station ID>" command (Page 3) can be issued from the Avaya S§700 Media
Server SAT to find out the NAT ed IP addresses and port numbers used by each IP station for
signaling and media traffic.

7. Conclusion

The Avaya SG200 Security Gateway can be successfully configured to handle H.323 VoIP
traffic over PNAT originating from Avaya’s IP Endpoints with Avaya Communication Manager
Release 1.3. The Avaya SG200 Security Gateway transparently manipulates H.323 traffic
signaling and media streams, thus providing seamless end-to-end VoIP transmission.
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©2003 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at jnteroplabnotes@list.avaya.com|
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