AV AYA Configuration Note

Cisco 4400 Series Wireless LAN Controller (WLC)
with Aironet 1100/1200 Series APs for Avaya 3631
Wireless Telephone

Configuration and Deployment Guide

This document details how to configure the Cisco 4400 series WLC and Aironet 1100/1200
Series APs for use with Avaya 3631 wireless IP telephones.

Product Summary

Manufacturer: Cisco Systems: www.cisco.com

Products 4400 series WLC with AP 1131 and LWAPP-
capable 1200 series APs

RF technology: Spread spectrum direct sequence (DS)

Radio: 2.4 -2.484 GHz

Antenna diversity: Bi-directional

Security WEP, WPA-PSK and WPA2-PSK

Maximum telephone calls per AP: 10

Recommended network topology: Switched Ethernet (required)

Service Information

This document does not cover the steps involved in converting autonomous

/ APs to LWAPP APs such that they can be controlled by the 4400 WLC.
Please contact Cisco's Customer Support at www.cisco.com for instructions
on this procedure. Once the APs are converted, this document can be used to
provision LWAPP APs.

© Copyright 2007 Avaya Inc. All rights reserved
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Network Topology

The following topology is an example configuration using a Cisco WLC and Cisco LWAP APs
across different subnets. It is important to note that these do not necessarily represent all
possible configurations.
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Example configuration showing WLAN infrastructure distributed in two different subnets using
layer 3 roaming. Please note that all WLAN traffic is tunneled via the Cisco 4400 Series
WLAN controller. All phones have IP addresses of the subnet holding the WLAN
controller, independent from the AP they are currently connected to.

Known Limitations
No limitations were discovered during testing.
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Cisco WLAN Controller (WLC) Configuration

Configuring a New Controller Starting From Factory Defaults

Connecting to WLC via the Console

1.

Initial provisioning of the controller is done via the command line interface (CLI). Connect
a null modem serial cable between the console port of the controller and the serial port of
a PC.

Open a terminal program, such as Hyper Terminal, and configure the port settings to
9600 baud, no parity, 8 data bits and 1 stop bit.

Basic Configuration

1.

Power-on the controller. Status of the controller’s boot process will appear as the
controller is powering up. Once the controller is running, it will prompt you to run the
Startup Wizard.

The Startup Wizard provides for an easy means to perform initial controller setup and
provisioning. Refer to the Installation and Startup Guide for the 4400 series controllers
found at Cisco’s web site. This document contains a detailed explanation of using the
Startup Wizard:

http://www.cisco.com/en/US/products/ps6366/products quick start chapter09186a0080
56addl.html

Once the controller has been configured via the Startup Wizard, the remaining
configuration can be configured through the switch-web interface using a webbrowser
(Cisco recommends using MS IE 6.0+).

If necessary, the controller can be reset to factory defaults. To reset the WLC to factory
default, you must reboot, then type “Recover-config” at the CLI. This only works before
the first time a user logs in via the console.

PN: Cisco 44xx WLC with AP 1100_1200 Configuration Note for 3631 phone.doc Page 3



Configuration Note

AVAYA

Configuring the Cisco WLAN Controller for use with Avaya 3631
phones

Further configurations of the Cisco WLC can be done both using a Web Browser interface or
a Command Line interface. Avaya recommends using the Web Browser interface as
described in the following sections.

Connecting to the Controller via a Browser

1. Connect to the WLC by pointing your internet browser to the URL:
https://<IP_Addr> (where <IP_Addr> is the IP address of the management
interface of the WLC).

2. Click on the Login prompt. The default User Name and Password is admin.
3. Once logged in properly, a page similar to the one below is presented:

/3 Cisco - Microsoft Internet Explorer i -0l x|
File Edit W¥iew Favorites Tools Help | -","'
3 [ [ o 5 . O3 L=y
Q- O 1) [ &) D femean @115 B
Address I@ https: /{192, 168,129, 10/sc'eens/frameset, html o | Links »
Monitor Summary
Summary
Statistics tisce drs7ems
Controller
Ports
Wireless
Rogue APs
Known Rogus APs Controller Summary Rogue Summary
Rogi = gliant M t IP Add 192.168.129.10
anagemen ress E : i 3 .
Adhac Rogues Active Rogue APs [i} Detail
§02.11a Radios Service Port IP Address 0.0.0.0 Active B Cliant: il Detail
IWEe Kogue IENTS ETal
N S Software UYersian 3.2.116.21 K
Clients Adhoc Rogues o Detail
RADIUS Servers Systermn Narme Cisco_40:3c:43
Rogues on Wired Network 1]
Up Time 17 days, 22 hours, 41 minutes
Systerm Time Mon Apr 10 10:13:12 2006
Internal Temperature +£2 C Top WLANS
§02.11a Network State Disabled — # of Clients
802.11b/g Netwark State Enabled by SSID
BBK2 4 Dretail
Access Point Summary
Most Recent Traps
Total up Down
402114 Radios 1 ® o ® 1 Detail WER Key deurppl errur, Slalion MAS Address is 00:90:7
802.11b/g Radios " @1 ® o Detail WEP Key decrypt error, Station MAC Address is 00:90:7
4ll APs " ® 1 ® 0 Dietail Rogue : 00:02:2d:2e:10:9a removed from Base Radio
Rogue : 00:15:2c:4b:8f:c0 removed from Base Radio |
Rogue AP : 00:15:2c:4b:8f:c0 desected on Base Radio |
Client Summary =
Wiew all
Current Clients Detail
Excluded Clients Detail This page refreshes every 30 seconds,
Disabled Clients Detail
|&] pore i ré_|ﬂ Internet o
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Installing Software

1.

Make sure that the latest version of software is installed on the controller. From the main
menu, select Monitor> Summary. The heading labeled Software Version shows the
current software version.

Download the appropriate software for your model of controller from the Cisco Wireless
LAN Controller Software Downloads website.

Set up a TFTP server running on a PC to download the file to the controller.

Connect to the controller via a Web browser, preferably IE. Select Commands from the
main menu, and then select Download File.

For File Type, select Code. For TFTP Server, type in the IP Address of the TFTP
Server, Add the Path (this is the path in the TFTP server's root directory and not the
system path where the TFTP server is located) and File Name of the firmware file to
download.

Allow a few minutes for the download to complete.
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Controller Setup

The initial setup of the controller is shown below. Note that the setup instructions outlined in
this document are for the configuration shown in the diagram only. Your configuration may
differ, and the appropriate adjustments must be made.

Note: It is not necessary to configure each AP individually. The WLC is capable of
provisioning the APs.

3 Cisco - Microsoft Internet Explorer i ] 5
File Edit Wew Favorites Tools  Help | #

eBack - \‘3 - U @ :h | /';)Search *it(Favuntss &)

Address I% hktps:if192,168,129,10/screens frameset, html

iii lrun tion  Ping  Logout
MONITOR. CONTROLLER  WIR S5 SECURITY M EN CO S

Controller General L

=
e

General 802.3% Flow Control Mode Disabled =
Inventory
Interfaces LWAPP Transport Mode Layer 3 = (Current Operating Mode is Laver3)

Network Routes

Internal DHCP Server

Muobility Management Ethernet Multicast Mode [Mutticast =] [ferazais

Maobility Groups
Mobility Statistics Multicast Group Address
Aggressive Load Balancing Enabled =

LAG Mode on next reboot Disabled = (LAG Mode is currently disabled).

Spanning Tree
Ports Peer to Peer Blocking Mode Disabled =
Master Controller Mode

Network Time Protocol Over The aAir Provisioning of AP |[Enabled =

Qo5 Profiles

AP Fallback [Enatled =]

Apple Talk Bridging lm

Fast $SID change lm

Default Mobility Domain Name lwaw—
RF-Network Name wigw

uUser Idle Timeout (seconds) 300

ARP Timeout (seconds) 300

Web Radius Authentication FAP -

[E]Dane N

1. From the main menu, select Controller.
2. Setthe LWAAP Transport Mode to Layer 3.
3. Click Apply and Save Configuration.
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Connecting APs

As the APs are connected to the network, they should automatically find the controller via the
LWAPP Discovery Algorithms. The DHCP server will assign each AP an IP Address.

In case of APs connected to other subnets than the controller, the LWAPP Discovery
Algorithms try to retrieve the controllers AP-Manager IP Address from the DHCP server or
from DNS Servers (if available). See “Using DHCP Option 43” and “Using the DNS for
Controller Discovery” in the “Cisco WLAN Controller Configuration Guide”.

You can configure a DHCP server to run on a remote PC for a small deployment. However,
for large-scale deployments, an enterprise-grade DHCP server must be used. The AP-
Manager and Management Interfaces’ configuration should include the DHCP server you
have configured. Alternately, you can configure the DHCP server internally on the controller
to hand out leases to the connected clients (Note: The WLC'’s DHCP server does not hand
out leases to the AP). The instructions for doing so are included at the end of this document.

/] Cisco - Microsoft Internet Explorer i [ 5
File Edit Wiew Favorites Tools Help | z’

Q-1 F W

/stEarch 7 Favarites €)| g-‘_rf"- =

Links **

jGo

Logout | Refresh

Address I@ https: /192,168,129, 10/screensframeset, hkml

ii” ”u ficuratio Ping
MONITOR CONTROLLER. WIRELESS  SECURITY GEMEM COMMANDS

Mobility Management
Mobility Groups
Mability Statistics

Spanning Tree

Ports

Master Controller Mode
Network Time Protocol

Controller Interfaces New...
General Interface Name YLAN Identifier IP Address Interface Type Dynamic AP Management

Inventory ap-manager untagged 192.168.120.11  Static Enabled

Interfaces rmanagement untagged 192.168,129.10 Static Mot Supported

Network Routes service-port MNAA 0.0.0.0 Static Not Supported

Internal DHCP Server virtual MR 1111 Statie Mot Supported

QoS5 Profiles
[E]pore e
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3 Cisco - Microsaft Internet Explorer

_ioix
Flle Edit W¥iew Favorites Tools Help | }f’
7 T AN 5y = =
Qe - Q- [x] 2] (] P Jgraones €] (3- 02 5 B
Address I@ https: 192,168, 129, 10fscreens frameset, html
i :c l\'rsn iguration  Ping  Logout
MOMNITOR W ONTROLLER  WIRELESS ATY M v Co 1
Controller Interfaces > Edit < Back apply
General
Inventory General Information
Interfaces Interface Name management
Network Routes
Internal DHCP Server MAC Address 00:0b:85:40:3c:40
Muobility Management o e T [ IO
Mobility Groups
Mobility Statistics VLAN Tdentifier ID—
SHamning s IP Address 192.168.129.10
Ports
Metmask 255,255.255.0
Master Controller Mode
= Gateway 192.168.129.2
Network Time Protocol
QoS Profiles Physical Information
Port Murnber 1
Backup Port o
Active Port 1
DHGP Information
Primary DHCP Server 192.168,129.10
Secondary DHCP Server 0.0.0.0
Access Control List
ACL Marne none
Mote: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for
some clients.
‘@ Done ’_'_’_’_’—g # Internst 4

1. From the main menu, select Controller>Interfaces. Verify that the proper IP
Addresses are assigned to the interfaces.

2. Select Edit for the Management interface. Under DHCP Information, enter the IP
address of the DHCP server. Repeat this step for the AP-Manager interface.

3. Click Apply and save the changes.

4. Power-on and connect the APs to the network. Wait a few minutes for the APs to find
the controller.

5. Verify the APs are associated to the WLC. From the main menu, select Monitor->
802.11b/g Radios. All the APs that are connected should be listed, showing their
Operational Status as UP.
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AP Configuration

3 Cisco - Microsaft Internet Explorer

ol
Flle Edit W¥iew Favorites Tools Help | :P,“
U A " - e . =
Q- D - 1] (8] ()] Pz formanm @) (3- 2 = B
Address I@ https: 192,168, 129, 10fscreens frameset, html
i n l\'rsn iguration  Ping  Logout
MOMNITOR OMTROLLER — WIR 1EM Co =
Wireless 802.11b/g Cisco APs = Configure < Back Apply
MA'TIE;; Points General RF Channel Assignment**
s
e el AP Hame AROOL6 47cc 3410 Current Channel 6
fi02.11h/g Radins
Third Party &Ps Adrnin Status Erable =] Assignment Method & Global
Bridging Operational Status up £ Custorn
Rogues Site Canfig [D 0
Rogue APs ** Only Channels 1,6 and 11 are
known Rogue APs nonoverlapping
Rogue Clients
Adhac Ragues Antenna Tx Power Level Assignment
Clients Antenna Type Internal vl Current Tx Power Level 4
Global RF 3 :
= @ Global
e Diversity Enabled Assignment Method
302.11b/g Network  Custom
&0z.11h WLAN Override
Colintty WLAN Override Disable x Performance Profile
Timers
View and edit Performance Profile for this AP
Performance Profile I
** Note: Changing any of the parameters causes the Radio to be
temporarily disabled and thus may result in loss of connectivity for
some clients,
/&) Done l_’_’_’_ ’—g & Internct 4
1. From the main menu, select Wireless. Under Access Points, select 802.11b/g

Radios.

2. Set both the RF Channel Assignment and Tx Power Level Assignment to Global.
This will force the APs to use only channels 1, 6, or 11 and to select the proper power
level dynamically as needed to avoid interference and noise.

3. Set Admin Status to Enable.

4. Configure any other settings that might be relevant to your deployment as needed.

5. Click Apply to save all changes.
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co - Microsoft Internet Explorer 18] x|
Dakei Bearbeiten  Ansicht Favoriten  Extras 2 Links
i““ 11:- figuratio Fing Logout Refresh
MOMNITOR  WLAMNs  CONTROLLER  WIRELESS  SECURITY M2 L DS
wireless
802.11b/g Network Status ¥ Enabled
Access Points
all 4P s 802.11g Support [¥ Enabled
802.11a Radios
&02.11b/g Radios
Third Party &Ps Data Rates**
Bridging 1 Mbps Im[
Rogues 2 ops [Suppored B
Rogue APs
Known Rogue APs 5.5 Mbps ISuppDr‘ted hd
Rogue Clients
Adhoc Rogues & Mbps ISuppDrted -
Clients 9 Mbps ISuppnr‘ted -
Global RF 11 Mbps IMandatDry -
B02.11a Network
802.11h/g Network 12 Mbps |Suuuurted hd
Eual 16 Mhps ISuppnr‘ted -
Country
24 Mbps ISuppDr‘ted -
Timers
36 Mbps ISuppDr‘ted -
45 Mbps ISuppDrted -
54 Mbps ISuppnr‘ted -
Beacon Period {millisecs) 100 PTIM Reriodi(beacon |3
intervals)
Fragmentation =345
Threshold (bytes})
Short Preamble [~ Enabled I
Pico Cell Mode [~ Enabled
DTPC Support. ¥ Enabled =l

6. Under Global RF, select 802.11b/g Network.

7. Enable 802.11b/g Network Status, enable 802.11g Support if not causing issues
with other WLAN clients connected to your system.

8. Set 11Mbps to Mandatory. Set all other data rates to Supported.

9. Use the default Fragmentation Threshold (2346 bytes).

10. Set the Beacon Period to 100.

11. Setthe DTIM Interval to 3.

12. Do not enable Short Preamble.

13. Enable DTPC Support.

14. Click Apply to save the settings.
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Setting up the SSID

Setting up a separated SSID for your 3631 phones allows better optimization of your WLAN
configuration, e.g. regarding security policy and quality of service. In combination with setting
up dynamic interfaces (Controler > Interfaces) the clients of different SSIDs can also be
assigned to different VLANs (not scope of this document). When using a common SSID, the

settings must be sufficient for all clients which might cause some changes to the following.
4} Cisco - Microsoft Internet Explorer =1

Datei Bearbeiten Ansicht Eavoriten  Extras 7 Links **

YSTE M 0 Ping Logout  Refresh
“ MONITOR  WLAaNs  CONTROLLER  WIRELESS  SECURITY  Ma MER CO 5
WLANS General Policies Security Policies
WLANS Fadio Policy IEDZ‘llbr’g anly vl IPv6 Enable [
WLANs Admin Status ¥ Enabled
AP Groups VLAN i i Layer 2 Security IWPAZ 'I
Session Timeout (secs) IlSDD

[¥ MAC Filtering

Quality of Service (Qos) IPIatlnum {woice) 'I

L ey IAIIDWEd j. Layer 3 Security INDne -

7920 Phone Support [T Client CAC Limit [~ AP CAC Limit I~ web Policy *

Broadeast 351D [~ Enabled

Allow ARA Override [~ Enabled

Client Exclusion ¥ Enabled ** [300 *Wieb Policy cannot be used in combination with IPsec
and LZTF,

Timeout Yalue (secs)

DHCP Server [T override *# ywhen client exclusion is enabled, a timeout value of
zero means infinity {(will require administrative override to

DHCP Addr. Assignment [~ Required reset excluded clients)

Interface Name Imanagement 'I

Radius Servers

Authentication Servers Accounting Servers
Server 1 Im Im
Server 2 Im Im
Server 3 Im Im

WPAZ Parameters

WPa Compatibility Mode [~ Enable
Allow WPAZ TKIP Clients [~ Enable
Pre-Shared Key [¥ Enabled (WPAZ passphrase has been set)

[7 Please set the WPAZ Pre-Shared key of length between & and 63 characters

L«l

Select WLANS from the main menu.
Enter a name for the WLAN SSID.
Set the Radio Policy to 802.11b/g.
Enable Admin Status.
Set Session Timeout to 0.
Set Quality of Service to Platinum (recommended setting for voice traffic).
Set WMM Policy to Required (requires all clients of this SSID to use WMM) or to
Allowed. (Note: This is very important!)
8. Under Security Policies, select desired security policy (e.g. WPA or WPA2) and
enter all required options.
9. Click Apply to save all changes.
10. MAC Filtering may be enabled for further improvement of security.
11. Click Save Configuration to save your configuration in case of a controller restart.
Use Security > MAC Filtering to enter the MAC addresses of your phones if you enabled MAC Filtering

Nogkrwdnr
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Setting Up the Internal DHCP Server (Optional)

The internal DHCP server can be used for Avaya wireless handsets. The setup is shown
below. Please note that this DHCP Server is used exclusively by the WLAN clients connected
to your Cisco WLAN controller. It can not be used by APs, the controller itself or any other

LAN devices.
3 Cisco - Microsoft Internet Explorer i ] 5
File Edit Wew Favorites Tools  Help | z’
~ = = 5 e B —
@ ke ‘\J LB M '_h 7 ) search g haiertes ﬁ‘m B = 3
Address [{&] https:jf192. 188,129, 10/screens{frameset. tml | Edeo |Lms >
$E0 SYSTEM Ping ogout  Refresh
H MONITOR ROLLER. WIRELESS  SECURITY
Controller DHCP Scope > Edit < Back Apply |
General Scope Name poall
Inventory Pool Start Address [toz1e8.129.211
Interfaces
Pool End Address |192‘168.129‘254
Network Routes
Internal DHCP Server Network |[CERTERECR
Mobility Management Netmask [z55.255.255.0
Mobility Groups
Mability Statistics Lease Time (seconds) |36:|U
Spanning Tree
Default Routers [19z.168.129 10 0.0 o000
Ports
Master Controller Mode S LA tme I
Network Time Protocol DNS Servers Jo.n.0.0 Jo.ooo [o.0o0
S Profil
QesErafilps Netbios Hame Servers [tooo [tooo [toao
Status IEnahIed vl
|@ Dare F,i,i’il—g ® Internet 7

From the main menu, select Controller and Internal DHCP Server.

Select New and enter a Scope Name. Click Apply to return to the previous menu.
Select Edit to configure the DHCP server.

Enter the Starting and Ending addresses for the address pool.

Enter the Network and the Netmask.

Set a Lease Time.

Set any other parameters as required according to your configuration.

Set Status to Enabled.

Click Apply to save all changes.

CoNoA~®WNE
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Further Assistance

1. A configuration guide for the 4400 WLC can be found on Cisco’s website:
http://www.cisco.com/en/US/products/ps6366/products configuration guide book09186a
00806b0077.html

2. To convert the 1200 Series autonomous AP to an LWAPP, go to:
http://www.cisco.com/en/US/products/hw/wireless/ps430/prod technical reference09186
a00804fc3dc.html

3. For more information on the LWAPP-Enabled APs, see Quick Start Guide LWAPP-
Enabled Cisco Aironet Access Points at:
http://www.cisco.com/en/US/products/hw/wireless/ps430/products quick start09186a008
05100f5.html

4. For other assistance, contact Avaya's customer service at:
http://support.avaya.com
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