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Objective

The purpose of this document is to describe how to log in to the Avaya Communication
Manager 5.X using User account logins in a Windows 2003 Active Directory Server.
This document will cover how to install and configure Active Directory Services on a
Windows 2003 Server, install and configure Services for UNIX for Active Directory,
install and configure an LDAP Browser (i am using Softerra LDAP Browser which is
free), create and manage CM Users and Admins, configuring User Profiles in the Avaya
CM to provide granular control to the CM User base, configuring the Avaya CM to utilize
Active Directory credentials as a first method of authentication and then using local user
authentication.

Installing Active Directory Services on a Windows
2003 Server

If you already have an Active Directory Server, please skip to the next section.

For the purpose of this document, we will assume that we are creating a domain
controller for a brand new domain (TESTDOMAIN). If you already have a domain
controller, you can simply install Active Directory Services on the same or another
server without creating a brand new domain. On the Windows 2003 Server, open
START > RUN and type depromo in the Open Window and hit OK (you may need to
insert the Windows 2003 Server CD in the CDROM Drive or ISO MOUNT to the Server)

Run ﬂ !!i

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | TEEE |

| OK I Cancel | Browse... |

L

Go through the Active Directory installation wizard as follows:
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ctory Installation Wizard ' X|

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directory services on this
server, making the server a domain controller.

If this is the first time you have installed Active Directory, it is
recommended that you first read the overview in Active
Directory Help.

Ta continue, click Next.

Back I Nest> I Cancel

Active Directory Installation Wizard [ X}

4

Domain Controller Type
Specify the role you want this server to have.

Do you want this server to become a domain controller for a new domain or an
additional domain controller for an existing domain?

Select this option to create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" Additional domain controller for an existing domain
5 Proceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Next> I

Cancel |

4

Active Directory Installation Wizard

New Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters.example. microsoft. com).

Full DNS name for new domain:

ltestdomain.con’]

Operating System Compatibility
Impraved security settings in Windaws Server 2003 affect older versions of
Windows.

Active Directory Installation Wizard | X} I

Domain controllers running Windows Server 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
Secure way.

Some older versions of Windows, including Windows 95 and Windows NT 4.0 SP3 or
earlier, do not meet these requirements. Similarly, some non-Windows systems, including
Apple Mac 05 X and SAMBA clients, might not meet these requirements.

For more information, see Compatibility Help.

< Back Cancel

Active Directory Installation Wizard [ X

4

Create New Domain
Select which type of domain to create.

Create a new:

Select this option if this is the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

(" Child domain in an existing domain tree

If you want the new domain to be a child of an existing domain, select this option.
For example, you could create a new domain named
headquarters.example.microsoft.com as a child domain of the domain
example.microsoft.com.

(" Domain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

< Back I Next> I

Cancel |

< Back I Next > I

Cancel

tive Directory Installation Wizard [ X

4

NetBIOS Domain Name
Specify a NetBIOS name for the new domain.

This is the name that users of earlier versions of Windows wil use to identify the new
domain. Click Next to accept the name shawn, of type a new name.

Domain NetBlOS name:

Cancel

< Back I Next > I
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Active Directory Installation Wizard [ X I

Database and Log Folders
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to store the Active Directory database?

Database folder:

Browse...

‘Where do you want to store the Active Directory log?

Log folder:

CAWINDOWSANTDS Browse...

< Back I Next> I Cancel |

Active Directory Installation Wizard | X]
Shared System Yolume
Specify the folder to be shared as the system volume.

The SYSVOL folder stores the server's copy of the domain's public files. The contents
of the SYSVOL folder are replicated to all domain controllers in the domain.

The SYSVOL folder must be located on an NTFS volume.
Enter a location for the SYSYOL folder.

Folder location:

Browse...

< Back I Next> I Cancel I

Active Directory Installation Wizard [ X

Permissions
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Permissions compatible with pre-Windows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pre-Windows 2000 domains.

A Anonymous users can read information on this domain.

O}

{Permissions compatible anly with Windows 2000 or Windows Server 2003
ioperating systems i
Select this option if you run server programs only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Only
authenticated users can read information on this domain.

< Back I Next> | Cancel |

Active Directory Installation Wizard [ X
Directory Services Restore Mode Administrator Password
This password is used when you start the computer in Directory Services Restare
Mode.

Type and confiim the password you want to assign to the Administrator account used
when this server is started in Directory Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, so be sure to remember

bath.
Restore Mode Password: Iﬂuuuu
Confim password: |"uuuu|

For more information about Directory Services Restore Mode, see Active Directory Help.

< Back I Next > I Cancel |

Active Directory Installation Wizard | X}
Summary
Review and confim the options you selected.
You chose to:

Configure this server as the first domain controller in a new forest of domain trees. j
The new domain name is testdomain.com. This is also the name of the new forest.

The NetBIOS name of the domain is TESTDOMAIN

Database folder: C:A\WINDOWSANTDS

Log file folder: C:\WINDOWSANTDS

SYSVOL folder: C:AWINDOWSASYSVOL

The password of the new domain administrator will be the same as the password of
the administrator of this computer)

To change an option, click Back. To begin the operation, click Next.

< Back I Mext > I Cancel |

Author: Ameer Abbas Avaya Corp SE

Active Directory Installation Wizard

The wizard is configuring Active Directory. This process can take several minutes or
considerably longer, depending on the options you have selected.

Configuring the local domain controller to host Active Directory

Cancel |




Active Directory Installation Wizard [ X

Completing the Active Directory
Installation Wizard

Wetive Directory is now installed on this computer for the Zl
domain testdomain. com.

This domain controller is assigned ta the site
Default-First-Site-Name. Sites are managed with the
Wetive Directory Sites and Services administrative tool.

To close this wizard, click Finish.

Back I Finish I [ancel I

Now you should see the Active Directory icons under START > PROGRAMS >

ADMINISTRATIVE TOOL Menu

dminisirator

6@ Active Directory Domains and Trusts
Eﬁ Active Directory Sites and Services
é Active Directory Users and Computers
@ Certification Autharity

a Manage Your Server _-,5 My Computer
M Command Prompt D’ Control Panel

. % Administrative Tools
/ Windows Explorer

“ ™ Printers and Faxes

» % Cluster Administrator
@ Component Services
@ Computer Management

Configure Your Server Wizard

u MNotepad !)) Help and Support
/‘.) Search

{7~/ Run...

Data Sources (ODBC)
Distributed File System

Domain Controller Security Policy
Domain Security Policy

Event Viewer

:j Windows Security

All Programs  »

Licensing

Manage Your Server

= Jrls 4 ol IR

Microsoft .MET Framework 1.1 Configuration
$p Microsoft NET Framework 1.1 Wizards

@ Metwork Load Balancing Manager

@ Performance

(2 Remote Desktops

-_;Q_- Routing and Remote Access

% Services

B Terminal Server Licensing
Log off [0 shut Down E]

@ Terminal Services Configuration

| /start | & J
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Installing Windows Service for UNIX on Windows 2003
Active Directory Server

If you already have Windows Services for UNIX installed on your Windows 2003 Server,
please skip to the next section.

Download the latest version of Windows Services for UNIX from the microsoft.com
website.

ﬁDownload details: Windows Services for UNIX Yersion 3.5 - Windows Internet Explorer

@—: ;v [i::http:waw.microsoft.comidownloads!details.aspx?Faminid=396C9633-601B-44F1-81A4-02373FF1l778&displaylang=en

|Ei|e Edit View Favorites Tools Help

W ke {_s Download details: Windows Services for UNIX Version ... | |

Microsoft I O | <> O

Click Here to Install Silverlight

Download Center

Download Center Home Search IAII Downloads 'I I Go| Advanced Search

Product Families

wndows Windows Services for UNIX Version 3.5
Servers

Business Solutions
Developer Tools

Brief Description
This download is a self-extracting archive of the Windows Services for UNIX 3.5 product,

Windows Live On This Page

MSN ¢ Quick Details ¢ Overview

Games & Xbox ¢ System Reguirements ¢ Instructions

windows Mobile + Related Resources & What Others Are Downloading

All Downloads

Download Categories Download |

Games
Bl Quick Details
Internet .
Windows Security & Updates File Name: SFU3SSEL_EN.exe
windows Media Version: all
Drivers Date Published: 9/21/2006
Home & Office Language: English
Mobile Devices X
Download Size: 217.6 MB
Mac & Other Platforms
System Tools Estimated Download Time: Dial-up (56K) vI 8 hr 51 min

Development Resources

Download Resources Change Language: English vl Change

Microsoft Update Services

Double-click on the .EXE file downloaded and unzip the contents to a known location.

Author: Ameer Abbas Avaya Corp SE 6



WinZip Self-Extractor - SFU35SEL_EN.exe

To unzip all files in SFU3SSEL_EN.exe to the
specified folder press the Unzip button.

i

Run WinZip

Unzip to folder:

.

Browse... I Close

[v Ovenwrite files without prompting About

i

Help

Zip Self-Extractor - SFU35SEL_EN.exe

To unzip all files in SFU35SEL_EN.exe to the

nzip
specified folder press the Unzip button. =i

Run WinZip
Unzip to folder:

|ADM INI“TALOCALS ~14Temphl

Browse... I Close

[V Ovenwrite files without prompting About

ddiili

Help

Unzipping psxss.exe

WinZip Self-Extractor - SFU35SEL_EN.exe

To unzip all files in SFU3SSEL_EN.exe to the
specified folder press the Unzip button.

- un YviZlp
Unzip to folder:
IADMW'"T SLC 12313 file(s) unzipped successfully | Close

v Ovenwrite f

Unzip

il

About

Help

i

Fle Edt Vew Favortes Tools Help | A&
Qback ~ ) - T | P search [ Foders | 15 3 X 9 | @~
Address [ C:\Documents and SettingstdministratoriLocal Sektings{Templ 1 B
Folders x | [Name_~ [ size | Type [ Date Modfied [ attributes |
b RIEE File Folder 1/30/2009 4:45 PH
Documents || Sdocs File Folder 1/30/2009 4:41 P
Computer Cohelp File Folder 1/30/2009 4:41 PH
345 Floppy (1) Cotreerix File Folder 1/30/2009 4:41 PH
Local Disk (C1) (OilocRes File Folder 1/30/2009 4:41 PM
() 8c382699074ab83904136c1629 || EDmanace File Folder 1/30/2009 4:41 PH
() Documents and Settings Cimapper File Folder 1/30/2009 4:41 PH
B &) Administrator Confs File Folder 1/30/2008 4:41 PH
& £ Application Data Conis File Folder 1/30/2009 4:41 PH
(5 Desktop (iPackages. File Folder 1j30/2009 4:41 PM
@ P Favortes Coper File Folder 1/30/2009 4:42 PM
& £ Local Settings Copswdsync File Folder 1/30/2008 4:42 PM
B £ Application Data S50k File Folder 1/30/2009 4:42 PH
# [ Microsoft (Csetup. File Folder 1/30/2009 4:43 PM
B & Temp Cisources File Folder 1/30/2009 4:43 PH
Yy Casupport File Folder 1/30/2008 4:40 PH
) Meafestogs Cotelnet File Folder 1/30/2009 4:45 PH
(2 NATLogs = Sounix File Folder 1/30/2009 4:45 PM
@ ) YwarenD C)VMwarenD File Folder 1/30/2009 4:30 PH
[ My Documents [avtorun.inf 1KB Setuplinformation  11/8/20032:41PM A
2 My Recent Documents £]installhtm 49KB  HTML Document 1jsj0032:41PM A
) Nethood Flnstsi.exe 1,472K8  Application 1j8j20032:41 PN A
) PrintHood 2]readme.him 43KB HTML Document 1sj2003 241 PN A
) SendTo Tsetup.exe 11KB  Application 11/8j20032:41PM A
) Start Meny Bstusetup.msi 2,273KB Windows Installer P... 4/1/2004 6:39 PM A

# () Programs

() Templates =
>

Double-click on the SfuSetup.msi file and install the SFU on the Windows 2003 server

as follows:

@ C:\Documents and Settings'Administrator\Desktop'SFU 9 [=] B3 E
Fle Edit avorites  Tools  Help | &
Dk ~ &) v (¥ | P search Foders | |5 & X ) | [

Address I () C:\Documents and Settings\AdministratoriDesktop\SFU Ll Go

Name ~ | Size: | Type T-.. LY

C)BaseUtils File Folder 57\3 Microsoft Windows Services for UNIX Setup ard !E m

[)docs File Folder . .

Chhelp File Folder Welcome to the Microsoft Windows

C)Interix File Folder % Services for UNIX Setup Wizard

LocRes File Folder - . . " )

@ e Fold This wizard helps you install Microsoft Windows Services for

[C)manage File Folder UNIX.

[)ymapper File Folder

Cinfs File Folder Microsoft Windows Services for UNIX provides additional

Sinis File Folder features for Windows Server that allow greater interoperability
. with existing UNIX servers. Microsoft Windows Services for

()Packages File Folder UNIX also allows you to migrate UNIX shell scripts and

)Perl File Folder applications to the Interix environment running on Windows.

(Chpswdsync File Folder

I)SDK File Folder To continue, click Next.

[)setup File Folder

|)sources File Folder

[)support File Folder

(Chtelnet File Folder

[)unix File Folder

_} autorun.inf 1KB Setup Inform

€ install.htm 49KB  HTML Docum

glnstMsi.exe 1,472KB  Application Cancel

€ |readme.htm 43KB HTML Docum

[jsetup.exe 11 KB  Application 11/8/2003 2:41 PM A

'SFuSetup.msi 2,273KB  Windows Installer P...  4/1/2004 6:39 PM A
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{# Microsoft Windows Services for UNIX Setup Wizard [_ (o]

Customer Information
Your customer information identifies your copy of Microsoft Windows Services for
UNIX.

Type your customer information:

User name:
Itest

Organization:

Itesd

< Back I Next> | Cancel |

ﬂ-!,‘ Microsoft Windows Services for UNIX Setup Wizard [ (D] x]

Installation Options
Setup is ready to install Microsoft Windows Services for UNIX. Select the %

installation configuration that is appropriate for your computer.

{i# Microsoft Windows Services for UNIX Setup Wizard [_ (O] %]

License and Support Information
If you call Microsoft Product Support Services, you will be asked for your Product

1D number.

Product ID: 55875-270-3366971-00570

Please read the following agreement. To continue with Setup, you must accept
the agreement.

End-User License Agreement:
MICROSOFT END-USER LICENSE AGREEMENT il

MICROSOFT WINDOWS SERVICES FOR
UNIX VERSION 3.5 |

i accept the agreeme

" | don't accept the agreement

< Back | Next > I Cancel

Install Microsoft Windows Services for UNIX with the selected configuration:

Select this option to install standard components. Microsoft Windows Services for
UNIX wil be installed at C:ASFUY
" Custom Installation

Select this option to specify the components and installation location of Microsoft
Windows Services for UNIX.

For this version of Windows, Standard installation installs the following components:

Base utilities, UNIX perl, Interix GNU utilities, Client for NFS, Server for NFS, Server
for NIS, Password Synchronization, Windows Remote Shell service, User Name
Mapping, Server for NFS Authentication.

For security reasons, except for Client for NFS and Interix Subsystem
Startup, all services and daemons associated with these components

ﬂé‘ Microsoft Windows Services for UNIX Setup Wizard

Security Settings
Setup needs to change low-level default security settings.

will be disabled after being installed.
< Back | Next > | Cancel |

Some Interix programs rely on the setuid mode bit which allows an executing program
to take on the identity of the owner of the program file itself. Setup can enable this
mechanism. This has security implications, which are explained in Install htm.

[” Enable setuid behavior for Interix programs.

YYou have chosen to install Server for NFS, Base Utilties, UNIX Perl, Interix GNU
Utiliies. These features require support for case-sensitive file names to provide
complete compatibility with UNIX. Setup can change a Windows security setting so
that object names are handled in a case-sensitive manner. This has security
implications, which are explained in Install. htm.

[” Change the default behavior to case sensitive.

Cancel

1
|’,.-!,l Microsoft Windows Services for UNIX Setup Wizard [ [ x]

User Name Mapping
Configure the User Name Mapping server.

" Remote User Name Mapping Server

Type the name of the User Name Mapping server that is already set up in your organization. If
a User Name Mapping server is not already set up, it is recommended that you type the name
of the server where you plan ta install User Name Mapping.

(' Local User Name Mapping Server

If you have not decided to set up a remote User Name Mapping Server, it is recommended that
you set up User Name Mapping on this computer. Ta install User Name Mapping on this
computer, click Next. Setup will configure User Name Mapping to use simple mapping based
on how you provide UNIX user and group names.

(%' Network Information Service (NIS)

" Password and group files

< Back Cancel

& Microsoft Windows Services for UNIX Setup Wizard

User Name Mapping
Configure local User Name Mapping using NIS.

Windows domain name:

TESTDOMAIN =l

NIS domain name:

NIS Server name: (optional if the NIS server is part of the same subnet as this computer)

Author: Ameer Abbas Avaya Corp SE
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{i# Microsoft Windows Services for UNIX Setup Wizard O] x]

Installing
Please wait while Setup installs Microsoft Windows Services for UNIX. This will

take a few minutes.

Installing Microsoft Windows Services for UNIX...

Copying new files:
C:ASFUbinYhexdump

ﬂ§ Microsoft Windows Services for UNIX Setup Wizard

Installing
Please wait while Setup installs Microsoft Windows Services for UNIX. This will

take a few minutes.

Installing Microsoft Windows Services for UNIX...

NIS Update Schema may take few minutes ...

Microsoft Windows Services for UNIX Setup/Maintenance Wizard M=

Completing the Microsoft Windows
Services for UNIX Setup Wizard

You have successfully completed the Microsoft Windows
Services for UNIX Setup wizard.

To enable a service now, use Services in the Administrative
Tools group in Control Panel. To enable an Interix daemon,
modify the inetd.conf file located in the /etc directary.

Please take a moment and read the release notes for current
issues, and visit Microsoft Windows Services for UNIX on the
‘web for product news, updates, and partner information.

To close this wizard, click Finish.

[Cance|
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You must restart your system for the configuration
changes made to Micrasoft Windows Services for UNIX
totake effect. Click Yes to restart now or No if you plan
to manuall restart later




Creating Profiles and Groups in the Active Directory
for CM Login profiles

For the sake of this document, | will assume that we have two types of users: admins
and non-admin type users. One can create multiple type of users based on their
business needs which will follow the same concepts as described below.

For the two types of users mentioned above, we need to create two groups in the Active
directory, one for normal users or cmusers and one for admins or susers. We also need
to create two additional groups which will be associated with the USER-PROFILES in
the Avaya CM corresponding to the cmusers and susers groups. By default, profile 18
or prof18is associated with susers group and we can create a custom profile (in our
example prof20) for cmusers.

From the START > PROGRAMS > ADMINISTRATIVE TOOLS Menu, select Active
Directory Users and Computers for the AD Users snap-in.

Create the following four groups as follows:
cmusers, susers, prof18 and prof20

In the AD Users and Computers snap-in, under the testdomain.com drop-down menu,
right-click on the Users icon, select New and then Group

Znaveorecory bsersand Computers MK
<5 File  Action View Window Help ‘ == x|
e |B@E /B XEFRAB R ERBTYE
é Active Directory Users and Computer | Users 15 objects
-] Saved Queries Name | Type | Description |
B @ Eestdomain.com ﬁ Administrator  User Built-in account for admini...
u Builtin ﬂiCert Publishers  Security Group ...  Members of this group are...
-] Compgters " ﬁzDomain Admins  Security Group ...  Designated administrators. ..
ﬁ Szg?gl: ;:eocztr::yz::ﬁcipals ﬁDomain Com... Security Group ...  All workstations and serve...
S ﬁEDomain Cont... Security Group ... Al domain controllers in th...
Delegate Contral... omain Guests  Security Group ...  All domain quests
Find... omain Users  Security Group ... All domain users
- ico b Sacowibe Crayn ., Designated administrators. ..
Computer oup ... Members in this group can...
All Tasks b Contact Built-in account for guest ...
View e oup ...  Group for the Help and Su...
New Window from Here ::;gz?;:lﬁas oup ... Serversin this group can ...
oup ... Designated administrators. ..
Refresh T This is a vendor's account ...
Export List... User oup ... Members of this group ha...
Shared Folder
Properties
Help
a | >

[Create a new object...
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New Object - Group B3

Q Createin:  testdomain.com/Users

Group name:

I cmusers|

Group name (pre-Windows 2000):

New Object - Group [ X

@ Createin:  testdomain.com/Users

Group name:

I susers|

Group name (pre-Windows 2000):

l cmusers I SUsers
Groupscope | Groupkype ——— | Group scope | Group type
" Domain local (¥ Security " Domain local (% Security
(* Global " Distribution * Global " Distribution
€ Uniyersal € Universal
OK | Cancel | oK | Cancel |
New Object - Group B3 [TT——— X]
@ Gl il Q Createin:  testdomain.com/Users
lovplnams; Group name:
rof 18] —
Ip | I profza]

Group name (pre-Windows 2000):

Group name (pre-Windows 2000):
I prof18 I prof20
Groupscope | [TGroupltype Group scope Group type
C Domain local « Security " Domain local % Security
{* Global " Distribution « Gl;bal C [—)istribution
€ Universal « ;W\‘E‘V’;a‘ )

oK | Cancel
oK | Cancel

After creating the four required Security Groups, right-click on each and go to the Unix
Attribute tabs or each and set the values as follows:

For cmusers Group, set the NIS Domain to testdomain (from the drop-down menu) and
the GID value to 100

For susers Group, set the NIS Domain to testdomain and the GID value to 555
For prof18 Group, set the NIS Domain to testdomain, and the GID value to 10018
For prof20 Group, set the NIS Domain to testdomain, and the GID value to 10020

NOTE: for various profiles, the formula to use is 10000 plus the numerical value of the
profile so for example prof54 will have the GID value of 10054 etc.
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cmusers Properties B m susers Properties B m

General | Members | Member Of | Managed By UNIX Attributes I General | Members | Member Of | Managed By~ UNIX Attributes I
To enable access to this group for UNIX clients, you will have to specify the To enable access to this group for UNIX clients, you will have to specify the
NIS domain this group belongs to. NIS domain this group belongs to.
NIS Domain: Ilesldnmain =~ NIS Domain: Itestdomain LI
GID (Group D) [100] GID (Group ID): [555)
Members: Members:
add.. || Remove | add. | Aemove |

0K I Cancel I Apply | oK I Cancel I Apply |

prof18 Properties K B3
I prof20 Properties B3

General | Members | Member Of | Managed By UNIX Attributes |

General | Members | Member Of | Managed By UNIX Attributes I
To enable access to this group for UNIX clients, you will have to specify the X X . .
NIS domain this group belongs to. To enable access to this group for UNIX clients, you will have to specify the
NIS domain this group belongs to.
NIS Domain: testdomain -
! R NIS Domain: | testdomain =]
GID (Group ID): {10014
I GID (Group ID): |1nc|2c|
Members:
Members:
Add... I Remove I
Add. || Remove |

oK I Cancel I Apply I ITI

Cancel | Apply |

Lastly, we need to create an Admin user for the CM to be able to access the AD. We
will call this user Idapadmin. Right-click on the Users under testdomain.com and select,
New and then User
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@ File Action VYiew Window Help

é Active Directory Users and Computers !El '

JETE

e @B XERB[ 2

gRbvg e

é Active Directory Users and Computer | Users 15 objects

| Description |

(L saved Queries Name [ Type
=y testdomain.com €2 Administrator  User
(] Builin @Cert Publishers ~ Security Group ...

(L) Computers

(&) Domain Controllers

(L] ForeignSecurityPrincipals
.

fﬁDomain Admins  Security Group ...
!ﬁDomain Com... Security Group ...
ﬁDomain Cont... Security Group ...

Delegate Control... lomain Guests  Security Group ...
Find... omain Users  Security Group ...
P Cemmit Croup

4 Computer

= oup
All Tasks »  Contact
Grouj
View 2 oup
New Window From H InetOrgPerson oup
w Window from Hen
S cowirombere MSMQ Queue Alias oup
Refresh Printer
Export List... User oup
i Shared Folder
Propetties
Help

K I

Built-in account for admini. ..
Members of this group are...
Designated administrators...
All workstations and serve. ..
All domain controllers in th...
All domain guests

All domain users

Designated administrators...
Members in this group can...
Built-in account for guest ...
Group for the Help and Su...
Servers in this group can ...
Designated administrators. ..
This is a vendor's account ...
Members of this group ha...

|Create a new object...

Create a new user as follows:

New Object - User E3 '

g Create in:  testdomain.com/Users

First name: Ildapadmin Initials:
Last name: I
Full name: Ildapadmin

User logon name:
IIdapadmirl | @testdomain.com |

User logon name (pre-windows 2000):
[TESTDOMAINY Ildapadmin

< Back I Next> I Cancel |

New Object - User B3

g Create in:  testdomain.com/Users

Password:

Confirm password:

™ User must change password at next logon
[V User cannat change password
V' Password never expires

I Account s disabled

< Back I Nexst > I Cancel |

After creating the Idapadmin user, double-click on the Idapadmin user and go to the
Member Of tab, click Add and make him a member of Administrators and a Domain

Admins group.
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Idapadmin Properties [ 2] x|

Remote control I Terminal Services Profile | COM+ | UNIX Attributes
General I Address I Account ] Profile | Telephones ] Organization

Member OF I Disin |  Envionment |  Sessions
Member of:
Name | Active Directory Folder ]
Administrators testdomain.com/Builtin
Domain Admins testdomain.com/Users
Domain Users testdomain.com/Users

Remove

Primary group: Domain Users

There is ho need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

0K | Cancel | Apply

This account has Administrator privileges to the domain testdomain. In this example,

the password for this account is set to Avaya123!
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Creating and Configuring Users in Active Directory for
CM Logins

If you already have Users configured in your Active Directory server, you can skip to the
portion where we edit the user for UNIX Attributes.

For this example, we will create two users, one for non-admin use called cmuser1 and
one for admin use called cmadmin1

Create two Users called cmuser1 and cmadmini exactly the same way as you created
Idapadmin User only DO NOT make them part of the Administrators or Domain
Admins group. By default, they will be placed in the Domain Users group.

.ﬁ Active Directory Users and Computers

é File Action Wew Window Help

e oms XFB R EBETYED

é Active Directory Users and Computer ’ Users 17 objects

] Saved Qu.eries MName | Type | Description |
= @ Egstdoméln.com € Administrator  User Built-in account For admini...
Q Builtin mCert Publishers Security Group ... Members of this group are...
Q COmpEers ﬁ CM Admin 1 User
&3] Domain Controllers ﬁ CM Usert User
] ForeignSecurityPrincipals
g d £ mDomain Admins  Security Group ...  Designated administrators...
. ﬁzDomain Com... Security Group ...  All workstations and serve...
ﬂnﬂm i b Commiwibi s Comiim All Aarnmim ~ambeallave im Bl

Double Click on the cmuser1 User and go to the UNIX Attribute tab. Set the Values as
follows:

NIS Domain = testdomain

UID has to be a distinct number for each user, this could be any number as long as it is
different for each user.

Login Shell = /opt/ecs/bin/autosat

NOTE: This allows ONLY SAT access to the CM, since these are non-admin users, we
do not ant to give them shell access to the CM UNIX side.

Home Directory = /var/home/defty

Primary Group name/GID = cmusers
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CM User1 Properties ﬂ m |

Member OF I Dial-in | Environment | Sessions I
General | Address | Account I Profile I Telephones | Organization |
Remote control | Teminal Services Profile | COM+  UNIX Attributes

To enable access to this user for UNIX clients, you will have to specify the
NIS domain this user belongs to.

NIS Domain: I testdomain j

uiD: {10000

Login Shell: Ia" opt/ecs/bin/autosat

Home
Directory: | #var/home/defty

Primary group
name/GID: |cmusers ZI

| 0K I Cancel | Apply |

For the User cmadmin1, on the UNIX Attribute tab, set the values as follows:

NIS Domain = testdomain

UID has to be a distinct number for each user, this could be any number as long as it is
different for each user.

Login Shell = /bin/bash

NOTE: This allows FULL BASH shell access to the CM, since these are admin users,
we can allow SHELL access to the CM, if you don’t want to give them SHELL access,
set the login shell value to the previous value as stated in the cmuser1 profile.

Home Directory = /var/home/defty

Primary Group name/GID = susers
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CM Admin 1 Propetrties (2| x|

Member Of | Dial-in I Environment I Sessions
General I Address l Account I Profile I Telephones | Organization
Remote control | Teminal Services Profile | COM+  UNIX Attributes

To enable access to this user for UNIX clients, you will have to specify the
NIS domain this user belongs to.

NIS Domain: | testdomain _ﬂ

uID: 10001

Login Shell:  |/bin/basH

Home #var/home/deft

Directory: I o hiomie/ Celly

Primary group

name/GID: |susers LI

| 0K I Cancel | Apply |

Hit Apply and OK for both Users.

Double-click on prof18 Group and go to the UNIX Attribute tab, Click Add under the
Members window and add cmuser1 as a member of this Group.
NOTE: You cannot do this under the Member Of tab.
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prof18 Properties 2| x|

UNIX Attributes
2 e T a0 e |
To enable access to this group for UNIX clients, you will have to specify the . )
NIS domain this group belongs to. Available NIS Users:
CM Userl
NIS Domain: |tesldomain | et
GID (Group ID}): |1 0018
Members:
CM Admin 1
Add... Femave |
Remove | oK | Cancel |
= | — | — | _
prof20 Properties K1 E3

General | Members | Member Of | Managed By UNIX Attributes I

To enable access to this group for UNIX clients, you will have to specify the
NIS domain this group belongs to.

NIS Domain: |testdomain Z|

GID (Group ID): |10020

Members:
CM Userl

Hemove |

0K | Cancel Apply
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Double-click on prof20 Group and go to the UNIX Attribute tab, Click Add under the
Members window and add cmadmin1 as a member of this Group.
NOTE: You cannot do this under the Member Of tab.

prof18 Properties 2| x|
UNIX &ttributes
ol Wonboe| Wenber O roged |
To enable access to this group for UNIX clients, you will have to specify the . .
NIS domain this group belongs to. Available NIS Users:
M 1
NIS Domain: I!estdomain LI CM User
GID (Group ID}: [10018
Members:
CM Admin 1
Add... Femove |
Remove | oK | Cancel |
= | e | épply | _
prof18 Properties [ 2] %]

General | Members | Member Of | Managed By UNIX Attributes I

To enable access to this group for UNIX clients, you will have to specify the
NIS domain this group belongs to.

NIS Domain: testdomain

GID (Group ID]: |1001s

Members:
CM Admin 1

Add... I Femove |

| 0K I Cancel Apply
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Installing and Configuring Softerra LDAP Browser

If you already have an LDAP Browser installed on your PC or the Windows 2003 server,
please skip to the next step.

Download the Softerra LDAP Browser from the softerra website (it is free) and install on
your PC and/or the Windows 2003 server, for this document, | will be installing it on the
Windows 2003 Server.

ﬁSofterra LDAP Administrator & Browser: Directory Management Tool Download - Windows Internet Explorer

6@ v I-'_ http: ffwww.ldapbrowser .com/download. htm

File Edit Yiew Favorites Tools Help

{3 {9? =—=‘§§ Softerra LDAP Administrator & Browser: Directory Ma. .. I
TEasonable price. Softerra LDAP {j& Download {/{3/ Downla

Administrator is & must-have for

anyone involved in LDAP directory
management." SHA1 checksum SHA
cc3g oo h42b87c4393cdcc9eb9d Slc

Softerra™ LDAP Browser 2.6

s a lightweight version of LDAP Administrator with limited functionality

C1EB92F4945680F

1l - H 1 '
Open File - Security Warning m I {i# Softerra LDAP Browser 2.6 Setup [ [O] %]

Welcome to the Setup Wizard for
Softerra LDAP Browser 2.6

The publisher could not be verified. Are you sure you want to
run this software?

ﬁ Name: |dapbrowser26.msi
Publisher: Unknown Publisher
Type: Windows Installer Package
From: C:\Documents and SettingsiAdministratoriDeskkop

The Setup Wizard will install Softerra LDAP Browser 2.6 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard,

[V Always ask before opening this file

publisher. You should only run software from publishers you trust.

@ This file does not have a valid digital signature that verifies its
How can | decide what software to wn? gy

Cancel
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17\5 Softerra LDAP Browser 2.6 Setup - [C] %] ‘

End-User License Agreement

Please read the following licence agreement carefully:

STANDARD LICENSE AGREEMENT -

This is an Agreement between, Softerra, LLC. ("Softerra”), owner of the LDAP
Brawser software (“Software""), and you (“Licensee"), for the purpase of specifying the
conditions under which Licensee will use the Software.

Important Notice

This Agreement is a legal contract which specifies the terms of the license and

warranty limitation between you and Softerra for the LDAP Browser software and

related documentation. You should carefully read the following terms and conditions
before installing or using the Software. Unless you have entered into a separate ﬂ

(% 1 accept the terms of the License Agreement:

" Ido not accept the terms of the License Agreement

Reset < Back Next > I Cancel

ﬂé! Softerra LDAP Browser 2.6 Setup

Destination Folder

Click Browse to install to a different folder

Install Softerra LDAP Browser 2.6 to this folder:

IC:'(Progvam Files\SofterralLDAP Browser 2.6}

< Back Next > I Cancel |

fi Softerra LDAP Browser 2.6 Setup

Language Pack

Choose a language you want to use,

Please choose a language for the Softerra LDAP Browser interface:

{* English
" German
" French

< Back

Cancel

{& Softerra LDAP Browser 2.6 Setup [ [ %]
Read This First
Read the following before installing and running Softerra LDAP Browser 2.6
Softerra LDAP Browser A

Version 2.6

What is it?

LDAP Browser hy Softerra is a unique product without known analogs. It
pravides a convenient Explorer-like interface for browsing LDAP

directories. LDAP Browser connects to any LDAPv2 and LDAPy3 servers. It

is a handy tool capable of operating with LDAPv2 and v3 LDAP servers,

ideal for software development, web development, system administration
teams working with LDAP directories under Windows platforms. It doesnt
matter what kind of server you have to work with - OpenLDAP,
Netscape/iPlanet, Novell eDirectary, Oracle Internet Directory, Lotus L]

Namina ar Micranaft Astiva Nivastan:  Caftarwa | NAD Drawear can warlk:

< Back

Cancel |

1@ Softerra LDAP Browser 2.6 Setup

Select Installation Type
Choose the desired type of installation

All program components will be installed.

E 8" Choose the program components you wish ta install,
=

< Back Next > I Cancel

fi Softerra LDAP Browser 2.6 Setup

Updating System

The features you selected are currently being installed.

Registering product

Time remaining: 1 seconds
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After installing the LDAP Browser, start it from the Programs Menu.

Create a new profile for TESTDOMAIN as follows:

¥ Softerra LDAP Browser 2.6

File | Edit View Tools Help

Chrl+N E [

Ctrl+P

. New Profile

wif LDIF Export...

—

5 Exit
-y
#-El. OpenLDAP

-, Unizeto CERTUM

Rl

M=

Server Connection Profile Wizard [ ]

Please enter connection profile name

Connection profile name:
|TESTDUMAIN

Click Next to continue.

< Back I Nest > I Firiish | Cancel I Help |

Host Information

Please enter server host information

Host:
Port: 389 Protocol version: |3 =
| | BaseDN: I :]

| Fetch DNs (only LDAP v.3)

[” Anongmous bind

Click Next to continue.

< Back I Nest > I

Finish I Cancel | Help |

NOTE: If you did not install LDAP Browser on the Windows 2003 server itself, please
put the IP address of your Server under the Host.

Password Dialog (2] X] |

Enter password:
[l

[~ Save password

EN

o]

Cancel |

Enter the Domain Administrator password
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Since we did not put a Base DN in the previous screen, you will probably get a
Operation Error based on Invalid Credentials. Select TESTDOMAIN from the Browser
Root drop-down Menu and Select VIEW > PROPERTIES, make sure the Base is
correct in the General tab.

Server Monitor I Entry Properties I
General I Credentials | LDAP Settings |
, B [TESTDOMAIN
=
Host: Ilocalhost
Port: 389 Protocol version: |3 vl
Base Idc=testdomain,dc=con1

Type: Windows 2000 Active Directory
URL: ldap://localhost: 389/ ??base?(objectClass=")

| oK I Cancel Apply Help

Go to the Credentials Tab
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Server Propetties [ X

Server Monitor | Entry Properties |
General Credentials I LDAP Settings |

@ User DN: I

Password: I

Confirm: |

[~ Save password

I~ Anonymous bind

| oK I Cancel | Apply | Help l

Enter your UserDN, in this case, the UserDN will be
CN=Administrator,CN=Users,DC=testdomain,DC=com

NOTE: You can use the Idapadmin account and password here as well.

And enter the Administrator password and confirm password, save password for ease of
use in the future if you would like.

Server Propetties | X|
Server Monitor | Entry Properties I
General Credentials | LDAP Settings I

@ I User DN: ICN =Administrator, CN=Users,D C=testdomain,DC

xxxxxxxxxxx

Password: I

Confirm: I xxxxxxxxxx >1

|V Save password

[~ Anonymous bind

0K I Cancel | Apply | Help |

It should now allow you to Browse your LDAP Active Directory.
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Verifying Active Directory Schema for SFU Using
LDAP Browser

Click on a user for example cmuser1 in the Softerra LDAP Browser and observer the

UNIX Schema.

(3 CN=Users ".""'"""""" e e e
(2 Ch=Adrministrator = dfsp}layl\(lame CM User1 ‘ text ...
= ) distinguishedMame CN=CM User1,CN=Users,DC=testdomain,DC=com text ...
{1 Ch=Cert Publishers )
(1 CH=CM Admin 1 givenName CM text ...
P Chi—Ch Userl instanceType 4 text ...
{1 Ch=cmusers (=) lastLogoff 0 text ...
{21 CN=Domain Admins [=llastLogon 0 text ...
{Z1 CN=Domain Computers [=llogonCount 0 text ...
{Z1 CN=Domain Controllers B modifyTimeStamp 20090131003547.02 Oper...
{1 CN=Domain Guests msSFU30GidMumber 100 text ...
4;] CN=Domain Users [=) msSFU30HomeDirectory Tvarfhomejdefty text ...
{1 CN=Enterprise Admins =) msSFU30LoginShel Joptfecs/binfautosat text ...
{_j CN=Group Policy Creator Owners msSFU30Name cruserl text ...
Q Ch=Guest [=] msSFU30NiIsDomain testdomain text ...
L Cn=HelpServicesGroup =) msSFU30Password ABCDIefgh12345467890 text ...
Q E:=l’:rbtgt dPronD [=] mssFU30PosixMemberOf CN=cmusers,CN=Users,DC=testdomain,DC=com text ...
L] Ch=PasswordPropDeny msSFU30Uidhumber 10000 text ...
{_] CN=RAS and IAS Servers
(] CN=5chema Admins =) name CM User1 text ...
(] CN=SUPPORT_388945a0 [=) objectCateqgory CN=Person,CN=Schema,CN=Configuration,DC=testdomai... text...
1 Chi=susers - objectclass top text ...

We can deduce that we are using the msSFU30 schema for UNIX Services, this will

come into play later when we configure the CM UNIX for LDAP Authentication.
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Preparing the CM for LDAP Authentication

In order for the CM to send/receive LDAP User authentication requests, we have to
ALLOW AD ports in the CM Firewall.

Web into the CM using the init login.

{= https://10.148.1.10/cgi-bin/loginfweblogin - Windows Internet Explorer

@@ v IA https:f{10.148.1.10fcgi-binfloginfwebLogin
Links ) Bils DA & Llin & | West 4" Hot Face @Easy Tube @Craig e bay

T} ke {88 [v l e Secure Access SSL YPN - Home [@Gateways - demo Avaya Wiki l DaDallSG1000-1:Juniper-Scr ... ’ A\ https:{10.148.1.10cgi-... X I l

AVAYA

Logon

Logon ID:

Password:

Click Launch Maintenance Web Interface

Under Security, click on Firewall, check the Idap port tcp389 to ALLOW

Sel::ij:rlltxistrator Accounts https 443/tcp
tggg: 22333{'; Policy 0 syslog 514/udp
ggfvee': Access \dap 389/tep
Syslog Se_ll-;er = Idaps 636/tcp
IL\l_tftehn::ti?ation File radius 1812/udp
F":w-al 1 M securih S500/udn
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Configuring the Avaya CM for LDAP Active Directory
User Authentication

We will need to manipulate four files in total. We will need puTTY or any other SSH
client and network connectivity to the CM including the init credentials.

Using PuTTY, or any SSH capable client, SSH into the CM SHELL using the init user.
su to sroot user as shown and type the root password (default is sroot01), type whoami
to confirm that you are root on the machine.

i 10.148.1.10 - PuTTY

with all corporate instructio garding the protection

e authentication.

xterw, vtl00, ete.) [vtl100]=>

with all corporate instructions iing the protection

e authentication.

First file we need to manipulate is mv-auth file which is located in the /etc/pam.d
directory.
cd to /etc/pam.d directory by typing cd /etc/pam.d

vi mv-auth file
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root@s8720two> vi mv-auth

# <MESA:01:@(#):MdrcesfPgfX0:r6:43.1.12.1:20061222100700:drces:1 42 63101:MESA>

#%PAM-1.0

auth required  /lib/security/pam_env.so

auth required  /lib/security/pam_tally.so unlock_reset deny=5 unlock_
time=600

auth required  /opt/ecs/lib/pam_root_login.so

auth sufficient  /lib/security/pam_asg.so

# External AAA uncomment as and when needed

# auth  sufficient /lib/security/pam_radius_auth.so use_first_pass
#auth sufficient /lib/security/pam_Idap.so use_first_pass

#auth sufficient /lib/security/pam_safeword.so use._first_pass
#auth sufficient  /lib/security/pam_securid.so use_first_pass

auth sufficient /lib/security/pam_unix.so try_first_pass
auth required  /lib/security/pam_deny.so

#

# Account modules

#

account  required  /lib/security/pam_unix.so
account required  /lib/security/pam_access.so
#account required  /lib/security/pam_time.so
account  required  /lib/security/pam_tally.so

# External AAA uncomment as and when needed

#account sufficient /lib/security/pam_localuser.so

#account [default=die success=0k user_unknown=ignore service_err=ignore authin
fo_unavail=ignore]  /lib/security/pam_Idap.so

#account sufficient /lib/security/pam_radius.so

#account required  /lib/security/pam_access.so

#

# Password modules

#

password sufficient /lib/security/pam_asg.so

password required  /lib/security/pam_cracklib.so retry=3 minlen=6
password sufficient /lib/security/pam_unix.so use_authtok

# External AAA uncomment as and when needed

#password sufficient /lib/security/pam_Idap.so use_authtok
password required  /lib/security/pam_deny.so

#
# Session modules
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#

#session  required  /lib/security/pam_limits.so
#session  required  /lib/security/pam_lastlog.so never
#session  required  /lib/security/pam_motd.so
session  required  /lib/security/pam_unix.so

# auth  sufficient /lib/security/pam_radius_auth.so use_first_pass
#auth sufficient /lib/security/pam_Ildap.so use_first_pass

#auth sufficient /lib/security/pam_safeword.so use_first_pass
#auth sufficient /lib/security/pam_securid.so use_first_pass

auth sufficient  /lib/security/pam_unix.so try_first_pass
auth required  /lib/security/pam_deny.so

#

# Account modules

#

account  required  /lib/security/pam_unix.so
account required  /lib/security/pam_access.so
#account required  /lib/security/pam_time.so
account  required  /lib/security/pam_tally.so

# External AAA uncomment as and when needed

#account sufficient /lib/security/pam_localuser.so

#account [default=die success=0k user_unknown=ignore service_err=ignore
authinfo_unavail=ignore]  /lib/security/pam_Idap.so

#account sufficient /lib/security/pam_radius.so

#account required  /lib/security/pam_access.so

#

# Password modules

#

password  sufficient /lib/security/pam_asg.so

password required  /lib/security/pam_cracklib.so retry=3 minlen=6
password sufficient /lib/security/pam_unix.so use_authtok

# External AAA uncomment as and when needed
#password sufficient /lib/security/pam_Ildap.so use_authtok
password required  /lib/security/pam_deny.so

#

# Session modules

#

#session  required  /lib/security/pam_limits.so
#session  required /lib/security/pam_lastlog.so never
#session  required /lib/security/pam_motd.so
session required  /lib/security/pam_unix.so

~
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Save this file just in case you need to revert your changes back by typing:
cp mv-auth mv-auth-old

Replace the contents of the OLD mv-auth file with the following, you can use VI to do this or
create it in a windows box as a TXT document and copy it over to the CM.

NEW mv-auth file:

auth required  /lib/security/pam_env.so

auth required  /lib/security/pam_tally.so unlock_reset deny=5 unlock_time=600
auth required  /opt/ecs/lib/pam_root_login.so

auth sufficient  /lib/security/pam_asg.so

# External AAA uncomment as and when needed
auth sufficient /lib/security/pam_Idap.so try first pass
auth sufficient /lib/security/pam_unix.so try first pass
auth required /lib/security/pam_deny.so

#

# Account modules

#

account  required  /lib/security/pam_unix.so
account  required  /lib/security/pam_access.so
account  required  /lib/security/pam_tally.so

# External AAA uncomment as and when needed

account  sufficient /lib/security/pam_localuser.so

#account required  /lib/security/pam_Idap.so

account [default=die success=0k user_unknown=ignore service_err=ignore
authinfo_unavail=ignore]  /lib/security/pam_Ildap.so

#

# Password modules

#

password sufficient /lib/security/pam_asg.so

password required  /lib/security/pam_cracklib.so retry=3 minlen=6
password sufficient /lib/security/pam_unix.so use_authtok md5

# External AAA uncomment as and when needed
password sufficient /lib/security/pam_Idap.so use_authtok
password required  /lib/security/pam_deny.so

#

# Session modules

#

session required /lib/security/pam_mkhomedir.so

session  required  /lib/security/pam_unix.so

~
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Notice the contents of the new mv-auth file highlighted in bold allow the CM to first look at the
User credentials in an outside LDAP server and then it goes to the internal UNIX logins created
locally on the CM, lastly it denies anything that does not fit those two choices.

Second and third file that needs to be modified is the Idap.conffile, this is located in two
locations: under the /etc directory and under the /etc/openldap directory.

type cd /etc
vi ldap.conf
this is the original content of the Idap.conf file:

root@london8500> vi Idap.conf
#

# LDAP Defaults

#

# See Idap.conf(5) for details
# This file should be world readable but not world writable.

#BASE dc=example, dc=com
#URI Idap://Idap.example.com Idap.//Idap-master.example.com:666

#SIZELIMIT 12
#TIMELIMIT 15
#DEREF never
HOST 127.0.0.1

BASE dc=example,dc=com

Copy this file as a backup if you need to revert your changes back just like before by typing
cp Idap.conf Idap.conf-old

Type cd /etc/openldap
backup the Idap.conf file (this is the same file as before)

cp Idap.conf Idap.conf-old

vi both Idap.conf files in the two locations (/etc and /etc/openldap) and copy the new contents as
follows:

uri ldap://10.148.1.69 ##IP ADDRESS OF THE AD SERVER##
base dc=testdomain,dc=com

Idap version 3

binddn cn=Idapadmin,cn=Users,dc=testdomain,dc=com
bindpw Avaya123!

scope sub

timelimit 10

ssl off

nss_base_passwd cn=Users,dc=tesdomain,dc=com
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nss_base_shadow cn=Users,dc=tesdomain,dc=com
nss_base_group cn=Users,dc=testdomain,dc=com
nss_map_objectclass posixAccount user
nss_map_objectclass shadowAccount user
nss_map_attribute uid sAMAccountName
nss_map_attribute uidNumber msSFU30UidNumber
nss_map_attribute gidNumber msSFU30GidNumber
nss_map_attribute loginShell msSFU30LoginShell
nss_map_attribute gecos name

nss_map_attribute userPassword msSFU30Password
nss_map_attribute homeDirectory msSFU30HomeDirectory
nss_map_objectclass posixGroup Group
nss_map_attribute uniqueMember msSFU30PosixMember
nss_map_attribute cn cn

pam_login_attribute sAMAccountName

pam_filter objectclass=user

pam_member_attribute msSFU30PosixMember

# pam_groupdn cn=susers,cn=Users,dc=demotest,dc=com
pam_password ad

# this is the /etc/Idap.conf file for the CM side of active directory

Notice the nss_map_attributes highlighted in bold on the new Idap.conf file, they should
correspond with the UNIX schema found via the Softerra LDAP Browser. Also, notice the use of
the Idapadmin account and the password in the file as well.

Lastly, we need to modify the nsswitch.conf file which is located in the /etc directory.

cd /etc
vi nsswitch.conf

I am omitting the full output of the vi, but there should be three lines in that file which will look
like

passwd: files

shadow: files

group:  files

change these lines to look like
passwd: files Idap

shadow: files Idap
group: files Idap
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Logging into the CM using Active Directory Users

Log into the CM using PuTTY or any other SSH client on port 22. First use the
cmadmini user and password. It will log you into the BASH SHELL. You can type

autosat at the prompt to go to the SAT Terminal and select the terminal of your choice (i
prefer W2KTT). Type help and you will see a list of all command:

i 10.146.1.10 - PuTTY

e monitored and

h all corporate instruction ing the protection

e authentication.

tern, vtl00, ete.) [vtl00]=>

£ 10.146.1.10 - PuTTY

Please enter one of the following action corwand words:

Enter capital 'R' to repeat the last comwand

Or enter 'logoff' to logoff t

Hence you have full admin privileges to this CM including SHELL access.

Create a user-profile in CM by typing change user-profile 20 (for user prof20), set this profile to

ONLY allow read access to everything. Hit ESC-E to ENTER (this is in the W2KTT terminal, if

you selected a different terminal, this will be different).

=10l x|

USER PROFILE 20

Name
Routing
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Log out of the CM and log back in using cmuser1 user, use SSH and port 5022 (default SAT
port). It will take you directly to the SAT terminal without going to the SHELL. type help

# 10.146.1.10 - PuTTY =] B3

duplicate
get

1

monitor

Enter capital 'R' to repeat the last cormmand

Or enter 'logoff' to logoff the system

Coranand : v

You will notice that now you have only a limited number of commands to the CM since this is a
non-admin user.

For any questions, please contact the author by way of email at ameer@avaya.com
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