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Objective
The purpose of this document is to describe how to log in to the Avaya Communication 
Manager 5.X using User account logins in a Windows 2003 Active Directory Server.  
This document will cover how to install and configure Active Directory Services on a 
Windows 2003 Server, install and configure Services for UNIX for Active Directory, 
install and configure an LDAP Browser (i am using Softerra LDAP Browser which is 
free), create and manage CM Users and Admins, configuring User Profiles in the Avaya 
CM to provide granular control to the CM User base, configuring the Avaya CM to utilize 
Active Directory credentials as a first method of authentication and then using local user 
authentication.

Installing Active Directory Services on a Windows 
2003 Server
If you already have an Active Directory Server, please skip to the next section.

For the purpose of this document, we will assume that we are creating a domain 
controller for a brand new domain (TESTDOMAIN).  If you already have a domain 
controller, you can simply install Active Directory Services on the same or another 
server without creating a brand new domain.  On the Windows 2003 Server, open 
START > RUN and type dcpromo in the Open Window and hit OK (you may need to 
insert the Windows 2003 Server CD in the CDROM Drive or ISO MOUNT to the Server)

Go through the Active Directory installation wizard as follows:
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Now you should see the Active Directory icons under START > PROGRAMS > 
ADMINISTRATIVE TOOL Menu
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Installing Windows Service for UNIX on Windows 2003 
Active Directory Server
If you already have Windows Services for UNIX installed on your Windows 2003 Server, 
please skip to the next section.

Download the latest version of Windows Services for UNIX from the microsoft.com 
website.

Double-click on the .EXE file downloaded and unzip the contents to a known location.
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Double-click on the SfuSetup.msi file and install the SFU on the Windows 2003 server 
as follows:
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Creating Profiles and Groups in the Active Directory 
for CM Login profiles
For the sake of this document, I will assume that we have two types of users: admins 
and non-admin type users.  One can create multiple type of users based on their 
business needs which will follow the same concepts as described below.

For the two types of users mentioned above, we need to create two groups in the Active 
directory, one for normal users or cmusers and one for admins or susers.  We also need 
to create two additional groups which will be associated with the USER-PROFILES in 
the Avaya CM corresponding to the cmusers and susers groups.  By default, profile 18 
or prof18 is associated with susers group and we can create a custom profile (in our 
example prof20) for cmusers.

From the START > PROGRAMS > ADMINISTRATIVE TOOLS Menu, select Active 
Directory Users and Computers for the AD Users snap-in.

Create the following four groups as follows:
cmusers, susers, prof18 and prof20

In the AD Users and Computers snap-in, under the testdomain.com drop-down menu, 
right-click on the Users icon, select New and then Group
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After creating the four required Security Groups, right-click on each and go to the Unix 
Attribute tabs or each and set the values as follows:

For cmusers Group, set the NIS Domain to testdomain (from the drop-down menu) and 
the GID value to 100
For susers Group, set the NIS Domain to testdomain and the GID value to 555
For prof18 Group, set the NIS Domain to testdomain, and the GID value to 10018
For prof20 Group, set the NIS Domain to testdomain, and the GID value to 10020

NOTE: for various profiles, the formula to use is 10000 plus the numerical value of the 
profile so for example prof54 will have the GID value of 10054 etc.
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Lastly, we need to create an Admin user for the CM to be able to access the AD.  We 
will call this user ldapadmin.  Right-click on the Users under testdomain.com and select, 
New and then User
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Create a new user as follows:

After creating the ldapadmin user, double-click on the ldapadmin user and go to the 
Member Of tab, click Add and make him a member of Administrators and a Domain 
Admins group.
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This account has Administrator privileges to the domain testdomain.  In this example, 
the password for this account is set to Avaya123!

Author: Ameer Abbas Avaya Corp SE                                                                                                         14



Creating and Configuring Users in Active Directory for 
CM Logins
If you already have Users configured in your Active Directory server, you can skip to the 
portion where we edit the user for UNIX Attributes.

For this example, we will create two users, one for non-admin use called cmuser1 and 
one for admin use called cmadmin1

Create two Users called cmuser1 and cmadmin1 exactly the same way as you created 
ldapadmin User only DO NOT make them part of the Administrators or Domain 
Admins group.  By default, they will be placed in the Domain Users group.

Double Click on the cmuser1 User and go to the UNIX Attribute tab.  Set the Values as 
follows:

NIS Domain = testdomain
UID has to be a distinct number for each user, this could be any number as long as it is 
different for each user.
Login Shell = /opt/ecs/bin/autosat
NOTE: This allows ONLY SAT access to the CM, since these are non-admin users, we 
do not ant to give them shell access to the CM UNIX side.
Home Directory = /var/home/defty
Primary Group name/GID = cmusers
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For the User cmadmin1, on the UNIX Attribute tab, set the values as follows:

NIS Domain = testdomain
UID has to be a distinct number for each user, this could be any number as long as it is 
different for each user.
Login Shell = /bin/bash
NOTE: This allows FULL BASH shell access to the CM, since these are admin users, 
we can allow SHELL access to the CM, if you donʼt want to give them SHELL access, 
set the login shell value to the previous value as stated in the cmuser1 profile.
Home Directory = /var/home/defty
Primary Group name/GID = susers
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Hit Apply and OK for both Users.
Double-click on prof18 Group and go to the UNIX Attribute tab, Click Add under the 
Members window and add cmuser1 as a member of this Group.
NOTE: You cannot do this under the Member Of tab.
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Double-click on prof20 Group and go to the UNIX Attribute tab, Click Add under the 
Members window and add cmadmin1 as a member of this Group.
NOTE: You cannot do this under the Member Of tab.
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Installing and Configuring Softerra LDAP Browser
If you already have an LDAP Browser installed on your PC or the Windows 2003 server, 
please skip to the next step.

Download the Softerra LDAP Browser from the softerra website (it is free) and install on 
your PC and/or the Windows 2003 server, for this document, I will be installing it on the 
Windows 2003 Server.
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After installing the LDAP Browser, start it from the Programs Menu.

Create a new profile for TESTDOMAIN as follows:

NOTE: If you did not install LDAP Browser on the Windows 2003 server itself, please 
put the IP address of your Server under the Host.

Enter the Domain Administrator password
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Since we did not put a Base DN in the previous screen, you will probably get a 
Operation Error based on Invalid Credentials.  Select TESTDOMAIN from the Browser 
Root drop-down Menu and Select VIEW > PROPERTIES, make sure the Base is 
correct in the General tab.

Go to the Credentials Tab
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Enter your UserDN, in this case, the UserDN will be
CN=Administrator,CN=Users,DC=testdomain,DC=com
NOTE: You can use the ldapadmin account and password here as well.
And enter the Administrator password and confirm password, save password for ease of 
use in the future if you would like.

It should now allow you to Browse your LDAP Active Directory.
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Verifying Active Directory Schema for SFU Using 
LDAP Browser

Click on a user for example cmuser1 in the Softerra LDAP Browser and observer the 
UNIX Schema.

We can deduce that we are using the msSFU30 schema for UNIX Services, this will 
come into play later when we configure the CM UNIX for LDAP Authentication.
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Preparing the CM for LDAP Authentication
In order for the CM to send/receive LDAP User authentication requests, we have to 
ALLOW AD ports in the CM Firewall.

Web into the CM using the init login.

Click Launch Maintenance Web Interface

Under Security, click on Firewall, check the ldap port tcp389 to ALLOW
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Configuring the Avaya CM for LDAP Active Directory 
User Authentication
We will need to manipulate four files in total.  We will need puTTY or any other SSH 
client and network connectivity to the CM including the init credentials.

Using PuTTY, or any SSH capable client, SSH into the CM SHELL using the init user.  
su to sroot user as shown and type the root password (default is sroot01), type whoami 
to confirm that you are root on the machine.

First file we need to manipulate is mv-auth file which is located in the /etc/pam.d 
directory.
cd to /etc/pam.d directory by typing cd /etc/pam.d

vi mv-auth file
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root@s8720two> vi mv-auth
# <MESA:01:@(#):MdrcesfPgfX0:r6:43.1.12.1:20061222100700:drces:1 42 63101:MESA>
#%PAM-1.0

auth        required      /lib/security/pam_env.so
auth        required      /lib/security/pam_tally.so unlock_reset deny=5 unlock_                                                                                    
time=600
auth        required      /opt/ecs/lib/pam_root_login.so
auth        sufficient    /lib/security/pam_asg.so

# External AAA uncomment as and when needed
# auth      sufficient    /lib/security/pam_radius_auth.so use_first_pass
#auth       sufficient    /lib/security/pam_ldap.so use_first_pass
#auth       sufficient    /lib/security/pam_safeword.so use_first_pass
#auth       sufficient    /lib/security/pam_securid.so use_first_pass

auth        sufficient    /lib/security/pam_unix.so  try_first_pass
auth        required      /lib/security/pam_deny.so

#
# Account modules
#
account     required      /lib/security/pam_unix.so
account     required      /lib/security/pam_access.so
#account    required      /lib/security/pam_time.so
account     required      /lib/security/pam_tally.so

# External AAA uncomment as and when needed
#account    sufficient    /lib/security/pam_localuser.so
#account   [default=die success=ok user_unknown=ignore service_err=ignore authin                                                                                    
fo_unavail=ignore]       /lib/security/pam_ldap.so
#account    sufficient    /lib/security/pam_radius.so
#account    required      /lib/security/pam_access.so

#
# Password modules
#
password    sufficient    /lib/security/pam_asg.so
password    required      /lib/security/pam_cracklib.so retry=3 minlen=6
password    sufficient    /lib/security/pam_unix.so use_authtok

# External AAA uncomment as and when needed
#password   sufficient    /lib/security/pam_ldap.so use_authtok
password    required      /lib/security/pam_deny.so

#
# Session modules
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#
#session      required     /lib/security/pam_limits.so
#session     required     /lib/security/pam_lastlog.so never
#session     required     /lib/security/pam_motd.so
session     required      /lib/security/pam_unix.so
~
# auth      sufficient    /lib/security/pam_radius_auth.so use_first_pass
#auth       sufficient    /lib/security/pam_ldap.so use_first_pass
#auth       sufficient    /lib/security/pam_safeword.so use_first_pass
#auth       sufficient    /lib/security/pam_securid.so use_first_pass

auth        sufficient    /lib/security/pam_unix.so  try_first_pass
auth        required      /lib/security/pam_deny.so

#
# Account modules
#
account     required      /lib/security/pam_unix.so
account     required      /lib/security/pam_access.so
#account    required      /lib/security/pam_time.so
account     required      /lib/security/pam_tally.so

# External AAA uncomment as and when needed
#account    sufficient    /lib/security/pam_localuser.so
#account   [default=die success=ok user_unknown=ignore service_err=ignore 
authinfo_unavail=ignore]       /lib/security/pam_ldap.so
#account    sufficient    /lib/security/pam_radius.so
#account    required      /lib/security/pam_access.so

#
# Password modules
#
password    sufficient    /lib/security/pam_asg.so
password    required      /lib/security/pam_cracklib.so retry=3 minlen=6
password    sufficient    /lib/security/pam_unix.so use_authtok

# External AAA uncomment as and when needed
#password   sufficient    /lib/security/pam_ldap.so use_authtok
password    required      /lib/security/pam_deny.so

#
# Session modules
#
#session      required     /lib/security/pam_limits.so
#session     required     /lib/security/pam_lastlog.so never
#session     required     /lib/security/pam_motd.so
session     required      /lib/security/pam_unix.so
~
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Save this file just in case you need to revert your changes back by typing:

cp mv-auth mv-auth-old

Replace the contents of the OLD mv-auth file with the following, you can use VI to do this or 
create it in a windows box as a TXT document and copy it over to the CM.

NEW mv-auth file:

auth        required      /lib/security/pam_env.so
auth        required      /lib/security/pam_tally.so unlock_reset deny=5 unlock_time=600
auth        required      /opt/ecs/lib/pam_root_login.so
auth        sufficient    /lib/security/pam_asg.so

# External AAA uncomment as and when needed
auth        sufficient    /lib/security/pam_ldap.so  try_first_pass
auth        sufficient    /lib/security/pam_unix.so  try_first_pass
auth        required      /lib/security/pam_deny.so

#
# Account modules
#
account     required      /lib/security/pam_unix.so
account     required      /lib/security/pam_access.so
account     required      /lib/security/pam_tally.so

# External AAA uncomment as and when needed
account    sufficient    /lib/security/pam_localuser.so
#account           required      /lib/security/pam_ldap.so
account   [default=die success=ok user_unknown=ignore service_err=ignore 
authinfo_unavail=ignore]       /lib/security/pam_ldap.so

#
# Password modules
#
password    sufficient    /lib/security/pam_asg.so
password    required      /lib/security/pam_cracklib.so retry=3 minlen=6
password    sufficient    /lib/security/pam_unix.so use_authtok md5

# External AAA uncomment as and when needed
password   sufficient    /lib/security/pam_ldap.so use_authtok
password    required      /lib/security/pam_deny.so

#
# Session modules
#
session         required        /lib/security/pam_mkhomedir.so
session     required      /lib/security/pam_unix.so
~
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Notice the contents of the new mv-auth file highlighted in bold allow the CM to first look at the 
User credentials in an outside LDAP server and then it goes to the internal UNIX logins created 
locally on the CM, lastly it denies anything that does not fit those two choices.

Second and third file that needs to be modified is the ldap.conf file, this is located in two 
locations: under the /etc directory and under the /etc/openldap directory.

type cd /etc
vi ldap.conf
this is the original content of the ldap.conf file:

root@london8500> vi ldap.conf
#
# LDAP Defaults
#

# See ldap.conf(5) for details
# This file should be world readable but not world writable.

#BASE   dc=example, dc=com
#URI    ldap://ldap.example.com ldap://ldap-master.example.com:666

#SIZELIMIT      12
#TIMELIMIT      15
#DEREF          never
HOST 127.0.0.1
BASE dc=example,dc=com

Copy this file as a backup if you need to revert your changes back just like before by typing

cp ldap.conf ldap.conf-old

Type cd /etc/openldap
backup the ldap.conf file (this is the same file as before)

cp ldap.conf ldap.conf-old

vi both ldap.conf files in the two locations (/etc and /etc/openldap) and copy the new contents as 
follows:

uri ldap://10.148.1.69   ##IP ADDRESS OF THE AD SERVER##
base dc=testdomain,dc=com
ldap version 3
binddn cn=ldapadmin,cn=Users,dc=testdomain,dc=com
bindpw Avaya123!
scope sub
timelimit 10
ssl off
nss_base_passwd cn=Users,dc=tesdomain,dc=com
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nss_base_shadow cn=Users,dc=tesdomain,dc=com
nss_base_group cn=Users,dc=testdomain,dc=com
nss_map_objectclass posixAccount user
nss_map_objectclass shadowAccount user
nss_map_attribute uid sAMAccountName
nss_map_attribute uidNumber msSFU30UidNumber
nss_map_attribute gidNumber msSFU30GidNumber
nss_map_attribute loginShell msSFU30LoginShell
nss_map_attribute gecos name
nss_map_attribute userPassword msSFU30Password
nss_map_attribute homeDirectory msSFU30HomeDirectory
nss_map_objectclass posixGroup Group
nss_map_attribute uniqueMember msSFU30PosixMember
nss_map_attribute cn cn
pam_login_attribute sAMAccountName
pam_filter objectclass=user
pam_member_attribute msSFU30PosixMember
# pam_groupdn cn=susers,cn=Users,dc=demotest,dc=com
pam_password ad

# this is the /etc/ldap.conf file for the CM side of active directory

Notice the nss_map_attributes highlighted in bold on the new ldap.conf file, they should 
correspond with the UNIX schema found via the Softerra LDAP Browser.  Also, notice the use of 
the ldapadmin account and the password in the file as well.

cd /etc

I am omitting the full output of the vi, but there should be three lines in that file which will look 
like

passwd:     files 
shadow:     files 
group:      files 

change these lines to look like

passwd:     files ldap 
shadow:     files ldap
group:      files ldap
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vi nsswitch.conf



Logging into the CM using Active Directory Users
Log into the CM using PuTTY or any other SSH client on port 22.  First use the 
cmadmin1 user and password.  It will log you into the BASH SHELL.  You can type 
autosat at the prompt to go to the SAT Terminal and select the terminal of your choice (i 
prefer W2KTT).  Type help and you will see a list of all command:

Hence you have full admin privileges to this CM including SHELL access.

Create a user-profile in CM by typing change user-profile 20 (for user prof20), set this profile to 
ONLY allow read access to everything.  Hit ESC-E to ENTER (this is in the W2KTT terminal, if 
you selected a different terminal, this will be different).
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Log out of the CM and log back in using cmuser1 user, use SSH and port 5022 (default SAT 
port).  It will take you directly to the SAT terminal without going to the SHELL.  type help

You will notice that now you have only a limited number of commands to the CM since this is a 
non-admin user.

For any questions, please contact the author by way of email at ameer@avaya.com
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