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Overview 

SCS 4.0 includes a NAT traversal solution to enable SIP traffic from remote 
workers to access the SCS system without the requirement for a VPN.  
 
The SCS 4.0 system can be configured for remote workers to utilize both near 
end and far end NAT traversal. This enables the SCS system to be deployed 
behind a 'non SIP aware' firewall. Remote users can connect from their home 
networks behind small office/home office routers and communicate with the 
SCS deployed at for example, their head office. 
 

Network Topology Example 
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Required Information 
 
Before the Remote Worker configuration can take place, obtain the answers 
to the following questions: 
 

 What is the IP address of the SCS system to which remote workers will 
be assigned? 

 

 Will STUN be utilised to determine the routers Public IP address? 
 

 Is the public IP address of the router fronting the SCS static or can it 
change over time?  

o If static, what is the public IP address of the router fronting the 
SCS? 

o If not static, a STUN server will need to be used to determine the 
router’s public IP address. 

 

 What is the model of the router fronting the SCS? 
 

 Is the router running the latest f/w version? 
 

 What is the private LAN Subnet(s) to which the SCS is connected? 
 

 Which models of IP phones will be used by remote workers? 
 

 Are the phones running the latest firmware? 
 

 What is the SCS Domain Name or Fully Qualified Domain Name? 
 

 What are the SIP passwords of remote worker’s SCS user accounts? 
 

 What is the Outbound Proxy address. This is the public IP address of 
the router fronting the SCS system that is used to access the Internet 
or a WAN.  

 

 What is the SCS voicemail extension number?  
 

 What is the Music-on-hold URI? 
 

 What is the BLF URI if speed dials have been configured? 
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In order to successfully register a remote worker with the SCS, there are four 
main configuration steps that must be undertaken: 
 

1. The SCS must be configured for NAT Traversal and remote user 
access. 

2. A user account must be configured on the SCS for the remote user. 
3. Firewall, NAT, and Port Forwarding rules must be set on the router 

fronting the SCS system (the right-hand router in the diagram above). 
4. Configure remote IP and VoIP settings on the phone set that the user 

will use. 
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Administrators  

Step 1 – SCS STUN Configuration 
 
The options to ‘Enable NAT Traversal’ and ‘Server Behind NAT’ are enabled 
by default within the SCS 4.0, as is the STUN (Simple Traversal of UDP 
through NAT) protocol. STUN assists devices behind a NAT firewall or router 
with packet routing. STUN enables a device to determine its public IP address 
and the type of NAT service utilised on the router it is located behind. To 
configure the STUN setting: 
 

1. Navigate to the Servers page under the System menu. 

 

 
 
2. Click the link that identifies the server. 
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3. From the Server page, click the NAT link. 
 

 
 
4. By default, the Address type will be set to Use STUN with a default 

address of stun01.sipphone.com. If required, this may be changed 
with the address of the STUN server you will utilise. 

 

 
 

In this example it is assumed that the customer will have a static Public 
IP address. 
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5. From the Address Type drop down box, select Specify IP address. 
 

 
 
6. In the Public IP Address field, enter the Public IP address assigned 

to the router that is fronting the SCS private network. In this example 
an address of 217.35.36.201 

 

 
 

7. The Public Port should be left as 5060. 
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8. Click the Apply button followed by the OK button. 
 

 
 
9. You will be notified that services should be restarted. Click the here 

link. 
 

 
 
10. Select the check boxes adjacent to the affected services then click 

the Restart button. 
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11. From the System menu select Internet Calling.  
 

 
 
12. Click the Internet Calling link.  
 

 
 
13. The private LAN Subnets to which the SCS is connected, must be 

defined. Three commonly used Intranet subnets are listed. If the LAN 
side IP address range is not listed for the network to which the SCS is 
attached, click the Add Subnet link and enter the required subnet 
details. 
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Note: If the default subnets do not apply to your actual subnet, they must 

be deleted.  All you should be left with at the end of this step is a list of 
one or more subnets that together describe your private LAN subnets. 

 
14. If any changes have been made, click the Apply button. 

 
 

Step 2 - Configuring an SCS User Account for the Remote 
Worker 
 
An SCS user account is required for the Remote Worker.  
 

1. From the SCS home page, navigate to the Users page.  
 

 
 

2. Click the Add User link. 
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3. You will be presented with the New User page. Enter the 
configuration details for the remote worker. 

 

 
 

4. Make a note of the User ID and the SIP Password as these are 

required when the phone is configured for the Remote User. 
 

Note: For user configuration details, please refer to the SCS 4.0 Configuring 
User Profiles Task Based Guide. 

 
5. Click the Apply button followed by the OK button. 
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6. The configured User will be displayed. 
 

 
 
Step 3- Firewall & Router Configuration 
 
In this example, the SCS is located behind a router configured with a firewall 
and NAT. Therefore the router that fronts the SCS system requires firewall 
rules / port forwarding configuration, to allow access to the SCS by the 
Remote Worker.  This will provide the Remote Worker with the capability to 
make calls to other SCS users and to the public network.  
 
The following configuration steps are required: 
 

 Ports 5060 and 5061 for TCP and UDP service types to be open and 
forwarded to the private IP address of the SCS on the LAN. 

 

 Ports 30000 to 31000 for the UDP service type to be open and 
forwarded to the private IP address of the SCS on the LAN. 

 

Note: To enhance network security, the Source IP Address can be configured 

as the static Public IP address of the router at the Remote Worker’s location. 
There are many ways to add rules to enhance the router’s security, but this 
will depend on the individual network environment, the type of router used, 
and whether the Remote Worker has static or Dynamic Public IP address. 

 

Note: When using the SCS-resident NAT traversal facility you must disable 
any STUN/TURN/ICE facility on remote phones and disable SIP ALGs 
(Application-level gateway) in the remote router’s NAT / Firewall configuration.  

 
The following steps outline the configuration of a router with the parameters 
required for a successful SCS remote worker installation. It should be noted 
that there a numerous routers publicly available that can be utilized for this 
process. Therefore the configuration steps and screen captures illustrated 
here are the general parameters defined on a typical router, which may differ 
to your own network router interface. 
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1. The router’s firewall should be configured with a rule that will direct 
incoming packets from the WAN to LAN upon which the SCS 

resides. 
 

 
 
2. The Source IP Address and the Services affected by this rule 

should be defined. In this example the Destination Address has 
been left as Any, therefore the incoming packets can be directed to 

any IP address on the network where the SCS resides. If preferred, 
the IP address of the SCS can be defined as the Destination 
Address. 
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3. In most cases ‘Any’ source address would be defined as an Address 
Type, particularly if you have several remote workers, as you would 

require a rule for each worker. 
 

 
 

4. However, if required configuration for a single remote worker can be 
defined. In this example, a single Source IP address is defined as 
122.166.26.182.  This is the Public IP address of the router fronting 

the remote worker’s private network. 
 

 
 

Note: This is an optional step that cannot be used if the Remote 

Worker’s public IP address is subject to change without warning. Also, 
the Single Address example described in point 4 may not be practical if 

you have several remote workers, as you would need a rule for each 
worker.   
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5. The services affected by this rule can now be defined. These are 
Ports 5060 and 5061 for TCP and UDP service types and Ports 
30000 to 31000 for the UDP service type. The action for the marked 
packets should be set to Forward. 

 

 
 

6. In this example, the source address has been defined as the Public 
IP address of the remote worker’s router.  Packets from the WAN to 
the LAN where the SCS is located destined for Ports 5060 and 5061 
for TCP and UDP and Ports 30000 to 31000 for the UDP, will be 
forwarded to the network upon which the SCS resides. 
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7. The configured WAN to LAN firewall rule will be displayed. 
 

 
 

8. The firewall has now been configured to allow signalling and media 
traffic into the SCS network from the Remote Worker’s network. The 
final router configuration steps require NAT Port forwarding rules to 
direct traffic through defined ports to the SCS server.  

 
In this example Port Forwarding rules have been created for ports 
5060 and ports within a range 30000 to 31000 to direct traffic through 
these ports to the SCS IP address of 10.1.1.195 

 

 
 

This completes the configuration of the SCS and the router fronting the 
network upon which the SCS resides. The IP phones to be used by the 
remote worker can now be configured.  
 

NOTE: Service for users deployed as Remote Workers over the public 

internet is unavailable if the server they are registered to fails.  This is true 
both for a single server deployment and if the SCS is deployed with a High 
Availability server option.  This limitation is a result of the way NAT traversal 
operates.  Under some conditions this NAT limitation may be partially 
overcome to provide one-way calling depending on the customer router 
capabilities and/or the DNS configuration.  The networking dependencies and 
programming for this are beyond the scope of this guide. 



Remote Worker Configuration 

 

  NN40010-543 Issue 1.3 SCS 4.0  20 

Remote Workers – Configuring IP Phones 

The SCS provides users with the option of configuring an IP phone at a 
remote location – e.g., a home office – thereby providing the user with full 
access to office-based telephony, including contact lists, presence 
information, conferencing, and of course, PSTN calls through a gateway. 
 
The following IP sets are supported for remote working: 
 

 Avaya 1200 series phones 

 Avaya IP Softphone 3456 

 Polycom SoundPoint series phones 
 
Each phone type requires a varying amount of configuration but the network 
topology remains the same. In essence, the remote worker’s phone needs to 
be able to ‘see’ the router responsible for transporting data to and from the 
SCS at the corporate end, and vice-versa, the SCS needs to be able to send 
data to and receive it from the user’s router. 
 

 
 
Therefore, in order to successfully configure a remote worker account, 4 steps 
must be undertaken: 
 

1. The SCS must be configured for NAT Traversal and remote user 
access. 

2. A user account must be configured on the SCS for the remote user. 
3. Firewall, NAT, and Port Forwarding rules must be set on the router 

fronting the SCS system (the right-hand router in the diagram above). 
4. Configure remote IP and VoIP settings on the phone set that the user 

will use. 
The purpose of this section of the guide is to guide users through step 4 in the 
process. Steps 1,2 and 3 should already have been completed by the SCS 
administrator before users come to configure their sets for remote working.  
 
Note: Polycom SoundPoint phones can only be configured using the SCS; 

remote users will not be able to configure all necessary settings on Polycom 
sets manually. See the section on Polycom SoundPoint later in this guide. 
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Avaya 12xx Series IP Phones 
 

 
 

Note: Ensure that a user account has been created before attempting remote 

registration.  

 
Avaya 12xx series IP phones can be configured either through the phone 
interface or through a graphic user interface (GUI) accessed via a web 
browser. It is recommended that you configure the necessary settings for  
remote working through the GUI rather than the phone interface, since the 
GUI makes it easier to enter some of the more complex values such as 
domain names and Registrar Addresses. 
 
It is also recommended that the phone is DHCP-enabled to make it easier for 
it to acquire an IP address at the remote location – it is assumed that DHCP is 
used to provide devices at the remote end with IP addresses. If this is not the 
case you will need to configure static IP settings on the 12xx, please see SCS 
guide ‘Configuring Network Settings on Avaya 1200 IP phones’.  
 
When you receive your phone it should be set to configure LAN settings using 
DHCP by default. 
 
You will need to know certain IP and VoIP settings in order to register 
remotely to the SCS. The following table outlines the credentials you will need 
to configure, use the space provided to note each value. 
 

Registrar Address sip: 

SCS user ID  

SCS SIP password  

Outbound Proxy  

Voicemail Access Number  

Music-on-hold URI  

MWI R URI  

RLS Subscription URI  
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 Registrar Address – The address of the fully qualified domain name of 

your provisioning SCS. If you are unsure what your SIP domain is 
please contact your SCS administrator. This URI should be prefixed 
sip: 

 SCS username – This is the user ID defined in your SCS user 

account. Often defined as an extension number, this value can also be 
set as a name. If you are unsure of your user ID contact your SCS 
administrator. 

 

 SCS SIP password – The SIP password is an alpha-numeric value 

usually automatically created by the SCS when an account is 
configured, your SCS administrator will have to advise you of this. This 
is not your SCS PIN. 

 

 Outbound Proxy – This is the public IP address of the router fronting 

the SCS system that is used to access the Internet or a WAN.  Your 
network administrator should be able to advise you of this. 

 

 Voicemail Access Number – This is made up of the voicemail 
extension you dial when picking up messages and the SCS SIP 
domain. Your network administrator will know what the voicemail URI 
is. 

 

 Music on Hold URI – The address of the music on hold service on the 

SCS. Check with the SCS administrator if you are unsure of this 
parameter. 

 

 MWI R-URI – Message waiting indicator URI, this is the address that 

the phone will check for voicemail messages. 
 

 RLS Subscription URI – If speed dials are configured on the user 
account then there is a chance that Presence information has been 
requested, this information is displayed on the phone using busy icons. 
In order for this feature to work on a remote phone you will need to 
supply the address of the service that handles BLF – Busy Lamp Field, 
used to determine another user’s status, i.e., whether they are 
available to take a call. Check with your SCS administrator if you are 
unsure what to enter. 
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To configure the phone: 
 

1. Plug the phone into the router. 
 

2. When the phone has finished booting press the Services button to 
view the phone’s IP address. 

 
3. Open a web browser and navigate to the phone’s IP address. 
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4. The default username is ‘admin’ and the password is ‘1234’. Click on 
the Lines menu. 

 

 
 
5. Enter your name in the Full Name field. 

 
Note: If your phone already has an account configured on it, click on the 
Advanced menu, scroll to the bottom of the screen and select Restore 
Factory Defaults. Enter the administrative user name (‘admin’ by default) and 
password (‘1234’ by default) and press Enter. This will clear the phone and 
reboot it making it ready for your account details. When reboot is complete 
start at step 2 again. 

 
6. Enter your SCS Username in the User ID field. 

 
7. Enter your SIP password in the SIP Password field – if you are 

unsure of your SIP password please contact your SCS administrator. 
 
Note: The SIP Password is an alpha-numeric value assigned to the account 

by the SCS, it is not the User PIN. 
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Set the Registrar Address, this is the domain name of the SCS, 
prefixed with sip: Your SCS administrator will know what the SIP 

domain is; they can find it by opening the SCS administrative 
interface and selecting the Domain option from the System menu. 
 

 
 
You can see from the illustration above that in this instance the SIP 
URI would be: scsnetwork.local 

 
8. Tick the MWI Subscribe check-box. 

 
9. Enter the MWI R-URI, this should take the form of your SIP address 

prefixed by sip:, for example: 

 
sip:username@scshost.business.com  

 

Your SIP address is constructed from your username and the SIP 
domain. 

 
10. Enter the Voicemail Access Number as a complete URI – that is, 

the extension number of the voicemail server followed by the SIP 
domain. For example: 

 
101@scshost.business.com 

 

If you are unsure what to enter here, contact your SCS administrator.  
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11. Enter the MOH (Music on Hold) server address in the following format 
sip:~~mh~@scshost.domain.com – your SCS administrator will 

be able to advise you of what to enter in this field. 
 

 
 

12. Click Commit Changes. 

 
13. Click on the Servers menu. 
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14. Enter the Outbound Proxy, this is the public IP address of the router 
fronting the SCS system that is used to access the Internet or a 
WAN.Ask your SCS administrator if you are unsure what to enter 
here. 

 

 
 

15. Click Commit Changes. 
 
16. Finally, If speed dials have been configured on your user account you 

can use BLF (Busy Lamp Field) to see whether users are busy on a 
call or not. In order for this facility to work, you will need to click on 
the Phone Configuration menu and enter an RLS Subscription 
URI value. For a 1200 phone the URI takes the following form: 
sip:~~rl~C~xxxx@sip domain, where xxxx is your username. 

Your SCS administrator will be able to advise you of the BLF URI if 
you are unsure what to enter. 
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Note: Depending on firewall settings and other security considerations you 

may or may not be able to access the SCS user interface in order to add or 
amend speed dials. Contact your network administrator to find out whether or 
not you will be able to access the user interface from your remote location. 

 

Note: BLF will only function with the primary user line. 

 
 

17. Click Commit Changes to complete configuration. Your phone 

should flash off and then back on as it updates its settings. 
 

18. Reboot the phone to register it to the SCS – press the Services 
button on the phone, followed by the Setup soft key, then Reset and 
Phone. 

 
When the phone has rebooted, the screen should display your username and 
a black phone icon next to the bottom-right line key, indicating that you are 
registered. Check your registration by dialing the voicemail attendant (101 by 
default) or the auto-attendant (100 by default). If you are unable to dial either 
of these numbers check your settings and reboot the phone. If you are still 
having difficulty registering after reboot, contact your SCS administrator. 
 

Avaya IP Softphone 3456 
 

 
 
Note: Ensure that a user account has been created for the user before 

commencing with remote worker configuration.  
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The 3456 softphone can be configured to connect to the SCS from a remote 
location such as a home office. 
 
You will need to know certain IP and VoIP settings in order to configure a 
remote worker account on the phone. The following table outlines the 
credentials you will need to configure, use the space provided to note each 
value. 
 

SCS SIP Domain  

SCS username  

SCS SIP password  

Domain Proxy  

Voicemail extension  

BLF URI  

 

 SCS Domain – The SCS SIP domain. If you are unsure what your SIP 

domain is please contact your SCS administrator.  
 

 SCS Username – This is the user ID defined in your SCS user 

account. Often defined as an extension number, this value can also be 
set as a name. If you are unsure of your user ID contact your SCS 
administrator. 

 

 SCS SIP password – The SIP password is an alpha-numeric value 

usually automatically created by the SCS when an account is 
configured, your SCS administrator will have to advise you of this. This 
is not your SCS PIN. 

 

 Domain Proxy – This is the public IP address of the router fronting the 
SCS system that is used to access the Internet or a WAN. Your 
network administrator should be able to advise you of this. 

 SCS voicemail extension – This is the extension number you dial 

when retrieving voicemail messages. 
 

 BLF URI – (Busy Lamp Field) If speed dials are configured on the user 

account then there is a chance that Presence (a user’s current call 
status) information has been requested. In order for this feature to work 
on a remote phone you will need to supply the address of the service 
that handles BLF. Check with your SCS administrator if you are unsure 
what to enter. 

 

Installation 

 
The 3456 installs on your PC or laptop like any other piece of software. 
 

1. Launch the client installer by double-clicking on the installer icon. 
 

2. Click Next to clear the introductory dialogue. 



Remote Worker Configuration 

 

  NN40010-543 Issue 1.3 SCS 4.0  30 

 

 
 

3. When you have read and understood the license agreement, click the 
‘I accept the agreement’ radio button and then click the Next button. 

 

 
 

4. Click Next to accept the default folder location – or click on the 
Browse button to select a different location. 

 
5. Click the Install button to begin the installation. 
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6. When the files have been copied, tick the options that you would like to 
take effect upon exiting the installer. Then click Finish. 

 
 
Note: If you ticked Launch 3456 in the final window, ignore the following 

section, ‘Starting the 3456’. 

 

Starting the 3456 

 
Like any other application, the SMC is launched either from a desktop icon or 
by opening the Start menu and navigating to Programs > Avaya 3456 UC 
Client > Avaya 3456 UC Client. 
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Licensing 
 
Before the soft client can be configured or used in anyway it needs to be 
licensed with a keycode. The licensing screen will appear the first time the 
client is started. Simply enter the keycode in the field provided and then click 
the OK button. 

 

 
 

Disabling the Provisioning Server 

 
The 3456 can be configured to gather account and configuration data from a 
central provisioning server when used on a local network. This feature has 
been designed to facilitate large-scale rollouts of the phone across the 
enterprise infrastructure. When started for the first time, the application will 
request a user name, password, and SCS server location for quick and easy 
registration. In a Remote Worker scenario it is not possible to take advantage 
of the provisioning server option; account settings must be entered manually. 
You must therefore first disable the server login screen before continuing. This 
section will show you how to disable this particular function. 
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1. To access the phone for configuration purposes, a login attempt must 
be made. In the Client Login screen, enter 0000 as the user name and 
password, and then click Sign in. 

 

 
 

2. This will attempt to access the SCS to validate the credentials, as this 
may not be on the local domain (for a remote worker) it will return an 
invalid login attempt. 
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3. Click on the Skip button. 
 

 
 

4. Open the File menu and select Preferences. 
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5. Click on the Advanced button, located at the bottom of the window. 
 

 
 

6. The lower third of the Advanced window deals with Login Server 
settings. Select the No login server is available radio button. 

 

 
 

7. Click the OK button. 

 
Server login at start-up is now disabled. You can now configure your 
softphone to register remotely with the SCS. 
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Configuring Remote Settings 

 
1. Open the File menu and select Account Settings. 

 

 
 

2. Click the Add button and select New SIP Account. 
 

 
 

3. Enter your SIP URI in the User ID field. Your SIP URI is made up of 

your SCS username and the SCS SIP domain in the form of an email 
address – for example 203@scshost.business.com  

 
Your SCS administrator will be able to find your SIP domain in the 
administrative interface under System>Domain. 
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4. Enter your SIP password in the Password field. A SIP password is 
an alpha-numeric password created by the SCS when your account 
is initially configured, it is not your login PIN. Check with the SCS 
administrator if you are unsure of your SIP Password. 

 
5. Enter a Display Name, this can be anything you choose. 

 
6. In the send outbound via section select the Proxy option and then 

enter the public IP address of the router fronting the SCS system that 
is used to access the Internet or a WAN. If you are unsure of this IP 
address, please contact the SCS administrator. 

 

 
 

7. A softphone dial plan can be configured to enable your phone to 
process numbers dialed using Click to Dial Outlook contacts so that 
the SCS can route them correctly using its own dial plans. For more 
on writing a dial plan see ‘Softphone Dial Plans’ after this section. 

 
8. Click on the Voicemail tab. 
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9. Enter the voicemail extension (101 by default) in both Number to dial 
for checking voicemail and Number for sending calls to 
voicemail. 

 

 
 

10. Click on the Topology tab. 

 
11. Under Firewall Traversal, set IP Address to Use local IP address. 
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12. Deselect the Enable ICE check-box. 
 

 
 

13. Finally, If speed dials have been configured on your user account you 
can use BLF (Busy Lamp Field) to see whether users are busy on a 
call or not. In order for this facility to work, you will need to click on 
the Presence tab and enter the URL of the Workgroup. For a 3456 

softphone the URI takes the following form: 
sip:~~rl~C~xxxx@scshost.business.com, where xxxx is your 

user ID and scshost.business.com is your SCS SIP domain – 

Your SCS administrator will be able to advise you of the BLF URI if 
you are unsure what to enter. 

 

Note: Depending on firewall settings and other security considerations you 
may or may not be able to access the SCS user interface in order to add or 
remove speed dials. Contact your network administrator to find out whether or 
not you will be able to access the user interface from your remote location. 
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14. Click OK. 

 
15. Tick the Enabled check-box to activate the account you just created. 

 
16. Click Apply followed by OK. 
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Your 3456 is now configured and connected to the SCS. To check your 
registration, dial the voicemail attendant (101 by default) or the auto-attendant 
(100 by default). 
 

 
Polycom SoundPoint (Administrators Only) 
 

 
 
Due to the way Polycom SoundPoint IP phones are designed they can only be 
configured for remote worker usage using the SCS’s TFTP provisioning 
service. This means that they can only be configured locally at the SCS site 
by the administrator rather than manually by the user at the remote site. Once 
settings have been loaded onto the phone it can be shipped to the remote site 
for immediate use by the remote worker. 
 
In order to configure the phone you will need to: 
 

1. Create/select a user account to assign as a line to the phone. 
2. Create a phone profile and assign the chosen line. 
3. Configure the outbound proxy address (the public IP address of the  

router used by the SCS to access the Internet or a WAN). 
4. Send the profile 
5. Configure the phone with DHCP and an FTP address and then boot 

the phone. 
 

User Accounts and Phone Profiles 
 

1. In the SCS administrative interface, open the Users menu and select 
Users. 
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2. Select the user that will be using the Polycom SoundPoint phone – if 
the required user does not yet exist you will need to configure a new 
user profile, see the ‘Configuring User Profiles’ guide. 

 

 
 
3. If required, set up speed dials for the user by clicking on Speed Dial. 

(If you do not need to configure speed dials, continue to step 7.) 
 

 
 

Note: for the purpose of this scenario we will assume that the user will not be 
using the Group Speed Dials option. 
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4. Disable the Use Group Speed Dials option. This will display the Add 
Number option. Click Add Number. 

 

 
 
5. Enter the name and the extension number of the speed dial contact. 

Tick the Subscribe to Presence check-box to enable BLF (Busy 

Lamp Field)  notification. 
 

 
 
6. Repeat as necessary then click Apply, followed by Save and Update 

Phone(s) to update the profile. 

 
Note: When Subscribe to Presence is selected you will be prompted to 
restart the Presence server, simply click on the here link, tick the Presence 
server check-box and then click Restart Services.  

 
To return to configuring the phone, open the Users screen and select the user 

profile and continue to step 7. 
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7. Click on the Phones menu option on the left-hand side of the screen. 
 

 
 
8. Add the Polycom phone to the user account by opening the drop-

down menu and selecting the phone model. 
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9. Enter the phone’s MAC address in the Serial Number field. If 
necessary, enter a brief description of the phone for reference 
purposes. Click OK to continue. 

 

 
 
10. Now click on the line listed with the phone – this is the user profile 

that you associated with the phone. 
 

 
 
11. Click on Registration. 
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12. Clear the contents of the Outbound Proxy field and replace them 
with the public IP address or fully qualified domain name of the router 
fronting the SCS system utilized to gain access to the Internet or 
WAN. Click OK to continue. 

 

 
 
13. Open the Devices menu and select Phones to return to the phone 

list. 
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14. Tick the phone’s check-box and then click on Send Profile to upload 
the phone data to the FTP server. 

 

 
 
15. Once complete, click OK to confirm profile sending. 

 
The phone profile is now ready for collection by the phone. The easiest way to 
do this is to connect the phone to the network using DHCP and set the FTP 
address to the IP address of the SCS. 
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Configure DHCP and FTP on the Phone 
 

Note: You will only need to configure an FTP address if Option 66 is not 
utilized on your DHCP server. Option 66 can be used to automatically issue 
devices with the location of TFTP/FTP services when they acquire their IP 
address from the DHCP server. 

 
By default, a new phone should be set to automatically request an IP address 
via DHCP as soon as it is connected to the network. In the event that the 
phone has previously been configured with static IP information, DHCP will 
need to be enabled. 

 
1. Connect the phone to the network and power it up. When the 

‘Welcome’ screen appears, press the Setup soft key. 

 

 
 

2. Enter the administration password to access the configuration screen 
– by default this is set to 456 – and press the OK soft key. 

 

 
 

Note: To access the Setup utility if the phone is already powered up: 
 

1. Press the Menu button. 
2. Select option 3, Settings. 
3. Select option 2, Advanced. 
4. Enter the administrator password – 456 by default – and press the 

Enter soft key. 
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5. Select option 1, Admin Settings. 
6. Finally, select option 1 Network Settings. 

 
3. The first option in the configuration menu is the DHCP option. This 

can either be enabled or disabled. By default, DHCP should be 
enabled. If it is not, press the Edit soft key, or the tick in the center of 
the navigation cross key, and then press Up, Down, Left, or Right on 

the navigation cross to toggle between ‘disabled’ and ‘enabled’. Press 
the OK soft key or the tick button to set the option and continue. 

 

 
 
4. Use the arrow keys to scroll down to the Server Menu option and 

press the Select soft key. 
 

 
 

5. Ensure that the ‘Server Type’ is set to the default setting: FTP. If it is 
not, Press the Edit soft key to access the setting and then use the 
arrow keys on the navigation cross to set the option to FTP. 
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6. Press the OK soft key to confirm this setting and highlight the next 

option: Server Address. 

 
7. Press the Edit soft key and then enter the IP address of the SCS 

server (press the star key * to enter dots and the a->1A soft key to 
toggle between numeric and alpha input). Press the OK soft key to 
continue.  

 
To delete a character use the ‘x’ button or, if your phone does not 
have this button, press the Left arrow on the navigation cross. 

 

 
 

8. Press the Exit soft key to return to the main configuration screen. 

 
9. Configuration is complete, press the Exit soft key again to completely 

exit the configuration utility. 
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10. Using the arrow keys, navigate to and highlight the Save and Reboot 
option and then press the Select soft key. 

 

 
 

The phone will now reboot and attempt to pick up any profile information 
stored on the SCS server. 
 
Note: Before rebooting the phone, ensure that all necessary user and phone 

profile configuration steps have been carried out on the SCS server – see the 
‘Configuring User Profiles’ guide. 

 
When the phone finishes rebooting setup will be complete, If successful the 
user’s user ID (name or extension number usually) will be displayed on the 
screen. The phone can now be boxed and shipped to the remote user. 
 
Note: If the phone requires any future changes to its configuration – e.g., if 

the SCS domain name changes – it will have to be shipped back to the SCS 
and updated via SCS provisioning. 
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Avaya Documentation Links 

 SCS 4.0 Configuring User Profiles Task Based Guide 
 

 SCS 4.0 System Configuration Task Based Guide 
 

 SCS 4.0 Device Configuration - Getaways Task Based Guide 
 

 SCS 4.0 Troubleshooting Task Based Guide 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


