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Overview

SCS 4.0 includes a NAT traversal solution to enable SIP traffic from remote
workers to access the SCS system without the requirement for a VPN.

The SCS 4.0 system can be configured for remote workers to utilize both near
end and far end NAT traversal. This enables the SCS system to be deployed
behind a 'non SIP aware' firewall. Remote users can connect from their home
networks behind small office/home office routers and communicate with the
SCS deployed at for example, their head office.

Network Topology Example

Public IP address or
FQDN of router
fronting the remote
workers Private
Network, for example
122.166.26.182

7

/\—I——\ Internet /WAN _

Home network
located behind
an ordinary small
office/home
office router

Head Office

] [ \
| |
| |
| |

Public IP address or FQDN
of router fronting SCS
private network, for
example 217.35.36.201

Remoté Worker

Phone's IP address
obtained from local
router, for example
192.168.1.10

SCS 4.0 residing on
corporate private LAN with
an IP address of, for
example 10.1.1.195

|
|
I
) L 1

%
oVAyA Tue, 18 May 2010 8:52 AM Home Help Logout |c_;‘ |

Users Devices Features System Diagnostics

Active Registrations

Show Primary Registrar | The Primary Registrar
¥ Refresh every 30 seconds  Ccolumn displays the
name of the server
Total Registrations : 1 that handled the initial
- - . registration for that
Active Registrations : 1 phone. This is useful
Load Balance : 1.00 in high-availahility
mode where the initial

URI Contact registration can be
handled by either
AL 1o EAOS senreld ieluk com Im;. TSR IRR 5060 sipa 3000 v sipx priveontact-TRENRLTIP :.'.'_-_'r.:~| server in the system.

4] \ »| This page will refresh
Refresh | N Ny automatically. You can

. switch automatic
The remote worker's phone will be iy

confiqured with an extension from The registration details will include refreshing off by
g . the Public IP Address of the remote clearing the Refresh
the SCS. Depending on the phone . . . checkhox
model. the extension will sither be worker's router along with Private IP v b ! dify
: Address of the registered phone Oucan also modity
configured manually or from a the refresh interval by
managed configuration file created clicking an the current
by the 5C5S interval and then enter
anew value.
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Required Information

Before the Remote Worker configuration can take place, obtain the answers
to the following questions:

What is the IP address of the SCS system to which remote workers will
be assigned?

Will STUN be utilised to determine the routers Public IP address?
Is the public IP address of the router fronting the SCS static or can it
change over time?
o If static, what is the public IP address of the router fronting the
SCS?
o If not static, a STUN server will need to be used to determine the
router’s public IP address.
What is the model of the router fronting the SCS?
Is the router running the latest f/w version?
What is the private LAN Subnet(s) to which the SCS is connected?
Which models of IP phones will be used by remote workers?
Are the phones running the latest firmware?
What is the SCS Domain Name or Fully Qualified Domain Name?
What are the SIP passwords of remote worker's SCS user accounts?
What is the Outbound Proxy address. This is the public IP address of
the router fronting the SCS system that is used to access the Internet
or a WAN.
What is the SCS voicemail extension number?

What is the Music-on-hold URI?

What is the BLF URI if speed dials have been configured?
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In order to successfully register a remote worker with the SCS, there are four
main configuration steps that must be undertaken:

1.

The SCS must be configured for NAT Traversal and remote user
access.

2. A user account must be configured on the SCS for the remote user.
3.

Firewall, NAT, and Port Forwarding rules must be set on the router
fronting the SCS system (the right-hand router in the diagram above).

. Configure remote IP and VoIP settings on the phone set that the user

will use.
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Administrators
Step 1 — SCS STUN Configuration

The options to ‘Enable NAT Traversal’ and ‘Server Behind NAT’ are enabled
by default within the SCS 4.0, as is the STUN (Simple Traversal of UDP
through NAT) protocol. STUN assists devices behind a NAT firewall or router
with packet routing. STUN enables a device to determine its public IP address
and the type of NAT service utilised on the router it is located behind. To
configure the STUN setting:

1. Navigate to the Servers page under the System menu.

ﬁVAya Wed, 28 Apr 2010 9:50 AM Home Help Logout |C,

Users Devices Features System( Diagnostics
Affected Services Licensing
Servers
— Branches . .
r Server Domain Quick Links

- - Dial Plans Senv
[Besta]_tgnore | nternet ol e
nternet Callin
g Restarting services

Permissions mMay cause service
Import/ Export interruptian

LDAP [ AD
Backup
Restare

Lacalization

Cerificates

Software Updates
Date and Time
Logging Levels

Software Communication System (4.2.1-018680 2010-04-22T19:36:18)

2. Click the link that identifies the server.

Avo yﬁ Wed, 28 Apr 2010 9:51 AM Home Help Logaut | O,

Users Devices Features System Diagnostics

Add Server

Clicking the Send

r Name IP Address Description Status Frofiles button will
cause configuration
[t (§ scsitel2iteluk com 10.1.1.195 Primary server Reqistered files for all services to

be sentto the
Send Profiles | Delets selected servers, and

all affected services
to he restarted

|»
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3. From the Server page, click the NAT link.

a V o y o ‘Wed, 28 Apr 2010 9:52 AM Home Help Logout | O, =

Users Devices Features System Diagnostics

Configure Servers » scsitelZ.iteluk.com

% Refresh every 30 seconds

Server Roles Warning: Restarting

Hame Status Role Senices causes
services senice interruption
SbPark @ Running Primary SIP Router Doitonly if a senvice
MNAT o ¥
"""'- - requires restart or is
Maonitor <& Instant Messaging @ Running Instant Messaging not warking properly

In such case you

-
-
-
[T gk Call Contral @ Running IManagement, Primary SIP Router might wantta take a
[T <& MyBuddy @ Running Instant Messaging ggalgsszentand report
<k Statistics Runnin ! .
r d © 9 Management This page will refresh
[T ok Configuration @ Running Wanagement automatically. You
can switch automatic
Il o8 ACD @& Running ACD refreshing off by
clearing the Refrest
[T <&Phone Provisioning @ Running Management checkbox, b
. You can also modify
[T »ACD Agent Status @ Running ACD the refresh interval by
i licking on the current
5 ACD Statistics Runnin d
ro<k © g ACD interval and then
[ < #Shared Appearance Agent @ Running Frimary SIP Router enter a new value
[T <#Media Serices @ Running Conferencing, Voicemail

4. By default, the Address type will be set to Use STUN with a default
address of stunO1.sipphone.com. If required, this may be changed
with the address of the STUN server you will utilise.

oVAyA Wed, 28 Apr 2010 9:53 AM Home Help Logout | O,

Users Devices Features System Diagnostics

Configure Servers » scsitelZiteluk.com
Show Advanced Setings  The following

- configuration must be
I REIESERE Ge=sTox] =oplied o e frewal

- atthe network border:
NAT STUN server Istunm.smphone.com

The zdd h f the STUN = to discover the | f; 1P add i - Relay messages on
Wonitar = sddress or Nostname of the server us=d to discover the Intemetfacing IP sddress of the UDF part

the NAT / firewall device fronting the server.

Server Roles

designated as the
STUN interval IED Public TCP/UDP
Part" to the servers
Frequency st which the configured STUN server will be consulted to re-discover the Intemet- private IP address
facing IF addrass of the NAT / firswsll devics fronting the server and port 5050
This re-discovery prooess is useful in deployments whare the NAT / firewsll devios has 8 * Relay messages on

dyr P add
pnemie | searE the TCP port

Public port IEDED designated as the

Public TCR/UDP

Port to the servers
OK | Apply | Cancel | private IP address

and port 5060

In this example it is assumed that the customer will have a static Public
IP address.
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5. From the Address Type drop down box, select Specify IP address.

AVAYA

Configure
Server Roles
Senvices
NAT

Maonitor

Wed, 28 Apr 2010 9:53 AM Home Help

Users Devices Features System Diagnostics

Senvers » scsitel2.iteluk.com

Use STUN

The sddress or hostname of the STUN server used to discover the Intematfacing |P sddress of
the HAT / firewall devioe franting the server

e

Fraguency at which the configured STUN ssrver will b= consulted to re-discover the Internat-
facing IP address of the NAT / firswall devics fronting the ssrver

This ra-discovary process is useful in deployments whars the NAT / firewall devios has s
dynamic|P sddress

ISDED
OK | Apply | Cancel |

Show Advanced Settings

Address type

STUN server

STUN interval

Public port

Logout |

The following

configuration must be
applied to the firewall
atthe netwark border

* Relay messages on
the UDP port
designated as the
Public TCR/UDF
Port'to the servers
private IP address
and port 5060

* Relay messages on
the TCP port
designated as the
Public TCR/UDP
Port" to the server's
private IP address
and port 5060

* Relay UDP ports

6. In the Public IP Address field, enter the Public IP address assigned

to the router that is fronting the SCS private network. In this example
an address of 217.35.36.201

AVAYA

Configure
ServerRoles
Senices
NAT

Meonitor

Wed, 28 Apr 2010 9:55 AM Home Help

Users Devices Features System Diagnostics

Servers » scsitel2iteluk.com

ISpecifyIP address *
|217 35.36.201 *

‘When the server is deployed behind a NAT, the "Fublic IF address" field must be set to the
Internet-facing IP address of the NAT / firewall device fronting the server,

IEDED
OK | Apply | Cancel |

Show Advanced Settings
Address type

Public IP address

Public port

Logout (O,

The following

configuration must be
applied to the firewall
at the network border

* Relay messages on
the UDF part
designated as the
Public TCR/UDP
Port" to the server's
private IP address
and port 5060

* Relay messages on
the TCP port
designated as the

7. The Public Port should be left as 5060.

AVAVA

Configure
Server Roles
Senvices
NAT

Monitor

Wed, 28 Apr 2010 9:55 AM Home Help

Users Devices Features System Diagnostics

Senvers » scsitel2.iteluk.com

ISpecifyIP address *
|217 35.36.201

When the server is deployed behind a NAT, the "Public IP address” field must be set to the
Internetdacing IP sddress of the NAT / firswsll devios fronting the server

[5og0 <
OK | Apply | Cancel |

Show Advanced Settings
Address type

Public IP address

Public port

Logout | O,

The following

configuration must be
applied to the firewall
at the network border.

* Relay messages on
the UDF part
designated as the
Public TCRAJDP
Fort" to the server's
private IP address
and port 5060

* Relay messages on
the TCP port
designated as the

10
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8. Click the Apply button followed by the OK button.

AVAYA

Users Devices Features

Configure Servers » scsitel2iteluk.com
Server Roles -
Address type ISpeufyIP address *
Senices
NAT Public IP address |2‘I7 35.36.201
IMenitor

Internet-facing IP address of the NAT / firewall

ISDSD
OK | Apply | Cancel

Public port

Wed, 28 Apr 2010 9:55 AM

Home Help

System Diagnostics

Show Advanced Settings

‘When the server is deployed behind a NAT, the "Fublic IF address" field must be set to the

device fronting the server

Logout (O,

The following

configuration must be
applied to the firewall
at the network border

* Relay messages on
the UDF part
designated as the
"Public TCR/UDP
Port" to the server's
private IP address
and port 5060

* Relay messages on
the TCP port
designated as the

9. You will be naotified that services should be restarted. Click the here

link.

Logout

Add Server

Avo yﬁ Wed, 28 Apr 2010 957 AM Home Help
Users Devices Features System Diagnostics
One or more services need to be restarted. For details click: here
r Name IP Address Description Status
[ (5| scsitel2 itelulccom 10.1.1.195 Primary server Registered
Send Profiles | Delete

Clicking the Send
Profiles button will
cause canfiguration
files for all senvices to
be sentto the
selected senvers, and
all affected sernvices
to be restarted
automatically. This is
rarely needed as

|r

10.Select the check boxes adjacent to the affected services then click

the Restart button.

Wed, 28 Apr 2010 9:57 AM

AVAVA

Users Devices Features
Affected Services
[ Server
I 1§ scsitel2.iteluk.com
I |4 scsitel2.iteluk com
I 14 scsitel2.iteluk.com
I | scsitel2.iteluk.com

_'—. Resr.arll Ignore

Home Help
System Diagnostics
Service

¥ 11=dia Relay
B proy

¥ siF Registrar
¥ SIP Trunking

Logout |

Quick Links

Serners

Restarting semvices
may cause senvice
interruption.
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Remote Worker Configuration

11.From the System menu select Internet Calling.

Wed, 28 Apr 2010 9:58 AM Home Help

System r Diagnostics

Licensing
Servers

AVAYA

Affected Services

Users Devices Features

Branches
Domain
Dial Plans
Internet Calling
ﬁ Permissions
Impart/Export
LDAP / AD
Backup
Restare

r Server

Ignore

Laocalization
Cerificates
Software Updates
Date and Time
Loaging Levels

Software Communication System (4.2.1-018680 2010-04-22T19:36:18)

Logout (O,

Quick Links
Servers
Restarting services

May cause senvice
interruption.

12.Click the Internet Calling link.

Avoyﬁ Wed, 28 Apr 2010 959 AM Home Help
Users Devices Features System Diagnostics
Internet Calling
Internet Calling *——‘ Enable NAT =
Traversal
HAT Traversal

Ensbles NAT traverss| capsbilities in support of remote workers and remote servars behind
MAT

Server behind NAT '3

MNeeds to be chedied when the server is deployed behind s NAT Firswsll
Apply |

Logout | O,

Quick Links
Joh Status

The MAT Traversal
feature makes it
passible to
communicate with
remote users and
endpoints that are
behind near-end and

-

13.The private LAN Subnets to which the SCS is connected, must be
defined. Three commonly used Intranet subnets are listed. If the LAN
side IP address range is not listed for the network to which the SCS is
attached, click the Add Subnet link and enter the required subnet

Avo yﬁ Wed, 28 Apr 2010 10:00 AM Home Help Logaut | O, =
Users Devices Features System Diagnostics
Internet Calling

Internet Calling
MAT Traversal

Show Advanced Settings

[} Use external SBC for Internet Calling

MNone *

Session Border Contreller for Internet calls.

Intranet Domains

" scsitelZ.iteluk.com Delete

Intranet Subnets

Default SBC

Add Domain

Add Subnet

10.0.0.0/8 Delete
172.16.0.0/12 Delete
192.168.0.0/16 Delete 2

Delete
Apply |

Enabling Internet
Calling facilitates
proper routing of calls
dialed by entering a
SIF URL

Specifying an SBC is
required if your
network is behind a
firewall or NAT device
Click an Show
Advariced Seftings if
you have more than
one SBC.

Calls directed to
Intranet destinations
should not ke routed
through an SBC.
Click Add Domain to
specify all Intranet
DNS domains. Use
wildcards when
adding an entry
representing multiple
domains:

* example.or.

In addition to defining
Intranet domains, add
all Intranet IP subnets

12
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Note: If the default subnets do not apply to your actual subnet, they must
be deleted. All you should be left with at the end of this step is a list of
one or more subnets that together describe your private LAN subnets.

14.1f any changes have been made, click the Apply button.

Step 2 - Configuring an SCS User Account for the Remote
Worker

An SCS user account is required for the Remote Worker.

1. Fromthe SCS home page, navigate to the Users page.

ﬁVAya Wed, 28 Apr 2010 10:04 AM Home Help Logout | O,

Users ( Devices Features System Diagnostics
User Groups

Extension Pool

TLS Peers s defined: There are 10 phones defined:
200,201, 202, 203 204 205, 208, 207 0004f21d8d5f, 000412127943
208, 200. 210. 211, 212, 213, 0004f21eeald. 001b386kd1d0.
superadmin. more... 001h387bd1d0, 002162ff36h4

00216217032, franksoft paulsaficlient

Add New User 00000000, TIOIE...

[Add new phone... j
Discover Devices

2. Click the Add User link.

Avo yﬁ Wed, 28 Apr 2010 10:04 AM Home Help Logaut | O, =

Users Devices Features System Diagnostics

' Add New User
IFmerby 'I Selectthe Add New

User link and create a

[  UseriD + First Hame Last Name M 1D Aliases new user

5 After user is created

oo 2
C ﬁ% e Ed Janes 200 you can associate it
r Sean Frank Cortelli 201 with one or more
managed phones

- &2z Tony Smith 202
O &2 Eric Constanting 203
2204 John Carter 204
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Remote Worker Configuration

3. You will be presented with the New User page. Enter the
configuration details for the remote worker.

AVAyA Wed, 28 Apr 2010 10-06 AM Home Help Logout | O, 1=

Users Devices Features System Diagnostics

|usero 2 | Quick Links

The User ID can be a num: Extension Faal
displsyed by the ph
User ID. If using I

Last name
First name

Existing Groups:

PIN [
Confirm PIN |
The PIN is & password used to log in to voiosmail or to the usar portsl. Numeric PINs ars Hew Groups: You can
recommended, since only numbers can be dialed creats new aroups
" simply by adding the
SIP password 3Chijzhz | Eo arous mame o
with the SIF proxy. For phones the Groups form
will igured automatically on value
en manuslly configuring
The security of this password is very ant and that is why & secure
password is 8 rated
Groups | =

List all groups for this user. If 8 group does not exist, it will be oested. When entering multiple
groups. separate them with speces.

select.. »
BT ST

S r’.‘ww PP A IR s ot Pk, A ettt s gt gk

4. Make a note of the User ID and the SIP Password as these are
required when the phone is configured for the Remote User.

Note: For user configuration details, please refer to the SCS 4.0 Configuring
User Profiles Task Based Guide.

5. Click the Apply button followed by the OK button.

= . . N TR U e T, g o i
. T i o er porbl NimericPiNs e '+ flgw Groups: ¥ ian Z
mmandad, since only numbers can be disled create New Qroups
— simply by adding the
SIP password 3Chijzhz mo arous name o
Tha SIF passwerd is ussd by the Ussrs phon ister wi SIP proxy. For phonas the Groups form
man this system, stically on value
the r unman ring
li T
Groups |
List all groups for this user. If s group doss not sxist, it will be cested. When entering multicls
them with speoes.
Branch
Aliases [
r the user. Like the user ID, sn sliss can be sither s numeric
ring multiple lisses, separsts them with spaces.
T Create another user after this one?
0K | Apply | Cancel
Software Communication System (4.2.1-018880 2010-04-22T19:36:18)
=
Daone ’E
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6. The configured User will be displayed.

Mike Thomas 211

Gordon Green 212

Alan Maorris 213

ra e e e
el | el ey

Fredrick Dante 214 I

Alajn ol
P ) -

superadmin superadmin

Delets | More actions... x

e T o o SR L YU e DY o P C T s Lo S S L Y S R P TIT m

=

Step 3- Firewall & Router Configuration

In this example, the SCS is located behind a router configured with a firewall
and NAT. Therefore the router that fronts the SCS system requires firewall
rules / port forwarding configuration, to allow access to the SCS by the
Remote Worker. This will provide the Remote Worker with the capability to
make calls to other SCS users and to the public network.

The following configuration steps are required:

e Ports 5060 and 5061 for TCP and UDP service types to be open and
forwarded to the private IP address of the SCS on the LAN.

e Ports 30000 to 31000 for the UDP service type to be open and
forwarded to the private IP address of the SCS on the LAN.

Note: To enhance network security, the Source IP Address can be configured
as the static Public IP address of the router at the Remote Worker’s location.
There are many ways to add rules to enhance the router’s security, but this
will depend on the individual network environment, the type of router used,
and whether the Remote Worker has static or Dynamic Public IP address.

Note: When using the SCS-resident NAT traversal facility you must disable
any STUN/TURN/ICE facility on remote phones and disable SIP ALGs
(Application-level gateway) in the remote router’'s NAT / Firewall configuration.

The following steps outline the configuration of a router with the parameters
required for a successful SCS remote worker installation. It should be noted
that there a numerous routers publicly available that can be utilized for this
process. Therefore the configuration steps and screen captures illustrated
here are the general parameters defined on a typical router, which may differ
to your own network router interface.
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Remote Worker Configuration

1. The router’s firewall should be configured with a rule that will direct
incoming packets from the WAN to LAN upon which the SCS
resides.

-]

LTARD
FIREWALL
RUAIN RIE ML
AVRTT [
LAN
L
SULRAT
BT o
P L

T Arrwall prowe s afaiand Demlal of Seivide (DS ame b when i s emablbed.
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]

CARTWCARES
AL T
EAN

ATH SR
EERETE RGRIT
e

[ X1

CALL SCWDE Y

Tt | Brwwrr wimiors willl meed i e prfies el afiry o sshling o frrwall.

B Emdsle Firewall
Firwwull Rales Smings Spare i s

™ Brpus Triangle Reair

4% ]“
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2. The Source IP Address and the Services affected by this rule
should be defined. In this example the Destination Address has
been left as Any, therefore the incoming packets can be directed to
any IP address on the network where the SCS resides. If preferred,
the IP address of the SCS can be defined as the Destination
Address.

WLZA R

MAIN MERL

COHTENT FILTER
VPN
CERTFICATES
[ RSGAT
LK

ANTH SERVER
IRERGTE MCAT
uenE

Lo=GE

CALL SCHEDUL |

MAINTEHANCE

D0

5

FIREWALL - EDIT RULE
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Raurer fddrean
#hidERE Source 1P Addross BbERRRE -]

=SCE(UDF S06() E’
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3. In most cases ‘Any’ source address would be defined as an Address
Type, particularly if you have several remote workers, as you would
require a rule for each worker.

=
WIZARD
FIREWALL - EDIT RULE - EDIT 1P
MAIN MFNII
SYSTEM
LAH
WAN - -
SUANAT Address Type Any |
STATIC ROUTE Start IF Address 00.0.0
FIREWALL
COMNTENT FILTER End IP Address 00.0.0
it Subnet Mask 00.0.0
CERTIFICATES
BW MGMT
a82.40x —— Acply Cancel
AUTH SERVER
RFMOTF MGMT
uPpe
LOGS
CALL SCHEDULE
MAINTENANCE
LOGOUT

4. However, if required configuration for a single remote worker can be
defined. In this example, a single Source IP address is defined as
122.166.26.182. This is the Public IP address of the router fronting
the remote worker’s private network.

1=y
WIZARD
FIREWALL - EDIT RULE - EDIT IP
MAIN MENLI
SYSTEM
LAH
SUANAT Address Type Single Address ?
e houTE StartIF Address 122.166.26.182
FIREWALL
CONTENT FILTER End IP Address 0.0.0.0
MEn Subnet Mask 00.0.0
CERTIFICATES
BW MGMT
BO2AX E. Apphy Cancel |
AUTH SERVER
RFMOTF MGRMT
uPHP
LOGS
CALL SCHEDULE
MAINTENANCE
LOGOUT

Note: This is an optional step that cannot be used if the Remote
Worker’s public IP address is subject to change without warning. Also,
the Single Address example described in point 4 may not be practical if
you have several remote workers, as you would need a rule for each
worker.
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5. The services affected by this rule can now be defined. These are
Ports 5060 and 5061 for TCP and UDP service types and Ports
30000 to 31000 for the UDP service type. The action for the marked
packets should be set to Forward.

=

LA

(LR TR
TR
AN
o)
s mal
BIATIC RS

T L
CoMPIET T T

o T [ sl

FIREWALL - EDIT RULE

6. In this example, the source address has been defined as the Public

IP address of the remote worker’s router.

Packets from the WAN to

the LAN where the SCS is located destined for Ports 5060 and 5061
for TCP and UDP and Ports 30000 to 31000 for the UDP, will be
forwarded to the network upon which the SCS resides.

FIREWALL - EDIT RULE

FE2EEEE Sourcn (PAddrens FREEEET -l

122.166.26.182

x
SrcAdd | SrcEdt | SrcDelete |

e«
»|

Packet Direction
[weaNo Lar =

Destination Addsvss
#ree Dastnaton P Address ##ee =)
Arvy

=
Destdd | Des€ct | DestDelsto |
L

P R

:
*SCS TCA{TCRUDPS0G0-5061) =
“mediarelay{UDP 30000-31000)
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7. The configured WAN to LAN firewall rule will be displayed.

Packet Direction: | VW/AN to LAN ~|

Configured rules for this packet direction are displayed in the summary table below.
Action for packets hi{g‘tmmwannh-. * Block T Forward

¥ Log packets that don't maich these rules.

Active 12216626.1682 ' Any =] *SCS TCP(TCP/UDP:5060-5061) = orwand Ne
122.16b.26.182 '™ Any * T‘medlareray(UDP J0000-31000) L]

Active Any = [Any El :I!'lmiphbhl Ne
lﬁ Any | | Ay j Ell’lnmihk*]ﬂ Ne
|Mﬂ" Any =|| |Any | Eflmibhﬁbl Ne
acte [Any =] [Any = | ForvardDisabled| Ne
 Acthe [y 21| Ay =] Forvaribioaii ™o
hl-t'n |Any j | Ay j zl"-nnﬂ Enabled | No
mactive [Any =1| [Any =] <] Forward Enabled | No
BT actve [Any =]| [Any =] "~ Forward Enabled | No

Go To Page| 1 ~
Insert |NewRule Before ||  (Rule Number).
Move | Selected Rule ( selectan Index Number)To || (Rule Number).
Edit | Selected Rule

Delete | Selected Rule

8. The firewall has now been configured to allow signalling and media
traffic into the SCS network from the Remote Worker’s network. The
final router configuration steps require NAT Port forwarding rules to
direct traffic through defined ports to the SCS server.

In this example Port Forwarding rules have been created for ports
5060 and ports within a range 30000 to 31000 to direct traffic through
these ports to the SCS IP address of 10.1.1.195

| # | Acive |  Name | StartPort | EndPort |  Server IP Address

scs 5060 5060 101.1.195

BNl media 30000 31000 101.1.195
B 0 0 0000
B 0 0 00.00
5 | i 0 0 0.0.00

This completes the configuration of the SCS and the router fronting the
network upon which the SCS resides. The IP phones to be used by the
remote worker can now be configured.

NOTE: Service for users deployed as Remote Workers over the public
internet is unavailable if the server they are registered to fails. This is true
both for a single server deployment and if the SCS is deployed with a High
Avalilability server option. This limitation is a result of the way NAT traversal
operates. Under some conditions this NAT limitation may be partially
overcome to provide one-way calling depending on the customer router
capabilities and/or the DNS configuration. The networking dependencies and
programming for this are beyond the scope of this guide.
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Remote Workers — Configuring IP Phones

The SCS provides users with the option of configuring an IP phone at a
remote location — e.g., a home office — thereby providing the user with full
access to office-based telephony, including contact lists, presence
information, conferencing, and of course, PSTN calls through a gateway.

The following IP sets are supported for remote working:

e Avaya 1200 series phones
e Avaya IP Softphone 3456
e Polycom SoundPoint series phones

Each phone type requires a varying amount of configuration but the network
topology remains the same. In essence, the remote worker's phone needs to
be able to ‘see’ the router responsible for transporting data to and from the
SCS at the corporate end, and vice-versa, the SCS needs to be able to send
data to and receive it from the user’s router.

Remote Worker 's router

[N Rt J. e
T | |
T B
e T
Corporate router
(provides SCS access to web) 5 I

Remote Worker

Therefore, in order to successfully configure a remote worker account, 4 steps
must be undertaken:

1. The SCS must be configured for NAT Traversal and remote user
access.
2. A user account must be configured on the SCS for the remote user.
3. Firewall, NAT, and Port Forwarding rules must be set on the router
fronting the SCS system (the right-hand router in the diagram above).
4. Configure remote IP and VolIP settings on the phone set that the user
will use.
The purpose of this section of the guide is to guide users through step 4 in the
process. Steps 1,2 and 3 should already have been completed by the SCS
administrator before users come to configure their sets for remote working.

Note: Polycom SoundPoint phones can only be configured using the SCS;
remote users will not be able to configure all necessary settings on Polycom
sets manually. See the section on Polycom SoundPoint later in this guide.
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Avaya 12xx Series IP Phones

Note: Ensure that a user account has been created before attempting remote
registration.

Avaya 12xx series IP phones can be configured either through the phone
interface or through a graphic user interface (GUI) accessed via a web
browser. It is recommended that you configure the necessary settings for
remote working through the GUI rather than the phone interface, since the
GUI makes it easier to enter some of the more complex values such as
domain names and Registrar Addresses.

It is also recommended that the phone is DHCP-enabled to make it easier for
it to acquire an IP address at the remote location — it is assumed that DHCP is
used to provide devices at the remote end with IP addresses. If this is not the
case you will need to configure static IP settings on the 12xx, please see SCS
guide ‘Configuring Network Settings on Avaya 1200 IP phones’.

When you receive your phone it should be set to configure LAN settings using
DHCP by default.

You will need to know certain IP and VoIP settings in order to register
remotely to the SCS. The following table outlines the credentials you will need
to configure, use the space provided to note each value.

Registrar Address sip:

SCS user ID

SCS SIP password

Outbound Proxy

Voicemail Access Number

Music-on-hold URI

MWI R URI

RLS Subscription URI
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Registrar Address — The address of the fully qualified domain name of
your provisioning SCS. If you are unsure what your SIP domain is
please contact your SCS administrator. This URI should be prefixed
sip:

SCS username — This is the user ID defined in your SCS user
account. Often defined as an extension number, this value can also be
set as a name. If you are unsure of your user ID contact your SCS
administrator.

SCS SIP password — The SIP password is an alpha-numeric value
usually automatically created by the SCS when an account is
configured, your SCS administrator will have to advise you of this. This
iIs not your SCS PIN.

Outbound Proxy — This is the public IP address of the router fronting
the SCS system that is used to access the Internet or a WAN. Your
network administrator should be able to advise you of this.

Voicemail Access Number — This is made up of the voicemalil
extension you dial when picking up messages and the SCS SIP
domain. Your network administrator will know what the voicemail URI
is.

Music on Hold URI — The address of the music on hold service on the
SCS. Check with the SCS administrator if you are unsure of this
parameter.

MWI R-URI — Message waiting indicator URI, this is the address that
the phone will check for voicemail messages.

RLS Subscription URI — If speed dials are configured on the user
account then there is a chance that Presence information has been
requested, this information is displayed on the phone using busy icons.
In order for this feature to work on a remote phone you will need to
supply the address of the service that handles BLF — Busy Lamp Field,
used to determine another user’s status, i.e., whether they are
available to take a call. Check with your SCS administrator if you are
unsure what to enter.

22
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To configure the phone:
1. Plug the phone into the router.

2. When the phone has finished booting press the Services button to
view the phone’s IP address.

3. Open a web browser and navigate to the phone’s IP address.

/- Business Communications Solutions from Avaya - Windows Internet Explorer = |DL)_(I
@ « |[A 200.30.50.21 = [=> [} x [ vahoo! search [2]-]
File Edit View Favorites Tools Help
- »
A2 /A Business Communications Solutions from Avaya I l ﬁ = e @ v l_.‘(Page = @'TOO'S i
United States v Search vl
AVAYA Products Services Solutions Support Partners Community
: E +
Integrated Portfolio et e yuioitive it
Roadmap o " |
Learn how our roadmap combines the best of
Avaya and Nortel Enterprise Solutions.
view the Webinar»
learn more about Avaya and Nortel»
m @ : i ’ = &
Unified Communications Contact Centers Data Networking Small Business
Learn how to keep businesses Discover how businesses keep Build efficient, scalable, always-on Find products and solutions
small to large working productively. customers happy for less. networks, tailored to your needs
More Information: Developers Federal Government Avaya Nortel Integration FEEDBACK
v
< | »
Bore [T (@ nternet [Rwo% - 4
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4. The default username is ‘admin’ and the password is “1234’. Click on
the Lines menu.

AVAyA 1230 IP Deskphone

General Network Setup Phone Configuration Servers Phonebook Lines Change Password Advanced Upgrade Dial

General /

Firmware Version Nortel IP Phone 12x0 (SIP12x0.01.02.17.00)
Uptime 0 days, 2 hours, 41 mins, 16 secs
MAC Address 002162FF36B4

5. Enter your name in the Full Name field.

Note: If your phone already has an account configured on it, click on the
Advanced menu, scroll to the bottom of the screen and select Restore
Factory Defaults. Enter the administrative user name (‘admin’ by default) and
password (‘1234 by default) and press Enter. This will clear the phone and
reboot it making it ready for your account details. When reboot is complete
start at step 2 again.

6. Enter your SCS Username in the User ID field.

7. Enter your SIP password in the SIP Password field — if you are
unsure of your SIP password please contact your SCS administrator.

Note: The SIP Password is an alpha-numeric value assigned to the account
by the SCS, it is not the User PIN.

AVAy/_\ 1230 IP Deskphone
General Network Setup Phone Configuration Servers Phonebook Lines Change Password Advanced Upgrade Dial
Lines
Select Line < New >
Auth ID
User ID 200
Password
Registrar None # Find One © Manual ©
. - w--Begisirar Address ape_aab, - — g
o RS, i spn s gl B N i TP
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Set the Registrar Address, this is the domain name of the SCS,
prefixed with sip: Your SCS administrator will know what the SIP
domain is; they can find it by opening the SCS administrative
interface and selecting the Domain option from the System menu.

AVAVA

[ ELELERRLTGET)]

Tue, 18 May 2010 2:02 PI Ho

Users Devices Features System

Domain Name scsnetwork local

Domain name or fully qualified host name

Domain Aliases

me Help Logout | Q)

Diagnostics

Daomain Aliases can be defined to allow the SIP server to be responsible for several domain names. The alias

can be of the form of a fully qualified name or an IP address. If DNS SRV reco
one domain name, then these domain names can also be entered as alias

Apply

rds are present for more than

Add Alias

Systern Domain
setting. Twao different
modes of operation
are possible

a3} Using the fully
qualified host name
of the server as the
Domain setting: SIP
addresses will be of
the farm
sipuser@sipxexamp
le.com, where sipx is

You can see from the illustration above that in this instance the SIP
URI would be: scsnetwork.local

8. Tick the MWI Subscribe check-box.

9. Enter the MWI R-URI, this should take the form of your SIP address
prefixed by sip:, for example:

sip:username@scshost.business.com

Your SIP address is constructed from your username and the SIP

domain.

10.Enter the Voicemail Access Number as a complete URI — that is,
the extension number of the voicemail server followed by the SIP
domain. For example:

101l@scshost.business.com

If you are unsure what to enter here, contact your SCS administrator.

NN40010-543 Issue 1.3 SCS 4.0
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Remote Worker Configuration

1230 IP Deskphone

AVAYA

Daone

12.Click Commit Changes.

13.Click on the Servers menu.

26
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General Network Setup Phone Configuration Servers Phonebook Lines Change Password Advanced Upgrade Dial
Lines
Select Line Alex Samson =]
Full Name Alex Samson
Auth ID 200/002162ff36b4
User ID 200
Password ssssssne _
Registrar None ' Find One © Manual
Registrar Address sip:scsnetwork.local
[T Use domain name from network configuration
Transport Auto;l
Expires (sec) 3600
Number of Line Keys 1
Shared '3
SIP Qutbound Proxy scsnetwork.local
SIP Outbound Proxy Port
MWI Subscribe? 1
MWI R-URL 200@scsnetwork.loc:
Voicemail Access Number 101@scsnetwork.loc:
MoH Server ~~mh~@scsnetwork
Call Forwarding Mode Mone ® cFu © cFrB T cFna [T TIMER 20 ]
Call Forwarding URI
Copyright @ ipDialog, Inc. 2009-2010. All rights reserved.
Avaya and the Avaya logo are trademarks of Avaya Inc. LI
Done
11.Enter the MOH (Music on Hold) server address in the following format
sip:~~mh~@scshost.domain.com — your SCS administrator will
be able to advise you of what to enter in this field.
Ry Tl - - e et = - B I R
I MoH Server ~~mh~@scsnetwork I
Call Forwarding Mode MNone ¥ cru O cre 0 crna T TIMER |20 5]
Call Forwarding URL
Copyright ® ipDialog, Inc. 2009-2010. All rights reserved.
Avaya and the Avaya logo are trademarks of Avaya Inc. LI
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14.Enter the Outbound Proxy, this is the public IP address of the router
fronting the SCS system that is used to access the Internet or a
WAN.Ask your SCS administrator if you are unsure what to enter

here.

1210 |IP Deskphone

AVAYA

General Network Setup Phone Configuration Servers

Servers

Outbound Proxy 1
Qutbound Proxy 1 Port

Qutbound Proxy 1 Transport
Qutbound Proxy 2
Outbound Proxy 2 Port

Outbound Proxy 2 Transport

Conference Server

15.Click Commit Changes.

Phonebook

Lines Change Password Advanced

Auto =]

[Tl S1IP PING for Server Redundancy

Auto LI

Commit changes

Upgrade

16.Finally, If speed dials have been configured on your user account you
can use BLF (Busy Lamp Field) to see whether users are busy on a
call or not. In order for this facility to work, you will need to click on
the Phone Configuration menu and enter an RLS Subscription
URI value. For a 1200 phone the URI takes the following form:
sip:~~rl~C~xxxx@sip domain, where xxxx iS your username.
Your SCS administrator will be able to advise you of the BLF URI if

you are unsure what to enter.

1210 IP Deskphone

AVAYA

General Network Setup Phone Configuration Servers Phonebook

Phone Configuration

Lines

Change Password Advanced Upgrade

Enable Do Not Disturb r
Disable Call Waiting [l
Enable IM Beep Alert =4
Blink Light On Incoming

Calls B
Enable Flashing for MWI

Indicator B
Block My Caller ID [l

ip:~

RLS Subscription URI

Dial Plan

Language English;l
B T e ST IR S R S omyyy

ot S P i b s L SR S

Dial

-
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Remote Worker Configuration

Note: Depending on firewall settings and other security considerations you
may or may not be able to access the SCS user interface in order to add or
amend speed dials. Contact your network administrator to find out whether or
not you will be able to access the user interface from your remote location.

| Note: BLF will only function with the primary user line.

17.Click Commit Changes to complete configuration. Your phone
should flash off and then back on as it updates its settings.

18.Reboot the phone to register it to the SCS — press the Services

button on the phone, followed by the Setup soft key, then Reset and
Phone.

When the phone has rebooted, the screen should display your username and
a black phone icon next to the bottom-right line key, indicating that you are
registered. Check your registration by dialing the voicemail attendant (101 by
default) or the auto-attendant (100 by default). If you are unable to dial either
of these numbers check your settings and reboot the phone. If you are still
having difficulty registering after reboot, contact your SCS administrator.

Avaya IP Softphone 3456

File  View Contactz Actions Help
) Available ~ (<]
@
B gk 4
-y C - 4\ 9

Enter name or number

a Cpticns™

Address Book =
("Contacts | History
o8 o x oRE1h 4
= Friends
= Home
L3}
* Work
Adam Higton
Alan Norrig
Beb Jenkinz
Ed Jones E
AVAyA U COUNTERPATH i

Note: Ensure that a user account has been created for the user before
commencing with remote worker configuration.
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The 3456 softphone can be configured to connect to the SCS from a remote

location such as a home office.

You will need to know certain IP and VoIP settings in order to configure a
remote worker account on the phone. The following table outlines the
credentials you will need to configure, use the space provided to note each

value.

SCS SIP Domain

SCS username

SCS SIP password

Domain Proxy

Voicemail extension

BLF URI

SCS Domain — The SCS SIP domain. If you are unsure what your SIP
domain is please contact your SCS administrator.

SCS Username — This is the user ID defined in your SCS user
account. Often defined as an extension number, this value can also be
set as a name. If you are unsure of your user ID contact your SCS
administrator.

SCS SIP password — The SIP password is an alpha-numeric value
usually automatically created by the SCS when an account is
configured, your SCS administrator will have to advise you of this. This
is not your SCS PIN.

Domain Proxy — This is the public IP address of the router fronting the
SCS system that is used to access the Internet or a WAN. Your
network administrator should be able to advise you of this.

SCS voicemail extension — This is the extension number you dial
when retrieving voicemail messages.

BLF URI — (Busy Lamp Field) If speed dials are configured on the user
account then there is a chance that Presence (a user’s current call
status) information has been requested. In order for this feature to work
on a remote phone you will need to supply the address of the service
that handles BLF. Check with your SCS administrator if you are unsure
what to enter.

Installation

The 3456 installs on your PC or laptop like any other piece of software.
1. Launch the client installer by double-clicking on the installer icon.

2. Click Next to clear the introductory dialogue.

NN40010-543 Issue 1.3 SCS 4.0
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i"‘!;" Avaya 3456 UC Client - InstallShield Wizard

AVAYA

international treaties.

Welcome to the InstallShield Wizard for
Avaya 3456 UC Client

The InstallShield(R) Wizard will install Avaya 3456 UC Client on
wour computer, To continue, click Next,

WARNING: This program is protected by copyright law and

N

Powered by CounterPath

? hext = | Cancel |

3. When you have read and understood the license agreement, click the
‘| accept the agreement’ radio button and then click the Next button.

i'é" Avaya 3456 UC Client - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

AVAYA

Powered by CounterPath

11T do not accept the terms in the license agreement:

AVAYA GLOBAL 30FTWARE LICENIE TERMS
THIZ END USER LICENZEE AGREEMENT (“30FTWARE LICENZE TERIME™)
GOVERNS THE USE OF AVAYA ™S PROPRIET ARY 30FTWARE AND THIRD-
PARTY PROFRIETARY SOFTWARE. READ THESE 30FTWARE LICENZE TERLA
CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR.
USING THE AVAYA BOFTWARE (A3 DEFINED BELOW). BY INSTALLING,
DOWNLOADING OR USING THE AVAYA 30FTWARE, OR AUTHORIZING
OTHER:E TO DO 30, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FROM

Y

el
Prink

| < Back

u Mexk = | Cancel |

4. Click Next to accept the default folder location — or click on the
Browse button to select a different location.

5. Click the Install button to begin the installation.
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i"‘!;‘- Avaya 3456 UC Client - InstallShield Wizard

Ready to Install the Program AVAyA

The wizard is ready to begin installation.
Powered by CounterPath

Click Install ta begin the installation.

If you want ko review or change any of your installation settings, click Back. Click Cancel ta
exit the wizard,

| < Back } Install i | Cancel |

6. When the files have been copied, tick the options that you would like to

take effect upon exiting the installer. Then click Finish.

Note: If you ticked Launch 3456 in the final window, ignore the following
section, ‘Starting the 3456’.

Starting the 3456

Like any other application, the SMC is launched either from a desktop icon or
by opening the Start menu and navigating to Programs > Avaya 3456 UC

Client > Avaya 3456 UC Client.

B Fidgin [T AVGE 8.0 ¥
) RocketDock >
o Spark [ Fowit POF Editor D
g PuTTY ) Fouit Reader »
(=) Windows Medi =+ eBay
(& |ntemet Explore @) Autolt v3 »
e ) Gitk+ 5
All Programs uﬂ Shaglt 8 N
) VideoLaN »
) Interdctual L Ayapa 3456 UC Client
Il{'Slalt [ Avapa 3456 UC Client L ﬁ Uninstall &vaya 3456 LIC Client
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Licensing

Before the soft client can be configured or used in anyway it needs to be
licensed with a keycode. The licensing screen will appear the first time the
client is started. Simply enter the keycode in the field provided and then click
the OK button.

Fie View Contacts Actions Help

. Available v

f Enter License Key !é-"

\ Please enter your license key

|
i OK Cancel |
| ' |

.| o

=)

_AVAVA

Disabling the Provisioning Server

The 3456 can be configured to gather account and configuration data from a
central provisioning server when used on a local network. This feature has
been designed to facilitate large-scale rollouts of the phone across the
enterprise infrastructure. When started for the first time, the application will
request a user name, password, and SCS server location for quick and easy
registration. In a Remote Worker scenario it is not possible to take advantage
of the provisioning server option; account settings must be entered manually.
You must therefore first disable the server login screen before continuing. This
section will show you how to disable this particular function.
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1. To access the phone for configuration purposes, a login attempt must

be made. In the Client Login screen, enter 0000 as the user name and
password, and then click Sign in.

Username: 0000

Password: ===

s Remember nams
s Remember password
Sign in automaticall

Forgot yvour pazzword?

— lsionin.]

2. This will attempt to access the SCS to validate the credentials, as this

may not be on the local domain (for a remote worker) it will return an
invalid login attempt.

Username: [y

Password: ===

s Remember name

s Remember pazzword

(%]

gn in automatically

Forgot yvour pagsword?

Server: | hitp:izcsitel2. teluk.com: 12000/cmcpro
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3. Click on the Skip button.

Preferences

Alerts & Sounds
Privacy

Quick Transfer
Devices
Metwork

Audio Codecs
Video Codecs
Falder Locations
Quality of Service
LDAP

Contact Starage

Diagnostics

Avaya 3456 UC Chent -
File  Wiew Contactz
[y Prafile

Account Settings E

I
I=
X

Actions Help

Sign Qut
Exit

Ctrl+Q

up an account, pleaze
count Settings.

4. Open the File menu and select Preferences.

— General Preferences

& Always

o Aute launch when Windows starts

w Confirm before cloging application

Only when a call iz active

of Callimmediately once a phone number is selected
Dizplay idle status if | dont uze my computer for: | 10

Make Avaya 3456 UC Client the default phone application:

wliake Dofault

minutez

Advanced *—

— Mez=aging

In mezzaging, pressing Enter will:
@ Send the meszage (Use Cirl + Enter to create a ling)

W Create a new line (Use Cirl + Enter to 2end)

wa Open new messages as separate windows rather than tabs

@& Pop up the mes=age window on incoming message
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5. Click on the Advanced button, located at the bottom of the window.

_

Application Advanced

Alerts & Sounds General Optionz

Privacy @& Reduce schos from epeakers (AEC)

Quick Transfer W U=e slower but more compatible videe format
Devices

Network Auto Answer Calls

® Auto answer incoming calls after ringing first
Audio Codecs

w Auto answer incoming calle without ringing

Media:

ideo Codecs

Folder Locations . .
® Aute answer with audio

Quality of Service . . .
W Auto answer with audio and video
LOAP

Contact Storage Login Server

Diagnostics ®: No login server is available | ‘_
|iii“iii w Automaticalty detect the login server through DHCP

w Login =erver iz required to login

@& Number of times a user can =kip login to the =erver if it cannet be contacted

-1 (-1 denotes unlimited).

wuReset to Default ok ] o cancel

6. The lower third of the Advanced window deals with Login Server
settings. Select the No login server is available radio button.

N P e T e o s . [ .
v e — T T T e e e T e e

7. Click the OK button.

Server login at start-up is now disabled. You can now configure your
softphone to register remotely with the SCS.
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Configuring Remote Settings

1. Open the File menu and select Account Settings.

File  \iew Contacts Actions Help
Iy Brafile G
Preferences -
5 =
Sign Cut

up an account, please

Exit Ctrl+Q iccount Settings.

®

Address Book =&
Contacts History

g O x O G|~

To add a contact, click Add Contact icen in this tab, or
select Add a Contact from the Centacts menu.

== Friends
= Home
= Work

AVAYA 0 counTeRPaTH .3}

2. Click the Add button and select New SIP Account.

Enabled Account name | Status Protocol User ID
o " MNew XMPP Account... |

Clear...

Move Up

Move Down

The firzst enabled SIP account in the list is the default account. Phone calls will be made on this account if no
dial plan applies to the dialed number.

PP s i ON

3. Enter your SIP URI in the User ID field. Your SIP URI is made up of
your SCS username and the SCS SIP domain in the form of an email
address — for example 203@scshost.business.com

Your SCS administrator will be able to find your SIP domain in the
administrative interface under System>Domain.
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4. Enter your SIP password in the Password field. A SIP password is
an alpha-numeric password created by the SCS when your account
is initially configured, it is not your login PIN. Check with the SCS
administrator if you are unsure of your SIP Password.

5. Enter a Display Name, this can be anything you choose.
6. In the send outbound via section select the Proxy option and then
enter the public IP address of the router fronting the SCS system that

is used to access the Internet or a WAN. If you are unsure of this IP
address, please contact the SCS administrator.

L

[ Account Voicemail Topology Prezence Storage Security Advanced
Account name: | Account 1
Protocol: | S
User Details
User ID:| 203@s=cshost.business.com €.0. josephi@domain.com
Password: | *=*
Display name: | Ales
Authorization name:
Domain Proxy

@& Register with domain and receive calls

Send outbound via:

w Domain

® Proxy A:I:Iresa:l 89.123.65.218 I

\ §

Dial plan: | #1\a\a.T;match=1;prestrip=2;

ol

7. A softphone dial plan can be configured to enable your phone to
process numbers dialed using Click to Dial Outlook contacts so that
the SCS can route them correctly using its own dial plans. For more
on writing a dial plan see ‘Softphone Dial Plans’ after this section.

8. Click on the Voicemail tab.
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9. Enter the voicemail extension (101 by default) in both Number to dial
for checking voicemail and Number for sending calls to
voicemail.

Account |' “Woicemail Topology Presence Storage Security Advanced

&& Check for voicemail

Mumber to dial for checking voicemail]| 101
&

MNumber for gending calls to voicemail] 101
|

w Send calls to voicemail if unangwered for. | 0 seconds

Forwarding

a Always forward to: {mailbox@domain.com or 555-5555)

a “When on the phone, forward to:

10.Click on the Topology tab.

11.Under Firewall Traversal, set IP Address to Use local IP address.
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12.Deselect the Enable ICE check-box.

SIP Accou

Account Woicemail | [ Topology: Presence Storage Security Advanced
Firewall Traverzal \
IP Address

w Dizgcover global address

[ STUN server

® Dizcover server

w Usze thiz server:

s Enable ICE

w Range of portz u=ed on local computer: | 0 -0

File transfer server:

13.Finally, If speed dials have been configured on your user account you
can use BLF (Busy Lamp Field) to see whether users are busy on a
call or not. In order for this facility to work, you will need to click on
the Presence tab and enter the URL of the Workgroup. For a 3456
softphone the URI takes the following form:
sip:~~rl~C~xxxx@scshost.business.com, where xxxx is your
user ID and scshost.business.com is your SCS SIP domain —
Your SCS administrator will be able to advise you of the BLF URI if
you are unsure what to enter.

Note: Depending on firewall settings and other security considerations you
may or may not be able to access the SCS user interface in order to add or
remove speed dials. Contact your network administrator to find out whether or
not you will be able to access the user interface from your remote location.
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Account Voicemail Topology [ Prezence Storage Security Advanced

— Presence

Mode:  Peer-to-peer -

Paolltime: | 300 seconds

Refresh interval. | 3500 =econds

— Workgroup

URL (sip:“rh C~Alexi@scs2itel teluk.com

@& Start Workgroup when Client Starts

14.Click OK.
15.Tick the Enabled check-box to activate the account you just created.

16.Click Apply followed by OK.

Account Settings X

| Enabled | Account name | Status | Protocol | Uger ID *J

e Clear

Move Up

Move Down

The first enabled SIP account in the list is the default account. Phone calls will be made on this account if no
dial plan applies to the dialed number.
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Your 3456 is now configured and connected to the SCS. To check your
registration, dial the voicemail attendant (101 by default) or the auto-attendant
(100 by default).

Polycom SoundPoint (Administrators Only)

Due to the way Polycom SoundPoint IP phones are designed they can only be
configured for remote worker usage using the SCS’s TFTP provisioning
service. This means that they can only be configured locally at the SCS site
by the administrator rather than manually by the user at the remote site. Once
settings have been loaded onto the phone it can be shipped to the remote site
for immediate use by the remote worker.

In order to configure the phone you will need to:

1. Create/select a user account to assign as a line to the phone.

2. Create a phone profile and assign the chosen line.

3. Configure the outbound proxy address (the public IP address of the
router used by the SCS to access the Internet or a WAN).

4. Send the profile

5. Configure the phone with DHCP and an FTP address and then boot
the phone.

User Accounts and Phone Profiles

1. Inthe SCS administrative interface, open the Users menu and select
Users.

A\/AyA Thu, 29 Apr 2010 11:45 AL Home Help Logout |,

Users Devices Features System Diagnostics
User Groups
Extension Pool
TLS Peers 5 defined: There are 10 phones defined:

200, 201, 202, 203 204 205, 208, 207 0004121d8d5f 0004f21e734a
208,209, 210,211,212, 213, 214 0004f21eeald. 001b3860d1d0.

NN40010-543 Issue 1.3 SCS 4.0 41

i S S PR -*wwwlv—-«"‘ e AM10337DATI0 DAZIBZERE0L, o amtstan e b gt Bk st B L".’*\m\



Remote Worker Configuration

2. Select the user that will be using the Polycom SoundPoint phone — if
the required user does not yet exist you will need to configure a new
user profile, see the ‘Configuring User Profiles’ guide.

AVAVA

Thu, 29 Apr2010 11:46 AM Haome Help
Users Devices Features System Diagnostics
Add New User

[ Userip « First Hame Last Name M1 Aiases

£ 200 Ed Jones 200
- Frank Cortelli 201
- gz Tony Smith 202
r &=203 Eric Caonstantine 203
- £z204 John Carter 204
r &=208 Baob Jenkins 205
- £z Tom Hargreaves 208 4000

Logout | Q,

Selectthe Add New
Userlink and create a
new user.

After user is created
you can associate it
with one or mare
managed phones

|»

3. Ifrequired, set up speed dials for the user by clicking on Speed Dial.
(If you do not need to configure speed dials, continue to step 7.)

AVAVA

Identification

Identification

Unified Messaging
Contact Information
Phanes

Call Forwarding
Schedules

Speed Dial =
ACD Agent Supenvisor
Persenal Auto-Attendant
Conferences
Registrations

Music On Hald
Permissions

CallerID

Instant Messaging

MyBuddy

Users

User: 201

User ID

Last name
First name
PIN

Confirm PIN

Groups

Branch

Allases

Thu, 29 Apr 2010 11:47 AM Home Help
Devices Features System Diagnostics
Show Advanced Seftings
201

ith. The User ID is

User ID. if using DID configure the DID numi

ICurtelll
IFrank

IN is & psssword used to log in to voicemsil or to the user pertsl. Numeric FINs sre
recommendsad, since only numbers csn be disled.

|Phonebook InternalPhonebook member Internal Group

List all groups for this user If a group does not exist, it will be cested. When entering multiple
groups, separate them with spaces

Iselecl 52
I

Alisses ar2 sdaitionsl name
=xtension or 3 nams. Whan

or the User Liks the User |D, 2n sliss can be sither 3 numeric
tering multile slissss, separste them with soaces

OK | Apply | Cancel

Existing Groups:
administrators,

member,
InternalGroup, ||
Sales, Confere
conf, im, Confe

New Groups: You can
create new groups
simply by adding the
nEw aroup names te
the Groups form
value.

Select Pronesto add
this userto one or
more phones.

Logout | <

-

Note: for the purpose of this scenario we will assume that the user will not be
using the Group Speed Dials option.
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4. Disable the Use Group Speed Dials option. This will display the Add
Number option. Click Add Number.

Avo yﬁ Thu, 28 Apr 2010 11:49 AWM Home Help Logaut | O,

Users Devices Features System Diagnostics
Speed Dial
Identification User: 201 Speed dial numbers
are defined on a per
Unified Messaging Add Number | user basis. They are
Hame Humber Subscribe to presence assigned to phones

Cantact Information capable of speed
Use Group Speed . dialing, for which the
Dials = ‘u. useris registered as
the firstline on the

Phones

Call Forwarding

Warning is option will delste all your existing Speed Dials and replace them with e et ot
the Gro 1= phone. Note tha

Sehedules speed dial Is not yet

Speed Dial OK | Apply | Cancel | Save and Update Phone(s) | ;:;p:;g:gl;mma”

ACD Agent Supenvisor

IMake sure you

Personal Auto-Attendant choose names that

5. Enter the name and the extension number of the speed dial contact.
Tick the Subscribe to Presence check-box to enable BLF (Busy
Lamp Field) notification.

Avo yﬁ Thu, 28 Apr 2010 11:53 AWM Home Help Logout | &, -
Users Devices Features System Diagnostics
Speed Dial
\dentification User; 207 Speed dial numbers
are defined on 3 per
Unified Messaging Add Number | user basis. They are
: Name Humber Subscribe to presence assigned to phones
Contact Information - capable of speed
Phones [ [208 F | Delete dialing, for which the
useris registered as
Call Forwarding BSEI Group Speed r the first line on the
Senedules =le phene. Mate that
Warning Enstling this optien will delste all your sxisting Speed Disls and replacs them with speed dial is not yet
Speed Dial the Group Speed Dials implemented for all
the phones.
ACD Agent Supenisor QK | Apply | Cancel Save and Update Phone(s) |
Personal Auto-Attendant Make sure you
chaose names that
Caonferences can be displayed by
thanh

6. Repeat as necessary then click Apply, followed by Save and Update
Phone(s) to update the profile.

Note: When Subscribe to Presence is selected you will be prompted to
restart the Presence server, simply click on the here link, tick the Presence
server check-box and then click Restart Services.

To return to configuring the phone, open the Users screen and select the user
profile and continue to step 7.
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7. Click on the Phones menu option on the left-hand side of the screen.

AVAYA

Identification

Identification

Unified Messaging
Contact Information
Phones ‘.____
Call Forwarding
Schedules

Speed Dial

ACD Agent Supervisor

Personal Auto-Attendant

L~ gt

bt ol sgmettabot M

Users

User: 201

User ID

Last name
First name
PIMN

Confirm Pl

ek

Thu, 29

Devices

201

Features

Apr 2010 11:56 AN Home

System

Show Advanced Settings

Help

Diagnostics

Logout | O,

Existing Groups:
administrators,
Phonebook,
InternalPhonebook,

The User ID cen be 8 numeric extansion like 122 or 8 nama like jemith. The User 1D iz

displayzd by the phone and it is therefare recommendad to use the intemal extension as the
User ID. If using DID cenfigure the DID number (or its DNIS portien) a5 an aliss.

Cortelli
Frank

sssssnsee

namedinn

et P g i, e

member,
InternalGroup, IM,
Sales, Conferencing,
conf, im, Confe

Hew Groups: You can
create new groups
simply by adding the
new group name to

& Groups form
e

8. Add the Polycom phone to the user account by opening the drop-
down menu and selecting the phone model.

|»

AVAYA

User's Phones

Identification

Unified Messaging
Contact Information
Phones

Call Forwarding
Schedules

Speed Dial

ACD Agent Supervisor
Persenal Auto-Attendant
Conferences
Registrations

Music &n Hold
Permissiens

Caller D

Instant Messaging

MyBuddy

Users

User: 201
Shared

Apply |
r Phone

Send Profiles

Thu, 29 Apr 2010 11:57 AM

Devices

r

If chadked this user has lines on several phones and calls will be shared between these

Home

Features System

phenas. This is knewn ss BLA.

Restart

Lines

Delete

Help

Logout |,

Diagnostics

[Palycom SoundPoint IP 550660 (=]

Add existing phones

Quick Links

Job Status

Phones table
displays all the

Avaya 3456 UC Client -]
LG Nortel IP Phone 6304

LG Nortel IP Phone 6512

LG Nortel IP Phone 6330

Mortel IP Phone 1535

Palycom SoundPoint IP 300/301
Palycom SoundPoint IP 320/330
Palycom SoundPoint IP 321
Palycom SoundPoint IP 331
Palycom SoundPoint IP 335
Palycom SoundPoint IP 430
Palycom SoundPoint IP 450

Palycom SoundPoint IP 650/670
Palycom SoundStation [P 4000
Palycom SoundStation IP 6000
Palycom SoundStation IP 7000 _|
Polyeam VWX IP 1500 x

devices associated
with the current user.
The system assigns
default parameters to
the phone's
configuration, so that
narmally phenes do
not need to be further
configured.

Most devices allow for
multiple user lines
the phone is
displayed here if any
of those lines can be
associated with the
current user

Click on the phone's
serial numberto
configure phone
settings; click on the
line name to
configure line
settings

44

NN40010-543 Issue 1.3 SCS 4.0




Remote Worker Configuration

9. Enter the phone’s MAC address in the Serial Number field. If
necessary, enter a brief description of the phone for reference
purposes. Click OK to continue.

AVAVA

New Phone

Thu, 29 Apr 2010 12:01 PM Home Help

Logout |©, =

Users Devices Features System Diagnostics

Phone: Polycom SoundPoint IP 850/560

IDDD4f2‘IdeEf

The serial number s a Unique Identifier for this device. In mest cases the serlal number is the
phene’s MAG address. For softphenas you can enter user name instead.

Existing Groups:
Intercom,
Analog_Phone_Grou
p

Serial number

New Groups: You can
create new groups
simply by adding the

Remote Worker Fhone

Description new group name to
the Groups form
value
To configure a new

Groups

phane or FXS
gateway fill in the
parameters on this
page, then assign
users telines. No
other settings needto
be considered as all
phone parameters
are auto-configured
far a typical

List all groups for this phone. If & group doss nat xist, it will be oreated. When entering
multiple groups, s=parste them with spaces.

[C Create another phone after this one?

OK | Cancel |

10.Now click on the line listed with the phone — this is the user profile
that you associated with the phone.

AVAW\ T om0 ZozEn | Fome | Fep | LG | &
Users Devices Features System Diagnostics
User's Phones
|dentification User: 201 . -
shared O Quick Links

Unified Messaging

If chadked this user has lines on several phones and calls will be shared between these

Jaob Status
shenzs This is snown s: BLA

Caontact Information

Phones

Apply |

Schedules l_

Phones table
7| 2dd existing phones | displays all the
devices associated
with the current user
The system assigns

Call Forwarding Add new phone.

Phone Lines  Model Description

Speed Dial
ACD Agent Supenvisor
Fersonal Auto-Attendant

Conferences

[ 0004£21d9d5f Polycom SoundPaint IP 550/560 v2.0 Remote Warker Phone

e

SendProﬁIesI Restarll Delete

default parameters to
the phone’s
configuration, so that
narmally phenes do
not need to be further

configured.

11.Click on Registration.

ﬁVAya Thu, 29 Apr 2010 12:02 P Home Help Logout | O,
Users Devices Features System Diagnostics
Line
Line Line

Phone: 0004121d3d5f / Polycom SoundPaint IP 550/560

Registrati
egistration Line: "Frank Cortelli'<sip:201@scsitelZiteluk.com=

Call Handling
Naormally you should not have to alter any seftings to make or receive calls. The defaults should be setup to
Dial Plan match your system configuration appropriately. f, however, there are changes you'd like to make then just select
Vessaging the appropriate links from the listto the left
¥
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12.Clear the contents of the Outbound Proxy field and replace them

with the public IP address or fully qualified domain name of the router
fronting the SCS system utilized to gain access to the Internet or
WAN. Click OK to continue.

b S ith registrin, i adpast o LT T e S e
d, valug is 1

e e T i =l e i

maximum number o

callsPerLinekey

The number of calls or conferences which may be active or on hold per line key for &
registration on th n=

zpaci

Qutbound Proxy 20.124.54 159| (Default: scsitel2.iteluk.com)

Qutbound Proxy Port

QOutbound Proxy I—LI i .
Transport UDPaonly (Default: UDPanly)

serverFeatureControl cf O

Ensbtle/dissble servar-bssed call forwsrding

serverFeatureControl.dnd ]

Ensble/dizsble server-besed do not disturk

musicOnHold uri ~mh™ @scsitel2 iteluk (Default ~mh~@scaitel2.iteluk com)

Registration server
ol s IR ot R ot N aii BB e ANy It s, g i 00t g g

13.0pen the Devices menu and select Phones to return to the phone
list.

AVAyA Thu, 29 Apr 2010 12:04 PM Home Help Logaut |0, Al

Users Devices Features System Diagnostics
Registration Phanes
Phene Groups
N Gateways )
Line Phone: 0004721494 oint P 5501560
Line: Frank Cortellil  SBEROUES 5y coms
Registration Device Files Show Advanced Settings
Call Handling MNetwork Parameters
Dial Plan Registration Discover Devices

Device Time Zone

Messaging - l—
abel

on the displsy sdjscent to the sssocistad line key. If omitted, the
=d from the user part of ‘Registration Sarver

Ics l—

Miorosoft 2008 LCS sarver

SCA barge in r (Default unchecked)

M"‘\wuwwd' A o ok g, e tasnstisatne Dpgpeiniiote GERCAL st soten APt sl i e AP, L . g gl
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14.Tick the phone’s check-box and then click on Send Profile to upload
the phone data to the FTP server.

[T 001b386bd1d0 202 Polycom VWi IP 1500 v2.0
[T 001b387bd1d0 202 AudicCodes MP114 FX3 vE.0
Auto-provisioned
[T 002162f7032 Avaya 1220 IP Deskphone ID: 47T
Version: SIP12x0.01.02.13.00
[T paulsoftclient 203 Avaya 3456 UC Client
[ xoooceoox 200 Ayaya 3456 UC Client
Auto-provisioned
[T 0004f21e794a 208 Folycam SoundPoint IP 650i670 v. 1D: WaJ
Version: 3.2.3.1734
Auto-provisioned
[T 002162ff36h4 208 Avaya 1230 IP Deskphone ID: 6QS
Version: SIP12x0.01.02.11.00
Auto-provisioned
[T 0004i21d3d5f 203 Folycom SoundPaint IP 550/580 v2. ID: Qo2
Version: 3.2.3.1734
Auto-provisioned
[T Do04f21eeald 207 Polycom ScundPaoint IP 3200330 v2. 1D: W3F
Version: 3.2.2.0477
I ¥ 000412149451 201 Folycom SoundFoint IP 550/560 v2. Remote Warker Phone

Send Profiles

Send All Profiles

e

Restart

Delete | IMOle actions.. -

Software Communication System (4.2.1-018650 2010-04-22T12:36:18)

Restart only warks
when phones can
successfully register;
otherwise you need to
restart phones
manually.

Warning: If the first
line configured on the
restarted phone is
also registered on
other phanes, then
restarting this phone
viathe Send Profiles
function will also
restart those other
phanes.

This includes phones
used as attendant
consoles

4]

15.0nce complete, click OK to confirm profile sending.

The phone profile is now ready for collection by the phone. The easiest way to
do this is to connect the phone to the network using DHCP and set the FTP
address to the IP address of the SCS.
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Configure DHCP and FTP on the Phone

Note: You will only need to configure an FTP address if Option 66 is not
utilized on your DHCP server. Option 66 can be used to automatically issue
devices with the location of TFTP/FTP services when they acquire their IP
address from the DHCP server.

By default, a new phone should be set to automatically request an IP address
via DHCP as soon as it is connected to the network. In the event that the
phone has previously been configured with static IP information, DHCP will
need to be enabled.

1. Connect the phone to the network and power it up. When the
‘Welcome’ screen appears, press the Setup soft key.

—

% POLYCOM

2. Enter the administration password to access the configuration screen
— by default this is set to 456 — and press the OK soft key.

Enter password: ‘

1-=fa | ok | camceL|

Note: To access the Setup utility if the phone is already powered up:

Press the Menu button.

Select option 3, Settings.

Select option 2, Advanced.

Enter the administrator password — 456 by default — and press the
Enter soft key.

PN E
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5. Select option 1, Admin Settings.
6. Finally, select option 1 Network Settings.

3. The first option in the configuration menu is the DHCP option. This
can either be enabled or disabled. By default, DHCP should be
enabled. If it is not, press the Edit soft key, or the tick in the center of
the navigation cross key, and then press Up, Down, Left, or Right on
the navigation cross to toggle between ‘disabled’ and ‘enabled’. Press
the OK soft key or the tick button to set the option and continue.

Use the arrow
keys to toggle

DHCP Client: [Enabied |

DHCF Menu:

e Q00.000.000.000
Press the Edit

soft key

_EDIT |_ExT |

4. Use the arrow keys to scroll down to the Server Menu option and
press the Select soft key.

% POLYCOM

DHCP Client; Enabled
DHCF Menu:

IP Gateway: Q00 onn non aon
] T

5. Ensure that the ‘Server Type’ is set to the default setting: FTP. If it is
not, Press the Edit soft key to access the setting and then use the
arrow keys on the navigation cross to set the option to FTP.
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R POLYCOM

Ensure this value
is set to FTP
Server Menu ]

Server Type:

Server Address:
Server User: PlemSplp =
Server Password: ###x u

_Bock | _Eat |

6. Press the OK soft key to confirm this setting and highlight the next
option: Server Address.

7. Press the Edit soft key and then enter the IP address of the SCS
server (press the star key * to enter dots and the a->1A soft key to
toggle between numeric and alpha input). Press the OK soft key to
continue.

To delete a character use the ‘x’ button or, if your phone does not
have this button, press the Left arrow on the navigation cross.

% POLYCOM

EH Server Menu(1/Ascii)

EServer‘ Type: FTP

Q&

Server Address:
Server User: PlemSplp
Server Password: ##¥+

8. Press the Exit soft key to return to the main configuration screen.

9. Configuration is complete, press the Exit soft key again to completely
exit the configuration utility.
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10.Using the arrow keys, navigate to and highlight the Save and Reboot
option and then press the Select soft key.

Exit Option:

The phone will now reboot and attempt to pick up any profile information
stored on the SCS server.

Note: Before rebooting the phone, ensure that all necessary user and phone
profile configuration steps have been carried out on the SCS server — see the
‘Configuring User Profiles’ guide.

When the phone finishes rebooting setup will be complete, If successful the
user’s user ID (name or extension number usually) will be displayed on the
screen. The phone can now be boxed and shipped to the remote user.

Note: If the phone requires any future changes to its configuration — e.g., if
the SCS domain name changes — it will have to be shipped back to the SCS
and updated via SCS provisioning.
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Avaya Documentation Links
e SCS 4.0 Configuring User Profiles Task Based Guide
e SCS 4.0 System Configuration Task Based Guide
e SCS 4.0 Device Configuration - Getaways Task Based Guide

e SCS 4.0 Troubleshooting Task Based Guide
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