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Chapter 1: Preface

This document provides information on how to configure and deploy the Avaya Secure Portable Office
client.

Who should use this book

This guide is intended for Secure Potable Office (SPO) client users and the administrators who
deploy or maintains the SPO feature. It assumes familiarity with how to configure the Avaya
VPN Gateway.

Related documentation

For full documentation on installing and using the features available in the VPN Gateway
software, see the following manuals:

* Avaya VPN Gateway 8.0 Command Reference describes each command in detail. The
commands are listed for each menu, according to the order they appear in the Command
Line Interface (CLI).

* Avaya VPN Gateway 8.0 Application Guide for SSL Acceleration provides examples on
how to configure Secure Socket Layer (SSL) Acceleration through the CLI.

» Avaya VPN Gateway 8.0 CLI Application Guide for VPN provides examples on how to
configure VPN deployment through the CLI.

* Avaya VPN Gateway 8.0 BBI Application Guide for VPN provides examples on how to
configure VPN deployment through the Browser-Based Interface (BBI).

* Avaya VPN Gateway 8.0 VPN Administrators Guide — VPN management guide intended
for end-customers in a Secure Service Partitioning configuration.

» Avaya VPN Gateway 8.0 VPN Users Guide describes the initial setup procedure,
upgrades, operator user management, certificate management, troubleshooting and
other general operations that apply to both SSL Acceleration and VPN.

» Avaya VPN Gateway 3050/3070 Hardware Installation Guide describes installation of the
VPN Gateway 3050 and 3070 hardware models.

» Avaya VPN Gateway 8.0 Configuration - Secure Portable Office Client Guide gives the
feature list and provides general information about Secure Portable Office (SPO) based
VPN client.
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Preface

» Avaya VPN Gateway 8.0 Troubleshooting guide describes the prerequisites and various
tools used to troubleshoot the Avaya VPN Gateway (AVG).

» Avaya VPN Gateway 8.0 Release Notes lists new features available in version 8.0 and
provides up-to-date product information.

The preceding manuals are available for download.

Product names

The software described in this manual runs on several different hardware models. Whenever
the generic terms Avaya VPN Gateway, VPN gateway, or AVG are used in the documentation,
the following hardware models are implied:

» Avaya VPN Gateway 3050 (AVG 3050)
» Avaya VPN Gateway 3070 (AVG 3070)

Similarly, all references to the old product name—-iSD-SSL or iSD—in commands or screen
outputs can be interpreted as applying to the preceding hardware models.

Avaya SPO Technical Support

Contact your IT support help desk or VPN administrator for additional help with implementation
of the Secure Portable Office (SPO) feature.
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Chapter 2: New in this release

The following sections detail what's new in Avaya Configuration — Secure Portable Office Client,
(NN46120-301) for release 8.0.

» Features on page 7
* Other changes on page 7

Features

See the following sections for information about feature changes:

Application virtualization on page 7

Application virtualization

Release 8.0 provides application portability by deploying the virtualized applications to an
Secure Portable Office (SPO) enabled drive for running on any Windows XP or Vista host. You
can carry the personal computer (PC) client applications on the Universal Serial Bus (USB)
drive, launch applications from the SPO client, and run on any PC supported by SPO.

You can select a virtualized or a native work space as in previous releases for your applications.
For more information about virtualization, see Configuring SPO on page 21.

Other changes

See the following for information about changes that are not feature-related:

» Supported operating systems on page 7

* Web Browser on page 8
* CD-ROM deployment on page 8

Supported operating systems

In native mode, Release 8.0 supports Windows XP and Vista 64 bit Operating System (OS).
For more information, see Supported operating systems on page 11.
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New in this release

Web Browser

Supports Mozilla Firefox version 3.0 and later.

CD-ROM deployment

You can deploy the SPO client on CD-ROM and DVD in native and virtualized mode. For
deploying SPO client in virtualized mode, the CD-ROM and DVD must have write permissions.
The SPO client deployment in CD and DVD provide low cost portable VPN client. For more
information, see CD-ROM and DVD Deployment on page 11.
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Chapter 3: Introduction

This chapter provides the feature list and general information about Secure Portable Office (SPO) client.
The SPO client provides VPN access from portable storage such as USB compliant flash memory and
CD ROM.

The SPO client provides enhanced mobility, portability, and security compared to traditional VPN access
methods. The SPO client can be deployed and managed from the AVG server thus simplifying SPO client
maintenance and updates.

Features

The SPO Client has the following features:

* Supports Layer 3 access using Net Direct
» Supports client-side logging for remote troubleshooting
« Status monitor provides real time information of connection status.

* Application Portability. This enables end users to add their own applications to the USB
flash drive and add them to the SPO menu.

* Removes information from the browser cache upon exit, logout, or removal of the USB
flash drive.

* Provides access list for the applications authorized by the IT administrator—based on
extended profiles.

* SPO client is automatically updated to the latest version when the user connects to the
AVG.

» Supports server-side logging for SPO VPN users.

* Applications requiring layer 3 network access can be linked to Net Direct enabling Net
Direct autolaunch when the application is started.

* Supports software management menu. The AVG server maintains the software
applications required by the SPO Client and any portable applications. The software is
stored in a special directory per VPN in AVG server.

SPO Client Compatible Devices

The SPO client can run from any portable media including generic USB compatible flash
memory drive and CD ROM. In addition, the SPO client can be deployed on USB flash drives
with integrated SmartCard. The deployment with a SmartCard enables the USB flash drives
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to function as a portable VPN solution and as a form of hardware based two factor
authentication.

Portable Media Only Deployment

In this deployment mode, the SPO client is installed on any compatible USB compatible flash
memory drive that is compliant with USB V1.1 or higher. All data resident on the device can
be overwritten during the SPO client installation if the format option is chosen. This can be
obtained by any third party vendor and initialized.

SmartCard solution

The SPO client can be installed in the flash memory partition of PC/USB compatible devices
with integrated SmartCard. In this mode the SPO client user is authenticated by the AVG using
a digital certificate installed in the SmartCard. This provides strong, two factor
authentication.

» The USB flash drive is a unique and tamper evident device, that is the flash is in molded
case.

* The USB flash drive has 2 GB of flash memory and should be 2.0 compliance.

« Strong two-factor authentication, SmartCard-based PKI technology

» Lockdown mode when incorrect password attempts exceed a pre-configured value
* Secure file Storage

* Autorun functionality and secure CD partition modifications

* On-the-fly hardware encryption

Limitation

The SPO application virtualization mode supports SmartCard based certificate management
using Virtualized Aladdin PKI Client software only when E-Token NG-FLASH 72 KB (Java
Virtual Machine) is used. The E-Token NG-FLASH 64 KB (Siemens CardOS) cannot be used
to manage client certificates from SmartCard using Virtualized PKI Client software. This is due
to the incompatibility with generic USB CCID driver (usbccid.sys). The E-Token NG-FLASH 64
KB. It can work only with proprietary SmartCard reader driver and they are not available in
Windows operating systems. Application virtualization does not support virtualization of
drivers. Hence, Aladdin PKI client must be installed in the host PC to manage the client
certificates if E-Token NG-FLASH 64 KB is used for SPO Client.
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Supported operating systems

CD-ROM and DVD Deployment

You can deploy the SPO client on CD-ROM and DVD in native and virtualized mode. For
deploying SPO client in virtualized mode, the CD-ROM and DVD must have write permissions.
The SPO client deployment in CD and DVD provide low cost portable VPN client.

Supported operating systems

The SPO client supports the following operating systems (OS):

* Windows (2000, XP, Vista, and 7) 32 bit OS in virtualized and native environment.
* Windows (XP and Vista) 64 bit OS in native environment.

Accessing applications using SPO Client

After the user credentials are exchanged between the SPO software client and the AVG server,
the user receives a configuration file from the AVG server. The list provides a set of application
and web links enabled for secure access. The following provides examples of applications and
link types that can be provided:

* Web-based applications

- Web email (Outlook Web Access and Lotus iNotes)
- Intranet server access
- Business application like BizSphere
* Corporate policy enforcement applications-TunnelGuard
* Thin clients-WTS and Citrix
* Virtual Desktop
* Full Network (Layer 3) access using Net Direct
- Business applications like SAP, Oracle, and PeopleSoft
- Voice over IP applications like MCS and LCS
* Applications supported by port forwarding
* Portable applications support
- Portable Firefox
- ClamWin Portable: anitivirus to go
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- Example portable applications from http://portableapps.com/apps
* Web browsers:

- Internet Explorer
- Mozilla Firefox version 3.0 and later

The access list menu can be a system tray icon (Figure 2: System Tray on page 14) or a
window dashboard (Figure 1: Dashboard on page 13). If it is displayed as system tray icon,
a temporary balloon pops-up from the icon. This shows the user status (connected or
disconnected) and the list of available applications. The system tray icon contains a link to
check the connection status, disconnect the service, and close the application.
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Accessing applications using SPO Client

ig Internal URL:

Linksets

B9
5

SME-Link

MetDirect

Figure 1: Dashboard

Configuration — Secure Portable Office Client June 2011 13



Introduction

14

SFO Chent

&' %

By

=

)

it
¥

@?

ELi i

b {2

&

Phorne Book

Glabal web

QS dermo

MCS

O

BizSphera

FTP

FTPSSO

; Application Links
e} User Preferences
|:| Explore Drive

|E| Change Password

Figure 2: System Tray

Configuration — Secure Portable Office Client

June 2011



Chapter 4: Downloading and Installing
Secure Portable Office Client

This chapter explains the downloading and installation processes for the Secure Portable Office (SPO)
client. The SPO client can be posted on a web server or on the AVG portal for end users to download and
install. You need to download the SPO software images from the portal/server before you install them in
the USB flash drive, U3PUSB device, or CD-ROM.

There are three SPO client images available which support different forms of portable storage. They are:
* MSI image for use on USB 1.1 or higher flash memory devices
» U3P image for use on U3 type flash memory
* ISO image for use on CD ROM.

" Note:
In this document the term CD-ROM refers to CD-ROM, DVD, CD-R, and CD-RW as appropriate.

Downloading SPO Client

This section explains the steps to download the MSI, ISO, or/and U3P images software from
the portal:

1. In the available web browser, the user should enter the domain address (for
example https://vpn.example.com).

2. To log in, the remote user should enter his or her user name and password in the
Username and Password fields, respectively.

3. Click Login.
4. Click on the Download tab in the portal to download the MSI, ISO, or U3P image.

Note:

The Download tab is only available in the portal when the System Administrator
has enabled the SPO access.For information on how to enable the SPO in groups
using CLI, see Avaya CLI Application Guide, (NN46120-101). For information on
how to enable the SPO in groups using BBI, see Avaya BBI Application Guide,
(NN46120-102).
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Downloading and Installing Secure Portable Office Client

Logaut test [

Home Files * Tools L2 Advanced  +

Download

Download U3P Pckage : vap

Download IS0 Image : 150

Download MSI Image © ss1

5. Double click on the software image that matches USB flash drive (MSI), U3P USB,
or CD-ROM (ISO) image.

6. Download MSI and u3p files directly to appropriate USB flash drive.

9 Note:

If you have downloaded the U3P image, rename the .zip file to .u3p format before
installing.

Installing SPO Client

This section explains the steps to install the SPO client software in USB flash drive, CD-ROM,
and U3P USB device.

Installing MSI image

To install the MSI image, use USB flash drive 256 MB. Recommended using 1 GB or larger.
The following procedure explains the steps to install an MSI image onto a generic USB flash
drive.

1. Double-click on Download MSI Image : MSI.

SPO Client Setup Wizard appears.
2. Click Next.

SPOClIient Setup Wizard with Banner text appears.
3. Select | accept the terms in the License Agreement and click Next.

SPO client Wizard with installation folder location appears.
4. Select the USB flash drive for installation and click Next.
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Installing SPO Client

SPO Client Setup Wizard with installation mode appears.
5. Select the SPO Client software installation mode.

The two different modes are Fresh install and Format and Install.

* Select Fresh install if you want to install the SPO client software without
formatting.

A new folder is created for installation.

* Select Format and Install if you want to format the device before
installation.

The format option will remove all previously installed files and data from the
target device.

6. Click Next.
SPO Client Setup Wizard with installation ready message appears.
7. Click Install to install the SPO application on the USB flash drive.

SPO client application Setup Wizard with installation complete message appears
after successful installation.

8. Click Finish to complete the MSI installation.

Installing U3P image

The following procedure explains the steps to install an U3P image into a U3 USB device.

1. Launch the U3 launch pad from the system tray.
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Downloading and Installing Secure Portable Office Client

AVAYA SPO (G1)
LAUNCHPAD

U3 SMART PROGRAMS e
[/ Explore drive G:

EL Settings >>

A Add Programs >3
L3 Dovnload Central

Inestall from SanDisk U3 Download Central

{74 Sanbisk U3 Website

J
? Ej Enable Security

Download Programs

1,89 GB Free - U3-Launchpad

2. Go to Add Programs and click Install from my Computer link.

3. Navigate to the downloaded U3P file.
U3 Add graphic wizard appears.

4. Click Next.
Installation process begins.

5. Click Next.

6. Click Done to exit the Add Program Wizard.
Installation process completes.

7. Go to U3 launch pad.

Ip and Support >>

Installing CD-ROM, CD-R, CD-RW, or DVD

The following procedure explains the steps to install SPO client software CD-R, CD-RW, or

18

DVD:

1. Insert empty CD-ROM, CD-R, CD-RW, or DVD into the CD-ROM, CD-R, CD-RW,

or DVD drive.
2. Open the web browser and login to the AVG.

Configuration — Secure Portable Office Client
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Portable Applications Installation

3. Download the ISO image from the portal and write onto the CD-R, CD-RW, DVD.

The Client application runs after writing the ISO image into the CD-ROM, CD-R,
CD-RW, or DVD disk.

4. Re-insert CD-ROM.
The SPO client application automatically runs.

For more information about installation process, see Downloading and Installing Secure
Portable Office Client on page 15.

Portable Applications Installation

Portable applications are the software programs that can be stored on any storage device like
USB flash drive (generic or U3P format). Therefore, the user can add their favorite software
applications like web browser, email client, office suite, calendar/scheduler, instant messaging
client, antivirus, and so on a USB flash drive to be used on multiple computers. The portable
applications can be downloaded into the USB flash drive from portable application websites
like http://portableapps.com/, http://www.portablefreeware.com/, and http://www.u3.com/ if
you have a U3 capable USB flash drive.

Portable Applications can be downloaded to the USB flash drive in two ways:

 Public website
* AVG Server

' Note:

For information on downloading Portable Applications on AVG server see Avaya
Administrator Guide, (NN46120-105).

Installing portable applications from public websites

You can download the portable application from the website mentioned above into the USB
flash drive and create a link for it in the User Links section of the Dashboard. For information
on how to create user links, see Application Links on page 33.

You can install the portable applications up to 10 MB.

1. Open the Web browser.

2. Type the protocol and IP address http://portableapps.com/ to install the portable
application.

3. Press Enter.
4. Click Download.
5. Download the application into the USB flash drive.

Configuration — Secure Portable Office Client June 2011 19
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Downloading and Installing Secure Portable Office Client

Portabledpps Suite {Standard Edition) Setup’ x|

Inztall to [Root directory on portable device recommended];

[F:: ]
Install I Cancel |

6. Click Install.

The software is installed on the USB flash drive.

9 Note:

To view the list of installed applications, click on the Status tab on Dashboard.
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Chapter 5: Configure Secure Portable Office
Client

This section explains the configuration processes of SPO Client. There are two options for configuring
SPO feature. One option is configuration by the end user after they have installed the client. The other
option is pre-configuration by the AVG administrator so that the end users does not have to do the
configuration themselves. There are also SPO client customizing options that the AVG administrator can
use.

Following topics are discussed:

» Configuring SPO on page 21

» Dashboard on page 24

» System Tray on page 37
» Enabling auto-start application for U3P on page 38

» Removing Secure Portable Office from U3 USB on page 38

Configuring SPO

After the SPO client is installed, if not preconfigured, it must be configured by the end user.
The following procedure explains the steps to configure the SPO Client. When choosing the
virtualized environment, ensure application images are created with a tool while installing the
application on a computer before the virtualization takes place.

1. Double-click the executable file in the following location: <usbdevice>://
AutoRun.exe or <usbdevice>://SPOClient/StartSPO.exe.

Start SPO Client In dialog appears.
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Configure Secure Portable Office Client

Start SPO Client In
i+

Start

(" Mative Environment
Cancel

| Set as default

Note:
The SPO Client launches in native mode if you access the executable file directly

from the following location: <usbdevice>://SPOClient/SPO
Client.exe.

2. Click Virtualized Environment if you want to work within a virtual workplace from
the USB or click Native Environment to run applications from the web server. The
SPO Client can be launched from a read-only media only in native mode. Click the
Set as default. If you want to save this environment to open automatically the next
time you run SPO. Click Start.

3. If you are logging on SPO for the first time you will receive a Ceedo Trial Version
license reminder window alerting you to import the license before the expiry date.

For more information, see Importing Ceedo license on page 43.

ahd hcensa
Your Ceedo trial version has expired.
To buy Cesdo, chick Buy Now.

[ Buynon | Clase | [ import License...

The SPO VPN dialog box appears.

B el

Profils Name *  test

Uszer Name test
Port * |943
Destination * 1012723251

4. To create a new profile for the SPO Client, enter the profile name, user name, port,
and destination.

The profile name and the user name are alphanumeric fields with not more than 30
characters.
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Note:

Destination can be domain name or the IP address of the VPN Gateway provided
by your system administrator.

5. Click Add.

Login splash screen appears.

PO Chent

Profile T _- |
Destination 10.127.232.51

Connect Cancel

Note:

The security warning messages appear if the server certificate is invalid. To hide
the security warning messages, in SPO user interface, select Preferences >
Autohide warning messages.

6. Click Yes.

BP0 Client

File * Edit = “iew = Help «

Uzername hESt
Pazsword |....
Connect Cancel

Login Service local =

7. Enter the password and click Connect.

8. In the Login Service list, select the authentication method to connect to the
server.

If default value is selected, all the authentication methods that are defined for the
user are selected one after the other.

9. Click Connect.
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When the authentication method is successful, Banner Text appears.

5P Cheint

SP0 Client banner

OK Cancel

Note:
This can be customized by the System Administrator as per the requirements.

10. Click OK.

Dashboard and system tray application are displayed. This contains all the linksets
the end user is authorized to access.

Dashboard

This section explains the various menu options and tabs available in the dashboard. The
Internal URL navigation bar is used to navigate any internal URL that administrator did not
configure in the linksets links.
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BP0 Chent

! @ Internal URL:
e |
& E © e

ANaya FTP-Link SMB-Link DA,

& o

Google MNetDirect

Following menu options are available in dashboard:

* File menu on page 25
* View menu on page 26
* Tools menu on page 27
* Help menu on page 28
Following tabs are available in dashboard:
* Linksets
* User Links
« Status
» About

File menu

This section explains the following functions of the file menu:
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SPO Chent

Minirnize
Internal URL: .
I - —

Linksets Lagout

- @
ﬁa I—‘I’IE?nk S%k Owiﬁ
B Ll

Google MetDirect

* Minimize - minimizes the application in the system tray and removes them from the
windows taskbar.

* Exit - logs out from the AVG server by closing all open windows that were started by the
SPO application.

* Logout - logs out from the AVG server and closes all the open applications/windows and
goes back to initial login screen.

View menu

This section explains the following functions of the view menu:
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ig Internal URL:

Linksets

5

FTP-Link

6%

MetDirect

Toggle Icons
Sort Icons
Banner

Logs

SMB-Link

Dashboard

* Toggle Icons - removes the icons from the dashboard links. Clicking again brings the icons

again.

* Sort Icons - sorts the icons alphabetically within the linkset. Clicking again sorts the icons

in original format.

» Banner - Navigates to the SPO client banner screen.

* Logs - Navigates to the SPO client log file.

Tools menu

This section explains the following functions of the Tools menu:
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SPO Chent

Preferences
ig Internal URL: ch i .
. I B T
Linksets
B Yo B

ANaya FTP-Link SMBLink (81578
Google MNetDirect

* Preferences - This option has multiple user preferences. These are stored on the local
USB flash drive. For more information about the preferences, see User Preferences on
page 29.

» Change Password - This option pops up a dialog for changing the password for the current
user. This option is only available if login service is Local.

PO Chisnt

01d Password |
New Password |
Confirm Password |

| OK | | Cancel

Help menu

This section explains the following functions of the Help menu:
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SPO Chent

ES Internal URL: |
I i.ﬁ.bout rE—
Linksets

FTP-Link

SME-Link

-

MNetDirect

+ Content - takes to the SPO Client windows help file. Also it supports "F1" shortcut for help
file.

» About - takes to the About tab in the left side tabs.

User Preferences

This section explains the various preferences given to a user. To access these preferences
navigate Tools->Preferences.

Following are the user preferences:
* General on page 29

* Logs on page 31
* Profile on page 32
* Application Links on page 33

» Web browser on page 35
* Language on page 36

General

This section explains the various general preferences for a user. The following screen shows
the different preferences.
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SO Uhent \ |
i = y
[l General General
'l:iLu-gs
li'j"-jpmﬁle ¥ Save User Profile

#{Zapplication Links . L
8 e b Suppress security warning dialog

|:| Browser
D Language

O

Allow multiple web instances

Automatically connect to the server

O

Rotate log files

_l

Autofill RSA soft token for RSA authentication

<

Reset the SPO startup environment settings

| oK || Apply | | Cancel

You can set the following general preference for a user:

» Save user profile: It saves the user changes on the profile. For example, when a user
creates a profile with username test and saves the profile and connects to the server and
when the user is in login screen, if the user changes the username to testuser, the testuser
will be saved in the configuration file. When the user tries to connect next time the
username appears as testuser.

» Suppress security warning dialog: If this option is enabled, it tries to auto click the security
warning dialogues if there are un-trusted SSL certificate that cannot be verified by the
host from AVG server.

* Allow multiple web instance: Suppose there is one link for "OWA - outlook web access",
when a user clicks the OWA link, a new web browser opens and shows the content. After
Allow multiple web instance is disabled, and user clicks the same link again while the
previous opened web browser for that link is still active, the old windows is brought to
foreground. When Allow multiple web instance is enabled, every time user clicks the link,
new web browser window opens for the link.

» Automatically connect to the server: With this option enabled the SPO client will
automatically attempt to connect to the previously connected AVG server. This simplifies
the connection process for the end user.

* Rotate log files: After the log file has reached 500 KB, log file starts deleting the old entry
and add on the new entries into the log file.

9 Note:

This option should not be used if there is more than one connection profile configured
on the SPO client.
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« Autofill RSA soft token for RSA authentication: If the authentication method is RSA, and

the user uses the RSA soft token, by selecting this option, the user is prompted to enter
PIN, instead of passcode.

* Reset the SPO startup environment settings: Removes the user selected default settings

for either Virtualized Environment or Native Environment as chosen in the Set SPO Client
window.

Reset the SPO startup environment settings: is automatically selected if the default
settings is not selected during startup.

Logs

This section explains how the user can change log levels. The following screen shows the
criticality of the log files.

For information on client log messages, see Appendix Syslog Messages in Avaya
Troubleshooting Guide, (NN46120-700).

SPO Client

B ———

~

E| General LOgS

i Zlogs
i ZProfile
¥ _Application Links

El Language

g Error
L OFataI

| OK | | Apply | | Cancel

The following log levels are available:
* Info
* Warning
* Error
* Fatal

The Options has View Log, to open log file with default text editor and Clear Log to clear the
log file.
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E"BLDQS
E'---O|:uti|:|ns

i Profile
[#{_yApplication Links
. Browsar | View Log | | Clear Log |

| OK | | Apply | | Cancel |

Profile

This section explains how to add and edit the profiles for the SPO client. The following screen
shows a sample profile.

et -_——_
' . B
e Coneasi Name User Port  Destination Actions
#{l0gs “test | test 243 |10.127.232.61  Edit | Delete
E'E?Pmﬁre Test & . innow 443 10.127.232.52 Edit | Delete
i New Test B innov 443 10.127.232.52  Edit | Delete
#L_sApplication Links innav innov 443 10.127.232.52  Current Profile

The current profile is greyed out, therefore cannot make any changes to this profile. However,

other profiles are edit-able by the user. User can also add a new profile by clicking on New
option.
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Seae A w
' -
~|=| General New
tH dlogs
HirProfile
o[E] New
- L E— Profile* ew
#4_vApplication Links e N
[ Browser Username [Mew
- || Language. Port * |4-13
Destination* [10.127.30.56
Description F’JEW Profile
* - Mandatory Add
| oK | apply | Cancel |

4

For information on how to create a user profile see Configuring SPO on page 21.

Application Links

This section explains the Application Links option. These are the local links and not from the
server. These are customizable links that are available only for the SPO user.

User can copy any application in the USB flash drive and create a link for it. These links are
shown in the Application Links tab in the Dashboard application.

Using the application links, the user can create a link. This link can be shortcut to the windows
installed application on the local machine or portable application available in the USB flash
drive. When loading these application links in the USB, the links are validated. Only if the link
is valid, it is shown in the application under application links application. Otherwise, the links
are not loaded in the SPO client.

In virtualized mode, you can add shortcuts to the virtualized applications. The shortcuts to the
virtualized applications are visible on SPO interface if they are running in the virtualized
mode.

The following procedure explains the steps to add a new link:
1. Under Application Links, click New.

Links screen is displayed.
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e ~-
T N
g----GeneraI New
Bl flogs
Bl ZProfile
EliyApplication Links
. ] New
- Link Mame *  [PhoneBook
Target * F:\SPOCIiEnMibeaxEZc Browse... I
Argument I
Auto Run [
' NetDirect " PortForward & None

* - Mandatory Add

oK Apply Cancel

2. Enter the name for the link that you want to create.

3. Enter or browse for the destination file and select the application for which you need
to add shortcut in user linksets.

4. Select Auto Run if you want to navigate to the dashboard screen during
authentication.

5. Select NetDirect or PortForward as prerequisite if you require to start Netdirect or
PortForward.

6 Note:

The NetDirect or PortForward gets started if you make it as a prerequisite.

When you select PortForward as a prerequisite, the following dialog box appears
for the PortForward configuration.
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SRO Chaeint

Somrce

IP |

Pozt |

Ailias |

Destination

IP |

Poxt |

hode
 Tcp [ UDP

OK

Dashboard

a. Enter the Source IP, Source Port, Alias, Destination IP, Destination

Port.

b. Select the TCP or UDP mode.

c. Click OK.

6. Click Add to add a new link.
7. Click OK and Apply to apply the changes.

Web browser

You can add or edit a default web browser by either copying the link or by clicking Browse and
searching for the executive file. If you are accessing web browser in native mode, the following

dialog appears:
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SR N —
R

- [ ceneral Default Web browser for SPO
B {ogs

& (yProfile
E:I-E'._ﬂgpplinﬁnn Links
- [£| Browser

L e
- v Use System’s default browser

Current C:\Program Files\Intemet

Path: Exploreryiexplore.exe

Edit Path to the Browser

[ |
ok | aeey || cance

If you are accessing web browser in virtualized mode, the following dialog appears:
b W

[l General Default Web browser for SPO
{ Jlogs
ﬁPmﬁl&

L ZApplication Links
 Diowser.

[~ Use default browser of Virtualized Envircnment

Current Path
cihprogram files\mozilla firefox\firefox.exe

Edit path to the browser

Browse... |

Language

Currently English, German, and French languages are supported. But user can add their
language by copying one of their language file in the path <usbdrive>/SPOclient/Lang

and changing the caption text.
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e N — |
r’ ~
~[= General Lﬂl‘lﬁl jage
i yLogs
i yProfile
£ yApplication Links
— Browser
EL---!.qnﬂua'ge_ Select your default language
|Er|g!ish -'I
Current Language English
ook | aeey [ cancel |

System Tray

System tray menus are similar to the dashboard links and menus except, ExploreDrive and
eject option. ExploreDrive opens an explorer window with the USB flash drive with browse
option. The eject option ejects the USB flash drive from the windows after performing logout
and closing all the open windows and SPO client application. The following screen shows the
system tray with links and menus.

6 Note:

Even though many links are available in the linksets, only the first 16 links are shown in the
system tray menu.
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SPO Chent

ﬁ Avaya

=] FTP-Link

i, ;
i, SME-Link
g
N
i
-
WA . Application Links
i Nar User Preferences

Methirect =
|__! Explore Drive

ﬁ Google I_I Change Password

g Help
’m Logout

| 9] Exit

Eject 0

Enabling auto-start application for U3P

This section explains the steps to enable the auto-start SPO application when U3 USB device
is plugged in to your computer.

Go to U3 launch pad.

Click Settings at the right hand side of the launchpad.
Select Program Settings .

Select the U3 SPO client.

Select Start on Insertion check box to enable the SPO auto-start application when
U3 USB is plugged into the computer.

ok~ w0Dd -~

Now when you un-plug the U3 USB and re-plug it in the computer the SPO
application is auto-started.

Removing Secure Portable Office from U3 USB

This section explains the steps to remove the SPO application from the U3 USB device:

1. Go to U3 launch pad.
2. Click Settings at the right hand side of the launchpad.
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3. Select Program Settings .
4. Click Remove Program to remove the SPO client from the U3 USB device.

U3 Launchpad

9P Are you sure you wank to remove Suvaya SPO Client From your U3 smart drive?
-

Yes Mo

5. Click Yes to remove the SPO application and when the application is removed, click
Close to exit the window.
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Chapter 6: Ceedo Licensing

The AVG SPO Application requires Ceedo license. This chapter provides general information about Ceedo
License, and also explains how to import and activate the Ceedo license.

The AVG SPO Application Virtualization mode ships with 45-day Ceedo ™ temporary license. The license
is activated only after first use of the SPO Application Virtualization mode.

Note:

To activate AVG SPO Application Virtualization mode, you need both AVG SPO license and Ceedo
licenses. If you use Native SPO mode, only AVG SPO license is required.

SPO application virtualization license

You can get the SPO application virtualization license in the following ways:

» Request your administrator to contact Ceedo to acquire pool of activation code, and to
provide you the activation code.

* You can contact Ceedo directly and acquire license

Ceedo (SPO application virtualization) license basic

The Ceedo™ license mechanism binds the Ceedo license to the hardware identifiers of the
USB drive on which Ceedo is installed. If the Ceedo is installed on a USB drive, the hardware
identifiers are the Vendor ID, Product ID, and serial number of the drive. In this case, each
Ceedo license is unique to the drive for which it was issued.

Starting from Ceedo version 3.0, Ceedo introduced automatic activation mechanism. You can
purchase a Ceedo license either from within Ceedo software or without — the hardware
identifiers are not transmitted to Ceedo servers at this stage. After making a complete payment
for the purchased license, you receive activation code automatically. Using this activation code
you can activate your Ceedo installation immediately.
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Activating Ceedo Enterprise from Within the Ceedo
Environment

Perform the following procedure to activate Ceedo from within the Ceedo environment.

Procedure steps

1. Click Get a License to initiate the license purchase process.

The Get a License button is available in both the Ceedo easy-access menu and

the License section of the Ceedo Options panel, as shown in the following
figures.

g:!‘l- Options...

" ﬁ Songhird
e Skype

oW pidgin

* Add Programs

FiPurchase a license online

Iy LIS G U L

License

Device Information

License Information

Product Expres

Enterprise 45 days left
Backup & Restore 45 days left
Argo Appication Instaler 45 days left

2. After receiving the activation code, open Ceedo Option, License .
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3. Click Activate. The License Activation dialog box appears, as shown in the
following figure.

Please enter your license information. The license details were sent to the
email address you spedfied while filling out your purchase, and are only
valid for the drive from which you have made the purchase,

{® Enter activation code
Copy and paste the code from the purchase email message:

Activation Code: I Enter License Code Herel

O Import license file

| Activate I Cancel

4. Enter the activation code you received in the Activation Code field.

At this stage, the system sends the hardware information of drive to the server
where the license for the drive is generated , and automatically imported into
Ceedo.

You can use the activation code for any number of times on the drive for which the
license was purchased. Even if you format the drive, the license code still activates
Ceedo as long as it is installed on the drive for which the license was purchased.
You can use the license to activate multiple images installed on the same drive
simultaneously.

Importing Ceedo license

Ceedo ftrial version license reminder appears if you are logging on SPO for the first time. You
can import the Ceedo license from the Invalid License dialog. To import the Ceedo license,
perform the following procedure:

1. Click Import License.

The Import License dialog appears.
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Please enter vour license information. The license details are sent to the
email address vou specified while filing-out vour purchase, and are only
walid to the drive From which vou have made the purchase,

O Enter license information
Select this option ko enter the license code:

License code:

(¥ Import license file
Erter the location of the license file:

License file: I

Browse, ., |

Help |

Ineork Licerse, |

Cancel

2. Select Import license file.
3. In License file, enter the location of the Ceedo license file or click Browse to locate

the file.

Browse license file

My Documents

58
My Coergiter
“

My Netwark

Lok jr | (L] My Documents ¥ O F @

Py Music
LMy Pactures
My Video

i e v

Files of Jype: Select hoane e 6] v Cancel
[ Open a1 read-orly

4. Click Open.

The Import License dialog appears.
5. Click Import License.

The license is imported.
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Chapter 7: Authenticating Secure Portable
Office Client

The SPO Client requires authentication with the AVG server. This chapter explains the various
authentication options available with the SPO client.

Authentication with Avaya VPN Gateway Server

User needs to authenticate with the SPO client to the Avaya VPN Gateway. This section
explains the steps to authenticate the Secure Portable Office (SPO) with AVG server.

1. Insert the USB flash drive into the drive.
2. If authentication method is other than Client Certificate, Splash screen appears.

3. The username in the Username field is the Profile username that is given during
the creation of the profile.

This is an alphanumeric field with not more than 30 characters in it.
4. Enter the password in the Password field.

The password is provided by your system administrator.
5. Click Login.

After the SSL link is established between the SPO client and the AVG, the user’s
login credentials (username, password) are sent for authentication.

Authentication methods

The SPO client can authenticate with all the methods supported by the AVG. The authentication
system supports the following methods:

* Username/password to local AVG directory
» Username/password to LDAP, RADIUS

* Dual authentication

» Secure ID
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« Client Certificate authentication
» Password change support

For more information about these authentication methods, see chapter Authentication
Methods in Avaya BBI Application Guide (NN46120-102).

After the authentication is completed, the SPO needs to be authorized. The SPO client also
supports the authorization mechanisms provided by the AVG. The linksets displayed on the
SPO client are based on how authorization is configured on the AVG and back end
directories.

For more information, see chapter Groups, Access, and Profiles in Avaya BBl Application
Guide (NN46120-102).

The SPO solution provides the following authorizations:

* Network control over the applications the user can access based on the end-user
identity.

* Display restrictions on applications shown in the system tray and launch pad on the
Windows client, based upon the current access privileges for the user.

* Client filter based on SPO. Administrator can configure extended profiles based on client
filter access method as SPO.

Software Upgrade and Package

The user can upgrade the existing SPO software version to the new software version. Following
steps describes the process involved in this upgrade:

1. After the SPO software client authenticates with AVG server, AVG server sends an
XML configuration file to the SPO Client.

The XML file contains the current software version and the MD5 checksum available
in the AVG server.

2. The SPO software client validates with the existing software version and initiates
the software upgrade.

Note:
The upgrade takes place if there is a mismatch in the software version.

3. Once the upgrade is done, the current running client restarts using the new code.

Note:
After the upgrade, the user need to login into client again.
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