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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

& Tip — Highlights a configuration or technical tip.

@ Note — Highlights important information to the reader.

Text

Bold text indicates emphasis.

avaya.com

Warning — Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button or
command:

ERS5520-48T# show running-config

Output examples from Avaya devices are displayed in a Lucida Console font:

ERS5520-48T# show sys-info

Operation Mode:
MAC Address:

PoE Module FW:
Reset Count:

Last Reset Type:
Power Status:
Autotopology:
Pluggable Port 45:
Pluggable Port 46:
Pluggable Port 47:
Pluggable Port 48:

Base Unit Selection:

sysDescr:

November 2010
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00-12-83-93-B0-00
6370.4
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Management Factory Reset

Primary Power
Enabled

None

None

None

None

Non-base unit using rear-panel switch
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1. Introduction

The MAC Security feature offers a number of different ways to restrict access to the network based on the
sender's MAC address as well as the number of source MACs seen on the ethernet access port.

The ERS stackables MAC Security feature dates back from the Baystack BaySecure which originally
supported the basic static MAC security mode as well as an Auto-Learning mode which was later
enhanced with the addition of a Sticky MAC support.

The following list provides a breakdown per switch family in terms of additional MAC Security components
and starting from which software version they first became available:

ERS 5000

4.2.0 SW MAC Security Static & Auto-Learning

6.2.0 Sw MAC Security port lock-out enhancement

6.2.0 Sw MAC Security Auto-Learning Sticky MAC Address

ERS 4000

5.0.0 Sw MAC Security Static & Auto-Learning

5.2.2 Sw MAC Security Auto-Learning Sticky MAC Address

5.4.0 Sw MAC Security Auto-Learning Sticky MAC Address

ERS 3500

5.0.0 Sw MAC Security Static & Auto-Learning & Sticky MAC Address
ERS 2500

4.0.0 Sw MAC Security Static

4.2.0 SW MAC Security Auto-Learning

4.4.0 SW MAC Security Auto-Learning Sticky MAC Address

VSP 7000

10.2.0 Sw MAC Security Static & Auto-Learning & Sticky MAC Address
10.2.0 SWw MAC Security port lock-out enhancement

Table 1: MAC Security support across Avaya switch family types

This document will focus on the full capabilities of the MAC Security feature regardless of stackable
switch family type (i.e. assuming a software release greater or equal to the last one shown in the list
above).

First and foremost it is necessary to clarify the various modes and options available. There are essentially
three useful ways to use the MAC Security feature:

1. Regular MAC Security where a list of allowed MAC addresses is configured against either
individual ethernet ports or security lists (which constitute a set of ethernet ports).
There is no limit to how many MACs can be assigned to a given port, the only limit being that a
maximum of 448 MAC can be configured in the MAC Security MAC table.
If a packet is then received on a MAC Security enabled port with a source MAC address which is
not in the list of allowed MAC addresses for that port (or security list) this will trigger a violation
and the packet will be discarded.
The list of authorized MAC addresses can be manually configured and/or updated at any time.
It is also possible to populate the authorized MAC addresses list for a given port by temporarily
suspending MAC Security and activating the Learning mode on selected ports for one-shot
learning. However, currently there is no way to leverage Learning against Security-Lists.
Either way, when a new ethernet access port is to be used, populating the allowed MACs for that
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port will require intervention by the network administrator.

2. Auto-Learning with MaxMacs where the switch allows learned MAC addresses up to a specified
maximum enforced on the ports with MAC Security enabled. This mode works by permanently
enabling the Auto-Learning functionality on the ethernet ports and automatically recording every
new MAC address seen on the port. If a new MAC address is seen on the port and the number of
authorized MAC addresses on the port was already reached this will trigger a violation and the
packet arriving with the new MAC address will be discarded.

The number of allowed MAC addresses which can be defined on the ethernet ports can be set to
a value ranging between 1 and 25.

Note that this mode does not authorize any particular MAC address, it simply ensures
connectivity for the 1% X (where X = 1..25) MAC addresses learnt on the port. Also note that the
list of recorded MAC addresses is a dynamic list which means entries can age out and do get
cleared against ports which are bounced (cable disconnected and re-connected) as well as
flushed when the switch is rebooted (MAC addresses learnt by Auto-Learning are not saved to
the config file). Hence if the switch is rebooted or ports are bounced, it is likely that a different set
of MAC addresses will be allowed on the port depending on the order in which these get learnt. In
summary, this mode may or may not be applicable depending on if you wish to allow or not allow
new MACs on a port upon a reboot or port bounce.

In this mode a device can easily move ports as its MAC address will automatically get re-learnt on
the new port by the Auto-Learning mode (just as happens for the regular MAC table / FDB).

3. Auto-Learning with Sticky-Mac which is just like the previous flavor, in that Auto-Learning and a
maximum number of allowed MACs are configured on the ethernet ports, except that now once a
MAC address is seen it is made “sticky” to the port where it was seen and automatically saved to
the config file.

Like the previous mode, if a new MAC address is seen on the port and the number of authorized
MAC addresses on the port was already reached this will trigger a violation and the packet
arriving with the new MAC address will be discarded.

Unlike the previous mode, there is no aging of the Sticky-MACs and once the number of allowed
MACs has been learnt on a port, those MAC addresses will be the only MAC addresses allowed
on that port even if the port is bounced or the switch is restarted. Also, unlike the previous mode,
devices cannot move from one ethernet port to another. In summary, the MAC is locked to the
original port and an intrusion event will be generated if the same MAC appears on another port. If
the network administrator wished the MAC address to be moved to another port, the address
must be deleted from the original port location. .

So this mode is essentially similar to the regular MAC Security mode in that it only allows access
to certain MAC addresses on the MAC Security enabled ports. It diverges from that mode in two
ways:

a. No initial provisioning is required when a new access port is to be used; the allowed
MACs will be Auto-Learned as the 1% device(s) is/are attached

b. Itis not possible to use Security-Lists in this mode

In all 3 modes above, the packets with an offending source MAC will be discarded and will trigger a
violation. Upon a violation it is possible to define additional security actions. These can be specified as
any combination of the following actions:

¢ No additional action
e Generate a Trap

e Partition the Port

November 2010 Avaya Inc. — Internal Distribution 8
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Under EDM these options are globally specified as follows:

avaya.com

SecurityAction: @ nobction

() partitionPortAndsendTrap

() partitionPortAnddaFitering

) trap

(") daFiltering

() partitionPort

() daFilteringandsendTrap

() partitionPortdaFilteringAndsendTrap

®

Note — DA-Filtering is an additional MAC Security functionality which, once enabled, is
permanent to all MAC Security enabled ports (i.e. it does not only apply when a violation is
triggered as could be implied from the EDM Security Action configuration dialog above). With

DA-Filtering it is possible to specify a list of up to 10 MAC addresses to which packets
originating from a MAC Security port are not allowed to send traffic to. The offending traffic is
simply dropped without triggering any violation. This feature is historic and there is no useful
application for this capability in its present form, hence this is not covered any further in this

document.

It should be noted that while an unauthorized device will never be allowed to send traffic into the network
(as its source MAC is blocked) the device can still receive traffic from the network which means the
unauthorized device is able to see broadcast and unknown traffic within the VLAN it is connected to. If
this is deemed to be unsecure, then the port should be partitioned by setting the corresponding Security

Action.

The following table tries to summarize the distinctive characteristics of each of the above 3 modes.

Mode | Reqular MAC Auto-Learning Auto-Learning
Feature Security with MaxMacs with Sticky-Mac
Ability to authorize only Yes No No
manually configured MACs
Ability to assign authorized Yes No No
MACs to Security lists
instead of ports
Ability to authorize only 1 Yes Yes (with MacMACs = | Yes (with MacMACs =

MAC per port

1; but cannot control
what that MAC will be)

1)

Ability to authorize only 1 Yes (using Security- No, any single MAC No
MAC across 2 or more ports | lists) will be allowed to
move ports
Ability to authorize more Yes (unlimited) Yes (25 Max; but Yes (25 max)
than 1 MAC per port cannot control what
those MACs will be)
Discard packets from Yes Yes Yes

unauthorized device/MAC

Prevent unauthorized device
from receiving VLAN traffic

Yes (with Security
Action set to Partition)

Yes (with Security
Action set to Partition)

Yes (with Security
Action set to Partition)

Limit the number of devices
allowed to use an ethernet

No

Yes

No

November 2010
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port (regardless of their MAC
address)

MACs during controlled one-
shot learning

Security-lists)

Ability to alert/shutdown a No Yes (using Yes (using

port when more than X MAC trap/partition Security- | trap/partition Security-
addresses are learnt on the Action) Action)

port

Ability to generate an alert Yes Yes Yes

(Log message + Trap) upon

a security violation

Ability to partition the port Yes Yes Yes

upon a security violation

Ability to learn authorized Yes (but not with No No

Ability to limit the number of

Yes (implied by the

Yes (by setting

Yes (by setting

saved to config and
preserved upon switch
restart

authorized MACs on a port number of MACs MaxMac) MaxMac)
added to the port’s
authorized list)
Intervention required when a | Yes (authorized MACs | No No (authorized MACs
new access port is used for the port need to be will be automatically
added or Learned; or learned)
port needs to be
added to an existing
security-list)
A MAC can be authorized to | No Yes No
move across any MAC
Security enabled port
A MAC can be authorized to | Yes (using a Security- | No No
move across a specified List)
range of MAC Security
enabled ports
List of authorized MACs is Yes No Yes

Table 2: MAC Security capability vs. mode matrix

November 2010
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The table below attempts to clarify which CLI commands are relevant to each of the above modes.
Commands which are not listed for a given mode are not to be used for that mode.

Mode / Context Global config commands Interface config commands
Common to all 3 mac-security enable]disable mac-security enable]disable
modes [no] mac-security snmp-trap [no] mac-security lock-out

mac-security intrusion-detect
forever|enable|disable

mac-security intrusion-timer <0-65535>

mac-security snmp-lock enable|disable

Regular MAC [no] mac-security security-list <list> | [no] mac-security learning
Security <ports>

mac-security mac-address-table address
<MAC> port <port>

mac-security mac-address-table address
<MAC> security-list <list>

mac-security learning enable]disable

mac-security learning-ports <ports>

Auto-Learning mac-security auto-learning
with MaxMacs enable]disable max-addrs <X>
Auto-Learning [no] mac-security auto-learning sticky | mac-security auto-learning

with Sticky-Mac mac-security mac-address-table sticky- enable]disable max-addrs <x>

address <MAC> port <port>

Table 3: MAC Security config commands vs. mode matrix

This document will use some real life examples where each of the above modes can be used.

Note that another option for authenticating devices by MAC address is Non-EAP (NEAP) authentication
whereby source MAC addresses are authenticated against a centralized RADIUS Server. NEAP was
designed for network environments where 802.1X EAP is deployed for network access control in order to
allow non-EAP devices, such as a printer or security camera which lacked the 802.1X supplicant.
Although not explored as part of this configuration guide, NEAP is another option for authenticating
connecting devices based on MAC Address.

November 2010 Avaya Inc. — Internal Distribution 11
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2. Base configuration setup

All the examples covered use the same base configuration setup shown in the following figure.

VLAN 30 - 30.0.0.0/24

- Z ports 1-10
&
- MLT] |23-24 U

ports 11-20

VLAN 40 - 40.0.0.0/24 Router &

' ’ Avaya Default Gateway

ERS Switch
End stations

Figure 1: Base setup

For simplicity the Avaya ERS Switch is configured as a simple access layer 2 switch with no IP routing. A
separate IP router acts as default gateway for the end stations. However the same configuration
examples covered in this document would also work in configurations where the Avaya ERS Switch is
acting as an IP router.

End stations communicate over VLAN 30, or VLAN 40, which are port based VLANs configured across
access ports as well as the uplinks towards the distribution layer IP router acting as default gateway for
the end stations.

Note that the Avaya ERS switch does not have any IP address on VLAN 30 or VLAN 40. The
management IP address of the Avaya ERS Switch would be on a separate management VLAN only
present on the uplink towards the distribution layer router (VLAN 47 on this setup, not shown in diagram).

Base configuration for Avaya ERS Switch for VLAN 30 and access ports

snmp-server enable

snmp-server name 'Avaya-ERS-Switch"
ip default-gateway 47.162.221.1

ip address switch 47.162.221.48

ip address netmask 255.255.255.128
vlan create 30,40,47 type port 1
vlan ports 23-24 tagging tagAll
vlan configcontrol flexible

vlan members 1 NONE

vlan members 30 1-10,23-24

vlan members 40 11-20,23-24

vlan members 47 23-24

vlan ports 1-10 pvid 30

vlan ports 11-20 pvid 40

November 2010 Avaya Inc. — Internal Distribution 12
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vlan ports 23-24 pvid 47
vlan configcontrol automatic
mlt 1 name "Trunk #1" enable member 23-24
interface FastEthernet ALL
spanning-tree port 1-20 learning fast
spanning-tree port 23-24 learning disable
exit

vlan mgmt 47

mlt spanning-tree 1 stp 1 learning disable

2.1 Ensuring MAC Security can never accidentally be
enabled on uplinks

The MAC Security feature is only intended as a feature to enable on access ports. Accidentally enabling
the feature on the edge switch uplinks can have serious consequences which might end up rendering the
edge switch isolated from the rest of the network.

To prevent this from happening, the ERS5000 and VSP7000 have a MAC Security port lock-out feature
which can be enabled on the switch uplink ports so that they will never enable or accept any MAC
Security related configuration. In our setup we would enable port lock-out on our MLT uplink ports 23&24.

2.1.1 Using ACLI

Enable Port lock-out for MLT uplink ports 23-24

Avaya-ERS-Switch(config)# interface FastEthernet 23-24
Avaya-ERS-Switch(config-if)# mac-security lock-out
Avaya-ERS-Switch(config-if)# exit

Checking Port lock-out for MLT uplink ports 23-24

Avaya-ERS-Switch# show mac-security port 23-24
Port Trunk Security Auto-Learning MAC Number Security Locked-out

23 Disabled Disabled 2 Enabled
24 Disabled Disabled 2 Enabled

November 2010 Avaya Inc. — Internal Distribution 13
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2.1.2 Using EDM

Enable Port lock-out for MLT uplink ports 23-24

AVAYA ENTERPRISE DEVICE MANAGER

ERS5000 - 5500-sw6 « 'ﬁ Device Physical Yiew || f=] MAC Security '#
] | & 52 | mll @ Mac Security || Secoritylist || AuthConfig || Autolearn || AuthStatus || AuthWiolation || Macyiolstion
g =
searchi P “Z Refresh | @) Help
4 Configuration )
] Administration AuthSecurityLock: notlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (O=forever)
- ] WRF Context Wiew
B 7] SecurityStatus
4 3 Security SecurityMade! | @) maclist @ autolearn
=|MAC Security
=] DHCP Snooping SecurityAction: | g naaction ) trap
=] Dynamic ARP Inspection (D,
=]IP Source Guard (PEG) () partitionPortandsendTrap (0) daFiltering
=s02.1xEP () partitionPartAnddaFitering () partitionPartdaFilteringandsendTrap
=]wehiTelnetiConzale
=] SSHSSL Curthodestllowed: o
ERADUS MaxModesalowed: 448
=] MEN
= TACACS+ PortSecurityStatus; |
- | Graph
. [JPower Managemert PortLearnStatus: |
- (vLAN CurrSecurityLists: 0
P
CIIPYE MaxSecuritylists: 128
S @S AutolearningAgingTime: | gn 0..65535 minutes (D=does not age out)
- [ Serviceability
- Hel 7] AutolLearningSticky {sticky-mac)
P

SecuritylockoutPortlist: |4 153 9 /54 @
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Checking Port lock-out for MLT uplink ports 23-24

AVAYA ENTERPRISE DEVICE MANAGER

ERS5000 - 5500-sw6 <« % Device Physical View || i=] MAC Security *
IE ,3\-'1 7 ﬂ[ll] -‘0 Mac Security SecurityLisk AuthConfig Autolearn Authstatus Authiiolation Iaciiolation
' X
Search: 2 e @ Help
4 ) Configuration -
) Administration AuthSecurityLock: notlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (0=farever)
[ WRF Context Wiew
e [ SecurityStatus
4 (5] Security SecurityMode; ‘@ macList ) autolearn
=|MALC Security
=] DHCP Snooping SecurityACtion: | @) naaction © trap
=] Dynamic ARP Inspection (D,
=]IP Source Guard (P3G (7) partitionPortAndsendTrap () daFiltering
EEE-RELE () partitionPortAnddaFiltering () partitionPortdaFiteringAndsendTrap
=]wehiTelnetiCansole
=|SEHSSL CurrModesalowed: o
S e MaxModesallowed: 445
= MM
= TACACS+ PortSecurityStatus: |
-] Graph
£ Pawer Mansgement PortLearnStatus: |
P LJvLan CurrSecuritylists: 0
P
CIPvE MaxSecurityLists: 128
 [JGes AutolearningagingTime: | g0 0..65535 minutes (O=does not age out)
- ] Serviceability
- [CHelp [7] AutolearningSticky (sticky-mac)

SecurityLockoutPortList: 1/23-1/24 |

2.2 Disabling SNMP write access just for MAC
Security configuration

This document covers both ACLI and EDM for configuring each of the examples covered in the sections
to come. However, in some environments it may be desirable to only allow control of the MAC Security
feature from the ACLI of the switch. To achieve this, MAC Security has the capability to apply an SNMP-
lock to the feature.

Disable all SNMP write access to the MAC Security functionality

Avaya-ERS-Switch(config)# mac-security snmp-lock enable

Now it will no longer be possible to modify MAC-Security from EDM (via COM); any attempt to do so will
result in an error; however the MAC Security configuration can still be viewed from COM.
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An attempt to now modify the MAC Security config via COM

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

Navigation
Context: | ALL

Admin

e

e

e

=

Access Control

Preferences

Device Credentials

User Management

Licensing

Plugins Inventory

Harne Trap Viewer

ERS4000 - Avaya-ERS-Switch

' ul @ @
:

Search: -

Configuration

Adminiztrstion
Device
Eclit

4 Security
=] General
= MAC Security
=] DHCP Snooping
=] Dyramic ARP Inspection
=] IP Source Guard (IPS3)
=] 802 1KEAP

=] ssHisEL
=RADIE
=IHENA

47.162.221.48 =

B

Mac Security

=5 Refresh 4 Help

AuthSecurityLock: |acked
AuthCtPartTime:  {

MAL Security

0,.65525 seconds (0

/| SecurityStatus

Saryrityiinds: .
Error X

@ notiwritable

CurtModesalowed: 4
Maxhodesallowed: 445

Tt autolearn
{[ulg]
onPortAndsendTrap

onPort AnddaFiltering

However, in the case of EDM web-access directly to the switch IP address, it is still possible to modify the
MAC Security configuration. Web access on the switch would in any case need to be disabled for security

reasons.

Disable web access (HTTP & HTTPS) to the switch (EDM on-box)

Avaya-ERS-Switch(config)# web-server disable

November 2010
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3. Regular MAC Security examples

3.1 Controlling exactly which MAC is allowed to use
each and every access port

In this example, typically favored by the military, every access port is manually configured to allow 1 and
only 1 device (and hence MAC address). Before a new device can be added to the network the network
administrator must manually add the new MAC address to its allocated access ethernet port’s authorized
MAC list. In the event of a non-authorized MAC address attempting to send traffic into the network a trap
will be sent to the management station and the unauthorized device will not be allowed to send traffic into
the network.

IP 30.0.0.2 (‘— ,
MAC 00-0F-B5-08-2F-BB .

IP 30.0.0.3 -—_.
MAC 00-0F-B5-08-32-9F . I < =z /;-_?;“
L MLT] |23-24 | &
IP 30.0.0.121 (—% ._
MAC 00-C0-95-C8-FF-12 .
™ N IP 30.0.0.1
IP 30.0.0.122 _ - Avaya Router &
—C0-95_CQ_QA_ ERS Switch
MAC 00-C0-95-C8-9A-62 = Default Gateway

Authorized end stations

Figure 2: Regular MAC Security; example 1
3.1.1 Using ACLI

3.1.1.1 Initial Switch configuration

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable

Enable MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit

On older software versions you can enable traps upon violation; in more recent software versions
the traps are automatically generated and this command no longer exists

Avaya-ERS-Switch(config)# mac-security snmp-trap

3.1.1.2 Provisioning authorized users
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Assign authorized MACs to respective access ports

Avaya-ERS-Switch(config)# mac-security mac-address-table
Avaya-ERS-Switch(config)# mac-security mac-address-table
Avaya-ERS-Switch(config)# mac-security mac-address-table

Avaya-ERS-Switch(config)# mac-security mac-address-table

address
address
address

address

00-0F-B5-08-2F-BB port 1
00-0F-B5-08-32-9F port 2
00-C0-95-C8-FF-12 port 3
00-C0-95-C8-9A-62 port 4

3.1.1.3 Checking MAC Security operational status

Verify that MAC Security is globally enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Disabled

Learn by Ports: NONE

Verify that MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

1 Enabled Disabled 2
2 Enabled Disabled 2
3 Enabled Disabled 2
4 Enabled Disabled 2
5 Enabled Disabled 2
6 Enabled Disabled 2
7 Enabled Disabled 2
8 Enabled Disabled 2
9 Enabled Disabled 2
10 Enabled Disabled 2
11 Enabled Disabled 2
12 Enabled Disabled 2
13 Enabled Disabled 2
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14 Enabled Disabled 2
15 Enabled Disabled 2
16 Enabled Disabled 2
17 Enabled Disabled 2
18 Enabled Disabled 2
19 Enabled Disabled 2
20 Enabled Disabled 2
21 Disabled Disabled 2
22 Disabled Disabled 2
23 1 Disabled Disabled 2
24 1 Disabled Disabled 2

Verify the authorized MAC addresses appear in the MAC Security MAC table

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 4

Unit Port Allowed MAC Address Type
1 00-0F-B5-08-2F-BB  Static
2 00-0OF-B5-08-32-9F Static
3 00-C0-95-C8-FF-12  Static
4 00-C0-95-C8-9A-62 Static

Security List Allowed MAC Address  Type

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 5

MAC Address Vid Type Source

00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
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00-C0-95-C8-9A-62 30 Dynamic Port: 4
00-C0-95-C8-FF-12 30 Dynamic Port: 3
00-E0-16-57-6E-81 30 Dynamic Trunk:1

3.1.2 Using EDM

3.1.2.1 Initial Switch configuration

Globally enable MAC Security

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-FRS-Switch |« ‘ﬁ Device Physical Yiew || [£] MAC Security *

T & G2 ml 9 Mac Security | Securitylist || AuthConfig || Aukolearn || AuthStatus | o

Search: ¥ | P
Eats “% Refresh &) Help
4 5] Canfiguration

AuthSecurityLock: notlocked

- [ Adminiztration
» DDevice AuthCtPartTime: 1 0..65535 seconds (O=forever)
=

= SEEUS e 2) @ macList () autoleart

=] MAS Security

Eiatiia kel . — e [
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Enable MAC Security on the access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« %Device Physical view || (=] MAC Security *
E ,—G‘l E DI]H . @ Mac Security SecurityList AuthConfig Autolearn Authstatus Authviolation IMachiolation
: X
S 2 2 Refresh | @) Help
4 () Configuration :
] Administration AuthSecuritylock: naotlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (O=forever)
- [ Edit
4 S securty [¥] SecurityStatus
= Genersl SecunityMode! | @) maclist ) autolearn
= MAC Security
=] DHCP Snooping SecurityAction: @ noActian ) trap () partitic
=] Dyniamic ARP Inspection (D,
= () partitionPortandsendTrap () daFiltering () daFilte
=] IP Source Guard (PSG)
a0z 1xEar () partitionPortAnddaFitering () partitionPortdaFiteringAndsendTrap
=] WebiTelnet/Console
=] ssHiSSL CurrModesaliowed: g
ErapuUs MaxModesalowed: 448
==
=] TACACS+ PartSecurityStatus: 1/1-1/20 @
3 Graph - u
: jPov:er Managsment PortlearnStatus: Port Editor: PortSecurityStatus *
wll vz s a5 a7 e rofn|z]1a]1a]15]16 |17 |12 ]19 |20 21| 22| 23| 24| 25| 26
v st o 7 K I K e E T
i ]
- [ IPvE MaxSecuritylists: 32
e (o fcanet) ()
» Cae A

- 771 Bervineahbilit -

AutolearningAging Tirme:

Enable traps upon violation

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Gwitch [<| 9 Device Physical View

02 Fuu & e
x o

Mac Security SecurityList AuthZonfig

é Refresh | &) Help

AuthSecuritylock: notlocked

Seatch:

4 5 Configuration

[=] MAC Security *

Autolearn || AuthStatus || Authviolstion || MacYiolation

0..65535 seconds (0=forever)

+ [ ] Acministration

- [ Device AuthCtPartTime: | 1

- CEdt

4 5 Security SecurityStatus
=] General SecurityMode: @ macList
=|MAC Security

() autoLearn |

=] CHEP Snooping
=] Dynamic ARP Inspection (D,
=]IP Source Guard (IPSG)

SecurityAction! | = noaction

() partitionPortAndsendTrap

() daFitering

(71 partitionPort

() daFilteringandsendTrap

?8021){@“ () partitionPortAnddaFiltering () partitionPortdaFiteringndsendTrap
=|¥WehiTelnetiConsole
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3.1.2.2 Provisioning authorized users

Assign authorized MACs to respective access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« ‘% Device Physical Yiew || (=] MAC Security *

) e 5 | ml @ Mac Security || Securitylist || AuthConfig || Autolearn
Search: x |02
earc v “Z Refrash 2l
4 ) Configuration
- [T Administration Brdindx = Portlndx  MACIhdx  AccessCirlType  Secure
- |_]Device
- [ Edit
4 ) Security
= Genersl Insert AuthConfig
EIMAC Securty RrdTnrlx: ' n n e
Insert AuthConfig ><:
BrdIndx: 0.2
PortIndx: | 1 0..50

MACIndx: 00.0F:ES:05:2F BB
(B 0 e )

[] AutolearningSticky (sticky-rmac)

AccessCTYRE: | @) slowed

Securelist: g .32

[ & Insert ” 2 Cancel ” &) Help ]
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Insert AuthConfig *
BrdIndx: 0.8
PortIndx: - 0..50

MACIndx: 00:0F:ES:09:32:9F
R R )

[T] sutolearningSticky (sticky-rmac)

AccessCHITYPR | @) slowed

Securelist: g .32
[ 3 Imsert H 2 Cancel H &) Help ]
Insert AuthConfig *
BrdIndx: 0.8
PortIndx: 5 0..50

MACIndx: 00:C0:95:C8:FF: 12
(0 B0 R )

[T] AutoLearningSticky (stickw-rnac)

AccessCHITYRE: | ) dllowed

Securelist: g .32

[ = Imsert H M Cancel H &) Help ]
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In=sert AuthConfig *
BrdIndx: 0.8
PortIndx: 4 0..50

MACIndx: 00.C0:95:09:90:62
B B )

[T] AutoLearningSticky (sticky-rmac)

AccessCHITYRE: | G slowed

Securelist: g .32

[ 2 Imsert ][ # Cancel ][ &) Help ]

3.1.2.3 Checking MAC Security operational status

Verify that MAC Security is globally enabled and on access ports

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« ‘:ﬁ Device Physical Yiew || =] MAC Security %

T | & | 52| ool (7] Mac Security || Securitylist || AuthConfig || Aukolearn || AuthStatus || Authviolation || MacWiolakion

Search: x| B v @ Help

4 (] Configuration aths A
- [ Administration uthsecuritylock:  notlocked

+ [ Device AuthCtPartTime: | 1 0..65535 seconds (0=forewer)

+ [_]Edit

4 { ] Security
= Gereral SecurityMode: | Gy rnaclist ) autoLearn
=|MAC Security
=] DHCP Snooping SECUNTYACHON: | = noaction @ trap
=] Dynamic ARP Inspection (D,
=] P Source Guard [PSG) () partitionPortAndsendTrap () daFiltering

SecurityStatus

=802 KELR () partitionPort&nddaFitering () partitionPortdaFiteringAnds:
=gk Telnet/Console

=] SSHISSL CurrModesslowed: 4
=|RADILS
=INSNA,

S TacACs: PortSecurityStatus:” /1-1/20 _I

MaxModesslowed: 445

o | Graph
- |1 Powver Management

PortLearnStatus:
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Verify the authorized MAC addresses appear in the MAC Security MAC table

A\V/A\V/aN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« 'ﬁ Device Physical View || i=] MAC Security /*

O &G ml (7] Mac Security | Securibylist || AuthConfig || Autolearn || AuthStatus || Authviolation || MacWiclation
Search: x| P - -
Earc ) Insert v 2 s B ewort &
4 ) Configuration
- (] Administration Brdindx  Portindx WA CIndx AccessClriType  Securelist  Source  Lifetime
- |_]Device a 1 00:0f: b3 05: 2f: bl allowwed 1] static 0
= ] 2 00 0f: b5 05 32.9f allowed ] static O
4 {3 Securty o 3 O0cO95 R 12 alowed o static 0
=| G |
£ Genera o 4 O0cl95 e gaE2  alowed o static O
=MAC Security

== m e

Verify ports 1-4 are authenticated with the correct MAC address

JA\V/\V/.\ ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« ﬁ Device Physical Yiew || =] MAC Security *
O] | & GF |l @ Mac Security | SecurityList || AuthConfig || Autolearn | AuthStatus | Authviolation || MacViolation
Search: x| P - -
earc W = E B export | Eiprne E) Help
4 {5 Configurstion
. ) dministration AuthStatusBrdin AuthStatusPortingx AuthStatusMACin CurrentAccessCiriType CurrentActiontode CurrentPartSecurStatus
[_1Device 1 1 00:0f b5:08: 21:bh allowy sendTrap portSecure
[ Edlit 1 2 00:0f:h5:08:32:9f allowe sendTrap portSecure
4 Securty 1 3 00:c0:95:ca: 1112 alloww sendTrap portSecure
=] G |
%M:‘:r; m 1 4 00:c0:85:c8: 962 allowy sendTrap portSecurs
= oLty
] DHCF Snooping 1 21 00:00:00:00:00:00 allowr sendTrap notApplicable
=] Dynamic ARP Inspection (D, 1 22 00:00: 00:00:00:00 allowne =zendTrap notApplicable
=]IP Source Guard (IPSG) 1 23 00:00: 00:00:00:00 allowe sendTrap notipplicable
ES R 1 24 00:00:00:00:00:00 allow sendTrap notapplicable

3.1.3 Verifying user connectivity

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122

30.0.0.2
30.0.0.3 is alive
30.0.0.121
30.0.0.122

is alive

is alive

is alive
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3.1.4 Testing violations

3.1.4.1 Unauthorized MAC on non-provisioned port

IP 30.0.0.2 _ '
MAC 00-0F-B5-08-2F-BB @
IP 30.0.0.3
MAC 00-0F-B5-08-32-9F

IP 30.0.0.121
MAC 00-C0-95-C8-FF-12

IP 30.0.0.122
MAC 00-C0-95-C8-9A-62

N
=
=

\@L‘
-

Authorized end stations

Unauthorized laptop
IP 30.0.0.144
MAC 00-e0-4c-77-67-01

avaya.com

P e

ERS Switch

23-24 (j

IP 30.0.0.1
Router &
Default Gateway

Figure 3: Example 1; unauthorized MAC on non-provisioned port

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in the VLAN; if this is undesired the MAC Security should be

configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time Idx Src Message

1 00:05:53:48

| 00:05:53:52 2 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 5
| 00:05:53:52 3 Trap: sb5EtrNewSbhsMacAccessViolation

Link Up Trap for Port: 5

November 2010 Avaya Inc. — Internal Distribution

26



AVAYA avaya.com

Verify traps on Management station (e.g. VPFM or COM)

AVAYA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hot? Istevens | Logout | UCM k

»» Haome: Trap Wiewer #
Air2e R '.
Time « Device SysMame Trap Type Message Text Agsigned Severity  Acknowledged Erterprise OD
08082012 4:5255 ... 4716222148  Avaya-ERS-Switch  s5EtrSheMacicoessWiolation sysUpTime=05h:53m 52 unciefined falze 1361414518215
snmpTraplID=sSEtrSheMac AccessViolation
=55haviolationStatusBrdincx=1
=55havioktionStatusPortindx=5
=55havioktionStatusMACAddress=00e: 4c:77.67.01
Dretails::
sysUpTime: 05h53m:s2s snmpTrapOID: sSEtrSheMacAccessViolation s5SheviolationStatusBraind:: 1
=5SheviolationStatusPortind: 5 =5ShaVidlationStatusMACAddress: 00el:4c 776701
08082012 45251 ... 4716222148  Avaya-ERS-Switch  linkUp sysUpTime=05h:53m: 48z snmpTrapQID=linkUp ifindex=5  major false 13616831154

ifAdminStatus=1 itOperStatus=1 bnlfExtnSiot=0
brifExtnPort=5

Verify MAC Security violations from EDM

JA\V/A\V/N ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-Switch ¢ % Device Physical View || [=] MAC Security %

| Fe E 1ol -ﬁ Mac Security || SecorityList || AuthConfig || Aukolearn || AukhStatus || Auth¥iolation || Mackiolation
Search: x| P = -
- / =3 | & | @ Export: |j;{] Print | &) Help
4 ] Canfiguration
- [0 Administration Brdindx  Portind: MACAddress
- [ Device 1 1] 00; 00 00; 00: 0000
+ [ Ecit 1 1 00 00: 00:00: 0000
4 Security 1 2 00:00:00:00:00:00
= G |
=] Genera 1 3 00 00:00: 000000
=|MAC Security
5 DHCP Snaoping 1 4 00 00: 00:00: 0000
=] Dynamic ARP Inspection (D, | = 4 00:el: e 77 E7.01
=]IP Source Guard (IPSG) 1 5 00: 00z 00: 00: 0000
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3.1.4.2 Unauthorized MAC on provisioned port

IP 30.0.0.2
MAC 00-0F-B5-08-2F-BB

IP 30.0.0.3
MAC 00-0F-B5-08-32-9F
IP 30.0.0.121
MAC 00-C0-95-C8-FF-12

IP 30.0.0.122
MAC 00-C0-95-C8-9A-62

\5‘
-

Unauthorized laptop
IP 30.0.0.144
MAC 00-e0-4c-77-67-01

P e

MLT] [23-24 U

IP 30.0.0.1

Router &
Default Gateway

Avaya

-
. ERS Switch

Authorized end stations

Figure 4: Example 1; unauthorized MAC on provisioned port

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in the VLAN; if this is undesired the MAC Security should be
configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log
Type Time

1 00:06:12:15
1 00:06:12:17
1 00:06:12:21

| 00:06:12:21

ldx Src Message

Link Down Trap for Port: 1
Link Up Trap for Port: 1

Bay Secure intruder MAC 00-e0-4c-77-67-01
port 1

4 Trap: sbEtrNewSbsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hol! Istevens | Logout | UCM |

£ Home Trap Viewer *
#f 2 & FIe B
Time « Device SysMame Trap Type Message Text Aszsigned Severty  Acknowledged  Enterprise OID
08082012 5:11:23 ... 4716222148  Avaya-ERS-Switch  s5EtrShaMachccessViolstion sysUpTime=06h12m:21s undefined falze 1361414516215
snmpTrapOID=s5EtrSheMacAccessViolation
355hsYiolationStatusBrdinc:=1
355hsViolationStatusPortindx=1
553hsYiolationStatusMAC Addre=s=00:e0: 4c:77:67:01
Dietails:
sysUpTime: 0Bh:12m21= snmpTrapolD: s5EtrSheMacacoessYiolation s55hsviolationStatusBrdind: 1
=55bsViolationStatusPortind: 1 =53hsViolationStatusMACAddress: 00:eD:dc: 776701
08082012 5:11:20 ... 4716222148  Avaya-ERS-Switch  linklg sysUpTime=06h:12m:17s snmpTrapOID=linkUp ifindex=1 major falze 13616831154

it&dminStatus=1 ifOperStatus=1 brifExtnSlot=0
brl{ExtrPart=1

030820125117 .. 4716222148 Avaya-ERS-Switch  linkDown sysUnTime=06h12m:15s snmpTrap2ID=inkDown critical false 13616831153
iflndex=1 ifAdminStatus=1 ifOperStatus=2
brl{ExtnSlot=0 bnifExtrPort=1

Verify MAC Security violations from EDM

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« ‘ﬁ Device Physical Yiew || i=] MAC Security *

E .—E‘ E ﬂ|:|[| @ Mac Security SecurityList AuthConfig Autolearn Authskatus Auth¥iolation Machiolation

Search: % |0 v | L € EHepot | et | @) Help

4 (] Configuration

- [ Administration Brdindx  Portind:x hACAddress
- [ Dewice 1 0 00:00:00: 00:00:00
= 1 00:e0:4e: 77-67:01
4 ) Securty 1 2 00:00:00:00:00:00
=| G |
%M:'::e:' ) 1 3 [00:0:00: 00 00: 00
= ecurity
S\DHCP Snooging 1 4 00:00: 00:00:00:00
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3.1.4.3 Unauthorized MAC sharing connection with authorized MAC

MAC

MAC

MAC

MAC

Unauthorized laptop
IP 30.0.0.144
MAC 00-e0-4c-77-67-01

IP 30.0.0.2
00-0F-B5-08-2F-BB
IP 30.0.0.3
00-0F-B5-08-32-9F .

MLT] |23-24 O
IP 30.0.0.121 _
00-C0-95-C8-FF-12

A IP 30.0.0.1

IP 30.0.0.122 vaya Router &

00-C0-95-C8-9A-62 ERS Switch Default Gateway

Authorized end stations

Figure 5: Example 1; unauthorized MAC sharing connection with authorized MAC

The unauthorized device is not able to send any traffic into the network but station with IP 30.0.0.2 can
still talk to the network. However the unauthorized device is still able to see broadcast and unknown traffic
flowing in the VLAN and, if a shared hub was inserted on the network connection, it can also see all of

traffic

Type

sent and received by station with IP 30.0.0.2; if this is undesired the MAC Security should be
configured to partition the port upon an access violation.
Verify log file on switch
Avaya-ERS-Switch# show log

Time ldx Src Message

00:06:24:58 1 Link Down Trap for Port: 1

00:06:25:01 2 Link Up Trap for Port: 1

00:06:25:05 4 Bay Secure intruder MAC 00-e0-4c-77-67-01

port 1
00:06:25:05 5 Trap: sb5EtrNewShsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hot! Istevens Logout | UCM

» Horne: Trap Yiewer *
S EEST
Time Device ¥ Syshame Trap Type Message Text Aszsigned Severity  Acknowledged  Enterprise QID
08/08/2012 5:24:07 4716222148  Avaya-ERS-Switch  =5EtrShshMacAccessviolation syslpTime=06h: 25m:05s undefined falze 1361414516215
snmpTrapOiD=s5EtrSheMacAcoessYiolation
=55hsViolationStatusBrolindx=1
255heviolationStatusPortindx=1
=55heViolationStatusMACAddress=00e0i4c: 776701
Deetails:
syelnTime: 06h:25m053s snmpTrapoID; F5EtrSheMacAccessyiolation s5SheViolstionStatusBrdind:: 1
=55hsViolationStatusPortindx: 1 =55hevioktionStetusMACAddress: D0iel:4c:77:67:01
08382012 5:24:03 ... 4716222148  Awaya-ERS-Switch  linkUp sysUpTime=06h 25m:01s snmpTrapQi0=linkUp ifincdex=1 major Talze 1361631154

itAdminStatus=1 ifOperStstus=1 brifExtnSlot=0
bnifExtnPort=1

08082012 5:24:01 ... 4716222148  Avaya-ERS-Switch  linkDown sysUpTime=06h 24m:58s snmpTrapiD=linkDown critical talse A3B16311583
ifindex=1 ifAdminStatus=1 fOperStatus=2
bnifExtnSlot=0 britExtnPort=1

Verify MAC Security violations from EDM

JA\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch < % Device Physical Wiew || [=] MAC Security *

T & ? il @ Mac Security SecurityLisk AuthConfig Autolearn Authskatus Auth¥iolation Mackiolation
Search: x| o _ - ,
mare o o E & export | (= Print | @) Help
4 (] Configuration
- [0 Administration Braincx  Portinc: MACACdress
- [ Device 1 0 00: 00 00; 00: 0000
- ] Edit 1 00:el: 4776701
4 Securty 1 2 00 00:00: 00:00:00
=| G |
] Genera 1 3 00:00:00:00:00:00
=|MAC Security
1 4 00 0 0 00 00 00

= DHCP Snooking

Note that the authorized device on port 1 retains connectivity, but the unauthorized laptop cannot
talk to the network

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122; ping
30.0.0.144

30.0.0.2 is alive
30.0.0.3 is alive
30.0.0.121 is alive
30.0.0.122 is alive

no answer from 30.0.0.144

&’ Tip — If the network administrator prefers to disable the ethernet port 1 in this scenario, it is
sufficient to configure port partitioning security action upon violation.
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3.1.4.4 Authorized MAC moving to a different port

MAC

MAC

MAC

MAC

IP 30.0.0.2

00-0F-B5-08-2F-BB

IP 30.0.0.3 :

00-0F-B5-08-32-9F (=g Za T e

IP 30.0.0.121
00-C0-95-C8-FF-12

MLT| [23-24 U

IP 30.0.0.1
Router &
Default Gateway

Avaya
ERS Switch

IP 30.0.0.122
00-C0-95-C8-9A-62

Authorized end stations

Figure 6: Example 1; unauthorized MAC moving to a different port

Neither of the two end stations with swapped connections can now talk to the network.

Type

Verify log file on switch
Avaya-ERS-Switch# show log
Time ldx Src Message
00:06:37:42 1 Link Down Trap for Port: 1
00:06:37:43 2 Link Down Trap for Port: 2
00:06:37:46 3 Link Up Trap for Port: 1
00:06:37:49 4 Link Up Trap for Port: 2
00:06:37:53 5 Bay Secure intruder MAC 00-0f-b5-08-2f-bb
port 2
00:06:37:53 6 Trap: sbEtrNewSbsMacAccessViolation
00:06:37:55 7 Bay Secure intruder MAC 00-0f-b5-08-32-9f
port 1
00:06:37:55 8 Trap: sb5EtrNewSbhsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAYA CONFIGURATION AND ORCHESTRATION MANAGER

What'sHot!  Istevens |Logout | UCMI

£ Home: Trap ¥iewer *
SIS
Time = Device Syshlame Trap Type Message Text Azzigned Severity  Acknowledged Enterprize QID
08M82012 5:36:57 ... 47162221458  Avays-ERS-Swich  sSEtrSheMachccessViolstion sysUpTime=08h:37m 55 unciefined false 1361414516215

snimp TrapOID=sSEtrSheMac Accessiolation
55haViolstionStatusBrdind:=1
=5ShaViolationStatusPortindx=1
=53hsViolationStatush ACAddress=00:0f: b5 08 32:91

08/08/2012 5:36:55 4716222148  Avays-ERS-Switch  s5EtrShsMactccessViolation sysUpTime=06h:37m:53= undefined falze 1361414516215
snmpTrapOD=s5EtrShahac Accessiolation
=55hsViolstionStatusBrdind:=1
=5ShsViolstionStatusPortindx=2
=55haviolstionStatushi AC Addre2s=00:01h5: 08 2. bh

0382012 5:36:51 ... 4716222145  Avays-ERS-Switch  linkUp gysUpTime=06h:37m:49s snmpTrapOiD=inkUy ifindex=2  majar falze 1361631154
ifAdminStatus=1 ifOperStatus=1 bnlfExtnSiot=0
brlfExtnPort=2

08082012 5:36:48 ... 4716222148 Avays-ERS-Switch  linkUp sysUpTime=06h:37m 46z snmpTrapQID=linkUp ifindex=1 major false 1361631154
ifAdminStatus=1 ifOperStatus=1 bnifExtnSiot=0
brlfExtnPort=1

08082012 5:36:45 ... 4716222148  Avaya-ERS-Switch  linkDown sysUpTime=06h:37m: 43z snmpTrapQiD=linkDown critical false 13616831153
iflndex=2 ifAdminStatus=1 ifOperStatus=2
brilfExtnSlot=0 brlfExtnPort=2

081082012 5:36:44 4716222148  Avays-ERS-Switch  linkDown sysUpTime=06h:37m: 42= snmpTrapOID=linkDown critical falze 1361631153
iflndex=1 ifAdminStatus=1 ifOperStatus=2
brlfExtnSlot=0 brlfExtnPort=1

Verify MAC Security violations from EDM

a\V/A\V/aN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« 'ﬁ Device Physical Wiew || [=] MAC Security #

b

Search: x|2 v o | B : Hexpot | Sipint 9 Help

4 ] Configuration

|| & ? mall -@ Mac Security || Secoritylist || AuthConfig || Aukolearn || AuthStatus || Auth¥iolation || Mackiolation

- (] Administration Brdindx  Portind= MACAddress
. CDevice 1 0 00:00:00: 00:00:00
- ] Edit 00:01: b5 08:32:9f
4 JSecurtty 2 00:0%:h%: 08:2F.bb
=|G |
%M:\f;& ) 1 5 00:00:00: 00 00:00
= ecurity
1 4 00:00:00: 00:00:00

=INHrE Snanmine

Note that the authorized devices cannot communicate on the wrong ethernet port

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122
no answer from 30.0.0.2

no answer from 30.0.0.3

30.0.0.121 is alive

30.0.0.122 is alive
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3.2 Ensuring that no new unauthorized device (MAC)
Is added to the network

In this example the network administrator wants to start using MAC Security but does not have the time or
will to manually configure every single MAC address which is already on his network. The assumption is
made that existing MAC addresses on the network are allowed with the intention that once MAC Security
has been enabled no further device (MAC) can be added to the network or moved to a different port
without the knowledge and permission of the network administrator.

T,

o

IP 30.0.0.2 L z
MAC 00-0F-B5-08-2F-BB -
&é‘ port 1
IP 30.0.0.3 [" 2 port 2
MAC 00-0F-B5-08-32-9F - 2 o
- e iLT{ 2324 A
MAC 00-C0-95-C8-FF-12 .
A IP 30.0.0.1
Avaya Router &
ERS Switch outer

Default Gateway
Authorized end stations

Figure 7: Regular MAC Security; example 2
3.2.1 Using ACLI

3.2.1.1 |Initial Switch configuration

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable

Enable learning on the access ports

Avaya-ERS-Switch(config)# mac-security learning-ports 1-20

Avaya-ERS-Switch(config)# mac-security learning enable

Note — There is an alternative syntax for enabling learning on the port interfaces:
Avaya-ERS-Switch(config)# interface FastEthernet 1-20

@ Avaya-ERS-Switch(config-if)# mac-security learning
Avaya-ERS-Switch(config-if)# exit

Verify that MAC Security learning mode is enabled

Avaya-ERS-Switch#% show mac-security config
MAC Address Security: Enabled
MAC Address Security SNMP-Locked: Disabled
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Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Enabled

Learn by Ports: 1-20

@ Note — Traffic will be unaffected during this time

Now wait a couple of minutes to ensure that all MAC addresses on the switch have been recorded.

View recorded MACs so far

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 3

Unit Port Allowed MAC Address Type

00-OF-B5-08-2F-BB Static
00-0F-B5-08-32-9F Static
00-C0-95-C8-FF-12 Static

Security List Allowed MAC Address Type

Once satisfied that all MACs have been recorded, we can proceed to lock these down and activate MAC
Security on the access ports.

Disable MAC security learning mode

Avaya-ERS-Switch(config)# mac-security learning disable

Enable MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit
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3.2.1.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Disabled

Learn by Ports: NONE

Verify that MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

1 Enabled Disabled 2
2 Enabled Disabled 2
3 Enabled Disabled 2
4 Enabled Disabled 2
5 Enabled Disabled 2
6 Enabled Disabled 2
7 Enabled Disabled 2
8 Enabled Disabled 2
9 Enabled Disabled 2
10 Enabled Disabled 2
11 Enabled Disabled 2
12 Enabled Disabled 2
13 Enabled Disabled 2
14 Enabled Disabled 2
15 Enabled Disabled 2
16 Enabled Disabled 2
17 Enabled Disabled 2
18 Enabled Disabled 2
19 Enabled Disabled 2
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20 Enabled Disabled 2
21 Disabled Disabled 2
22 Disabled Disabled 2
23 1 Disabled Disabled 2
24 1 Disabled Disabled 2

Verify the authorized MAC addresses appear in the MAC Security MAC table

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 3

Unit Port Allowed MAC Address Type

00-OF-B5-08-2F-BB Static
00-0F-B5-08-32-9F Static
00-C0-95-C8-FF-12 Static

Security List Allowed MAC Address Type

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 4

MAC Address Vid Type Source
00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
00-C0-95-C8-FF-12 30 Dynamic Port: 3
00-E0-16-57-6E-81 30 Dynamic Trunk:1
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3.2.2 Using EDM

3.2.2.1 |Initial Switch configuration

Globally enable MAC Security

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch %Device Fhysical View || =] MAC Security *
= = E mall -@ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || &

Search: x | P
earc ““ Refresh | @) Help
4 ) Configuration

AuthSecurityLock: notlocked

- [ &Administration
- [JDevice AuthCtiPartTime: | 1 0..65525 seconds (D=forever)
- [ Edit
A 5] Security
=] cerers Sl oy i@ rnacList (71 autolearn
=] WA Security

= 1~ . = TR [

Enable learning on the access ports

PA\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« % Device Physical Yiew || [=] MAL Security *
= E ol @ Mac Security SecurityList AuthConfig Autolearn Authstatus Aukhviolation IMacviolation

RN

Search: XL “Z Refresh | @) Help

Pl Configuration
= i AuthSecuritylock: notlacked

+ [ ] Administration
- [ Device AuthCtiPartTirne: | 1 0..65535 seconds (0=forever)
- [ Edit
4 5 Security [¥] SecurityStatus
=] General SecurityMode: ‘.::;. rracList ‘
=] MAC Security
[E]BHCP Snooping SecurityAction: | & noaction @ trap ©) parti
=] Dynamic ARP Inspection (D,
=] IP Source Guard (PSG) (0 partitionPortandsendTrap (0 daFiltering () daFil
=] a021%EAR () partitionPortAnddaFiltering () partitionPortdaFilteringAndsendTrap
=] WWebiTelnetConsale
=] ssHSsL CurrModesalowed: =3
ERaDUS MaxModestlowed: 442
=Sl
=] TACACS+ PortSecurityStatus: |
- [JtGraph
- [ Powwver Management Portlearnstatus: 1/1-1/20 |
\ Port Editor: PortLearnStat
EVLAN CurrSecurityLists: o ort Beftor: Fortearnstatus *
LR vl TzlaT4Ts e ee [ro]nuziz]rafiss7 e 0] 21| 22 23| 24| 25| 26
Qe SO 7 X 3 3 B3 2 K R O 2 R R T T
- [JGos AutoLearningagingTime: | g0 .
- [ Serviceability ll
- [CIHelp [] AutoLeal
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Now wait a couple of minutes to ensure that all MAC addresses on the switch have been recorded.

@ Note — Traffic will be unaffected during this time

View recorded MACs so far

FA\V/A\V/aN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« ﬁDevicePhysicalView [=| MAC Security '*
Ej EE’ E |]|]|] @ Mac Security SecurityList AuthConfig AukoLearn Authstatus Authiiolation Macviolation

search: x| & Insert v =) |__| € @Export LE{]

4 ) Configuration

- 7] Adminiztration Brdindx  Portindx M2 Sl AccessCirType  Securelist  Source  Lifetime
+ ] Device a 1 00:0f:b5:08: 21:bb allovwed 1] static u]
+ [ Edit ] 2 00:0f.b5:08:32:0f allowed ] static 0
4 {3 Securty 0 3 00:c0:95c8 12 allowed 0 staic 0
=] Genetal
=] MAC Security

Once satisfied that all MACs have been recorded, we can proceed to lock these down and activate MAC
Security on the access ports.

Disable MAC security learning mode

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« ﬁDevice Physical View || =] MAC Security |*
Ol & | GE| ol (7] Mac Security || Securitvlist || AuthConfig || Autclearn || AuthStatus || Authviclation || Macwiolation

Search: *x D
earc “% Refresh | &) Help
4 ) Configuration

AuthSecuritylock: notlocked

- [ Administration
- [ Device AuthCHPartTime: | 1 0..65525 seconds (O=farever)
- () Edit _
4 Security SecurityStatus
=] General SecurityMode: @ () autolearn
=] MAC Security
=] DHCP Snooping SecurityAction: | = paaction @ trap
=] Dynamic ARP Inzpection (D
=P Source Guard (PSG) () partitionPortAndsendTrap () daFiltering
=la0z1XELP () partitionPortanddaFittering () partitionPaortdaFiltering
=] wishiTelnet/Console
=] SSHESL CurrNodestllowed: 3
E)RADUS MaxModesaslowed: 448
=] MSHA,

=] TACACS+ PortSecurityStatus: |
- |1 Graph |

- [ Powver Management PartLearnStatus: 1/1-1/20
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Note — There is no need to clear the ports under PortLearnStatus; after reverting SecurityMode
back to macList all ports under PortLearnStatus will be cleared anyway

Enable MAC Security on the access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« ﬁ Device Physical Yiew || [=] MAC Security '*

)| & | ml @ Mac Security || Securitylist || AuthConfig || Aukolearn || AuthStakus || Authviolation || Mackiolation

S h: x| 0
earc| "3 Refresh &) Help
4 ) Configuration

. [ Administration AuthSecurityLock: notlocked

» (JDevice AUthCHRartTImE: | 1 0..65535 seconds (D=forever )
- [ Edit
4 =5 Security SecurityStatus

=] General SecurityMode! | @) maclist @ autoleam
=] MAC Security
=] DHCP Snooping SecurityAction: @ noAction
=] Dynamic ARP Inspection (D,
=P Source Guard (PSG) () partitionPortandsendTrap () daFiltering () daFilte
=] 802 1KELP

=] webiTelnetiConzole
=] SSHISSL CurrNodessllowed: g
=] rapUS

0 trap (D) partitic

() partitionPortanddaFitering () partitionPortdaFiteringandsendTrap

S MaxModessllowed: 445
éITACAC& PortSecurityStatus: 9/9-1/20 @

+ [ Graph

- ] Pawver Management PartLearnStatus: Port Editor: PortSecurityStatus ®
- [vLAN

wlltTzTezTas[e]7ee [zl afafis]e]izia]1a]zo 21| 22| 23| 24| 25| 26

izl e fs o]z e e o] e]iefiefre] e

e

- IR MaxSecurityLists: 32
.Ok -Cancel

- [1@0s AutolearningAdingTime: | &n '

- 71 Bervineabilit - P D e—— - —

CurrSecuritylists: g

Enable traps upon violation

F\V/\V/.N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Gwitch [<| | G Device Physical view || [=] MAC Security *
O & G ml ] Mac Security || Securitylist || AuthConfig | Autolearn | Authstatus || Authviolation || MacWiclation

Search: 222 “Z Refresh | @) Help

4 i) Configurati
=3 Configuration AuthSecuritylock:  motocked

(] Acministration
[C7Device AuthCtPartTime: | 1 0..65535 seconds (0=forever)
=
4 23 3ecuriy SecurityStatus
=] Genersl Securitylode: @) macList ) autoLearn |
=] MAC Security
=] DHCP Snooping SecurityAction: | - - P
0 noAction .@ trap (0 partitionPort
5 Dynamic ARP Inspection (D,
=P Source Guard (PEG) () partitionPortandsendTrap () daFiltering (0 daFiltteringandsendTrap
Esn21xEap () partitionPortAnddaFiltering () partitionPortdaFilteringAndsendTrap
=] web/Telneticonsale
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3.2.2.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled and on access ports

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« fﬁ Device Physical Yiew || f=] MAC Security %

E L{E‘ E ﬂu|] @ Mac Security SecuribyLisk AukhConfig Autolearn AukhSkatus Authiiolation Macviolakion

Search: x | O ( 8 Help

4 Configuration
3 d AuthSecuritylock: notlocked

+ [ Administration
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (0=forever)
- [C]Edit
|
4 5] Security
=] sereral SecurityMode: @ maclist () autolearn
=|MAL Security

=] DHCP Snaoping SecUrityACtion: | = noaction
=] Dynamic ARP Inspection (D.

=P Source Guard (PSG) () partitionPortAndsendTrap () daFitering

=]802.1HEAR () partitionPortAnddaFiltering () partitionPortdaFiteringAnds:
=]wehiTelnetConzole

=] SSHISSL CurrModesslowed: 4

=]RADIUS

MaxModesAllowed:
=[S 443

= Tacacs+ PDrtSecurit\,rStatus: _I

- [ Graph
. ) Power Managemert PortLearnStatus:

Verify the authorized MAC addresses appear in the MAC Security MAC table

AVAyA ENTERPRISE DEYICE MANAGER

ERS4000 - Avaya-ERS-Switch (< | 4B Device Physical view || = MAC Security *

]| &2 =2 | ml @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || AuthWiolation || Macwiolation
Search: x| 0 - - = -
E2arc \:) g V( [ Expork 5
=] | - =
4 5 Configuration
- (] Administration Brdindx  Portindx Al AccessCiriType Securelist  =ource Lifetime
- [ Device a 1 00:0f:5:08: 2f:bh allrveed 0 static 1]
[ Eclit 0 2 00:0f:h5:08:32:9f allonved 0 static 0
4 {3 Security 0 3 000 95:c8: 112 allovved 0 static 0
=] General
=|MAC Security
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Verify used ports 1-3 are authenticated with the correct MAC address

JA\V/\V/. ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« ﬁ Device Physical view || f=) MAC Security *

| > E all @ Mac Security || Securibylist | AuthConfig || Autolearn || AuthStatus || Authviolation || Mactiolation
ST X2 / =) \___. € @ Expart |_lé.'] Frint | &) Help
a4 {5 Configuration
- [ Administration Atk StatusBrinds: AthStatusPortine: AthEtatust ACind: CurrentdccessCtriType CurrentActionhode CurrertPortSecurStatus
» [ Device 1 1 00:0f: b3 08: 21: bl allovwy sendTrap portSecure
» [ Edit 1 2 00:0f:bs: 05:32: 9f allowy sendTrap portSecure
4 (23 Security 1 3 00:c0:95: 81112 allowy =sendTrap portSecure
gﬁf\l&gcmy 1 21 00:00:00:00: 00: 00 allovy sendTrap notapplicable
5 DHCP Snooping 1 22 00:00:00:00:00:00 allowy sendTrap notApplicable
=] Dynamic ARF Inspection (D, 1 23 00:00:00:00:00:00 alloar sendTrap notApplicable
=]IP Source Guard (IPSE) 1 24 00:00:00:00:00:00 allovwy sendTrap notApplicable

3.2.3 Verifying user connectivity & switch configuration

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121
30.0.0.2 is alive

30.0.0.3 is alive

30.0.0.121 is alive

Verify the resulting switch config

Avaya-ERS-Switch# show running-config

1 Embedded ASCI1 Configuration Generator Script
1 Model = Ethernet Routing Switch 4826GTS-PWR+
1 Software version = v5.6.1.053

1

1 Displaying only parameters different to default

enable

configure terminal

L---1

1

1 *** MAC-Based Security ***
1

interface FastEthernet ALL

mac-security port 1-20 enable
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exit

mac-security enable

mac-security mac-address-table address 00.0f.b5.08.2f.bb port 1
mac-security mac-address-table address 00.0f.b5.08.32_.9f port 2
mac-security mac-address-table address 00.c0.95.c8.ff.12 port 3
L---1

end

Note — The learned MAC addresses are now part of the config file for the switch and thus will be
preserved over a switch reboot

3.2.4 When a new device is added to the network

IP 30.0.0.2 ["-E
MAC 00-0F-B5-08-2F-BB _
port 1
IP 30.0.0.3 _ oo
MAC 00-0F-B5-08-32-9F P ™

IP 30.0.0.121
MAC 00-C0-95-C8-FF-12

g N L ET LT [23-24 0
-‘i% port 3 == -
e

port 4 IP 30.0.0.1
IP 30.0.0.122 = Avaya Router &
C0-95-C8-9A- [ o ERS Switch
MAC 00-C0-95-C8-9A-62 - Default Gateway

Authorized end stations

Figure 8: Example 2; a new device is added to the network

In the above diagram a new end station is added to the network on port 4. This will initially trigger a MAC
Security violation. The network administrator will then have to take action to (a) verify whether the new
end station should be allowed into the network and if so, (b) add the new end station’s MAC to the
authorized list on the relevant port. In this example, the network administrator does not like typing in MAC
addresses so he will use the learning functionality to achieve the same.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time ldx Src Message

| 01:01:07:23 3 Link Up Trap for Port: 4

| 01:01:07:28 4 Bay Secure intruder MAC 00-c0-95-c8-9a-62
port 4

| 01:01:07:28 5 Trap: sb5EtrNewSbhsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

Whal's Holt Istewens |Lc

»» Horme Trap Yiewer '*
sl pi2a Fe R
Time Device Syshlame Trap Type Message Text Assigned Severity  Acknowledged  Erterprise OID
03M9/20121206:20 ... 4716222145  Avaya-ERS-Switch  s3EtrShshacAccessViolkation sysUpTime=1 day, 01h:07m: 23 undefined falze A361414516215
snmpTrapQiD=s5EtrSheMacAccessViolkation
=55heviolationStatusBrdinc::=1
=5SheviolationStatusPortind:=4
=55hsYiolationStatusMAC Addre=s=00: c0:95:c8 Sa 62
Details::
sysUpTime: 1 day, 01h:07m:28= snmpTrapOID: zEtrSheMacAccessyiolation s53hsViolstionStatusBrolndx: 1
=55bsViolstionStatusPortind:: 4 =55heVidlstionStatusMACAddress. 00:00:95:c8:9a.62
08M09/20121208:15 ... 47162221 48  Avsys-ERS-Switch  linkUp sysUpTime=1 day, 01h07m: 235 snmpTrapOID=linkUp mEjar falze A361631154

ifinclex=4 if AdminStatus=1 ifOperStatus=1
brlfExtnSlot=0 brilfExtnPort=4

The network administrator decides to give access to the network to this new device.

3.2.4.1 Using ACLI

Temporarily disable MAC security on port 4

Avaya-ERS-Switch(config)# interface FastEthernet 4
Avaya-ERS-Switch(config-if)# mac-security disable
Avaya-ERS-Switch(config-if)# exit

Enable learning on access port 4

Avaya-ERS-Switch(config)# mac-security learning-ports 4

Avaya-ERS-Switch(config)# mac-security learning enable

@ Note — This has no impact on MAC security or traffic forwarding on the other switch ports.

Wait for the new MAC to be learnt on port 4

Avaya-ERS-Switch(config)# show mac-security mac-address-table

Number of addresses: 4

Unit Port Allowed MAC Address Type
1 00-0F-B5-08-2F-BB  Static
2 00-0OF-B5-08-32-9F Static
3 00-C0-95-C8-FF-12  Static
4 00-C0-95-C8-9A-62 Static
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Security List Allowed MAC Address Type

Warning — Ensure that only 1 MAC address and the correct MAC address has been learnt
against port 4.

We can now proceed to re-enable MAC Security on port 4

Disable MAC Security learning mode

Avaya-ERS-Switch(config)# mac-security learning disable

Re-enable MAC security on port 4

Avaya-ERS-Switch(config)# interface FastEthernet 4
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit

The new user is now securely added to the network.

3.2.4.2 Using EDM

Temporarily disable MAC security on port 4

A\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« ﬁ Device Physical View || =] MAC Security *

E | & 7 1l @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || AuthWiolation || MacWiolation
: * ;
Sz L4 ‘?g Refresh | &) Help
4 ] Configuration .
£ Acministration AuthSecurityLock: notlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (O=forewver)
- [T Edit
259 5ecurity SecurityStatus
= General SecurityMode: ‘@ maclist () autolearn
= MALC Security
=] DHCP Snooping SecurityAction: | & noaction @ trap ) partiti
=] Dyniamic ARP Inspection (D,
=P Source Guard (PSG) () partitionPortandsendTrap (0 daFiltering () daFitte
=802 1XEAP () partitionPortAnddaFitering () partitionPortdaFiteringandsendTrap
=]¥ehb/Telnet/Console
=] SEHISEL CurrNodesallowed: 4
EIRaDs MaxNodesAlowed: 448
==
= TACACS PortSecurityStatus: | o j1-1f20 Q
- [ 1Graph — - Port Editor: PortSecurityStatus s
ortLearnStatus:
- Cpowerenagenen W T=[R(afE [o [7 e [+ T[] [ e [ e [ 21| 2| ] 2] ] ]
P LIVLAN CurrSecurityLists: o
e
v MaxSecuritylists: 32 "
» [JQeS AutoLearningdgingTime: | an 0_FS525 minutes (N=doos not agad oyt —
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Enable learning on access port 4

JA\V/A\V/N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch < % Device Physical Yiew || =] MAC Security '

i e ﬁ 1oll @ Mac Security SecurityList AuthConfig Autolearn AuthStatus Authviolation MacViolation
' X
SXIE L “, Refresh | @) Help
4 ] Configuration :
- ] Asministration AuthSecurityLock:  natlocked
- [ Device AuthCtPartTime: 0..65535 seconds (D=forewer)
- CJEdit
4 E9Securiy [V] SecurityStatus
= General SecuritylMode: (Trmaclist ¢ @ autoLearn
= MALC Security
=] DHCP Snooping SECUNtYACHION: | = noaction @ trap ®
=] Dynamic ARP Inspection (D,
=]IP Saurce Guard (PSG) () partitionPortAndsend Trap () daFiltering o
= sn2.1%EAp () partitionPortAnddaFiltering () partitionPortdaFiltteringandsendTrap
=] wiehiTelnet/Conzole
= SSHEEL CurModesalowed: 3
ERapUS MaxModesalowed: 448
==
=] TACACS+ PartSecurityStatus: 1/1-1/3,1/5-1j20 |
- [ Graph
- CJPawer Management PortLearnStatus: | 44 @
, j;\;LAN CurSacurityLists: g Port Editor: PotLearnStatus #
¥ |z a4 s 6| 7| a| o to| 1| 12| 1z 14| 15| 18] 17| 12| 19| 20| 21| 22 23| 24| 25| 28
ar U 07 Y VI g I I K K e R R T D B EV
- [JGos AutolLearningaAgingTime:
L A0 -
- [ Serviceabilty ll
- [Help [ Au

@ Note — This has no impact on MAC security or traffic forwarding on the other switch ports.

Wait for the new MAC to be learnt on port 4

AVAyA ENTERPRISE DEYICE MANAGER

ERS4000 - Avaya-ERS-Switch < % Device Physical Wiew || [= MAC Security %
L] fe E il @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || Auothviolation || Macwiolation
Search: x P © Insert v 3 E € Heqot &
a ] Configuration

- [ Administration Brdindx  Portindx MAAC Il AccessCriType Securelist  Source  Lifetime

- ] Device 0 1 00:0f:b5:08: 21 bk allovwed 0 static 1]

= 0 2 00:0f:h5:08: 32: 9 allowved 0 static 0

4 3 Security 0 3 OCO:9Scat2 sllowed 0 static 0

gﬁ:\r;&;wmy 0 4 OOclo5chan? alowed 0 static 0

Warning — Ensure that only 1 MAC address and the correct MAC address has been learnt
against port 4.

We can now proceed to re-enable MAC Security on port 4
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Disable MAC Security learning mode

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« Cﬁ Device Physical View || [=] MAL Security *

Ej EE‘ 'E ﬂ|][| @ Mac Security SecurityList AuthConfig Autolearn Authstatus Authiiolation Machiolation

] x
Search: 2 “Z refresh | @) Help
4 ] Configuration

AuthSecuritylock: notlocked

+ [ Adminiztration
- [ Device AuthCHPart Tirme: | | 0..65535 seconds (0="forewer)
- ] Edit .
2 59 Securty SecurityStatus
=] General SecurityMode: @ ) autoLearn
=] MALC Security
=] DHCP Snooping SecurityACtion: | = noaction @ trap
=] Dynamic ARF Inspection (L
=]IP Source Guard (PSG) () partitionPort AndsendTrap () daFiltering
=la0z1%EAP () partitionPortAnddaFiltering () partitionPortdaFilteringandser
=] wWehiTelnetiCanzale
=] SSHSSL CurrModesAllowed: 4
Erapus Maxmodesalowed: 448
=] MSHA
=] TACACS PortSecurityStatus: 1/1-1/3,1/5-1/20 |
- ] Graph
- )Pavrer Managemert PortLearnStatus: 74 |

Note — There is no need to clear the ports under PortLearnStatus; after reverting SecurityMode
back to macList all ports under PortLearnStatus will be cleared anyway
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Re-enable MAC security on port 4

A\V/A\V/N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |4 ﬁ Device Physical Yiew || =] MAC Security

E ] E ol @ Mac Security SecurityList AuthConfig AutoLearn Authstatus Aukhviolation IMacviolation
. i
=iy P “Z Refresh | @) Help
4 5] Configuration iy
o Administration AuthSecurityLock: natlacked
- [ Device AuthCtlPartTime: | 1 0..65535 seconds (0=forever)
- [ Edit
2 Securty [¥] SecurityStatus
=l Genersl SecurityMods: ‘@ maclist () autolearn
=|MAC Security
=] DHCP Sniooping Security Action: () noAction @ trap () partiti
=] Dynamic ARP Inspection (D
=P Source Guard (IPSG) () partitionPortAndsend Trap (7 daFiltering () daFilte
=ls02.1%ELR () partitionPartanddaFiltering () partitionPartdaFiteringandsendTrap
=] Wb Telnet/Console
=] S5HrSsL CurrModestllowed: 4
ERADLE MaxModesalowed: 442
SN,
= TACACS+ PortSecurityStatus: 1/1-1/3,1/5-1/20 CD
- Graph - u
) jPo\:er Management PortlearnStatus: Port Editor: PortsecurityStatus x
wlft [z aaps a7 e |o[to]n|zfiz]ia]1s{1e]17]1a]1afz0 21| 22| 23] 24| 25| 26
v et o 1 0 e T
i)
- CIIPYE MaxSecuritylists: 32
.Ok -Cancel .
- [(JQos AutolearningagingTime: | g0 = m

- [ Serviceshility

The new user is now securely added to the network.

3.2.4.3 Checking connectivity

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.122
30.0.0.122 is alive
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3.3 Using MAC Security to tie down Server MACs
using Active/Standby NICs

In this example, again another military favorite, we want to use MAC Security in the Data Centre on the
server aggregation switches but with the added challenge that the servers can be using dual NICs in
Active/Standby fashion.

IP 30.0.0.121 i%
MAC 00-C0-95-C8-FF-12 Lﬁ‘

ort7 ACTIVE

port 8 BACKUP I "';‘?..“‘-
port 9 ACTIVE \J
IP 30.0.0.1
IP 30.0.0.122
Fort 10 BACKUP Avaya Router &

MAC 00-C0-95-C8-9A-62 ERS Switch

- Default Gateway
Authorized Servers
with Active-Backup NICs

Figure 9: MAC-Security with Active-Standby NICs; example 3

This means that the server MAC address will normally be seen on the ethernet port corresponding to the
Active NIC but can move to an alternative ethernet port corresponding to the Standby NIC.

In this example we will use Security Lists which will allow us to tie the authorized MAC addresses to a
Security List instead of an ethernet port. The security list will then include the two ethernet ports where
the server NICs are connected.

3.3.1 Using ACLI

3.3.1.1 Initial Switch configuration

Create the Security Lists (one for each server)

Avaya-ERS-Switch(config)# mac-security security-list 1 7-8

Avaya-ERS-Switch(config)# mac-security security-list 2 9-10

@ Note — Up to 32 Security Lists can be created.

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable

Enable MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-if)# mac-security enable
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Avaya-ERS-Switch(config-if)# exit

3.3.1.2 Provisioning authorized servers

Assign authorized MACs to respective security lists

Avaya-ERS-Switch(config)# mac-security mac-address-table address

security-list 1

Avaya-ERS-Switch(config)# mac-security mac-address-table address

security-list 2

00-C0-95-C8-FF-12

00-C0-95-C8-9A-62

3.3.1.3 Checking MAC Security operational status

Verify that MAC Security is globally enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Disabled

Learn by Ports: NONE

Verify the MAC Security Lists

Avaya-ERS-Switch# show mac-security security-lists

Security List 1: 7-8

Security List 2: 9-10
Security List 3: NONE
Security List 4: NONE
Security List 5: NONE
Security List 6: NONE
Security List 7: NONE
Security List 8: NONE
Security List 9: NONE

Security List 10: NONE
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Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security
Security

Security

List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List
List

11: NONE
12: NONE
13: NONE
14: NONE
15: NONE
16: NONE
17: NONE
18: NONE
19: NONE
20: NONE
21: NONE
22: NONE
23: NONE
24: NONE
25: NONE
26: NONE
27: NONE
28: NONE
29: NONE
30: NONE
31: NONE
32: NONE

Verify that MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

|
I
© 0 N o 0o b~ W N PO

=
o

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

N N NN N N DNMNDNMNDNDNNDN
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11 Enabled Disabled 2
12 Enabled Disabled 2
13 Enabled Disabled 2
14 Enabled Disabled 2
15 Enabled Disabled 2
16 Enabled Disabled 2
17 Enabled Disabled 2
18 Enabled Disabled 2
19 Enabled Disabled 2
20 Enabled Disabled 2
21 Disabled Disabled 2
22 Disabled Disabled 2
23 1 Disabled Disabled 2
24 1 Disabled Disabled 2

Verify the authorized MAC addresses appear in the MAC Security MAC table

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 2

Unit Port Allowed MAC Address  Type

Security List Allowed MAC Address Type

2 00-C0-95-C8-9A-62 Static
00-C0-95-C8-FF-12 Static

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3

MAC Address Vid Type Source

00-C0-95-C8-9A-62 30 Dynamic Port: 9
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00-C0-95-C8-FF-12 30 Dynamic Port: 7
00-EO0-16-57-6E-81 30 Dynamic Trunk:1

@ Note — From the FDB we can easily see which port has the Active NIC connected.

3.3.2 Using EDM

3.3.2.1 Initial Switch configuration

Create the Security Lists (one for each server)

A\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« ﬁDevicePhysical Wiew || =] MAC Security *
| 2 | G| ml -@ Mac Security || Securitylist || AuthConfig || Aukolearn || AuthStatus || AuthWiolstion || Mactiolation

Search: x| P v “Z Refresh = C € @ = & Help

4 {5 Configuration
- [0 Administration SecurityListind: SecurityListMembers

- [ Device

- [ Eelit

4 Security SecurityListIndsz: 1 1..32
=] General

SIMAC Security SecurtylistMambers: 17 1 1a @
=] DHCP Snooping

=|Dv ic ARP cti L
%pygnamlc o n;z:g::; ( Port Editor: SecurityListMembers *
=] IP Source Guar

S]a021KEAP HRIEERE N E |s o | 1o 11] 12| 13| 14| 15| 18] 17| 18 19| 20| 21| 22| 33| 24 25 28]

=]wieb/TelnetiConzale

= ssHissL —
SIRADIS "
e

= TacACs+

- [ 1Graph
- [ Pawer Management d () Insert H} X Cancel ] [ ) Help ]

- [CWLAN

Insert SecurityList 4
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PA\V/A\V/N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« 'ﬁ Device Physical View || [=] MALC Security '*

E EE‘ E D[||] @ IMac Security SecurityList AuthConfig Aukolearn Authstatus Authviolation Mackiolation

: = -~ _ =
Search 2 o ;5 Refresh | C [ [ export | (= Prine | @) Help

4 ] Configuration
- [0 Administration SecurityListind: SecurityListtembers
- [ Device 1 17118
. CJEdit
4 Security
=] General
=] MAC Security
=] DHCP Snooping SecurityListMembers: 3503490 @
=] Dynamic ARP Inspection (D,
=] IP Source Guard (P5G) Port Editor: SecuritylListMembers ®
=] 8021 HEAP
= | 1] 2| 2| 4| 5| 8| 7 e oo | sz 13] 14 15 18] 17| 18] 19] 20| 21| 22 23 24| 25] 28]
=|weh/TelnetiConzole
=] SSHSSL
=l e
=] Tacacs
- [ Graph
+ [ Powver Management (i:k) InserDH X Cancel ” &) Help ]

- [C]wLAN

Insert SecurityList *

SecurityListIndx: - 1.32

@ Note — Up to 32 Security Lists can be created.

Globally enable MAC Security

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch 'ﬁ Device Physical Yiew || (=] MAC Security *

)| & | ml @ Mac Security || Securibylist || AuthConfig || Autolearn || SuthStatus || &

Search: x | P
earc ““ Refresh | @) Help
4 ) Configuration

AuthSecurityLock: notlocked

- [ &Administration
- [JDevice AuthCtiPartTime: | 1 0..65525 seconds (D=forever)
- [ Edit
A 5] Security
=] cerers Sl oy i@ rnacList (71 autolearn
=] WA Security

= 1~ . = TR [
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Enable MAC Security on the access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« %Device Physical view || (=] MAC Security *
E ,—G‘l E DI]H . @ Mac Security SecurityList AuthConfig Autolearn Authstatus Authviolation IMachiolation
: X
S 2 2 Refresh | @) Help
4 () Configuration :
] Administration AuthSecuritylock: naotlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (O=forever)
- [ Edit
4 S securty [¥] SecurityStatus
= Genersl SecunityMode! | @) maclist ) autolearn
= MAC Security
=] DHCP Snooping SecurityAction: @ noActian ) trap () partitic
=] Dyniamic ARP Inspection (D,
= () partitionPortandsendTrap () daFiltering () daFilte
=] IP Source Guard (PSG)
a0z 1xEar () partitionPortAnddaFitering () partitionPortdaFiteringAndsendTrap
=] WebiTelnet/Console
=] ssHiSSL CurrModesaliowed: g
ErapuUs MaxModesalowed: 448
==
=] TACACS+ PartSecurityStatus: 1/1-1/20 @
3 Graph - u
: jPov:er Managsment PortlearnStatus: Port Editor: PortSecurityStatus *
wll vz s a5 a7 e rofn|z]1a]1a]15]16 |17 |12 ]19 |20 21| 22| 23| 24| 25| 26
v st o 7 K I K e E T
i ]
- [ IPvE MaxSecuritylists: 32
e (o fcanet) ()
» Cae A

- 771 Bervineahbilit -

AutolearningAging Tirme:

Enable traps upon violation

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Gwitch [<| 9 Device Physical View

02 Fuu & e
x o

Mac Security SecurityList AuthZonfig

é Refresh | &) Help

AuthSecuritylock: notlocked

Seatch:

4 5 Configuration

[=] MAC Security *

Autolearn || AuthStatus || Authviolstion || MacYiolation

0..65535 seconds (0=forever)

+ [ ] Acministration

- [ Device AuthCtPartTime: | 1

- CEdt

4 5 Security SecurityStatus
=] General SecurityMode: @ macList
=|MAC Security

() autoLearn |

=] CHEP Snooping
=] Dynamic ARP Inspection (D,
=]IP Source Guard (IPSG)

SecurityAction! | = noaction

() partitionPortAndsendTrap

() daFitering

(71 partitionPort

() daFilteringandsendTrap

?8021){@“ () partitionPortAnddaFiltering () partitionPortdaFiteringndsendTrap
=|¥WehiTelnetiConsole
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3.3.2.2 Provisioning authorized servers

Assign authorized MACs to respective security lists

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |«

Z n 5 @
x| P

o2

Seatch:
4 5] Configuration
- [ Administration
- [ Device
- [_] Edit
4 ] Security
=] General
= MAL Security
=] DHCP Snooping

=] Dynamic ARP Inspection (D

=]IF Source Guard (IPSG)
5 B02.1REAP
=]eb/TelnetConsole
=] ssHissL
=IRADIS
==
=] TACACE+
- [ 1Graph
+ [ Power Management
- [ WLAN

% Device Physical Wiew || =] MALC Security ¥

AuthConfig Authstatus Authiiolation Machio

=

Lifetime

Mac Securiky Aukalearn

Braind:x

SecuribyList

v

MACIndx

Securelist  Source

“ Refresh )

Portircx AccessCiiType

Insert AuthConfig %
BrdIndx: 0.8

PortIndx: 0.50

MACInd=: | 00:c0:05:08:FF: 12
}{}{!}{}{!}{}{!}{}{!}{}{!}{}{)

[7] AutoLearningSticky (sticky-mac)

AccessCHTYPE! | &) sllowed

Securelist: | 1 a.32

'C[ &d Insert H ¥ cCancel ][ &) Help ]
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ERS4000 - Avaya-ERS-Switch « %Devicethsical Yiew || [= MAC Security *
Ej .f:f’ E |]|][| @ Mac Security SecurityList AuthConfig Autolearn authStatus authyiolation Macvio

. 3 = =
Search: yel v &, Refresh 5 I . @ o

4 ] Configuration

- £ Administration Brdindx  Paortinc: fl & Clridx AccessCirType  Securelist  Source  Litetime
- | Device 0 0 009 ci 2 allowed 1 static 0
' Edlit
gs ) Insert AuthConfig *
4 ecurity
=l General BrdIndx: 0.8
=] MAC Security
EDHCP Snoaping PortIndx: n] 0..50
=] Dynamic ARP Inspection (D,
=P Source Guard (PSG) ACIndx: | 00:C0:95:C8:94:62
=802 AKEAP 3 30000 )
E]wielTelnstiConsole [[] AutoLearningSticky (sticky-rnac)
=] SSHSSL
SRADILS AccessCtlType: @ allowed
S HShA :
SJTacacss Securelist: | o 0..32
- | Graph
- | Power Management
- CVLAN (:] () Insert H i Cancel ] [ &) Help ]
s
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3.3.2.3 Checking MAC Security operational status

Verify that MAC Security is globally enabled and on access ports

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« fﬁ Device Physical Yiew || f=) MAC Security '
E L{E‘ 'E UI]|] @ Mac Security SecurityLisk AukhConfig Aukolearn AukhSkatus Authviolation IMacviolation
Search: x| o
v .@ &) Help
4 ] Configuration auths trLock:
- (] Administration HNEEEMSLORS ioitladczd
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (0=forever)
- [ Edit
4 5] Security
=] General SecurityMode: @ macList () autolearn
=|MAL Security
=] DHCP Snooping Securityaction: | ~ ] -
() noAction @ trap
=] Dynamic ARP Inspection (D. -
=P Source Guard (IPSG) () partitionPartAndsendTrap 1) daFiltering
=]8021KEAR () partitionPortAnddaFitering () partitionPortdariteringAnds:
=]wehiTelnetConzole
=] SSHESL CurrModesalowed: 4
ElRADUS MaxModestllowed: 448
=INSNA,
=] Tacacs+ PDrtSecurit\,rStatus: |
- [ Graph
. ) Power Managemert PortLearnStatus: |

Verify the MAC Security Lists

PA\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ER5-Switch [«

ﬁ Device Physical Yiew || [=] MAC Security %

Ej EE’ E |]|]|] @ Mac Security SecurityList AuthiZonfig Autolearn Authstatus Authiiolation Macwiolation
Search; X |2 _ —
eart () Insert v 3 C € & eport (2
4 ] Configuration
- (£ Administration SecurityListind: SecurityListMembers
- | Device 1 17-105
-+ [ Edit 2 143140
4 ) Security
=] Genetal
=] MAC Security
. .
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Verify the authorized MAC addresses appear in the MAC Security MAC table

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch  « ﬁ Device Physical Yiew || =] MAC Security *

Ej .—3—" E ﬂ|:||] @ Mac Security SecuribyList AuthCaonfig Aukolearn AuthStatus Authviolation Machiolation

n ® = - )
Search: 2 e 3 'S [ B expor: | Eiprit | @) Help

4 ] Configuration

. £ Administration AuthStatusBraindsx AuthStatusPorting AuthStatusMACind CurrentaccesstiType CurrentActioniode CurrentPartSecurstatus
[ 1Device 1 7 00:c0:95:c8: .12 alloewy sendTrap portSecure
[ Edit 1 [} 00:c095:ca: 12 allow =endTrap portSecure
4 Security 1 q 00:00:95: 08 9562 allowy sendTrap poHSecure
g::le:;curﬂy 1 10 00:c0:95:c8: 92062 allovwe sendTrap portSecure
E]DHCP Snooping 1 21 00:00:00:00:00:00 allowr =sendTrap notApplicable
=] Dynamic ARP Inspection (D, 1 22 00:00:00:00:00:00 allowy =sendTrap natApplicable
=]IP Source Guard (PS3) 1 23 00:00:00:00:00:00 allovwy sendTrap nat&pplicable
a0 1Esp 1 24 00:00,00:00:00,00 allow sendTrap notApplicable

@ Note — The authorized MACs are shown against both ports in the Security List.

Verify the FDB on the switch

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch fﬁ Device Physical Yiew || E=] MAC Security (=] YLANS [=| Bridge *

)| 52 ml @ Base || Transparent || Forwarding | Static FOE || MAC Flush
Search: X |2 - =
B v “Z pefresh = | B { @ Expott
4 ] Configurstion
- [ Administration Iied Address Paort « @ Status
- | Device 30 00:ch: 93 cE 12 157 learned
4 {7 Edlt 30 00:cl:95.c8 962 119 learned
=] Unit 30 00:e0:16:57:6e:81 MLT #1 learned
- | Chassis
=] Bridge

@ Note — From the FDB we can easily see which port has the Active NIC connected.

3.3.3 Verifying server connectivity

Verify IP connectivity between the Router and the servers

Router#% ping 30.0.0.121; ping 30.0.0.122
30.0.0.121 is alive
30.0.0.122 is alive
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3.3.4 Verifying server connectivity after Primary NIC failure

Now fail the Active NICs so that the servers start using their backup NICs.

IP 30.0.0.121 Z
MAC 00-C0-95-C8-FF-12 ’

IP 30.0.0.122
MAC 00-C0-95-C8-9A-62

Avaya IP 30.0.0.1

‘ Router &
ERS Switch Default Gateway

port 10 BACKUP

Authorized Servers
with Active-Backup NICs

Figure 10: Example 3; servers switch over to Backup NIC

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time Idx Src Message
| 01:05:41:03 1 Link Down Trap for Port: 7
| 01:05:41:08 2 Link Down Trap for Port: 9

Verify IP connectivity between the Router and the servers

Router#% ping 30.0.0.121; ping 30.0.0.122
30.0.0.121 is alive
30.0.0.122 is alive

Verify the FDB on the switch

Avaya-ERS-Switch#% show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3

MAC Address Vid Type Source
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00-C0-95-C8-9A-62 30 Dynamic Port:10
00-C0-95-C8-FF-12 30 Dynamic Port: 8
00-E0-16-57-6E-81 30 Dynamic Trunk:1

@ Note — Servers are now using Standby NIC.

3.3.5 Testing violations
3.3.5.1 Unauthorized device takes server Standby NIC connection

IP 30.0.0.121

MAC 00-C0-95-C8-FF-12 port 7 ACTIVE

=
=
-

Unauthorized laptop
IP 30.0.0.144
MAC 00-e0-4c-77-67-01

port 8 BACKUP
port 9 ACTIVE

IP 30.0.0.122
MAC 00-C0-95-C8-9A-62

Avaya IP 30.0.0.1

‘ Router &
ERS Switch Default Gateway

port 10 BACKUP

Authorized Servers
with Active-Backup NICs

Figure 11: Example 3; unauthorized device takes server Standby NIC connection

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in the VLAN; if this is undesired the MAC Security should be
configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time Idx Src Message

| 01:05:54:13 1 Link Down Trap for Port: 8

| 01:05:54:17 2 Link Up Trap for Port: 8

| 01:05:54:21 3 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 8

| 01:05:54:21 4 Trap: sb5EtrNewSbhsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hot!  lstevens | Logout | UCM

»» Home Trap Yiewer #
bir 28 P2 K ~.
Timeg ~ Device Syshame Trap Type Message Text

Aszsigned Severity  Acknowledged  Enterprise CI0
08092012 45311 P... 4716222148  Avays-ERS-Switch  s5EtrShsMacAccessviolation sysldpTime=1 day, 05h:54m:21s

uncletine false A361414516821.5

snmpTrapOID=s5EtrShsMacAccessViolstion
=55hsViolationStatusBrdindx=1
=55hsViolationStatusPortindx=3
255heviolationStatusMAC Address=00:e0:4c 776701

Deetails:

sysUpTime: 1 day, 05h:Sdm21s snmpTrapoID: s5EtrShetMachcoessViolation s5SheViolstionStatusBrdind:: 1

255hsViolationStatusPortind:: 8 s5ShavidlationStatusMACAddress: 00el:4c 776701

0809202 5307 P... 4716222148  Avays-ERS-Switch  linkUp sysUpTime=1 day, 05h S4m:1 75 snmpTrapOID=inkLg majar false A3E1631154
iflndex=8 if AdminStatus=1 itOperStatus=1
bnlfExtnSlot=0 brifExtrnPort=5

08/03/2012 4:53:03 P 4716222148  Awaya-ERS-Switch  linkDown syslpTime=1 day, 05h:54m:13s snmpTrapOID=linkDown  critical falze 1361631153

iflndex=8 if AdminStatus=1 itOperStatus=2
bnl{ExtnElot=0 bnlfExtnPort=5
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3.4 Achieving MAC based VLANSs using MAC Security

The Avaya modular ERS8800 and VSP9000 products support MAC based VLANs but the Avaya
stackable range does not. This example demonstrates how MAC Security can be used to achieve the
same functionality as MAC based VLANSs on the stackable product ranges.

In this example, the network administrator wants to tie down a set of MAC addresses to a given VLAN on
the ethernet switch. Each VLAN will have a number of authorized MAC addresses which are allowed to
communicate on the VLAN across any of the port members of that VLAN. This means that a given MAC
address needs to be able to move across any of the port members of the VLAN. Security Lists are used
to achieve this.

IP 30.0.0.2 -
MAC 00-0F-B5-08-2F-BB >y
-

IP 30.0.0.3 @ ports 1-1
MAC 00-0F-B5-08-32-9F (gge

VLAN 30 - 30.0.0.0/24

@.
A MLT] [23-24 § &=
IP 40.0.0.121 @
MAC 00-C0-95-C8-FF-12 5' ports 11-20 b 30001
A VLAN 40 - 40.0.0.0/24 e
IP 40.0.0.122 --' IP 40.0.0.1
MAC 00-C0-95-C8-9A-62 5@’ Avaya Router &
A ERS Switch Default Gateway

Authorized end stations
Figure 12: VLAN based MAC-Security; example 4

Since MAC Security MAC learning cannot be used with Security Lists, in this example we are also going
to show a possible workaround to achieve MAC learning on Security Lists.

3.4.1 Using ACLI

3.4.1.1 |Initial Switch configuration

Create the Security Lists (one for each VLAN)

Avaya-ERS-Switch(config)# mac-security security-list 1 1-10

Avaya-ERS-Switch(config)# mac-security security-list 2 11-20

@ Note — Up to 32 Security Lists can be created.

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable

Enable learning on the access ports

Avaya-ERS-Switch(config)# mac-security learning-ports 1-20

Avaya-ERS-Switch(config)# mac-security learning enable
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Note — There is an alternative syntax for enabling learning on the port interfaces:
Avaya-ERS-Switch(config)# interface FastEthernet 1-20

@ Avaya-ERS-Switch(config-if)# mac-security learning
Avaya-ERS-Switch(config-if)# exit

Verify that MAC learning mode is enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Enabled

Learn by Ports: 1-20

Now wait a couple of minutes to ensure that all MAC addresses on the switch have been recorded.

View recorded MACs so far

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 4

Unit Port Allowed MAC Address Type

00-0F-B5-08-2F-BB  Static
2 00-0OF-B5-08-32-9F Static
11  00-C0-95-C8-FF-12  Static
12 00-C0-95-C8-9A-62 Static

Security List Allowed MAC Address  Type

@ Note — The MACs have been learnt against the ethernet ports.
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We are going to retrieve the running-config of the switch via a Telnet or SSH connection then edit the
MAC Security learned MAC addresses in a text editor to point to our Security Lists instead of the ethernet
ports and then re-inject the MAC list to the switch config.

Disable MAC security learning mode

Avaya-ERS-Switch(config)# mac-security learning disable

From a Telnet/SSH connection save the portion in red of the running-config to a text file

Avaya-ERS-Switch#% show running-config

1 Embedded ASCI1 Configuration Generator Script
1 Model = Ethernet Routing Switch 4826GTS-PWR+
1 Software version = v5.6.1.053

1

1 Displaying only parameters different to default

enable

configure terminal

L---1

1
1 *** MAC-Based Security ***

!

mac-security security-list 1 1-10

mac-security security-list 2 11-20

mac-security enable

mac-security mac-address-table address 00.0f.b5.08.2f.bb port 1
mac-security mac-address-table address 00.0f.b5.08.32.9F port 2
mac-security mac-address-table address 00.c0.95.c8.ff.12 port 11

mac-security mac-address-table address 00.c0.95.c8.9a.62 port 12

L---1

In a text editor, replace all occurrences of “port 1-10” with “security-list 1”7 & “port 11-20” with
“security-list 2"

File maclist.txt before:

configure terminal

mac-security mac-address-table address 00.0f.b5.08_.2f_.bb port 1
mac-security mac-address-table address 00.0f.b5.08.32.9f port 2
mac-security mac-address-table address 00.c0.95.c8.ff.12 port 11
mac-security mac-address-table address 00.c0.95.c8.9a.62 port 12

end
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File maclist.txt after:

configure terminal

mac-security mac-address-table address 00.0f.b5.08_.2F_bb security-list 1
mac-security mac-address-table address 00.0f.b5.08.32.9f security-list 1
mac-security mac-address-table address 00.c0.95.c8.ff.12 security-list 2
mac-security mac-address-table address 00.c0.95.c8.9a.62 security-list 2

end

Delete the MAC list on the switch (as we are going to re-inject it)

Avaya-ERS-Switch(config)#% no mac-security mac-address-table

MAC addresses auto-learned on ports will not be deleted

Copy the maclist.txt file onto a TFTP server and inject it to the switch

Avaya-ERS-Switch# configure network address 47.162.221.2 filename maclist.txt

Downloading Config File [|]Downloaded file successfully, executing . . .

Avaya-ERS-Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Avaya-ERS-Switch(config)#mac-security mac-address-table address 00.0f.b5.08.2F_bb
security-list 1

Avaya-ERS-Switch(config)#mac-security mac-address-table address 00.0f.b5.08.32.9F
security-list 1

Avaya-ERS-Switch(config)#mac-security mac-address-table address 00.c0.95.c8.ff.12
security-list 2

Avaya-ERS-Switch(config)#mac-security mac-address-table address 00.c0.95.c8.9a.62
security-list 2

Avaya-ERS-Switch(config)#end
Avaya-ERS-Switch#

@ Note — You can also use SFTP instead of TFTP using the command:

configure sftp address <host-1P> filename maclist.txt username <user>

Enable MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit
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3.4.1.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Disabled

Learn by Ports: NONE

Verify that MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

1 Enabled Disabled 2
2 Enabled Disabled 2
3 Enabled Disabled 2
4 Enabled Disabled 2
5 Enabled Disabled 2
6 Enabled Disabled 2
7 Enabled Disabled 2
8 Enabled Disabled 2
9 Enabled Disabled 2
10 Enabled Disabled 2
11 Enabled Disabled 2
12 Enabled Disabled 2
13 Enabled Disabled 2
14 Enabled Disabled 2
15 Enabled Disabled 2
16 Enabled Disabled 2
17 Enabled Disabled 2
18 Enabled Disabled 2
19 Enabled Disabled 2
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20 Enabled Disabled 2
21 Disabled Disabled 2
22 Disabled Disabled 2
23 1 Disabled Disabled 2
24 1 Disabled Disabled 2

Verify the authorized MAC addresses appear in the MAC Security MAC table against Security Lists

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 4

Unit Port Allowed MAC Address Type

Security List Allowed MAC Address  Type
1 00-0F-B5-08-2F-BB  Static
1 00-0F-B5-08-32-9F  Static
2 00-C0-95-C8-9A-62  Static
2 00-C0-95-C8-FF-12  Static

Verify the FDB on the switch

Avaya-ERS-Switch#% show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3

MAC Address Vid Type Source
00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
00-E0-16-57-6E-81 30 Dynamic Trunk:1

Avaya-ERS-Switch#% show mac-address-table vid 40
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3
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MAC Address Vid Type Source
00-C0-95-C8-9A-62 40 Dynamic Port:12
00-C0-95-C8-FF-12 40 Dynamic Port:11
00-EO0-16-57-6E-8A 40 Dynamic Trunk:1

3.4.2 Checking connectivity

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 40.0.0.121; ping 40.0.0.122
30.0.0.2 is alive

30.0.0.3 is alive

40.0.0.121 is alive

40.0.0.122 is alive

Move the end-station to alternative ports in the same VLAN

Verify the FDB on the switch

Avaya-ERS-Switch#% show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3

MAC Address Vid Type Source
00-0F-B5-08-2F-BB 30 Dynamic Port: 3 (previously was on port 1)
00-0F-B5-08-32-9F 30 Dynamic Port: 4 (previously was on port 2)
00-E0-16-57-6E-81 30 Dynamic Trunk:1

Avaya-ERS-Switch#% show mac-address-table vid 40
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 3
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MAC Address Vid Type Source
00-C0-95-C8-9A-62 40 Dynamic Port:14 (previously was on port 12)
00-C0-95-C8-FF-12 40 Dynamic Port:13 (previously was on port 11)
00-E0-16-57-6E-8A 40 Dynamic Trunk:1

Verify IP connectivity between the Router and the end stations again

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 40.0.0.121; ping 40.0.0.122
30.0.0.2 is alive

30.0.0.3 is alive

40.0.0.121 is alive

40.0.0.122 is alive

3.4.3 Checking Violations
3.4.3.1 Unauthorized MAC

Unauthorized laptop
IP 30.0.0.144

IP 30.0.0.2
MAC 00-0F-B5-08-2F-BB

IP 30.0.0.3

MAC 00-e0-4c-77-67-

01

MAC 00-0F-B5-08-32-9F T ) -k
| R it 2324 L 2
IP 40.0.0.121 -
MAC 00-C0-95-C8-FF-12
IP 30.0.0.1
VLAN 40 - 40.0.0.0/24
IP 40.0.0.122 IP 40.0.0.1
MAC 00-C0-95-C8-9A-62 Avaya Router &
ERS Switch Default Gateway

Authorized end stations

Figure 13: Example 4; unauthorized MAC

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in VLAN 30; if this is undesired the MAC Security should be

configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time ldx Src Message
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| 01:07:21:46 1 Link Up Trap for Port: 5

| 01:07:21:51 2 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 5

| 01:07:21:51 3 Trap: sb5EtrNewSbhsMacAccessViolation

Verify traps on Management station (e.g. VPFM or COM)

AVA\/A CONFIGURATION AND ORCHESTRATION MANAGER

id Home: Trap ¥iewer *
8P 2 BFE- | R
Time - De Trap Parser SysMame Trap Type Message Text

030920262040 P... 4716222148  Avaya-ERS-Switch  sSEtrSheMacicoessyiolation sysUpTime=1 day, 07h:21m:81s
snmpTrapOlD=s5EtrShaMacAccessYiolation
=53bsViolationStatusBrolndx=1
=58hsViolationStatusPortindx=5
=55havioktionStatusMACAddress=00e0:4c: 776701

Detailz::
sysUpTime: 1 day, OTH:21mS1s snmpTrapoID: s5EtrSheMacAcoessYiolation s5ShaviolationStatusBrdind:: 1
=55hsYiolationStatusPortind: 5 =55hsYiolationStatusMACAddress: 00iel4c: 776701

05/09/2012 6:20:35 P 4716222145  Avaya-ERS-Switch  linkUp sysUpTime=1 day, 07h:21m:46s snmpTrapOID=linkLp

ifindex=5 ifAdminStstus=1 ifOperStatus=1
brifExtnSlot=0 brifExtnPort=5

What's Hott Istevens | Logout | UCM E

Azsigned Severity  Acknowdedged  Enterprise QD
undefined falze A3B1414518215

major falze 1361631154

Verify MAC Security violations from EDM

PA\V/A\V/aN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch < fﬁ Device Physical Yiew || [=] MAC Security |*

E .{E‘ E |]|]|] @ Mac Security SecuribyList AuthiZonfig AutoLearn Authstatus Auth¥iolation MacYiolation

Search: x P = —
v J C '
4 ] Configuration

@ Export L‘é{] Print | &) Help

) . - Brdindx  Portind:x MACAddress
[ Adminiztr ation
- [ Device 1 0 00 00 00 00 0000
+ [ Edit 1 1 0 00 00: 00; 00 00
4 () Security 1 2 {00: 013:00: 00:00: 00
=| G |
%Miler; . 1 3 00:00: 00:00:00: 00
= ecurity
5 DHCP Snaoping 1 4 00: 00: O0: 00: 0000
=] Dynamic ARP Inspection (D, S 00:el:4c: 776701
=] IP Source Guard (IPSG) 1 g 00 00 00: 00 00 00
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3.4.3.2 Authorized MACs in wrong VLAN

IP 30.0.0.2
MAC 00-0F-B5-08-2F-BB

VLAN 30 - 30.0.0.0/24

IP 40.0.0.3
MAC 00-0F-B5-08-32-9F N -k
WLt |23-24 2
IP 30.0.0.121 :
e pomemesEE VLAN 40 -40.0.0.0/24 e 30.0.0.1
IP 40.0.0.122 T IP 40.0.0.1
MAC 00-C0-95-C8-9A-62 Avaya Router &
ERS Switch Default Gateway

Authorized end stations

Figure 14: Example 4; authorized MACs in wrong VLAN

Neither of the devices with swapped connections is able to send traffic into the network. Note that,
because the swapped devices belonged to different VLANS, their IP addresses were also changed.

Verify log file on switch

Avaya-ERS-Switch# show log
Type Time ldx Src Message
1 Link Down Trap for Port: 4
2 Link Up Trap for Port: 12
| 01:07:25:35 3 Link Down Trap for Port: 13
4 Link Up Trap for Port: 1
5 Bay Secure intruder MAC 00-c0-95-c8-ff-12

port 1

| 01:07:25:42 6 Trap: sbEtrNewSbsMacAccessViolation

| 01:07:26:51 7 Bay Secure intruder MAC 00-0f-b5-08-32-9f
port 12

| 01:07:26:51 8 Trap: sb5EtrNewSbhsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hot!  lstevens | Logout | UCM H

» Harne Trap Yiewer
¢ 2a P §
Time - * Device Syshlame Trap Type Message Text Azzigned Severity  Acknowledged Enterprize OID
08092012 6:2540 P... 47162221 48  Avaya-ERS-Switch  sSEtrShsMaciccessViolation sysUpTime=1 day, 07h 26m:51s uncefined false 1361414516215

snmpTrapOlD==5Etr ShaMac AccessViolstion
=55hsViolationStatusBrdindx=1
=55haviolationStatusPortind:=12
=55havioationStatusMACAddress=00:0f.b3:08:32:9¢

08092012 6:2431 P... 4716222148  Avaya-ERS-Switch  sSEtrShsMaciccessViolation sysUpTime=1 day, 07h 25m:42s uncefined false 1361414516215
snmpTrapOlD==5Etr ShaMac AccessViolstion
=5ShsViolationStatusBrdindx=1
=55haviolationStatusPortind:=1
=55havioationStatusMACAddress=00:c0:95.c8 1112

08092012 6:2426 P... 4716222148  Aveya-ERS-Switch  linkUp sysUpTime=1 day, 07k 25m:37s snmpTrapOID=linkUg majar talse 1361631154
iflndex=1 itAdminStatus=1 itOperStatus=1
brlfExtnESlot=0 bnlfExtnPort=1

05092012 8:24:24 P... 4716222145  Avaya-ERS-Switch  linkDown sysUpTime=1 day, 07h:25m:35s snmpTrapOID=linkDown  critical falze 13681631153
iflndesx=13 if AdminStatus=1 ifOper Status=2
brifExtnSlot=0 britExtnPart=13

08/09/2012 5:24:23 P 4716222148  Avaya-ERS-Switch  linkLp sysUpTime=1 day, 07h:25m:34s snmpTrapOID=linkL major falze 1361631154
ifindex=12 if AdminStatus=1 ifOperStatus=1
brlfExtnSlot=0 bnl{ExtnPart=12

03M09/2012 6:2419P... 4716222145  AvaysERS-Switch  linkDown sysUpTime=1 day, 07h:25m:28s snmpTrapQID=inkDown  Critical Talse 1361631153
ifindex=4 ifAdminStatus=1 itOperStatus=2
brifExtnSlot=0 brifExtnPort=4

Verify IP connectivity between the Router and the end stations again

Router#% ping 30.0.0.2; ping 40.0.0.3; ping 30.0.0.121; ping 40.0.0.122
30.0.0.2 is alive

no answer from 40.0.0.3

no answer from 30.0.0.121

40.0.0.122 is alive
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4. Auto-Learning with MaxMacs example

4.1 Ensuring that every access port is used by one
and only one device

In this example, the network administrator wants to ensure that user access ports of the network are
seeing one and only one device connected. This is a very effective way to detect and prevent users from
connecting additional devices to their network connection. For instance, this will immediately detect and
prevent a user from introducing a small ethernet hub/switch device on his network connection in an
attempt to add extra (unauthorized) devices to the network. Likewise, this will prevent users from
connecting a WLAN Access Point (AP) to their network connection, as the end result would be the same.
3

IP 30.0.0.2
MAC Q0-0F-B5-08-2F-BB

IP 30.0.0.3
MAC 00-0F-B5-08-32-9F @;\
) MLT] [23-24 § &

IP 30.0.0.121

MAC O00-CO-95-CB-FF-12
port4 Avaya IP 30.0.0.1
IP 30.0.0.122
ERS Switch Router &

MAC Q0-CO0-95-C8-8A-62 Default Gateway

Authorized end stations

Figure 15: Auto-Learning with MaxMacs; example 5

Note that the device’'s MAC address is not essential here; it is simply recorded to ensure that no
additional MAC (and hence device) can be allowed on the same ethernet port.

Also note that without the Sticky-MAC feature (covered in the next example) MAC bindings in the security
table are not persistent across port bounces or switch reboots and can be aged out of the table. This
means that in this example it is possible for devices to physically move from one port to the other, even
on ports where a MAC had already been recorded. This is because to move those devices the ethernet
cable would have to be disconnected and then re-connected on a different port and hence any MAC
bindings on the receiving port would have been flushed when the port went down.

The only violation we will be detecting in this mode is multiple MACs on the same port and because we
cannot control the order in which those MAC addresses are learnt, it is not useful to rely on the default
MAC security violation behavior of denying access to just those MACs learnt later while allowing access
to the 1% MAC learnt on the port. Therefore in this example we will configure the ports to partition upon a
MAC security violation.

4.1.1 Using ACLI

4.1.1.1 Initial Switch configuration

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable
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Enable Auto-Learning, MacMac=1 and MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-i1f)# mac-security auto-learning enable max-addrs 1
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit

Enable permanent partition of the port upon security violation

Avaya-ERS-Switch# mac-security intrusion-detect forever

commands:
Avaya-ERS-Switch# mac-security intrusion-detect enable
Avaya-ERS-Switch# mac-security intrusion-timer <0-65535>

é Tip — It is also possible to partition the port just temporarily, instead of permanently using these

4.1.1.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled

Avaya-ERS-Switch# show mac-security config
MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Forever
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: 60 minutes

MAC Auto-Learning Sticky Mode: Disabled
Current Learning Mode: Disabled

Learn by Ports: NONE

Verify that Auto-Learning, MaxMac=1 and MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

1 Enabled Enabled 1
2 Enabled Enabled 1
3 Enabled Enabled 1
4 Enabled Enabled 1
5 Enabled Enabled 1
6 Enabled Enabled 1
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Enabled Enabled 1
Disabled Disabled 2
Disabled Disabled 2
Disabled Disabled 2
Disabled Disabled 2

Verify the MAC Security MAC table; this will hold the MAC of the 1* device recorded on the
ethernet ports; NOTE that the type is Automatic

Number of addresses: 4

Unit Port Allowed MAC Address

00-OF-B5-08-2F-BB
00-0F-B5-08-32-9F
00-C0-95-C8-FF-12
00-C0-95-C8-9A-62

Avaya-ERS-Switch# show mac-security mac-address-table

Type

Automatic
Automatic
Automatic

Automatic

Security List Allowed MAC Address Type

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
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Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 5

MAC Address Vid Type Source
00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
00-C0-95-C8-9A-62 30 Dynamic Port: 4
00-C0-95-C8-FF-12 30 Dynamic Port: 3
00-E0-16-57-6E-81 30 Dynamic Trunk:1

4.1.2 Using EDM

4.1.2.1 Initial Switch configuration

Globally enable MAC Security

AVAyA ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS5-Switch |« % Device Physical View || [=] MAC Security #

E EE E |][|[| @ Mac Security SecurikyLisk AuthiZanfig Autolearn AuthSkatus Al

Search x| O
earc “% Refresh &) Help
4 ) Configurstion

AuthSecurityLock: notlocked

- [ Acministration
+ (JDevics AuthCtiPartTime: 1 0..65535 seconds (D=forever)
- ] Edit
4 ) Security
S erera SecurityMode: i@ rnacList (71 autolearn
=] MAC Security
Bialie e . — e [
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Enable Auto-Learning & MacMac=1 on access ports

RISE DEVICE MANAGER

AVAYA  ENT

ERS4000 - Avaya-ERS-Switch [« ﬁ Device Physical View || f=] Switch Summary [=| MAL Security =
= 2 E ll @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStabus || Auth¥iolation || MacWiolation

. X - =
Search: £ “Z Refresh ol E € @ Export | (=) Print | @) Help

4 ) Configuration
Multiple Port Configuration

(7] Administration
(DDevice — Make Selection
Edit :
. gs . 5W|tchf5tackaDrts: @
ety
= Gereral Port Editor: Switch/Stack /Ports *®
= Mas Security Enabled  MaxMacs

S0 i BB 000 EE 0G0 EE R CEEE e EE
=] Dynamic ARP Inspection (D,

=]IP Source Guard (IPSG) -"‘
Ok | } Canc

o021 (Lo feancel]

=]wek/Telnet/Consale ‘ Apply Selection ' u

=] SSHSSEL

EIRADUS Unit Port  Enables

ESLE

=] TACACs+ 1 i
[Jiraph 1 2
[ Powver Managemert 1 3
[C1vLAM 1 &
ae 1 s
CIiPve P
(oS
[ =erviceahiity f v
[“IHep 1 g

1 8

v
1 12 true
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Enable MAC Security on the access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« % Device Physical Yiew || [=] MAC Security '*

]| & = | ml . @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || Authviolation || Mackiolation

S h: x| 0
sare 2 Refresh | @) Help
4 () Configuration

- [ Administration AuthSecurityLock: notlocked

- [ Device AuthCtiPartTime: | 1 0..65535 seconds (D=forever)

=

4 ) Security
=] General SecunityMode! | @) maclist ) autolearn
= MAC Security
=] DHEP Snoaping SecurityAction! | @) noaction
=] Dyniamic ARP Inspection (D,
=P Source Guard (PSG) () partitionPort&ndsendTrap (0) daFiltering (0) daFilte
=] 8021 XEAP
=] WebiTelnet/Console
=] ssHESL Currdodessliowed: g

Erapus MaxModesalowed: 448

==
= TACACS+ PortSecurityStatus: 1/1-1/20 @

» [ Graph . ;
] Power Management PartLearnStatus: Port Editor: PortSecurityStatus X

- CvLAN Tz s Ta s Te [z Te e e nTzvsra]rsrerr e 1o Jao 21 22| 23| 24 28] 25|

CurrSecuritylLists:
P y 0

- [IPvE MaxSecurityLists: 32
-‘ Ok | [Cancel
- [Jees AutoLearningAgingTime: | /n .'-

- 771 Bervineahbilit - . N e—— - —

SecurityStatus

) trap () partitic

() partitionPortAnddaFitering () partitionPortdaFiteringAndsendTrap

Enable permanent partition of the port upon security violation

J\V/\V/.\ ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« ﬁDevice Physical Yiew | =] MAC Security ¥
Cl = E 1ol -@ Mac Security SecurityList AuthConfig Autalearn AuthStatus Authviolation Paciolation

Search: xR
4 5] Configuration
- [ Administration
- [ Device AuthCtlPartTime: | g 0..65535 seconds (O=forever)
(27 Eciit
a5 Security
=] General SecurityMode: | &) maclist () autoLearn
=] MAC Security
=] DHCP Snooping SecurityAction:
5 Dynamic ARP Inspection (D
=P Scurce Guard (PSG) (0) partitionPortAndsendTrap () daFiltering () daFiteringandsendTrap
=] 802.1XEAP
=] WehiTenetConsole
=] SSHISSL CurrModesalowed: 2
= RADILS
=] A,
= TACACS PortSecurityStatus: 1/1-1/20 _l

".?7 Refresh | € Help

AuthSecuritylock: notodked

SecurityStatus

) noAction O trap @ partitionPort

() partitionPortAnddaFiltering () partitionPortdaflteringandsendTrap

Maxhodesalowed: 445
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4.1.2.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled and on access ports and with Security Action set to
partitionPort

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« ﬁ Device Physical Yiew || [=] MAC Security '*

Tl | & | G| mll @ Mac Security | Securitylist || AuthCorfig || Autolearn | AuthStatus || Authviclation || Macviolation

Search: x| p e &) Help

4 Configuration
= 4 AuthSecurityladk: motiocked

- [ Administration
- [ Device AuthCtiPartTime: | g 0..65535 seconds (O=forever)
- [JEdt
Pr=rp. SecurityStatus
= Genersl SecrityMode: |@ macList () autolearn |
=|MAC Security
=|DHCP Snooping SecurityAction: 71 noAction ) trap @ partitionPort
=] Dynamic &RP Inspection (D,
=]IP Saurce Guard (PSG) () partitionPortAndsendTrap () daFiltering () daFilteringandsendTrap
=802 XEAP () partitionPartAnddaFittering () partitionPortdariteringandsend Trap
= wehiTenet/Console
=] ssHSsL CurrModesAlowed: 2
ERADLS MazModesalowsd: 448
=|NsHA,

- [ 1Graph
- CPower Management PortLearnStatus:

ETacacs Dorts.ecuntystatus: _l
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Verify that Auto-Learn is enabled on the access ports and that MacMax is set to 1

AVAyA ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-Switch <« | | §g) Device Physical View | (=] Switch Summary [=| MAL Security '*

E ,ﬁ}“‘ E |]|:|[| @ Mac Security SecurityLisk AuthiZonfig AutolLearn Authskatus

Search: x P v = LC [ = B export

4 ] Configur ation

- ] Administration

- ] Device

- [ Edit

4 ] Security
=] General
=] MAC Security Enabled  MaxMacs
=] DHCP Snooping
=] Dynamic &RP Inspection (D,
=] IP Source Guard (JPSG)

Multiple Port Configuration

— Make Selection
Switch/Stack/Ports:

=] 8021 XEAP
=] wishiTelnetiConzole
=] SSHSSL
5 RADIIS Unit  Port | Enabled  MaxMacs
= NSMA
j 1 1 true 1
=] TACACS+
- [T Graph 1 2 true 1
- [_JPowver Management 1 3 true 1
- [ WLAM 1 4 true 1
g=ls 1 5 | true 1
' j 1P 1 & | tue 1
- eluios
) . 1 7 true 1
- [ Serviceshilty
- [T Help 1 & true 1
1 ] true 1
1 10 | true 1
1 11 true 1
1 12 | true 1
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Verify the MAC Security MAC table; this will hold the MAC of the 1* device recorded on the
ethernet ports; NOTE that the type is autoLearn

AVAyA ENTERPRISE DEVICE MANAGER

ERS54000 - Avaya-ERS-Switch (<

il & ml 7]
Search: x |2
4 ) Configuration
- ] Aclministration
- |_ ] Device
- [ Edit
4 ) Security
=] General
=|MAL Security

Mac Security

&) Insert

ﬁ Device Physical Wiew

Brelincd::

a
1]
a
a

=] Swikch Summary =] MAL Security '*
SecurityList AuthConfig Aukolearn fukhskatus AuthViolation Maciiolakion
v 3 E € [
Portinc: MACIn: AccessCiiType  Securelist Source Litetime

1 00:0f:hS: 05: 21:hk allowyed a autoLearn | 360000

2 00 0f:bs: 05 32.9f allooved 1] autoLearn | 360000

3 00:c0:95:c8: 112 allored a gutoLearn | 360000

4 00:c0:95:c8: 962 allovyed a autoLearn | 360000

Verify ports 1-4 are authenticated with the correct MAC address

JAV/\V/.N ENTERPRISE DEVICE MANAGER

[=] MAL Security *

ERS4000 - Avaya-ERS-Switch |«

% Device Physical Yiew

il @ E [al @ Mac Security || Securibylist || AuthConfig || Autolearn || AuthStatus || Authiiolabion || MacViolation
S X2 e 3 I_—. € @ Expart |_E:] Print | &) Help
4 (5] Configuration
£ administration AuthStatusBroin AuthStatusPorinx AuthStatusMaCinds CurrentAccessCtriType CurrentActionhade CurrentPartSecurStatus
- [ Device 1 1 00 0f: b 08: 21. bk alloewy sendTrap portSecure
= 1 2 00:0f:b5:08:32:9f alloy zendTrap potSecure
4 3 Security 1 ] 00:c0:85cE 12 allowr sendTrap portSecure
g ;i’?gcum 1 4 00:c0:95:08:3a:62 allow sendTrap portSecure
=] DHCF Snooging 1 | 00:00:00:00:00:00 allowy sendTrap naot2pplicable
£ Dyniamic: ARP Inspection (D, 1 22 00:00:00:00:00:00 allovwy sendTrap notpplicable
=] IP Source Guard (PS3) 1 23 00:00:00:00:00:00 allowr sendTrap notApplicable
=ls021xEsP 1 24 00:00:00:00:00:00 allow sendTrap notapplicable

4.1.3 Verifying user connectivity

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122

30.0.0.2
30.0.0.3 is alive
30.0.0.121
30.0.0.122

is alive

is alive

is alive

November 2010

Avaya Inc. — Internal Distribution 82




AVAYA

4.1.4 Testing violations

4.1.4.1 Unauthorized hub/switch connected to the network

IP 30.0.0.121
MAC 00-CO0-95-CE-FF-12

IP 30.0.0.122
MAC 00-CO0-95-C5-83A-62

IP 30.0.0.2
MAC Q0-0F-B5-08-2F-BB

IP 30.0.0.3
MAC 00-0F-B5-05-32-9F

Unauthorized
~ hub/switch connected

IP 30.0.0.144

IP 30.0.0.1
Router &
Default Gateway

Avaya
ERS Switch

Authorized end stations

Figure 16: Example 5; an unauthorized hub/switch is connected to the network

Port 1 is partitioned.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time

1 16:01
1 16:01
1 16:01
1 16:01:
1 16:01:
1 16:01:

:56:58 1 Link Down Trap for Port: 1

:57:06 2 Link Up Trap for Port: 1

:57:12 3 Bay Secure: Exceeded 1 per-port MAC
addresses on port 0/1

57:12 4 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 1

57:12 5 Link Down Trap for Port: 1

57:12 6 Trap: sbEtrNewSbsMacAccessViolation

Idx Src Message
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hoit Istevens | Logout | UCM Home | About

» Hormne: Trap Yiewer *
8 p 2 & P2 9
Titne + Device SvysMatne Trap Type Message Text Assigned Severty  Acknowledoed Enterprise OID
05/24/2012 12:55: 58 P 47162221 48 Avaya-ERS-Switch linkDroemeny sysUpTime=16 days, 01h:57m:1 2s snmpTrapOiD=inkDown  undefined false 1361631153
iflnclex=1 if AdminStatus=2 ifOperStatus=2 bnifExtnSlot=0
bnltExtnPort=1
Details:
sysUpTime: 16 days, 0 STm12s snmpTrapQiD: inkDown ifincies: 1
itAdminStatus: 2 ifOperstatus: 2 brlfExtn=lot: 0O

bnlfExtnPort. 1

0572472012 12:53:58 PM 47162221 48 Avaya-ERS-Switch s5EtrSheMacAccessViolation  sysUpTime=16 days, 01kheS7m:1 2s undefined false 1361414516215
snmpTrapliP=s3EtrSheMacAcoessViolation
35SheViolstionStatusBrdindx=1
=53hsYiolationStatusPortind:=1
s5SheViolstionStatusMAC Address=00 el 4o 77 670

Details:

sysUpTime: 16 days, ITh:57m 28 snmpTrapdi: =5EtrShsMacAccessViolstion =55hsYiolstionStatusBrinc: 1

355hsViolationStatusPortine: 1 s5SheViolationStatusMACAddress: 00:e04c: 776701

05372472012 12:53:51 PM 47162221 48 Avaya-ERS-Switch linkUpy sysUpTime=16 days, 01hS7m:06s snmpTrapOiD=linkUg undefined false 1361631154

iflnclex=1 if AdminStatus=1 ifOperStatus=1 bnifExtnSlot=0
bnlfExtnPort=1

0324720121253 44 PM ... 47.162.221 48 Avaya-ERS-Switch linkCworevn sysUpTime=16 days, 01hSBm:SEs snmpTrapOD=inkDown  uncefined false A.3616831153
iflndex=1 if AdminStatus=1 ifOperStatuz=2 bnlfExtnSlot=0
bniExtnPort=1

4.1.4.2 Unauthorized WLAN Access Point connected to the network

Unauthorized WLAN %
AP connected to the

MAC Q0-0F-B5-08-2F-BB iigf IP 30.0.0.144
A MAC Q0-16-6F-459-0F-16

port1
IP 30.0.0.3

MAC 00-0F-B5-08-32-9F S

MLT| [23-24 U

IP 30.0.0.1
Router &
Default Gateway

IP 30.0.0.121
MAC Q0-CO0-95-C8-FF-12

IP 30.0.0.122

MAC 00-C0O-95-C8-94-62 ERS Switch

Authorized end stations

Figure 17: Example 5; an unauthorized WLAN AP is connected to the network

Port 5 is partitioned.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time Idx Src Message
| 16:02:04:50 1 Link Up Trap for Port: 5
1 16:02:05:14 2 Bay Secure: Exceeded 1 per-port MAC
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addresses on port 0/5

| 16:02:05:14 3 Bay Secure intruder MAC 00-16-6f-49-0f-16
port 5

| 16:02:05:14 4 Link Down Trap for Port: 5

| 16:02:05:14 5 Trap: sb5EtrNewSbhsMacAccessViolation

Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hott Istevens | Logout | UCM Home | About

» Hormne Trap Yiewer *

) pf 2 & PR 9

Time ~ Device Syshame Trap Type Message Text Assigned Severity  Acknowledgzd Enterprise QD

08/24/2012 1:01:59 Ph 47162221 48 Avaya-ERS-Switch linkDworavr aysUpTime=16 days, 02h05m:14s snimpTrapOD=linkDown  undefined falze 1361631153
iflnclex=5 if AdminStatus=2 ifOperStatus=2 bnlfExtnSiot=0
brfExtnPort=5

Details:

sysUpTime: 16 days, 02k 0Sm14s snmpTrapOiD: inkDown ifindex: 5

ifAdminStatus: 2 ifOperStatus: 2 brifExtnSiat: 0

bnlfExtnPort: &

05/24/2012 1:01:58 PM 47 162221 48 Avaya-ERS-Switch s5EtrShsMacAccesstiolation  sysUpTime=16 days, 02h:05m:1 4= uncefined falze 1361414516215
snmpTrapOlD=s5EtrShsMacAccessViolation
35ShaViolationStatusBradindx=1
=53hsViolationStatusPortindz=3
s5SheViolstionStatusMAC Addres =001 66490116

Details:
sysUpTime: 16 days, 02h:05m:14s snmpTrapoit: sSEtrShaMacAccessViolation s55haViolationStatusBraind: 1
s5ShsViolationStatusPortinds: 5 s55hsViolationStatusMACAddress: DO1BE1420f16
02/24/20121:01:36 PM ... 47.162.221 48 Avaya-ERS-Switch linkUg sysUpTime=16 days, 02h04m:S0s snmpTrapOD=linkUp unciefined falze A3616831154

iflncex=5 itAdminStatus=1 ifOperStatus=1 brlfExtnSiot=0
bnfExtnFort=5
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5. Auto-Learning with Sticky-MAC example

5.1 MAC Security without having to pre-provision
ports when new devices added

In this example, the network administrator, wants the benefits of MAC Security (as provided by regular
MAC Security configuration) but does not want the hassle of having to manually provision MAC Security
ports whenever a new device is added to the network. The assumption is made that when a new device is
added to the network the new MAC address recorded on the ethernet port is automatically tied to that port
and considered as authorized. In this scenario, what is considered unauthorized and hence a violation is
for a known MAC address to move to a different access port or for additional MAC addresses to be seen
on an access port where a MAC address was already recorded.

T,

o

IP 30.0.0.2 i -g
MAC 00-0F-B5-08-2F-BB L ot
MAC ngoifﬁg;gigxz_% g‘ port 2 7 P
k. . S
IP 30.0.0.121 _ﬁf TTE " MLT] |23-24 (J
T \5‘ Avaya IP 30.0.0.1
ERS Switch Router &

Default Gateway
Authorized end stations

Figure 18: MAC Security without any provisioning of new devices; example 6

5.1.1 Using ACLI

5.1.1.1 Initial Switch configuration

Globally enable MAC Security

Avaya-ERS-Switch(config)# mac-security enable

Enable Auto-Learning Sticky-MAC mode

Avaya-ERS-Switch(config)# mac-security auto-learning sticky

Enable Auto-Learning, MacMac=1 and MAC Security on the access ports

Avaya-ERS-Switch(config)# interface FastEthernet 1-20
Avaya-ERS-Switch(config-i1f)# mac-security auto-learning enable max-addrs 1
Avaya-ERS-Switch(config-if)# mac-security enable
Avaya-ERS-Switch(config-if)# exit

November 2010 Avaya Inc. — Internal Distribution 86



AVAYA

Warning — Avaya recommends that autosave is disabled when sticky mac is enabled. Otherwise

& the switch will be constantly saving the configuration when learning new MAC addresses in the
MAC Security table. If autosave is disabled it is important to remember to manually save the
config prior to any switch restart.

Avaya-ERS-Switch(config)# no autosave enable

Avaya-ERS-Switch(config)# write memory (save config, copy config nvram or copy
config nvram block <1-2> also works)

5.1.1.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled with Sticky-MAC mode enabled

Avaya-ERS-Switch# show mac-security config

MAC Address Security: Enabled

MAC Address Security SNMP-Locked: Disabled
Partition Port on Intrusion Detected: Disabled
DA Filtering on Intrusion Detected: Disabled
MAC Auto-Learning Age-Time: Forever

MAC Auto-Learning Sticky Mode: Enabled

Current Learning Mode: Disabled

Learn by Ports: NONE

Verify that Auto-Learning, MaxMac=1 and MAC Security is enabled on the access ports

Avaya-ERS-Switch# show mac-security port

Port Trunk Security Auto-Learning MAC Number

1 Enabled Enabled 1
2 Enabled Enabled 1
3 Enabled Enabled 1
4 Enabled Enabled 1
5 Enabled Enabled 1
6 Enabled Enabled 1
7 Enabled Enabled 1
8 Enabled Enabled 1
9 Enabled Enabled 1
10 Enabled Enabled 1
11 Enabled Enabled 1
12 Enabled Enabled 1
13 Enabled Enabled 1
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14 Enabled Enabled 1
15 Enabled Enabled 1
16 Enabled Enabled 1
17 Enabled Enabled 1
18 Enabled Enabled 1
19 Enabled Enabled 1
20 Enabled Enabled 1
21 Disabled Disabled 2
22 Disabled Disabled 2
23 1 Disabled Disabled 2
24 1 Disabled Disabled 2

Verify the MAC Security MAC table; this will hold the MAC of the 1*' device recorded on the
ethernet ports; NOTE that the type is Sticky

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 3

Unit Port Allowed MAC Address Type

00-OF-B5-08-2F-BB Sticky
00-0F-B5-08-32-9F Sticky
00-C0-95-C8-FF-12 Sticky

Security List Allowed MAC Address Type

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
Mac Address Table Aging Time: 300
Learning Enabled Ports 1-26

Number of addresses: 4

MAC Address Vid Type Source

00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
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00-C0-95-C8-FF-12 30 Dynamic Port: 3
00-E0-16-57-6E-81 30 Dynamic Trunk:1

5.1.2 Using EDM

5.1.2.1 Initial Switch configuration

Globally enable MAC Security

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch |« % Device Physical Yiew || (=] MALC Security *

E ,ﬁ}“‘ E |][|[| @ Mac Security SecurityLisk AuthZonfig Autolearn Authstatus AL

Search: 0
earc “% Refresh &) Help
4 ] Configuration

AuthSecurityLock: notlocked

- ] Administration
 [(JDevice AuthCtiPartTime: 1 0..65535 seconds (0=farever)
= :
4 7 Security SecurityStatus
=] denerl SecurityMade: i@ racList () autolearn

=] maC Security

= 1~ = TR [
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Enable Auto-Learning Sticky-MAC mode

il

Seal

™

w

Z n @
x| 0

rch:

4 ] Configuration

- [ Administration

- [ Device

- ] Edit

4 ] Security
=] zeneral
=|MAC Security
=] DHCP Snooping

=] Dynamic ARP Inspection (D,

=]IP Source Guard (IPSG)
=602 1KEAR
=] wehTelnetiConsole
=] SsHissL
ERADILS
==
] TACACS+

- [_1Graph

- [ Powver Management

- CWLAN

R

- CIPE

[ ]G0s

- [ Serviceahilty

- [_Help

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ER5-Switch [«

ﬁ Device Physical Yiew || =] MAC Security |*
Mac Security SecuribyLisk AuthiConfig Autolearn AuthStatus Authviolation MacViolation
“Z Refresh | @) Help
AuthSecurityLock: notlocked
AuthCtiPartTime: | g 0..65535 seconds (0=forever)
SecurityStatus
SecurtyMode: | @) maclist () autolearn
SecurityAction: @ noActian ) trap
() partitionPortAndsendTrap () daFiltering
() partitionPort&nddaFiltering () partitionPortdaFiltering

Curthodesallowed:
MaxMNodesallowed:

PartSecurityStatus:
PortLearnStatus:

CLUrrSecuritylists,
MaxSecurityLists:

AutolearningAging Time,

o
445

0
32
&0

AutolLearningSticky (sticky-mac)

o
o

0..65535 minutes (O=does not aged out)
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Enable Auto-Learning & MacMac=1 on access ports

RISE DEVICE MANAGER

AVAYA  ENT

ERS4000 - Avaya-ERS-Switch [« ﬁ Device Physical View || f=] Switch Summary [=| MAL Security =
= 2 E ll @ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStabus || Auth¥iolation || MacWiolation

. X - =
Search: £ “Z Refresh ol E € @ Export | (=) Print | @) Help

4 ) Configuration
Multiple Port Configuration

(7] Administration
(DDevice — Make Selection
Edit :
. gs . 5W|tchf5tackaDrts: @
ety
= Gereral Port Editor: Switch/Stack /Ports *®
= Mas Security Enabled  MaxMacs

S0 i BB 000 EE 0G0 EE R CEEE e EE
=] Dynamic ARP Inspection (D,

=]IP Source Guard (IPSG) -"‘
Ok | } Canc

o021 (Lo feancel]

=]wek/Telnet/Consale ‘ Apply Selection ' u

=] SSHSSEL

EIRADUS Unit Port  Enables

ESLE

=] TACACs+ 1 i
[Jiraph 1 2
[ Powver Managemert 1 3
[C1vLAM 1 &
ae 1 s
CIiPve P
(oS
[ =erviceahiity f v
[“IHep 1 g

1 8

v
1 12 true
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Enable MAC Security on the access ports

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch <« %Device Physical view || (=] MAC Security *
E ,—G‘l E DI]H . @ Mac Security SecurityList AuthConfig Autolearn Authstatus Authviolation IMachiolation
: X
S 2 2 Refresh | @) Help
4 () Configuration :
] Administration AuthSecuritylock: naotlocked
- [ Device AuthCtiPartTime: | 1 0..65535 seconds (O=forever)
- [ Edit
4 S securty [¥] SecurityStatus
= Genersl SecunityMode! | @) maclist ) autolearn
= MAC Security
=] DHCP Snooping SecurityAction: @ noActian ) trap () partitic
=] Dyniamic ARP Inspection (D,
= () partitionPortandsendTrap () daFiltering () daFilte
=] IP Source Guard (PSG)
a0z 1xEar () partitionPortAnddaFitering () partitionPortdaFiteringAndsendTrap
=] WebiTelnet/Console
=] ssHiSSL CurrModesaliowed: g
ErapuUs MaxModesalowed: 448
==
=] TACACS+ PartSecurityStatus: 1/1-1/20 @
3 Graph - u
: jPov:er Managsment PortlearnStatus: Port Editor: PortSecurityStatus *
wll vz s a5 a7 e rofn|z]1a]1a]15]16 |17 |12 ]19 |20 21| 22| 23| 24| 25| 26
v st o 7 K I K e E T
i ]
- [ IPvE MaxSecuritylists: 32
e (o fcanet) ()
» Cae A

- 771 Bervineahbilit -

AutolearningAging Tirme:

Enable traps upon violation

AVAyA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Gwitch [<| 9 Device Physical View

02 Fuu & e
x o

Mac Security SecurityList AuthZonfig

é Refresh | &) Help

AuthSecuritylock: notlocked

Seatch:

4 5 Configuration

[=] MAC Security *

Autolearn || AuthStatus || Authviolstion || MacYiolation

0..65535 seconds (0=forever)

+ [ ] Acministration

- [ Device AuthCtPartTime: | 1

- CEdt

4 5 Security SecurityStatus
=] General SecurityMode: @ macList
=|MAC Security

() autoLearn |

=] CHEP Snooping
=] Dynamic ARP Inspection (D,
=]IP Source Guard (IPSG)

SecurityAction! | = noaction

() partitionPortAndsendTrap

() daFitering

(71 partitionPort

() daFilteringandsendTrap

?8021){@“ () partitionPortAnddaFiltering () partitionPortdaFiteringndsendTrap
=|¥WehiTelnetiConsole
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5.1.2.2 Checking MAC Security operational status

Verify that MAC Security is globally enabled and on access ports, Sticky-MAC mode enabled and
Security Action set to trap

A\V/A\V/4Y ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-Switch [« | | 4 Device Physical view | =] MAC Security |

| e E moll @ Mac Security SecurityList || AuthConfig || Autolearn || AuthStatus || AuthWiolation || Macviolation
Search: X |02

v @ ek

4 Configuration
= 4 AuthSecurityLock!  natlocked

- |_] Administration
- L Device AuthCtPart Tirme: | g 0..65525 seconds (0=forever)
- [ Edit
4 ' Security ‘
= General SecurityMods: ‘ @ maclist () autolearn |
= MAC Security

=] DHCP Snooping SECUtyACHON: | = noaction

=] Dynamic ARP Inspection (D,

=]IP Saurce Guard (PSG) () partitionPortAndsendTrap (7) daFiltering
=] 8021 %EAP () partitionPortanddaritering () partitionPortdaFiteringandsendTrap
=] wieh/TeinetiConzole
= SEHSSL CurrModestllowed: 2
ERADUS MaxModestlowed: 448
S
S TACACS+ PortSecurityStatus: _|
- [ Graph
£ Power Marmgemert PortLearnStatus: |
S LavLAN CurrSecuritylists: o
[P
CEIPvE MaxSecuritylists: 22
- [ Gos AutolearningsgingTime: | 0..65535 minutes (0=does not aged out)

- | Serviceakility

- [ Help <[] AutolearningSticky (sticky-mac)
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Verify that Auto-Learn is enabled on the access ports and that MacMax is set to 1

AVAyA ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-Switch <« | | §g) Device Physical View | (=] Switch Summary [=| MAL Security '*

E ,ﬁ}“‘ E |]|:|[| @ Mac Security SecurityLisk AuthiZonfig AutolLearn Authskatus

Search: x P v = LC [ = B export

4 ] Configur ation

- ] Administration

- ] Device

- [ Edit

4 ] Security
=] General
=] MAC Security Enabled  MaxMacs
=] DHCP Snooping
=] Dynamic &RP Inspection (D,
=] IP Source Guard (JPSG)

Multiple Port Configuration

— Make Selection
Switch/Stack/Ports:

=] 8021 XEAP
=] wishiTelnetiConzole
=] SSHSSL
5 RADIIS Unit  Port | Enabled  MaxMacs
= NSMA
j 1 1 true 1
=] TACACS+
- [T Graph 1 2 true 1
- [_JPowver Management 1 3 true 1
- [ WLAM 1 4 true 1
g=ls 1 5 | true 1
' j 1P 1 & | tue 1
- eluios
) . 1 7 true 1
- [ Serviceshilty
- [T Help 1 & true 1
1 ] true 1
1 10 | true 1
1 11 true 1
1 12 | true 1
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Verify the MAC Security MAC table; this will hold the MAC of the 1* device recorded on the
ethernet ports; NOTE that the type is Sticky

A\V/A\V/.Y ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-5witch [«

]| = | ol @ Mac Security || Securibylist || AuthConfig || Autolearn || AuthStakus
search: x [P -
&) Insert Vv = | B
4 ) Configuration
- (] Administration Brdindx  Portindx P& CInedx AccessClriType Securelist
- [ Device 1] 1 00:0f. b5:05: 21 bl allowed a
[ Edit ] 2 00:0f.b5:08:32.9f allowed ]
4 () Securty 0 3 00:c0:95cE 12 allowed 0
=] General
=] MAC Security

ﬁ Device Pheysical iew

[=| MAC Security *

Authviolation MacViolation
@ Expart E
Source Lifetime
sticky u]
sticky u]
sticky u]

Verify ports 1-4 are authenticated with the correct MAC address

AVAYA ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [<| | 4 Device Physical view

[=] MAL Security *

E ,—'\S}‘l E ﬂl][l -@ IMac Security SecurityList AuthConfig Autolearn AuthStatus Authiiolation IMacviolation
search: X2 V’ =} I_—. € @ Expart |_E:] Print &) Help
4 {5 Configuration
[0 Admiristration AuthStatuzBrdind: AuthStatusPortind: AuthStatustaCind: CurrentAccessCiriType CurrertActionhiode CurrertPortSecurStatus
[_1Device 1 1 00 0f: b 08: 21. b alloey sendTrap portSecure
] Edit 1 2 00:0f:h5.08:32:9¢ allowy =endTrap portSecure
4 ) Security 1 3 00095 c8: 1112 allovy sendTrap portSecurs
g Ei'::;cumy 1 21 00:00:00:00:00:00 allove sendTrap rotapglicabls
=] DHCP Snooping 1 22 00:00:00:00:00:00 allowr sendTrap notApplicable
=] Dynamic: SRP Inspection (D, 1 23 00:00:00:00:00:00 allow zendTrap notApplicable
=]IP Source Guard (IPS3) 1 24 00:00:00:00:00:00 allovwy sendTrap naotpplicable

5.1.3 Verifying user connectivity & switch configuration

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121

30.0.0.2
30.0.0.3
30.0.0.121

is alive
is alive

is alive

Verify the resulting switch config

Avaya-ERS-Switch# show running-config
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Embedded ASCII Configuration Generator Script
Model = Ethernet Routing Switch 4826GTS-PWR+

Software version = v5.6.1.053

Displaying only parameters different to default

enable

configure terminal

L---1

*** MAC-Based

Security ***

interface FastEthernet ALL

mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security

mac-security

exit

port 1-20 enable

auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning

auto-learning

mac-security enable

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

mac-security auto-learning sticky

1-20 enable
max-addrs
max-addrs
max-addrs

max-addrs

1

2

3

4

5 max-addrs
6 max-addrs
7 max-addrs
8 max-addrs
9 max-addrs
10 max-addrs
11 max-addrs
12 max-addrs
13 max-addrs
14 max-addrs
15 max-addrs
16 max-addrs
17 max-addrs
18 max-addrs
19 max-addrs

20 max-addrs

e R

e T = T = e
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mac-security mac-address-table sticky-address 00.0f.b5.08.2Ff.bb port 1
mac-security mac-address-table sticky-address 00.0f.b5.08.32_.9f port 2
mac-security mac-address-table sticky-address 00.c0.95.c8.ff.12 port 3
L---1

end

Note — The learned MAC addresses are now part of the config file for the switch and thus will be
preserved over a switch reboot

5.1.4 Adding a new device

IP 30.0.0.3

MAC 00-0F-B5-08-32-9F - ' port2 = 5N

S~ T LT [23-24 § 2
IP 30.0.0.121 " port3 ot

IP 30.0.0.2

MAC 00-0F-B5-08-2F-BB
port1

AN

MAC 00-C0-95-C8-FF-12 .

A

LS port 4 IP 30.0.0.1
IP 30.0.0.122 z Avaya
MAC 00-C0-95-C8-9A-62 (B ERS Switch Router &
- Default Gateway

Authorized end stations

Figure 19: Example 6; a new device is added to the network
No action is required by the network administrator when a new device is added to the network. The

device's MAC address is automatically learnt by the Auto-Learning mode and made “Sticky” to the MAC
security MAC table.

5.1.4.1 Checking updated MAC Security operational status

Verify the MAC Security MAC table; make sure the MAC of the new device on port 4 is added to the
list

Avaya-ERS-Switch# show mac-security mac-address-table

Number of addresses: 4

Unit Port Allowed MAC Address Type
1 00-0F-B5-08-2F-BB  Sticky
2 00-0OF-B5-08-32-9F Sticky
3 00-C0-95-C8-FF-12  Sticky
4 00-C0-95-C8-9A-62 Sticky
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Security List Allowed MAC Address  Type

Verify the FDB on the switch

Avaya-ERS-Switch# show mac-address-table vid 30
Mac Address Table Aging Time: 300

Learning Enabled Ports 1-26
Number of addresses: 5
Vid

MAC Address Source

00-0F-B5-08-2F-BB 30 Dynamic Port: 1
00-0F-B5-08-32-9F 30 Dynamic Port: 2
00-C0-95-C8-9A-62 30 Dynamic Port: 4
00-C0-95-C8-FF-12 30 Dynamic Port: 3
00-E0-16-57-6E-81 30 Dynamic Trunk:1

Under EDM, verify the MAC Security MAC table; make sure the MAC of the new device on port 4 is
added to the list

A\V/A\V/N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch  « ﬁ Device Physical Wiew || f= MAC Security 1*
| 2 | 52 | ml @ Mac Security || Securitylist || MuthConfig || Autolearn || SuthStatus || Authviolation || Mackiolation
: X = =
Seatch: P @ Insert v X € Export | (=
= | B =
4 ) Configuration
. 7] Administration Brdind=  Portindx MACInx AccessCirType  Securelist Source Lifetime
- [ Device 1] 1 00:01:h5:08: 21 bh allavwed a sticky 1]
- [ Ediit 1] 2 00:0f:b5:08: 32:9f alloweed ] sticky 1]
4 (JSecurity 0 3 00:cO:95:08: 12 allowed ] sticky 0
=| |
£ Genera o 4 00:c095ch 962 allowed o sticky o
=] MAC Security
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Under EDM, verify ports 1-4 are now authenticated with the correct MAC address

JAV/\V/.N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch [« % Device Physical View || [=] MAC Security

] = E [al -@ Mac Security || Securitylist || AuthConfig || Autolearn || AuthStatus || Authviclation || Maciclation

2 X z )
Search: yel e 3 E @ Expott ﬂ;] Print &) Help

4 ) Configuration

£ administration AuthStatusBraind AuthStatusPartind AuthStatushACInd CurrentAccessCrifype  CurrentActionMade CurrentPortSecurStatus
- [ Device 1 1 00:0f:h5:08: 21 kb allowy sendTrap poHSecure
= 1 2 00:0f:b5:08:32:9f alloy zendTrap potSecure
4 {3 Security 1 3 00:c0:85caff12 allowy sendTrap portSecure
g ;i’?gcum 1 4 00:c0:95:08:3a:62 allow sendTrap portSecure
5 DHCP Snooping 1 21 00:00: 00: 00:00: 00 allowy sendTrap ot pplicable
5 Dynamic ARP Inspection (0 1 22 00:00:00: 00:00: 00 allowy sendTrap ot pplicable
=] IP Source Guard (PS3) 1 23 00:00:00:00:00:00 allowr sendTrap notApplicable
=] 8021 XEAF 1 24 00:00:00:00:00:00 allowy sendTrap notapplicable

Verify IP connectivity between the Router and the end stations

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122
30.0.0.2 is alive

30.0.0.3 is alive

30.0.0.121 is alive

30.0.0.122 is alive

Verify the resulting switch config

Avaya-ERS-Switch# show running-config

1 Embedded ASCI1 Configuration Generator Script
1 Model = Ethernet Routing Switch 4826GTS-PWR+
1 Software version = v5.6.1.053

1

1 Displaying only parameters different to default

enable

configure terminal

L---1

1

1 *** MAC-Based Security ***
1

interface FastEthernet ALL

mac-security port 1-20 enable
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exi
mac
mac
mac
mac
mac
mac

[-.

end

mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security
mac-security

t

auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning
auto-learning

auto-learning

-security enable

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

-security auto-learning sticky

-security mac-address-table
-security mac-address-table
-security mac-address-table

-security mac-address-table

-1

sticky-address
sticky-address
sticky-address

sticky-address

1-
1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

20 enable
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs
max-addrs

max-addrs

PR R R R R R R R

L T = T

00.0f.b5.08.2F.bb port 1
00.0f.b5.08.32.9F port 2
00.c0.95.c8.ffF.12 port 3
00.c0.95.c8.9a.62 port 4

®

No

vember 2010
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Note — If AutoSave is disabled on the switch (which is recommended with MAC Security Auto-
Learning and Sticky-MAC) then the network administrator must ensure that the config is saved
before rebooting the switch (otherwise newly added Sticky MACs will be lost over a reboot).
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5.1.5 Testing violations
5.1.5.1 Unauthorized MAC on provisioned port

Laptop tries to steal a network connection
— IP 30.0.0.144
> Mac 00-e0-4c-77-67-01

IP 30.0.0.2
MAC 00-0F-B5-08-2F-BB
port1
IP 30.0.0.3 ot
MAC 00-0F-B5-08-32-9F P o N
L W e MLT| |23-24 § &
MAC 00-C0-95-C8-FF-12 "
B port 4 IP 30.0.0.1
IP 30.0.0.122 == Avaya
MAC 00-C0-95-C8-9A-62 . ERS Switch Router &
= Default Gateway

Authorized end stations

Figure 20: Example 6; unauthorized MAC on provisioned port

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in the VLAN; if this is undesired the MAC Security should be
configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time Idx Src Message

| 16:02:19:46 1 Link Down Trap for Port: 1

| 16:02:19:51 2 Link Up Trap for Port: 1

| 16:02:19:55 3 Bay Secure: Exceeded 1 per-port MAC
addresses on port 0/1

| 16:02:19:55 4 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 1

| 16:02:19:55 5 Trap: sbEtrNewSbsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVA\/A CONFIGURATION AND ORCHESTRATION MANAGER

What's Hott Istevens | Logout | UCM Home | About

) Home: Trap Yiewer '*
(I - A= TS SR 2
Time - Device SysMame Trap Type Message Text Assigned Severity  Acknovledged Erterprize OID
08242012 1:16:40 PM ... 47 162221 48 Avaya-ERS-Switch sSEtrSheMacAccessViolation  sysUpTime=16 days, 02h:19m:55s undefined falze 4361414516215
snmpTrapOlD=s5EtrSheMacacoessViolation
s55hsViolationStatusBrdind:=1
s5ShsViolationStatusPortinex=1
a5ShaViolationStetusMACAddress=00e0:4c: 776701
Details::
sysUpTime: 16 days, 02h19m:55s snmpTrapoiC: s5EtrSheMacAccessViolation s55hsViolationStatusBraindx: 1
=5SheViolationStatusPortineb: 1 s5SheViolationStatustACAddress: 00:e0:4c: 776701
05/24/2012 1:16:36 Pht 47 162221 48 Avaya-ERS-Switch linkLpy sysUpTime=16 days, 02h:19m:51s snmpTrapOiD=linkUn undefined false 1361631154
iflncex=1 ifAdminStatus=1 ifOperStatus=1 brlfExtnSlot=0
bnifExtnPort=1
0824/2012 1:16:32 PM 47 162221 48 Avaya-ERS-Switch linkDroesen sysUpTime=18 days, 02h:19m:48s snmpTrapOiD=linkDown  undefined falze 1361631153

ifinclex=1 ifAdminStatus="1 ifOper Status=2 brifExtnSlot=0
bnltExtnPort=1

Verify MAC Security violations from EDM

FAV/\V/:N ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch < % Device Physical Wiew || [=] MAC Security *

E ,fs_l" E |][|[| @ Mar Security SecuritvLisk AuthConfig Autolearn Authstatus Auth¥iolation MacViolation

Search: x| 0 s =l L € & expart | (S it | @) Help

4 ) Configuration

- [0 Administration Brdind=  Portinc: MACAdHEsS
- [ Device 1 0 00 0 0 00 00 00
e
4 security 1 00:00:00:00:00:00

=] General
=|MAC Security

2
1 3 {00 00; 00k 00; 00 00
= DHCP Snooging 4

1 00:00:00;00:00:00
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5.1.5.2 Unauthorized MAC sharing connection with authorized MAC

MAC

MAC

MAC

MAC

Unauthorized laptop
_ e 1P 30.0.0.144
{I MAC 00-e0-4c-77-67-01

IP 30.0.0.2 {
00-0F-B5-08-2F-BB ?7.'

e

IP 30.0.0.3
00-0F-B5-08-32-9F e e

>

W

IP 30.0.0.121

=
—
—
]
§
ra
=

00-C0-95-C8-FF-12 "
port 4 IP 30.0.0.1
IP 30.0.0.122 =l Z Avaya
00-C0-95-C8-9A-62 By’ ERS Switch Router &
> Default Gateway

Authorized end stations

Figure 21: Example 6; unauthorized MAC sharing connection with authorized MAC

The unauthorized device is not able to send any traffic into the network; however it is still able to see
broadcast and unknown traffic flowing in the VLAN; if this is undesired the MAC Security should be
configured to partition the port upon an access violation.

Verify log file on switch

Avaya-ERS-Switch# show log

Type Time ldx Src Message

| 16:02:24:24 1 Link Down Trap for Port: 1

| 16:02:24:30 2 Link Up Trap for Port: 1

| 16:02:24:41 3 Bay Secure intruder MAC 00-e0-4c-77-67-01
port 1

| 16:02:24:41 4 Trap: sbEtrNewSbsMacAccessViolation

Verify traps on Management station (e.g. VPFM or COM)
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AVA\/A CONFIGURATION AND ORCHESTRATION MANAGER

What's Hott Istevens | Logout | UCM Home | About

» Home Trap Yiewer *
Il A= TR ol =4 2
Time - Device Sysiame Trap Type Meszane Text Agsigned Severity  Acknowledged Erterprize OID
08242012 1:21:26 PM 47162221 45 Awaya-ERS-Switch s5ErShsMacAccessWiolation  sysUpTime=16 days, 02k 24m 415 undefined talse 1561414516215
snmpTrapliD=s5ErSheMac Accessyiolation
355haviolationStatusBraincke=1
s3EbsviolationstatusPortindx=1
=55hsviglationStatustMAC Addrese=00:e0:40:7TET.01
Details:
syslipTime: 16 days, 02he24m41 s snmpTrapOiD; soEtrSheMacAccessyiolation s5SbsviolationStatusBrdind: 1
=55hsViolationStatusPortinek: 1 =55hsViolstionStatusMACAddress:  00re:4c: 776701
05242012 12115 PM . 47162221 48 Avaya-ERS-Switch linkUp sysUnTime=16 days, 02h:24m:30s snmpTrapCID=linkUp undefined false 1361631154

iflndex=1 ifAdminStatus=1 ifOperStatuz=1 bnitExtnSlot=0
bnlfExtnPort=1

05242012 1:21:09 Ph 47 162.221 48 Avaya-ERS-Switch linkDiawvn sysUpTime=16 days 02k 24m:24s snmpTrapOID=linkDown  undetined talse 1361631153
ifindex=1 ifAdminStatus=1 ifOperStatus=2 brExtnSlot=0
bnlfExtnPort=1

Verify MAC Security violations from EDM

JA\V/A\V/AN ENTERPRISE DEVICE MANAGER

ERS4000 - Avaya-ERS-Switch < % Device Physical Wiew || [=] MAC Security *

|]'='J ,—.:S}" E |][|[| @ Mar Security SecuritvLisk AuthConfig Autolearn Authstatus Auth¥iolation MacViolation
Search: x| Q2 = o
mare e o E [ & export | (= Print | @) Help
4 ) Configuration
- (] Administration Brainclx  Portindx MACAddress
- [ ] Device 1 a 00:00:00;00:00:00
- [ Edlit 1 00:e0:4c: 776701
4 3 Securtty 1 2 00: 00 00:00: 00: 00
=| G |
= Genera 1 3 00:00:00:00:00:00
=|MAC Security
1 4 00: 00 00; 00: 0000

= DHCP Snooking

Note that the authorized device on port 1 retains connectivity, but the unauthorized laptop cannot
talk to the network

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122; ping
30.0.0.144

30.0.0.2 is alive
30.0.0.3 is alive
30.0.0.121 is alive
30.0.0.122 is alive

no answer from 30.0.0.144

& Tip — If the network administrator prefers to disable the ethernet port 1 in this scenario, it is
sufficient to configure port partitioning security action upon violation.
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5.1.5.3 Authorized MAC moving to a different port

IP 30.0.0.2
MAC 00-0F-B5-08-2F-BB

IP 30.0.0.3
MAC 00-0F-B5-08-32-9F
IP 30.0.0.121
MAC 00-C0-95-C8-FF-12

IP 30.0.0.122
MAC 00-C0-95-C8-9A-62

MLT| [23-24 U

IP 30.0.0.1
Router &
Default Gateway

Avaya
ERS Switch

Authorized end stations

Figure 22: Example 6; unauthorized MAC moving to a different port

Neither of the two end stations with swapped connections can now talk to the network.

Verify log file on switch

Avaya-ERS-Switch# show log
Type Time

1 16:02:29:00
1 16:02:29:05

ldx Src Message

1 Link Down Trap for Port: 1
2 Link Down Trap for Port: 2
3 Link Up Trap for Port: 2
4 Link Up Trap for Port: 1
5

Bay Secure intruder MAC 00-0f-b5-08-32-9f
port 1 address is Locked on port 2

(o)}

Trap: sbEtrNewSbsMacAccessViolation

Bay Secure: Exceeded 1 per-port MAC
addresses on port 0/2

8 Bay Secure intruder MAC 00-0f-b5-08-2f-bb
port 2 address is Locked on port 1

9 Trap: sb5EtrNewSbhsMacAccessViolation
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Verify traps on Management station (e.g. VPFM or COM)

AVAyA CONFIGURATION AND ORCHESTRATION MANAGER

What's Hott Istevens | Logout | UCM Home | About

» Home || Trap Viewer (*
(I A= T AE A @
Time = Device SysMName Trap Type Message Text Assigned Severity  Acknowledged Erterprise OID
082472012 1:25:50 PM .. 47 162,221 48 Awaya-ERS-Switch =5EtrShsMacAccessViolation  sysUpTime=16 days, 02h29m:05s undefined falze 1361414516215
snmpTraplID=s5EtrShaMac ccessiokstion
s5EhsYiokationStatusBrainds:=1
=55hsviglationStatusPartindx=2
355haviolationStatusMAC Address=00:0fb5:08: 2f.bb
Details:
syslipTime: 16 days, 02he29mi05s snmpTrapoiD; soEtrSheMacAccessyiolation s5SbsviolationStatusBrdind: 1
=33hsYinlationStatusPortind: 2 =53hsViolationStatusMAC Address: 0001 h5:08:2f b
05242012 1:25:45PM .. 4716222143 Swaya-ERS-Switch s5EtrSheMacAccessViolstion  sysUpTime=16 days, 02h:29m:00s undefined falze 1361414516215
snmpTrapliD=s5EtrShaMac Accessyiolation
=5ShsWiolationStatusBroinc::=1
=535hsvialationStatusPortindx=1
355haviolationStatusMAC Address=00:0b5:08 3291
Details:
syslpTime: 16 ddays, 02 29m:00s  snmpTrapiD; sobtrSheMacAccessyiolation s55bsviolationStatusBrdind= 1
=5SheViolationStatusPortinek: 1 s5SheioltionStatusMACAddress: 00007 bS:08:32:9f
05242012 1:25:41 PM .. 4716222143 Swaya-ERS-Switch linkUp sysUpTime=16 days, 02h:28m:56s snmpTrapOID=linklp undefined falze 1361631154
iflndex=1 ifAcdminStatus=1 itOperStatus=1 bnfExtnSlot=0
brlfExtrPart=1
08/2472012 1:25:40 PM .. 47 162,221 48 Awaya-ERS-Switch linkUg sysUpTime=16 days, 02k 28m:24s snmpTrapOD=linkUp undefined falze 1361631154

ifindex=2 itAdminStatus=1 itOperStatus=1 brlExtnSlot=0
hnlfExtnPort=2

Verify MAC Security violations from EDM

JA\V/A\V/N ENTERPRISE DEVICE MANAGER

ER54000 - Avaya-ERS-Switch ¢ @Device Physical Wiew || =] MAC Security *
Ol | & [ G2 | ol (7] Mac Security || Securitylist || AuthConfig || Autolearn || ActhStatus || Auth¥iolation || MacWiolation

Search: x| P e = C € B Export | (S print | @) Help
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Note that the authorized devices cannot communicate on the wrong ethernet port

Router#% ping 30.0.0.2; ping 30.0.0.3; ping 30.0.0.121; ping 30.0.0.122
no answer from 30.0.0.2

no answer from 30.0.0.3

30.0.0.121 is alive

30.0.0.122 is alive
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