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Notice
Reasonable efforts were made to ensure that the information in this document was complete and accurate at the time of printing. Avaya, Inc.
assumes no liability for errors. Changes and corrections to the information in this document may be incorporated in future releases.

Documentation Disclaimer
Avaya, Inc. is not responsible for any modifications, additions, or deletions to the original published version of this documentation unless such
modifications, additions, or deletions were performed by Avaya.

Link Disclaimer

Avaya, Inc. is not responsible for the contents or reliability of any linked web sites referenced elsewhere within this document, and Avaya does not
necessarily endorse the products, services, or information described or offered within them. Avaya cannot guarantee that these links will work all
of the time and has no control over the availability of the linked pages.

License

USE OR INSTALLATION OF THE PRODUCT INDICATES THE END USER’S ACCEPTANCE OF THE TERMS SET FORTH HEREIN AND THE GENERAL LICENSE
TERMS AVAILABLE ON THE AVAYA WEBSITE AT http://support.avaya.com/Licenselnfo/ (“GENERAL LICENSE TERMS”). IF YOU DO NOT WISH TO BE
BOUND BY THESE TERMS, YOU MUST RETURN THE PRODUCT(S) TO THE POINT OF PURCHASE WITHIN TEN (10) DAYS OF DELIVERY FOR A REFUND

OR CREDIT.

Avaya grants End User a license within the scope of the license types described below. The applicable number of licenses and units of capacity for
which the license is granted will be one (1), unless a different number of licenses or units of capacity is specified in the Documentation or other
materials available to End User. “Designated Processor” means a single stand-alone computing device. “Server” means a Designated Processor that
hosts a software application to be 4/21/2010 accessed by multiple users. “Software” means the computer programs in object code, originally
licensed by Avaya and ultimately utilized by End User, whether as stand-alone Products or pre-installed on Hardware. “Hardware” means the
standard hardware Products, originally sold by Avaya and ultimately utilized by End User.

License Type(s): Designated System(s) License (DS).

End User may install and use each copy of the Software on only one Designated Processor, unless a different number of Designated Processors is
indicated in the Documentation or other materials available to End User. Avaya may require the Designated Processor(s) to be identified by type,
serial number, feature key, location or other specific designation, or to be provided by End User to Avaya through electronic means established by
Avaya specifically for this purpose.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights. Unauthorized
reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-Party Components

Certain software programs or portions thereof included in the Product may contain software distributed under third party agreements (“Third
Party Components”), which may contain terms that expand or limit rights to use certain portions of the Product (“Third Party Terms”). Information
identifying Third Party Components and the Third Party Terms that apply to them is available on Avaya’s web site

at: http://support.avaya.com/ThirdPartyLicense/

Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and you need technical assistance or support, call Technical Service Center Toll Fraud
Intervention Hotline at +1-800-643-2353 for the United States and Canada. Suspected security vulnerabilities with Avaya Products should be
reported to Avaya by sending mail to: securityalerts@avaya.com.

For additional support telephone numbers, see the Avaya Support web site (http://www.avaya.com/support).

Trademarks

Avaya and the Avaya logo are registered trademarks of Avaya Inc. in the United States of America and other jurisdictions. Unless otherwise
provided in this document, marks identified by “®,” “™” and “M are registered marks, trademarks and service marks, respectively, of Avaya Inc. All
other trademarks are the property of their respective owners.

“AT&T Flexible Reach and AT&T Flexible Reach with Business in a Box” is a Service Mark of AT&T.

Documentation information
For the most current versions of documentation, go to the Avaya Support web site (http://www.avaya.com/support) or the IP Office Knowledge
Base (http://marketingtools.avaya.com/knowledgebase/).

Avaya Support

Avaya provides indirect and direct services for customer support, report problems or to ask questions about your product. These services are
subject to your support agreement. Contact your local reseller / distributor for indirect support . Contact Avaya Global Services (AGS) for direct
support. For additional information on support, see the Avaya Web site:

http://www.avaya.com/support.
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1. Introduction

This document provides an overview of the configuration and settings used during interoperability testing with SKYPE™
for SIP and can be used as a guide to assist administrators in connecting Avaya IP Office 5.0 SIP trunks to SKYPE™ for SIP.
The testing was performed by tekVizion Labs™ in Richardson, TX. tekVizion Labs™ is a third-party, independent lab that
performs certification and verification testing on VolP products and applications. This document is based on the SIP
Trunk Interoperability Verification Test Plan and Report for Avaya IP Office, Revision 1.3, furnished by tekVizion Labs™ in
October, 2009.

Configuration values used in this document are for reference and have local relevance to this configuration guide.

Actual values used will be specific to networks used in production implementations. The information and results
contained in this document apply only to the product versions used in this testing. Complete test results can be found in
the formal test document. An end-to-end approach was used to test interoperability between IP Office R5.0 and
SKYPE™ for SIP. Performance testing, OAM&P was not verified as part of this effort.

1.1 Document Change History

Date Version Summary of Changes

October 8, 2010 0.1 First DRAFT

2. Acronyms

ATA Analog Telephone Access

CPE Customer Premise Equipment

DID Direct Inward Dial

FW Firewall

IAD Integrated Access Device

NAT Network Address Translation
OAM&P Operations Administration Maintenance & Provisioning
PBX Private Branch Exchange

PSTN Public Switched Telephone Network
QO0s Quality of Service

SIP Session Initiation Protocol

STUN Simple Traversal of UDP over NAT.
VOIP Voice over Internet Protocol
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3. Configuration

3.1 Network Diagram

Public Network

IP Phone Digital Soft Phone Soft Phone

Phone

Figure 1: Test network for IP Office interoperability with SIP for Skype™.

The diagram shows an IP500 system running Release 5.0, deployed inside a private network and linked to the PSTN via a Skype SIP
trunk.

The following Avaya endpoint types were used for testing:

Endpoint Type
Avaya 5410 Digital phone
Avaya 4620SW IP Phone

3.2 IP Office Configuration

This configuration guide specifies the Avaya IP Office System screens that must be configured to support SIP lines to a
Skype network.

In order to enable SIP communication a valid SIP Trunk Channels license is required. SIP Trunk licenses can be obtained
in bundles of 1, 5, 10, or 20 channels. SIP channels. The IP Office IP500 control unit should also be fitted with a VCM
card and a VCM license.

All configuration steps for Avaya IP Office were performed using the IP Office Manager application. This application
presents the administrator with a hierarchical Configuration Tree with fields for each of the various components which
can be configured. IP Office Manager can be obtained from the support.avaya.com website and must be installed on a
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PC that has connectivity to the IP Office control unit to be configured. The version of IP Office Manager used for
configuration must match the version of software that is installed on the IP Office control unit.

3.2.1 Licenses

A license is required for SIP Trunk Channels, which can be confirmed by right clicking on the License item in the Manager
Configuration Tree and selecting “New”. It is recommended that the license be installed by cutting and pasting the 32-
character license key from a supplied file containing the license(s).

The status of the newly installed license will show Unknown next to the name of the license until the configuration is
saved and the control unit is rebooted. After the reboot use Manager to retrieve the configuration again and check that
the status of the license is Valid. If the status is Invalid, the license key characters were most likely entered incorrectly.
Repeat process.

h‘i Avaya IP Office R6 Manager 00E007026F03 [5.0(8)] [Administrator{Administrator)]
File  Edit View Tools Help

25-d SEEE v 2@

O0EQO7026F03 T License = SIP Trunk Channels -

-~ R BOOTP (33) License Type Sl =1 Licenses |

- Operator (3) % 1P Office Dealer Support - Standard Edition Walid

E-45y 00E0O7025F03 e IP Office Distributor Support - Standard Edition Valid License Key Ir-lalilfc"-a'uttit.ﬁs 1eP3G3I
..... =3 System (1) e IPS00 Universal PRI {Additional channels) Valid
----- 17 Line (12) . IP500 Upgrade Standard to Professional Ohsolete License Type ISIP Trunk Channels
----- <=z Control Unit (5) % IP500 VCM Channels Valid : 7
""" oy Extension (18) e IPS00 Yoice Metworking Channels Walid Liziszsaiis III"IE'II':I
""" B User(20) & IP500 Voice Metworking Channels valid Instances |255
""" # HuntGroup (3) & IPSec Tunneling Valid
""" g zh':'r_t CD{';':E (5%) 8 Microsoft CRM Integration {(users) valid Expiry Date INEVE'-
""" e i W Mobility Features valid
Bremccinoay | Sirretenerre e
_____ Eﬁl WanPort () b & Phone Manager Pro {per seat) Walid
_____ aw Directory (0) % Phone Manager Pro IP Audio Enabled {users) '-.-'al?d
_____ £7) Time Profile (0) !‘;F‘u:u';-.'erlLlser . '-.-'aI!d
_____ @_ Firewall Profile (1) S Proactive Reporting Valid
..... Kl F Route (3) W RAS LRQ Support {Rapid Response) Valid
----- Account Code (0) SewReport Viswa: y3lid
& -_ License {53} - 'ﬁf?ul-:mnels Valid )|
----- ﬂ unnel 1) W sma [= 'y o 1, Valid
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3.2.2 System

General system attributes can be configured via the “System” item in the Manager Configuration Tree. Enter the

parameters shown in the following table:

Tab

Parameter

Usage

System

Name

Enter a name to be assigned to IP
Office for identification purposes.
By default the MAC address is used
but a distinctive name should be
used for ease of identification .

Locale

Select the locale for the installation
from the drop-down menu.

LAN1 — LAN Settings

IP Address

Enter the IP address assigned to IP
Office.

IP Mask

Enter the network mask assigned to
IP Office.

LAN1 — Network Topology

Binding Refresh Time

Enter 30 seconds for the IP Office to
send recurring ‘SIP Options
requests’ to the remote proxy
terminating the trunk. Those
requests will keep the port open
through the firewall.

Run STUN on startup

Select if the IP Office is behind a
NAT/FW and IP Office is going to be
doing Local NAT compensation.
STUN (Simple Traversal of UDP
through NAT) is a mechanism used
with UDP SIP to overcome the effect
of NAT firewalls.

Run STUN

Click the Run STUN button to test
STUN operation if the IP Office is
behind a NAT/FW and IP Office is
going to be doing Local NAT
compensation.

DNS

DNS Service IP Address

This is the IP address of a DNS
Server.
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3.2.3 IP Route
The IP Route item in the Manager Configuration Tree is used to create a default route used to determine where data
traffic should be forwarded. Configure the IP Route tab with the parameters shown in the following table:

Parameter Usage
IP Address Enter “0.0.0.0”.
IP Mask Enter “0.0.0.0".
Gateway IP Address Enter the IP address of the default
router.
Destination Select “LAN1” from the drop-down
list.

3.2.4 SIP Lines
The Line item in the Manager Configuration Tree is used to configure lines on IP Office. Right click in the Line field and
select ‘New’ then ‘SIP’.

h‘i Avaya IP Office R6 Manager O0EQ07026F03 [5.0(8)] [Administrator{Administrator)]

File  Edit View Tools Help

IP Offices

o 2 Bl 00ED07026FO03 = Line ~ 1 -

----- & Account Code (0)
- W, License (53)

----- @ Tunnel (0)

----- . Logical LAN (D)
..... B~ 1icar Dinhte 24

Cir] 4 IP DECT Line
- . —

e (ETTD)

S ——
CHrl 4+ SES Line

23y Line Mumber | Line Type Line SubType ) )
‘F BO0TP (138) — . - - Line Settings |Analngue Optiu:nnsl
% Operator (3) T_. 1 Analogue Trunk
T_{ 2 Analogue Trunk Line Mumber Il_
43 Analogue Trunk
T4 Analogue Trurlk Card/Module I 1
L gl PRI 24 (Universal) PRI
) S . Part IQ
----- 48 Extension (18) r PRI 24 (Universal) T1
""" § user oo #13 PRI 24 PRI Telephone Mumber |
""" % HuntGroup (3) # 14 PRI 24 PRI ;
----- @ Short Code (59) . 70 H323 Line H450 Incoming Group ID |'3
----- Service (0) E
_____ E RAS (1) ' 50 SIP Line Outgoing Group ID I'Il
@ v Call Route (11) 51 SIF Line
----- nicoming Call Route (11) "
b ,,,anporf e b g, 100 H323 Line IP Office SCN Outgaing channels | 1
""" v W
----- o Directory (0) Voice channels |1
13 Time Profile {0)
----- ) Firewall Profile (1) Prefix |
..... Bl 1P Route (3) 4 | H323 Line ol

The next available line number will automatically be chosen on the new SIP Line form. Enter the SIP parameters shown
in the following table.
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Tab

Parameter

Usage

SIP Line

Line Number

This value is assigned automatically
when the line is created.

ITSP Domain Name

Set this field to: sip.skype.com

ITSP IP Address

The ITSP IP Address should be
0.0.0.0 if DNS was configured in the
System — DNS tab. If DNS was not
configured in the System — DNS tab
then enter the IP address for
sip.skype.com.

Registration Required

Select so the SIP trunk will register
with Skype using the value in the
ITSP Domain Name field.

International Prefix

This prefix is added to calls
identified as not being national.

SIP Credentials

User name

Add a New SIP Credential where
User name for Skype registration
authentication is the Skype SIP User
like 99051000111234

Authentication name

The Authentication name should
match the User name above.

Password Enter the Skype SIP User password
provided for the registration
authentication.

SIP URI- Add a SIP URI for the Skype |Local URI Select “Use Authentication Name”.
SIP User.
Contact Select “Use Authentication Name”.
Display Name Select “Use Authentication Name”.

Registration

Select the account credentials
configured on the line's SIP
Credentials tab.

Incoming Group

Enter the number used in SIP Line -
Line Number which was assigned
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automatically when the line is
created.

Outgoing Group

Enter the same number selected for
“Incoming Group” for this SIP URI.

SIP URI- Add a SIP URI for each
incoming call phone number of the
Skype SIP User.

Local URI Enter the incoming call phone
number of the Skype SIP User like:
19785281234

Contact Enter the same number entered for
Local URI.

Display Name Enter the same number entered for

Local URI.

Registration

Select “0: <None>".

Incoming Group

Enter a number different to that
used in by other SIP URI — Incoming
Groups. The Incoming Group ID to
which a line belongs is used to
match it to incoming call routes in
the IP Office configuration. The
matching incoming call route is then
used to route incoming calls.

Outgoing Group

Enter the same number selected for
“Incoming Group” for this SIP URI.

SIP URI- Add a SIP URI for each
Skype business account with an
extension number for incoming calls
that is associated with the Skype SIP
User.

Local URI

Enter the extension number for
incoming calls of the Skype business
account associated with the Skype
SIP User.

Contact

Enter the same number entered for
Local URI.

Display Name

Enter the same number entered for
Local URI.

Registration

Select “0: <None>".

Incoming Group

Enter a number different to that
used in by other SIP URI — Incoming
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Groups. The Incoming Group ID to
which a line belongs is used to
match it to incoming call routes in
the IP Office configuration. The
matching incoming call route is then
used to route incoming calls.

Outgoing Group

Enter the same number selected for
“Incoming Group” for this SIP URI.

VolP

Compression Mode

This field can be changed to define
the compression mode (codec) or
modes offered during call setup. The
Skype supported codecs are G.711
ALAW 64K, G.711 ULAW 64K,
G.729(a) 8K CS-ACELP.

Re-invite Supported

Select so Re-Invite can be used
during a session to change the
characteristics of the session.

Fax Transport Support

Ensure Fax Transport Support is not
selected.

A SIP URI must be added for each of the following:

N

Skype SIP User.

Each incoming call phone number of the Skype SIP User.
Each Skype business account with an extension number for incoming calls that is associated with the Skype SIP

User.

3.2.5 Call Routing

Outgoing Call Routing

Short codes are used in IP Office for outgoing call routing. Right click in the Short Code field in Manager to create a new
shortcode, which will be used to route outgoing calls from the IP Office to the Skype Network. The IP Office user will dial

this number, followed by the phone number N (which is the PSTN number of the party being called).
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Wl Avaya IP Office R6 Manager 00EQ07026F03 [5.0(8)] [Administrator{Administrator)]

File Edit View Tools Help
rE-HIE & '[i| | ooEDo7O2EFO3 - Short Code - 04
IP Offices Short Code E
& EOQTP (33) Code Telephone Number Feature “1| short Code
Operator (3) =00 Cancel All Forwardin
OOEQO7026F03 01 Forward Uncondition Code
System {1) =02 Forward Unconditiol
9 Line (12) [ E Foruiard On Busy O el
Control Unit {5) =
_ P N‘ — i New 5 Cirl+h o
( ‘ 05 ¥l cu crlsx [P
= 5 Worns 13| cony Crl+c
Shor.t Co{d? (59) x=0a B | opy
. B Service (0) Bx =02 || Pasts Cirl+V Acce

Enter the following parameters into the new Short Code:

Parameter Usage
Code Enter: <digit>N;
For example: 8N;
Feature Select “Dial” from the drop-down
menu.
Telephone Number Enter N

Line Group Id

Select the Line Group Id from the
drop-down list that matches the SIP
URI — Outgoing Group of the Skype
SIP User.

Incoming Call Routing

Incoming call routes are used to match calls received with destinations on the IP Office. Routes can be based on the
incoming line group, the type of call, incoming digits or the incoming call’s ID. Right click in the Incoming Call Route field

in Manager and select ‘New’.

ﬁ'i Avaya IP Office R6 Manager 00E007026F03 [5.0(8)] [Administrator(Administrator)]

File  Edit Tools  Help

5 - | @ Bl v

R Bo0Te (38)
Operator (3)
=7 00EQO7026F03
559 System (1)
-4 Line (12)
----- <2 Control Unit (5)
----- A8 Extension (18)
..... a User {20)
----- 4§ HuntGroup (3)
----- B Short Code (59)
----- @ Service (00

¥ o

i
< Incoming Call Route (11)

e

View

=

& ) | 00ED07026F03

= Incoming Call Route

Incoming Call Route

Line Group Id | Incoming Number | Destination Standard | v
Ps1
Pso , Bearer Capa
Ps 3208 Extn3203 :

Line Group I
P13 3210 Extn3210

3203 Extn3209

Copy Cirl+C
h| Paste Cirl -+,
75 Delete Cirl+Del
«# Validate

IP Office Release 5.0 SIP Trunking Configuration Guide

SKYPE™ for SIP Interoperability

Page 12



Enter the following values in the following table for each SIP URI:

1. Skype SIP User.

2. Each incoming call phone number of the Skype SIP User.
3. Each Skype business account with an extension number for incoming calls that is associated with the Skype SIP
User.
Tab Parameter Usage
Standard Line Group Id Select the Line Group Id from the
drop-down list that matches the SIP
URI — Incoming Group of the Skype
SIP User.
Incoming Number Leave the blank default.
Destinations Destination Either enter the destination
manually or select the destination
for the call from the drop-down list.
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Performance figures and data quoted in this document are typical, and must be specifically confirmed in writing by
Avaya before they become applicable to any particular order or contract. The company reserves the right to make
alterations or amendments to the detailed specifications at its discretion. The publication of information in this
document does not imply freedom from patent or other protective rights of Avaya or others.

Intellectual property related to this product (including trademarks) and registered to Lucent Technologies have been
transferred or licensed to Avaya.

All trademarks identified by the ® or ™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other
trademarks are the property of their respective owners.

This document contains proprietary information of Avaya and is not to be disclosed or used except in accordance with
applicable agreements.

Any comments or suggestions regarding this document should be sent to "wgctechpubs@avaya.com".

© 2010 Avaya Inc. All rights reserved.

Web: http://marketingtools.avaya.com/knowledgebase
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