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CallPilot Support for Anti-Virus Applications

REVISION HISTORY

Date Revision # Summary of Changes
03 April 2009 Original bulletin | This is the original publication.
Updated to include refined installation and configuration
17 August 2009 Rev. 1 guidelines for McAfee 8.0i.
25 August 2009 Rev. 2 Updated to improve consistency for

McAfee 8.0i CPU utilization threshold setting.

Updated to add McAfee 8.7 support and clarify some

15 December 2009 Rev. 3 settings within eTrust Anti-Virus 8.1.

Updated to introduce compatibility with TrendMicro

17 February 2011 Rev. 4 OfficeScan 10 5

Introduction
This bulletin provides installation and configuration support of the latest anti-virus applications
for use with CallPilot, specifically Computer Associates™ eTrust Antivirus 8.1, McAfee™

VirusScan Enterprise 8.7, Symantec™ End-Point Protection 11, and Trend Micro™
OfficeScan 10.5

CallPilot, when properly installed and maintained, is not generally susceptible to viruses.

Avaya understands the importance of safeguarding such a mission-critical application from the
possibility of an attack. CallPilot has been tested with and supports some industry-leading anti-
virus (AV) applications for installation and use on the CallPilot server. Use of an anti-virus
application as well as following the “Best Practices” suggestions listed below, help to ensure
CallPilot servers remain virus-free.

Note: Each anti-virus application has specific configuration and operation requirements as
documented in the appendices. These configuration guidelines must be followed to avoid
CallPilot service degradation or outages.
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Supported Anti-Virus Applications

The following table identifies industry leading anti-virus applications used today within most
customer IT environments. Avaya does not make any recommendations for any of the
applications listed; only that each has been tested and verified to function properly with the
CallPilot release as noted.

If older versions of either the anti-virus applications or CallPilot software releases are needed,
reference bulletins P-2007-0101-Global (rev-1 latest) or P-2003-0151-Global (rev-4 latest) for
installation and configuration details.

Vendor Application Name Version | Notes | Supported CallPilot Release

O eTrust Antivirus 8.1 4.0, 5.0

Computer Associates™

MCAFE_E VirusScan Enterprise 8.7 1 4.0, 5.0
,SYmaHteC~ End-Point Protection 11 4.0, 5.0
@155% OfficeScan 10.5 5.0

Notes:

1. When using McAfee AntiVirus, it's recommended to set the CPU utilization to 70%. This
balances CallPilot operation with an acceptable duration of time for completing virus scans
on the server. Please see Appendix-C for detailed instructions.

2. CallPilot 4.0 JITC Hardened Configuration servers support the same anti-virus applications
as non-JITC servers.

3. As newer sub-release versions of the above applications are made available, support for those
versions is implied. For example, Symantec End-Point 11 includes sub-releases 11.0.1,
11.0.2, etc.

4. As newer release versions are made available, support will be added once testing and trials
are completed, generally within six (6) months of release. This bulletin will be re-issued
announcing changes as necessary.

Best Practices

In addition to those practices outlined in the NTPs (the most current revisions for each release
are available on the Avaya Support Portal at https://support.avaya.com/css/Products/PO712, the
following practices should also be adhered to:
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All PEP files, CD-ROMs, DVD-ROMs, USB-attached disk drives (CallPilot 5.0 only), and
floppy disks should be scanned prior to installation or upload to the server in order to
ensure they are virus free.

Do not “surf the web”, run downloaded programs, access personal e-mail accounts, or
other potentially hazardous activities from the CallPilot server.

CallPilot utilizes Windows accounts for operation. While some accounts must not be
changed or they will impact operation, the following well-known account passwords
should be changed from their defaults to secure, strong passwords: Administrator,
NGenSys, NGenDist, NgenDesign, and gamroot (if equipped with RAID using the
AcceleRAID-352 RAID controller).

Avoid mapping remote drives onto a CallPilot server or mapping a CallPilot server’s drives
onto another server. If drives are mapped for maintenance/backup purposes, disconnect
them as soon as possible when no longer needed.

Remote-disk (LAN) backups utilize mapped drives. All mapped drives should be
disconnected when not actively being used for either backing up or restoring a system.
Ensure Microsoft Operating System (0OS) updates are up-to-date according to instructions
in the “CallPilot Server Security Update” bulletin. Reference Product Bulletin CallPilot
Server Security Update-2011 (revised periodically) for a list approved Microsoft security
updates and CallPilot hardening PEPs.

Implementing Anti-Virus Applications on CallPilot

Anti-virus applications can impact the performance of server-based applications like CallPilot. It
is essential to follow the configuration guidelines that appear in the Appendices to this bulletin.
The anti-virus application is not available from nor supplied by Avaya; it is customer-supplied.

It is also important to consider the general guidelines listed below:

Anti-virus applications should only be installed in the following disk locations to ensure
sufficient disk space remains available for required system operations such as upgrades
and general maintenance activities:

0 4.0 and earlier should use the D: drive

o 5.0 and later should use the C: drive
Ad-hoc or scheduled scanning of the CallPilot server should only be done during low
traffic times and not between midnight to 04:00 a.m. (which would conflict with the
regular CallPilot audits).
The anti-virus application should be configured to automatically retrieve virus definition
updates at least weekly during off-hours. Current definitions are critical in properly
protecting the server.
The anti-virus application should be configured to check for viruses whenever certain
types of files are modified (incoming files). Relying only on periodic scans of the server
hard drives could allow a virus considerable time to do damage (i.e. the time from when
the virus first infects the system until the scan is done). This feature is referenced
differently by each application as follows:

o0 "Real Time Monitor" by Computer Associates eTrust InoculatelT

0 "On-Access Monitor" by McAfee Netshield

o “File System Real-time Protection” by Symantec Norton Anti-Virus
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e |f viruses are discovered on the server and the anti-virus software suggested solution is to
replace the infected files, DO NOT attempt to manually remove or replace affected files.
Allow the anti-virus application to perform its actions to correct the infection.

If problems arise afterwards, contact Avaya Technical Support for additional support.

o Depending on the virus infection and corruption introduced, it may be required to
perform a full system backup, re-install the system from scratch, and then
recover the database, mailboxes, and messages from the backup.

e During virus eradication, it is recommended the server be isolated from the network by
disconnecting both the ELAN and CLAN to prevent further propagation of the virus.

Alternatives to Installing Anti-Virus Applications
If use of the applications mentioned above is not desired, virus scanning of the server can still
be accomplished, albeit with far less protection, using the following steps:
1. Install the Anti-Virus software on a separate Windows Workstation on the Customer Local
Area Network (CLAN).
2. On the CallPilot server, share each of the drives with read-only permissions
3. During an off-peak period of the day, login to the Windows Workstation where the anti-
virus software is installed and map to the CallPilot server drives using Microsoft
Networking. When asked for a user ID and password, use NGenSys or NGenDist.
4. Scan the mapped CallPilot server drives from the Windows Workstation.
Note: Anti-virus software should not be configured to automatically delete infected files.
5. Once the scan completes, un-map the drives and remove sharing from the CallPilot
server drives.
Note: Sharing connections should always be removed immediately when scanning is not
actively taking place.
6. Ad-hoc scanning at regular intervals during off-hours is preferred.

What does this mean to customers?

To ensure CallPilot servers are protected now and into the future, customers are provided both
on-server and off-server anti-virus alternatives. Avaya is hopeful that these provide an enhanced
“fit"” within customer IT environments.
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Testing Anti-Virus applications

To ensure anti-virus applications are installed and functioning correctly, it is recommended to
use a test virus available for download from http://www.eicar.org. This is not an actual virus, but
contains specific codes recognized by anti-virus applications for the specific purpose of testing.

If the anti-virus application has been installed and configured correctly, on-access (real-time)
monitoring should detect the virus before it is stored on the CallPilot server hard drive. If
remote scanning is being utilized, the test virus file should be detected during any scanning
activity.

Also, to ensure the anti-virus application is functioning, it's recommended to review the scan
statistics provided by each application. If properly configured, the statistics for number of files
scanned by the on-access/real-time monitoring may or may not show files being scanning during
normal CallPilot usage scenarios depending on configured features. To test that on-access/real-
time scanning is working, check the statistics (# of files scanned), copy a file onto the server (or
create a new one), then review the statistics again. The count for files scanned should have
increased as a result of the file AV scan.
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Documentation

For more information regarding Installation and Configuration of supported anti-virus
applications, refer to the following appendix sections of this bulletin depending on which
application is being used:

Appendix-A: Computer Associates’ eTrust AntiVirus 8.1
Appendix-B: McAfee VirusScan Enterprise 8.5
Appendix-C: McAfee VirusScan Enterprise 8.7
Appendix-D: Symantec EndPoint Protection 11
Appendix-E: Trend Micro OfficeScan 10.5

Note: If your desired anti-virus application version is not listed above, reference the installation
and configuration information guidelines as documented in one the following product bulletins:

e P-2007-0101-Global-Revl CallPilot Support for Anti-Virus Applications
0 Computer Associated eTrust Anti-Virus 7
0 Symantec AntiVirus 10
o Trend Micro OfficeScan 7.0
e P-2003-0151-Global-rev 4 (and earlier) CallPilot Support for Anti-Virus Applications
0 Computer Associates eTrust InoculatelT 6 and 4.53
McAfee Netshield for WinNT 4.5
McAfee VirusScan Enterprise 7.x
Symantec AntiVirus 9.0, 8.1 (Corporate Edition)
Symantec Norton AntiVirus 7.x (Corporate Edition) and 2001
o Trend Micro ServerProtect 5.58
e 2002-035 CallPilot 1.07 Support for Anti-Virus Applications
e 2000-087 Guidelines for use of Anti-virus software with CallPilot servers
e 99067 CallPilot Unauthorized Hardware and Software

0O o0O0Oo

eTrust InoculatelT and eTrust AntiVirus are registered trademarks for Computer Associates
Norton AntiVirus and Symantec AntiVirus are registered trademarks for Symantec Corporation
NetShield and VirusScan Enterprise are registered trademarks for McAfee

ServerProtect and OfficeScan a registered trademarks for Trend Micro
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Appendix-A

This appendix provides Installation and Configuration procedures for CallPilot 4.0 and 5.0
servers utilizing the Computer Associates Antivirus 8.1 anti-virus application.

Product Features:

« Able to scan inside compressed files.
(May not be able to handle all compression types, however.)

« Able to block all files based on file-type.
(This may provide a way to handle password-protected zip files.)

« Able to scan NTFS alternate data streams.

« Performs memory, boot sector and disk scanning.

« Antivirus scans and virus definition updates work properly even when the local console is in
a logged-out state.

Product Deficiencies:

« System reboot may be required after install. Maintenance window is needed.

« Real-time monitoring cannot scan incoming files only.

« Real-time scanning exclusions only on a file type or directory basis. Cannot exclude
specific files or use wild-card characters.

« Browser-based GUI is slow on some CallPilot servers and is somewhat confusing.

. Does not generate any events in Windows event log, but rather has a separate logging
subsystem.

Product Tested:
. Computer Associates Antivirus 8.1 Integrated Threat Management (ITM) trial version (also
called eTrust Antivirus).

Note: CA PestPatrol (anti-spyware product), CA Secure Content Manager, and CA Host Based
Intrusion Protection System were not tested and are not authorized for installation on CallPilot
servers.

Installation and Configuration Guidelines:

Use a fully patched and anti-virus protected PC to download the latest AV software and virus
definitions and burn the files onto a CD-ROM so that it can be brought to the CallPilot server
without using the network. It is dangerous to use the Internet to download the initial virus
definitions after a fresh install of Anti-Virus software. An unprotected computer can become
infected in the time it takes to download updates.

For eTrust Antivirus, definitions and updates can be downloaded from:
http://www.ca.com/securityadvisor/virusinfo/signaturefiles (URL is subject to change)

Select “CA Anti-Virus 7.1 and newer Beta Signatures”, agree to the “disclaimer” and you get to
an ftp site. Select “ITM” (ftp://ftp.ca.com/pub/inoculan/scanengbeta/ITM), and then scroll to the
bottom of the list to find the most recent signature file. Download a file with a name such as
“vet_full_5872.pkg”. This file is actually a compressed archive. It can be opened with a
program such as WinZip. Extract the contents of the archive: two files with names such as
“causign.xml” and “fv_x86 5872.exe”. (The four digit number in the fv filename changes
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according to the signature version.) Burn these two files onto a CD (or, if the CallPilot supports
USB, you can use a USB drive. Since files are over 10 MB in size they will not fit on a floppy.)

For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot Server from the network by unplugging both ELAN and
CLAN cables before installing the Anti-Virus Software. Be sure you remember where the cables
should be plugged back in.

Uninstall any existing Anti-Virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required.

Before installing Antivirus software - install all applicable CallPilot OS Security PEPs from CD.
Install any additional, authorized hotfixes from CD. Your installation of the Antivirus software
should also be done from CD so that the network can be connected only when the system is
fully protected.

If installed according to the instructions given here, antivirus software should have no
noticeable impact on CallPilot performance and capacity for normal messaging-related
operations. Certain exceptional operations that involve reading or updating a large number of
files may operate significantly slower on some platform types due to the added cost of virus
scanning. Examples are: software upgrades, PEP installs, backup, restore from backup. You
may want to temporarily disable Realtime monitoring while performing those operations.

Note: The CA Antivirus GUI works best when display resolution is set to 1024x768 or higher.

Installation of CA Integrated Threat Management (ITM) Product

CA sells a product named “CA eTrust Integrated Threat Management Suite r8.1". This product
includes both CA Antivirus and CA’s anti-spyware product called “PestPatrol”. Avaya has not
gualified PestPatrol on CallPilot servers; therefore it must not be installed.

If you are installing using the CA ITM product, you need to edit the setup.ini file so that only the
Anti-Virus product will be installed. (If the product you are installing only includes AV, then this
step is not necessary.)

Since the installation CD is read-only, setup.ini will need to be edited while it resides on a hard
disk. You can edit it on a separate desktop PC then burn the entire modified product onto a CD
to bring to the CallPilot server. Alternatively, assuming adequate disk space on the CallPilot
server (652 MB needed), you can copy the installation CD to a temp folder on the CallPilot
server, edit the setup.ini file there, then run the install from the temp folder. Be sure to delete
the installation files from the temp folder when done since they consume a lot of space (and will
also slow down any AV scan done on the server). (NOTE: when copying the CA ITM
installation, you can omit unneeded language files such as the French, German, Italian,
Portuguese and Spanish folders to reduce the disk space needed to 530 MB.)
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CENE——— =10l x|
File Edit “ew Favortes Tools Help | 1','
QBack - ) -~ (¥ | ) Search |ﬁ_'“_‘ Folders | B 3 X K) | -
Address E'E:t j cn
Falders = Marne = I Size I Type
@' Deskkop - File Falder
[,:i Iy Dacurients File Folder
B 4 My Computer [C)French File Faolder
4 3% Floppy (a:) [ German File Folder
% Lacal Disk (C:) File Folder
“e@ Mew Yolume (D)) File: Folder
= /cal \CATME. 1.655 (E:) (CTtahan File: Folder
) Common [Portuguese File Falder
) English [C¥spanish | File Folder
|53 French Suppart File Folder
I German o File: Falder
23 install un.inf 1 KB Setup Information
I3 inteqgration sefup.exe 527 KB Application
IC3) Italian sekup.ini 2KE  Configuration Setting
IC5) Portuguese -||4] | LI

Edit setup.ini using Notepad. Look for a line “Product=ITM”". Edit this to read “Product=eAV”
and then save and quit out of notepad.

[ setup.ini - Notepad - 10l x|
File Edit Format  Wiew Help
# charset=utf-8 .

# Use UTF-8 aware editor when modifying file!

[Macros]
Productihame=| |instal hscriptshgtprdnme. cs1

[General]

Langsel=1

Unicode=0

RUNDir=install

ScriptEngines=
ButtoncoTd=instal1NJaunchersbtncld. bmp
ButtonHot=1nstally]aunchersbtnhot. bmp
ButtoncoldTrans=installyJaunchersbtncldor. bmp
ButtonHotTrans=installylaunchersbtnhottr. bmp
Icon=installxlaunchersca.ico
BackgroundGradient=240,250,250,175, 210, 234
Background=

Pr‘Dduct:%
RMCompTProduct=0
[Languages]
English=1053
Dedtsch=1031
Espafio]l=1034

Francais=1036&
Italiano=1040 =

1] | ol 4

Licensing CA AntiVirus

In order for the AntiVirus software to continue working, it must be a properly licensed version.
You can install without a license but then you will have only a 30 day trial. If you install the
software in trial mode, you can later import a license file to turn the trial software into a fully
licensed version.
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Step by Step Installation Instructions

1. Insert the CA Anti-virus 8.1 CD and begin installation by double-clicking “SETUP.EXE".

eTrust Antivirus r8.1 |

Fleaze select the installation language:

[ Ok ] | Cancel |

2. Select English and click “OK”.

) eTrust Antivirus r8.1 Install = x|

Ca eTruste Antivirus r8.1

Main Menu @ Install

@ Documents

@ Support
@ Browse CD
3. Click “Install”.
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eTrust® Antivirus r8.1

SO MUST SCROLL Dok TO READ THE BELOWY TERMS AND COMDITIONS BEFORE %OLI
Cak CHOOSE THE APPROPRIATE STATEMENT OF AGREEMENT.

“ou are about to install eTrust Antivirus r5.1. -

Install
Motice

This product includes the ahility for CA to periodically take report of the number of
nodes of the product operating within your netwark. CA will use this information to
werify your use of the product in compliance with the number of nodes you have
licenzed. CA may additionally use thiz infarmation to natify you of the pending
expiration of your license term or any uze that exceeds the number of nodes you have
licensed. IN THE EXEMT THAT OU DO MOT REMEW ¥ OUR LICEMSE TO THE PRODUCT
PRIOR T TS EXPIRATION DATE, OF EXCEED YOUR MODE COUMT THIS COPY OF THE
PRODUCT WWILL TIME QUT AMD ¥ OLAMWILL MOT COMTIMUE TO RECEIVE UPDATED
EMGIMNE &AMD SIGHNATURES (DAT FILES) FROM C4 FOR USE WITH THE PRODUCT.

By clicking "l agree” to install the product, youw are accepting these terms and festures
and your acceptance shall govern over any contrary provision or term of any
agreement between you and C4 LI

Do you accept all the terms of the preceding Motice? If you Select | disagree, the setup will
cloze. Tainstall eTrust Antivieus r5.1, you must read the entire natice and click the | agree
httan.

[ Fain menu ][ | agree ] [ | dizagree ]

4. Scroll down to read the text and then click "l agree". A second EULA is displayed

us r8.1 Install x|

eTrust® Antivirus r8.1

SOUMUST SCROLL DOV TO READ THE BELOWY TERMS ARND COMDITIONS BEFCORE YOI
I " CAN CHOOSE THE APPROPRIATE STATEMENMT OF AGREEMENT.
hsta Fa e o i’

CA License Agreement

End User License Agreement (the "Agreement™) for the CA& softwware product that is
being installed as well as the associated documentation and any SO, as defined
belowy included within the product ("the Product™).

Carefully read the folloveing terms and conditions regarding wour use of the Product
before inztaling and uzing the Product. Throughout this Sgreement, you will be
referred to as "vou" or "Licenzes

Bty zelecting the "l agree” button below:, you are
(I} Representing that youw are not & minor, and have full legal capacity and have the

authority to bind yourself and your employer, as applicable, to the terms of this
Agreement; ;I

Do you sccept all the terms of the preceding License SAoreement™ If you Select | disagree, the
=zetup will cloze. To install eTrust Antivirus 181, you must read the ertire agreement and click
the | agres button.

[ < Back ] [ | agree ] [ | disagree ]

5. Scroll down to read it all, and then click "l agree". A third EULA is displayed
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[EleTrust Antivirus r.1 Install x|

a.. eTrust® Antivirus r8.1

SO MUST SCROLL DOy TO READ THE BELOWY TERMS ANMD COMDITIONS BEFORE *OL
CAN CHOOSE THE APPROPRIATE STATEMEMT OF AGREEMENT.

InSta " Bun Microsystems, Inc. Binary Code License Agreement ﬂ
Third Party
License Agreemerts for the JA%& 2 PLATFORM STANDARD EDITION DEYELOPMENT KIT 5.0

SUR MICROSY STEMS, IRMC. ("SUN") IS WALLING TO LICENSE THE SOFTWARE
IDERITIFIED BELCHWY TO 0L ORLY UPOR THE COMDITION THAT SO0 ACCEPT ALL OF
THE TERMS COMTAIMED Ir THIS BINARY CODE LICENSE AGREEMERT AND
SUPPLEMEMTAL LICEMNSE TERMS (COLLECTIVELY "AGREEMEMT"). PLEASE READ THE
AGREEMENT CAREFULLY . BY DCWARLOADING OR INSTALLING THIS SOFTVWARE,
YOU ACCEPT THE TERMS OF THE AGREEMENT . INDICATE ACCEPTAMCE BY
SELECTING THE "ACCEPT" BUTTON AT THE BOTTOM OF THE AGREEMENT. IF YouU
ARE MOTWILLING T BE BOURD BY ALL THE TERMS, SELECT THE "DECLINE"
BUTTON AT THE BOTTOM OF THE AGREEMENT AND THE DOWWRLOAD OR INSTALL
PROCESS WILL MOT COMTIMUE.

=

Do you accept &l the terms of the preceding License Agreement? If you Select | dizagree, the
=zetup will cloze. Toinstall eTrust Antivirus r5.1, you must read the ertire agreement and click
the | agree buttan.

[ < Back ] [ | agree ] [ | dizagree ]

6. Scroll down to read it, and then click “l agree”.

(&) eTrust Antivirus r8.1 Install x|

G., eTrust® Antivirus r8.1
[ ]

Please enter your personal infermation below:

= Cornpany: = Address 1.
Install | |
User Registration = Firat Mame: Address 2
= Last Mame = City:

Pleasze fill out all I I

mandstory (*) fields - .
or select Hexl o =y A State

install a live rial. I |

+ Phaone = ZIF:

I I
= Country: = Language:

IUmied States j IEngIlsh j
= Password = Repeat. = Pasgword Hint

I I I

[ Privacy policy ] [ < Back ] [ Mert> ] [ Exit ]

7. If, as is recommended by these guidelines, the network is disconnected, just click
“Next >" for a 30-day trial. Registration will not work while the network is disconnected.
We will import a license later in this installation/configuration procedure.
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eTrust Antivirus r.l 5[

v IF wou don't provide registration information a 30 day live trial
\QJ will be installed, which can be registered later,

Click ¥es ko install a live trial.

Otherwise, if the network is connected, you can fill in the registration information, click
“Next>", then fill in your license key. Norte that the key is not validated until the end of
the installation. If it is found to be invalid, a 30-day live trial will be installed which you
can license later by importing a license.xml file.

() eTrust Antivirus r8.1 Install x|
Q. eTrust® Antivirus r8.1
B
Install License Key Entry

License Activation
Erter the license key in the fields below:

[ < Back ] [ Mext> ] [ Exit ]
EeTrust Antivirus r8.1 Install x|
a eTruste Antivirus r8.1
L

Install @ Install eTrust Antivirus 18.1
Option Selection

@ Install Remote Installation Utility

@ Install eTrust Antivirus for PDA

@ Install eTrust Antivirus Gateway

@ Install eTrust Antivirus for Netware

@ Install eTrust Antivirus for Network Appliance Filer Scanner

[ < Back ] [ HIEH ] [ Exit l

8. Click "Install eTrust Antivirus r8.1". Note: If the first selection is "Install eTrust
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Integrated Threat Management Suite r8.1" instead of “Install eTrust Antivirus r8.1", then
you did not properly edit the setup.ini file as described before step 1.

eTrust Antivirus r8.1 Install x|

(a eTrust® Antivirus r8.1

Select an install type that best suits your needs:

Install ¢ Agent Installs the eTrust Antivirus agent with GUI to the

Installation Type default location

 Redistribution Server Installs the eTrust Antivirus redistribution server to
the default location

 [TM Server Installs the ITh console to the default location.
Includes Agent, Redistribution Server and Alert
installation

I Allows selection of agent/server components andior

install location

[ ¢ Back ] [ Next > ] [ Exit l

9. Select "Custom" and click “Next >". Note: Do not install the ITM Server or
Redistribution server components on a CallPilot server. Installation of the ITM Server
will consume excessive resources and will cause the installation of additional services:
Apache Content Server, Apache Tomcat Application Server. This software introduces
additional external interfaces that may present security problems.

(52 eTrust Antivirus ré.1 Install x|

(a., eTruste Antivirus r8.1

Install Select Agent Product Features

Agent

SN ITM Agent
AL Content Update
AL ThirdParty

Q ScanEngine

A€ Subscription License
ML Agent Weh GUI

DO Redistribution Sener

[ < Back ] [ Hest » ] [ Exit
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10. Click “Next >"

eTrust Antivirus r8.1 Install x|
G eTrust® Antivirus r8.1
Install Select ITM Server Product Features

Server

[ < Back ] [ Hest » ] [ Exit ]

11. Click “Next >". Note: Do not install the ITM Server on a CallPilot server. Installation of
the ITM Server will consume excessive resources and will cause the installation of
additional services: Apache Content Server, Apache Tomcat Application Server. This
software introduces additional external interfaces that may present security problems.
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EeTrust Antivirus r8.1 Install

(e}

eTruste Antivirus r8.1

Install

Folder selaction

Product Destination Folder

| D:WProgram FileshCANeTrustTh

Shared Components Destination Folder

| D:WProgram FileshCAvSharedCompanents

Engine Destination Folder

| OhProgram FilessCASharedComponentsiScanEngine

[ < Back

J 1

Heuxt » ] [ Exit

12. On a CallPilot 4.0 system, change the first letter of all three (3) paths to D: . For

CallPilot 5.0 and later, leave the paths at their default on the C: drive. Click “Next >”.

EeTrust Antivirus r8.1 Install

(e}

eTruste Antivirus r8.1

Install
Finizh

You selected the following components for installation:

= eTrust Antivirus Agent
= Agent Wieb GLI

2

Click Finish to acknowledge that you are finished with your selections,
which will complete this phase of the installation process, and initiate
the next phase.

| <Back || Emsk | | Est

13. Click “Finish”. The installation process will proceed as shown.
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(&) eTrust Antivirus r8.1 Install x|
G eTrust® Antivirus r8.1
Install You selected the following components for installation:
Finizh
e = eTrust Antivirus Agent ;l
= Agent Yeb GUI
[
Installing CA iTechnology iGateway
|
Current Action:  Registering user
e ]

eTrust Antivirus r8.1 ﬂ

9 Installation requires reboot of the swstem,
\:/ Click. Yes to reskart now or Mo if wou plan ko restart later,

14. Click “Yes” to reboot. Log back in and wait until server is fully booted up.

NOTE: After installing eTrust Antivirus 8.1, the Control Panel — Add/Remove Programs List will
show two (2) new entries: “CA eTrustITM Agent” and “CA iTechnology iGateway”;. To
completely uninstall eTrust Antivirus, it is sufficient to remove only CA eTrustITM Agent.

Avaya recommends that the customer contact CA to obtain any available patches for their
eTrust Antivirus 8.1 software. Un-patched bugs in antivirus applications can lead to unexpected
problems, including security vulnerabilities in the AV software itself. In particular, there is a
reported vulnerability CVE-2009-3587 “CA Anti-Virus vulnerability in the arclib component in the
Anti-Virus engine.” The customer is responsible for working with his or her CA support contact
to ensure that this and any other known bugs are patched. CA eTrust Antivirus is not an Avaya
product and Avaya does not provide product support for this CA product.

Import a license.xml file

The eTrust Antivirus software must be properly licensed or it will stop working and will be
unable to download updated virus definitions. If you did not register and license the software in
step 7 above, a license.xml file must be obtained elsewhere (since the ITM Server and
Redistribution Server components must never be installed on a CallPilot server), and must be
imported into the CA eTrust Antivirus installation on the CallPilot server. Consult the
documentation for CA eTrust Antivirus for further information on how to license your CA
software. If you have questions about this, contact your CA support representative.
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To import a license.xml file, click Start — All Programs — CA — eTrust — eTrustITM — Agent.
Select the Advanced tab.

7} eTrust Threat Management Agent - Microsoft Internet Explorer =10

@ eTrust Threat Management Agent

Summary | Statistics | Settings UpdateLogs

= System Report License Information
S_,.‘J— Generate and view a Li
— icense

- systern report Product License Status o

_ Expiration
(P Start/Stop Services eTrust Antivirus Unregistered, in trial period 12/30/z2009
@ || start or stop ITM

4 services

@ ‘ : l ) |
@5 |Licensing

elrust . .
Anfivirus Reqister licenses

*fStal‘tl J @' a J I@ eTrust Threat Manag... ’:;»% @ 6135 PM

Click “Import license File...”
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Suminary - Biatistios | Settngs o Lindate

ity

Logs

CEvsiony RBanaed

-

Import License File

HER RS

vating

Flease enter in the path to the license file,

[ ox [ conce | ek |

sttartl | @ @&  ||&)eTrust Threat Manag... | My Documents | & carmme. 155.rtf - Wordpad | T M essrm

Click “Browse...” and navigate to the location of the license.xml file.

j eTrust Threat Management Agent - Microsoft Internet Explorer - |EI|_

@ eTrust Threat Management Agent — ol
| |

Summary | Statistics | Settings UpdateLugs

~— . |System Report °Success: Registration was successful,
‘ Generate and view a Li Inf ti
___J— system report ~License Information
— . License
0 StartfStop Services Product License Status Expiration
@ Start or stop ITM - — p
services eTrust Antivirus Walid Subseription B/3/z2012
nﬂTﬂ-Bf —— | |Reqgister licenses
nhvirus

QStartl J @' ﬁ J I@ eTrust Threat Manag... @ My Documents

CAITMB.155.1tF - Wordpad | M si39Pm
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Check the License Expiration date.

Update virus definitions from CD:

15. Insert CD or USB drive containing previously downloaded definition file. Open Windows
Explorer to view it.

5 2, Jun13defs'u=z =10 =]
File Edit ‘iew Favorites Tools  Help | :,’
QBack - ) - (¥ | o' Search |7 Folders | I »
Address |5 Z:\Jun13defstuz j a0
Folders | |=] causign,=ml

@ Dieskbop | f

= u:i My Documents

[5) Security
= j Iy Compuker

“e Local Disk, (iZ:)

% Local Disk (D)

Bl b canvdefs ()

= 3 Junt3defs
oz

[+] l"l- “ankral Pansl il

|Descri|3ti0n: Full Upd. |9.?1 B | ,J My Compuker

A

16. Double-click the definition updater “fv_x86_nnnn.exe”.

x

Releaze Notes

|»

&l

< Back I Mest > I Cancel |

17. Click “Next >".
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YWelcome to Inoculatel T for MT Sighature Update.

Thig program i going to update signature 31.6.0.5872 on your
computer.

If yau continue, the update program will shut down all the zervices
that are curently running before updating new signature files on
wour computer.

Click Mest to continue, click Cancel to exit the program.

< Back

Cancel |

18. Click “Next >". You may get the following dialog

Update

& update programn can not deteck current signature File wersion number, Do you want bo continue the update
' The updat b detect k signature: il i ber. D k ok tinue the updat
L]

process?

%]

Avaya
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19. Click “Yes” if the Update dialog appeared, otherwise, go to the next step.

Select Update Options x|

Select the options below.

v ipdate Softvare [automatically update software on wour computer);

™| Copy to Wpdate Directan

[ Copy ta the directony below.

" Destination Directorny

C:A31.6.0.5872 Browse... |

< Back I Firizh I Cancel |

20. Ensure “Update Software” is checked, then click “Finish”

x

i ‘: Files have been extracted to vour machine successFully,
L]

21. Click “OK”
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Configure CA AntiVirus 8.1

22. Start - Programs - CA - eTrust - eTrustITM — Agent. On the left, select the “Globe”

) eTrust Threat Management Agent - Microsoft Internet Explorer o =] 53
@ eTrust Threat Management Agent m
T —
eTrust ITM Information
l % Component Install Status Realtime Status Release
Antivirus Agent Installed off 8.1.637.0
PestPatrol Agent not Installed
o= Antivirus Information PestPatrol Information
License: Unregistered, in trial period A
Time Remaining: 29 day(s) left in trial period,
Update your License Information here.
Antivirus Engine Yersion: 31.6.0.0 Hed
Signature Yersion: 31,6 5672.0 Not Installed.
Last Signature Update: No updsts performed. @@
Change your Update Settings here.
Realtime Protection: Off [x]
Change your Realtime Settings here.
Copyright @ 2006 CA. All rights reserved.
@& [ [ [ [N3cecalintranet P

23. Check and confirm the Signature Version number is what you expect. If the screen
shows “Realtime Protection” is “Off”", check the tray icon at the right side of the task bar.
There should be a “heartbeat” icon. If the icon has a red line through it, hover your
mouse over the icon. If it shows “Antivirus: Cannot access Realtime Service”, then you
should reboot at this time to ensure that RealTime Protection is operational. Once
Realtime Protection is properly enabled, on the left side of the eTrust GUI, click on
"ca eTrust Antivirus"
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2} eTrust Threat Management Agent - Microsoft Internet Explorer ===

@ eTrust Threat Management Agent m

m Settings | Advanced Logs Security Advisor

Selection | Schedule

T@jcc°m9”‘er Safety Level
Bo. Specify how thoraugh the scan should be:
E: Secure B
#0F:
=z .
Detection
( Scanning Engine:

Tt vet H (g

Antivirus

Infection Treatment
File Actinns:

[Cure File =l

Boot Sector Actions:

Repart Only A
| ) | ) | |

|
& [T [ N3tocalintranet P
24. Select the “Settings" tab
2} eTrust Threat Management Agent - Microsoft Internet Explorer o ] 54
@ eTrust Threat Management Agent ,_
Scan Advanced Logs Security Advisor

Configure On-Access Direction
Scanner Options

;L; Realtime Settings Selectiun Filters |[ Advanced || Quarantine || Statistics

Specify direction of the scan:

®

| | Contact Options

¥ Configure your contact
information

Safety Level

Email Options Specify how thorough the scan should be:

L Configure POP3
b Settings Secure vl

Infection Treatment
File Actions:

Cure File 'I

Boot Sector Actions:

Report Only vl

|
& OO e,

25. On the Scan tab, under Direction, select “Outgoing and incoming files”. (Note it is not
possible to select incoming only.) Then click "Cure Options..."
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B eTrost Threat Management Agent - Microsoft Internet Bnplorer el
%‘;a} eTrust Threat Management Agent

ivanred Ly Suncuriby Aduisns

Eraitime Cure Action Options

~Action to Perform Before Cure—

Lantact

1z Copy file to quarantine folder

Action to Perform if Gure Fails— Macro Yiruses Treatment—

" Ho action @ Remove infected macros

' Guarantine file " Remave all macros

® Rename file

- Enable System Cure-

System cure provides advanced cleaning functionality such as registry modification,
operating system clean-up and dropped file deletion. In certain situations systern
cure may require a reboot.

T—

Epere T K ocaivemet
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26. Check the box “Copy file to quarantine folder”, then click “OK”. Then select the
“Selection” tab

3 eTrust Threat Management Agent - Microsoft Internet Explorer i | m] 5[

@ eTrust Threat Management Agent ,_

Scan Advanced Logs Security Advisor

Scan Filters Advanced || Quarantine || Statistics

B Realtime Settings
Configure On-fccess Detection
@ Scanner Options

Scanning Engine:

Contact Dptions Vet
Configure your contact

information .
Reqular Files
Ema.ll Options Specify which files to scan based on the files extension,
eTrit A\ Configure POP3 fou can edit file extension list for this option.
Antivirus © | Settings

IAII Extensions j EEIGEE |

W scan Compressed Files

iZhange options and choose from supported
caompression methods,

-
@ R O e —

27. Click the "Advanced" button and check "Scan alternative data streams". (The Heuristic
scanner is too resource intensive so it is not recommended to use it for the Realtime
scanning — just the scheduled scans).

i
%fﬁ} glrust Threat Management Agent

Hean vanced Lo Seurity Adviser

- E%&s b hettings

3 {&f

Advanced Detection Options

F5E

Antivirus Engine-

Lontact Options g .
: |- Heuristic scanner

Hrnal Sutions NTFS File System

¥ Scan alternate data streams

=
& ™ L S
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28. Click “OK”, then click "Options" next to “Scan Compressed Files”

A eTrust Threat Management Agent - Microsoft IntemetExplorer {5l xi
{“ﬁ? #rust Threst Managemsnt Agent

Securily Advisor

Lwaitime et Compressed File Options

~General

Lantact Oplior

[l Apply extension filter to files inside archives

72 Stop scanning archive when an infected file is found
Emall Uptions
[ Apply file actions on archive file {excluding Cure Action)

Compression Method Used-
& The file's extension ifaster)

' The file's contents (slawer)

|
BTows A . (= S

29. No changes are needed on this screen. Click “OK”. Click "Choose Type...".
types are checked (scroll down to see them all)

3 eTrust Threat Management Agent - Microsoft Internetenplorer 5]
Zm} sTrust Threal Management Agent

Sgnarity Adviser

File Types-
Cantact Gptions 03 "‘”_“ ) d
o ¥ Unix compressed file (.2}
¥ THEF encapsulated eMail files
Emadl Gntitns ¥ Tar
i i W cazip
¥ ez1p
V¥ self extracting archive
¥ Micrasoft installer
¥ Microsoft cormpiled help
¥ Microsoft Word document
¥ Wicrosoft Excel docurment

¥ Micrasoft Powerpoint document -

Common file extensions for the selected type:

|x|s

' =l
‘@ Done ’7 ’7 ’7 ’7 ’7 Local intranet 4
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30. Click “OK”. Select the “Filters” tab.

Trust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent

Security Advisor

Scan Advanced Logs

| Realtime Settings Scan || Selection Advanced || Quarantine || Statistics
Configure On-Access Exclusions
Scannsr Options Specify processes and directories to be excluded from real time scanning.

@

Configure your contact
inforration

Pre-Scan Block

Specify a list of extensions that will be denied access, Files with an extension
specified in the blaclk list will be denied access to the system even if they are not
infected, Files specified in the exermption list will be allowed access to the system
even though their extension is specified in the block list. These files will be scanned
for infection before access is granted,

Email Options

. Configure POP3
\ Settings

[
& [T T T Modlmenet

31. Under "Exclusions”, click the "Process..." button. No changes needed.

i
{m} eTrust Threal Management Agent

fvansad Lo Spenrity Aduicne

#eaiti: Exclude Processes

~ Details

“Vou can add up to 27 process names to the excluded list. All files access by these
processes will be excluded from real time scanning,

Exclude Processes

Enter a process name:

Process Name

&
&Toene I . [T S
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32. Click “OK” (no process exclusions set). Under “Exclusions”, click the “Directory...
button.

a eTrust Threat Management Agent - Microsoft Internet Explorer = LI

{m? eirust Threat Mansgemsnt Agent

o

Spsurily Advisoy

¢ Beaitims Exclude Directories

- Details

& Lontact You can add up to 31 full directory paths to the excluded list. The directory and
any sub-directories will be excluded from real time scanning.

S Exclude Directories

Enter a local directory path:

——

Directory Path

-]
‘@ Done ’7 ’7 ’7 ’7 ’7 Local intranet v

33. Click “Add” and type the path “C:\Windows\Temp” into the local directory path field.

<} eTrust Threat Management Agent - Microsoft Internet Explorer _im ﬂ

{m‘} eTrust Threat Mansgement Agent

p

Spsuriiy Advisor

i . Beaitims Exclude Directories

- Details

You can add up to 31 full directory paths to the excluded list, The directory and
any sub-directories will be excluded from real time scanning.

Email i

Exclude Directories

Enter a local directory path:

C:WYindows\Temp

Directory Path

Bstartl | & & | 15 My Documents ”EﬁeTrust Threat Manaq... 5| CAITME. 1550t - WordPad |
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34. Click “Add”, then repeat to add all the paths shown below:
a. C:\CallPilot
b. C:lnetPub\wwwroot\cpmgr
c. C:\Program Files\Nortel\My CallPilot
d. C:\Windows\Temp
e. D: Nortel\smtp

%‘?} sTrust Threst Management Agent

Details

rou can add up to 31 full directary paths to the excluded list. The directory and
any sub-directories will be excluded from real time scanning,

Exclude Directories

Enter & local directary path: |

|

Directory Path
ChCallpilat
CInetPubiwwwrooticpmar
CHProgram Files\Mortel\MyCallPilot
Chawindows\Temp
DNortelsmtp

m llm = lmin

Hotority Aduisor

[l pore A O O = =T S

=10l

|

35. Click “OK”. Under "Pre-Scan Block" click the "Block..." button.

{W} aTrgst Threst Management Agent

Details

You can add new file extensions to the list or delete existing ones from the list,

- Block Extension

Enter a new file extension:

Extension

Suunrily Adviser

| &] pone [ [ [ N3locdintranet
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36. Click “OK” (no extensions blocked). Click the "Exempt..." button

3 eTrust Threat Management Agent - Microsoft Internet Explorer B | I 1‘
%3"3? eTrust Threat Management Agent
Secnrily Advicor
= Exempt from Blocking

Details

s Ihiaet “vou can add up to 256 filenames to the exemption list. These files will be allowed

& access to the systemn even though their extensions are specified in the block list,

' They will be scanned before access is granted. The spelling must be exact,

Exempt path
Enter a file path:
[ Browse... ||
Exempt File
| 0K
|&] Done ’_ ’_I_I_’_ q Local intranet 7

37. Click “OK” (no exemptions from blocking defined). Advanced tab. Uncheck "Protect
Floppy Drives", and "Protect Network Drives"
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‘) eTrust Threat Management Agent - Microsoft Internet Explorer =

@ eTrust Threat Management Agent m

Scan Advanced | Logs Security Advisor
)| Reattime settings Scan |( Selection | [Filters Quarantine | [ Statistics
Configure On-Access Protected Areas
Scanner Options .
l_ Protect Floppy Drives
< |Contact Options [ Protect Metwark Drives
Configure your contact 7 Protect CD-ROM Drives
infarmation
Email Optiens Advanced Protection
Configure POP3 X
\ Settings 7 Scan Floppy Drive on Shutdown

¥ allow Fast Backup

W Realtime Pop-up Messages

Limit number of pop-ups to |3 2 messages

I ) | | | |

[
& pone [T T T Modmwene 4

38. Click “Apply”. Select the Quarantine tab. Do not activate Quarantine. This will block
access by a userid which accessed an infected file. (This is undesirable since it could
prevent access by a needed support person).

3 eTrust Threat Management Agent - Microsoft Internet Explorer AIEIEI

@ eTrust Threat Management Agent ,_

Scan m Advanced Loags Security Advisor

{ ;L; Realtime Gettings osuttess: Realtirme settings were successfully modified.

Configure On-Access Scan || Selection || Filters || Advanced |@sIEIGULLEN Statistics
Scanner Options

™ Activate Quarantine
If Quarantine is activated, any user who sccesses or copies an infected object onto
the Windows machine will be denied further access for a specified length of time,

@

Contact Options
Configure your contact
information Quarantine -

) ) fime: =luf - minutes
Email Options

Configure POP3
hY Settings

User Minutes Left

=l
o I
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39. Select the Statistics tab. This is where statistics for real-time scanning are visible. No
need to change anything.

2} eTrust Threat Management Agent - Microsoft Internet Explorer =T [

@ eTrust Threat Management Agent m

Security Advisor

Scan Advanced Logs
;L; Realtime Gettings Scan || Selection || Filters |[ Advanced || Quarantine |[E&LEad=1

Scanner Options

since Product

@ L Configure On-Access Realtime Statistics

1| Contact Dptions

Since Service Started Installed

Regular Files Scanned: 403151 806235
o

onfigure your cantact Compressed Files Scanned: 0

= infarmation Extracted Files Scanned: 0 ]
(@ Email Options . Errors: 38271 40464
N Files Reported Only: 1] o
Tt \ Configure POP3 Files Cured: 0 ]
Antivirus ¢ I Settings Files Deleted: 0 ]
Files Renamed: a a
Files Quarantined: 0 i}
Total Infections: a a
Boot Sector Infections: il i}
Boot Sectors Cured: o o
|
| | | |
|
|&] pone 0| W Losal intraret 4

40. Click “Apply” to ensure all real-time settings are saved. At this point, real-time scanning
has been configured and virus signatures have been updated so you can reconnect the
network cable(s). Then, on the left, select the Scan tab to begin setting up a scheduled
full scan.

3 eTrust Threat Management Agent - Microsoft Internet Explorer =10 x|

@ eTrust Threat Management Agent ‘_

Security Advisor

Settings | Advanced Logs
Selection | Schedule

ST Z my Computer Safety Level
fc:
@ i . Specify how thorough the scan should be:
Secure 2

Detection
Scanning Engine:
Vet =

Infection Treatment
File Actions:

Cure File =

Boot Sector Achions:

Report Only hd
| ) | ) |

| &] Done [0 T [ [ |83 tocaintranet 7|
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41. Check to select all the hard drives (do not check any floppies, CD drives or USB drives
shown — scanning removable media can cause problems if a media error is
encountered. All removable media should be checked on a separate, protected
workstation prior to being brought to the CallPilot server). Do not select any mapped
network drives that may be shown (the CallPilot server should only be responsible for
protecting its own disks). Change "Boot Sector Actions" to "Cure Boot Sector"

2} eTrust Threat Management Agent - Microsoft Internet Explorer i [ 5
@ eTrust Threat Management Agent m
Settings | Advanced Logs Security Advisor
. Selection | Schedule
= 'TEVMXCCDW"”“” Safety Level

: Ft‘u: Specify haw thoraugh the scan should be:

=W [TE: Secure B

=V [TF

B z: .
Detection

(@ Scanning Engine:
lrist et j'
Antivirus

Infection Treatment

File Actions:
Cure File =

T
[
[&] Dore [ [ [ [N3tocaintraner 2

42. Click the Advanced button beside the Scanning Engine box. Check Heuristic scanner
and Scan alternative data streams

{m} eTrust Threst Management Agent
Hprurity Aduisor
P Advanced Detection Options
: 5’3 i
a4 o ;% -
b s Antivirus Engine
B ¥ Heuristic scanner o
B e
NTFS File System
an alternate data streams
gt
El
|&] pene [ [ | [S3Locdlinkranet 4
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43. Click “OK”. Click the "Cure Options" button. Under "Action to Perform Before Cure",
check "Copy file to quarantine folder". (Sometimes AV software has "false positives".
If the AV software thinks a legitimate file is infected, then we want to be sure we can
recover the original file.)

3 eTrust Threat Management Agent - Microsoft Internet Explorer AI—IEI

%*3} efrust Threat Management Agent

wmeuvity Aduigos

.. Gure Action Options

-Action to Perform Before Cure

'7 Copy file to quarantine folder

Action to Perform if Cure Fails Macro Yiruses Treatment
' No action @ Remove infected macros
 quarantine file " Rermaove all macros

& Rename file

p ¥ Enable System Gure-
Systern cure provides advanced cleaning functionality such as registry modification,
operating system clean-up and dropped file deletion. In certain situations systerm
cure may require a reboot,

[&]Done T et 7
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44. Click “OK”. Select the Selection tab

a eTrust Threat Management Agent - Microsoft Internet Explorer —|= ﬂ
@ eTrust Threat Management Agent - )
Settings | Advanced Logs Security Advisor
. Scan Schedule
= EI:MI Computer Regular Files

[T C

F:FD‘ Specify which files to scan based on the files extension.

TeE ' You can edit file extension list for this option.

W T =TSO

F{:-Z. |AH Extensians = EdTEGEER|

can Compressed Files
v s Comp d Fil
Aﬂiﬂvﬁm Change options and choose from supported

cormpression methaods.
¥ Do not scan files rigrated to external storage.

| | | |

El
& I O O = 1

45. Under "Scan Compressed Files" click "Options..." Under "Compression Method Used",
check "The file's contents (slower)"
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B eTrust Threat Management Agent -Micosoft Intemetplorer =k
%23? sirust Threat Management Agent

Hnaurily Aduigor

Gompressed File Options

General

- Apply extension filter to files inside archives

B

i Stop scanning archive when an infected file is found

I apply file actions on archive file {excluding Cure Action)

Compression Method Used

" The file's extension (faster)

he file's contents {slower)

=
e CL T M

46. Click “OK”. Click "Choose type" and select all types (scroll down to see them all)

%3} eTrust Threat Management Agent

=1l

Boturity Aduisor

Compressed File Type

File Types

TTEIRIE R

¥ Unix compressed file (.2}

[¥ THEF encapsulated eMail files
W Tar

M cazip

¥ BzIp

[¥ self extracting archive

% Microsoft installer

¥ Microsoft compiled help

¥ Microsaft word document

¥ Microsoft Excel documant

[¥ Microsoft Pawerpaint dacument =

Common file extensions for the selected type:

[prt

|
&] Done [T [ [ [S3ieclintranck 5

47. Click “OK". Select the "Schedule" tab to schedule a periodic scan of the system.

48. Scanning must be done when the system is expected to be idle or under very low load
for the duration of the scan. Select “Schedule Job” and enter a meaningful name for the
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scan. If you want to set up a weekly scan, use the calendar button to pick an
appropriate date for the first scan. Pick a time when the system is expected to have
very low load for the several hours needed to do the scan. For a weekly scan, set the
“Repeat Every” value to seven (7) days. Set the CPU usage level to low to minimize
system impact during the scan.

/3 eTrust Threat Management Agent - Microsoft Internet Explorer o s 3

@ eTrust Threat Management Agent m
Security Advisar
,
= ':E:_Wc‘f”"””te' © ScanNow @ Schedule Job [ Schedule at Startup
o & F:"D; Description )
& Pz Enter a name for these settings:
Weekly full scan on Sunday night
( Date and Time
Date: 2008-7-13
Ui Time: 7 230 |20 [iPM 2
Repeat Every
Moniths: Days: Hours: Minutes:
(- T3 (- [

Schedule Options
CPU Usage Level: |{EgiY

|&] pone [ [ [ [N3Localintranet
49. Click "Schedule Job" to save the scheduled scan.

50. To check all created scan jobs, select “Advanced” tab, then “Job Queue”

51. To ensure the system has no pre-existing infection, you may want to perform a full scan
now. (Skip this step if you are confident the system has no existing infections.) Select
all hard drive letters and click "Scan Now". You may want to set the detailed scan
parameters by following steps 41 to 48 above. The scan will take 90 minutes or more to
complete on a 201i server (less on a faster server). Wait until done.
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(?39} sTrust Threat Managemsnl Agent

Settings  fdvasied £ Bus

Scan Now

Scan Statistics

Secan Status: Scanning

Current Directory:
CDocumnents and Settings\AdministratoriLocal Settings\Application Data\MicrosoftMBSAN2. I\Cache

Laina

Trust Threat Management Agent - Microsoft Internet Explorer B ] 53

Gecurily Advisar

Statistic Field value

Job 1D

Total Infections

=
=

Reqular Files Scanned

Compressed Files Scanned

Files in Compressed Files Scanned

Errors

s Reported Onl

es Cured

s Deleted

EIE D

es Quarantined

Files B d

Boot Sector Infections

EEEEEEEEREREE

Boot Sectors Cured

& pone [ [ [ [ [ [&diocalintranet

|
4

52. At the left of the window, click on the "globe" icon

Trust Threat Management Agent

@ eTrust Threat Management Agent

ternet Explorer

Stﬂtistil:; Settings | Update | Advanced | Logs

eTrust ITM Information

Security Advisor

@ Component Install Status Realtime Status Release

Time Remaining: 17 day(s) left in trial period.
Update your license Information here.

Antivirus Engine Yersion: 31.3.0.0
Signature Yersion: 31.3.5700.0

Last Signature Update: 2/29/2008
Change your Update Settings here.

Not Installed.

Realtime Protection: On

thange your Realtime Settings here.

Copyright @ 2006 CA. All rights reserved.

& L

Antivirus Agent Installed on §.1.637.0
PestPatrol Agent Not Installed .- .-
At Antivirus Information PestPatrol Information
License: Unregistered, in trial period. &

- |
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53. Select the Settings tab. On the "Alert" tab, under "Report to", check "Event Log" and
click “Apply”. You may also want to set up "Forward to Machine". (The Local Alert

Manager has not been installed on the CallPilot server). You can also set up “Phone
Home” and “Log Options” if desired.

“J eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent ._

Summary Statistit:sUpdate Advanced | Logs

E Alert Notifications m Alert Filter
T~ W& Configure event Report To
G2 Q&R - foaton seings | | [ 7=

Phone Home ¥ EventLog
Settings for reporting ™ Forward Ta Machine
( 9 to the management

Security Advisor

server
Machine Narne:

elrust —=T| | Log Options
ARHivIrUs =
Configure Log Settings
Report Criteria
Queue up |10 : records
Time out after |5 : minutes
Skip older than |30 : days
| | | | |
[&] bone

I O = T T S |

54. Select the "Update" tab. Set up daily updates to be done at a time when system traffic

is expected to be low. Avaya recommends that definition updates be done at least once
a week but no more often than once per day.

2} eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent m

Summary | Statistics | Settings ELLEICE Advanced | Logs

Schedule Update Schedule
ﬁ Sechedule downloads schedule Type
= — |for engine and
&b

Security Advisor

signature Schedule: | By Day -
e
Select Components
2 Select the components Date and Time
(@ to be downloaded Date: I—QDDB-DB-M =

fai Download Settings Tirme: [7 “loon “[o “[pw =
"“@ Configure the setting M T - -

2lrust
Antirus of dawnload source
«f | Redistribution Repeat Every )
& Configure Days“
L redistribution 1 -
| | ) | | |
=
[&] one [ [ NJiocalintranet 7
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55. Click Apply. Click "Select Components" to be updated:

/) eTrust Threat Management Agent - Microsoft Internet Explorer o ]
@ eTrust Threat Management Agent m
Summary | Statistics | Settings [EILUEWE Advanced | Logs Security Advisor
Schedule Components
‘ﬁ Schedule downloads
f— for engine and
@ signature ¥ eTrust Antivirus Base
V¥ eTrust wet Engine
o4 Sellect :ompnnents ¥ eTrust Antivirus Realtime Drivers
Select t it
toehee douin?;:;i?en i ¥ eTrust antivirus Arclib Archive Library
¥ eTrust ITM Agent GUI
STiist {os |Download Settings 7 eTrust ITM Console GUI
Anteairus Caonfigure the settin
9 9 [T eTrust ITM Console Server
of download source

2 iGateway

of| Redistribution ¥ eTrust ITM Comman

Configure
redistribution

——

- |
‘@ Done ,_ ,_ ,_ ,_ ’_ Local intranet v

56. Click "Download Settings" By default, updates are downloaded from the CA server. If
you wish, you can configure a local server instead (or in addition). Other update
techniques are acceptable. The important points are a) signatures must be regularly
updated, and b) updates must only happen when CallPilot traffic is expected to be low.
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eTrust Threat Management Agent - Microsoft Internet Explorer o ]

@ eTrust Threat Management Agent

Summary | Statistics | Settings [EILUEWE Advanced | Logs Security Advisor

Schedule ~ Download Source
{72 schedule downloads _ gerver List
for engine and
==
Select the companents
(' to be downloaded

Select Components

Download Settings
elrust 3 3
Anteeirus Configure the setting
of download source

~Server . _ [7Proxry
Redistribution Mame: Im [~ Use Authentication
. r(':eodn\zltgriLllnrft\nn Port: IED— Mame: l—
Protocol: Port: li
User: li
Password: li

sty [ oicori ]

- |
‘a Done ,_ ,_ ,_ ,_ ’_ Local intranet v
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57. Go back to the "Schedule" screen

a eTrust Threat Management Agent - Microsoft Internet Explorer —|= ﬂ
@ eTrust Threat Management Agent m
Update Security Advisor
f Q’ schedule | - update Schedule
At sehedule dawnlaads
£ for engine and Schedule Type
i signature S Schedule: IEIV Day h
A Select Components
w Select the components Date and Time
(@ to be downloaded Date: |—2UDB-D3-01 =
\, #mi |Download Settings Time: I—7 N I_U N I_U AI—pM N
AETH-Bt t“@ Configure the setting v T v v
nisvirUs
of download source
7| Redistribution Repeat Every
N2 Configure Days.‘
redistribution 1 -
|
|&] pone [ [ [ (s Local inkranet 4

58. Click "Download Updates Now". Ensure the download source is accessible and the
update succeeds. The CallPRilot server network settings must have proper DNS
server(s) configured so the download server can be found. During updates, a new tray
icon appears indicating update in progress. You can right click it to “Show update

status”
x
Dawrloading "ITMCommon_8_1_647_«86_Windows pkg' [100%] ﬂ
Dowrloading “AgentGUI_E_1_E38_=86_wWindows.pkg" [100%]

Idpdating component "'eT rust Antiviruzs Arclib Archive Libran!
"aedreliblibrary 8.7.638 =86 Windows' " [ANarcLibLibrary_3 1 B
[dpdating component e T rust Antivirug Bealtime Drivers"

"Drldpdi 8.1.657 86 Windows"" [Drvllpdi_8 1_B57_#36 ‘windo...
Ipdating component iz ateway'!

"ITH iGateway 4.2.0.2 236 Windows™' [ITMiGateway_4_2 02 w8,
Idpdating component "'eT st [T Common'

"I TMCommon 8.1.642 #86 Windows"™' [ITMCommon_8_1_E42_=3...
"I TMCamman 3.1.643 #86 Windaws"" [ITMCormman_8_1_EB43_x8...
"I T Caommaon 8.1.644 x86 Windows"" [ITMCormmon_8_1_E44_x3..
[dpdating component "'eT st [T Agent GLI =

1| | »

Cancel Update |
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/) eTrust Threat Management Agent icrosoft Internet Explorer o ]

@ eTrust Threat Management Agent

Summary | Statistics | Settings [EILUEWE Advanced | Logs Security Advisor
Schedule °5uccess: Update Initiated.
{1l Schedule downloads Update Schedule
[ for engine and
signature Schedule Type

Schedule: IEly' Day i

fny| Select Components
w Select the companents
- to be downloaded pDate and Time
€~‘! Download Settings Date: |ZDDB—DE—01
elrust Configure the setting . - - - -
CEL5ID of download source Tirne: IT ~o =10 'IPM -
<f| Redistribution

Configure Repeat Every
redistribution Days:

7

|
PED O e

59. Select the “Logs” tab. In the drop-down box, select “Distribution Events”. Check that
the update succeeded

/) eTrust Threat Management Agent - Microsoft Internet Explorer o ]

@ eTrust Threat Management Agent

Summary | Statistics | Settings | Update | Advanced KL Security Advisor
Select log to view: | Distribution Events = [ | § | | | [ |
3 Date and Time of Distribution Events Log
6/13/2006 4.4
6/13/2008 4:4.

6/13/2006 413
6/13/2008 43
( 6/13/2006 42

6/13/2006 3:1!
6/13/2008 214
6/13/2006 2:34:45 PM

efrust
Antieirus

Paye|1 uf11[j] ¥oby

3 Time Type Code Description
6/13/2008 4:5 Critical i6 Finished Local Update process unsuccessfully,
6/13/2008 4! Information a Successfully updated master file
6/13/2008 4 Information 1] Downloading from "etrustdownloads .ca.com:§0"
6/13/2006 4 Critical o Local update unsuccessful
6/13/2008 4. Information 1] Update completed
6/13/2006 4 Information a ""agentGUL 8,1 638 x86 Windows" (AgentGUI_& 1_&38_x&6_Windows.pka) in...
6/13/2008 4. Information o Updating component "eTrust ITM Agent GUI"
6/13/2008 4: Information a ""ITMCommon §.1.644 x86 Windows"" (ITMCommon_8_1_¢&44_x86_Windows.pkg) ...

Page|1 ofsij o

El
& one I O O = 1
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60. Select the “Summary” tab. Check the signature version to ensure that the virus

definitions (signatures) got updated. (After a manual update, it may still say “No update
performed”.)

3 eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent

Statistil:s Settings | Update | Advanced | Logs Security Advisor

eTrust ITM Information

[ @ Component Install Status Realtime Status Release

Antivirus Agent Installed on 8.1.637.0

PestPatrol Agent Mot Installed --- caa
=, Antivirus Information PestPatrol Information
License: Unregistered, in trial period. A

Time Remaining: 17 day(s) left in trial period.

Update your License Information here.

Antivirus Engine Yersion: 31.3.0.0
Signature Yersion: 31.3,5700,0 Mot Installed.
Last Signature Update: 2/23/200&
Change your Update Settings here.

Realtime Protection: On

thange your Realtime Settings hera.

Copyright @ 2006 CA. All rights reserved.

=
= [ [ [ [ [ NJiocalintranet v

61. To check the installation, you can select the “Advanced” tab and view the “System
Report”. Compare it to the following screen shots.

2} eTrust Threat Management Agent -

icrosoft Internet Explorer ] 3

@ eTrust Threat Management Agent

Summary | Statistics | Settings U[IﬂﬂtELﬂl]S Security Advisor

Report

System Report

enerate and view a Components List
ystem report Antivirus Agent: Installed
PestPatrol Agent: Nat Installed
. Threat Management Server: Nat Installed
— tart/Stop Services Redistributian Server: Mot Installed
tart or stop ITH Exchange Option: Mot Installed
rvices Lotus Option: Nat Installed
Email Option: Nat Installed
icensing NetApps Scanner Option: Mot Installed

elrust
Antivirus. egister licenses

Product Information

eTrust Antivirus

=86
8.1.660.0
eTrust Threat Management Agent Directories
Home Directory: C:\Program Files\CAYeTrustITM
Engine Directory: C:\Program FileshCA4SharedComponentsiScanEngine
Log Directory: CiWProgram FileshCANeTrustITMADE
Virus Quarantine Directory: C:\Program Files\CaLeTrustI T Move E

| ) ) ]

|&] pone [ [ [ [ N3 Localintranet

Scrolling down...
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) eTrust Threat Management Agent - Microsoft Internet Explorer

@ eTrust Threat Management Agent

Summary | Statistics || Settings UpdateLogs

System Report

Generate and view a
system repott

Start/Stop Services

Start_ or stop ITM

@ services
‘2171 [Licensing

elrust
ANUYITUE

Fegister licenses

Report
¥irus Quarantine Directory: C:\Frogram FilesiCateTrustITMMove ;I
Realtime Monit
Antivirus: on
PestPatrol: Mot Installed
eTrust Threat Management Agent Files
Name: Vet
Path: CiyProgram FileshCassSharedComponentsyScanEnginellet
¥ersion: 35.1.0.0
Name vet.dat
Path: CiyProgram Files\CANSharedComponentshScanEnginehyet dat
¥ersion: 35.1.7156.0
MName: ino_fltr.sys
Path: C INDOW Shsystem 325\ drivershina_flitr.sys
¥ersion: 5.06100.159
MName: ino_flpy.sys LI

lé

Security Advisor

[T T Mtolnweet 4

=101 %]

=

3 eTrust Threat Management Agent -

icrosoft Internet Explorer

@ eTrust Threat Management Agent

=1c1x]|

System Report

Generate and view a
systemn report

@
5}

eTrust
Antivirus

= Start/fStop Services
2 | start or stap ITM
“_-_,/, art or stop

— | services

Licensing
Reqgister licenses

Summary | Statistics | Settings UpdateLugs

Security Advisor

Report

P, ey e

Path: CAWINDOWShsystern3Zhdrivershino_flpy sys LI
Yersion: 5.0.6100.114

Antivirus Engine Inform n

Name: Wet
Yersion: 35.1.7156.0
Yirus signatures are up to date.

Last update time:
Date: 12/3/2009
Time: 5:20:28 PM

Mext update time:
Date: 12/3/2009
Time: 7:00:00 PM

El

&

[T 1T Modwee: 4

62. Close "eTrust Threat Management Agent" window.
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Testing CA Antivirus with the EICAR test virus

Open Internet Explorer and go to http://www.eicar.org

<} eicar - Home - Microsoft Internet Explorer I ]
File Edit Yew Favorites Tools Help | :f
@Back Tl T |ﬂ @ .:‘_ | /':" Search ‘ Favorites 21 | L= E
Address I:éj http:f fum, gicar . orgf j Go | Links **
a

EUROPEAN EXPERT GROUP FOR IT-SECURITY

|car

p & Find

ABOUT US CONFEREMCE TASK FORCES PRESS COMTACT INFORMATICN

@ 1995-2005 by eicar g% . +++ Pleaze inform the webmaster about problems or broken links on this site. +++ Imprint | Disclaimer | Sitemap

@ C L[ [ [

a

Select "Anti-Malware Testfile"

Try downloading "eicar.com", "eicar.com.txt", "eicar.com.zip", "eicarcom2.zip". You can also
test the SSL enabled downloads. The AV software should block them all. (You may have to

add the eicar site to the trusted sites list to carry out this test.)

eTrust Realtime Alerk

@ & wirug has been detected)

The the EICAR test sting waz detected in
CADOCUMEMTS &AMD
SETTIMNGS ADMIMIS TRATORALOCAL
SETTINGSATEMPORARY INTERMET
FILESSCOMTEMT.IES\E=GLCIFWAEICAR [T ] COM.
Machine: CPLAB 2284, Uzer CPLAB 2284 \Administrator.

MHumber of Alerts: 1] it

Seconds Remaining 54 Cloze

Note: be sure to delete all instances of the eicar test files from the CallPilot server and empty

the recycle bin. Otherwise they may result in ongoing virus alerts.
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CA AntiVirus 8.1 Resource Usage

Services Started

When properly installed, three (3) additional services will be visible in the Windows Services

applet:

o eTrust Antivirus Realtime Service
o eTrust ITM Job Service
o eTrust ITM RPC Service

Disk Space usage:

C drive: 43 MB
D drive: 85 MB
Typical Virtual Maximum
P L. Memory usage Virtual
rocess Description .
during normal Memory usage
CallPilot operation observed
Authtool.exe
Compver.exe Update and Patch Distribution
ConfigTool.exe
Eavdisk.exe
elTMURL.exe
EnableWinICF.exe
iGateway.exe iTechnology Application Server 13.8 MB 21 MB
InoCmd32.exe
InoDist.exe
ITM RPC Service (listens for
InoRpc.exe administrative server’s discovery and 200 KB 5 MB
policy requests)
INoRT. exe Antivi.rus Realtime Service .(provides 51 MB 50 MB
real-time, on-access scanning)
ITM Job service (schedules
background tasks such as scan jobs 52 MB
InoTask.exe and content update downloads). 24 MB (during scan)
Runs scheduled scan.
ITMDist.exe
Phonhome.exe
Realmon.exe 1.5 MB 5.4 MB

Shellscn.exe eTrust Antivirus Shell Scanner
SigCheck.exe

Spar.exe SPindle Archive

Spintool.exe Spindle Tool

Transtool.exe

Translation Tool

UnITMEng.exe
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Appendix-B

McAfee VirusScan Enterprise 8.5i NOT Authorized for use on CallPilot Servers

At the request of several customers who had experienced problems using McAfee VirusScan 8.5i
on CallPilot servers, Avaya carried out extensive testing in an attempt to arrive at a configuration
for VirusScan 8.5 that could successfully be used on CallPilot servers. McAfee support was also
engaged in this effort.

McAfee VirusScan 8.5i testing has shown repeatedly that the product can cause outages on
CallPilot servers. In some cases the outages are not automatically recovered and system
problems are created that may not be noticed until CallPilot traffic increases during a later busy
period. A manual system reboot was often required to restore proper service. The problems
were not restricted to any particular CallPilot platform or release.

The most serious design issue with McAfee VirusScan is that its “On-Access Scanner” process
(McShield.exe) is set to run at “AboveNormal” execution priority, whereas CallPilot application
processes run at “Normal” priority. Consequently, the on-access scanner will pre-empt CallPilot
processes. If the on-access scanner only used very short bursts of CPU time, this would not be a
problem. However, when the on-access scanner needs to scan a large file (in particular, a large
compressed file), the scan can take a long time (many seconds, possibly minutes). During this
time, CallPilot processes are starved of CPU time. This can result in timeouts of critical
protocols needed by CallPilot and sometimes results in CallPilot ending up in an impaired state
from which it does not fully recover automatically.

This problem is compounded by the fact that VirusScan performs its on-access scan even on its
own virus definition package as it is downloaded during a definition update process. This
package consists of multiple large files, some of which are compressed. Therefore, even if a
customer never intentionally copies large files onto their CallPilot server, the regular definition
update process will still result in lengthy on-access scanning that could result in a CallPilot
service outage. This can happen even when virus definition updates are scheduled to occur at
off-hours.

Avaya attempted to address this problem by trying to set up scanning exclusions so the
definition files would not be scanned. This did help, but, still outages did occur when McAfee
included unexpected files in its update package. In spite of repeated requests, McAfee failed to
provide any configuration instructions to definitively solve this problem.

Since an antivirus product cannot properly protect a CallPilot server without both on-access
scanning and regular definition updates, the McAfee VirusScan 8.5 product is not suitable for
use on CallPilot servers and Avaya does not authorize it.

Testing was carried out on McAfee VirusScan 8.5i with Patch 4 and with Patch 5. McAfee did
acknowledge a problem with high CPU use during definition updates, and these patches did
include a fix that reduced the length of the CPU spike. However, the patches did not solve the
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problem sufficiently to eliminate the chance of a CallPilot outage. Our trial customer still
experienced multiple outages following definition updates, even with all available patches and
all exclusions in place. The problems only went away when definition updates were completely
disabled - this is not an acceptable workaround.

In addition to high CPU usage, McAfee VirusScan has high memory usage. On some CallPilot
platforms, this high memory usage can easily cause problems, particularly when a customer is
using the ePO (ePolicy Orchestrator) management feature. Also, the “Access Protection” feature
of VirusScan needs to be carefully configured so that it does not break CallPilot features in
subtle ways.

Avaya has submitted product improvement recommendations to McAfee and will consider testing
future releases of McAfee antivirus products if those products are improved. Other vendors have
been able to produce effective AV products without the issues Avaya encountered on McAfee
VirusScan. CallPilot customers should install one of the authorized antivirus solutions.
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Appendix-C

This appendix provides Installation and Configuration procedures for CallPilot 4.0 and 5.0
servers utilizing the McAfee VirusScan Enterprise 8.7i anti-virus application.

IMPORTANT NOTE - PLEASE READ!

Avaya tests antivirus products only to ensure that CallPilot operates properly when the AV
product is installed and configured according to these instructions. Avaya does not test the
effectiveness of the AV product at detecting viruses. All AV products require regular definition
updates in order to protect properly. It is the responsibility of the customer, possibly working
with the AV vendor, to ensure that virus definitions are kept up to date. For more information,
read this document.

Description

This document provides installation and configuration guidelines for McAfee VirusScan
Enterprise 8.7i on a CallPilot server and also covers the use of McAfee ePO. This document
should not be considered a replacement for the McAfee VirusScan and ePO product
documentation. The intention is to show how to install and configure VirusScan in a way that
minimizes the impact to the proper operation of a CallPilot server while still providing a high
degree of protection from malware. This document does not apply to CallPilot standalone web
server machines — that is up to the customer (but this document might still be useful).

Tested: McAfee VirusScan Enterprise 8.7i with Patch 1 trial downloaded Sept 29/2009 and
McAfee VirusScan Enterprise 8.7i with Patch 2 trial downloaded Nov 5/2009.

These guidelines cover four main topics:
« Product features description;
« Step by step installation instructions;
« Step by step configuration instructions.
« Information on the use of ePO

All necessary documentation concerning the McAfee VirusScan Enterprise software can be found
on the VirusScan product CD and can be downloaded by customers from the McAfee download
site:

Product Features

« McAfee VirusScan® Enterprise 8.7i incorporates best-of-breed McAfee anti-virus, and rootkit
protection for advanced end-point protection. Only the English version is supported on
CallPilot servers since CallPilot runs the English version of Windows.

o McAfee VirusScan 8.7i from McAfee is a combined desktop and server solution combining
VirusScan and NetShield products. (Note: McAfee was previously known as Network
Associates)

« VirusScan 8.7i features memory scanning to detect memory resident viruses. It can detect
viruses within compressed files. It is able to use heuristic scanning to find viruses that are
not included in definition files.
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Antivirus scans and definition updates work properly even when the local console is in a
logged-out state.

A powerful “Access Protection” feature provides configurable settings to protect against
many specific malware behaviors. The “AccessProtectionLog” file shows what behaviors
were blocked or reported.

There is an ability to detect “unwanted” programs. You can select categories of programs
from the categories included in the current DAT file, exclude specific categories or files, or
add your own programs to detect with using the Unwanted Programs Policy feature.

McAfee VirusScan Enterprise has an Alert Manager (Local Alerting). This feature allows you
to generate SNMP traps and local event log entries without installing Alert Manager Server
locally.

VirusScan has an ability to scan Java Script and VBScript scripts before they are executed on
the CallPilot server, however use of this feature is not recommended on CallPilot since it
leads to a large increase in memory consumption. Since the browser on CallPilot should be
used only rarely, CallPilot is not at great risk from this type of malware.

For more detailed information about product features consult the VirusScan documentation and
on-line help or contact McAfee. VirusScan is not an Avaya product. It is not sold or supported
by Avaya. Avaya does not evaluate the virus detection performance of AV products.

Product Deficiencies

The Virus Definition update process is very resource intensive and may impact CallPilot
performance. It should be performed only when the system is expected to be idle.
Sometimes definition updates require system reboots.
On-access scanning is done by high-priority process McShield.exe. This potentially starves
CallPilot of CPU, resulting in timeouts and impact to user operations when large compressed
files (e.g. PEPs) are copied onto the system when it is under load.
o0 Note: A workaround is documented below for this issue. Disable on-access scanning
temporarily to avoid this when required.
If a virus scan finds a virus on the CallPilot server, there is no built-in way to alert a remote
administrator. The administrator must manually check the CallPilot server for virus
indications in the log file. McAfee has a separate component called the “Alert Manager”
which can be configured to receive virus alerts from CallPilot and other servers. Unless the
customer will be regularly checking the CallPilot server console, Alert Manager should be
installed to ensure that virus detections are noticed. The instructions given here do not
cover the installation and configuration of the Alert Manager. Consult the VirusScan
documentation and on-line help.
System reboot may be required after installation. Therefore a maintenance window needs to
be scheduled if the system is in production

ePolicy Orchestrator (ePO)
For more information on ePO, see the ePolicy Orchestrator section later in this document.

McAfee's ePolicy Orchestrator (releases 3.6.1, 4.0 or 4.5) provides a way to centrally
manage the anti-virus configuration and definitions of many computers running VirusScan.
The server, console, database and remote console components of ePO must never be
installed on a CallPilot server. However, under certain conditions, it is acceptable to install
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the ePO agent on a CallPilot server to allow its anti-virus configuration to be centrally
managed. Consult McAfee documentation for ePO.

« The following conditions should be observed when installing the ePO agent on CallPilot
servers:

(0}

If the ePO agent is installed on a CallPilot server, you should take care that AV scans,

definition updates, and management activities occur only at times of very light CallPilot

system load.

The anti-virus configuration policy installed via ePO should match that described in this

document as much as possible. Since the policy needed for CallPilot servers will likely

differ from that needed for normal desktop PCs, CallPilot servers need to be managed as

a separate group. You should create a new named policy within ePO specifically for

CallPilot servers.

Be sure that the required policies are being properly applied by ePO to the CallPilot

server. Ensure that other policies are not being inherited within the ePO directory in a

way that overrides the required CallPilot policies. Check the policies by observing them

on the CallPilot server by running the VirusScan console. If the VirusScan policies on the

CallPilot server do not match those described in this document, make changes to the

ePO policy so that the correct policies are seen to be in effect on the CallPilot server.

= Never put the CallPilot server into service with incorrect VirusScan policies since the
CallPilot might stop working properly.

Virus definitions must only be pushed to a CallPilot server at times CallPilot is

expected to be idle.

The ePO agent software should be installed on the D drive on CP4 systems, if possible.

Please ensure that the CallPilot system drive (where the OS is installed, usually C) still

has at least 135 MB free after installing the AV software. (Note: files on the desktop of

any Windows userid also consume space on the system drive).

The VirusScan On-Access Scan should not be set to scan when reading files, particularly

when My CallPilot is being hosted on the CallPilot server. Set it to scan only when writing

to disk.

Do not install VirusScan by remotely pushing it via ePO onto a CallPilot server.

Be very careful using global updating. Be sure that CallPilot servers are only updated at

times of very low CallPilot call traffic.

A CallPilot server must never be configured as a “SuperAgent”.

The “Agent to Server Communication Interval” should not be set to less than one hour.

Note: Avaya recommends that on-demand scan CPU utilization be set to 70%, CPU

Utilization for a Virus scan should never be set to 100%. CallPilot call handling will be

impacted.

Installation and Configuration Instructions

Use a fully patched and Anti-Virus protected PC to download the latest AV software and virus
definitions and burn the files onto a CD so that it can be brought to the CallPilot server without
using the network. (It is dangerous to use the Internet to download the initial virus definitions
after a fresh install of Anti-Virus software. An unprotected computer can become infected in the
time it takes to download updates.)
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For McAfee VirusScan, definitions and updates can be downloaded from (Note, URL is subject
to change):

http://www.mcafee.com/apps/downloads/security updates/superdat.asp?region=us&segment=ent
erprise

McAfee uses the word “DAT” for virus definition files. You will also need the latest “Engine”.
Download a “SuperDAT” file to get the latest Engine and the latest definitions in a single
download. The file is provided in a self-extracting executable. Typically, the SuperDAT file will
be 120 MB or more. (A few years ago they were only a few MB.)

For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot Server from the network by unplugging both ELAN and CLAN
until you have installed the Anti-Virus Software. Be sure you remember where the cables should
be plugged back in.

Uninstall any existing Anti-Virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required.

Before installing Antivirus software - install all applicable CallPilot OS Security PEPs from CD.
Install any additional, authorized hotfixes from CD.

If installed according to the instructions given here, antivirus software should have no noticeable
impact on CallPilot performance and capacity for normal messaging-related operations. Certain
exceptional operations that involve updating a large number of files may operate significantly
slower on some platform types due to the added cost of virus scanning. Examples are: software
upgrades, PEP installs, restore from backup. You may want to temporarily disable On-Access
scanning monitoring while performing those operations.

Disk Space Requirements
When installed on C drive:
C drive: uses 371 MB (note: patch 1 version used more disk space)

When installed on D drive:
C drive: uses 209 MB
D drive: uses 179 MB
Memory commit charge:  used: 92 MB (note: patch 1 version used more memory)

Tested: McAfee VirusScan Enterprise 8.7i with Patch 2 trial downloaded Nov 5/09
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McAfee 8.7i Installation Step by Step Instructions

Installation and configuration of McAfee 8.7 can be expected to take about one (1) hour (more if
a full anti-virus scan is run during the install).

1. Double-click “SetupVSE.exe". (Note, the method for initiating setup may vary according
to the exact McAfee product.)

i'\‘!rl‘ McAfee ¥irusScan Enterprise Setup ll

M Af . McAfee VirusScan Enterprise Setup
c ee This setup wizard installs McAfee VirusScan Enterprise to wour server or workstation.
Proven Security” Bsfore continuing, we recommend that you review the readme for a description of

product Features, an overview of product system requirements, and known issues far
this release.

‘iew Readme

Cancel |

2. Click Next

Mcafee Licensing

McAfee

Evaluation

This iz an evaluation copy and will expire in 90 days

For further evaluation information please visit http:/ A mcafee. com

3. Click OK. (NOTE: Evaluation versions must not be used on production systems at
customer sites. Use only a properly licensed version so that it will not expire).

Mcafee Licensing x|

McAfee

McAfee End Uszer Licenze Agreement

Licenze expiny date: Select location where purchased and used:
Tuesday, December 25, 2003 Canada j

4
End User License Agreement

MOTICE TO ALL USERS: FLEASE READ THIS CONTRACT CAREFULLY. BY
CLICKING THE ACCEPT BUTTOMN OR INSTALLING THE SOFTWARE, 0L (EITHER
AN IMDIVIDUAL OR A SINGLE ENTITY) AGREE THAT THIS AGREEMENT IS
EMFORCEABLE LIKE ANY WRITTEN CONTRACT SIGMED BY YOU. IF YOU DO NOT
AGREE TOALL THE TERMS OF THIS AGREEMENT, CLICK ON THE BUTTOMN THAT
INDICATES THAT ¥OU DO NOT ACCEPT THE TERMS OF THIS CONTRACT AND DO
MOT INSTALL THE SOFTWARE.

1. Definitions.
a."Software” means (a) all ofthe contents of the files, disk(s), CO-ROM(s) or other = |

& 1 accept e terms in the license agresment

u]. Cancel |
| do not accept the tems in the license agreement
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4. Select location where purchased and used. Read End User License Agreement. Select
"l accept...", Click OK

s5can Enter| Setup 5'

i Select Setup Type
McAfee' [F9%

Installs the full set of Feabures that indudes the Console, AutoUpdate,
Email Scanners, On-Access Scanner, Access Proteckion, Buffer

) i, Cwerflow Protection, ScriptScan, On-Demand Scanner, Right-click.
VirusScan® Scan, Quarantine Manager Policy, and Unwanted Programs Policy, TF
Enterprise you are installing ko & server, Alerk Manager can also be installed,

ver. B.77

Anti-Virus

Installs a selecked set of Features that includes a partial set or all of
the features included in & Typical installation. You can also use the
cuskom option ko install Alert Manager o a workstation,

Instal To
C:\Program FilesiMcAfee\VirusScan Enterprise),

Browse... |
Disk Space | < Back | [exk = I Cancel |

5. Select "Custom". For CallPilot 4.0, click Browse and change the install folder so it
begins with D. For CallPilot 5.0 and later, just use the default install folder on C.

{i McAfee VirusScan Enterprise Setup x|
Lookin: | (= wirusScan Enterprise j [
Folder name:
[pkiprogram FilesicafestvirusScan Enterprisel
Carcel

6. Click Next

s5can Enter| Setup x|

McAfee

Select Access Protection Level

o ;S:tandard Frotection:
Enables Access Pratection rules to pratect some critical settings and
VirusScan® files from modification, but generally allows installation and execution of

Enterprise legitimate software.

ver. 8.77

s .
Anti-Virus Maximum Protection

Enables Access Prokection rules to protect most critical settings and
files from madification, but also impacts your ability to install legitimate
sobware, To install software when these rules are enabled, we
recommend that you disable Access Protection rules before your
installation, then enable them again after installation.

< Back | ek = I Cancel
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7. Click Next.

McAfee’

VirusScan®
Enterprise

ver. B.77

Anti-Virus

i'é‘- McAfee YirusScan Enterprise Setup

Feature Selection

Select which Features you would like Eo install,

=l v| Consale

AutoUpdate

Lotus Motes Email Scan
Microsoft Cutlook Email 2
On-Access Scan

1= r | Access Protection
(= ~ | Buffier Overflow f
= ~ | Scripk Scan

E| ------- = ~ | On-Demand Scan

i~ Feature Description

Allows the user ko
right-click and start a scan

on selected files or folders.

Requires 33KE on your
hard drive,

Disk Space I < Back

| Mext = I Cancel

8. For "Lotus Notes Email Scan" and "Microsoft Outlook Email Scan" click and select "This

feature will not be available". Click Next.

McAfee

VirusScan®
Enterprise

ver. 8.77

Anti-Virus

i"w!;" Mcafee YirusScan Enterprise Setup

Install McAfee Products

X

Allows vou to install Alert Manager after the Mcafee VirusScan Enterprise
installakion completes, Alert Manager provides additional alerting

capability when a virus is found,

Alert Manager: installation files

Erawse. .. |

< Back | Mext = I Cancel

9. Do not select "Install Alert Manager Server". Click Next.
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iiél‘ McAfee ¥irusScan Enterprise Setup ﬂ
Product Configuration
AQCAfee [ Import Autollpdate reposicary list

Import Ehe Sutolpdate repositarsy list:
2\ DOCUME 1| ADMINI~1LOCALS~1  TempMFE Templ

Viru sScar'I'E' Browse, .. |

Enterpnse Allows wou ko import an AutoUpdate repositary list file that specifies the
p————— Autolpdate configuration for wour site, The Autolpdate repository list
ver. 877 file, SITELIST %ML, is created by using the McAfee AutoUpdate Architect,

I wou do not import an AutoUpdate repository list File, AutoUpdate uses
Anti-Virus the default McAfee site.

¥ Enable On-Access Scanner at the end of inskallakion

Continuously checks files for potentially unwanted Files whenever they
are read From, or writken to disk. although vau can perfarrn an
on-demand scan at any time, we highly recommend that vou enable the
OM-3CCEsS SCannet.

= Back I Mext = I Cancel |

10. If your site has an AutoUpdate repository list file that you wish to import, you may
optionally select "Import AutoUpdate repository list". Click Next.

iim‘!r“ McAfee ¥irusScan Enterprise Setup ﬂ

o Security Configuration
McAfee'

i~ Configuration Password Protection
Allows you ko set security For user inkerface setkings.

VirusScan® Password Confirm Password

Enterprise — [

ver. 8.77 [~ Stark menu

Anti-Virus [ Do nct display the McAFee shortcuts under the Stark menu

~ Syskem traw icon and menu

s Show the swstem trav icon with all menu options

i Show the swskem tray icon with minimal menu options

™ Do nok show the system tray icon

< Back I Mext = I Cancel |

11. Since CallPilot servers are accessed at the Windows login level only by trusted
personnel, it is not usually necessary to protect the configuration with a password, or to
hide the McAfee shortcuts. (If required, however, you may choose to do so.) Click
Next.
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The wizard is ready ko begin installation.

IF vou want ko review or change your installation settings, dlick Back.

VirusScan’
Enterprise

Click Cancel ko exit the wizard,

ver 8.77 Click Install to begin the installation.

Anti-Virus

< Back Cancel

12. Click Install.

Installing McAfee YirusScan Enterprise

Flease wait while the Setup wizard installs McAfee YirusScan Enterprise.
This may take several minutes.

VirusScan®

Enterprise Status:

Copying new files
ver. 8.77

]
Anti-Virus

< Back | flexk =

After a few minutes, you will see:

McAfee VirusScan Enterprise setup has
completed successfully.

Allows you ko update your DAT files by running Autolpdate Now, and
- ; scan your local drives by running On-Demand Scan, IF you select both
VirusScan options, AutoUpdate runs first, then the On-Demand scan immediately

Enterprise fallows.

ver. 8.77
™ Update How

Automatically checks For updates of DAT files andfar scan engine and
downloads any available updates.

Anti-Virus

logged in the GnDemandScanLog.txt file located in the directory
C\Dacuments and Setbingsiall UserstApplication
DatalMcafes)\DesktopProtection),

Examines all local drives For potentially unwanted Files. Problems Found are

Einish I Cance]
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13.

14,

15.

16.

Uncheck the "Update Now" and "Run On-Demand Scan" check boxes. (Since the LAN
is disconnected at this point, the update will not work. We will run an on-demand scan
after we have manually updated the definitions.). Click Finish.

i'é‘u McAfee YirusScan Enterprise Setup ll

The network driver is installed buk vou must restart the computer in

& arder to load it. Distributed File Scanning, Port Blocking, Infection
Trace, and Infection Trace Blocking are disabled until the computer is
restarted.

Click OK. VirusScan has now been installed. Note that two entries will appear in the
Control Panel — Add/Remove Programs list: “McAfee Agent” and “McAfee VirusScan
Enterprise” — both must be uninstalled to completely uninstall the McAfee software. A
reboot is recommended at this point. (Note: sometimes some services may fail to start
after the reboot. See section on “Issues” later in the document.)

After the reboot, you should install the latest available Patch for VirusScan 8.7. Contact
your McAfee support representative to obtain this patch. You will need a "Grant
Number" to get the patch. (Avaya testing used Patch 1 and Patch 2 only but the latest
available patch should always be used by customers.)

Now, update the virus definitions and scan engine using the SuperDat file you previously
burned to CD.

CENE -10| x|

File Edit Wiew Favorites Tools  Help ;’,'
O Back - - b | o~ Search |[= Folders | »
Address | L 7 j G0
Folders || Mame = ;l
(2} Deskrop @Readme_ﬂ.html
=1 () My Documents &]readme_zH_CM. html
) Security & Readme_zH_Tw.html
=l j My Computer REDDStl'htm
“e# Local Disk () , JgS0ato 756 Exe
“e® Local Disk (D) _'}Setup.ini
“e® Local Disk (E:) @SEWWSE'EXE
“e@ Local Disk (F:) F?J SignLic. Tk
b Mctfess.7 (Z:) Fluninst exe
[} Control Panel S Unnst. i
& My Network Places Cluninstzed exe
2 Recycle Bin [EvIrUSCANSTO0, Zip _|LI
| ay

In Windows Explorer, double-click on the sdatxxxx.exe file.
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SuperDAT 2.2 x|

Welcome to the Mcifee SuperDAT wizard.

The SuperDAT wizard allows you to update your
anti-virus products quickly and easily. This wizard
will help you to install the latest availahle files to
enhance your product's anti-virus capabilities.
Click '"Next' to continue, or "Cancel’ to guit.

Copyright @ 2007 hcAfee, Inc. All rights reserved.

Cancel wiew Log

17. Click Next

SuperDAT 2.2 |

FPlease wait while the necessary anti-virus files are
heing copied into installation directary...

Estracting Zip file from stub file, £:\sdath7h6. exe.

< Back I Hewt s I Canczel | Wiew Log |

SuperDAT 2.2 |

SuperDAT has finished copying allthe necessary
anti-virus files to your computer.

For more detailed information, click "wiew Log"
hutton.

Thank you for using McAfee anti-virus software.

Canczel | Wiew Log |

18. Click Finish. The CallPilot system may seem slow at this point and may require some
time before performance improves.
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Step by Step Configuration Instructions
1. Start - Programs - McAfee - VirusScan Console

{5 ¥irusScan Console — 101 x|

Task Edit Yiew Tools Help

e | m| G| 2]m 8%

| Skatus | Last Result | Last Run
Enabled

m Buffer Overflow Protection  Enabled

@ Urwanted Programs Policy Mo unwanted program categories are turned on. Mo user-defined detecti...

@ On-Access Scanner Enabled

@Quarantine Manager Policy  The guarantine folder conkains 0 items

U Full 5can Mok Scheduled

Autolipdate Daily, 5:00 PM

| | i
|\n'irusScan Consale 4

2. You can check the date of the virus definitions, scan engine version and installed
patches by using the Help menu. Select "About VirusScan Enterprise".

U About YirusScan Enterprise ﬂ

VirusScan Enterprise 8.7.0i

AQCAfee Copyright {C) 1995-2009 Mcafes, Inc, All Rights Reserved,
Scan Engine Yersion (32-bit): 53002777 ;I
VirusScan® - [ Eales September 29 2003
Enterprise reated On: eptember
p Mumber of signatures in extra,dat: Mone
) Mames of threats that extra.dat can detect: Maone
ver. 8.7¢ Buffer Cwverflow and Access Protection DAT Version: 415
Anti-Virus Installed Patches: 1
Installed Modules: Maone -
«| | E

‘Warning: this computer program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under the law,

3. Click OK.
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4.

In the VirusScan Console, double-click "On-Access Scanner"

U,‘c- On-Access Scan Properties x

General I ScriptScan' BIDck\ng' Messages' Heporlsl

@ These tabs affect all applications.

General
Settings —Scan
¥ Boot sectors
@ ¥ Floppy during shutdown
Al I Processes on enable
Frocesses

General
’]7 Enable on-access scanning at system startup ‘

- Scan time

Magimum archive scan time [zeconds): [ _I:

¥ Entoice a maximum scanning time for sl files

Maximum scan time [zeconds): 10 =
 Heuristic netwark check. for suspicious filex
Sensitivity level: hdedium b2

oK I Cancel | Apply | Help |

With "General Settings" selected on the left, change the Scan time "Maximum archive
scan time (seconds)" to 5 seconds. Change the "Maximum scan time (seconds)" to 10
seconds. Change the "Heuristic network check for suspicious files" sensitivity level to
"Medium". Click Apply.

V,i- On-Access Scan Properties

General  ScriptSean I BIUDkngI Messagesl Hepullsl

@ @ Scan JavaScript and WE Script scripts that are erecuted by the

Ix

“windows Scripting Host. 'W5H is used by Internet Explorer and

General Outlook. If an unwanted script is detected it is not allowed to
Settings execute.
,a ScrptScan
Al SeriptSean exclusions:
Processes
Process |
Add). Edit.. Eemove |

Ok I Cancel Spply Help
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6. Select the "ScriptScan” tab. Ensure that "Enable scanning of scripts” is not checked.
This feature can greatly increase memory usage, resulting in system problems.

x|

Uk On-Access Scan Properties

Eenerall ScrptScan  Blocking I Messagesl Hepnrtsl

m Block connections from remote computers that have files with
potential threats or unwanted programs in a shared folder,
General
Setlings
 Message
@ ¥ i5end the specified message to the network user when a threat isi
idetected, i
Al
Procasses Tupe a custom message

IV\rus Alert on CallPilat server cplab228a

r Block
¥ Block the connection when a threat is detected in a shared folder.

Unblock connections after [minutes]

I Black the connection when a file with a potentially unwanted
program iz detected in a shared folder.

QK | Cancel | Lpply I Help |

7. Blocking tab. Under "Message", check "Send the specified message ..." and type an
appropriate message to send. It is a good idea to include the computer name of the
CallPilot server in case the site has more than one CallPilot. Under "Block", for

"Unblock connections after", set to 15 minutes.

l’.,i- On-Access Scan Properties

Genarall ScriDtScanI Blocking Messages IHeportsl

Motify local users when detections ocour and specify what actions
cah be taken.

Ix

General
Settings

[ Messages for local users

@ ¥ Show the messages dialog box when a threat is detected and
al dizplay the specified text in the message.

Processes Accept the default message or lype a new message.

IVlrusS can Alert on CallPilat server cplab228a

[ Actions available to user
I Remove messages from the list
™ Wlean files
I Delete files

Ok I Cancel Apply Help
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8. Messages tab. Fill in the computer name into the message box. Uncheck "Remove
messages from the list" and "Clean files".

& On-Access Scan Properties x|

Genera\l EcriptScanl Blnckmgl Messages  Reporls I

Configure the logging of scanning activity. Specify the information
to be captured for each log entry.
General

Settings i Log fle

[ Enable activity logging and accept the default location for the log file

@ ar specify a new location.
Al IZDEFLDGDIHZ\DMccEssScanLng bt Erowse... |

Frocesses

[¥ Limit the size of lng file

HMaximum log file size [MB): 5 _l:
Log file farmat: Unicode UTFE] =

~What to log in addition to scanning activity

v Session settings

[ Session summary

Wiew Log

0K I Cancel | Apply | Help I

9. Reports tab. Set the maximum log file size to 5 MB. Check "Session settings" so that
setting changes are logged. Check "Failure to scan encrypted files". Click Apply to
save all the On-access scanning settings.

10. Click "All Processes" at the left.
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n-Access Scan Properties

Ix

Processes |Scan|tems| EHCIusions' Act\omsl

These tabe affect either all processes or those processes nat listed as
High-Risk or Low-Rigk Processes.

General
Seftings

. ' Corfigure one scanning policy for all processes.

" Corfigure different scanning policies for high-risk, low-risk, and default processes

Il on-access scanning iz performed using the same policy options.

’TI Cancel | Apply Help
11. Select the “Scan ltems” tab.

I

Dn-Access Scan Properties

Processes  5can ltems | Excluslonsl Actlonsl

@ @ Specify what items will be scanned.

General
Seltings [~ Gean Files
¥ when wiiting to disk ™ “when reading from disk.
@ ™ On network dives ™ Opened for backup
Al
Processes
[~ Wwhat to scan
o+ Al fles

" Diefault + additional file types (0] Additians.

I &lzo scan for macros in all files
" Specilied file types only (0] Specified.

[~ Hewristics

¥ Find urknown unwanted programs and tojans

¥ Eind urknown macro threats

[ Compressed files

™ Decode MIME encodzd files

Urwanted programs detection
’7|7 Dretect unwanted programs

0K I Cancel | Apply | Help I

12. Uncheck "When reading from disk". Uncheck "Opened for backup”. Check "Scan
inside archives". Click Apply.

13. Select the “Exclusions” tab.
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% On-Access Scan Properties

14. Click "Exclusions..."

{& Set Exclusions

L

Mem | EwcludeSubfolders | Read/wiie |

15. Click Add.
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2 Add Exclusion Item

x|

—What to erclude

W iflzo exclude subfolders

= By file age;
Access ype:

= By file type [can include wildeards * ar 7%

[ | sk |

{* By name/location [can include wildeards * o 7J;

Browse. . |

Minirmurn age in days:

M odified

[4

i

i~ Files pratected by Windows File Protection

=

—%when to exclude
v Onread

v Op write

T

Cancel

Help
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16. Select "Also exclude subfolders”, then click Browse and browse to C:\Program
Files\Common Files\McAfee\Engine and click OK. (Note: rather than browsing, you can
also simply carefully type the path into the name/location box.)

s Add Exclusion Item x|

What to exclude
¢ By name/location [can include wildzards * ar 7):

IE:\F‘nglam FileshCommon Fileshhd el

v &lzo exclude subfolders

" By file type [can include wildcards * or 7);

|— Selest |

" Bu file age:
Access type: timimum age in days:

[Modified = | =

" Files pratected by “windows File Protection

—Wwhen to exclude
¥ Onread

¥ On write

] 8 Cancel Help |

17. Then click in the name/location field, scroll to the right and append "**.dat" to the string.
(The double asterisk means "zero or more of any characters including back slash”. It
allows multiple depth exclusions.)

2 Edit Exclusion Item x|

—What to exclude
¥ By name/lozation [can include wildeards * or 7);

ID:nmmDn Files\M cfeehE ngine’™ dal] Browse. .. |

v Also exclude subfolders

" By file type [zan include wildzards * or 7

|— Select |

By file age:
Arccess type: Mikimum age in days:

[ Modified = | =

{~ Files protected by ‘windows File Pratection

—when to exclude
¥ Onread

¥ O write

0K I Cancel Help
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18. Click OK.

& Set Exclusions

E% Select files, folders, and drives to be excluded from scanning.

4]

Readuit

Edit... |
Bemove |
LClear |

| ¥ Help |

x|

19. Add the following exclusions in the same way:

C:\Windows\Temp\Test*
C:\Windows\Temp\wav*
C:\Windows\Temp\*tmp
C:\Windows\Temp\msg*
C:\CallPilot\*.trc
D:\Nortel\smtp\**.mim
D:\Nortel\smtp\**.inf

D:\Nortel\smtp\**.mOk (that's letter m, number zero, letter k)
D:\Nortel\smtp\**.iOk  (that's letter i, number zero, letter k)

D:\Nortel\smtp\**. mx1
D:\Nortel\smtp\**.ix1

C:\Windows\Temp\**avv.gem

x|

g% Select files, folders, and drives to be excluded from scanning.
Item | E. | Readnf| - Ok |
C:AProgram Files'\Common Files'\Modfe.. “ez FRead/wh
C:\windowsh TemphT est” Yer Fead/w Cancel |
C:WWindows\Temphway™ Mo Read™w)
C:Wwindowsh T emphtmp Mo Read/w add...
C:vwindows\Temphmag® Mo Readw
CACallPiloth brc Mo Read™ Edit... |
DM artelzmtph™. mim We:r Read™)
DM ortelsemtph™.inf e  FRead™™W) Bemove |
D:A\Mortelsemtph™. mik. ez  Read™) —
D:MMortelssmtph ™. 0k Yes Feadfwi Clear |
D:\Martelsemtph™. mxl Yes =

«

Read/ Wi«
| E

scrolling down

(exclude subfolders)

(exclude subfolders)
(exclude subfolders)
(exclude subfolders)
(exclude subfolders)
(exclude subfolders)
(exclude subfolders)
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& Set Exclusions x|

gg& Select filez, folders, and drives to be excluded from scanning.

Item | Exclude... | Fiead.n’\u\-ﬁil 0K I
C:vwfindowzh Temph "thp Mo Fead

C:\windowshTemphmeg” Mo Read Cancel |
C:vwindowshTemph T est” Ves Read
CWWwWindowsh T emplaway™ Mo Read Add.

ik,

1\ ortelhamb Yesz \ead S Edi... |
: il

DM ortelsmbph™ .m0k, Ves Read Bemove |

DM ortelsmbph™. mim Ves Read

DM ortelambph™. mxl e Read | Clear |

Covwfindowzh Temph ™ avy. gem Mo Fead i = —

4 | | _’I_ Help |

NOTE: On CallPilot High Availability systems, exclude the additional folder:
D:\Program Files\EMC AutoStart\<Domain Name>_<Computer Name>.

(Where Domain Name is the name associated with the HA pair and Computer Name is
the name of the specific node within that pair.)

20. Click OK.

f;i- Dn-Access Scan Properties ﬂ
Prncessasl Scan ltems  Exclusions IAclinnsl

@ @ Specify what items to exclude from scanning,

General
Settings ‘wihat not to scan

Exclude disks, files, and folders [13]

@ i Ewclusions...

All
Processes

oK Cancel Apply Help
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21. Select the “Actions” tab.

Ix

U}- On-Access Scan Properties

Prncessesl Scan \temsl Exclusions ~ Actions |

m @ Specify how ta respond when a threat is detected.

General
Settings ~hen a threat is found:
@ Perfoim this action first:
ICIean files automaticaly j
All ) A L
EEEses If the first action fails, then perform this action:

IDeny access to files j

—when an unwanted program is found:

Perfoim this action first:

Clean files automaticaly j

If the first action fails, then perfarm this action:

oK. I Cancel | Lipply | Help |

22. Under "When a threat is found”, under "If the first action fails..." set action to "Deny
access to files". Under "When an unwanted program is found", under "If the first action
fails...", set the action to "Deny access to files". (In case the AV software has a “false
positive” and flags a legitimate file as a virus, we wish to be able to restore the file.)
Click Apply.

23. Click OK.

{[g VirusScan Console 1Ol x|

Task Edit Wew Tools Help
& v m| Q6% B0 B2

Task. I Status I Last Result I Last Run
fccess Prokechion Enabled

m Buffer Owerflow Protection  Enabled

E Urwanted Praograms Policy Mo unwanted program categories are burned on. Mo user-defined detecti. ..

@ On-Access Scanner Enabled

@Quarantine Manager Policy  The guarantine Folder contains 0 items

U Full Scan Mot Scheduled

'ﬁ Autolpdate Daily, 5:00 PM The Upd... ‘Wednesday,

< | 2l
[virusscan Console 4
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24. On the VirusScan console, double-click "Access Protection”. On the "Access
Protection" tab, select "Anti-virus Standard Protection" on the left. Select Block and
Report options as shown below. Note: the rules may appear in an order different from
shown here. Check the rule text carefully!

14 Access Protection Properties x|

Access Protection IReports |

Access Protection Rules

Uze access protection rules to protect your zystem’s access points and prevent termination of McAfee processes.

¥ Enable access protection

Categories Block | Heportl Rules
Anti-vinug Standard Protection o +f Prevent regiztry editor and T agk Manager from being dizabled
Anti-ving Maximum Protection Prevent user nights policies from being altered
Anti-viruz Outbreak Control Prevent remote creation/modification of executable and configurati
Common Standard Protection + + Prewvent remate creation of autorun files
Common M aximum Protection o +f Prevent hijacking of [EXE and other executable extensions
Wirtual M achine Protection - Frevent *Windows Process spoofing
| ser-defined Fules b |4 | Prevent mass mailing warms from sending mail
o +f Prevent IRC communication
o +f Frevent uge of titp.exe
1] | 2l

< | ] Edt.. | Deee Hew. |

¥ Prevent Mcafes services from being stopped

ok | Cancel | Apply | Help |

25. Select "Prevent mass mailing worms from sending mail" and click "Edit...". Then, under
"Processes to exclude”, insert "nmimasrv.exe, cppwdchangeserver.exe, w3wp.exe"
followed by a comma, into the list. Then click OK. Note: McAfee sorts this list, so if you
later display the list of processes, it will have been sorted alphabetically and nmimasrv
will no longer be at the beginning of the list.

Rule Details x|

Rule Mame:

I Prevent mass mailing worms From sending mail

Processes to include:

e

=
£l

Processes to exclude:

&

nmimasrv.exe, cppwdchangeserver.exe, wiwp.exe, agent.exe, amgrsrvo,exe,
aparhe.exe, ebs.exe, eudora.exe, explorer.exe, firefox.exe, firesve.exe, iexplore.exe, - |

Ok I Cancel |
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26. Select "Anti-virus Maximum Protection” at the left, then set the Block and Report
options as shown below:

1% Access Protection Properties 5[

Access Protection IReports |

—Access Protection Rules
Uge access protection rules to protect vour system’s access points and prevent termination of MoAfee processes,

¥ Enable access protection

Categories Block, | Heportl Rules

Anti-vinug Standard Protection El Prevent svchost executing non-Windows executables

Linti-vinug Magimum Protection o +f Protect phonebook, files from pagzword and email address stealers
Anti-virug Outbreak Control - Prevvent alteration of all file exten

Commen Standard Protection |
Comrman M aximurn Pratection
Wirtual Machine Pratection
Uszer-defined Rulez

1 | |
< | ] Edi.. || Dekie Hew. |

¥ Erevent Mcafes services from being stopped

(o4 I Cancel | apply | Help |

27. Select "Anti-virus Outbreak Control" at the left, then set Block and Report options as
shown below:

14 Access Protection Properties 1[

Access Protection |Rep0rts I

~Access Protection Rules
Uze access protection rules to pratect pour system’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Categaories Block | Heportl Rules
Anti-virus Standard Pratection Make all shares read-only
Anti-vingz Masimum Protection Block read and wite access to all shares

Anti-virug Outbreak Control
Common Standard Protection
Cammon b aximum Protection
Wirtual Machine Protection
User-defined Rules

Delete Iew... |

K il

[ Erevent Mcifes services from being stopped

Ok Cancel Apply Help
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28. Select "Common Standard Protection” at the left, then set Block and Report options
as shown below:

¢ Access Protection Properties il

Access Protection |Rep0rts |

Access Protection Rules

Usze access protection rules to pratect pour system’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Categories Block | Heportl Rules

Anti-virug Standard Pratection Kl Kl Frevent modification of Modfee files and settings

Anti-viruz Marimum Pratection o o Prevent modification of Mcfee Common Management Agent files .
Anti-viruz Dutbreak. Contral + + Frevent madification of McAfee Scan Engine filez and settings

Common Standard Protection
Carnron b agimurn Protection
Virtual Machine Protection
User-defined Rules

Frotect Mozilla & FreFox files and settings
Frotect Internet Explorer settings
i tian of Br

Frotect network. settings
~ Frevent cammon pragrams from running files from the Temp folder

o o Prevert termination of Modfes processes
< | |
« | ] Edt. | Dol Hew. |
¥ Prevent Mcifee services from being stopped
oK I Cancel | Apply | Help |

29. Select "Common Maximum Protection” at the left, then set Block and Report options
as shown below:

14 Access Protection Properties 1[

Access Protection |Rep0rts I

~Access Protection Rules

Uze access protection rules to pratect pour system’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Blockl Heportl Rules
Frevent programs registering to aukorun

Categories
Anti-vingz Standard Protection

Anti-virug Marimum Pratection
Anti-vinuz Outbreak, Contral
Cammon Standard Protection
Cammaor m P .
Wirtual Machine Protection
User-defined Rules

Frevent programs registering az a service

Prevent creation of new executable files in the ‘Windows folder
Frevent creation of new executable files in the Program Files folder
~ Frevent launching of files from the Downloaded Program Files folde

Prevvent FTP communication
Prevvent HTTF communication

1] | |
« | ] Edt. | Delie Hew. |

¥ Erevent McAfes services from being stopped
oK I Cancel Apply Help
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30. Select "Virtual Machine Protection” at the left, then set Block and Report options as
shown below:

¢ Access Protection Properties il

Access Protection |Rep0rts |

Access Protection Rules
Usze access protection rules to pratect pour system’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Categories Block | Heportl Rules

Anti-virug Standard Protection o Prevent Termnination of Wi are Processes

Anti-viruz Marimum Pratection o Presvent modification of Y are 'Work station files and zettings
Anti-viruz Dutbreak. Contral Kl Frevent madification of %M are Server files and settings
Common Standard Protection + Prervvent modification of YMW are virtual machine fles

Carnrnon b asimurn Protection
irkual b e Protection
User-defined Rules

< | |
« | ] Edt. | Dol Hew. |

W Prevent Mcdfee services from being stopped

oK I Cancel | Apply | Help |

31. Select "User-defined Rules" at the left. There should be no user-defined rules, as
shown below:

%4 Access Protection Properties 5[

Access Protection |Rep0rts |

— Access Protection Rules

Use access protection rules to protect your system’s access points and prevent termination of McAfee processes.

¥ Enable access pratection

Categories EBlock | Feport | Fulez
Anti-viruz Standard Protection
Anti-vinus Mazimum Protection
Anti-virus Outbreak Contral
Common Standard Protection
Cormrmon Masimurn Protection
Wirtual M achine Protection
User-defined Rules

4| |
< [ 0| Edi.. || Dek

V¥ Prevent Modfee services from being stopped

o4 | Cancel Apply Help

32. Click "Apply" to save all Access Protection changes.
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33. Select the "Reports" tab.

g Access Protection Properties

x|
Access Protection  Reports |
% Configure the logging of attempts to violate access pratection
i~ Log File
v Enable activity logging and accept the default location far the lag file or specify a:
inew location
IXDEFLDGDIH%\AccessProtectionLog.txt Browse... |
[V Linit the size of log file
M arimum log file size [MEB]: 1 _:I
Log file farmat;: Unicode [UTFS] 'l
Wiew Log |
Ok I Cancel Apply Help
34. Click OK.
{[g VirusScan Console 1Ol x|
Task Edit Wew Tools Help
= | @] 25 8%
Task I Status I Last Result I Last Fun
3 Access Probection Enabled
verflow Protection JSgtlel=]
@ Unwanted Programs Policy Mo unwanted program categories are burned on, Mo user-defined detecti...
t‘; On-Access Scanner Enabled
@Quarantine Manager Policy  The guarantine Folder contains 0 items
E; Full Scan Mot Scheduled
ﬁ Autolpdate Dhaily, 5:00 PM The Upd... Wednesday,
al | i
|\p'iru55can Console

4
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35. On the VirusScan console, double-click "Buffer Overflow Protection".

& Buffer Overflow Protection Properties =
Buffer Owerflaw Protection | Reports |
Buifer overflow protection prevents exploited applications from executing
arbitrary code on your computer.
i~ Buffer overflow settings

[+ Enable buffer overflow protection:

= Warning mode

{* Pratection mode
¥ Show the messages dialog box when a buffer overflow is detected

i~ Buffer overflow exclusions

Three pieces of information are needed to define an exclusion for the buffer overflow
pratection: the process name, the AP being called and the module that owns the
wiritable memory that iz making the call. The module and AP values are optional. The
AP value iz required if a module iz specified. These three pieces of infarmation can
be found in the 0AS messages dialog box, the log file, or the ePO event. ‘Wildcards
are not allowed for any field.

Process | todule | AP |

Add.. Edit.. Bemove
oK I Cancel Aol Help
n n
36. Select the "Reports" tab.
kjc Buffer Overflow Protection Properties x|

Buffer Overflow Protection  Reports |

% Conligure the logging of buffer overflow activity

~Lag File

[V Enable activity logging and accept the default location for the log file or specify a
inew location.

|XDEFLDGDIHX\B ufferdverflowProtectionlog bt Browse... |

¥ Limit the size of log file

Maximum lag file size [MB): 1 _:I

Log file format: IUn\code [UTF&] ‘l

Wiew Log |

O I Cancel Apnly

Help
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37. Click OK.

= YirusScan Console - 10| x|

Task Edit Wiew Tools Help

2] o m| G % 2|3 829

@Quarantine Manager Policy

Task. | Status | Last Result | Last F.un
Access Protection Enabled

m Buffer Crverflow Protection  Enabled

. |nwanted Programs Pr Mo unwanted program categories are kurned on. Mo user-defined detecti,..

@ On-Access Scanner Enabled

The quarantine Folder contains O items

E; Full Scan Mot Scheduled

ﬁ AutoUpdate Daily, 5:00 PM The Upd... ‘Wednesday,

1] | |
|\-'irusSu:an Caonsole o

38. On the VirusScan Console, double-click "Unwanted Programs Policy" and click to

select all checkboxes:

E} Unwanted Programs Policy 5'

Scan Items |User-DeFined Detection I

unwanted programs to detect in your environment. This policy

@ Urwanted programs policy allows vou to configure categories of
must be enabled here and in each scanner individually.

r~ Detections from DATs

Select categories of unwanted programs to detect;

Adware

Remate Administration Tools
Dialers

Pazzword Crackers

Jokes

Keyw Loggers

Other Potentially Urwanted Programs

~ Unwanted program exclusions

Don't detect specified detections (]

Ercluzions... |

oK I Cancel

I Apply | Help I
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39. Select the "User-Defined Detection” tab

E} Unwanted Programs Policy 5'

Scan Items User-Defined Detection |

Configure uzer-defined urwanted programs. The list of urwanted
programs is defined here, but detection of urwanted programs
must be enabled or dizabled zeparately for each scanner.

- Uzer-defined detections

Thesge are the detections that vou define yourzelf bazed on the
filename.

Filename | [rezcription |

Edit.... Bemove

oK | Caricel Apply Help

40. Click OK.

Uz YirusScan Console -0l x|

Task Edit Yiew Tools Help

e m| Ra %] 20 B2

Task | Status | Last Fesult | Lask Run

_! Access Prokection Enabled

|] Buffer Owerflow Protection  Enabled

E Urwanted Programs Policy 8 unwanted program categories are turned on, Mo user-defined detectio...
@ On-Access Scanner Enabled

The quarantine Folder contains O items

“Ouarantine Manager Palicy

ﬂ Full 5can Mok Scheduled

ﬁ Aukollpdate Daily, 5:00 PM TheUpd... ‘Wednesday,

1] | |
|'u'iru55can Zonsole 4

41. On the VirusScan Console, double-click "Quarantine Manager Policy". The
Quarantine folder will be C:\Quarantine if the AV software was installed on the C drive
(CP5 and later) and D:\Quarantine if the AV software was installed on the D drive (CP4).
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ntine Manager Policy x|

Palicy | Manager I

Configure the lozation of the quaranting directory and autamatically delete quarantined
itemz after the specified number of daps.

Buaranting Directory: Accept the default location for the quarartine directony
or zpecify a new location.

Browse... |

v Automaticaly delete quarantined data after the specified number of days
Mumber of days to keep backed-up data in the quarantine directon:

28 =

[0]'4 I ancel Aply Help

42. Select the “Manager” tab.

PY Quarantine Manager Policy |

Policy ~ Manager |

These items were backed up before they were cleaned or deleted by the on-access
or on-demand scanner. Right-click an item to access advanced options. Y'ou can
take action on each itemn to rescan, check for false positive, restore, delete, ar view
properties.

Time Quarantined | Detection Type | Detected as | Nurmber of objects | DAT Yersion | Engine

< | i

oK I Cancel apply | Help |

43. Click OK.
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44. Now run a complete "On-Demand" virus scan to check for any pre-existing infection.
The scan may take up to 2 hours on a 201i. (You can skip this step if there is no
chance the server could have become infected.) In the VirusScan Console, double-click
"Full Scan".

Uz YirusScan Console -0l x|

Task Edit Yiew Tools Help

EELE R EEEER]

Task | Status | Last Fesult | Lask Run
_! Access Prokection Enabled

|] Buffer Owerflow Protection  Enabled

E Urwanted Programs Policy 8 unwanted program categories are turned on, Mo user-defined detectio...

@ On-Access Scanner Enabled

@Quarantine Manager Policy  The quarantine Folder conkains 0 items

' Mok Scheduled

ﬁ Autollpdate Daily, 5:00 PM The Upd... Wednesday,

1] | |
|'u'iru55can Zonsole 4

45. Click "Start".

¥ On-Demand Scan Properties - Full Scan

X
Task Help
Scan Locations | Scanltemsl Exclusionsl Performancel Actionsl Hepoltsl
w Specify where scanning takes place. Cancel |
Apply |
Item name | Tupe

Memorny for rootkits Memary &I

g Running processes Memary
¢ &lllocal dives Lacal drives Rezet to Defaultl
Save az Default |
Add.. Edit... Femove Schedule... |

r~ Scan options

p Help |

¥ Include subfolders
¥ Scan boot sectors

During verification, scan took 1 hr, 5 min on 600r at 100% CPU loading.

46. If no virus was found on the server, after the scan is completed and you have updated
the CallPilot server with the latest OS Security PEPs, you can safely connect the ELAN
and CLAN networks.
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47. Now configure automatic virus definition updates:

VirusScan Console - Tools - Edit Auto Update Repository List - Proxy Settings tab. The
default setting (Use Internet Explorer proxy settings) is likely to be acceptable in order to
download definition files directly from the McAfee site. If you are distributing definitions

from an internal site, please configure the settings accordingly by consulting the McAfee
documentation as needed. Click OK.

% Edit AutoUpdate Repository List

Fepositaries  Frowy settings I

2
" Don't uge a proky Exceptions... |

& Usze Intemet Explorer prowy settings

™| &l wsen ko configure prosy setings Configure..

" Manually configure the prowy settings

Addrezs Bt
Hite | |
ETF | |

[ Usge authentication far HTTP

HTTFE user name: I
HTTE passward: I
HTTE confir passward: I

[™ Use authentication for FTP

ETF user, mame:

FTF passward:

ETE canfirm password: I
ak. I Cancel | Help |

48. On the VirusScan Console, double-click "AutoUpdate".

x
-i_EE'  AutcUpdate tasks update DAT files and scan engines for all MoAfee products
[/ on thiz computer.
r—Log File
IXDEFLDGDIHX\UpdateLog.txt Browse... |
Log file format: IUnicode [UTFa] 'l

~ Update Options
V¥ Get newer detection definition files if available
¥ Get newer detection engine and dats if available

[+ Get other available updates [zervice packs, upgrades, etc.]

~ Update Options

Enter the executable to be run after the Lpdate has completed:

I Erowsze. .. |

[~ Only run after successful update

Schedule... | Update Mow |

Cancel | Lippli | Help |
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49. Click "Update Now" and ensure that VirusScan can access the definition repository.
Note that proper configuration of CallPilot CLAN networking parameters, including DNS

settings, is necessary for this to work. If the repository cannot be reached, resolve this
problem until it works.

Mcafee AutoUpdate

Update in Progress

Pleaze wait for update ta finigh,..

Starting update session.

Checking update packages from repository NalHtp.

Initializing update...

‘Wenfying catalog.z.

Extracting catalog.z.

Loading update configuration from: catalog.=ml

These updates will be applied if they are in the repository: Engine, DAT, VSCANCEU1O
Downloading PkgCatalog.z.

< | i

Caneel |

50. The definition update may take quite a long time (over %2 hour) if the definitions have
changed greatly since the current definitions. During this time, CPU usage can be very
high. Be patient. Once the update has completed successfully, Click the "Schedule..."
button. Ensure "Enable (scheduled task runs at specified time)" is checked.

Schedule Settings |
Task |Schedule |

- Schedule Settings

v Enable [zcheduled task rung at specified timef

[~ Stap the task if it rns for:

ID _|::‘ Hours
I1 _lj inutes

 Uzer Account Settings

@ Uszer
|

Domain:

Paszword:

Ok I Cancel Apply Help
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51. Select the "Schedule" tab. Avaya recommends that definitions be updated at least once
per week, but no more often than once per day. McAfee releases DAT files every day
between 11am and 3pm US Central time. Set the update to occur at a time when
system load is expected to be very low to ensure that normal CallPilot server operation
is less likely to be impacted — the evening is usually a good time. It can take up to 20
minutes to update the definitions.

Note: If you plan to set up a regular scheduled virus scan, it is a good idea to coordinate
the update time so that the update process will be complete prior to the scheduled scan
so that the scan is carried out using the most up-to-date definitions. Uncheck the box
"Run if missed" (Otherwise, this could result in the operation being done at a bad time.)
Set the randomization interval to 0 hours, 10 minutes.

schedule Settings x|

Task  Schedule |

[§® Run tazk: Start Time:
| Daily | [or-00Pu =] € UTC Time
& | ocal Time
¥ Enable randomization: ID _:li Hours

I _|j Minutes
™ Runif missed

Delawmizsed tashk Gy |5 _|j Minutes

Schedule Task Daily

Eveny:

I-I _:| Daps

Advanced... |
(6] 4 I Cancel Apply | Help |

52. Click OK. Click OK.
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53. Now configure a periodic, scheduled full virus scan. On the VirusScan Console, double-
click "Full Scan".

{5 ¥irusScan Console _1O| =]

Task Edit Yiew Tools Help

g m| B x| #lo| 8|

Task | Status | Last Result | Last Fun |
Access Probection Enabled

g Buffer Overflow Protection  Enabled

E Unwanted Pragrams Policy & unwanted program categories a...

@ On-Access Scanner Enabled

@Quarantine Manager Policy  The quaranting Folder contains Qit...

' Mot Scheduled Mokhing Found wednesday, September 30, 2009 ...

Autolpdate Duaily, 7:00 PM The Update succeeded  Thursday, October 01, 2009 5:34...,
|\-'irusScan Console S

¥+ 0n-Demand Scan Properties - Full Scan

Task Help

Scan Locations | Scan \lamsl Exclusiunsl Perfurmancel Actiunsl Hepurlsl

o
=

x|
@ Specify where scanning takes place. Cancel |
Apply |
Item name | Type |
o e temary Start |
< Rlunning processes temary
' Alllocal drives Laocal drives Besetta Defaultl
Save az Defalt |
Add... Edit... Remave Scheduls... |
~ Scan options Hel
¥ Include: subfalders 4|§ P
¥ Scan boot sectors

Click to select “All local drives” and click “Edit...".

Edit Scan Item x|
Itern to scan:
Al local drives j

tdernaory for roothkits
Running processes
Reagiztered Files

ty computer

Al local drives

e or

All removable drives
Al mapped netwark, drives
Home folder

Usger profile folder
Windows folder

[ B
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In the “Edit Scan Item” window, select “All fixed drives” in the drop-down box. This will
cause all hard drives to be scanned, but VirusScan will not scan removable drives.
Otherwise, if an error occurs reading a CD or floppy disk, the AV scan or even CallPilot
operation might be impacted. Also the time needed for a full scan could increase
significantly. Click OK.

Y= On-Demand Scan Properties - Full Scan x|
Task Help
Sean Locations | Scan Items | Exclusions | Performance | Actions | Reports | 0K, |
w Specify where scanning takes place. Cancel |
Apply |
Item name: | Type |
g Memary for raotkits Memory Start |
g Running processes Memory
e Al fived drives Fixed drives Resetta Defaultl
Save as Default |
Add... Femaove Schedule... |
— Scan options Hel
IV Include subfolders —Ig P
V¥ Scan boot sectars

These guidelines will show how to set up a full virus scan every week. This full scan of
all local drives will take many hours and will have a significant performance impact on
CallPilot, therefore it must be done during off-hours, e.g. on a weekend.

McAfee also allows memory-only scans ("Memory for rootkits" and "Running
processes") to be scheduled, without scanning local drives. In addition to a periodic full
local drive scan, the customer may choose to perform more frequent memory-only
scans (e.g. daily) -- these take less time (approx 2-5 minutes) and have less system
impact, however they still should be done only at off-peak hours.
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54. Select the "Scan Items" tab.

#¢ On-Demand Scan Properties - Full Scan

i B Bl Y

55. "Exclusions" tab -- no exclusions are required for the on-demand scan.

¥ On-Demand Scan Properties - Full Scan
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56. Select the "Performance" tab.

¥ On-Demand Scan Properties - Full Scan

x|
Task Help
Scan anahnnsl Scanltamsl Exclusions Perfomance |Actinns| F\epnltsl
w Specify additional options to improve perfarmance far the Cancel |
USET.
Apply |
—Scan Deferal Options

™ Defer scan when using battery power &I
I Defer scans during presentations Resetto Defaultl
I~ User may defer scheduled scans Save az Default |
= Schedule... |

Defer at most [1-24 hours, O=forewver) IU _|;
Help |

~ System utilization
= - 100%
0% J 100:

—Heuriztic netwark check for suspicious files

Senszitivity level I Dizabled -

57. Click and drag the "System utilization" slider to the 70% mark (4th tick from the right).
(A complete AV scan on a 201i will take about 4.5 hours with this setting, assuming
DATEMP is clear. Setting a lower percentage will cause it to take longer -- which could
be problematic. Setting a higher percentage could result in poor response time for any
callers who access the system during the scan.) NOTE: even with this set to 70%, the
scan32.exe process seems to consume over 90% of the system CPU during a full scan.

58. Select the "Actions" tab.

¥& On-Demand Scan Propetties - Full Scan
Task Help

o
=

R |

Scan Locatlonsl Scanltemsl Ekcluslonsl Performance  Actions |Heports|
@ Specify how ta respond when a threat iz detected. Cancel

Apply

~When a threat is found:
Perfarm this action first: Start
[ - |
BReset ta Default
If the first action failz. then perform this action

IEonlmue sCanning j St EsUE R
X Schedule..
i when an unwanted program is found:
Perform this action first: Help
ICIean d

If the first action Fais, then perform this action;
IConlinue sEanhing j

~ Allowed actions in Prompt dialag box
¥ Clean file
¥ Delete file

Avaya Page 95 of 183



59. Under "When a threat is found”, under "If the first action fails...", select "Continue
scanning". Under "When an unwanted program is found", under "If the first action
fails...", select "Continue scanning”.

60. Select the "Reports" tab

¥ On-Demand Scan Properties - Full Scan

x|
Task Help

Scan Locations I Scan ltems | Exclusions I Perfarmance | Actions  Reports I

Configure the logging of scanning activity. Specity the Cancel

information to be captured for each log entry.
Apply
~Log File

¥ Enable activity logging and accept the Wiew Log I Start |

default location for the log file or specify
3 new location.
BReset ta Default

IZDEFLDGDIHZ\DnDemandScanLog.txt Brawse. |
Save as Detault

¥ Limit the size of log file

Schedule...

)
adil

Marimum log file size [MB):

Log file format: IUnicude [UTF3) hd Help

~what to log. in addition ta scanning activity
¥ Session sellings

¥ Session summary

¥ Failure to scan encippted files

61. Set the maximum log file size to 5 MB. Check the box "Session settings".
62. Click Apply to save all the on-demand scan properties.
63. Click "Schedule..."

Schedule Settings x|

Task. | Schedule I

—Schedule Settings

V¥ iEnable [scheduled task runs at specified time}

¥ Stop the task if it nns for;

I'ID _I; Haurs
ID _|::' Minutes

r— User Account Settings

% User:
|

Diomain:

Pazsword:

(04 I Cancel Al Help
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64. Select "Enable (scheduled task runs at specified time)”. (You may, optionally, also
set a time limit here to ensure the scan is terminated before a busy time period -- the
time limit should be chosen according to when the scan is being scheduled and when
traffic is expected to ramp up.)

65. Select the "Schedule" tab.

x
Task  Schedule |
|’::=" Run task: Start Time:
[wieskly | [omo0pu =] € UTCTime
& Local Time
[~ Enable randomization: ID _I:: Hours
I‘I _,::' ifutes
™ Run if missed
[relay mizzed task by |5 _,::' Finutes
Schedule Task Weekly
Eveny: I‘I _,::' Weeks
[ Monday [ Tuesday [ wednesday
[ Thursday [ Friday ¥ S }f
[ Sunday
Advanced... |

OF I Cancel | Apply | Help |

66. Pick a time for the scan when the load on the CallPilot server is expected to be low for
the duration of the scan. Scans can be done daily, every few days or weekly. The day
of the week can be selected.

67. If you click the "Advanced" button, you will see options to end scanning at a specified
date or to repeat the task periodically. Neither of these options are recommended for

CallPilot.

=
Stant Date [T/ 272005 ]
I~ EndDate: [107 272009 =l

[~ Bepeat Task

Eweny
|1 j IHours j

Liratl:

% Ti - =]
# Time |12.DDAM = [Lacal

) Duration: ID _I;' Hiaurs
|1 _I; finutes

ak I Cancel Help
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68. Click OK. Click OK. Click OK.

69. Now we must configure a workaround to that the McShield on-access scanning process
runs at normal priority rather than high priority. (Otherwise, the McShield process can
starve CallPilot application processes of CPU for many seconds under certain
circumstances — this can result in a system outage that may not be recovered
automatically.)

70. First, temporarily disable Access Protection. On the VirusScan Console, right click
Access Protection and select “Disable”. (otherwise the registry change needed will be
blocked by the Common Standard Protection rule "Prevent modification of McAfee files
and settings".) NOTE: use care when updating the registry.

&’ Registry Editor =10l =l
Eile Edit Wiew Favorites Help
D ePolicy Orchestrator d Mame | Type | Data =
D McTray (DeFauIt) REG_SZ {walug nat sst)
=1 ¥5Care nlert_numShowList REG_DWWORD 0x00000001 {13
-0 Alert Client | | [88]Alert_ExcludsCookies REG_DWORD 0%00000001 {13 —
(] Detect AIert_LocaIMessage REG_5Z WirusScan Alert on CallPilat s
-0 MePaL [R8)Alert_MaxalertsCount REG_DWORD O000003eE {10003
- mcysstmp [RH] alert_Maxalertsih REG_DWORD 0x000003e8 {1000}
I}]g E:PACCBSS S nlert_Usersc.anclean REG_DWORD 000000000 {0}
[ BehaviourBlocking nlert_UsersCanDeIete REG_DWORD 000000000 (0)
E‘D McShisld AIert_UsersCanQuarantine REG_DWORD 000000001 (13
a Configuration nlert_UsersCanRemove REG_DWORD 000000000 {0}
{20 Seript Scanner B]bappiytion REG_DWORD 0x00000001 (1)
-0 Microsoft bDenyFIoppyMountIFInfe... REG_DWWORD 000000000 {0)
[#-{Z1 MBsm_F.amkey - bDisabIeScanning REG_DWORD 000000000 {0} -
« | _|J il | _lJ
|Mv ComputeriHKEY LOCAL_ MACHINELSOFTWAREYMcAFeelYSCorelOn Access ScanneriMeshieldConfiguration o

71. Start - Run, type regedit.exe. Browse to My
Compute\HKEY_LOCAL_MACHINE\SOFTWARE\McAfee\VSCore\On Access
Scanner\McShield\Configuration.

72. With the "Configuration” key selected, under the "Edit" menu, select "New", then

"DWord value".

&:" Registry Editor o ] |
File Edit Wew Favarites Help
: Ea Configuration ;I Mame Type Data :I
(0 Default (8] smaathwritesTime REG_DWORD 000000001 1)
{0 High [3B)szL agFileMame REG_SZ DEFLOGDIR\Cnifccesss
) (3 Low szTaskName REG_SZ On-Access Scan
(3 Seript Scanner [##]ucioseDela REG_DWORD 0x000001F4 (500)
':'"g Microsaft (28] ukilabytes REG_DWORD 0x00000064 (1007
S"{:I EB:m—ia;“Ke"_ . [RH]UseavvDats REG_DWORD 000000001 {13
= (SR nd SSOClares h
.03 Nortel [&H]wDate REG_DWORD 000000000 {0}
i oDBC (28] wFlags REG_DWORD 0%00001000 {4096}
) [¥]workaroundallocateCOR..,  REG_DWORD 0x00000001 {13
-] Persits Software >
1.0 Policies 8] workaroundallacateFlop. ..  REG_DWORD 0%00000001 (1)
{2 Pragram Groups B]wTaskType REG_DWORD 000000001 {13
-7 Schlumberger wTime REG_DWORD 000000200 (512)
{1 Secure e value #1 REG_DWORD 000000000 {03 =
-] Sybase j 4| | »
Iy ComputeriHKEY _LOCAL_MACHINE\SOFTWARE McAFeelYSCorelOn Access ScanneriMeshield) Configuration o
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73. Replace the text "New Value #1" with "runatnormalpriority".

Registry Editor _ ||:I|ﬂ
File Edit Yiew Favorites Help
] Ea Configuration ﬂ Narme Type Data A
{1 Default [88] smackhiwritesTime REG_DWORD 0500000001 {13
i szLogFiIeName REG_SZ “%DEFLOGDIR %%\ 0OnAccesss
. szTaskName REG_3Z On-Access Scan
-~ Seript Scanner [88]ucios=Delta REG_DWORD 05000001F4 (500
D"g Microsoft 8% uilabytes REG_DWORD 000000064 {1007
SD :B:m—ia:my_ : [88]UseavvDats REG_DWORD 000000001 {13
0 Nzr:ﬁr ssonates 2] wDate REG_DWORD 500000000 {0
&0 oDBe [8%] wFlags REG_DWORD 000001000 (4096
-] Persits Software WorkAroundP.IIocateCDR... REG_DWORD 000000001 (1)
(-2 Policies WorknroundAIIocateFlop... REG_DWORD 000000001 (1)
{23 Program Groups B wTaskType REG_DWORD 0500000001 {13
B3 Schlumberger 28] wTime REG_DWORD 000000200 (512)
-7 Secure runaknormalprioricy] REG_DWORD 000000000 (0} -
-0 Swhase = | »
|My ComputeriHKEY _LOCAL_MACHINEYSOFTWARE McAfeelwSCorelOn Access ScannatiMeShield)ConFiguration 4
74. Double-click the new value and set it to 1.
Edit DWORD Yalue 21|
Walue name:
Ilunatnormalprinrit_l,l
Walue data: Bage
|1 ' Hexadecimal
" Decimal
ok I Cancel
75. Click OK.
=10fx]
File Edit Wew Favarites Help
: =4 Configuration & | | Mame Type Data -]
8] smoothwritesTime REG_DWORD 0%00000001 (1}
[aB]szLagFiletame REG_SZ *%DEFLOGDIR 340N
szTaskNarne REG_SZ On-Access Scan
_ [f8]uCioseDeka REG_DWORD 0x000001F4 (500
E:'"g Microsaft [R8]uKilobytes REG_DWORD Ox00000064 (100)
S"{“_"I EB:m—ia;“Ke"_ X [R8]UseavyDats REG_DWORD 0%00000001 (1)
i oty o 3] wDaks REG_DWORD 000000000 (1)
& obBC [RH]wFlags REG_DWORD 000001000 (4096}
530 Persits Software [E8]workaroundallocateCOR.,.  REG_DWORD 0x00000001 (1)
5 Policies [@8]workaroundallocateFlop...  REG_DWWORD 0x00000001 {1
23 Program Groups wTaskType REG_DWORD 000000001 (1)
-0 schumberger [R8]wTime REG_DWORD 000000200 (512)
[ Securs T runatno REG_DWORD 0x00000001 (1) =
-] Sybase j .| | »

|Mv ComputeriHKEY _LOCAL_MACHINE|SOFTWAREYMcAFeelYSCorelOn Access ScannerMcShisldh Configuration

76. Close regedit

77. Now re-enable Access Protection. On the VirusScan console, right click Access

Protection and select “Enable”.
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Testing

Once you have configured McAfee VirusScan, you should test that it works. Of course, you do
not want to use a real virus. There is a "test virus" available for download from
http://www.eicar.org.

This is not a real virus, however it is detected as one by your antivirus software. This allows
you to check the proper configuration of your virus protection and alerting. Also, you should
periodically check to ensure that virus definitions are being properly updated automatically.

Y& VirusScan On-Demand Scan Progress - All local drives

Scan Detection Help

_ _ _ . Bauge |
% @ E top |

Properties |

Scanning in: I
Eile:l
Frogress
Mame | In Folder | Detected Az | Detection Type | Status |
@ SICarL Com c:hemp EICAR test file Test Moved [Clean...
Cancelled, vius detected Time: 0:0%52 |Scanned: 115990 | Detections: 1 i
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Issues that may be encountered

Services not starting after reboot.

When a CallPilot server reboots, many CallPilot services must start up. Multiple McAfee
processes also start up, initialize themselves and start running after a reboot. After being
started, a CallPilot service must respond within a 30 second timeout. On less powerful servers
(e.g. the 201i), one or more CallPilot services might not start up automatically. McAfee seems
to create some additional system load during the startup period resulting in services taking
longer to start up.

This problem seems to occur most often in the initial reboots following McAfee installation and
definition updates. Once the system is fully initialized and updated, the problem seems to
happen less frequently.

If a given service does not start, it can be started manually using the Windows Services applet.

If the problem persists, here are a few things to try (these have not been proven to solve the
problem, however):

1. Try defragmenting the C and D partitions. (Windows Explorer, select drive, right-click
Properties, Tools tab). This may speed up program loading slightly

2. Wait before logging in at the Windows console. Logging in during system bootup just
adds even more load and slows startup down even more.

Full Scan takes too long

On certain CallPilot platforms (e.g. the 201i), a full anti-virus scan can take many hours. The
scan needs to be scheduled so it completes before CallPilot traffic increases the next morning.
If the scan takes too long, it may be difficult to find a low traffic period long enough to allow the
scan to run.

1. Remove any unneeded large temporary files. For example, large CallPilot PEPs are
often saved under D\TEMP or on the desktop (of any of the Windows userids). These
tend to be large compressed files that take a long time to scan. Delete any such files
that are not needed.

2. If large files must be retained, define exclusions in the full scan to avoid scanning them
(see the screen for step 55 above).

CallPilot slow performance
1. Using Start — Programs — Administrative Tools - Local Security Policy check under
Security Settings — Local Policies — Audit Policy. Ensure that “Audit Privilege Use” is
set to “Failure” and is not set to “Success, Failure”. (This audit can result in slow
performance for hours or days following an AV scan since it results in a very large
number of security event logs that need to be generated and processed.)
2. Check that an AV scan or a definition update in not active.
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VirusScan Log Files

By default, VirusScan log files are stored on the C drive, in the folder shown below:

i Documents and Settings", sers' Application Data'Mcafe -
& D k d Setti WAl L ' Application DataMcAf O] %
File Edit \iew Faworibes  Tools  Help | ;ﬂ'
OBack N B T | - Search | “7 Faolders | & [ X ) | (-
Address I]j C:\Documents and Settingstall Userstapplication DataiMoAfee\DeskiopProtection j @0
Falders * || Mame = | Size | Type | Date Modified | Akkribute
# Local Disk (C:) ;| [liaccessProtectionlog.bxt | 22KE Text.. 10/16/2007 1:... &
1 [ callpilot E] BufferCOverflowProtectionLog.bxt 1 KB Text... 10f16/2007 1:... A
1 [ Documents and Settings E] OnAccessScanlog.bxt 6KE Text.. 10/16/2007 1:.. A
[ Administrator E] OnDemandscanLog,txt SKE Text.. 10/14/2007 1., A
= ) All Users E) updateLog.kxt ZOKE Text.. 10/15/2007 10... A
= I Application Data
) Adobe
= 1) Meafes
I Common Frai
I DesktopPrate =
Larm B . P .
B = " [ 3]

The operation of the Access Protection feature is shown in the AccessProtectionLog.txt file as
shown below. The “V” tray icon at the bottom right of the Windows desktop will have a red
background if something gets written to the AccessProtection log file.

B AccessProtectionLog.txt - Notepad - 1Ol x|
File Edit Format Wew Help
password and email address stealers Action blocked : Read -:J
10162007 3:16:09 AW would be blocked by Access Protection rule (rule is currently
not enforced) NT AUTHORITYSSvSTEM CinwFrogram FileshOCs Inwventory Agenthocsinventory.exe
i Documents and settingshDetfault UserhLocal SettingshTemporary Internest
Files“Content.IES N index.dat ANTi=wirus Ma<imum Frotection:Protect cached files from
password and email address stealers Asction blocked : Read
10/1e/2007 Fileils AM would be blocked by Access Protection rule [rule is currently
not enforced) NT AUTHORITYSvSTEM CinwProgram FilessOCS Inwventory Agenthocsinventory.exe
i Documents and settingshDetfault UserhLocal SettingshTemporary Internest
Files“Content.IES N index.dat ANTi=wirus Ma<imum Frotection:Protect cached files from
password and email address stealers Action blocked : Read
10/16/2007 11:16:26 AM would be blocked by Access FProtection rule (rule is currently
not enforced) NT AUTHORITY%SYSTEM CinwProgram FileshOCS Inwventory Agenthocsinventory.exe
CihDocuments and SettingshODefault UserhLocal SettingshTemporary INternet
Files“Content.IESYindex.dat AATi—wirus Ma<imum Protection:Protect cached files from
password and email address stealers Action blocked : Read
10/16/2007 1:25:53 FM would be blocked by Access Protection rule (rule is currently
not enforcedl CPLABZZEaNAdministrator O NWINDOWSY5ys Cem3 2 W wme . exe Cihoocuments and
settingshadministratorsLocal SettingshsTemporary Internet FileshContent.IEShindex.dat
AATT—wirus Max<imum Protection:Protect cached files from password and email address stealers
Action blocked @ Read

A

Log files are also maintained for BufferOverflowProtection, OnAccessScan, OnDemandScan
and definition Updates. Please consult the McAfee log files if problems are suspected with the
McAfee program. Also, VirusScan generates event logs in the Windows Event log. (Look for
source “McLogEvent”). It is normal for scanning to fail on file “mcetools.exe” since this is an
encrypted archive.

Definition updates pushed from ePO don’t show up in the UpdateLog file. Look in the Windows
Application Event log for McLogEvent 5000. This gives the new DAT file number.
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ePolicy Orchestrator (ePO)

McAfee’s ePolicy Orchestrator product provides the ability to manage security defenses on a
whole network of computers from a single management console. Many large CallPilot
customers use tools like this to conveniently control the security of large numbers of desktop
PCs and other computers on their network.

When a CallPilot server is managed via ePO, several issues may arise:

« Incorrect configuration options may be applied to the CallPilot server. This can result in
CallPilot service problems including system outages

« Unauthorized software (e.g. McAfee AntiSpyware) may be mistakenly deployed to a
CallPilot server

« Virus definition updates may be pushed to the CallPilot server at an inappropriate time
such as during busy times.

. Typically the Avaya and partner personnel supporting the CallPilot equipment will not
have access to the ePO console and therefore must rely on cooperation from the
customer’s IT organization.

« The user interface for specifying VirusScan configuration parameters is somewhat
different in ePO from that used by the VirusScan console.

A full discussion of how to use ePO is beyond the scope of this document. However, some
information is given here to help ensure that CallPilot servers are properly treated under an
ePO framework. Refer as needed to the McAfee ePO documentation.

Different versions of ePO exist. ePO 3.5 uses an interface based on Microsoft's MMC
(Microsoft Management Console). ePO 4.0 uses a web-based interface within a browser.
Either version can manage various versions of McAfee products running on a variety of OS
platforms. ePO 4.5 is now available — it is mostly similar to 4.0.

The screenshots here are from ePO version 4.0.

Typically, a customer’s network will contain a large number of desktop PCs and a variety of
servers of different types. The customer’s IT organization will usually have some anti-virus
policies that they have standardized on for their desktop PCs. They may also have defined
policies for some of their server computers. CallPilot servers have specific requirements (as
detailed in this document) for how VirusScan needs to be configured. Therefore it is necessary
to define CallPilot servers separately within ePO. Under no circumstances can policies
intended for desktop PCs be applied to a CallPilot server.

A customer may have multiple CallPilot servers on their network. Within ePO, it is possible to
create a “subgroup” under “My Organization” and move the CallPilot servers to that group as
shown below:
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73 ePalicy Drchestrator 4.0.0 (Build: 1015) - Microsoft Internet Explorer

Ble Edt Wew Favortes Tools  Help | "

@Back ~ ) - [¥] (2] 0| O search JoFavarites £ | (0 L [

Address |@ https: flocalhost:B443jPalicyMartiPaliciesandTasks, do | Edee ks >

4 PM EST | User: admin

: Q .
m.‘ejﬁﬁtw;-m Q L M- | . W | a | |

System Tree | Palicy

System Tree

¥ My Organization

alicies
Martel CallPilot Servers 5 A3 This Group Only -

» LostaFound System Name ags IP Address ¥ User Hame Last Update

[T ceLapzzes erver 47,11,220,49 administrator 3/25/0% 2:18:25 PM

Select all in this page select all in all pages

Actions Taken

e Y T

It is also possible, instead of using a group or subgroup, to manage the VirusScan settings on a
per-computer basis.

An ePO policy can be set up for “workstations” or “servers”. Be sure to always select “server”
for the CallPilot server.

In ePO, VirusScan settings are, by default, inherited hierarchically from higher levels in the
hierarchy of computers on the network. Ensure that incorrect settings are not accidentally
inherited by selecting “Break inheritance” for every policy.

Within ePO, there are separate “categories” of settings: e.g. on-access scanning, access
protection, unwanted programs. For each category, a policy (ePO 4.5 calls them “assigned
policies”) can be defined for the settings within that category. Create a separate policy for
CallPilot for each of the categories. Initialize that policy by duplicating the McAfee default, then
adjust the policy to conform to this document.

Scheduled activities, such as on-demand scans or definition updates are defined using “Tasks”.
Define tasks for these activities for CallPilot servers — be sure to specify “server” and not
“workstation” for these tasks in the drop down box in the upper left of the screen.

In order to avoid CallPilot service outages when virus definition updates are performed, it is
important to only do definition updates at periods of low CallPilot traffic, to ensure that
VirusScan Patch 4 or later is installed and to ensure the On-Access Exclusions have been
properly set up on the CallPilot server (configuration step 6 above).
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When VirusScan configuration is specified using ePO, the user interface is different from the
local VirusScan console. Here is a screenshot from ePO 4 showing on-access scanning
exclusions set up as required for CallPilot servers:

File Edt Wiew Favorites Took Help | &
QBack - ) v ) 2 | P search i Favorites )| (20 L 3
Address [€] https:jjlocalhost: 3443 /PalicyMartiPolicy Settings. da7prod D=YIRUSCANBE00EpoID=1418typelD=618backType=SINGLE_SLOT_POLICY8prodFeatiD=vIRUsCANE ¥ | [£] Go

ser: admin

VirusScan Enterprise 8.5.0 > On-Access Default Processes Policies > test on-access policy

Sattings for: | Workstation =

Processas | Scan Items W Actions |

e [Exclude by fils type = File vtension: [SEM | |
[Exclude by file type = File extension: [MCS | | =
[Exclude by file type =] File extension: IZ— =
[Exclude by file type =] File extension: W =
[Exclude by file type =1 File extension: |LOG =
[Exclude by file type =] File sxtension: |EDB =
[Exclude by pattern =1 et [Agent_* xml I exclugs subfalders | =
[Exclude by pattern =1 et [adeltaavy ini I Exclude subfolders | =
|Exclude by pattern x| pattern: [index.dat [T exclude subfolders | =
[Exclude by pattern =] pattern: [McScan32.dll [T exclude subfolders | =
[Exclude by pattern =] pattern: |config.dat [T exclude subfolders | =
[Exclude by pattern =] pattern: Javv* dat I exclude subfolders | =
[Exclude by pattern =1 et [Update®.ini I exclugs subfalders | = |
[Exclude by pattern =] pattein: [*atalog.xml I Exclude subfolders | =
[-5slect type of exclusion- ==+

»
=
& i i i [T T |8 83 tocdl intranet /

Access Protection can also be configured within ePO. For the “Anti-Virus Standard Protection”
settings (see configuration step 16 above), a “process to exclude” must be added so that
CallPilot network message transfer still works.

The ePO agent may be installed and working on a CallPilot server but it may not show up on
the client PC's Add/Remove Programs list

Via ePO, "Client Tasks" can be used to update definitions. These can be scheduled. Itis
possible to schedule them to run repeatedly during a given time interval, at an interval given in
hours or minutes. Be sure to schedule definition updates to CallPilot servers only for times the
CallPilot server is expected to have very light traffic loads.
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#} ePolicy Orchestrator 4.0.0 (Build: 1015) - Microsoft Internet Explorer =l0ix|

File Edit ‘iew Favorites Tools  Help | 15'
Qback -~ &3 - [ [2) }J|)3 search ¢ Favorites 42 | Hr ta B

Address I@ https: fflocalhost: 844 3/PolicyMamt/display T askschedule. do j G0 Links **

= er | Time PM EST | User: admin

2 Schedule

Client Task Builder

JesCl tion
Schedule type: IDain 'I

Opti B
(LS ¥ Stop the tazk if it runs far hours rminutes

[T Enable randamization EI hours EI rinutes

T Run missed task EI minute delay

Start date: 03/ 25/ 2008
End date: © 3/ 25 / 2008

& Mo end date

azklan=leceondinalic: & Local tirne on managed systems

' Coordinated Univerzal Time (UTC)

Schedule: Once at -] [ Joo=] [Fm =

R B R 1 [T S

Client tasks can be created to deploy additional software, for example, the "AntiSpyware
Enterprise Module 8.5.0". Note that the AntiSpyware module is not authorized for use on
CallPilot servers and must not be deployed onto CallPilot servers.

Even though it is not obvious that the ePO agent is installed on a CallPilot server,

it is still possible that virus definition updates are being pushed to the server, possibly

at inappropriate times. In VirusScan console, under the "Tools" menu, select

"Edit AutoUpdate Repository List". This may show an ePO repository. There is nothing wrong
with obtaining definitions from such a repository as long as those definition updates occur only
during periods of very low CallPilot usage. Otherwise CallPilot service may be affected.

Avaya Page 106 of 183



% Edit AutoUpdate Repository List 21x|

Repositories I Prosy sattimgsl

3 Ensbled Read-Onlp
Add..
[ @MmFeBHltp Ensbled Read-Onle F... _—I
Edit |
Delete |

fdove up |
Move down |

4 |

K I Cancel | Help |

When configurations are being specified using ePO, be sure to check the settings on the local
CallPilot VirusScan console to ensure the correct settings have been set. Any incorrect settings
will need to be corrected on the ePO side. (If you simply change them locally, ePO will
overwrite with the centrally specified policy at the next policy enforcement).
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McAfee VirusScan 8.7 Resource Usage

McAfee Processes and Observed Memory usage (ePO agent not installed):

Typical Virtual

Memory Usage Maximum
Process L . Memory
Description during normal
CallPilot S
. Observed
execution
CmdAgent.exe CMA Command Line Processor 0
Csscan.exe Command line scanner 0
EngineServer.exe McAfee Engine Server 664 KB
. Buffer Overflow Protection Rule
Entvutil.exe File Update Utility 0
FrameworkService.exe Framework Service 5.3 MB 5.5 MB
Frminst.exe CMA Setup Program 0
Logparser.exetool Logparser reboot notification 0
Mcadmin.exe VirusScan Vista admin process 0
Mcconsol.exe VirusScan Console 0 11 MB
McScanCheck.exe McAfee Agent McScan Check 0
260 MB
McScript_InUse.exe 0 during def
update
Mcshield.exe On-Access Scanner service 44 MB 122 MB
Mctray.exe McAfeg Security Agent Taskbar 500 KB
Extension
McUpdate.exe VirusScan AutoUpdate 0 1.9 MB
Mfeann.exe VS Core Announcer 2 MB 2.1 MB
Mfehidin.exe Host Intrusion Detection Driver 0
Installer
Mfevtps.exe McAfee Process Validation 34 MB 35MB
Service
Common Shell3 — Scanner’s
Mytilus3_server_process.exe | Interface to the 5000 Series 0
Engine
naPrdMgr.exe NAI Product Manager 3.8 MB 3.9 MB
NClnstall.exe Installer for McAfee Notes 0
Scanner
Pireg.exe Checkpoin_t Software
Technologies
Restartvse.exe Restart Support module for VSE
, 149 MB
Scan32.exe VirusScan On-Demand Scanner during scan
VirusScan On-Demand Scan
SenCrg32.exe Task Properties 0
Shcfg32.exe Shield Config Properties 0
Shstat.exe VirusScan Tray icon 2 MB 2 MB
UdaterUl.exe Common User Interface 3.9 MB
VSTskMgr.exe Task Manager 7.6 MB 8.7 MB
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Appendix-D

This appendix provides Installation and Configuration procedures for CallPilot 4.0 and 5.0
servers utilizing the Symantec EndPoint Protection 11 anti-virus application.

Product Features

e Performs memory, boot sector and disk scanning. Good management features.

e In addition to anti-virus, now includes anti-spyware, firewall and intrusion prevention
features, all manageable from a central management console

e Has capability of repairing root-kits

e Virus definition updates occur even when the console is logged off.

e Virus definition update does not significantly impact CallPilot performance

Product Deficiencies

e Reboot may be required after install/update

e No Proactive Detection feature on Windows Server 2003, but it seems to update it anyway.

e Consumes significant CPU for firewall protection even when no load on system (~15% on
201i). Not installing Network Threat Protection only slightly reduces this cost. Other AV
products are a better choice in cases where a system is running at the maximum capacity
allowed for the hardware platform.

e Consumes a lot of disk space on the C drive, even when the product is installed on the D
drive.

e Product versions prior to MR4 have resource utilization bugs and are not authorized for
installation on the CallPilot 201i IPE platform.

Product Tested

Symantec Endpoint Protection 11.0.4 MR4 trial in un-managed mode. MRZ2 in managed mode
has also been trialed at customer sites. Symantec Endpoint Protection is supported by

Symantec and is not an Avaya product. Please consult Symantec’s documentation as required.
Versions earlier than MR4 are not authorized for installation on the CallPilot 201i IPE platform.

Installation and Configuration Overview

Use a fully patched and anti-virus protected PC to download the latest AV software, virus
definitions, and any needed security patches for Symantec AV security bugs and burn the files
onto a CD so that it can be brought to the CallPilot server without using the network. (It is
dangerous to use the Internet to download the initial virus definitions after a fresh install of Anti-
Virus software. An unprotected computer can become infected in the time it takes to download
updates.) Latest virus definitions can be downloaded from web page (look for Symantec Endpoint
Protection definitions) at:
http://www.symantec.com/business/security_response/definitions/download/detail.jsp?gid=savce
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There is a self-extracting .exe file named something like 20090123-003-v5i32.exe under Client
installations on Windows platforms (32-bit) section. (Note: the Symantec web site is subject to
change and is not under Avaya control.)

Instead of a CD, a USB drive can be used if the CallPilot hardware platform has USB ports
(202i IPE, 600r and 1005r Rackmount). Another option is to copy the AV software and
definition file to the local hard-drive from a network share before disconnecting the network.

For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot server from the network by unplugging both ELAN and CLAN
cables before installing the anti-virus software. Be sure you remember where the cables should
be plugged back in. (Alternatively, the network interfaces can be temporarily disabled using the
control panel.)

Uninstall any existing anti-virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required. (Note, the install of Symantec EndPoint
Protection 11 will correctly handle upgrading from a previous version of Symantec Anti-Virus —
in this case it is not necessary to explicitly uninstall the previous version.)

Before installing anti-virus software, install all applicable CallPilot OS Security PEPs. Install
any additional, authorized hotfixes from CD. (Refer to the latest revision of the CallPilot Server
Security Update bulletin).

Be sure that all LAN networking parameters have been fully configured according to site
guidelines. In particular, for LiveUpdate to successfully download definitions over the Internet,
DNS settings must be properly configured.

If installed according to the instructions given here, antivirus software should have no noticeable
impact on CallPilot performance and capacity for normal messaging-related operations. Certain
exceptional operations that involve updating a large number of files may operate significantly
slower on some platform types due to the added cost of virus scanning. Examples are: software
upgrades, PEP installs, restore from backup. You may want to temporarily disable File System
Auto-Protect while performing those operations.

Be sure to contact Symantec support to ensure that you have all available software patches for
your Symantec Endpoint Protection 11 product.
MR4: Space needed when installed on D drive:

Space needed on C drive: 406572 KB
Space needed on D drive: 134644 KB
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Installation Instructions

1. Run Setup.exe

& Symantec Endpoint Protection Trialware Installation Program - IEI|5|
’ symantec.

[]]J Symantec™Endpoint Protection

Read This First

Before installing or migrating, click here to view important information.

Install Symantec Endpoint Protection Manager
Installs the management server and conzole, and deploys managed clients.

Install Symantec Endpeint Pretection Client
Installs the endpaint protection client to cotnputers that will be self-managed.

Exit

2. Click “Install Symantec Endpoint Protection Client”. NOTE: Symantec Endpoint Protection
Manager must never be installed on a CallPilot server.

iig—l Symantec Endpoint Protection ﬂ

Welcome to the InstallShield Wizard for
{ W Symantec Endpoint Protection

The Installshield® wwizard will install Symantec Endpoint
Protection on your computer, To continue, click Mext,

WARMING: This program is protected by copyright law and
international kreaties.

’ symantec.

< Back

Cancel |

3. Click “Next”
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ii,? Symantec Endpoint Protection ﬂ

License Agreement
Please read the Following license agreement carefully, , Smantec'
SYMANTEC SOFTWARE LICENSE AGREEMENT :I

SMANTEC CORPORATION ANDIOR TS AFFILIATES ("SYMANTEC") 15 WILLING

TO LICEMSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WWILL BE UTILIZING THE LICENSED
SOFTWARE (REFEREMCED BELOW AS "YOLU" OR "YOLIR" ONLY OM THE
COMDITION THAT ¥OU ACCEPT ALL OF THE TERMS OF THIS LICEMSE
AGREEMENT ("LICENSE AGREEMENT"). READ THE TERMS AND COMDITIONS

OF THIS LICENSE AGREEMENT CAREFULLY BEFORE USING THE LICEMSED
SOFTWARE. THIS IS A LEGAL AMND EMFORCEABLE COMNTRACT BETWEEM YOI

AMND SYMANTEC. BY OPEMIMNG THE LICEMSED SOFTWARE PACKAGE, ;l

¢ I accept the terms in the license agreement:

{1 do mot accept the kerms in the license agreement

InstallShield

< Back I Mext = I Cancel

4. Read EULA and accept. Then click “Next”

ii,? Symantec Endpoint Protection EI
Client Type
Choose the client bype that best suits your needs. , SYmantEC~

Do wou want this computer o run as an unmanaged or managed client?

&+ Unmanaged clisnt

The Symantec Endpoint Protection Manager will not manage this computer, The
user of this computer will manage Swmantec Endpaint Protection.

= Managed clisnt
The Symantec Endpoint Protection Manager will manage this computer,

InstallShield

Cancel

:

< Back

5. Select “Unmanaged client” and click “Next”. NOTE: it is acceptable to use a managed client
instead, as long as the configuration imposed on the CallPilot server matches the settings
described in this document. Managed clients can be configured using Symantec Endpoint
Manager. You will probably need to define a “group” within Symantec Endpoint Manager to allow
CallPilot servers to have the specific settings they need — those settings are likely to differ from
the settings you want to specify for other computers on your network such as desktop PCs.
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Consult the Symantec documentation. NOTE: the Symantec Endpoint Manager and database
must never be installed on a CallPilot server.

ii,? Symantec Endpoint Protection ll
Setup Type
Choose the setup bype that best suits vour needs, ' S’ antec.

Please select a setup bvpe,

" Typical

Program will be installed with the most common options,
Recommended For most users.,

Choose which program Features wou want installed and where they
will be installed, Recommended for advanced users,

Installstield

< Back I Mext = I Zancel

6. Select “Custom” and click “Next”

ii»? Symantec Endpoint Protection ll
Custom Setup

Select the program Features vou wank installed, , symantec‘

Click. on an icon in the lisk below to change how a Feature is installed.

= Feature Description
This Feature installs required files
for all Symantec Endpoint

------- = = | antivirs Ermail Protection Prakection Features and
| Proactive Threat Protection subfeatures, You cannot
<= = | TruScan™ deselect this Feature,

‘ = = | Application and Device Conkrol
E| | Metwork Threat Probection

| Firewall and Intrusion Prevention s faslit o etlllies 2B

wour hard drive,

Install ko:

Z\Program Files!SymantectSymantec Endpoint Prakection’, change. .. |
Inistal|Shield
Help | Space | < Back I Mext = I Cancel |

7. For CP3 and CP 4 CallPilot servers, click "Change" and change the C drive to D drive.
For CP5, install on the C drive -- you can just click “Next” and skip to step 10
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ii,;:—'- Symantec Endpoint Protection |
Change Current Destination Folder

Browse to the destination Folder, , Smantec‘

Look in:

£% Symantec Endpoint Protection j | E’ﬁ(l

Ealder name:

antec Endpo

InstallShield

K I Cancel

8. Click “"OK”

iﬁ:-'- Symantec Endpoint Protection 5[
Custom Setup

Zelect the program Features yvou want installed, , Smantec’

Click on anicon in the lisk below to change how a Feature is installed,

~Feature Description
This Feature installs required Files
for all Symantec Endpoint

= = | Antivirus and Antispyware Protection

H-- =) v| Antivirus Email Protection Protection Features and
= v| Proactive Threat Protection subfeatures, You cannot
e (= w | TruScan™ deselect this Feature,

= - | Application and Device Control
E = | Metwork Threat Pratection

= | v| Firewall and Intrusion Prevention U3 estol i3 (2 e AEsilsi o

wour hard drive,

Inskall to:

D:'Program Files\SymantecSymantec Endpoint Protection’, Change. .. |
ImstallShield
Help | Space | < Back. I Mext = I Cancel |

9. NOTE: The “Network Threat Protection” feature has been tested and is authorized for use on
CallPilot servers. However, it is optional and it is acceptable for a customer to choose to not
install this feature. (Some screenshots will change if it is not installed). The “Proactive Threat
Protection” feature is not implemented on Windows Server 2003 systems; therefore it does not
provide additional protection. A customer may also choose to not install this feature. Click “Next”.
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Symantec Endpoint Protection 5[
Protection Options

Choose the protection options that best serve vour needs, ’ SYTnanteC.

To make optimum use of Symantec Endpoint Protection, wou should enable Auto-Protect,

@ ¥ Enable suto-Protect

e recommend that you run LiveUpdate at the end of the installation ko ensure that you
hawe the most current protection available,

Installshield

< Back I Mext = I Cancel |

10. Uncheck “Run LiveUpdate” (since the network is disconnected), and Click “Next”

il Symantec Endpoint Protection |

Ready to Install the Program

The wizard is ready to begin installation. ’ Smantec”

Click Install to begin the installation.

IF you wank to review or change any of yvour installation settings, click Back. Click Cancel ko
exit the wizard,

Installshield

< Back Cancel

11. Click “Install”

ii.;:- Symantec Endpoint Protection =1=] x|
Installing Symantec Endpoint Protection

The program Features you selected are being installed. , Smaﬂtec.

Please wait while the InstallShield Wizard installs Symantec Endpoint
Protection. This may take several minukes,

Status:

Walidating install

Inistall5hield

= Back Mext =
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'ig'.j- Symantec Endpoint Protection

x|
- InstallShield Wizard Completed
# 5
( w )
The Installshield Wizard has successfully installed Swmantec
Endpoint Protection. Click Finish ko exit the wizard,
’ symantec.
= Back Canicel
12. Click “Finish”
5
, symantec.

[]D Symantec™Endpoint Protection

Read This First

Before instaling or migrating, click here to view important information.

Install Symantec Endpeint Protection Manager
Inztalls the manauement server and console, and deploys managed clients.

Install Symantec Endpeint Protection Client
Inztalls the endpoirt protection client to computers that will be self-managed

Exit

13. Click “Exit". (If it asks you to restart here, please perform the restart, and then log back in)

14. Update definitions using previously downloaded file. Double-click the file once and wait.

8% D:' TEMP"SymantecEndPoint1 1krial

=101 |

File  Edit View Faworites  Tools  Help | -.1,'
QBack » ) - T | ) szarch | Folders | [ 3 X €) | -
Address |E| D\ TEMPSymankecEndPoint 1 1krial | Go
Folders X | |2 Trighware

@ Deskkop il

G My Documents

= 3 My Computer 200811 10-003
“e* Local Disk (C: bl
| > Date Created: 1112200
: Size: 30.2 MB
[Date Created: 11j12/2008 3:43 PM 5i|30.2 MB [ M A
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Symantec Intelligent Updater il

Symantec Inteligent Updater
Version 5.0.1.4

Copyright {c) 2007 by Symantec Carporation.
Intelligent Updater 5.x deployvs updates For all Symantec products,
For program options type the name of this program and [7,

Da yaou wank to deploy all the updates fram this Inteligent Updater?

15. Click “Yes”. Wait ... several minutes with no progress displayed!

Symantec Intelligent Updater x|

Inteligent Updater session complete.

A Symantec Product was Found and successfully updated. For mare details about the processing, please check the log file
"Log.InkeligentUpdater bxt"

created in the user's temporary direckory,

16. Click “OK”
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Configuration Instructions

Ensure the display resolution is set to at least 1024x768 for best results.

1. Start - Program - Symantec Endpoint Protection - Symantec Endpoint Protection

W symantec Endpoint Protection

[ Help and Support

Status

Scan for threats
Change settings
View quarantine

View logs The following Symantec protection technologies are installed on your computer:

ﬁ & Antivirus and Antispyware Protection On

LiveUpdate

Pratects against viruses, trojan horses, and spyware
Definitions: Thursday, January 29, 2000 3

Provides zera-day protection against unknown threats

@ @ Proactive Threat Protection Off

Definitions: Wednesday, August 20, 2008 r1

Protects against network threats

“ @ Network Threat Protection on

Definitions: Friday, November 09, 2007 r1

2. Click "Change settings"

||| Symantec Endpoint Protection

Help and Support

Change Settings

The settings you can change are listed below,

Status

Scan for threats

Change settings

View quarantine

Antivirus and Antispyware Protection (... configure Settings
Praotects against viruses, trojan horses, and spyware

Proactive Threat Protection

View logs
Provides zero-day protection against unknown threats

LiveUpdate

Network Threat Protection

Protects against network threats

Centralized Exceptions

Centralized Exceptions provide the capability bo exclude
files, folders, and processes from being scanned.

Client Management

Provides Functionality to manage the client.

%
W
=
%

3. Beside "Antivirus and Antispyware Protection”, click "Configure Settings"
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Antivirus and Antispyware Protection Settings 5|

General IFiIe System Auto-Protect I Submissions |

~Log Retention
Select the time period ta retain antivirus and antispyware
logs.

Delete logs alder than: =i Idays 'I

r~Internet Broveser Protection

Specify the address to use as the home page when a security risk changes
ik:

I hitkp: fhenany, symantec, comjenterprise)security _response/index. jsp

OF I Cancel | Help |

(Under "Internet Browser Protection”, customer may wish to change home page URL)

4. Select "File System Auto-Protect" tab

Antivirus and Antispyware Protection Settings 5[

General File System Auka-Prokect ISgbmissions |

[¥ Enable File System Auto-Proteck: Aictions |
—File Types
= alltypes Mokifications |

e Selected: Extensions. .. | Advanced I

~ Determine file bypes by examining
file comtents

[~ Options
¥ Scan For security risks

W Block security risks From being installed
Iv scan files on network drives

Click ko view Centralized Exceptions: Centralized Exceptions

o] I Cancel Help
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5. Click "Advanced". Select "Scan when a file is modified", uncheck "Scan when afile is
backed up", and under "Automatic enablement" set "enable after" to 3 minutes.

Auto-Protect Advanced Options Xl

—Changes requiring Auta-Pratect reload
" wait until the computer is restarted
' Stop and relnad Auto-Prokect

r—5can files when
" 5can when a file is accessed or modified
% Scan when a file is modified

[ Scan when a file is backed up

r— Other options
¥ Delete newly created infectad files if the action is 'Leave alone (log onky

¥ Preserve file times

rFile cache: r~Risk Tracer
" Disable the file cache [ Enable Risk Tracer
£¥ Use the default file cache sige Iﬁ ¥ Resolve the source computer I address
 Spei i ize (i Files): | 10000 =
Specify a custom file cache size (in Files) [ e e e

v R th hie: b definitions load
¥ Rescan the cache when new definitions loa 1000 millissconds
[~ Automatic enablement

[+ when &uto-Protect is disabled, enable after:

I 3 3: minutes

Backup options
’V W Back up files before attempting to repair them ‘

r— Additional advanced options

Heuristics Floppies | Tebwork |

OF; I Cancel | Help |

6. Click "Heuristics". Select "Maximum level of protection”

Heuwristic Scanning Options

—Heuristic scanning settings Ok

¥ Enable Blaodhound{TM) heuristic virus detection; Cancel

Pl

Help
Select desired sensitivity level:

€ Minimum level of protection
' Default level of protection

' Maximurm level of prokection

7. Click OK and again click OK

8. Click “Actions” button. For macro virus, set the first action to “Quarantine risk” and the second
action to “Leave alone (log only)”. Repeat for non-macro virus and Security Risks. Then click
OK.
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x

Macra virus Actions |
Mon-macra virus

- Dialers

~Hack. Tools

- Joke Programs
~Remaote Access
- Spyware

- Trackware

First action: Quarantine risk j

IF first action Fails:

QK I Cancel | Help |

scanactions x|

Macra virus Actions |
Man-racra virus
Security Risks

i Adweare

- Dialers

~Hack Toaols

- Joke Programs
- Remate Access
- Spyware

- Trackware

Firsk action: Quarantine risk j

IF first action fails:

QK I Cancel | Help |

x

Macra virus Ackions |
Mon-rnacro virus

Adware
- Dialers First action: IQuarantinE risk j
~Hack Toals
- Joke Programs ) . ;
Remake Arcess IF first action Fails: ILEEI\"B alane (log only) j

- Spyware
- Trackware
- Other

(0] 4 I Cancel Help
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Antivirus and Antispyware Protection Settings ﬂ

General File System Auto-Protect |Sgbmissions |

|+ Enable File System Auto-Protect Actions |
~File Types
o Motifications |
' all types =
' Selected: Extensions. .. | Advanced I

Determine file bypes by examining
file: combents

[ Options
W sScan For security risks
IV Block security risks From being installed
¥ Scan files on netwark drives

Click ko view Centralized Exceptions: Centralized Exceptions

oK | Cancel | Help |

9. Click "Notifications", check "Display a notification message when a security risk is detected"

Scan Motification Options =l |

— Dekection options

¥ Display a notification message when a security risk is debeched:

Scan bype: [LoggedBy] Scan ;I
Event: [Ewvent]

Security risk detected: [SecurityRiskMame]

File: [PathandFilename]

Location: [Location]

Computer: [Computer]

User: [User]

Action taken: [ActionTaken]

Date found: [DateFound]

[V Display the Auto-Protect resulks dizlog

r—Remediation options

[T Terminate processes aukomatically

[~ stop services automatically

QK | Cancel | Help |

10. Click “OK”, then select the "Submissions" tab
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Antivirus and Antispyware Protection Settings 5[

General | File: System Auto-Proteck  Submissions |

¥ automatically submit antivirus and security risk detections

[V ‘autematically submit TruScan proactive threat scan detections:

[0]4 I Cancel I Help I

11. Customer may choose to uncheck these two (2) boxes. Click “OK”

W symantec Endpoint Prote

Change Settings
The settings you can change are listed below,
Status

Scan for threats

Change settings

View quarantine

view logs !@ Proactive Threat Protection

Antivirus and Antispyware Protection

Protects against viruses, trojan horses, and spyware

Provides zero-day protection against unknown threats
LiveUpdate
Pratects against network threats

a Network Threat Protection

Centralized Exceptions provide the capability to exclude
files, folders, and processes from being scanned,

‘ Centralized Exceptions

Provides functionality to menage the dlient.

Note: “Proactive Threat Protection” is not implemented for Windows Server 2003

12. Beside "Centralized Exceptions" click "Configure Settings"
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Centralized Exceptions 5[

User-defined Exceptions |

Exception Item | Exception Type | Action I

Editi. Delete

Clase Help

Can add exceptions for "Security Risk Exceptions" or "TruScan Proactive Threat Scan Exception"

13. It is not necessary to define any exceptions except on a CallPilot “High Availability” configuration.
On an HA system, exclude the folder D:\Program FilesS\EMC AutoStart\<Domain
Name>_<Computer Name>. Click "Close"

|]| Symantec Endpoint Protection

Change Settings

The settings you can change are listed below.

Status

Scan for threats

Change settings

View quarantine

view logs :@ Proactive Threat Protection

Provides zero-day protection against unknown threats

Antivirus and Antispyware Protection Configure Settings
Protects against viruses, trojan horses, and spyware

Livelpdate

@ Network Threat Protection

Protects against network threats

Centralized Exceptions

Centralized Exceptions provide the capability bo exclude
files, Folders, and processes from being scanned.

Client Management

Provides Functionality to manage the client,

14. Beside "Client Management", click "Configure Settings"
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Client Management Settings ﬂ

General |Tamper Protection I Scheduled Updates I

Display Dptions
[¥ Show Symantec security icon in notification area |

"Location Options

Current: locatior: ‘

User Information
’7 Update User, Infarmation, .. |

OF I Cancel Help

15. Select the "Tamper Protection" tab

Client Management Settings x|

General Tamper Protection |§cheduled Updates I

W Prokect Symarkec security software From being kampered with or shut dovng

Action to take iF an application attempts to tamper with or shut down Symantec security
software:

ILog the event only j

[V Display a notification message when tampering is detected:

SYMANTEC TAMPER PROTECTION ALERT

Target: [TargetPathname]

Event Info: [SystemEvent] [EntityType]

Action Taken: [ActionTaken]

Actor Process: [ActorProcesshame] (PID [ActorProcessID])
Time: [DateFound]

Ok I Cancel I Help |

16. Select the "Scheduled Updates" tab. Select a time when system load will be light. Optionally
uncheck "Randomize", or at least set the "Randomization" time to be such that the system load
will still be light throughout the randomized interval. NOTE: the definition update process will
increase CPU and memory usage for about 12 minutes. This can negatively impact CallPilot
system performance if performed during a period when the system load is not very low. The
simplest approach is to configure updates to occur once a day after the normal office workday is
over. In a managed configuration, unless the customer is also running a LiveUpdate server,
definitions will typically be pushed out to the entire network at once. Typically the customer’s
network will include many desktop PCs — since these may be turned off at night, the customer
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must push definition updates out during the day. Avaya’s testing has not shown any problematic
performance impact when definition updates are performed during the day, therefore this is
acceptable if necessary.

Client Management Settings ﬂ

General I Tamper Protection  Scheduled Updates |

“ Set the schedule for automatic updates via LivelUpdate,

¥ Enable automatic updates

~Frequency ‘When

" Continuously

= Every

& paiy At |10:00 PIM |
" Weekly

~Missed Event Options

[ Keep trying For {in hours): I 1 _|;

v Randorize the start time ko be + ar - {in

hours): =l

"Randomization Options

oK I Cancel Help

17. Click “OK”

Change Settings T

The sattings you can changs are listed below,

Status

Antivirus and Antispyware Protection i Configure Settings

Scan for threats 5
Pratects against viruses, trojan harses, and spyware

Change settings

View quarantine

Proactive Threat Protection

View logs
Provides zero-day pratection against unknown threats

LiveUpdate

Network Threat Protection

Protects against network threats

Centralized Exceptions

Centralized Exceptions provide the capabiity to exclude
files, Falders, and processes from being scanned,

Client Management

Provides functionalty to manags the client.

¥ P ¢ v w

18. Connect network. Then click "LiveUpdate" to get the latest product updates and definitions and
to test that the update server can be reached.
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x

Options
Welcome to LiveUpdate Express , SYTnanteCm
Livellpdate Status
’ LY » Subscription Services ;I
0 " > Symantec Endpoint Pratection client
% F i © |» Symantec Security Software
‘ ~ |» Symantec Security Saoftware Update
> Symantec Shared Components
> poinywhere
Initiglizing...
lConnecting to liveupdate. symantecliveupdate.com. ..
-

Livell pdate will szarch for updates to pour installed praducts and
components.

Click Cancel to quit Livelpdate:

Privacy statement

x
Options
Welcome to Livellpdate Express ’ S}’mantccm
Livellpdate Status
’ LY > Submizzion Control signatures, 3.1 KB ;I
0 | » Intrusion Prevention signatures, 908.2 KB
‘ bl © |Total Dowrload 5541.1 KB

Downloading peAnywhere (1 of 1), complete.
Downloading Symantec Security Saoftware (1 of 4], complete
Downloading Submizzsion Contiol signatures (1 of 1), complate.

Daownloading Inbusion Prevention signatures [1 of 1], complete.
Downloading Symantec Security Software (2 of 4], 0% complete :I
-

Livellpdate will zearch for updates to povr installed products and
components.

Click Cancel to quit Livellpdate: Cancel |

Privacy statement

Note: LiveUpdate may download an update for pcAnywhere in addition to Symantec Endpoint Protection.
This is not a problem.

Restart Needed to Finish Installation

‘e recommend that pou restart your computer ta finish
installing the new updates. Do pou want to:

o Biestart pour computer now,

€ Continue working with Windaws.

IF you decide to restart your computer now, please save all
your ungaved work, before pressing the OF button.

19. Save work and click “OK” to restart. After reboot, log back in and wait until system comes back
into service.

20. Start - Programs - Symantec Endpoint Protection - Symantec Endpoint Protection
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W Symantec Endpoint Protection i [ 553
Help and Suppart

Scan for threats

Change settings

View quarantine

View logs The Fallowing Symantec protection kechnologies are installed on wour computer:

§ @ Antivirus and Antispyware Protection on

leeUpdate Pratects against viruses, trojan harses, and spywars

Definitions: Friday, January 23, 2009 r3

Provides zero-day protection against unknown threats

% @ Proactive Threat Protection Off

Definitions: Friday, January 23, 2009 r19

Protects against network threats

“ @ Network Threat Protection on ..0ptens

Definitions: Tuesday, January 13, 20092

NOTE: "Proactive Threat Protection" does not function on Windows Server 2003.

21. Click "Change settings"

W Symantec Endpoint Protection i [ 553
Help and Suppart

Change Settings

The settings you can change are listed belavw,

Status

Scan for threats

Change settings

View quarantine

g Antivirus and Antispyware Protection

Protects against winuses, krojan harses, and spyware

View logs

% Proactive Threat Protection

Provides zero-day pratection against unknown threats

LiveUpdate

“ Network Threat Protection

Pratects against netwark threats

Centralized Exceptions provide the capability to exclude
files, folders, and processes From being scanned.

‘ Centralized Exceptions

Pravides Functionality to manage the client.

Gy o

22. Beside "Network Threat Protection” click "Configure Settings" (Not necessary if this optional
feature was not installed).
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Metwork Threat Protection Settings

u
|
r
|
r

[¥| Frompt

23. Select the "Intrusion Prevention" tab.

Avaya Page 129 of 183



Metwork Threat Protection Settings

<1 A

=l
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25. Select the "Logs" tab

FEirewall I Intrusion Prevention I Microsoft Windows Networking  Logs |

— Security Lag File

I aximum log file size: KB

1

Save each log entry far: 14 days

LClear Log |

r— Spstem Log File
I azimum log file size: 512 (4]

1]

Save each log entry for: 14 days

Clear Log |

r— Traffic Log File

Mawirnurn log file size: 512 KB
Save each log entry for: 14 days

Clear Log |

i Control Log File
M aximum log file size: 1024 KB
Save each log entry for: 14 days

Clear Log |

" Enable Packet Log

— Packet Log File
Maximum log file size: 1024 KB
Save each log entry for: 14 days

[Clear Log |

{NhG

K Cancel | Help

26. Click “OK”

Change Settings

The settings you can change are listed below,

Status

Scan for threats

Change settings

View quarantine

Protects against vinuses, trojan horses, and spyware

g Antivirus and Antispyware Protection

Proactive Threat Protection
Provides 2ero-day pratection against unknown threats

View logs
LiveUpdate

Network Threat Protection
Protects against network threats

files, folders, and processes from being scanned.

Client Management
Provides functionality ko manage the client.,

Centralized Exceptions
Centralized Exceptions provide the capability to exclude

Symantec Endpoint Protes

| Corfigure Settings

Configure Settings

Configure Settings

Configure Settings

Configure Settings

Help and Support
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27. Click "Scan for threats" in order to set up regular scheduled anti-virus scans

W) symantec Endpoint Protection o] x|

Help and Support

S

Scan for threats

Active Scan Full Scan
i Scan only the most 4 . 5can the entire computer,

i commorly infected areas, @

Status

Scan for threats

Change settings

. . Duration: 1-2 minutes Duration: 30-120 minutes
View quarantine
. Run Active Scan Run Full Scan
View logs
LiveUpdate Scans configured For this camputer,
Create a New Scan
Scan Name Enabled Type ‘When to Scan Last Scan
Active Scan Upon Startup Mo Active Scan Upon Startup MNewver

< >

An active scan takes about 8 minutes on 201i. You may want to set up an “Active Scan” every day (at off-
hours) and a “Full Scan” every week (at off-hours)

28. Click "Create a New Scan". Select "Custom Scan"

Create New Scan - What To Scan 5'

What type of scan would you like to perfarm?

 Active Scan

Scans the areas of this computer which are most commonly infected by
wiruses and security risks.

Use this scan ko find active risks maore quickly than a full scan. IF this scan
finds a virus or security risk, Symantec recommends that you Follow up
with a full scan.

© Full Scan
Scans this entire computer for viruses and security risks,

Use this scan ko look in the boot sector, in programs loaded inka memary,
and in all of the files and folders,

Scans only the areas of this computer that you wank ko scan For viruses
and security risks, You can select specific Folders and files.

< Back I Mext = I Cancel Help
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29. Click "Next". Select each “Local Disk” hard drive. Do not select CD drive or floppy (since
problems might occur if a medium read error occurred)

Create New Scan - Select Folders and Files x|

Select the folders and files you waould like ta scan.

=154 My Computer

fF “e# Lacal Disk ()
%] < Local Disk (D)
B[] Lk €D Drive (2:)

Cancel Help
30. Click "Next"
x

§ Select the options you want to use For this scan,

~File Types
Actions |

" Selected extensions: ExbeEnsions | Motifications |

Advanced |
r~5can Enhancements

Specify additional locations to search For viruses and security risks
before scanning selected files and Folders:

¥ Memary

¥ Common infection locations

[v well-known virus and security risk locations

Click to view Centralized Exceptions:

Centralized Exceptions |

< Back I Mext = I Cancel Help
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31. Click "Advanced". Check "Close the scan progress window when done".

Advanced Scan Options |

Compressed Files options
[v Scan Files inside compressed files

Mumber of levels ko expand if there are compressed files within I 3 3
compressed files: =

Backup options
¥ Back up files before atkemphing ko repair them ‘

—Dialag options

|Show SCan progress j

¥ LClose the scan progress window when done;

—Tuning opkions

Click. to tune scanning performance: Tuning... |

r—Skorage migration options

ISkip offlime and sparse files j

[T Open Files using backup semantics

Tvpe of access within the number of days selected

’7(:' Accessed ) Modified ) Created ISD days ‘

O I Cancel | Help |

32. Click “Tuning”. Ensure the slider selects “Best Application Performance”. Click OK.

Scan Tuning Options

Scan Tuning Options

x|

Move the slider to tune the scan performance,

Best Scan Performance

- Cptimized to run the scan as Fast as possible,
- Cther applications may run slower,

Balanced Performance

- Optimized to run the scan and other applications at the same rate.

Best Application Performance

- Optimized to run other applications as Fast as possible.
- The scan may run slower,

QK Cancel Help
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33. Click “OK". Click "Notifications". Check "Display a notification message when a security
risk is detected".

acan Motification Options oy ] 1

—Dekection options

[v Display a notification message when a security risk is detected:

Scan bype: [LoggedBy] Scan ;I
Ewent: [Event]

Security risk detected: [SecuribyRiskMarne]

File: [PathandFilename]

Location: [Location]

Computer: [Computer]

User: [User]

Action taken: [ActionTaken]

Date Found: [DateFound]

~ Remediation options

[~ Terminate processes automatically

[~ Stop services automatically

[o]4 | Cancel | Help |

34. Click “OK”. Click "Actions". Ensure Action for "Security Risks" has first action set to
"Quarantine risk". Occasionally anti-virus products can have “false positives” that, for a given
definition file, might mark a valid CallPilot or Windows file as a virus. By using the quarantine
setting, it will be possible to restore the file if this happens.

scanactions x|

Macro virus Actions |
Mon-macro virus

SECur| ks
- Adware

Dialers First action: IQuarantine risk =
- Hack Tools
- Joke Programs
- Fremate Acceos IF First action fails: ILE&VE alane (log only) =

- Spywars
- Trackware

O I Cancel Help
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35. Click “OK”

Create New 5can - 5can Options ﬂ

§ Select the options you want ko use For this scan,

~File Types
4l bypes

" Selected extensions: Extensions | [otifications |
Advanced |
i~ 5can Enhancements

Specify additional locations to search For viruses and security risks
before scanning selected Ffiles and Folders:

V' Memory

V' Comman infection locations

IV well-known virus and security risk locations

Click to view Centralized Exceptions:

Centralized Exceptions

< Back Mext = Cancel Help

36. Click "Next"

Create New Scan - When To Scan ﬂ

‘When do you want this scan to take place?

Run this scan periodically on days and at times yvou specify.

At startup

Run this scan when the computer starts, including when a new user logs
on,

0N demand
Do not run this scan automatically - run it only when instructed ko do so,

< Back I Mext = I Cancel | Help |

37. Ensure "At specified times" is checked, click "Next". Select an appropriate time for the scan.
Ensure that the CallPilot system load is expected to be very low for the entire period of time when
the scan will run. A full scan on a 201i platform takes about 4 ¥z hours. (If may take less time on
other CallPilot platforms). The scan duration does not depend to any great extent on the number
of messages stored on the server.
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Create New Scan - Schedule =

Specify how often and when you want the scan ko occur,

Frequency When

" Daily Every: ISunday 'l
& weekly

" Monthly HE

Perform this scan every Sunday at 4:00 Al

Advanced, ..

< Back. I Mext = I Cancel | Help |

38. Click "Advanced...". Uncheck "Retry missed scans". This is important to ensure that a scan will
not get started at an inappropriate time.

Advanced Schedule Options

Advanced Scheduls Cptions

K

ait befare retryving the scan: I 3 3: Cancel

Help

i

[V Perform this scan even when no users are logged on

39. Click “OK" then click “Next”

Create New Scan - 5can Name 5[

Specify a name and description For this scan,

SCAN Namne:

I Wweekly full scan

Scan description

Full &% scan every Sunday morning|

L 1]

W Enable the scan

‘WWhen ko run the scant Petiodically as scheduled
Scan kype! Cuskom Scan

< Back I Finish I Cancel Help
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40. Specify a name for the scan and type a description, then click "Finish"

- > Endpoint Protection

Scan for threats

Full Scan

e
£

Active Scan
r “% Scan only the most

m commanly infected areas,

Duration: 1-2 minutes

Status

for threats

1ge settings

r quarantine
Run Full Scan

. Run Active Scan
View logs

Scans configured For this computer,

Scan the entire computer,

Duration: 30-120 minutes

Help and Support

LiveUpdate
i Create a New Scan
Scan Name Enabled Type When to Scan Last Scan
Active Scan Upon Starup Mo Active Scan Upon Startup January 23, 2009 5:14 P
Yes Custorn Scan Weekly MNewver

‘Weekly full scan

<

NOTE: Full scan on 201i takes about 4.5 hours.

41. Close "Symantec Antivirus Protection" window
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Test

Go to http://www.eicar.org. Try downloading the various test files available on the site.

{{l sSymantec Endpoint Protection Notification x|

& Scan twpe: Auto-Protect Scan ;I

Ewent: Risk Found!

Security rizk detected: EICAR Test Sting

File: C:\Documents and SethingshAdministratoriLocal Settingzh Temporary
Location: C:ADocuments and SettingziAdministratorsLocal SettingzhTemp
Computer: CPLAB23E4

Usger: Adrinistratar

Achion taken: Pending Side Effects Analysis : Access denied

Date found: Friday, January 23, 2009 5:42:32 PM

l |

< Brevious | Hext = |

| Tatal notifications: 2 | Currently digplayed: 1

{fl) Symantec Anti¥irus Detection Results o ]

AN | l||e

& Auto-Protect has acted on the risks,

| Date and Time | Risk, | Exclude | Ackion | Filename

1/23/2009 5:43:19 PM  EICAR Test String
1/Z3/2009 5:43:12 PM  EICAR, Test String

4] |

Close Bermnayve Risks [aw

Cleaned by deletion  eicar[1].com
Cleaned by deletion  eicar[1].com
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Processes

Here is a list of processes associated with SEP 11 and their memory usage.

o :A)g%%?;\ﬂ;t:gatla Maximum Virtual
Process Description e Memory usage
uring normal -
CallPilot operation
Checksum.exe CMC checksum
ControlAP.exe
DoScan.exe
dotlxtray.exe 802.1x Supplicant
DWHWizrd.exe
LUALL 3 MB
LuaWrap.exe LuaWrap Module
LUCallBackProxy 3.3 MB
LUComServer 5 MB
ninhook.exe
PatchWrap.exe CMC PatchWrap
Rtvscan.exe 7.8 MB 63 MB
RtvStart.exe
SavUl.exe
SescLU.exe Endpoint Security Client Live Update 3 MB
Smc.exe CMC Smc (firewall?) 5 MB 16.5 MB
SmcGui.exe CMC SmcGUI 2 MB 6.9 MB
smcinst.exe Client Management Component
SNAC.EXE Network Access Control
SymCorpUl.exe GUI for Symantec Endpoint Protection 15.9 MB
SymbDelta.exe CMC Communication
WSCSAvNOotifier.exe

Space requirements given by vendor in this screen:

Core Files: 426 MB

Antivirus and Antispyware Protection 14 MB (sub-features 2444KB)
Proactive Threat Protection 1 KB (sub-features 139 MB)

TruScan 4955 KB

Application and Device Control 134 MB

Network Threat Protection 0 KB (sub-features 229KB)

Firewall and Intrusion Protection 229 KB
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Appendix-E

This appendix provides Installation and Configuration procedures for CallPilot 5.0 servers utilizing the
Trend Micro OfficeScan 10.5 anti-virus application.

Product Features
e Powerful network management capabilities
e (Can do real-time scanning on file modification only

Product Deficiencies
e Seems to lack “stand-alone” install capability. An anti-virus server must be set up. Installing
OfficeScan on a CallPilot server will require the assistance of customer IT personnel who manage
the OfficeScan server.
No apparent way to schedule pattern updates on a per-client basis
No apparent way to install and update anti-virus server with network disconnected.
Does not write event logs into Windows event log subsystem
Some important settings are global and cannot be individually set on a server-by-server basis

Product Tested
Trend Micro OfficeScan 10.5 trial.
Installation and Configuration Overview

OfficeScan 10.5 is inherently a network managed anti-virus solution intended to protect a network of
computers. Before you can install OfficeScan 10.5 on a CallPilot server, you first need to install an
OfficeScan server (if you do not already have one). You update this server, then use it to create a “Client
Installation Package” that you can deliver (on CD or USB drive) to a (possibly disconnected) CallPilot
server. Then, management of the OfficeScan parameters is done primarily using the OfficeScan server’s
web console. It is possible to allow certain OfficeScan functions to be controlled locally on the client.

These guidelines are not intended to replace the OfficeScan documentation from Trend Micro. Please
consult the OfficeScan documentation for more information as required. Note that OfficeScan is not an
Avaya product. If you have problems with OfficeScan, please make use of Trend Micro support resources.

Also, please be sure that you have obtained all relevant OfficeScan bug fixes and patches. Consult your
Trend Micro representative. Software bugs in anti-virus software can cause serious problems, including
system outages and security vulnerabilities.

Installing the OfficeScan server

Typically a customer wishing to use OfficeScan to protect a CallPilot server will already have an OfficeScan
server set up for managing the rest of their network. If so, skip this section and go to Preparing an
OfficeScan Client Package for CallPilot servers and Installing it.

If you need to set up an OfficeScan server (e.g. for a test environment) you will need a separate PC running
Windows Server 2003, 2003 R2, 2008, 2008 R2, Windows Storage Server 2003 R2, 2008. (Note: a
CallPilot server must never be used as an OfficeScan server since this will consume excessive resources on
the CallPilot server and could impact CallPilot performance.) Check the system requirements published by
Trend Micro for the OfficeScan server.
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The computer to be used for the OfficeScan server needs to have networking fully set up and enabled,
including DNS settings.

Note: Avaya strongly recommends using a scheduled maintenance window for the installation since, in
some cases, a system reboot may be required.

1. On the OfficeScan 10.5 CD, double-click “setup.exe”

ETrend Micro OfficeScan Corporate Edition 10.5 - InstallShield Wizard

Extracting Files ‘

The contents of this package are being extracted. .

Please wait while the Installshield Wizard extracts the files needed to install Trend
Micro OfficeScan Corporate Edition 10,5 on ywour computer, This may take a few
mamenks.,

Reading contents of package...

[

InstallShield

= Back | Mexk = | Cancel

Installshield Wizard |

Setup iz preparing the InstallShield wWizard, which will quide pou
i+ through the rest of the setup process. Pleaze wait.

| Cancel |
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Trend Micro OfficeScan

Welcome to the OfficeScan Setup program.

“ou are about bo begin instaling OfficeScan, Please make
zure pou have [nternet connection to successfully
complete the installation process.

Click Mest to continue ar Cancel ta exit.

WARMIMG : This program is protected by copyright lawes
ahd international treaties.

Help ¢ Back

Cancel |

2. Click “Next”

Software License Agreement E |

License Agreement

Pleaze read the following license agreement carefully. 0‘ TE EE E—

| IMPORTANT: READ CAREFULLY. USE OF TREND MICRO il
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES
SUBJECT TO THE FOLLOWING LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services
Date: May 2010 |

&% | accept the terms of the license agreement Frint |

= | do not accept the terms of the license agreement

|metallShield

< Back | Mext = I Cancel |

3. Select “l accept the terms...” and click “Next”
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Trend Micro OfficeScan |

Chent Deployment
) TREND
MICRO

|Jze thiz zoreen to estimate the network, bandwidth needed to deploy client installation packages
to OfficeScan clients. These are approximate meazurementz and can change depending on
updatez made to the OfficeScan servers.

Conventional scan method

WWeb installation: S4kE
Remote installation: 89k B
Autopee installation: 231 ME

Smanr scan method

WWeb installation: S4B
Remote inztallation: 57k B
Autopee installation: 134MEB

|metallShield

Cancel |

Help ¢ Back

4. Click “Next”

TrendMicro Offescan |
Uzage Guide

¢P) TREND

J MICRO

IF you are upgrading to this version of OfficeScan, Trend Micro recommends backing up the
OfficeScan server zettings before upgrading. For mare detailz, click Help.

Help

For more detailz on replicating the OfficeScan server settings using Trend icro Control
Manager, refer to the Trend Micro Contral Manager documentation.

|metallShield

Cancel |

5. Click “Next”
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Trend Micro OfficeScan |

Inztallation Destination
) TREND
MICRO

[ waill inztall/upgrade the OfficeScan server

{ Toaremote computer, or to multiple computers

|metallShield

Help ¢ Back | Hext » I Cancel

6. Select “On this computer” and click “Next”

Trend Micro OfficeScan |
Computer Prescan

D) TREND

MICRO

The Setup program can zcan the target computer for secunty rizks before installing the product.
Whould pou like Setup to scan the target computer’?

{™ Scan the target computer

{= Do not scan the target computer

|metallShield

Help < Back | Mext = I Cancel

7. Select “Do not scan the target computer” and click “Next”. (You may choose to scan if you want,
however scanning is best done after updating the scan engine and pattern files.)
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TrendMicroOficescon |
Setup Status

) TREND

MICRO

Software inztallation iz being configured.

Setup iz azzeszsing the target computer's resources. Please wait.

|metallShield

TrendMicroOficescon |
Inztallation Path

) TREND

MICRO

Pleasze specity the OfficeScan inztallation path. v'ou may bupe a new folder name or browse o
wour preferred location.

C:%Program FilezhTrend Micro\Offic

Browsze. ..

|metallShield

¢ Back | Hext » I Cancel

8. Specify the installation path for the OfficeScan server software or leave it at its default. Click
“Next”
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Trend Micro OfficeScan |

Proxy Server

() TREND

If you uze a proxy server bo access the Internet, specify your prosy zettings below. OfficeScan wil
uze thiz information when downloading updates from the Trend Micro update semver.

r— Proxy settings

Prosy type: = HTTF  SOCKS 4
Server name or [P address: I
Part; I
Authentication [optional]: Lzer name: I

Password: I

[rztallShield
Help < Back m Cancel
9.

If a proxy server is used for the OfficeScan server to access the Internet, configure it. Otherwise, if
no proxy server, just click “Next”.

Trend Micro OfficeScan |

Web Server

(@) TREND

Fleaze chooze the \Web garver to uze for the OfficeScan server.

IIIS wirtual web zite j
" Apache ‘Web server 2.0 [will be installed i not vet installed)

HTTF part: Igggg

¥ Enable S5L

Certificate validity penod: |3 year(z)
S5L port: |4343

|netallShield

Help | < Back | Heut > I Cancel

10. The OfficeScan server is administered using a browser to access a web console. The OfficeScan
server needs a web server to use for this. If your computer already has |1S installed, it can use

that. Otherwise, it will install Apache Web server 2.0 as its web server. Choose the appropriate
options for the web server, ports and SSL, then click “Next”.
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Trend Micro OfficeScan |

Computer |dentification
) TREND,
MICRD

Specify whether OfficeScan clients will identify the zerver by it damain name or [P address.

Trend Micro recommends uging an IP address when the computer haz multiple network cards and
uzing a domain name when the computer's IP address is subject to change.

¢ Qo oot
" |P address: -
| metalls hield

Help < Back | et = I Cancel

11. Select either domain name or IP address as the means to identify the OfficeScan server.
(Typically domain name would be used here). Click “Next”

Trend Micro OfficeScan |

Product Activation

Step 1. Register online 0‘ IE E'g E.

Activation iz a hwo-ztep process:

1] Register online [Skip this step if you already have the Activation Code).
2] Enter the Activation Code.

[ze the Regztration K.ey that came with pour product and click the button below to register
onling. &n Activation Code will be zent bo you via email.

|metallShield

Help ¢ Back Hext » Cancel

12. If you already have the activation codes, click “Next”. Otherwise you may have to register online.
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Trend Micro OfficeScan |

Product Activation
Step 2. Enter the Activation Codefs) 0‘ IE E':! E-
Type the Activation Codes for the OfficeScan services using the following farmat:
Antivirus:

E 000 0 I

Dramage Cleanup Services:

YWeb Reputation and Anti-zpyware:

E =

[ mzballs hield

Help < Back | et = I Cancel

13. Fill in the activation codes. Click “Next” (Trial codes expire 1 month from when they were first
obtained from Trend)

Trend Micro OfficeScan |

Inztall Integrated Smart Protection Server
(&) IREND

By default, zetup will install an Intearated Smart Protection Server on the target computer with
Smart Scan as the default zcan method. Thiz zerver supporte HTTP and HTTPS protocols.
Configure zettings far thiz server from the OfficeScan web conzole.

To enzure optirmal performance, Trend Micro recommends installing the standalone Smart
Praotection Server.

If you dizable the Integrated Smart Pratection Server, change the Scan method to Conventional
zcan fram the OfficeScan eb console to ensure continued protection.

Ingtall the integrated zerver. Thiz zerver supportz HT TP and HT TP'S protocols.
I¥ Enable S50

Certifizate walidity period: |3 pearz)
S5L port: Il4345

[ FreballS hield
Help | ¢ Back | Hext » I Cancel

14. Click “Next”
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Trend Micro OfficeScan |

Enable Web Reputation Service

() TREND

Setup will enable an intearated *Web Reputation Service on the target computer.

Do you want to enable the integrated 'eb Reputation Service’?

" MNo.

¥ “res Enable the integrated ‘Web Reputation Service.

HTTP part: I527‘4

|nstallshisld

Help | ¢ Back | Mest » I Cancel

15. You can enable Web Reputation Service on the target computer. Make your selection and click
“Next”.

Trend Micro OfficeScan

Install Other OfficeScan Programs

() TREND

Azide from the OfficeScan zerver, you may want to ingtall other DfficeScan programs to the target
computer. Select from the programs below:

I QfficeScan client [can be installed only if ServerProtect for MT ie not installed on the target
computer|

[~ Palicy Server for Cisco MAC

[™ Cisco Trust Agent for Cizco NAC

Type the full path of the local diive and directon where the Cisco Trust Agent certificate fils is
lozated [for example: c:hctagent.cer].

The certificate must be lozated on a local drive; mapped drives are not acceptable.

mpart Certificate,. |

| FitallShield

Help ¢ Back | Mext » I Cancel |

16. In addition to installing the OfficeScan server software, you probably want to also install the

OfficeScan client software onto the AV server machine so that computer can be protected from
viruses. If so, check the OfficeScan client box. Click “Next”.
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Trend Micro OfficeScan |

Smart Protection Hetwork
(D) TREND
MICRO

The Trend Micro Smart Protection Metwark is a

r/ I TROND MICRO™
}l i SMART newt-genaration cloud-client content security
-l'\_ &Y : PROTECTION

=

HETHORE infrastructure designed to deliver proactive
HEREEE protection against the latest threats,

[~ Enable Trend Micro Smart Feedback [recommendedf

wihen enabled, Smart Feedback zhares anonymousz threat infarmation ta the Smart
Frotection Metwark, for analysis, ou can dizable Smart Feedback. anytime through the
praduct conzale.

'our industry [optional]; I Mot 5pecified j

| mztallZhield
Help < Back | Mest > I Cancel |

17. Optionally, you can enable Trend Micro Smart Feedback. Make your selection and click “Next”.

Trend Micro OfficeScan |

Administrator Account Password
D) TREND
MICRO

Specify the paszwords for opening the Web conzole or unloading/uninztalling the OficeScan
clent. Pazswaords prevent unauthorized modification of YWeb conzole zettingz or removal of the
OfficeScan client.

Yweb conzole paszword:

Account; IT'I"I't

Pazeword; II"

Ixxxxxx

Confirmn pazssword;

Client unload and uninztall pazsword:

Paszwaord: I
Confirm passwoard: I
[Figtalls hield

Help < Back | Hest » I Cancel
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18. Specify a password for logging into the OfficeScan web console and another password to allow
unloading and uninstalling the OfficeScan client. (If you choose the same password for both, you
will get a warning.) The client unload password is needed to disable real-time scanning on a client
computer. Certain CallPilot scenarios (such as installing large software updates or PEPs) work
better with real-time scanning disabled. Therefore, CallPilot support personnel may need to know
the client unload password so they can temporarily disable real-time scanning so that CallPilot
software updates will complete quicker. Click “Next”

Trend Micro OfficeScan |

() TREND

Office5Scan Client Inztallation

The zame installation path will be uzed for ingtaling the OfficeScan client to all the computers
that the OfficeScan server will manage. Please type the installation path below.
YWarning: The installation path cannaot be changed after setup 1z complete.

C:\Program Filzst Trend Micra\OfficeScan Cliend

Part number: a1 et

Security level:

Mormal: &zsigns the access privileges already configured for the computer's Program Files
and reqgizty files to OfficeScan client fles and regiztnes.

f+ High: Festicts access to DfficeScan client fles and regishies.

[ratallS hield

Help < Back | MNewt > I Cancel

19. Specify the path into which OfficeScan client software will be installed on client machines. Click
“Next”.
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Trend Micro OfficeScan |

Antiviruz Features
) TREND
MICRO

™| Enable firewall o semver platforms
OfficeScan automatically dizables the firewall zervice on server platforms. Select

thiz feature to ensure that OfficeScan enables the firewall on both zerver and
desktop platforms.

|metallShield

Help ¢ Back | Hext » I Cancel

20. Click “Next”
Trend McroOfficescan |

Anti-zspyware Feature
D) TREND
MICRO

Azzezsment mode was designed to allow pou to first evaluate whether spowaresarayware iz
leqitimate or not and then take action bazed on pour evaluation. Click Help for more infarrmation.

Wwfould wou like to enable aszessment mode™?

" Yes, | would lke to enable aszessment mode for; |4 "I wieekls]

i Mo, pleaze do not enable assessment mode:

|metallShield

Help < Back | Mext = I Cancel

21. You can enable assessment mode. Make your selection and click “Next”.
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Trend Micro OfficeScan |

OfficeScan Program Shortcuts
(D) TREND
MICRO

Setup will add a folder containing the OfficeScan program shortcuts to the Start menu. Accept
the default folder name or gpecify a new one. v'ou can alzo zelect an existing folder to which
the prograrm shortcuts will be added.

Folder name:

Trend Micro DfficeScan Server-tDSCLIEMT

Ewisting folders:

Adrminiztrative Toolz

Startup

|metallShield

< Back | Hext » I Cancel

22. Click “Next” (you can change the shortcut location if you want)

Trend Micro OfficeScan Ed |

Installation Information
D) TREND
MICRO

Below iz the summary of your OfficeScan server installation.

Activated services: -
Antivirug

Damage Cleanup Services
Wwieb Reputation and Anti-zpyware

Server identification;
mdzclient]

Target directony:
C:%Pragram Filez\Trend MicrohOfficeScan

Folder name: -
Kl 3
| etallShield

Cancel |

< Back

23. Click “Install”
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TrendMicroOficescon |
Setup Status

) TREND

MICRO

Software inztallation iz being configured.

C:A AT rend MicrobDfficeScanyPCCSBY WS S activeupdatehicrodtbl 002

|metallShield

24. When installation of the OfficeScan server and OfficeScan client software is complete on your
OfficeScan server machine, the following screen will be displayed:

Trend Micro OfficeScan |

Installation Complete

You have successfully installed Trend Micro OfficeScan.

[T Wiew the readme fils

[T Open the Web console

< Back | Finizh I Cancel

25. Click “Finish”. Reboot is not required.
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26. Now launch the OfficeScan server Web Console using Start — All Programs — Trend Micro
OfficeScan server — OfficeScan Web Console. Depending on the Windows security settings on the
OfficeScan server machine, you may get the following security alerts:

Security Alert |

ri‘l |nformation you exchange with thiz zite cannot be viewed or
?. changed by others. Howewver, there iz a problem with the site's
* gecurnty certificate.

& The securty certificate was izzued by a campany pou have
not choszen to trust, YWiew the certificate bo determine whether
wou want ko tragt the certifping authority.

a The zecurty certificate date is valid.

The zecurity certificate haz a walid name matching the name
af the page vau are frying to view.

Do you want ko procesd?

Wiew Certificate |

27. If you get this security alert, click “Yes” to accept the certificate.

Internet Explorer |
Content fram the \Web site lizted below iz being
° blocked by the Intemet Esplarer Enhanced =\0%E
Secunty Configuration.

https: Afmdsclient]

[ Continue to prompt wher 'Web site contert is blocked

Learn mare about [nternet Esplorer's Enhanced Securty Confiquration....

[F wows brust thiz Web site, pou can lower securnty settings for Add.
the site by adding it ko the Trusted sitez zone. IF you know =

thiz ‘Web zite iz on pour lozal intranet, review help for

inztructions on adding the gite to the local intranet zone

inztead.

|mpartant: adding this web zite to the Trusted zitez zone will lower the security
zettings for all content fram thiz web site for all applications, including Intermet
Euplorer.

28. If you get this warning, Click “Add” to add the OfficeScan server web site to your list of trusted
sites.
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usedstes G|

¥ou can add and remove YWeb sites From this zone, All Web sites
in this zone will use the zone's security setkings,

&dd this \Web site ko the zone:
I hkkps: [ imdsclient1

Web sites;

htkp: )+ update  microsoft, com - REmayE |
https: f* .update. microsoft, com

htkp: ) owindowsupdate, micrasoft, com

htkps: [1* windowsupdate, microsaft, com

http:/fgo.microsoft, com
htko: ! frmsdn, microsaft, com LI

™ Require server verification (https:) for all sites in this zone

Close |

29. “Add” then click “Close”. Then you will probably be asked to install some needed ActiveX

controls”

Information Bar

Did pou notice the Information Bar?

The Information Bar alertz you when Intermnet Explorer blocks a

pop-Lp window ar file download that might not be zafe. IF a
YWeh page does not dizplay properly, look, for the Infarmation
B ar [near the top af your browser).

[ Do rat show thiz message again.

Leamn about the [nformation Bar...

]

30. Click “OK", then click in the Information Bar to install the needed ActiveX component
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Trend Micro OfficeScan - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools Help

Qoack -~ ) - 9 2] =1

' Search - 7 Favorites {‘!| -

Address I@ https:/mdsclientl: 4343/ officescanconsole/htmlfcgifcgiChkMasterPwd .exe

@ This site might require the Following ActiveX control: "atxEnc.cab’ from 'Trend Micra, Inc.'. Click here to install..

4
-l
) TREND | ‘ -
) TREND_ | OfficeScan
WEEB CONSOLE LOGOM
Please type your user name and password to access the Web console.
User name: ||
For Active Directory account:
domaintusername or username@domain
Password: I Log On |
You can provide users the following client installer link:
https:/fmdsclientl 434 3fofficescanfconsolehtml ClientInstall’
Copyright © 1995-2010 Trend Micro Incorporated, All rights reserved, =
|® Daone E|0 Trusted sites v

31. Click in the Information Bar to install it

Internet Explorer - Security Warning

Do you want to install this software?

Mame: AkxEnc.cab

Publisher: Trend Micro, Inc.

¥ |Mn:nre options Install | Don't Install

]|

While Files From the Internet can be useful, this file bype can pokentially harm

wour compuker, Only install software From publishers wou trust, What's the risky

32. Click “Install”
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/3 Trend Micro OfficeScan - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools Help | ;',’

(PBack -~ o) - (¥ (2] | ) search ¢ Favorites 6‘| L

Address I@ https:{fmdsclientl: 4343/ officescan/console/htmlfcgifcgiChkMasterPwd, exe j a0
A

f®) TREND_ ' OfficeScan™

WEB CONSOLE LOGON

Please type your user name and passward to access the Web console.

User name: IrUDt

For Active Directory account:
domaintusername or username@domain

Password: I...... Log On |

You can provide users the following client installer link:
https:/rndsclientl 434 3/officescansconsole/html/ClisntInstall’

Copyright @ 1995-2010 Trand Micro Incorporated, All rights resarved,

€l [ [ [ |5 @ Trusted sites

KN

33. Enter standard user name “root” and the password you provided earlier. You may then have to
install an additional ActiveX component

Information Bar |

Did pou notice the Information Bar?

The Information Bar alertz you when Intermnet Explorer blocks a
pop-Lp window ar file download that might not be zafe. IF a
YWeh page does not dizplay properly, look, for the Infarmation

B ar [near the top af your browser).

[ Do rat show thiz message again.

Leamn about the [nformation Bar...

34. Click “OK", then click in the Information Bar to install another needed ActiveX component

Microsoft Internet Explorer |

The page cannot be refreshed without resending the information.
Click Retry ko send the information again,
or click Cancel to rekurn to the page that wou were trying to view,

Zancel |

LR ]
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35. If you get this message, click “Retry”

Internet Explorer - Security Warning |

Do you want bto install this software?
Mame: AkxEnc.cab
Publisher: Trend Micro, Inc.
¥ |M|:|re opkions Install |

While files From the Internet can be useful, this file bype can potentially harm

wour computer. Only install software from publishers wou trust, What's the risks

36. Click “Install”

37. 0On the left side of the OfficeScan Web console page, Click “Update Server Now” to update the
antivirus “patterns” (definitions).

3 mdsclient1 - Trend Micro OfficeScan - Microsoft Internet Explorer

File Edit “ew Favorites Tools Help | ,'
QBack - £~ [*] [ | ) Search ¢ Favorites 42 | -~ i =
Address I@j https: fimdsclient 1 : 434 3fofficescan/console/htmlfcgifcgiChkMasterPyd, exe
=, .
) TREND.  OfficeScan® Brost & wrogoi! 6
Current server: mdsclient1
= server Manual Update € velp
Scan Mow for all Domains
BenperedBin T 5l
¥ Hetworked Cormputer Cormponents Current Wersion Last Update
Surmmary W Antivirus
+ Security Compliance ¥ Anti-spyware
+ Metworked Computers [¥ Damage Cleanup Services
+ Smart Protection ¥ Behavior Monitoring Components
* Updates Update | Cancel |
+ Logs
*+ Cisco MAC
+ Motifications
+ Administration (=
+ Tools
Plug-in Manager LI
|@ https: fimdsclient 1:434 3jofficescanfconsole/htmlfroot fleftall htma l_ l_ l_ l_ E |° Trusted sites .

38. Check all the components under “Components to Update”. Then click “Update”.
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crosoft Internet Explorer

Fil=e Edit “ew Favortes Tools Help | i f'
@ Back - ) - Iﬂ @ /':" Search ' Favorites £ | - B
Address I&j https: {{mdsclient1: 4343 officescan/consolef/htmifcgifcgiChkMasterPwd exe
TREND, | i ™
@..”q- 3 OfficeScan 8 oot B Logoi | B
Current server: mdsclientl
o
—{ Manual Update Progress B Help
Scan MNow for all Domains
Updat PUEEC Manual update is in progress, You can navigate away frorm this page and perform other tasks, Please remember to
check the update progress periodically.
Status
Surnrmary
; " Cornpenent Prograss Status
+ Security Compliance
Antivi
+ Metworked Computers s
+ Srmart Protection Srmart Scan Agent Pattern 100 %  Successful |
+ Updates Wirus Pattern 20 % Getting files
+ Logs IntelliTrap Pattern 0% Wait.,.
* Cisca NAC IntelliTrap Exception Pattern 0% Wait.,.
+ Naotifications Wirus Scan Engine [32-bit) 0 % Wait.,..
+ Administration b Wirus Scan Engine [&4-bit) 0 % Wait...
+ Tools Anti-spyware
Spyware Pattern 0 9% Wait...
Plug-in Manager = Spyware Active-monitaring Pattern 0% Wait,.. =
|&] pone E @ Trusted sites 4

39. When the update is complete, click “Summary” on the left to check that all the needed updates
succeeded

ceScan - Microsoft Internet Explorer

File Edit WYiew Favorites Tools Help |
QBack - &) - [x] 2] 7 | ) Search < Favorites 42 | - s B
Address I&j https:fimdsclient 1: 4343/ officescanfconsale/htmljcgifcgiChkMasterPwd, exe

%) TREND.

OfficeScan™ Broot B Loqoft| B

Current server: mdsclienti

| v

Update Status for Networked Computers [(Online Clients: 1 Smart Scan: 1 Conventional Scan: 0 ) ®Collagse Al;l

Scan Mow for All Domains Current

Version

Srart Scan Agent Pattarn 7.625.00 1 i L PN
Wiruzs Pattern 7.625.00 i i [
IrtelliTrap Pattern 0.142.00 1 i L PN
+ Networked Computers IntelliTrap Exception Pattern 0,603,00 1 o e 1005
+ Srnart Protection virus Scan Engine (32-bit) 9,120,1004 1 ] L PN
+ Updates Yirus Scan Engine (&4-hit) 9,120,1004 o o :D%

Updated Outdated Update Rate

® Antivirus

Update Server Now

+ Security Compliance

- Current
+ Logs (%) Anti-spyware et Updated Outdated Lpdate Rate
+ Cisco NAC Spyware Pathern 11,21 1 i N 100
+ Motifications Spyware Active-monitoring Pattern 1.121.00 1] 1] 0%
+ Administration Spyware Scan Engine (32-bit) £.2.3021 1 0 L PN
+ Tools Spyware Scan Engine (64-bit) 6.2,3021 1} 1} 0%
® D. ge Cleanup Services EuriiEiE Updated Outdated Update Rate

Version

Plug-in Manager | _ILI
|4 I »
|&] pore ’_’_’_’_ré_ @ Trusted sites v

40. Check that no needed components are shown as “Outdated”.
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41. Select Updates — Networked Computers — Automatic Update. Uncheck “Initiate component
update on clients immediately after the OfficeScan server downloads a new component”. Uncheck
“Let clients initiate component update when they restart..”. Set up a Schedule-based Update at a
time when the CallPilot server is expected to have low traffic. (Problem: the Automatic Update
settings seem to apply to all Networked Computers and cannot be specified selectively for only the
CallPilot servers. For desktop PCs, which are often powered down at night, the best policy is to
distribute updates during the day and to update when a client restarts. For a CallPilot server,
however, the server is up 24 hours a day and it is best to distribute updates at night. When a
CallPilot server does restart, usually one wants it to come on-line as quickly as possible and
therefore getting virus updates at restart is not a good idea.)

; mdsclient1 - Trend Micro DfficeScan - Microsoft Internet Explorer

Fle Edit Wew Favorkes Tools Help ‘ l'r
QBack - ) - ¥ & & | - Search -7 Favarites 42 | * g =
Address I@j https: | imdsdlient1: 4343 afficescanfconsolefhkmlfcgifcgiChkMasterPwd  exe ﬂ Go

M) rene. | OfficeScan™

Current server: mdsclienti

| v

Automatic Update {Networked Computers) E Help

Scan Mow for &ll Dornains
Clients are triggered to update cormponents when certain events occur or during the specified update scheduls,
Update Server Now

Event-triggered Update

Summary [™ Initiate component update on clients immediately after the OfficeScan server downloads a new component

e — [T indude rosrming and offline dient(s)
+ Metworked Computers [T Let dients initiate camponent update whan they rastart and connect to the OfficeScan sarvar (raarning clients are excluded)

. :
Smart Protection [ Perform Scan Mow after update (excluding roarming dients)

EELEE N | | schedule-based Update

Surnrary

' Minuta(s)

v g
e  Hour(s) | Start time: [20 = oo =] thhirmm)
- Networked Computers & Daily | Updats for = pericd of [2 =] hour(s)

i »
Automatic Update O weekly, every [Sunday o] |

Manual Update

pdata Source cancel |

Rollback
+ Logs
+ Cisco NAC
- =l
[&] Done [T [ [ 5 [@ mrusted siees Y

Preparing an OfficeScan Client Package for CallPilot servers and installing it

CallPilot servers require a specific set of parameters for the OfficeScan client. Therefore the client
installation for a CallPilot server will not use the same method used for other client PCs being managed by
the OfficeScan server. OfficeScan provides a variety of mechanisms for installing on client computers.
Avaya recommends that a CallPilot server not be connected to the network until it is fully protected by the
latest CallPilot security PEP, all authorized recent hotfixes and an up-to-date anti-virus solution.
Therefore, unless the network is very well protected, the OfficeScan client should be installed on CallPilot
servers using off-line media such as a CD or (if supported) a USB drive.

The OfficeScan Client Packager utility will be used to create a client package for CallPilot servers, then
this can be burned to CD (or written to a USB drive) and physically taken to the CallPilot server for
installation.

42. Now launch the Client Package utility (CInPack.exe) from the location shown below.
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& C:.Program Files' Trend Micro' OfficeScan’,PCCSR Y Admin', Utility', ClientPackager

File Edit Wiew Favorites Tools

Help

0[]
|

Back = o - 9| ) search
o

[~ Folders | B 3 X ) | -

Address IEI CiYProgram Files! Trend MicrolOffice ScandPCCSRW AdminiUtlity ClientPackager

EBE

Faolders ¥ || Mame = | Size |
3 5 Trend Micro af | 1= cLiEnTmsIsETUP_MsT 5,696 KE
=l 155 OfficeScan ECInExtDr.exe 157 KE
Bl g3 PoCsRyY _'_Ji"CInExI:Dr.ini 1 KE
= 15 Admin F'E':|F|F'E||:l=:. e 5&5 KE
=) AU_Backup FCinPack.ini 10 KB
=155 Utiliy _@FIDWCDntrDI.dII 155 KE
3 Apache ~BMail.iri 1 KB
I3 ApachessL Fmakecab.exe 80 KE
) ClientMover i5IMSI_TEMPLATE msi 264 KB
I ClientPackager é] OfcPFwCornmon. dil 267 KB
ChcTa A< Toal.exe 317 KR
(5 DotMet 1| 2 tmchwapi.di 650 KB
(L GatewaySettingsImport li*] VSAPLIZ.DLL 1,334 KB
I ImgSetup é] ZLib.dl 74 KB
I Ipifer
I SPMSHFr
I 50l
|E| SwrTune
I3 TCacheGen -
[ | _*I_I < | N
|Desu:ri|:uti|:|n: ClientPackager MFC Application Company: Trend Micr |584 KE | a_a} My Compuker o
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&Elient Packager |

I1ze the Client Packager to create setup or update packages for the OfficeScan client.

Package tupe: I Setup j
Windows operating system pe: |32-I:|it j
Scan Method; ISmart Sean j
— Optionz

[ Silent mode ™| Force avenwrite with latest wersion

Iw Dizable prescan [only for fresh install]

— | lpdate agent options
[ Provide component service
[ Provide zetting service

[™ Provide program service

— Client utilities

™ Outlook Mail Scan [ Check Point SecureClient 5upport
— Components

¥ Zntivins ¥ dnti-sppware

¥ Firewall ¥ | [amage Eleanup Semvices

¥ | Eehavior Monitoning Companents

S ource file: IE:"-.F"ru:ugram Filez\Trend MicrosOfficeS cantPCCS RV ofczcan.ini |

IE:"-.temp'fofiu:eS canClientForCP.exe

Cutpuit file;

Create Cloze

Note: For 201i servers it is recommended to use “Disable prescan” option. The 201i server does not have
required resources to perform PreScan within the limit of 5-minute time interval. When PreScan takes
more than 5 minutes, the setup program will not install successfully.

43. Specify a location and file name for the CallPilot OfficeScan Client Installation package. (Note:
CallPilot servers must not be used as “Update Agents” to distribute virus patterns since this adds
extra load onto them) Then Click “Create”.
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Client Packager

Packing process is running, please wait, .,

Client Packager |

' E Package created successfully!
L]

44, Click OK, then Close.

45. Write the Client Install package to CD or USB drive and take it to the CallPilot server. Execute it
on the CallPilot server to install the OfficeScan client. The package will include the current virus
definitions that are installed on the OfficeScan server.
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Configuring OfficeScan on a CallPilot server

Now that OfficeScan has been installed on the CallPilot server, if the latest CallPilot security PEP and
other authorized hotfixes have also been installed, the CallPilot server is adequately protected and the
CLAN cable can be reconnected. Be sure that the CLAN networking parameters have been fully
configured, including any appropriate DNS settings.

Now the CallPilot server will show up on the OfficeScan server management page and can be managed
from there.

46. Access the OfficeScan server Web console. This can be done from the OfficeScan server itself
(Start — All Programs — Trend Micro OfficeScan Server — OfficeScan Web Console) or by browsing
to the OfficeScan server from any other desktop on the LAN (Use URL
https://webserver:4343/officescan/console/html/cgi/cgiChkMasterPwd.exe - where “webserver” is
the DNS name or IP address of the OfficeScan server machine). Log in using the password.

A mdsclient1 - Trend Micro Officescan - Microsoft Internet Explorer

Fle Edt View Favortes Tools Help ‘ o
Qeack - 0 - [ @ (0] O search Jravortes @ | (0 0 B}
Address [&] https://mdsclient1:4343/officescaniconsole/htmljcgifcgiChkMasterPud exe = E
M)rene | OfficeScan™ B root
Current server: mdsclient1
Scan Now for &ll Domains Activated services: Desktop/Server Antivirus, Desktop /Server Web and Py , File Damage Cleanup Services
Update Server Now Status summary as of 11/16/2010 12:07:46
I A— | Comete
*+ Security Compliance All Conventional Scan Smart Scan -
Status
+ Netwarked Computers
Type Detections Infected Computers
*+ Srhart Protection .
Status Srnart Scan Conuentionsl Scan Total Virus/Malusre a o
+ Updates
Spywaref Grayware o o
* Logs M online 1 o 1
+ Cisco NAC
+ Notifications Offline o o a
+ Administration
+ Tools Roaming o o o
Plug-in Manager
(%) Duthraak Status  View Top 10 Security Risk Statistics
N : TREND MICRO™
) SMART Type Current Outbreak Last Outhreak
<) PROTECTION
: NETWORK L virusiMalware None Hone Resat
Spyware/Grayware Mone Mone Resat |
Updata Status for Networked Computers  (Online Clisnts: 1 Smart Scan: 1 Conventional Sean: 0 ) (%) collapse All (%) Expand all
(%) Antivirus Current Wersion Updated Outdated Update Rate s
Smart Scan Agent Pattern 7.625.00 1 o s 1009
Virus Pattern 7.625.00 o o 0%
IntelliTrap Pattem 0.143.00 1 0 — oo
IntelliTrap Exception Pattarn 0.603.00 1 o e 1009
Wirus Sean Engine (32-bit) 3.120,1004 1 o s 1009
Virus $ean Engine (64-bit] 9.120,1004 [} o 0%
(%) Anti-spywrare Current Version Updated Outdated Update Rate
Spywsre Pattern 1121 1 o . By
Spyware Active-menitoring Pattern 1.121,00 [} o 0%
Spyware Scan Engine (32-bit) £.2.3021 1 0 — oo
4 | B
‘&) Dane [ [ [ |8 @ tustedstes

47. 0n the left, select “Networked Computers”, then “Client Management”. Expand the tree under
“OfficeScan server” to see the computers being managed. (Note: if there are multiple CallPilot
servers, it is possible to use the Web Console “Manage Client Tree” menu to create a separate
“Domain” for them. Please be sure the settings are still set correctly.)
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https://webserver:4343/officescan/console/html/cgi/cgiChkMasterPwd.exe�

mdsclient1 - Trend Micro OfficeScan icrosoft Internet Explorer

Eile Edit View

Qoack - ) - A & Lo E

Address I@j https:jimdsclizntl : 434 3jofficescan/console fhtmlfcgifcgiChkMasterPwd exe

Favorites  Tools  Help

A | ) Search ' Favarites 421 |

M@)mewe | OfficeScan™

Current server: mdsclientl

Broot & Logoi| B

Glient Management

B refresh [ Help

Scan Now for all Domains

Update Server Mow

Select dornaine or computers from the client tree, and then selact one of the tasks provided abouve the dient tree,

Search for computers: |

' search Advanced search

Summary

Clignt tree view: IUDdEtE view 'I

Server GUID 657des7a-1f96-41-2290-1f35c62d7297

+ Security Compliance

Networked Computers

Client Management

Client Grouping

Global Client Settings

Computer Location

+ Client Installation

Connection Yerification

Outbreak Prevention

+ Srnart Protection

+ Updates

+ Logs

+ Cisco NAC

+ Notifications

+ Administration

+ Tools

fstatus [E]Tasks v [[settings ¥ ‘Tilogs v+ EiManage Client Tree v xport
» [\ officescan server Domain/Camputer = | 1P add... [ Liste... | Domein Hi... | Connectio... | GUID Jojufuft
2 workgroup Elycrzo1_2 192.1... 47885  Workgroup) | Orline Zecd?508-1a60-4b9-0aF .

[ELMDSCLIENT1

11

192.1... 47885  “Workgroupt  Orline bbB37bf0-frcS-41c1-bbdf, .

Plug-in Manager

Murnber of clients: 2

Clients using Smart scan: 2 clients using Conventional scan: 0

TREND MICRO™
SMART

PROTECTION
NETWORK

|@J Done

LTS e westedstes

48. Click to select the CallPilot server(s) and use the “Settings” menu to select “Real-time Scan

Settings”

Avaya

Page 167 of 183



Real-time Scan Settings £ Help

F Enable virusfrmalware scan

[~ Enable spywarefgrayware scan

Target Action

User Activity on Files

| »

Scan files being:! |{ECENC el ixte hi=e)
Files to Scan

7 All scannable files

¥ File types scannad by IntelliScan _jJ

i~ Files with the fallowing extensions (Uze commas to separate entries):

MLACCDEARD, BAT, BIN, BOO, CAR, CHM,. CLA, CLASS, COM, CSC,.DLL,.DOC,.DOC &
M, DOCK,.DOT, DOTM, . DOTH,. DRV, EML,LEXE, G2, HLP, . HTA, HTM,.HTML, HTT,. IMNI..J
ARIPEG.IPG, IS, J5E, LMK, LEZH, . MDEB, . MPD,. MPP, MPT, MSG, MSO, NWS, OCK,. OFT.,,
oL, .PDF,.PHP,.PIF,.PL..POT, POTM, POTE, PPAM.. PPS, PPSM, . PPEX, . PPT,.PPTM..PPT
®,.PRCLRAR, REG.RTF.5CR, SHS, 55, TAR, VBEVBS, VED, VWSS, VST, VKDL WML, ¥

Scan Settings
[T Scan floppy disk during systern shutdown
[T Scan netwark drive
¥ Scan cornpressed files
Maximum layers: IE _;'J —
[¥ Scan OLE objects
Maxirmum layars: |3 j" _j_l

¥ Detect exploit code in OLE files _jJ

¥irus /Malware Scan Settings Only

¥ Enable IntelliTrap _jJ

Scan Exclusion

¥ Enable scan excusion

I_Appll,l scan exclusion settings to all scan types

Scan Exclusion List (Directories)

Enter the directory path (For example, c\termp\ExcludeDir].

¥ Exclude directaries whare Trend Micra products are installed

Saving does the following:

Save | Cancel |

a
[&] l_l_l_l_la_|0 Trusted sites v

49. Uncheck “Enable spyware/grayware scan”. Select “Scan files being create/modified”. (Scanning
files every time they are retrieved will add extra overhead onto the CallPilot server and may result
in performance problems.) Scroll down.
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Real-time Scan Settings

¥ Erable virus/malware scan

[ Enable spyware/grayware scan

Target Action
-
Virus /Malware Scan Settings Only
¥ Enable IntelliTrap _jJ
Scan Exclusion
¥ Erable scan exdusion
I_Appll,l scan excluzion settings to all scan types
Scan Exclusion List (Directories)
Enter the directory path (For example, citernphExcludeDir).
¥ Exclude directories where Trend Micro products are installed
Saving does the following:
" Retains dient computer's exclusion list
" ouerwrites the client cornputer's exclusion list
* adds path to the client cormputer's excusion list
" Removes path from the dient camputer's excusion list
IC:\Windows\Temp\Test*
Rernove
Scan Exclusion List (Files)
Enter the file name or the file narme with full path (Far example, ExcdudeDochlp; civternplexddifExcludebochlp),
Saving does the following:
¥ Retains dient computer's exclusion list
7 Cwererites the dient computer's exclusion list
-

Save | Cancel |

|€| Done

|

list”. Type “C:\Windows\Temp\Test*” and click “Add”.

50. Under “Scan Exclusion List (Directories)” select “Adds path to the client computer's exclusion
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Real-time Scan Settings

¥ Erable virus/malware scan

¥ Enable spyware/grayware scan

Target Action
-
Virus /Malware Scan Settings Only
¥ Enable IntelliTrap _jJ
Scan Exclusion
¥ Erable scan exdusion
I_Appll,l scan excluzion settings to all scan types
Scan Exclusion List (Directories)
Enter the directory path (For example, citernphExcludeDir).
¥ Exclude directories where Trend Micro products are installed
Saving does the following:
" Retains dient computer's exclusion list
" ouerwrites the client cornputer's exclusion list
* adds path to the client cormputer's excusion list
" Removes path from the dient camputer's excusion list
Civwindows\Termph Test*
Scan Exclusion List (Files)
Enter the file name or the file narme with full path (Far example, ExcdudeDochlp; civternplexddifExcludebochlp),
Saving does the following:
¥ Retains dient computer's exclusion list
7 Cwererites the dient computer's exclusion list
-

Save | Cancel |

|€| Done

|

51. Add the following exclusions in the same way:

C:\Windows\Temp\wav*
C:\Windows\Temp\*tmp
C:\Windows\Temp\msg*
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ndsclient1:4343 - Real

ime Scan Settings - Microsoft Internet Explorer

Real-time Scan Settings

¥ Enable virus/malware scan

[~ Enable spywarefgrayware scan

Target Action

Scan Exclusion

¥ Enable scan exdusion

- Apply scan exclusion settings to all scan types

Scan Exclusion List [Directories)
Enter the directory path (For exarnple, ctermplExcludeDir),

¥ Exclude directories where Trend Micra praducts are installed

Saving does the following:

" Ratains client cormputer's exclusion list

 Guarwrites the dient computer's exclusion list
& pdds path to the dient computer's exclusion list

" Removes path from the client computer's excluszion list

Civwindows\Temph*tmp

Rernove |
Cihvwindows\Termp' Test®

Civwindows\Templmsg*
Cvwindows\Termplwaw®

Scan Exclusion List (Files)

Enter the file name or the file name with full path (For example, Excdudeboc hlp: cihtemplexcddifExcudeboc hlp).
Saving does the following:

% Retains client computer's excusion list
7 Cuarwrites the dient computer's excluzion list
" adds path to the dient computer's exclusion list

 Ramoves path from the client cormputer's excuzion list

Save | Cancel |

[ -
|&] pone |_|_|_|_|—é—|0 Trusted sites v

52. Scroll down.
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Real-time Scan Settings

¥ Enable virus/malware scan

[~ Enable spywarefgrayware scan

Target | Action

Civwindows\Ternph*tmp

Rermoue |
Civwindows\Temp Test*

Ciywindows\Termplmsg®
Cwindows\Templwaw®

S$can Exclusion List (Files)

Enter the file name or the file name with full path (For exarmple, ExdudeCoc hlp; citemplexddifExcdudelaochlp].
Saving does the following:

" Retains client cormputer's exclusion list
7 Guarwrites the dient computer's excluzion list
& pdds path to the dient computer's exclusion list

 Removes path frorm the client cornputer's exclusion list

IC:\CaIIPiIot\*.trc

Scan Exclusion List (File Extensions)

a
ACCDE

ACE

AMG

ARJ

pAT Add = |
BIM

BOO

=
BON Remove I
BZZ LI

or type the extension balow:

Fiestore to Default

1]

Save | Cancel |

|ﬂ_1 Done

l_ l_ l_ I_ ré_ | & Trusted sites

H
Z

53. Under “Scan Exclusion List (Files)” select “Adds path to the client computer's exclusion list”.

Type “C:\CallPilot\*.trc” and click “Add".
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Real-time Scan Settings €3 Help

p Ernzble viros/malware zcan

[ Enable spywarefgrapware scan

Target Action

CrhwindowshTempimzg®
CoyWindows\Tempiwaw®

Scan Exclusion List (Files)

Enter the file name or the file name with full path (For example, Excudelochlp;
civternptexcldifExcludeDac hipl.

Saving does the following:

i Retains cient computer's exclusion list

7 Guerwrites the dient cormnputer's exclusion list
 adds path to the client computer's exclusion list

 Rermaves path from the client cornputer's exclusion list

Dy Hortel zrmtp™,*. i0k a| Remove |
it Martelysrtp*y ¥, inf

Dy Mortel\ smtp##, ikl

it Mortel z=mtp*y*, mok

Ly Mortel\ smtp ¥, mim

DiMortelhsmtp ™ *, mxl &

Scan Exclusion List (File Extensions)

o -
ACCDE

ACE

AMG

AR

BAT Add = |
BIM

BoC = Rermous |
BOH
BZZ :I

ot type the extenzion balow:

I Restare to Default

1]

Save | Cancel |

N [ B

[&] Done I_ l_ l_ l_ E | & Trusted sites

54. Add the following exclusions in the same way:

D:\NorteN\smtp*\*.mim

D:\NorteN\smtp*\*.inf

D:\Norte\smtp*\*.mOKk (that's letter m, number zero, letter k)
D:\Norte\smtp*\*.iOk (that's letter i, number zero, letter k)
D:\NorteN\smtp*\*.mx1

D:\Nortel\smtp*\*.ix1
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Also, on CallPilot HA systems the following additional exclusion should be specified:

“D:\Program Files\EMC AutoStart\xDomain Name>_<Computer Name>" (Where Domain Name is the name
associated with the HA pair and Computer Name is the name of the specific node within that pair.)

55. Select the “Action” tab

Real-time Scan Settings £ Heip

¥ Enable virusimalware scan

[~ Enable spyware/grayware scan

Target Action

Yirus /Malware

{* Usze ActiveAction _}'J

[T customize action for probable uirus.n"malware:IQuarantine vI

i~ Use the same action for all virus/malware types

[If you choose Clean, specify the second action COfficeScan will take if deaning fails)

Tupe 1=t Action 2nd Action
all Types ICIean ;I IQuarantine ;I
i~ Use a specific action for each virus/malware type

Tupe 1=t Action 2nd Action

Joke IQuarantine ;I

Trojan IQuarantine ;I

Wirus ICIean ;l IQuarantine ;l
Test Virus IDenl,I access ;I

Packear IQuarantine ;I

Probable Virus/Malware IQuarantine ;l

Others ICIean ;I IQuarantine ;I

Quarantine directory: I HTTR:/mdsclientl
[# Back up files befare cleaning
[V Dizplay a notification meszage on the cient computer when virus/malware is detectad
[¥ Display a notification message on the dient carmputer when probable virusfmalware is detected
[~ Enable systern clean up for prabable virus/malware
Spyware /Grayware
% Clean: OfficeScan will terminate processes or delete registries, files, cookies and shortcuts,
[ Deny access

[V Display a notification meszage on the dient cormputer when spyware/grayware is detected

Save | Cancel |

a
|&] Dore l_ l_ l_ l_ E |@ Trusted sites v

56. Click “Save” to save the modified client settings.

Avaya Page 174 of 183



f fmdsclient1:4343 - Real-time Scan Settings - Microsoft Internet Explorer

Real-time Scan Settings j

Configuration changes have been applied.

OfficeScan clients are now being notified, Please allow sorme time for new configuration settings to propagate to all clients,

Unavailable clients will be notified when they are reconneded to the network,

Close |

l_ l_ l_ l_ E | Trusted sites

[
|@ Done 5

57. Click “Close”

58. With the CallPilot server(s) still selected, use the “Settings” menu to select “Privileges and Other
Settings”.
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; https:/ /mdsclient1:4343 - Privileges and Other Settings - Microsoft Internet Explorer

Privileges and Other Settings B velp

Privileges Other Settings

Roaming Privilege

I~ Enable roaming maode

Scan Privileges

Allow users to do the follawing:

I” configure Manual Scan settings
¥ configure Real-time Scan settings
¥ configure Scheduled Scan settings
Scheduled $can PHvileges

Allow users to do the following:

¥ Paostpone Scheduled Scan

Skip and stop Scheduled Scan

Behavior Monitoring Privileges

I~ Display the Behavior Manitaring tab on the dient conscle
Mail Scan PHvileges

[¥ Dizplay the Mail Scan tab on the dient cansole _jJ
Toolbox Privileges

[¥ Display the Toalbox tab on the client consale and allow users to install Check Point Secureclient Support
Proxy Setling Privileges

[¥ allow the dient user to configure proxy settings _jJ
Component Update Prvileges

Allow users to do the following:

¥ Perfarm "Update Now!"

[~ Enable scheduled update _}IJ

Uninstallation

" allow the user to uninstall the officeScan cient

{* Require a password for the user to uninstall the OfficeScan client

Pazzword: Iuouo
Confirm password: I LT

Unloading
7 Allow the user to unload the OfficeScan cliant

{* Require a password for the user to unload the OfficeScan dient

Passwaord: Ioooooo
Confirm password: I LT

Save | Cancel |

[&] pone ’_ ’_ ’_ ’_ |E|_ & Trusted sites i

59. Use the settings shown above to allow local users to Configure Real-time Scan settings, Configure

Scheduled Scan settings, Postpone Scheduled Scan, Skip and Stop Scheduled Scan and Perform
Update Now. The idea here is to allow an authorized CallPilot support person to a adjust settings
if needed and to stop a scheduled scan if one starts up at a bad time or during a maintenance
window. Note that certain CallPilot operations (such as large software updates or PEP installs)
work faster and better with real-time scanning disabled. Therefore, CallPilot support personnel
may require the ability to temporarily disable real-time scanning by “unloading” the OfficeScan
client. Therefore the password specified here under “Unloading”, may need to be given to
CallPilot support.
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60. Click “Save”

61. With the CallPilot servers(s) still selected, use the “Settings” menu to select “Scheduled Scan
Settings”.

Scheduled Scan Settings € elp

¥ Enable virus/malware scan

" Enable spyware/grayware scan

Target Action

Schedule

| »

= Daily

* weekly, svery ISunday vi
= Manthly, an dal,llDl vl

Files to Scan

Starttime:IZD 'I=|DD vl(hh:mm)

" Al scannable files
% File types scanned by IntelliScan _}'J

" Files with the fallowing extensions (use cormmias to separate entries):

ML ACCDE, AR BAT, BIN, BOO, CAB, CHM,, CLA, CLASS,. COM, C5C, DLL, DOC,.DOC &
M, DOCH, DOT, DOTM,, DOTH,, DRY, EML,.ERE, GZ, HLP HTA, HTM, HTML, . HTT,. INI,.]
AR IPEG. PG, 5, J5E, LMK, LZH, MDEB,.MPD, . MPP . MPT,.MSG, MO, . MWE, OCR, OFT..
%L, PCF,.PHP,.PIF,.PL,.POT,.POTM,.POTH,.PPAM,..PPS, . PPSM, . PPSH,.PPT..PPTM,.PPT
#,PRC, RAR, REG,.RTF.. 5CR,.5HS5,. 5%5,.TAR, WVBE, VBS, VW50, VS5, VST, WKD,, WHML.. ;I

Scan Settings e

[¥ Scan compressed files

Maximum layers: IE _jJ

[# Scan OLE objects

Maximum layers: I3 j‘ _jJ

[# Detect exploit code in OLE files _jJ

Wirus /Malware Scan Settings Only

¥ =can boot area

CPU Usage

If wour client computers run CPU-intensive applications, you may want OfficeScan to pause between file scans to free up CPU
resources,

{7 High: zcan files ane after another without pausing

{~ Mediurn: pausze between file zcans if CPU cansurption is higher than 50%, and do not pausze if 50% or lower

{* Low: pause between file scans if CPU consumption iz higher than 20%, and do not pause if 20% or lower

Scan Exclusion

Save | Cancel |

[
|&] Done l_ l_ l_ l_ E | @ Trusted sites A
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62. Enable a virus/malware scan and set up a regular scheduled scan at a time when load on the
CallPilot server is expected to be very low. Set “CPU Usage” to “Low” to minimize the
performance impact on any callers who do access the system during a scan. A scheduled scan
takes about 75 minutes on a CallPilot 201i server.

63. Scroll down.

Scheduled Scan Settings (Z

p Enable virus/rmalware scan

[ Enable spyware/grayware scan

Target Action

% Low: pause between file scans if CPU consumption is higher than 20%, and do not pause if 20% or lower
Scan Exclusion

¥ Erable sean exdusion

I-Appll,' scan exclusion settings to all scan types

Scan Exclusion List (Directories)
Enter the directary path (For example, ci\termplExcludeDir),
¥ Exclude directories where Trend Micro products are installed

Saving does the following:

% Retains client computer's exclusion list
7 uerwrites the dient computer's excuosion list
i adds path to the dient computer's exclusion list

i Removes path from the dient cormmputer's excusion list

| Add

Rermove

Scan Exclusion List (Files)

Enter the file narme or the file narme with full path (Far example, Excudebochlp; c\termpiexddifExdudeDac hlp).
Saving does the follawing:

® Retains client computer's exclusion list

T Guererites the client computer's excusion list

" adds path to the dient computer's exclusion list

 Rernoves path from the dient computer's exclusion list

| Add
| _Remous |
-
Save | Cancel |

-
4

|&) pone l_ ’_ ’_ ’_ E | @ Trusted sices

64. Scroll down.
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Scheduled Scan Settings

¥ Enable virusfmalware scan

[ Enable spyware/grayware scan

Target | Action

 adds path to the dient computer's exdusion list

" Removes path from the client computer's excusion list

Fernoue |

Scan Exclusion List (Files)

Erter the file name or the file narme with full path (For exarmple, ExcudeDochlp; otvtermnplexcldirExcludeDoc hip)
Saving deoes the following:

¥ Retains client computer's exclusion list

' Guerwrites the cient cormnputer's exclusion list

™ pdds path to the cient cormputer's excdusion list

" Removes path from the client computer's exclusion list

Fernoue |

Scan Exclusion List (File Extensions)

-
ACCDE

ACE
AMG
ARJ

BaT _add> |
BIM
BOO < Rermove |
BOK
B22 ;I

or type the extension below:

Restore to Default

4]

Save | Cancel |

|®:| Dione

65. Select the “Action” tab.

’_ ’_ l_ ’_ |E|_ | @ Trusted sies

=
Y

Avaya

Page 179 of 183




Scheduled Scan Settings & Help

p Enable virusfrmalware scan

[T Ensble spywarefgrayware scan

Target Action

Virus /Malware

¥ Use ActiveAction _}'J

[T Customize action for probable virusfmalware: I Quarantine vI

{” Use the same action for all virus/malware types

(If vou choose Clean, specfy the second action COfficeScan will take if cleaning fails)

Type 1st Action Znd Action

Al Types ICIean ;I IQuarantine ;I

{7 Use a specific action for each virus/malware type

Type 1st Action 2nd Ackion
Joke Qoo =1
Trojan m
Virus [eearn =1
Test Virus Ih
Packer Im
Probable Wirus/Malware m

Cthers ICIean ;I IQuarantine ;I

Quarantine directory: I HTTP://rdsclientl
¥ Back up files before deaning
¥ Display a notification message on the ciznt computer when virus/malvare is detected
[¥ Display a natification message on the cient computer when probable virus/malware is detected
[~ Enable system clean up for probable virus/malware

Spyware/Grayware

(% Clean: OfficeScan will terminate processes or delete registries, files, cookies and shortouts,
" Pass: OfficeScan will log the spywarefgrayware detection for assessment.

¥ Display a notification mezsage on the client computer when spyware/grayware is detected

Save | Cancel |
|&] Done l_l_l_ ’_ |§|Q Trusted sites

-
4

66. The default Actions are acceptable. Note that AV software sometimes has “false positives” where
legitimate files are erroneously flagged as malware. If this happens and an important CallPilot file

is detected as a virus, it will be necessary to be able to restore the file. Therefore files should not
be automatically deleted.

67. Click “Save”.
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Testing Trend Micro OfficeScan with the EICAR test virus

Open Internet Explorer and go to http://www.eicar.org

3 eicar - Home - Microsoft Internet Explorer
| :l
i

File Edit Yiew Favorites Tools Help

Qoback ~ &3 - ¢ 2] | ) Search 7 Favorites 42 | - B

Address I@ htkp:f e, gicar, orgf

red Find

powerec
ABOUT US CONFEREMCE TASK FORCES PRESS CONTACT INFORMATION

INDEFENDENT
DISTENCTIVE
CONSISTENT

« PNDEPENBENT

«DISTERENRCTIVE

-:CONSISTENT

-INDEPENDENT

+DISTINCTIVE

1998-2010 by eicar e, +++ Please infarm the webmaster ahout prablems ar broken links an this site. +++ Imprint | Disclaimer | Sitemap J

I R

|€| Done

Select "Anti-Malware Testfile"

Try downloading "eicar.com", "eicar.com.txt", "eicar.com.zip", "eicarcom2.zip". You can also test the SSL

enabled downloads. The AV software should block them all. (You may have to add the eicar site to the
trusted sites list to carry out this test.)
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Trend Micro OfficeScan Resource Usage

Disk Space usage:
D drive: 171 MB

Process

Description

Typical Virtual
Memory usage
during normal

Maximum
Virtual Memory

CallPilot usage observed
operation
Add-on Service Client User
AosUlImanager.exe
Interface
CNTAoSMgr.exe Add-on Service Client 1.1 MB 1.9 MB
Management Service
CNTAoSUnInstaller.exe | Add-on Service Client Uninstaller
INSTREG.exe
LogServer.exe Log Service
ncfg.exe Common Firewall Installer
Common Client Uninstallation
NTRmv.exe .
Service
NTRtScan.exe Real-time Scan Service 27.2 MB 35.6 MB
OfcPfwSvc.exe
PATCH.exe Patch Program
PccNT.exe Management Console 2.8 MB 3 MB
PccNTMon.exe Monitor 4.2 MB 6.1 MB
PccNTUpd.exe Process Management Service
SurrogateTmListen.exe Surrogate Communication Service
tdiins.exe TMtdi Installer
TMBMSRV. exe Manage_s unauthorized change
prevention feature
TmFpHcEx.exe NSC FPHC Extension
TmListen.exe Communication Service 13.4 MB 56.4 MB
. NDIS 6.0 Filter Driver Installation
tmlwfins.exe
Module
TmNTUpgd.exe CNTTmNTUpgd Application
TmPfw.exe Personal Firewall
TmProxy.exe Proxy Service
TmUninst.exe
. WEFP callout Driver Installation
tmwfpins.exe
Module
TSC.exe Damage Cleanup Engine 0 MB 11.9 MB

UpdGuide.exe

Upgrade.exe

Upgrade Service

VSEncode.exe

XPUpg.exe

Multi-session Process
Management Service

OfficeScan processes run at normal priority (priority base = 8).
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<End of Bulletin>
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