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using Single Step Conferencing — Issue 1.0

Abstract

These Application Notes describe the configuration steps required to successfully integrate
Avaya Aura® Communication Manager 6.0.1, Avaya Aura® Application Enablement
Services 6.1 and Avaya Contact Recorder 10.1. Avaya Contact Recorder is a call recording
solution capable of capturing audio from Avaya Aura® Communication Manager using a
variety of integration mechanisms. The integration mechanism used in this test is Single Step
Conferencing. Avaya Contact Recorder uses the TSAPI interface of Avaya Aura® Application
Enablement Services to extract agent and call state information and the DMCC interface of
Avaya Aura® Application Enablement Services Server to capture the media.

Information in these Application Notes has been obtained through Full Stack Test conducted at
the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to successfully integrate
Avaya Aura® Communication Manager 6.0.1, Avaya Aura® Application Enablement Services
6.1 and Avaya Contact Recorder 10.1. Avaya Contact Recorder is a call recording solution
capable of capturing audio from Avaya Aura® Communication Manager using a variety of
integration mechanisms. The integration mechanism used in this test is Single Step
Conferencing.

Avaya Contact Recorder uses the TSAPI interface of Avaya Aura® Application Enablement
Services to extract agent and call state information and the Device, Media and Call Control
(DMCC) interface of Avaya Aura® Application Enablement Services Server to capture the
media associated with the target stations on Avaya Aura® Communication Manager. Target
stations are the stations Avaya Contact Recorder monitors for call recording. Any calls that occur
on the stations will be recorded by Avaya Contact Recorder.

In the test configuration agents are configured to support both outbound calls and inbound calls
in an active call center environment. Both outbound calls and inbound calls are recorded by the
Avaya Contact Recorder.

To implement the call recording solution, a number of DMCC virtual IP softphones are
configured within the Avaya Contact Recorder. At the time when Avaya Contact Recorder is
launched, the Avaya Contact Recorder registers the virtual IP softphones with Avaya Aura®
Communication Manager. When outbound calls are initiated by those target stations, Avaya
Contact Recorder will receive call events and TSAPI events to trigger recording of the calls. It
will send a Single Step Conference request via TSAPI to conference in one of its virtual IP
softphones for capturing the media. When inbound calls are received by the target stations,
Avaya Contact Recorder will use TSAPI events to trigger the Single Step Conferencing request
for capturing the media.

1.1. Full Stack Testing and Results

The Full Stack Testing included feature, serviceability and reliability testing of Avaya Contact
Recorder as integrated in a complex customer Intelligent Routing configuration.

The testing focused on verifying the following Avaya Contact Recorder capabilities as applicable
to agent activity in a highly customized Call Center environment:

e Handling of real-time agent states and call events from complex Intelligent Routing solution.

e Use of Avaya AES DMCC registration services to register and un-register the virtual IP
softphones.

e Use of Single Step Conference to connect virtual IP softphones to calls participated by target
stations.

e Use of Avaya AES DMCC monitoring services and media control events to obtain the
media from the virtual IP softphones.
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e Proper recording, logging, and playback of calls for scenarios involving inbound, outbound,
agent drop, customer drop, hold, reconnect, transfer, conference, simultaneous calls, agent
blending, and managed jobs.

e Ability to record very long calls.

The Full Stack Testing focused on verifying the ability of the Avaya Contact Recorder to recover
from adverse conditions, such as network outage, server reboot, Enterprise Survivable Server
failovers, etc.

Full Stack test cases were executed manually. During the test, inbound calls were placed by
simulating customer calls into the Intelligent Routing solution and then routed to agents in
varying agent/phone states. The agent accepted the call and the conversation between the
customer and the agent was recorded. The recordings were reviewed using the Avaya Contact
Recorder Replay function. Agent outbound calls were placed manually to observe direct Agent
Dialing, VDN, transfer, conference, etc.

An important focus of the test was to make sure that calls were recorded from the beginning to
the end. In addition, for calls that have multiple segments (e.g. transfer and conference calls)
attention was paid on whether all the segments were recorded.

All test cases were executed and passed. Avaya Contact Recorder successfully recorded, stored
and played back the calls between the agents and the customers. For serviceability testing, Avaya
Contact Recorder was able to resume call recording after network disconnect/re-connect and
after reboot of Avaya Contact Recorder along with Enterprise Survivable Server failovers.

1.2. Assumptions

These Application Notes do not provide any configuration details for the following list of
assumptions:

e The front end, highly customized and complex customer Intelligent Routing configuration
has been installed, configured and is operational

e Avaya Aura® Communication Manager has been installed and is operational. Additionally,
the “procr” interface has been administered and is operational.

e The Enterprise Survivable Server has been installed and is operational. Additionally, the
“procr” interface has been administered and is operational.

e Avaya Aura® Application Enablement Services has been installed and is operational

¢ Avaya Contact Recorder has been installed and is operational
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1.3. Acronyms

ARS Automatic Route Selection (Routing on Avaya Aura® Communication Manager)
CM-ES | Communication Manager — Evolution Server
CM-FS | Communication Manager — Feature Server
DCP Digital Communications Protocol
DNIS Dialed Number Identification Service
DNS Domain Naming System
DTMF | Dual Tone Multi Frequency
ESS Enterprise Survivable Server
FQDN | Fully Qualified Domain Name (hostname for Domain Naming Resolution)
IP Internet Protocol
IPSI IP-services interface (Control Card in Communication Manager)
LAN Local Area Network
PSTN | Public Switched Telephone Network
RTP Real Time Protocol
SAT System Access Terminal (Avaya Aura® Communication Manager Administration
Interface)
SIL Solution Interoperability Lab
SIP Session Initiation Protocol
SM Avaya Aura® Session Manager
SMGR | Avaya Aura® System Manager
SNMP | Simple Network Management Protocol
SRE SIP Routing Element
SSH Secure Shell
SSL Secure Socket Layer
TAC Trunk Access Code (Avaya Aura® Communication Manager Trunk Access)
TCP Transmission Control Protocol
TCP/IP | Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security
URL Uniform Resource Locator
VDN Vector Directory Number
WAN | Wide Area Network
XML eXtensible Markup Language
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 6 of 40
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1.4. Lab Configuration

The following is the Lab configuration used for testing.

a CM - Main Site )
a8 Y
(" Remote Site
Avaya Aura®
Communication Manager Enterprise Survivable Server
i procr: 135.9.88 268
i
i
N
i
i
135.9.228. |
e i Avaya Aura® Application
Enablement Services
H.323 135.9.228 40
= B
Agents & Stations
Avaya Workforce
Optimization
Avaya Contact Recorder
===l Active Directory
[ DHCPHTTP 1359.226.41
[ \WeblM
(e ONS
Other Servers
\. y,
Figure 1. Avaya Contact Recorder Configuration Overview
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 7 of 40

SPOC 05/05/2011 ©2011 Avaya Inc. All Rights Reserved. ACRAES61CM6-5SC




1.5. Equipment and Software Validated
The following equipment and software were used for the sample configuration.

Equipment/Software

Software Version

Avaya Aura® Communication Manager
e Avaya S8800 Media Server

6.0.1 (R016x.00.1.510.1, patch
18777)

Avaya G450 Media gateway

FW: g450 sw 31 18 1

Avaya IP (H.323) Deskphones:
9650
9630
9620
9608
9641

ha96xxua3_0 02
ha96xxua3_0_02
ha96xxua3_0 02
S9608_11HALBR6_1r31_V4r52
S9608_11HALBR6_1r31_V4r52

Avaya IP-Agent

7.0.28.184

Avaya Aura® Application Enablement Services
e Dell 1950

6.1 (r6-1-0-16-0)

Avaya Contact Recorder

10.1

SPOC 05/05/2011
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2. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Avaya Aura® Communication Manager.
The procedures include the following areas:

e Verify Communication Manager License
e Administer System Parameters Features
e Administer Class of Restriction

e Administer Agent Stations

e Administer Codec Set

e Administer Network Region

e Administer Virtual IP Softphones

e Administer AE Services

e Administer CTI link for DMCC

e Assign AES to Network Region

2.1. Verify Avaya Aura® Communication Manager License

Log in to the System Access Terminal (SAT) to verify that the Communication Manager license
has proper permissions for features illustrated in these Application Notes. Use the “display
system-parameters customer-options” command to verify that the Computer Telephony
Adjunct Links customer option is set to “y” on Page 3.

display system-parameters customer-options Page 3 of 11
OPTIONAL FEATURES

Abbreviated Dialing Enhanced List?
Access Security Gateway (ASG)?

Analog Trunk Incoming Call ID?

A/D Grp/Sys List Dialing Start at 01?
Answer Supervision by Call Classifier?
ARS?

ARS/AAR Partitioning?

ARS/AAR Dialing without FAC?

ASAI Link Core Capabilities?

ASAI Link Plus Capabilities?

Async. Transfer Mode (ATM) PNC?
Async. Transfer Mode (ATM) Trunking?
ATM WAN Spare Processor?

ATMS?

Attendant Vectoring?

Audible Message Waiting?
Authorization Codes?

CAS Branch?

CAS Main?

Change COR by FAC?

Computer Telephony Adjunct Links?
Cvg OF Calls Redirected Off-net?
DCS (Basic)?

DCS Call Coverage?

DCS with Rerouting?

SKKKKIIooKK

Digital Loss Plan Modification?
DS1 MSP?
DS1 Echo Cancellation?

jm s

O3 030 0KKKKKKKKK oK
>
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Navigate to Page 4. Verify that the Enhanced Conferencing and Media Encryption over IP
customer options are set to “y” on Page 4.

change system-parameters customer-options Page 4 of 11
OPTIONAL FEATURES

Emergency Access to Attendant? y IP Stations? y
Enable “dadmin® Login? y

Enhanced Conferencing? y ISDN Feature Plus? y

Enhanced EC500? y ISDN/SIP Network Call Redirection? n

Enterprise Survivable Server? n ISDN-BRI Trunks? n

Enterprise Wide Licensing? n ISDN-PRI? y

ESS Administration? n Local Survivable Processor? n

Extended Cvg/Fwd Admin? y Malicious Call Trace? y

External Device Alarm Admin? n Media Encryption Over IP? y

Five Port Networks Max Per MCC? n Mode Code for Centralized Voice Mail? n
Flexible Billing? n

Forced Entry of Account Codes? y Multifrequency Signaling? y

Global Call Classification? y Multimedia Call Handling (Basic)? y

Hospitality (Basic)? y Multimedia Call Handling (Enhanced)? y

Hospitality (G3V3 Enhancements)? y Multimedia IP SIP Trunking? n
IP Trunks? y

IP Attendant Consoles?

>

If any option specified in this section does not have a proper value, contact the Avaya sales team
or business partner for a proper license file.

2.2. Administer System Parameters Features

Use the “change system-parameters features” command to enable Create Universal Call ID
(UCID), which is located on Page 5. For UCID Network Node ID, enter an available node ID.

change system-parameters features Page 5 of 18
FEATURE-RELATED SYSTEM PARAMETERS

SYSTEM PRINTER PARAMETERS
Endpoint: Lines Per Page: 60

SYSTEM-WIDE PARAMETERS
Switch Name: SlL-devcon27
Emergency Extension Forwarding (min): 10
Enable Inter-Gateway Alternate Routing? n
Enable Dial Plan Transparency in Survivable Mode? n
COR to Use for DPT: station

MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n MCT Voice Recorder Trunk Group:
Delay Sending RELease (seconds)? O
SEND ALL CALLS OPTIONS
Send All Calls Applies to: station Auto Inspect on Send All Calls? n
Preserve previous AUX Work button states after deactivation? n
UNIVERSAL CALL 1D
Create Universal Call ID (UCID)? y UCID Network Node ID: 555
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Navigate to Page 13, and enable Send UCID to ASAI. This parameter allows for the universal
call ID to be sent to Avaya Contact Recorder.

change system-parameters features Page 13 of 18
FEATURE-RELATED SYSTEM PARAMETERS
CALL CENTER MISCELLANEOUS
Callr-info Display Timer (sec): 10
Clear Callr-info: next-call
Allow Ringer-off with Auto-Answer? n

Reporting for PC Non-Predictive Calls? n

Interruptible Aux Notification Timer (sec): 3
Interruptible Aux Deactivation Threshold (%): 95

ASAI
Copy ASAI UUI During Conference/Transfer? y
Call Classification After Answer Supervision? y
Send UCID to ASAI? y

2.3. Administer Class of Restriction

Use the “change cor n” command, where “n” is the class of restriction (COR) number to be
assigned to the target stations and virtual IP softphones. Set the Calling Party Restriction field to
“none”, as shown below.

change cor 5 Page 1 of 23
CLASS OF RESTRICTION

COR Number: 5
COR Description:

FRL: O APLT? y
Can Be Service Observed? y Calling Party Restriction: none
Can Be A Service Observer? y Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? n
Restriction Override: none Facility Access Trunk Test? n
Restricted Call List? n Can Change Coverage? n
Access to MCT? y Fully Restricted Service? n
Group 1l Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/Remove Agent Skills? n
MF ANI Prefix: Automatic Charge Display? n
Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n
Group Controlled Restriction: inactive
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 40
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2.4. Administer Agent Stations

Modify each physical station used by agents to allow the station to be service-observed and
involved in inbound calls. Use the “change station n” command, where “n” is the station
extension, to change the COR field to “5” which is defined in Section 2.3.

change station 4150000

Extension: 415-0000
Type: 9650
Port: S00000
Name: stat 4150000

STATION OPTIONS

Page 1of 5

STATION
Lock Messages? n BCC: O
Security Code: 123456 TN: 1
Coverage Path 1: COR: 5
Coverage Path 2: CoSs: 1

Hunt-to Station:

Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 415-0000
Speakerphone: 2-way Mute Button Enabled? y
Display Language: english Button Modules: O
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? n

Repeat this section for all agent stations. In this Full Stack Test effort, four physical agent
stations “4150000 - 4150003 were modified.

ML; Reviewed: Solution & Interoperability Test Lab Application Notes 12 of 40
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2.5. Administer Codec Set
Enter the “change ip-codec-set n” command where “n” is the codec set to be used by the
network region for the virtual IP softphones. Enter “G.729A” and “G.711MU” to the Audio
Codec field and “6” to the Frames Per Pkt field. Retain the values of other fields. Add “aes” to
the Media Encryption table in row 2.

*Note: G.729A is an audio data compression algorithm which preserves network bandwidth.

change ip-codec-set 5 Page 1 of 2
IP Codec Set
Codec Set: 5
Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729A n 6 60
2: G.711MmU n 6 60
3:
4:
5:
6:
7:
Media Encryption
1: none
2: aes
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 40
SPOC 05/05/2011 ©2011 Avaya Inc. All Rights Reserved. ACRAES61CM6-5SC




2.6. Administer Network Region

Enter the “change ip-network-region n” command where “n” is the network region for the
virtual IP softphones. Set the Codec Set field to the codec set value administered in Section
Error! Reference source not found..

change ip-network-region 5 Page 1 of 20
IP NETWORK REGION
Region: 5

Location: Authoritative Domain:

Name: ACR CoR
MEDIA PARAMETERS Intra-region IP-1P Direct Audio: no

Codec Set: 5 Inter-region IP-IP Direct Audio: no
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority:
Audio 802.1p Priority:
Video 802.1p Priority: AUDIO RESOURCE RESERVATION PARAMETERS
H.323 1P ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

g oo
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2.7. Administer Virtual IP Softphones

Virtual IP Softphones are used by Avaya Contact Recorder to conference into calls involving
target stations and to capture media. Add a virtual IP softphone using the “add station n”
command, where “n” is an available extension number. Enter the following values for the
specified fields, and retain the default values for the remaining fields.

e Type: “4624”
e Name: A descriptive name.
e Security Code: A desired value.
e COR “5” which is defined in Section 2.3.
e |IP SoftPhone: *“y”
add station 22991 Page 1 of 6
STATION
Extension: 22991 Lock Messages? n BCC: O
Type: 4624 Security Code: 123456 TNz 1
Port: S00026 Coverage Path 1: COR: 5
Name: ACR DMCC 22991 Coverage Path 2: COS: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 22991
Speakerphone: 2-way Mute Button Enabled? y

Display Language: english
Survivable GK Node Name:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y

IP Video Softphone? n
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Navigate to Page 4. Enter button type “conf-dsp” to the Button 4 field and. Empty the value in
the Button 3 field.

*Note: These button assignments are used by the Contact Recorder. The conf-disp button is
used to retrieve information about each party of a conference call

add station 22991 Page 4 of 6
STATION
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cable: Mounting: d
Floor: Cord Length: 0O
Building: Set Color:

ABBREVIATED DIALING
Listl: List2: List3:

BUTTON ASSIGNMENTS

1: call-appr 7:
2: call-appr 8:
3: 9:
4: conf-dsp 10:
5: 11:
6 12:

Repeat this section to administer the desired number of virtual IP softphones, using sequential
extension numbers and the same security code for all virtual IP softphones. In the test
environment, several virtual IP softphones have been administered as shown below. However,
only four virtual IP softphones (4151000 through 4151003) are used for this test.

list station Page 1
STATIONS

Ext/ Port/ Name/ Room/ Cvl/ COR/  Cable/
Hunt-to Type Surv GK NN Move Data Ext Cv2 COS TN Jack
415-1000 S00009 CR 4151000 5

4624 no 1 1
415-1001 S00012 CR 4151001 5

4624 no 1 1
415-1002 S00015 CR 4151002 5

4624 no 1 1
415-1003 S00018 CR 4151003 5

4624 no 1 1
415-1004 S00021 CR 4151004 5

4624 no 1 1
415-1005 S00029 CR 4151005 5

4624 no 1 1
415-1006 S00032 CR 4151006 5

4624 no 1 1
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 16 of 40
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2.8. Administer AE Services

Add the AES Server Name and IP Address to the IP Node-Names table using the “change
node-names ip name” where “name” is a unique entry in the IP Node Names table.

change node-names ip tranio Page 1 of 2
IP NODE NAMES
Name IP Address
procr 135.9.228.62
tranio 135.9.228.40

Use the “change ip-services” command to add AESVCS to the IP Services table. On Page 1,
enter AESVCS under Service Type, set Enabled to “y”, enter “procr” under Local Node and
set Local Port to “8765”.

change ip-services Page 1 of 3
IP SERVICES
Service Enabled Local Local Remote Remote
Type Node Port Node Port
AESVCS y procr 8765

On Page 3, enter the IP Node Name previously assigned to the AES server under AE Services
Server, set the Password and ensure Enabled is set to “y”.

change ip-services Page 3 o0f 3
AE Services Administration

Server 1D AE Services Password Enabled Status
Server
1: tranio aespasswordl y in use

2.9. Administer CTI Link for DMCC and TSAPI

Add a CTI link using the “add cti-link n” command, where “n” is an available CTI link number.
Enter an available extension number in the Extension field. Note that the CTI link number and
extension number may vary. Enter “ADJ-1P” in the Type field, and a descriptive name in the
Name field. Default values may be used in the remaining fields.

add cti-link 5 Page 1 of 3
CTI LINK
Extension: 415-5000
Type: ADJ-IP
COR: 1
Name: tranio
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2.10. Assign AES Server to Network Region

Use the “change ip-network-map” command to add the IP address of the AES server
#135.9.228.40” to network region “5” administered in Section 2.6. As all the virtual IP
softphones register via the AES sever, they will automatically be assigned to that network region.

change ip-network-map Page 1 of 63
IP ADDRESS MAPPING
Subnet Network Emergency
IP Address Bits Region VLAN Location Ext
FROM: 135.9.228.40 / 5 n
TO: 135.9.228.40
ML; Reviewed: Solution & Interoperability Test Lab Application Notes 18 of 40
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3. Configure Avaya Aura® Application Enablement Services

This section provides the procedures for configuring Avaya Aura® Application Enablement
Services. The procedures include the following areas:

e Launch AES

e Verify DMCC and TSAPI Licenses

Create Switch Connection

Administer TSAPI link

Obtain Tlink Name

Disable Security Database

Restart TSAPI service

Administer Avaya Contact Recorder User for DMCC
e Administer Avaya Contact Recorder User for TSAPI

3.1. Launch Avaya Aura® Application Enablement Services

Access the Application Enablement Services (AES) web-based interface by using the URL
“https://ip-address:8443” in an Internet browser window, where “ip-address” is the IP address
of the AES server.

The Welcome to Avaya Application Enablement Service screen is displayed. Click Continue
to Login.

AVAyA Application Enablement Services
|

‘Welcome to Avaya Application Enablement Services

These web pages are provided for the administration and maintenance of this Avaya Application Enablement Server.

Continue To Login
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The Please login here screen is displayed. Log in using the appropriate credentials.

AVAyA Application Enablement Services

Management Console

Please login here:

Username
Password

Login |

2009 Avaya, Inc. all Rights Reserved.,

The Welcome to OAM screen is displayed.

Welcome: User craft
H H 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Sewlces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY
SW Version: r6-1-0-16-0

Home Home | Help | Logout

AE Services

Communication Manager Welcome to OAM
Interface
Licensing . - . . .
The AE Services Operations, Administration, and Management (0OAM) Web provides you with tools for managing the AE Server.
Maintenance OAM spans the following administrative domains:

AE Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server.
Communication Manager Interface - Use Communication Manager Interface to manage switch connection and dialplan.
Licensing - Use Licensing te manage the license server.

Maintenance - Use Maintenance to manage the routine maintenance tasks.

Networking - Use Networking to manage the network interfaces and ports.

Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization, configure
User Management Linux-PAM (Pluggable Authentication Modules for Linux) and so on.

Status - Use Status to obtain server status infomations.

User Management - Use User Management to manage AE Services users and AE Services user-related resources.
Utilities - Use Utilities to carry out basic connectivity tests.

Help - Use Help to obtain a few tips for using the OAM Help system

Networking

Security

Status

Utilities

Help

Depending on your business requirements, these administrative domains can be served by one administrator for both domains,
or a separate administrator for each domain.

Copyright © 2009-2010 Avaya Inc. All Rights Reserved.
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3.2. Verify DMCC and TSAPI Licenses

Avaya Contact Recorder has been granted unrestricted access to the DMCC and TSAPI
interfaces. No additional Device Media and Call Control and TSAPI Simultaneous Users
licenses are required for DMCC and TSAPI access.

3.3. Create Switch Connection

Select Communication Manager Interface = Switch Connections from the left pane. The
Switch Connections screen shows a listing of the existing switch connections. Enter
Connection Name and click Add Connection.

Welcome: User craft
1 H r"' Last login: Tue Apr 5 11:13:24 2011 from 198.152.13.67
AVAyA Appllcatlon Enablement Se Ices HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY
SW Version: r6-1-0-16-0
Communication Manager Interface | Switch Connections Home | Help | Logout
» AE Services
- Communication Manager Switch Connections
Interface
Switch Connections Add Connection
Dial Plan
T T
} Licensing ‘ @ silema ‘Yss 30 ‘1
| | |
» Maintenance - I [
- ‘ 2 silems ‘Yss |30 1
» Networking L
) Security [ Edit Connection ] [ Edit PE/CLAN IPs ] [ Edit H.323 Gatekeeper ] ’ Delete Connection ] ’ survivability Hierarchy

) Status

The Connection Details — silcm5 page is displayed. Enter the AES password, defined in Section
2.8, for the Switch Password and Confirm Switch Password fields. Click the checkbox for
both SSL and Processor Ethernet. Click Apply.

Welcome: User craft
H 1 r"' Last login: Tue Apr 5 11:13:24 2011 from 198.152.13.67
AVAyA Appllcatlon Enablement Se ices HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY

SW Version: r6-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout
» AE Services
-~ Communication Manager Connection Details - silcm5
Interface
Switch Connections Switch Password
Dial Plan Confirm Switch Password
TR Msg Period 30 Minutes (1 - 72)
= ssL
» Maintenance
- Processor Ethernet
» Networking
Appl Cancel
» Security
b Status
» User Management
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Locate the Connection Name that was just added, in this case “silcm5”, and select the
corresponding radio button. Click Edit PE/CLAN IPs.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement ser‘"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
M g t C 1 Server Offer Type: SWONLY
SW Vversion: r6-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

I + Communication Manager I Switch Connections

Switch Connections Add Connection

Dial Plan Processor Ethernet Msg Period Number of Active Connections
» Licensing | O silema Yes ‘30 |1
» Maintenance
» Networking i i
= Edit Connection Edit PE/CLAN IPs Edit H.323 Gatekeeper Delete Connection Survivability Hierarch
» Security [ [ i pey | per | [ /{ v y

b Status

The Edit Processor Ethernet IP screen is displayed. Enter the IP Address for the
Communication Manager procr and click Add/Edit Name or IP button. Click Back.

» AE Services

-~ Communication Manager Edit Processor Ethernet IP - silcm5
Interface
Switch Connections [[135.0.228.62 | [ Add/Edit Name or 1 |
Dial Plan Name or IP Address | staws |

T [135.9.228.62 [1n use

» Maintenance

} Networking

Click the Edit H.323 Gatekeeper button to add the IP Address for the gatekeeper.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement ser‘"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY
SW Version: ré-1-0-16-0

Communication Manager Interface | Switch Connections

Home | Help | Logout

» AE Services

+ Communication Manager Switch Connections
Interface

Switch Connections Add Connection
Dial Plan Processor Ethernet Msg Period Number of Active Connections

b Licensing ‘ @

silcm4 Yes ‘30 |1
» Maintenance [
» Networking Hﬂl |7 r ‘?D ' !
T l Edit Connection ” Edit PE/CLAN IPs ”l Edit H.323 Gatekeeper ][ Delete Connection ] [ Survivability Hierarchy
b Status
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The Edit H.323 Gatekeeper screen is displayed. Note the IP address as this value will be used
later to configure the Avaya Contact Recorder. Click Back when finished.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Ser\"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY

SW Version: r6-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

+ Communication Manager Edit H.323 Gatekeeper - silcm5
Interface
Switch Connections
Dial Plan Name or IP Address

© 135.9.228.64

) Licensing

» Maintenance

» Networking

Click the Survivability Hierarchy button to add the IP Address for the Enterprise Survivable
Server.

Welcome: User craft
1 H 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Ser\"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console server Offer Type: SWONLY

SW Version: ré-1-0-16-0

Communication Manager Interface | Switch Connections

Home | Help | Logout

» AE Services

-~ Communication Manager Switch Connections
Interface
Switch Connections
Dal Pan
" = B [
b Licensing | © silcmt Yes 20 il
» Maintenance — [
(@ ! silems | Yes ‘30 3
» Networking 1
= Edit Connection Edit PE/CLAN IPs Edit H.323 Gatekeeper Delete Connection Survivability Hierarch
e [ | [casperccanes || per | I by Harrchy |

b Status

The Survivability Hierarchy screen is displayed. Enter the Cluster ID/MID for the Enterprise
Survivable Server. For these Application Notes the Cluster ID is “3”. Click Insert.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement ser‘"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY

SW Version: r6-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

+ Communication Manager Survivability Hierarchy - silcm5
Interface

Switch Connections
19 [T Remain connected to current active ESS/LSP when Main comes back online.
Dial Plan

} Licensing

1
. Cluster ID/MID 3| Append
» Maintenance

} Networking o

[ pelete | [ Edit PE TP | [ Back |

» Security

)} Status
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The Cluster ID is added to the table. Select the radio button for this Cluster ID and click the Edit
PE IP button.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Ser\"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY
SW Version: r6-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

- Communication Manager Survivability Hierarchy - silcm5
Interface

Switch Connections
[[] Remain connected to current active ESS/LSP when Main comes back online.
Dial Plan

b Licensing

' |

I
b Security || = |3 |

) Status [ pelete ||[ EditPE P J[[ Back |

» Maintenance

» Networking

Enter the IP Address for the Processor Ethernet assigned to the ESS and click Add/Edit Name
or IP button. The IP Address is added to the table. Click Back.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement SerceS HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY
SW Version: re-1-0-16-0

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

+ Communication Manager Edit Survivability Processor EthernetIP - silcm§
Interface

Switch Connections 135.9.88.28 Add/Edit Name or IP
Dial Plan Name or IP Address | status |

} Licensing \135.955.23 ‘Id\e
» Maintenance Delete IP

» Networking

» Security
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3.4. Administer TSAPI Link

To administer a TSAPI link, select AE Services - TSAPI > TSAPI Links from the left pane.
The TSAPI Links screen is displayed, as shown below. Click Add Link. Note that the TSAPI
link used for this test is Link 1 which is already configured. The screen below is for illustration
purposes only.

Welcome: User craft
i i i Last login: W & 10:00:16 2011 from 198.152.13.67
AVAyA Application Enablement Services Hactame/IP; tranio-silfstdr avaya.com 135.5.236.40

Management Console WONLY

AE Services | TSAPI | TSAPI Links Home | Help | Logout

CVLAN TSAPI Links
b
DMCC == - F f g 3
| @ 1 silems o 4 Both |
SMS
TSAPI ® 2 silem4 10 4 Both
= TSAPI Links Add Link | [ Edit Ligk | [ Delete Link
= TSAPI Properties
TWS
Communication Manager

Interface

The Add TSAPI Links screen is displayed next.

The Link field is only local to the Application Enablement Services server, and may be set to
any available number. For Switch Connection, select the relevant switch connection from the
drop-down list. For Switch CTI Link Number, select the CTI link number from Section 2.9.
Retain the default values in the remaining fields, and click Apply Changes.

*Note: The TSAPI link used for this test is Link 1 and is already configured. The screen below is
for illustration purpose only.

Welcome: User craft
Application Enablement Services Last login: Wed Apr § 10:00:16 2011 from 198.152.13.67
HostName/IP: tranio.silfst.dr.avaya.com/135.9.226.40
Management Console Server Offer Type: SWONLY
SW Version: r6-1-0-16-0
AE Services | TSAPI | TSAPI Links Home | Help | Logout
CVLAN Add TSAPI Links
oEn Link 3 =
bMcC Switch Connection silem5 [«
SMS Switch CTI Link Number [El[=]
TSAPI ASAI Link Version a[+]
= TSAPI Links Security Unencrypted|[~|
= TSAPI Properties Apply Changes | [ Cancel Changes |

TWS

b Communication Manager
Interface

» Licensing

» Maintenance
» Networking
» Security
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3.5. Obtain Tlink Name

Select Security > Security Database - Tlinks from the left pane. The Tlinks screen shows a
listing of the Tlink names. A new Tlink name is automatically generated for the TSAPI service.
Locate the Tlink name associated with the relevant switch connection, which would use the
name of the switch connection as part of the Tlink name. Make a note of the associated Tlink
name, to be used later for configuring the Avaya Contact Recorder.

In this case, the associated Tlink name is “AVAY A#SILCM5#CSTA#TRANIO” where the
switch connection “SILCM5” from Section 3.3 is used as part of the Tlink name.

Welcome: User craft
ﬁvo ya Application Enablement Services Last \lcgm: Wed Apr 6 m:ndn:ls 2011 Fr:rn 198.152.13.67
am .dr.avaya.com/135.9.228.40

Management Console

Server Offer

ype: SWONLY
SW Version: r6-1-0-16-0

Security | Security Database | Tlinks Home | Help | Logout

) AE Services

" Communication Manager Tlinks
Interface

) Licensing Tink Name:

} Maintenance @ AvAYAZSILCMAZCSTAZ

) Networking © AVAYAZSILCMAZCSTA-S2

O AVAYAZSILCM4ZCSTA-SETRANIO

2 2 2
Account Management ~ AVAYAZSILCM4ZCSTAZTRANIO

) AVAYAZSILCMS#CSTA-SETRANIO
Audit

| ) AVAYAZSILCMS2CSTAZTRANIO

Delete Tlink

Certificate Management

Enterprise Directory
Host AA

PAM

Security Database
= Control

CTI Users

= Devices

= Device Groups

= Tlink Groups
= Worktops

» Status
» User Management
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3.6. Disable Security Database

Select Security - Security Database > Control from the left pane, to display the SDB
Control for DMCC, TSAPI, JTAPI and Telephony Web Services screen in the right pane.
Uncheck Enable SDB for DMCC Service field and Enable SDB TSAPI Service, JTAPI and
Telephony Web Services field. Click Apply Changes.

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Services HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY

SW Version: r6-1-0-16-0

Security | Security Database | Control Home | Help | Logout

» AE Services

» Communication Manager SDB Control for DMCC, TSAPI, JTAPI and Telephony Web Services
Interface

} Licensing [Z] Enable SDB for DMCC Service

» Maintenance [l Enable SDB for TSAPI Service, JTAPI and Telephony Web Services

» Networking Apply Changes

Account Management
Audit

Certificate Management
Enterprise Directory
Host AA

PAM

| Security Database |

» Control T |
@ CTI Users
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3.7. Restart TSAPI Service

Select Maintenance > Service Controller from the left pane, to display the Service Controller
screen in the right pane. Check the TSAPI Service, and click Restart Service.

Welcome: User craft

H H H Last login; Fri Sep 24 16:14:32 2010 from 10.64,125.103
AVAYA Application Enablement Services Hostharne/IP; draespo/10.64.125.20
Management Console Server Offer Type: TURNKEY
SW Version: r5-2-2-105-0

Maintenance | Service Controller Home | Help | Logout

» AE Services
Communication Manager

¥ Interface Service Controller
p Licensing
- Service _____[controller Status
¥ Maintenance g
[T asAl Link Manager Running
Date Time/MTP Server
: T pMcc service Running
Security Database :
" [T cYLAN Service Running
Service Controller S Sarie Kk

Server Data ; :
r Transport Layer Service Running

» Networking [T TSAPI Service Running

» Security
For status on actusl services, please use Status and Control
b Status

» User Management Start | Stop | Restart Service Restart AE Server Restart Linux Restart Web Server

» Utilities

b Help
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3.8. Administer Avaya Contact Recorder User for DMCC

Select User Management > User Admin -> Add User from the left pane, to display the Add
User screen in the right pane.

Enter desired values for User 1d, Common Name, Surname, User Password, and Confirm
Password. For CT User, select “Yes” from the drop-down list. Retain the default value in the
remaining fields. Click Apply at the bottom of the screen (not shown).

Welcome: User craft
1 1 1 Last login: Wed Mar 30 14:02:55 2011 from 135.9.254.16
AVAyA Appllcatlon Enablement Ser‘"ces HostName/IP: tranio.silfst.dr.avaya.com/135.9.228.40
Management Console Server Offer Type: SWONLY

SW Version: r6-1-0-16-0

User Management | User Admin | Add User Home | Help | Logout

» AE Services

Communication Manager Add User
Interface
} Licensing Fields marked with * can not be empty.

5 | * User Id acrdmccuser |
babaien s * Common Name acrdmcuser |
L2 Networking | * Surname siltest |
¥ Security * User Password sesesese
) Status = Confirm Password _sesesses
¥ User Management Admin Note

Service Admin [Aveya Role _None T 1

Business Category

User Admin

Car License
= Add User
= Change User Password CHjkiome
= List All Users Costioms

T

= Modify Default Users [cTuser
= Search Users Department Number

b Utilities Display Name
» Help Employee Number
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3.9. Administer Avaya Contact Recorder User for TSAPI
Use the same procedure specified in Section 3.8 to configure a user for TSAPI service access.

wel : Usi ft
t&vtxyzs APpFication Enablement Services LaEstE\Dchii: '\“4':5 E\r:r [ JI.FUIUU:US 2011 from 198.152.13.67

HostName/IP: tranio.silfst.dr.avaya.com/135.5.228.40
Management Console Server Offer Type: SWONLY
SW Version: r6-1-0-16-0

User Management | User Admin | Add User Home | Help | Logout

» AE Services
» Communication Manager Add User
Interface
» Licensing Fields marked with * can not be empty
= * User Id acrtsapiuser
» Maintenance =
= * Common Name  acrtsapiuser
» Networking
= Surname acrtsapiuser
» Security
= User Password eensee
biSiates * Confirm Password  sessess
~ User Management Admin Note
Service Admin Avaya Role TNone El |
User Admin Business Category
= Add User Car License
= Change User Password CM Home
= List All Users e
= Modify Default Users
CT User =
earch Users l

Department Number
Display Name
— Employee Number
Employee Type

Enterprise Handle

Given Name
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4. Configure Avaya Contact Recorder

This section provides the procedures for configuring Avaya Contact Recorder. The procedures
include the following areas:

e Launch Avaya Contact Recorder

e Administer Contact Center Information
e Administer Recorder Information

e Administer Conferenced Mode

4.1. Launch Avaya Contact Recorder
Launch a web browser and enter “http://<IP address of Avaya Contact Recorder>:8080" in the
Contact

URL field. Log in using proper credentials.
Recorder

b \

AVAYA

@ Login

Username : | ‘

Pa=sword . | ‘

The following screen is displayed.

AVAYA Contact Recorder % REFRESH | Help Change Password Logout About

4 " Ji)
Recorder Status |[[SNeREEEE LU General Setup tem
System Server CTI Monitors Ports

@ Recorder Status : System Serial # 810010, at 04/06/11 10:25:52 AM
The table below shows the current state of the recording system. Click the refresh button to update the table or click a buttan to view alarms or clear alarm counts for a particular server.
Recorder # 810010: Master
{This server: ACTIVE)
The table below shows the configured capacity, current load, peak activity today and since last reset. Click the Refresh button to update the table or the Restart button to restart peak usage monitoring.

Mode Ports Active Peak Today Peak Since 03/30/11 11:53:07 AM

Conferenced 5 0 2 (40%) 2 (40%)

Quality 32 0 0 (0%) 0 (0%)
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4.2. Administer Communication Manager Information
Navigate to General Setup = Contact Center Interface tab and set the following fields:

Switch Type: select Communication Manager
Avaya Communication Manager Name: Switch name defined in Section 3.3
AE Server Address(es): IP address of the Avaya AES server

DMCC Username:
DMCC Password:
Encrypt Media Streams
IP Station Security Code:

User Id configured in Section 3.8

User Password configured in Section 3.8
Set to “Yes”

Security Code configured in Section 2.7

IP address of the Avaya AES server

Tlink Name configured in Section 3.5
User Id configured in Section 3.9

User Password configured in Section 3.9
Use “Add Port(s)” to add the virtual IP
softphone extensions configured in Section
2.7

AES TSAPI Server(s):

AES TSAPI Service Identifier(s):
AES TSAPI Service Login ID:
AES TSAPI Service password:
Extensions assigned to recorder:

*Note: The Service Observe Feature Access Code is set to “*79” which is used for another test
and is outside the scope of this Application Notes.

A REFRESH Help Change Password Logout About

) f
s | operations  [JNACTI General Setup

Recorder Contact Center Interface

Serial = 810010, at 04/06/11 10:27:23 AM

@ General Setup : Contact Center Interface

These cettings determine how this recorder contacts and interacts with your Communication Manager.

Switch Type
Avaya Communication Manager Name

AE Server Address(es)

DIMCC Username

DMCC Password

Encrypt Wedia Streams

IP Station Security Code

Service Observe Feature Access Code
AES TSAP| Server(s)

AES TSAP| Service identifier(s)

AES TSAPI Service Login D

AES TSAPI Service password

Agent Skill Group(s) to Observe via TSAPI

Communication Manager Edit

siicms
135.9.228.40

acrdmccuser

Yes

7

135.9.228.40
AVAYA#SILCMS#CSTA-S#TRANIO
acrisapiuser

4100000

e TTETTEgET

Avaya Aura CCT Server

Minutes after which call information indexed by Call ID is discarded

TOTTETET
Not defined
180

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

No.
40

Detail
Edit

Delete selected port(s) | | Add port(s)
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4.3. Administer Recorder Information

Navigate to General Setup > Recorder tab and set the IP address on this server to use for
recordings (RTP, screen content etc.) field to the IP Address of the Contact Recorder. Retain
default values for the remaining fields.

| AVAVA Contact Recorder & REFRESH |Help Change Password Logout About

Onerations  BEETETy I General Setup ‘

Recorder Status

Contact Centér Interface !
@ General Setup : Recorder Serial # 810010, at 04/05/11 09:52:51 AM
i i f about them. Any shown in red are invalid and must be changed.

IP address on this server to use for recordings (RTP, screen content etc.) 1359228 41 Edit
Maximum total call duration (hours) 10 Edit
Maximum recording segment duration (mins) 120 Edit
Retain call details for (months) 60 Edit
SNMP Read Community Not defined Edit
SNMP Trap Destination Not defined Edit
Replay semver(s) (defaults to Master and Standby) Not defined Edit
Allow full database vacuum on startup if required. Yes Edit
Key Management Server Not defined Edit
URL(s) of external control port(s) to connect to Not defined Edit
Time between beeps (secs) 5 Edit
Add VDN number as additional "owner” of calls No Edit
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4.4. Administer Conferenced Mode
Navigate to Operations - Conferenced tab and set the following fields:

e Audio format: Use default value G.729A (8kbps)
[ ]

Maximum Concurrent Recordings (on this recorder):  Number of recording ports
allocated to the Conferenced Mode

e Record calls to or from: Use “Add address(s)” to add the target stations.

Retain the default values for other fields.

‘ AVAYA  Contact Recorder

R¥ REFRESH Help Change Password Logout About

o= I Operations

Alarms

13 operations : Conferenced

Archive Conferenced Quality Menitoring Station Bulk Station Exec On Demand Meeting Replay

Serial # 810010, at 04/06/11 11:01:47 AM

The settings balow summarize how ports using this mods are configurad.
Apply Beep Tone within recorder No Edit
“Audio format G.720A (Bkbps) | Edit
Record calls that do NOT have a VDN number? Yes Edit
Fiter calls by VDN andior Skil Hunt Group? Ignore this fiekd when determining which calls to record Edit
Test VDN fiter against which VON? First Edit
Tag calls with which VDN? First Edit
(AACC) Fiter cals by CDN? Ignoring CON Edit
(AACC) Fikter calls by Skil Set? lgnoring AACC Skill Set. Edit
[ Mazimum Concurrent Recordings (on this recorder) 5 | Edit
1 Edit
4770001 Edit
eci . Stations, Agents, VDNs or Sils Edit
orts configur 4
[Rescamsoorom ]
Select Address(es) 7+ No. 73 Detail -+
0 4150000 1 Edt
] 4150001 1 Edit
B 4150002 1 Edit
0 4150003 1 Edit
Delete selected address{es) !! Add address(es) ]_|I

ML; Reviewed:
SPOC 05/05/2011

Solution & Interoperability Test Lab Application Notes 34 of 40
©2011 Avaya Inc. All Rights Reserved. ACRAES61CM6-SSC



5. Verification Steps

This section provides the steps that can be performed to verify proper configuration of Avaya
Aura® Communication Manager, Avaya Proactive Contact, Avaya Contact Recorder, and Avaya
Aura® Application Enablement Services.

5.1. Verify Avaya Aura® Communication Manager

On Communication Manager, verify the status of the administered CTI link by using the “status
aesvcs cti-link” command. Verify that the Service State is “established” for the CTI link
number administered in Section 2.9, as shown below.

status aesvcs cti-link

AE SERVICES CTI LINK STATUS

CTI Version Mnt AE Services Service Msgs Msgs
Link Busy Server State Sent Rcvd
5 4 no tranio established 15 15

Verify the registration status of the virtual IP softphones by using the “list registered-ip-
stations” command. Verify that extensions used by this test from Section 2.7 are displayed, as
shown below.

list registered-ip-stations Page 1
REGISTERED IP STATIONS

Station Ext Set Type/ Prod ID/ TCP Station IP Address/
or Orig Port Net Rgn Release Skt Gatekeeper IP Address

415-1000 4624 IP.API_ A y 135.9.228.40
5 3.2040 135.9.228.62
415-1001 4624 IP_API_ A y 135.9.228.40
5 3.2040 135.9.228.62
415-1002 4624 IP_API_A y 135.9.228.40
5 3.2040 135.9.228.62
415-1003 4624 IP_API_A y 135.9.228.40
5 3.2040 135.9.228.62

5.2. Verify Avaya Aura® Application Enablement Services

Verify the Switch Connection status by selecting Status = Status and Control = Switch
Conn Summary from the left pane. Verify “Conn State” is “Talking”.
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We\come User craft
H 1 1 Last login: Wed Ap 6 11:39; 22 2011 from 198.152.13.67
A\/AyA Application Enablement Services R i Wed i S T RS
Management Console ~ Server offer Type: SWONLY
sw Version; ro-1-0-16-0

Status | Status and Control [Switch Conn Summary Home | Help | Logout

» AE Services

Communication Manager

et TaGE. Switch Connections Summary
» Licensing [TIEnable page refresh every |60 [+] sec
» Maintenance
» Networking
e Switch Conn i pd
¥ Status 1 I
Alarm viewer siloma Talking Yes Wed Apr 6 11:36:40 2011 Onling 1/0/1 2 Enabled 141 152 30
el ™® silems [ Talking | Yes Wed Aprs 1136z 2011 | onine | 1/1/2 z [Tenabled | 110 121 e |

Status and Control

v CULAN, SEFviGE SUMars [ ne | [ Offline | [ Connection Cetails | [ Per Service Connestions Details

= DLG Services Summary

= DMCC Service Summary
= Switch Conn Summary
= TSAPI Service Summary

F User Management
b Utilities

Verify the status of the DMCC link by selecting Status = Status and Control > DMCC
Service Summary from the left pane. The DMCC Service Summary — Session Summary
screen is displayed. In the lower portion of the screen, verify that the User column shows an
active session with the user name from Section 3.8, and that the # of Associated Devices column
reflects the number of virtual IP softphones being used by Avaya Contact Recorder (4 of them
are for Conferenced recording and the rest are allocated for a separate test).

Welcome: User craft
i i i Last 39122 2011 from 198.152.13 67
A\/Aya Application Enablement Services L el st edoo s
Management Console Sery:
SW Version i 6-
Status | Status and Control |DMCC Service Summary Home | Help | Logout

» AE Serwices

Communication Manager

e DMCC Service Summary - Session Summary

b Licensing [Clerabie page retresh every |60 [+ seconds

paklaintonance Session Summary Device Summary
» Networking Generated on Wed Apr 05 11:44:36 MDT 2011

Service Uptime: 0 days, 0 hours 7 minutes

» Security

Mumber of Active Sessions: &

~ Status Number of Sessions Created Since Service Boot: 1
Mumnber of Existing Devices: Edd
Mumber of Devices Created Since Service Booti 37

Alarm Viewrer

Logs

Session ID Application Ear-end Identifier Connection Type

[l |COBS0BGIFETE4EGAD F4D7ER0ODE7ISD10-0 a ser ContactStore 135.9.226.41 ML Encrypted 137

# of Associated Devices
Status and Control

= CWLAN Service Summary

[ Termina te Sessions | show Termina ted Sessions
= DLG Services Summary

= DMCC Service Summary tem 1-1 aof 1
= Switch Conn Summary
= TSAPI Service Summary

Verify the status of the TSAPI link by selecting Status > Status and Control > TSAPI
Service Summary from the left pane. The TSAPI Link Details screen is displayed. Verify the
Status is “Talking” for the TSAPI link administered in Section 3.4, as shown below.
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Welcame: User craft
H H i Last login: Wed Apr 6 11:33:22 2011 fram 198.152.13.67
AVAyA Application Enablement Services Hosthame/IP: tranio.silfst.dr.avaya.com/135.9.228 40
Management Console Server Offer Type: SWONLY
SW Version: ré-1-0-16-0

Status | Status and Control [TSAPI Service Summary Home | Help | Logout

» AE Services

Communication Manager TSAPI Link Details
Interface
» Licensing (7l Enable page refresh every | 60+ seconds
) Maintenance
e Switch CTI o - 5 - Msgs Msgs Msgs
9 k tch Name R 1 Since State Switch ¥ersion Associations to Switch from Switch pcind
» Security
~ Status @ 1 silems 5 Talking wed Apr 6 11:37:11 2011 online 16 pit 34 35 30
Alarm viewer ® 2 siloma. 10 Talking wed Apr 6 11:37:11 2011 Online 16 3 111 122 30
Logs
-Orvhrve -OFFIine
Status and Control
= CYLAN Service Summary Far service-wide information, choose one of the following:
- DLG Services summary [ TSAPI Service Status || Tlink Status || User Status |

= DMCC Service Summary
= Switch Conn Summary
= TSAPI Service Summary

5.3. Verify Avaya Contact Recorder

From the Avaya Contact Recorder screen, navigate to Recorder Status - Server. The
following screen is displayed. Verify that the Link to DMCC at 135.9.228.40 field shows
“ACTIVE?”, the Link to TSAPI at AVAY A#SILCM5#CSTA-S#TRANIO field shows “UP”.

AVA\/A Contact Recorder R REFRESH |Help Change Password Logout  About

I Recorder Status

ope 3 Alarms )
System Server CTI Monitors Ports
@ Recorder Status : Server Serial % 810010, st 0406411 11:4%:19 AM
The table below shows the current state of this recorder, Click the refresh button to update the table,
Link to DMICE &t 135.9.228 40 ACTIVE
| Link to TSAP 6t AV AV ARSILCMSHCSTA-SHTRANO up
Uirik to eQualty Blance Cortrol outped o 135.9.228 46,1415 UF
Total call segments recorded to date 382
Totsl call segments recarded today (or since restart if today) 2
Dt of oltiest cal held on disk 11510 10:21:59 AM

Navigate to Recorder Status = Ports. The following screen is displayed. Verify the number of
ports allocated to the Conferenced Mode is consistent with the number configured in Section
4.4. The other ports shown are assigned to Quality Mode which is used for another test and is
outside the scope of this application notes.

AVAVA Contact Recorder & REFRESH Help Change Password Logout About

Recorder Status [0 alarms | __
System Server CTI Monitors Ports
@ Recorder Status : Ports Serial # 810010, 3t 04/06/11 115118 A

Tha table belew shows the stata of all ports st tha tima the page was requestad, Click the refrash link sbous or balow the table to update i,
Fort /+ Mode / Controller / Recording Enabled State /- Recording 7+
6100104151000 Conferenced Mo Ide Reset
1 00104151001 Conferenced Mo Idie Reset
£100104151002 Conferenced Mo e Reset
&1 00104151003 Conferenced Mo Idie Reset
&1 00104151004 Conferenced Mo e Reset
100104151008 Gualty Mo Ide Reset
6100104151003 Gualty Mo Ide Reset
E1 00104151010 Gualty o e Reset
&1 001044151011 Gualty Mo de Reset
AT R 5 5 Gl tin s Reset

ML; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 40
SPOC 05/05/2011 ©2011 Avaya Inc. All Rights Reserved. ACRAES61CM6-5SC



5.4. Verify Avaya Contact Recorder Recording Playback
Select Replay from the Avaya Contact Recorder menu bar. The following screen is displayed.

AVAYA  Contact Recorder

" REFRESH |5ys|emAdmin Help Change Password Logout About

Search Filters Results

Call Start Range iﬁ Call Start Len Agent Parties Senice Call D
e [Zaco0 i There are no matching recordings
[oamen [11:59:50 P

Parties

Agent

Length

Service

Universal Call I

Call Set

SEARCH

Specify the search criteria in the left pane. Click SEARCH to update the screen with call
recordings. Verify that the recording entries reflect the calls supposed to be recorded and
displayed. Click the radio button to select an entry and click the play button (green triangle) to
listen to the playback. Verify that the content of the recording matches the content of the call.

f,‘- Avaya Contact Recorder - Windows Internet Explorer l _|EI 5]
@.\’—j - |g http:/f135.9,225.41:8080) servlet facrremd=viewerseditmode=viewspoal= j +4 | % | |anual deactivate survivable-processor | 2+
Flle Edit Wiew Favaorites Tools  Help
Gl BB m e G- @ DB
AVAYA  Contact Recorder & REFRESH | System Admin Help Change Password Logout About
Search Filters Results ]
-
Call Start Range FgelEgsln
— fl callStart /s Len s Agent /. Parties / Sevice /1 CalllD + T

[osrosinn [1zz00:00 am & U4I0BITT11.0646AM 0015 4000000 (Ag 4000000) 4100000 (Spit 40), 4150000 (stat 4150000), 1000 4770001 (qvdn 4770001) 177000001302108870 [~
[oaneitt [Frsesepu - . - , -

Parties

I E

Agent

I =~ ]

Length

I =

Service

I = 8

Universal Call ID

[ -l
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6. Additional References

Avaya references, available at http://support.avaya.com.

1. Installing and Configuring Avaya Aura® Communication Manager document
http://support.avaya.com/css/P8/documents/100089133

2. Avaya Aura® Application Enablement Services Administration and Maintenance Guide,
Release 6.1, Issue 2, February 2011
http://support.avaya.com/css/P8/documents/100127029

3. Avaya Contact Recorder 10.1 Planning, Installation and Administration Guide. Available
on product media.
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©2011 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com.
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